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MANAGED NETWORK DEVICE SECURITY 
METHOD AND APPARATUS 

Reference to Related Application 

This application is related to the following application 
having the same assignee and inventorship and containing 
common disclosure, and is believed to have an identical 
effective ?ling date: “System and Method for Detecting and 
Preventing Security Intrusions in Campus LAN Networks”, 
Ser. No. 08/780804. 

BACKGROUND OF THE INVENTION 

This invention relates in general to computer network 
security systems and in particular to systems and methods 
for detecting and preventing intrusion into a campus local 
area network by an unauthoriZed user. 

As local area networks (LANS) continue to proliferate, 
and the number of personal computers (PCs) connected to 
LANs continue to grow at a rapid pace, network security 
becomes an ever increasing problem for network adminis 
trators. As the trend of deploying distributed LANs 
continues, this provides multiple access points to an enter 
prise’s network. Each of these distributed access points, if 
not controlled, is a potential security risk to the network. 

To further illustrate the demand for improved network 
security, an IDC report on network management, “LAN 
Management: The Pivotal Role of Intelligent Hubs”, pub 
lished in 1993, highlighted the importance of network secu 
rity to LAN administrators. When asked the importance of 
improving management of speci?c LAN devices, 75% of the 
respondents stated network security is very important. When 
further asked about the growing importance of network 
security over the neXt three years, many respondents indi 
cated that it would increase in importance. 
More recently, a request for proposal from the US. 

Federal Reserve speci?ed a requirement that a LAN hub 
must detect an unauthoriZed station at the port level and 
disable the port within a 10-second period. Although this 
requirement will stop an intruder, there is an inherent 
weakness in this solution in that it only isolates the security 
intrusion to the port of entry. The rest of the campus network 
is unaware of an attempted break-in. The detection of the 
unauthoriZed station and the disabling of the port is the ?rst 
reaction to a security intrusion, but many signi?cant 
enhancements can be made to provide a network-wide 
security mechanism. Where the above solution stops at the 
hub/port level, this invention provides signi?cant enhance 
ments to solving the problem of network security by pre 
senting a system wide solution to detecting and preventing 
security intrusions in a campus LAN environment. 

In today’s environment, network administrators focus 
their attention on router management, hub management, 
server management, and switch management, with the goals 
of ensuring network up time and managing growth (capacity 
planning). Security is often an afterthought and at best 
administrators get security as a by-product of employing 
other device functions. For example, network administrators 
may set ?lters at router, switch, or bridge ports for perfor 
mance improvements and implicitly realiZe some level of 
security as a side effect since the ?lters control the How of 
frames to LAN segments. 

The problem with using ?lters is that their primary focus 
is on performance improvements, by restricting the How of 
certain types of network traf?c to speci?ed LAN segments. 
The ?lters do not indicate how many times the ?lter has 
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2 
actually been used and do not indicate a list of the media 
access control (MAC) addresses that have been ?ltered. 
Therefore, ?lters do not provide an adequate detection 
mechanism against break-in attempts. 

Another security technique that is commonly employed in 
hubs is intrusion control. There are token ring and Ethernet 
managed hubs that allow a network administrator to de?ne, 
by MAC address, one or more authoriZed users per hub port. 
If an unauthoriZed MAC address is detected at the hub port, 
then the port is automatically disabled. The problem with 
this solution is that prevention stops at the hub and no further 
action is taken once the security intrusion has been detected. 
This solution does not provide a network-centric, system 
wide solution. It only provides a piecemeal solution for a 
particular type of network hardware namely, the token ring 
and Ethernet managed hubs. The result is a fragmented 
solution, where security may eXist for some work groups 
that have managed hubs installed, but not for the entire 
campus network. At best, the security detection/prevention 
is localiZed to the hub level and no solution exists for a 
network-wide solution. 

Other attempts to control LAN access have been done 
with software program products. For eXample, IBM Corpo 
ration’s Lan Network Management (LNM) products LNM 
for OS2 and LNM for AIX both provide functions called 
access control to token ring LANs. There are several prob 
lems with these solutions. One problem with both of these 
solutions is that it takes a long time to detect that an 
unauthoriZed station has inserted into the ring. An intruder 
could have ample time to compromise the integrity of a LAN 
segment before LNM could take an appropriate action. 
Another problem with the LNM products is that once an 
unauthorized MAC address has been detected, LNM issues 
a remove ring station MAC frame. Although this MAC 
frame removes the station from the ring, it does not prevent 
the station from reinserting into the ring and potentially 
causing more damage. Because these products do not pro 
vide foolproof solutions, and signi?cant security eXposure 
still eXists, they do not provide a viable solution to the 
problem of network security for campus LAN environments. 

Thus, there is a need for a mechanism in the managed 
devices of a computer network that enables a comprehensive 
solution and that not only provides for detection of security 
intrusions, but also provides the proactive actions needed to 
stop the proliferation of security intrusions over the domain 
of an entire campus network. 

SUMMARY OF THE INVENTION 

It is, therefore, an object of the invention to provide an 
apparatus and method in a managed device for detecting and 
preventing security intrusions in a computer network. 

It is another object of the invention to provide an appa 
ratus and method in a managed hub for detecting and 
preventing security intrusions in a computer network. 

Overall, this invention can be described in terms of the 
following procedures or phases: discovery, detection, 
prevention, hub enable, and security clear. During each of 
these phases, a series of frames are transmitted between the 
interconnect devices on a campus network. These frames are 

addressed to a group address (multicast address). This well 
known group address needs to be de?ned and reserved for 
the LAN security functions that are described herein. This 
group address will be referred to as LAN security feature 
group address throughout the rest of this description. 
The campus LAN security feature relies on managed hubs 

discovering the interconnect devices in the campus LAN 
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segment that support this LAN security feature. The term 
“LAN interconnect device” is used throughout this descrip 
tion to refer to LAN sWitches (token ring and Ethernet 
10/100 Mbps), LAN bridges and routers. The managed hub 
maintains a list of authoriZed MAC addresses for each port 
in the managed hub. If the managed hub detects an unau 
thoriZed station connecting to the LAN, the hub disables the 
port and then transmits a security breach detected frame to 
the LAN security feature group address. Each of the LAN 
interconnect devices on the campus LAN segment copies the 
LAN security feature group address and performs the fol 
loWing steps: 1) set up ?lters to ?lter the intruding MAC 
address; 2) forWard the LAN security feature group address 
to other segments attached to the LAN interconnect device; 
and 3) send an acknowledgement back to the managed hub 
indicating that the intruding address has been ?ltered at the 
LAN interconnect device. Once the managed hub receives 
acknowledgements from all of the interconnect devices in 
the campus LAN, the port Where the security intrusion Was 
detected is re-enabled for use. Another part of the invention 
provides a netWork management station With the capability 
to override any security ?lter that Was set in the above 
process. 

The folloWing is a brief description of each phase in the 
preferred embodiment of the invention: 
1. Discovery 

In this phase, the managed hub determines the intercon 
nect devices in the campus netWork that are capable of 
supporting the LAN security feature. The managed hub 
periodically sends a discovery frame to the LAN security 
feature group address. The managed hub then uses the 
responses to build and maintain a table of interconnect 
devices in the netWork that support the security feature. 
2. Detection 

In the detection phase, the managed hub compares the 
MAC addresses on each port against a list of authoriZed 
MAC addresses. If an unauthoriZed MAC address is 
detected, then the managed hub disables the port and noti?es 
the other interconnect devices in the campus netWork by 
transmitting a security breach detected frame to the LAN 
security feature group address. 
3. Prevention 

The prevention phase is initiated When a LAN intercon 
nect device receives the security breach detected frame. 
Once this frame is received, the LAN interconnect device 
sets up a ?lter to prevent frames With the intruding MAC 
address from ?oWing through this netWork device. The LAN 
interconnect device then forWards the security breach 
detected frame to the other LAN segments attached to the 
interconnect device. The LAN interconnect device also 
transmits a ?lter set frame back to the managed hub. 
4. Hub Enable 

The hub enable phase takes place When the managed hub 
has received all acknoWledgements from the LAN intercon 
nect devices in the campus netWork. When the acknoWl 
edgements have been received, the managed hub re-enables 
the port Where the security intrusion occurred. 
5. Security Clear Condition 

In this phase, a netWork management station can remove 
a ?lter from a LAN interconnect device that Was previously 
set in the prevention step. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention Will be described With respect to a preferred 
embodiment thereof Which is further illustrated and 
described in the draWings. 

FIG. 1 is a block diagram of a campus netWork in Which 
the present invention can be implemented. 
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4 
FIG. 2 is a component block diagram for an SNMP 

managed device. 
FIG. 3 is a component block diagram for a netWork 

management station. 
FIGS. 4A—4C shoW general frame formats for Ethernet 

and token ring frames. 
FIGS. 5A—5E shoW the information contained in the 

Ethernet and token ring frame data ?elds to represent the 
different frame types that are implemented in the preferred 
embodiment. 

FIG. 6 illustrates the structure of the Interconnect Device 
List (ICD). 

FIG. 7 illustrates the structure of the Breach List. 

FIG. 8 illustrates the structure of the Intrusion List. 

FIG. 9 is a How chart of the processing that occurs in the 
managed hub to initiate the discovery phase of the invention. 

FIG. 10 is a How chart of the processing that occurs in the 
interconnect device during the discovery phase of the inven 
tion. 

FIG. 11 is a How chart of the processing that occurs in the 
managed hub during the discovery phase of the invention in 
response to the receipt of a discovery response frame. 

FIG. 12 is a How chart of the processing that occurs in the 
managed hub during the detection phase of the invention. 

FIG. 13 is a How chart of the processing that occurs in an 
interconnect device during the prevention phase of this 
invention. 

FIG. 14 is a How chart of the processing that occurs in the 
managed hub during the hub enable phase of the invention. 

FIG. 15 is a How chart of the processing that occurs in the 
interconnect devices in response to the receipt of a security 
clear condition frame. 

FIG. 16 is an eXample of the implementation of the 
invention in a campus LAN environment. 

FIG. 17 is an eXample of the data ?oWs corresponding to 
the eXample implementation in a campus LAN environment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The preferred embodiment of this invention uses the 
SNMP netWork management protocol, since SNMP is the 
most prevalent netWork management protocol in the indus 
try and is the most Widely deployed in campus netWorks. It 
should be noted that the concepts in this invention related to 
netWork management could also be applied to other netWork 
management protocols such as CMIP or SNA. 

FIG. 1 illustrates a typical campus netWork environment 
in Which the present invention can be implemented. As 
shoWn in the ?gure, the campus netWork 10 contains inter 
connect devices, such as router 12, router 14, token ring 
sWitch 16, bridge 18, managed hubs 20, 22, 24, netWork 
management station 26, Workstation 28 and ?le server 30. 
The managed hubs and interconnect devices depicted in 

FIG. 1 are considered SNMP managed devices. The typical 
component block diagram for an SNMP managed device is 
illustrated in FIG. 2. Atypical managed device is an embed 
ded system that includes a system bus 50, random access 
memory (RAM) 52, NVRAM 54 to store con?guration 
information, FLASH EPROM 56 to store the operational 
and boot-up code, a processor or CPU 58 to eXecute the code 
instructions, and a media access control (MAC) chip 66 that 
connects the device to the netWork 10. FIG. 2 also shoWs 
operational code 60, TCP/IP protocol stack 62 and SNMP 
agent code 64. In most instances, the operational code and 
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the frame processing code execute in FLASH memory 56 or 
in RAM 52. The code that implements several phases in this 
invention is included as a part of the operational code 
(microcode or ?rmWare) of the managed device. The MAC 
chip 66 copies the frames corresponding to the different 
phases into RAM 52 and noti?es the processor 58, usually 
via an interrupt, that a frame is ready for processing. The 
operational code 60 handles the interrupt and processes the 
frame. 

FIG. 3 illustrates the typical component block diagram for 
a netWork management station such as that indicated by 
reference numeral 26 in FIG. 1. The netWork management 
station includes a processor 70, With a system bus 90 to 
Which RAM 72, direct access storage device (DASD) 74, 
other peripherals 76, display monitor 78, keyboard 80, 
mouse 82 and netWork interface card 84 are connected. 

FIGS. 4A—4C shoW the general frame formats for Ether 
net and token ring frames. The LAN security feature group 
address is placed in the destination address (DA) ?eld of the 
discovery request, security breach detected and security 
clear condition (optionally) frames as discussed more fully 
beloW. The data ?eld portion of each frame is used to pass 
the additional information related to this security feature. 

The folloWing describes the information that is included 
in the data ?elds of the Ethernet and token ring frame types 
to represent the different frames that are speci?c to the 
preferred embodiment of the invention. 

The discovery request frame shoWn in FIG. 5A is sent to 
the LAN security feature group address and the data ?eld 
includes a one byte ?eld Which indicates that the frame type 
(frame type identi?er X ‘01’) is a discovery request frame. 
The time stamp ?eld is the system time value When the 
discovery request frame is transmitted. It is used to correlate 
the discovery response frame With the discovery request 
frame. 

The discovery response frame shoWn in FIG. 5B is sent to 
the individual MAC address of the managed hub that 
initiated the request. The data ?eld in this frame includes a 
one byte ?eld Which indicates that the frame type is a 
discovery response frame (frame type identi?er X ‘02’), and 
also contains the MAC address of the LAN interconnect 
device sending the frame, a description of the LAN inter 
connect device (e.g., IBM 8272 Model 108 Token Ring 
SWitch), and a time stamp that is used to correlate the 
discovery response frame With the discovery request frame. 

The security breach detected frame shoWn in FIG. 5C is 
sent to the LAN security feature group address and the data 
?eld includes a one byte ?eld Which indicates that the frame 
type is a security breach detected frame (frame type iden 
ti?er X ‘03’) and contains the MAC address that Was 
detected as the security intruder. Other ?elds of this frame 
contain the module number and port number Where the 
security breach Was detected and the system time When the 
security breach Was detected. When the time stamp value is 
used in combination With the intruding MAC address and 
module and port numbers, it forms an intrusion identi?er as 
Will be referred to subsequently. FolloWing the time stamp 
are device ?eld length indicating the length of the ?eld that 
folloWs and address ?elds. The address ?eld contains the list 
of addresses that have processed and forWarded the security 
breach detected frame. It starts With the originating MAC 
address of the managed hub. Each successive interconnect 
device that receives the frame, appends its MAC address to 
the end of this ?eld and updates the device ?eld length 
before it forWards the frame. It provides an audit trail or path 
that the security breach detected frame folloWed throughout 
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6 
the netWork. AnetWork management station can monitor the 
progress of the security breach detected frame through 
information in the trap frames that it receives. 
The ?lter set frame shoWn in FIG. 5D is sent to the 

individual MAC address of the managed hub that initiated 
the security intrusion condition. The data ?eld includes a one 
byte ?eld Which indicates that the frame type is a ?lt er set 
frame (frame type identi?er X ‘04’) and contains the MAC 
address of the LAN interconnect device sending the frame. 
Other ?elds in this frame are the MAC address of the 
detected intrusion, the module and port number of the 
managed hub Where the security intrusion Was detected, and 
the time stamp representing the system time When the 
security breach Was detected. 
The security clear condition frame shoWn in FIG. 5E can 

be sent to the LAN security feature group address or to the 
individual MAC address of a LAN interconnect device. The 
data ?eld includes a one byte ?eld Which indicates that the 
frame type is a security clear condition frame (frame type 
identi?er X ‘05’) and contains the intruding MAC address to 
remove as a ?lter. 

Trap frames are sent to the netWork management station 
at various times depending upon the phase of the invention 
that is being performed. All trap frames have the same basic 
format With the information in each trap frame varying 
according to the phase. 

In the discovery phase, traps are sent as a result of the 
managed hub deleting an interconnect device from the list of 
devices that are in the security domain of interconnect 
devices. The discovery trap frame contains the trap identi?er 
(X ‘01’), the MAC address of the interconnect device and 
device description. This trap indicates that an interconnect 
device Was removed from a managed hub interconnect 
device list because it did not respond to the managed hub 
With a discovery response frame Within the allotted time 
period of the discovery WindoW. 

Traps sent in the detection phase indicate that the man 
aged hub detected an intrusion on one of the hub ports. 
Information in this trap frame includes trap identi?er (X 
‘02’), the MAC address of the intruding device, the module 
and port number of the detected intrusion, and the time When 
the security intrusion Was detected. 

Traps sent in the prevention phase indicate that the 
interconnect device has completed the processing of a 
received security breach detected frame. This trap frame 
contains the trap identi?er (X ‘03’), the MAC address of the 
intruding device, the module and port number of the 
detected intrusion, the time When the security breach Was 
detected and a variable length address ?eld. This last ?eld 
contains a list of MAC addresses for all the devices that have 
processed the security breach detected frame. This informa 
tion provides to the netWork management station the path 
that the security breach detected frame folloWed through the 
netWork. 

Traps sent in the hub enable phase indicate that the 
managed hub has reenabled a hub port as a result of 
receiving ?lter set frames from all of the interconnect 
devices in the discovered security domain, i.e., all the 
discovered interconnect devices. This trap frame contains 
the trap identi?er (X ‘04’), the MAC address of the intruding 
device, the module and port number of the detected 
intrusion, and the time When the security breach Was 
detected. 

For token ring netWorks, the information in the trap 
frames can be included in frames addressed to the functional 
address of the LAN manager. The LAN management frame 
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format and de?ned functional address are speci?ed in the 
IBM Token Ring Network Architecture (SC30-3374-02) 
publication. 

For managed hubs, the authoriZed address list controls Which MAC addresses are alloWed to connect to 

speci?ed ports. Each entry in the AAL consists of tWo ?elds: 
port number and authoriZed address. The port number iden 
ti?es a speci?c port on the hub; the authoriZed address ?eld 
speci?es the address or addresses that are alloWed to connect 
to the port. 

The AAL can be built by the netWork administrator as part 
of the con?guration of the managed hub. The netWork 
administrator identi?es the addresses that are alloWed to 
connect to speci?c ports on the hub. After the initial 
con?guration, the AAL can be updated in several Ways. The 
netWork management station can add or delete entries in the 
AAL by sending SNMP management frames. Since most 
managed hubs provide a Telnet interface into the device to 
change con?guration parameters, a Telnet session could be 
used to add or delete entries in the AAL. Also, since most 
managed hubs provide for the attachment of a local console 
over an RS232 serial port connection Which can be used to 
change con?guration parameters, a local console session can 
be used to add or delete entries in the AAL. 

Alternatively, the AAL can be built dynamically through 
a learning process. Most managed hubs provide a mecha 
nism in the hardWare to capture the addresses of the stations 
that are attached to the ports of a hub. These learned 
addresses can be provided to the netWork management 
station as those stations authoriZed to access the hub. These 
learned addresses are then used as the AAL for the managed 
hub. 

The discovery phase is initiated by each managed hub in 
the campus netWork. Its purpose is to determine the LAN 
interconnect devices in the campus LAN that support the 
LAN security feature. Each managed hub periodically trans 
mits a discovery frame (FIG. 5A) to the LAN security 
feature group address. The managed hub then uses the 
information in the response frame (FIG. 5B) to build and 
maintain a list of all of the devices that support the LAN 
security feature. This list is referred to as the Interconnect 
Device List (ICD). The addresses in this list are used in the 
hub enable phase to correlate the reception of the ?lter set 
frame (FIG. 5D) With entries in the list. The managed hubs 
typically store these ICD lists in management information 
base (MIB) tables Where they can be retrieved, upon request, 
from a netWork management station. 

The discovery phase can also be used to provide an 
integrity check on the ICD list of devices supporting the 
LAN security feature. By periodically transmitting the dis 
covery frame (FIG. 5A) to the LAN security feature group 
address, checks can then be made to ensure that all of the 
devices are still in the ICD security list. If any discrepancies 
are detected, e.g., if a station is removed from the list or 
added to the list, then an SNMP trap is sent to the netWork 
management station. This noti?cation alerts the netWork 
administrator that a potential security eXposure eXists in the 
campus netWork. FIG. 6 illustrates the structure of the ICD 
list along With the information stored in the list for each 
discovered interconnect device. Other lists that are built and 
maintained in the detection and prevention phases are the 
Breach List shoWn in FIG. 7 and the Intrusion List shoWn in 
FIG. 8. Their use Will be explained beloW in the description 
of the detection and prevention phases. 

The detection phase operates at the managed hub level. 
Each port on the managed hub can be con?gured to hold one 
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8 
or more MAC addresses of users that are authoriZed to 
access the netWork. The managed hubs can be 10 or 100 
Mbps Ethernet or token ring hubs. Current hub chipsets 
provide the capability to determine the last source MAC 
address that is seen on a port. When a station attempts to 
connect to a netWork, either by inserting into the token ring 
or by establishing a link state With an Ethernet hub, the last 
source address seen on the port is compared to the autho 
riZed list of MAC addresses that has been de?ned for this 
port. If the address is authoriZed then normal netWork 
operations occur. If the address is not authoriZed, then the 
managed hub performs the folloWing actions: 

1. disables the port; 
2. sends an SNMP trap frame to the netWork management 

station; 
3. sends an alert frame to the functional address of the 
LAN Manager (token ring); and 

4. transmits a security breach detected frame (FIG. SC) to 
the LAN security feature group address. 

Additional variables in the SNMP trap provide informa 
tion about the point of intrusion: eg the module id (in the 
case of stackable hubs), the port number, the netWork 
number (in cases Where hubs have multiple backplanes), and 
a time stamp (sysUpTime) of When the intrusion Was 
detected. SysUpTime is an SNMP MIB variable that repre 
sents the time (units of 0.01s) since the netWork manage 
ment portion of the system Was last re-initialiZed. 
Some managed hubs support multiple backplanes or net 

Works. In this case, the security breach detected frame is 
transmitted on all of the active backplanes/netWorks Within 
the hub. 
The Well knoWn group address needs to be de?ned and 

reserved for LAN security functions. The security breach 
detected frame (FIG. 5C) containing the MAC address of the 
station that intruded into the netWork is sent to the LAN 
security feature group address. 
The prevention phase spans the netWork. Each intercon 

nect device in the campus netWork is con?gured to copy 
frames addressed to the LAN security feature group address. 
Upon a security intrusion, the netWork interconnect devices 
copy the security breach detected frame (FIG. 5C) and 
perform the folloWing functions: 

1. set ?lters based on the intruder’s MAC address. 

2. transmit a security breach detected frame (FIG. SC) to 
the LAN security feature group address. 

3. send an SNMP trap frame to the netWork management 
station. 

4. send an alert frame to the functional address of the LAN 
manager (token ring). 

5. transmit ?lter set frame (FIG. 5D) to the MAC address 
of the hub that initiated the security breach process. 

Setting ?lters by the netWork interconnect device prevents 
intrusion attempts With this MAC address originating else 
Where in the campus netWork from ?oWing through this 
interconnect device. This protects an enterprise’s data on 
this segment of the netWork from any attacks via the 
intruder’s MAC address. 
The interconnect device extracts the intrusion identi?er 

information from the security breach detected frame. If this 
is the ?rst time the interconnect device has received a 
security breach detected frame With this intrusion identi?er, 
the interconnect device adds this information to the Intrusion 
List, then checks to ensure the ?lter has been set for the 
intruding MAC address and resets, if required. The inter 
connect device then transmits the security breach detected 
frame on all ports eXcept the port on Which the security 
breach detected frame Was received. 
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