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environment), so I don’t cover this sort of usage in great detail here. Simply be aware that when
embedding plug-in-based media, the object element is what you usually need to use.

To wrap up this discussion on embedded media, it’s important to mention a feature of the object
element that came up earlier: the fallback content mechanism. How exactly is this done? Well, it’s quite
intuitive and easy to implement. You can nest object elements (or other elements), allowing the web
browser to display alternative content if it cannot render the preferred choice. For instance, you can nest
avideo, an image, and finally some text like so:

<object data="video.mpg" type="application/mpeg">
<object data="picture.jpg" type="image/jpg">
Some descriptive text, and <a href="video.mpg">a download link</a>.
</object>
</object>

The user agent should first try to display the video, but if it can’t, it should then try to display the
image, and if it can’t do that, it displays the text—no need for alt attributes here! This concept of nesting
alternative content within an element is particularly important to the elements to come later in this
chapter, such as video, so keep it in mind.

Note Although object can theoretically be used to embed many types of media, the reality is that many new
elements added in HTML5, as well as existing elements, have usurped object on several fronts. video and audio
should be used in place of object for embedding those types of media, and img has long been the ubiquitous
answer to embedded images, despite object’s attempt to supersede it. Also, iframe (discussed in the next
section) is a better alternative for nesting one web page inside another. The applet element for Java applets,
however, is obsolete in HTMLS, and for this type of content object should be used instead. It should also be used
for plug-in-based media such as Adobe Flash content.

Embedding HTML: iframe

Netscape Navigator 2.0 introduced the ability to create frames, which seemed pretty innovative at the
time. The ability to construct an HTML page out of numerous other pages meant, for instance, that in a
page that had a frame for content and a frame for a navigation bar, the content of the page could be
loaded without the need to reload the navigation bar. Also, the contents of the page could be scrolled
while leaving the navigation bar stationary. Along with these advantages came a number of problems,
however, which led to frames falling out of favor. Among these were difficulties search engines had
navigating a frameset, leading to situations where a particular frame outside of its frameset context
might turn up in search results. Since the days of Netscape Navigator, advances in web browser and web
server technology have made frames obsolete (CSS, for instance, can fix the position of content so it does
not scroll). In HTMLS the frame and frameset elements are obsolete and must not be used. What
remains in HTMLS5 is the iframe element, known as an inline frame. This element allows an entire
HTML page (or snippets of HTML code) to be embedded in another page. The ability to embed one page
into another is useful for incorporating third-party HTML code into your own web page. For example,
this element is often used to embed third-party ads (for instance, Google’s AdSense ads). Other uses
include Facebook’s “Like” button and Twitter’s “tweet” button, which are often seen embedded in blog
posts or similar and are used to share the article on those social networks. An inline frame might also be
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used to embed more extensive third-party content on your site, such as a news feed or articles from
another website.

Handling content in the iframe element

The iframe element creates a box with a set width and height into which the external document is
loaded. It loads its content via a URL supplied to the src attribute. Like object, content can be added
between the opening and closing tags as a fallback mechanism should the page be viewed by a browser
that does not support inline frames. While all major browsers support the iframe element, from an
accessibility perspective, it is a good practice to add fallback content anyway. If nothing else, it can be
used like a comment to remind you what the linked resource is. Consider also including a link to the
embedded document so that the user has access to the document even if the iframe is not supported.
Here is an example:

<iframe src="embed.html" width="300" height="150">
<a href="embed.html">View embedded web page.</a>
</iframe>

If the previous snippet were viewed in a browser that did not support iframe, the link would be
displayed; otherwise, the contents of embed. html would be rendered within the boundaries of an inline
frame, which is a 300 pixel wide by 150 pixel tall box (in this case, as set by the width and height
attribute). Horizontal and vertical scrollbars appear as needed to fit the content, as shown in Figure 5-3

ipsum dolor sit amet, consectetur 3
tempor incididunt ut labore et do!

im veniam, quis nostrud exercitation ulla
ex ea commodo consequat. Duis aute i
it in voluptate velit esse cillum dolore |/

. Excepteur sint occaecat cupidatat non pr¢y’
fficia deserunt mollit anim id est laborum.

s G

Figure 5-3. Appearance of an inline frame with scrollbars

Since it provides a fixed area to display the content within, an iframe can also be used to display =
large amount of content (text generally) in a confined area on the page. For example, perhaps your
website has a “terms and conditions” statement, which generally would be a long document filled wits
legalese text. The document is accessible through a link in the footer at the bottom of your pages, but
you also want to embed this same document in a registration form for when a user registers on your s
Instead of having a duplicate of the terms and conditions page on your site—both linked in the footer
and on a user registration form—you could embed the existing document into the registration page.
such as shown in Figure 5-4.
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wg== to Terms and Conditions S

Terms and Conditions of Use g

The City Press and its associates provide their services to |
#u subject to the following conditions. By registering you 4
accept these conditions. Please read them carefully. v

“igure 5-4. Example of using an inline frame to embed an existing text-heavy document in a small area

The source code for Figure 5-4 might look like this:

<label>Agree to Terms and Conditions <input type="checkbox" title="Agree to Terms
and Conditions" /></label>

—“rame src="tnc.html" width="500" height="100">
<a href="tnc.html" target="_blank">View Terms and Conditions</a>
Iframe>

‘ew iframe element attributes

far as the attributes of iframe go, there has been the usual practice of presentational attributes being
ced obsolete in HTML5. The following attributes should not be used: frameborder, marginheight,
zinwidth, and scrolling. Additionally, the longdesc attribute has been dropped, which shouldn’t be a
s. because it never had adequate browser support anyway.

HTMLS5 has added a small number of attributes related to the ability to embed HTML code snippets

and pages that are sandboxed, meaning they are prevented from performing certain operations that

1ld be used for nefarious purposes by third-party pieces of code. The idea is to use inline frames as a
+ 1o secure pieces of code added dynamically to a web page from a third-party source, as might be

‘one as part of the commenting system on a blog or forum. The three attributes are srcdoc, seamless,

2 sandbox.

Note You may find that the new iframe attributes don’t work in your preferred web browser, because they
=v= yet to gain much support among major browsers. As of this writing, sandbox is the only one of the three new

== utes to have support (in Safari and Google Chrome). We hope further support will be quick to arrive, but as
w any new feature in HTMLS5, keep an eye out for changes to these attributes as the HTML5 specification is

==ned further in the months and years to come.

The srcdoc attribute allows snippets of HTML to be entered directly into the attribute’s value, unlike
. which needs to be given a URL that points to another HTML file, so for example:

7rame srcdoc="<p>This text is in an inline frame</p>"><p>This is regular text</p></iframe>
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This code will create a snippet of HTML that will be inserted into an inline frame. If the srcdoc and
src attributes are present, srcdoc will override sxc, but src can still be included and given a value so as to
provide fallback content for when the srcdoc attribute is not supported (which currently is the case in all
major browsers).

The seamless attribute, which is a Boolean attribute, makes the included content appear to be part
of the containing document, meaning, for example, that links clicked in the inline frame will load in the
parent document instead of loading inside the iframe by default.

The last attribute, sandbox, may be treated as a Boolean attribute but does not necessarily need to be
(as you'll see momentarily). When treated as a Boolean attribute, it adds a number of security
restrictions to the iframe’s source content. These restrictions are as follows:

e Restricted local access: The content is treated as being from a different server,
which prevents access to local server content such as cookies and other web
storage options tied to the local server domain.

e  No form submission: Form submission from the inline content is disabled.
e NoJavaScript: Scripts in the inline content are disabled.

e No external link targets: Links in the inline content are prevented from targeting
other browsing contexts, such as the containing document through the use of
target="_parent", for example.

¢ No plug-ins: Inline content requiring plug-ins, such as for Adobe Flash content,
are disabled.

As a Boolean attribute, sandbox just needs to be added to the iframe to enable these restrictions, like
s0:

<iframe src="external.html" sandbox><!-- Fallback content --></iframe>

If the sandbox attribute is not treated as a Boolean attribute, a number of text keywords values can
be set that will negate almost all of the previous restrictions. Table 5-1 shows the available keywords.
More than one keyword can be added to negate more than one restriction, with each separated by a
space. Here’s an example:

<iframe src="external.html" sandbox="allow-forms allow-top-navigation">
<!-- Fallback content -->
</iframe>

The previous code would allow form submissions and external link targets in the embedded content
but would have the other sandbox restrictions in effect.
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Table 5-1. The sandbox attributes

Sandbox attribute value Description

allow-same-origin Allow content to be treated as if it is from
the same origin as the local server’s content

allow-scripts Allow the execution of scripts

allow-forms Allow form submissions

allow-top-navigation Allow links to target other browsing
contexts (such as the containing HTML
page)

Note Notice that there is not a keyword to override disabling plug-ins. The reason for this is a plug-in could be
built that circumvented some of the other restrictions, presenting a vulnerability to any selective restrictions in
place. Therefore, plug-ins are always disabled as long as the sandbox attribute is present.

Targeting inline frames

The iframe has one last attribute—which isn’t new—the name attribute, which can be used to identify a
particular inline frame among other inline frames used on a page. Doing so means a particular inline
frame can be used as a target for links when the target attribute is set to a particular inline frame’s
name. Here’s an example:

<iframe name="terms" src="tnc.html">

<a href="tnc.html" target="_blank">View Terms and Conditions</a>
</iframe>
<a href="page2.html" target="terms">Next page</a>

In this case, when the “Next page” hyperlink text is clicked, the page2.html page is loaded into the
“terms” inline frame.

Video

More than any other element, the video element is what brought HTMLS5 into the public consciousness.
To the wider public that just uses the Web, it became known that videos on YouTube could not be
viewed on the iPhone/iPad because YouTube used Adobe Flash for displaying video.” However, there

* YouTube still predominantly uses Flash, but it has an HTMLS5 player at www.youtube.com/html5, and
videos viewed with a device that does not support Flash will fall back to using this HTML5 video player.
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existed a new solution called “HTML5” that could display video on the iPhone/iPad. Exactly what that
meant was no doubt lost on the majority of users of the Web, but for you and others like you, it means
there is a new element, video, that allows video files to be embedded into a web page without the use of
any third-party plug-ins. It means native video playback in the browser. This differs from using object
for video playback, because object just hands the video content off to a plug-in.

This is a huge addition to the HTML specification, because video can now be integrated anywhere
other HTML elements can be used. For instance, CSS and JavaScript can interact with the video.
However, implementing video has not been without its hurdles. Notably, a standard video format has
not emerged, which leads to the need to encode video in different formats to handle all major web
browsers. Let’s begin our discussion there.

“ Note The video element has quite good support across major video browsers, but if you want to provide
support for older browsers, consider a solution such as that found at http: //html5media.info, which provides
JavaScript code that emulates the video (and audio) element’s functionality for older browsers.

Video formats

A video file is potentially a very large (in file size) piece of content to include on a web page. Outside of
the Web, depending on the length and quality a video, a particular clip could easily stretch into gigabytes
in size. Therefore, to display on the Web, a suitable form of compression needs to be applied to the video
to reduce the size to make delivery over the Internet feasible. The form of compression applied to a
video is referred to as a codec. Since video is a multimedia format, in that it can contain video and audio,
the codec is only part of what makes up a video file. The video and audio are placed together in what is
known as a container format, which is what the video file actually is. There are three major container
formats for video on the Web: WebM, Ogg, and MPEG-4. The container format will contain a codec for
video compression and a codec for audio compression, plus any metadata about the video, such as
subtitles. The codecs used inside a particular container format can vary, but the commonly used ones on
the Web are shown in Table 5-2, along with browser support for these formats.
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Table 5-2. Major video formats used in HTMLS5 video

Container Video codec Audio
format codec s w e —
T 2 x [ g i e
£ 9o L _g’ o 5 g
v Q. ‘d_) - -—
ES i 85 & S
WebM VP8 Vorbis L] L L
0GG Theora Vorbis
| | n n
MPEG-4 H.264 AAC - o -

(also called MPEG-4 AVC)

As you can see in Table 5-2, currently there is not a single format that can be used across all major
web browsers. It’s a shame that Microsoft and Apple have not rallied behind WebM or Ogg,” but the
reality of the current landscape of native browser video is such that web developers have to deal with
delivering multiple formats for the same video file, if broad browser compatibility is a concern. We'll see
how to do this after we’ve had a look at licensing issues.

The licensing issue

In addition to browser support issues, there is another issue to be aware of in regard to codecs. The
codecs in MPEG-4, H.264, and ACC contain patented technology. This means certain uses of these
formats are subject to royalty fees by the MPEG LA consortium, which holds the rights to these patents.
You'll be fine streaming these videos for free on the Web, but it will be a different scenario if you wanted
to charge users to view videos in this format or provided technology that decoded or encoded video in
these formats. WebM and Ogg, on the other hand, are both open formats, unencumbered by any known
patents.

Handling video sources

If you're delivering only one video, the markup is about as easy as placing an image on the page. The
video file is supplied in the src attribute. Like img, awidth and height are also advisable to set, but make
sure it matches the aspect ratio of the video source:

" Don't lose all faith in the information I'm providing if you launch Google Chrome and find it doesn’t
run MPEG-4 video. Support has traditionally been included in Chrome, but Google has since pledged to
remove support for H.264-encoded video in favor of the other two open formats, so going forward it
can’t reliably be said to support this format.

“ There are ways to make Internet Explorer 9 and Safari support at least WebM, but it requires installing
additional software that does not ship with the browsers, which is by no means an option to rely on
when deciding how to deliver your video content to users in these browsers.
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are more powerful than dedicated workers because they can communicate with multiple scripts, while a
dedicated worker responds only to the script that spawned it in the first place.

Web Sockets API

The Web Sockets API’ is a specification that defines a protocol for providing two-way communication
with a remote host. The Web’s roots have traditionally been essentially one-way. A server sends a page to
a client web browser, and then nothing happens between the two until the user clicks a link and requests
another page. What a web socket provides is an open connection over which data can be sent from the
client to the server at any time after the page has loaded, and vice versa. This could be used , for

example, to create multiplayer online games or applications, because data can be sent to the server from
one client and distributed to all other clients connected to the same server.

Video conferencing and peer-to-peer communication

A project is underway to create a specification for video conferencing between two web browsers. This is
amajor area of difference between the W3C HTML5 and WHATWG HTML specifications, because it is
included in the WHATWG version but omitted from the W3C specification. Instead, the W3C has a
separate specification named “WebRTC 1.0: Web Real-time Communication Between Browsers.”® Since
both specifications are in draft status, it is not inconceivable that the version included in the WHATWG
HTML draft may well be spun off into a separate specification in the future, as has happened at the W3C.

Anyway, administration issues aside, the actual technology for enabling video conferencing requires
that two separate web browsers gather video and audio and stream it over a peer-to-peer connection to
each other. Specifically, the following steps need to happen:

1. Gain access to a webcam or other video/audio input device.

2. Record the video/audio locally so that it can be streamed to a remote web
browser.

3. Connect and send the video/audio to a remote web browser.

4. Display a video/audio stream in a video or audio element on the local and
remote web browsers.

An API called the Stream API, which defines an interface called MediaStream, would be used with
JavaScript to handle parsing and displaying of the streaming media. In terms of sending the media
stream, another AP, called the Peer-to-peer Connections API, would be used. This API describes a

PeerConnection JavaScript interface that defines methods for connecting and sending a media stream to
aremote peer.

’See http://dev.w3.org/htmls/websockets/.
*See http://dev.w3.0rg/2011/webrtc/editor/webrtc.html.
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