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RE-USING INFORMATION FROM DATA 
TRANSACTIONS FOR MAINTAINING 

STATISTICS IN NETWORK MONITORING 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application claims the bene?t of US. Provisional 
Patent Application Ser. No. 60/141,903 for METHOD AND 
APPARATUS FOR MONITORING TRAFFIC IN A NET 
WORK to inventors DietZ, et al., ?led Jun. 30, 1999, the 
contents of Which are incorporated herein by reference. 

This application is related to the following US. patent 
applications, each ?led concurrently With the present 
application, and each assigned to Apptitude, Inc., the 
assignee of the present invention: 
US. patent application Ser. No. 09/608,237 for 

METHOD AND APPARATUS FOR MONITORING 
TRAFFIC IN ANETWORK, to inventors DietZ, et al., ?led 
Jun. 30, 2000, and incorporated herein by reference. 
US. patent application Ser. No. 09/609,179 for PRO 

CESSING PROTOCOL SPECIFIC INFORMATION IN 
PACKETS SPECIFIED BYA PROTOCOL DESCRIPTION 
LANGUAGE, to inventors Koppenhaver, et al., ?led Jun. 
30, 2000, and incorporated herein by reference. 
US. patent application Ser. No. 09/608,266 for ASSO 

CIATIVE CACHE STRUCTURE FOR LOOKUPS AND 
UPDATES OF FLOW RECORDS IN A NETWORK 
MONITOR, to inventors Sarkissian, et al., ?led Jun. 30, 
2000, and incorporated herein by reference. 
US. patent application Ser. No. 09/608,267 for STATE 

PROCESSOR FOR PATTERN MATCHING IN A NET 
WORK MONITOR DEVICE, to inventors Sarkissian, et al., 
?led Jun. 30, 2000, and incorporated herein by reference. 

FIELD OF INVENTION 

The present invention relates to computer netWorks, spe 
ci?cally to the real-time elucidation of packets communi 
cated Within a data netWork, including classi?cation accord 
ing to protocol and application program. 

COPYRIGHT NOTICE 

A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

BACKGROUND 

There has long been a need for netWork activity monitors. 
This need has become especially acute, hoWever, given the 
recent popularity of the Internet and other interconnected 
netWorks. In particular, there is a need for a real-time 
netWork monitor that can provide details as to the applica 
tion programs being used. Such a monitor should enable 
non-intrusive, remote detection, characteriZation, analysis, 
and capture of all information passing through any point on 
the netWork (i.e., of all packets and packet streams passing 
through any location in the network). Not only should all the 
packets be detected and analyZed, but for each of these 
packets the netWork monitor should determine the protocol 
(e.g., http, ftp, H.323, VPN, etc.), the application/use Within 
the protocol (e.g., voice, video, data, real-time data, etc.), 
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2 
and an end user’s pattern of use Within each application or 
the application context (e.g., options selected, service 
delivered, duration, time of day, data requested, etc.). Also, 
the netWork monitor should not be reliant upon server 
resident information such as log ?les. Rather, it should alloW 
a user such as a netWork administrator or an Internet service 

provider (ISP) the means to measure and analyZe netWork 
activity objectively; to customiZe the type of data that is 
collected and analyZed; to undertake real time analysis; and 
to receive timely noti?catior of netWork problems. 

Related and incorporated by reference US. patent appli 
cation Ser. No. 09/607,237 for METHOD AND APPARA 
TUS FOR MONITORING TRAFFIC IN A NETWORK, to 
inventors DietZ, et al, describes a netWork monitor that 
includes carrying out protocol speci?c operations on indi 
vidual packets including extracting information from header 
?elds in the packet to use for building a signature for 
identifying the conversational How of the packet and for 
recogniZing future packets as belonging to a previously 
encountered ?oW. A parser subsystem includes a parser for 
recogniZing different patterns in the packet that identify the 
protocols used. For each protocol recogniZed, a slicer 
extracts important packet elements from the packet. These 
form a signature (i.e., key) for the packet. The slicer also 
preferably generates a hash for rapidly identifying a How 
that may have this signature from a database of knoWn 
?oWs. 

The How signature of the packet, the hash and at least 
some of the payload are passed to an analyZer subsystem. In 
a hardWare embodiment, the analyZer subsystem includes a 
uni?ed ?oW key buffer (UFKB) for receiving parts of 
packets from the parser subsystem and for storing signatures 
in process, a lookup/update engine (LUE) to lookup a 
database of How records for previously encountered con 
versational ?oWs to determine Whether a signature is from 
an existing ?oW, a state processor (SP) for performing state 
processing, a How insertion and deletion engine (FIDE) for 
inserting neW ?oWs into the database of ?oWs, a memory for 
storing the database of ?oWs, and a cache for speeding up 
access to the memory containing the How database. The 
LUE, SP, and FIDE are all coupled to the UFKB, and to the 
cache. 

Each ?oW-entry includes one or more statistical measures, 
e.g., the packet count related to the ?oW, the time of arrival 
of a packet, the time differential. 

In the preferred hardWare embodiment, each of the LUE, 
state processor, and FIDE operate independently from the 
other tWo engines. The state processor performs one or more 
operations speci?c to the state of the ?oW. 

It is advantageous to collect statistics on packets passing 
through a point in a netWork rather than to simply count each 
and every packet. By maintaining statistical measures in the 
?oW-entries related to a conversational ?oW, embodiments 
of the present invention enable speci?c metrics to be col 
lected in real-time that otherWise Would not be possible. For 
example, it is desirable to maintain metrics related to 
bi-directional conversations based on the entire ?oW for 
each exchange in the conversation. By maintaining the state 
of ?oW, embodiments of the present invention also enable 
certain metrics related to the states of ?oWs to be deter 
mined. 
Most prior-art netWork traffic monitors that use statistical 

metrics collect only end-point and end-of-session related 
statistics. Examples of such commonly used metrics include 
packet counts, byte counts, session connection time, session 
timeouts, session and transport response times and others. 
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