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1.  Field of the Invention |

r-'This invention relates generally to computer networks, and
more particularly to a system and method for protecting ‘compuiérs

from hostile Downloadables.

2. Description of the Background Art
The Internet is a collection of currently over 100,000
individual com;jﬁtc’f networks owned by governments, 'universities, .

nonprofit groups and companies, and is expanding at an 5c¢clerati_ng

rate. Because the Internet is pﬁblic,~ the Internet has become a major

source of many system damaging and sy'stém fatal application
programs, commonly referred to as “viruses.”
Accordingly, - progr.atn"m'cfs’ éontinue‘ to design computer

security systems for blocking these viruses from attacking both

‘individual and network computers. On the most part, these security

systems have been rgla_tively‘ successful. However, these security

-systems are not configured to recognize computer viruses which

" have been attached to Downloadable application programs,

1-
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commonly referred to as “applets” or “Downlqadébles.” A
Downloadable is an executable applic‘ation' proéam which is’

' ‘aubtomatically dowvnloa’ded' from a source cpmpufer and rﬁn on the
destination cbmputer. Examples of Downlc')adables inblude applets

- designed for use in the Java™ distributing. enx}ironmeni producéd by
‘S‘un. Microsystemé or for use in the Aétive X disﬁibuﬁng
environment produced by Microsoft Corporatio;l. Therefore, a
system and méthé)d afe. needed to protect"co‘_mputers from x.riruses'

"attached to these Downloadables.
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The present in?ention provides a system for protecting a
computer from'\- hostile Downloadables. The system comprises an

interface for receiving a Downloadable, a first memory portion

. storing security policies and a second memory portion storing known

hostile Downloadables. The system further comprises a first
compﬁratof." coﬁpled to the interface and té' the first memory portion,
for diScardiqg the received Downloadable when ‘it matches one of the |
known hoé..tilev-Downloadables. The sysfem fl{rther (;,ompriscs. a

second comparator, coupled to the first comparator and to the second

memory bortjon, for discarding the received Downloadable if it

violates one- of ‘security pdlicies.

The present invention further providesr a méthod for »profeéting
# computer from ho_étile Downloadables. "The méthod comprises the
steps o‘t.‘ receiviﬁg ; Downloadéble, discarding the received |

Downloadable when the rccei'\}cd Downloadablé matches a

- predetermined hostile Downloadable, - obtaining- Downloadable

security profile data on the received Downloadable when the

Downloadable does not match a predetermined hostile Downloadable

and discarding the received Downloadable when the DoWnloadable

security profile data violates a predetermined security policy.

0013
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-'.Thc system and mcthod of the‘present invention provide
cdmputcr protection from potentially hostile é‘omputer ~viruses which
.‘have'Been attached to denloadablés_. The system and method of
ithe present invention advantageously identifies both ‘known hostile
Donwlnloadabbles and ideﬂtifies potentially hostile. comm@nds_ by' ‘

_,Adccomposin'g. unknown Downloadables.
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FIG. 1 is a block diagram illustrating a network system in
accordance with the present invention;

FIG. 2 is i; block "diagram illustrating the internal network

security system of FIG. 1,

FIG. 3 is a block diagram illustratiﬁg~ the security program of
FIG. 2; | |

FIG. 4 is 2 flow chart illustrating an '§kamplé security poi‘ic'y of
FIG. 2',‘ |

FIG. 5 iis- a block diagrm illustrating the security management
console of FIG. 1; | o

FIG. 6 is a flowchart illustrating a method for protecting an
intcmala computer network from hostile DoWnloadables; and

FIG. 7 is a flowchart illustrating the FIG. 6 method for

decomposing a Downloadable. -
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FIG. 1 is a block diagram illﬁsti‘ating'a network sysiém 100 in
acbordance with the present inventior;. Netﬁork .s‘y,st_em 100
inbludes an _»extcrnal computer network 105, such as thc ‘Wide lArca |

-5 Négwo_rk (WAN) COmmoniy referred to as the Internet,,coﬁpléd via a
signal bus 125 to an iht'ernall‘network sééuri'ty‘syst‘ern 110.- Network
vsystem 100 further includes an internal computer network 115, sﬁch
bas a:corporartc Local Area Network (LAN), coupled via a signal.bﬁs
130 ﬁo inté,rnal network computer system 110 and couplcci via a

10 ’sighal busv135 to a‘ security management console 120.

Internal ne_twofk selcurity system 110 examine.s‘ Do’wnloadabzles
received fro_ni external computer -network 105, and prevcr;ts all
recogﬁiZa'bly-hdsfile DoWnload.zvlbvl'es‘ f1;0m' reaching inte:fna! CQmputcr
netwbtk‘ “5," A Dowﬁlo.adable is hostile if it threatens tﬁe‘ integrity |

15 of an internal coxﬁputer netwdrk 115 component. Sccurity
management consolé 120 enables modification of internal network

security . system 110.

FIG. 2 is Va-bloc,k diagram of a internal network security system
20 110 which includes a Central Processing Unit. (CPU) 205, such as a
Mqtorola Power PC® microprocessor or an Intel Pentium®

microprocessor, "couplcd to a signal bus 220. Internal network

-
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~ security system 110 further includes an external c‘(')mmunications'_

i(ntelv'facé 210vco‘upled between signal bus -_125 and signal bus 220

| for receiving the. Downloadables  from external computer network

105, and an internal communications interface 225 coupled between

signal bus. 220 and signal bus 130 for forwarding non-hds:t'ilev

vDownloadables to internal computer network 115. 'Alterhative_lyv, :

external communications interface 210 and internal communications

interface 225 mayv be functional ‘ccv)v‘mp,'onents of an integral |

communications interface (not shown) for both receiving

non-hostile Downloadables to internal computer network 115..

Internal network seéurity system 110 further. includes

"'Input/Outpnt (I70) interfaces"ZIS such as a keyboard, mouse and

. Cathode Ray Tube"b(CRT) '('lisplay, a data storage device 230 such as

Read Only Memory (ROM) or magnctic'vdisk. and a Rando‘m-Acicfess '

Memory (RAM) 235, each being cOupléd'to signal bus 220. Data

‘storage device 230 stores a security database 240 which includes

~ security policies ‘and Downloadable data on for determining whether

a received Downloadable is hostile, and stores an events log 245
which includes the determination resuits for each Downloadable. An

operating system 250 controls_procéssing by CPU ‘205,'ai1d is

typically stored data stbrage device 2'30 and loaded into RAM 235

L.
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for execution. A security program.255 controls operations of

internal network security system 110, and also may be stored in

~ data storage device 230 and loaded into RAM 235 for execution by

CPU 205.

FIG. 3 is a block diagram illustrating details of security

- program 255. “Security program 255 includes an ID generator 315, a

first comparator 320 coupled to ID generator 315, a code scanner

coupléd to first comparator 320, a sccbnd comparator 330 coupled to

- code scanner 325 and to firstbomp_ar'ﬁtor,, 320, and* a record-keeping

‘engine 335 00upled to first, comparafor 32‘0"and_to 'Second

éonipa'rator 330.

Security program 255 ope;étes in qoh’jun;tion w1th security
database 240 'and events log 245. V.Scc‘ur'it‘y databasé -240 stores
security polici“es 3.05. in a first dé't';‘ vs’,tor'agé devicc; L230’> portion,
known Downldﬁdables 307 in a second data 'stdfage device 23_0

portion and Downloadable Security Profiles (DSPs) data

-corresponding to the known Downloadables 310 in a third data.

storage 'devic_:c 230 portioh. Secﬁrity policies 305 includcla list of
computer operations which are deemed to be "-potent'ially hostile to
the integrity of internal computer network 115. Potehtially hostile

operations ‘may include READ/WRITE opeljations on a system

0018
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configuration fiie. READ/WRITE operations on a document cOntaining
trade seerets, or any other operatioﬁ that a user deems .po‘tentiall»y‘
hoStile Known Downloadables 307 may include Downloadables
whlch Original Equlpment Manufacturers (OEMs) know to be hostile,
Downloadables which OEMs know to be non-hostile, Downloadables

which second comparator 330 (described below) has previously

J

comparator 330 (descfibed below) has previously determined to be

non-hostile. DSP daté 310 includes the fundamental computer
operations included in each known Downloadable 307, and may
include READs, 'WRITEs, file management operaiions, system

management operations, memory management operations and CPU

allocation operations.

* ID generator 315 receives Downloadablcs from external
computer network 105 via extemal communications interface 210
and which generates a dlgltal signature for each Downloadable. A
digital s1gnature ‘may mclude a Downloadable 1dcnt1f1cat10n number,

the Downloadable type, the Downloadable source and the

.Downl.oadable destinhtion.

First cdmparator 1320 receives and bit-wise compares the

Downloa‘dables from ID generator 315 with ‘known Downloadables

307 stored- in security ‘database 240. If first comparator. 320

9- .
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determines a received Downloadable is identical to a known hostile

Dowﬁloédablg 307, then. first comparator 320 discards the received

Downloadable, and forwards a non-hostile Downloadable to t_hé =

.intended destination to inform the user that internal network

security system 110 discarded the Downloadable. If first -
comparatorl 320 determines that the received Downloadable is |
identical to a known non-hostile Downloadable 307, then first

comparator 320 forwards the received Downloadable and the

_corresponding DSP data '3'10 to second comparator 330. If first -

comparator 320 determines that the received Downloadable does

not match a known Downloadable (i.e., an “unknown'Downloadablc”),

] .

-then firbst comparatoi' 320 forwards the received Downloadable to

code scanner 325 (described below). In any _case,‘first comparator -
320 then scnds a status report to recdrd-k‘éef)'ing cngine 335
(described bcllow).

Code scanner 325 receives unknown D(;wnloadablcs from first

comparator 320 and uses conventional parsing techniques to

decompose the byte code of the unknown Downloadable into DSP

data. Code scanner 325 then sends the Downloadable and the I.

corrcéponding DSP data to. second comparator 33'0.
Second comparator 330 receives the Downloadable and the

corresponding DSP data either from code scanner 325 or from first

~-10-
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‘comparator 3'20‘. and compares the DSP data against security policies

305 stored in security database 305. If, from the DSP data, second

comparator 330 determines that the Downloadable includes a

hostile operation,: then second ‘.comparator 330 prevcnts. the
Downloadabie from passing to inltcrnalw computer network 115:
Similarly to first comparator 320, secoﬁd c_dmparator 330 forwards\é
non-hostile DoWnloadable_ to the intended destination to inform the
user that internal‘ network . security_]system.. 110 discarded the

Downloadable. If second comparator 330 determines that the

_ received Downloadable does not violate any security policy 305,

then second comparator 330 forwards the received non-hostile

Downloadable to internal computer netwoﬂ; 115. -,Further, if second
comparator 330 ‘recevivcd ,thc_ non-hostile Downl_oadable frorn code
scanner 325, then thé_ non-hostile Downloadable is §tored in known
Downloadablve's 307 ‘and its correspon‘d.ing‘ DSP data is stored in DSP
data 3‘10. In any case, second comparator 330 " sends a status report
to rccord-kéeping. engine 335 (described below).

Récord-kcepivng engine 335 feceivgs status reports from first

compar_ator"320 and from second comparator 330, and stores the

reports in events log 245 in data storage device 230.

11-
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FIG. 4 is a block diagram illustrating an example security policy.,

305.

FIG. 5 is a block diagram illustrating details of security

- management console 120, which includes asecurity policy generator

505 coupled to signal bus 135, an évcnt log ‘analyvsis én’giné 510

éoupled to signal bus 135, a user notification engine 515 coupled to-
event log analysis engine 510 and a Downloa&ablc databaselrev'iew
éngine 520 coup]ed to signal bus 135. Sec'uri:ty managemén‘t‘ console
120 further includes computer components similar to the cbmputcr’
components illustrated in FIG. 2. | ‘

Security policy generator 505 uses an 1/O interface similar to -

1/0 interface 215 for enébling user modific.:a‘tionvof _security policies

+305. Further, security policy generatdr 505 enables the user to:

. p‘ro“vidc‘ xhultiple security levels, i.e., enables the storage of multiple

sets of security policies 305 (wherein second comparator 330 can |

‘_use‘ only a particular set of security policies 305 ‘based on the

destination of a .received Downloadable). For example, security

policies 305 may enable a corporatc manager to receive selected

Downloadables but may prevent the corporate 'managér’s secretary

“from receiving those Downloadables.

-12-
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Event .log analysis engine 510 exaniines vthe status feports'
stored in events log 245 of data storage device 230. Event log

analysis engine 510 determines if notification of the user (e.g., the

' secnrity system manager) is warranted. For eXa_mple, event 1og :
analysis engine 510 may warrant uvser notification whe‘ne‘ver‘te‘n . -
(10) hostile Dow_nloadablcs have -been discarded by internal network

_security system 110 within a .thirty (30) minnte; per_ilod,"'. thereby

flagging a possible security threat. Accordingly, event log analysi‘sb

engine 510 instructs user notification engine 515 to inform the-vuser. .

For example, user notlflcatlon engme 515 may send an. e-mail -via

internal commumcatlons interface 220 or via- external

comml‘mications interface 210 to the user, or may display a message .

“on the user’s display device (not shown).

Downloadable database review engine 520 enables a' user (e.g.,.
a network security’ manager) to exarmne and modlfy known
Downloadables 307 and DSP data 310. Thus, if for example a user .

learns of new hostlle Downloadables, the user can add them to .

~ known Downloadab]es 307 and the corresponding DSP data' to DSP

data 310. Slmllarly, the user can add new non- -hostile " '

Downloadables to known Downloadables 307 and correspondlng DSP

data to DSP data 310.

. -13-
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FIG. 6 is a flowchart illustrating a method 600 for protecting an

~internal computer network 115 from hos,filé Downloadables.

- Method 600 begins with step 605 by ID generator 315 receiving a

Downloadablc. ID generator 315 in step 610 generates a signature
repfesenting the received Downloadable. First comparator‘320 in
step 615 compares the received Downloadable with known

Downloadables 307 previously-stored in security database 240, If

first comparator 320 in step 620 determines that the reéeived

Downloadable is the same as a knowﬁ'hostilc>-D6wnloadablc 307,
then first compirator~320 in step 625 discar&s the rccciw}ed |
Downloadable and iﬁ step 630'forwards a substivtute'_non-hostile
Dq_wnloadablc"to the intended destination to inform the user. First
comparﬁtof 320 in step 635 instructs récord-keep.ing.‘ engine 335 to
record the findings, i.e., a status repbrt, in events lbg 245. Method’
600 then ends. |

>If first cbmparator -320.in step 620 did not recqgnizc the
r’eceivéd Downloadable as a hostile Downloadabl’e 307, then first
comparator ’320 in step 640‘ d_eternﬁnes._whcther the received
Downloadable is a known non-hostile DoWnloédable 307. If so, then
first comparator 320 in step 645 retrieves the DSP dafa 310

corresponding to the known non-hostile Downloadable and jumps',to

-14-
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step 655. Otherwise, first compafator 320 forwards the received

'Downloadable to code scanner 325, ‘which in step 650 decomposes
the received Downloadable into DSP data and then jumbé" to step

655. .

..In step I655, second coniparator 330 compares the DSP data,
either retrieved by first.comparato‘r 320 from  security database 240
or generafed by code sc#nnér 325, with security policies .310"' stdred
in secprity database 240. If secgnd comparator }330' in step 660

determines th’a_t'thc DSP data violates a Security policy ,310, then

'second comparator 330 proceeds to step 625. Otherwise, second

comparator 330 in step .665:" passes ‘the received Downloadable to |

internal computer network 115 as a non-hostile Dowrnloadable, and

proceeds to step 635.

"~ FIG. 7 is a flowchart illustrating details of method 650 for

‘decomposing. a Downloadable. Method 650 begins in step 705 with

code scanner 325 disassqmbling the machine code of the

Downloadable. Code scanner 325 in step 710 resolves a resp‘éctivc

. command in the machine code.. Code scanner 325 in step 715

determines whether the resolved command is a suspect command.

Examples of suspect commands include a memory allocation

0025
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cémxﬁabd,l a loop Cohxménd such as “goto”, “whiic”, “if”;"-‘thah.” or the
like. If not, then code scanne.r‘v 325 returns .to, step 710 |
Otherwise, code scanner 325 in stcb 720 decodes albl‘db rcgis‘ters
the corﬁmand and the command parameters as DSP data. Code
5 scanner 325 in step‘ 720 fegisters commands and command
pafamctc’rs into a fgrmai baéed on .c‘ommandvcl.as_s, e.g., file system
class, network sys.tcm* claés, memory systcm. class}:and» CPU system
class). Code séanner .325 in step 725 detcrminés whether the
machiné code includcsb another comm#nd. If so, then code scanner

10 325 returns to step 710. Otherwise, method 650 ends. -

-16-
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T_hé' forégoing description of the Iireferrcd cmbodimcﬁts of the
invention is by way’éf example only, and ot_her‘variations of the
above-described embodiments and methods are provided by the
present invention. For exampie, although the inveﬁtion has been
described in a systeni for protecting an internal »computér‘ network,
the invention can be embodied in a system for protecting an -

individual computer. ‘Componcnts of this invention may be

'im‘plcmentcd using a programmed geherai purpose digital computer,

nsing application specific integrated circuits, or using a network of

~

- embodiments described herein have been presented for purposes of

illustration and are not intended to be exhaustive or 1imitii1g. Many
variations and modifications are possible in libgh't of the f_oregding-

teaching. The system is limited only by the following claims. -

-17-
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WHAT IS CLAIMED IS:

1. A computer-based méthqd' for bdctermir‘ling whether a
Downloadable is hostile, . comprising the steps of:
receiving a .Downloadable;

decomposing the Downloadable into Downloadable security

~profile - data; -

comparing the Downloddablc security profile data against
predeterr‘nined_f security policies to determine if a security policy has
been v\.violated; ‘and

discarding the received Downloadable ‘when a security ‘polic'y

‘has been violated.

2. . A computer-based method for protecting a c_omputer from
hostile Downloadables, comprising the ‘ste'ps of:
receiving a Downloadable;

E 'discarding the received Downloadable when the received

' Downklo,ad_able matcheS'a"pfcdetermined hostile Downloadable;

obtaining Downloadablc’ security profile' data on the fécéived
Downloadable when the Downloadable does not match a

predétcrmined hostile Downloadable; and

-18--
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discarding the received Downloadable when the Downloadable

security ﬁrofilc data violates a predetermined security policy.

3. A system for determining whether a Downloadable is hostile,

co_mprising:
- a security d‘atabaée storing se;cﬁrity policies;
an interfag‘e for reéeiving a current Downloadable;
‘a code gcanﬁer, .éoupled ‘to the interface; for d_ccpmposing thg
current ,Dowhloadablc into Downloadable security profile data; and -

. a comparator, coupled to the code scanner and to the security

- database, for comparing the security policies against the

Downloadable security profile data to determine if a security_ policy

LN

has been violated.

4. A system for protecting a computer from hostile

: .Downloadables; comprising:

an interface for receiving a Downloadable;
“a first memory portion storing seCurity.policieé;
a second memory portion storing known hostile Downloadables;

- a first comparator, coupled to the interface and to the first

,mefnory portion, forvdisca'rding the received Downloadable -when -it

" matches one of the known hostile Downloadables; and )
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a second comparator, coupled to the first comparator and to the
second memory’ pottion, for discarding the received Downloadable if

it violates one of security policies.

5. A sysfcm for dt:termining whether a‘.,l.)own'loada‘bl'c is hostilé,

‘comprising:

~means fdr rec‘ei.v‘in'gv a Downloadable;
" means for decomposing the Downloadable into Downloadable
security profilé, data;

means for comparing the Downloadable security profileb data

against predetermined sécurity -policies to determine if a security

policy has been violated; and
means for discarding the received Downloadable when a

security policy has been violated. _ ' | L

6. A ‘syst‘cm” for protecting a computer from hostile
Downloadableé,, comprising:

means for-receiving a Downloadable;

ﬁcans for discarding the received Downloadable when the

received Downloadable matc'hcs a predetermined hostile

D‘ownloadablc;_
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means for obtaining Downloadable security profile data on the

re_‘ceivcd\Downloadable when the Downloadable does not match a

A predvetermined hostile Downloadable; and

means for discarding the received Downloadable when the

Do‘wnloadqble security profile data violates a pré'determincd security

policy.

7. A computer-readable storage medium storing program code for

causing a -computer to perform the steps of:

- receiving' a Downloadable;

decdmposihg the Downloadable into Downloadable security-

profile data;

comparing the Downloadable .secur'ity profile data. against )

predetermined security policies to determine if a security policy has =~

been violated; and

discarding the rccechd DoWnioadablc when a security policy

has been violated.

8. A computer-readable ;stdrage mcdium storing program code for

causing a computer to perform the steps of:

reéeiving a Downldad,able;

21-
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discarding the_'rec_:eivéd‘Downloa'dablc ~when Jthe received
D'ownlc‘)adablev matches a predetermined .hostile' Downl‘oadz.l_bl.c.;b

‘-obtaining Downloadable security profile data on the received
Downloadable when thebDownlovadable does nbt .match a
predeterm‘inedA hosti'llev Downloadable; and |

discarding the receivgd Downlogdablbwheﬁ the Downlgoadable_

security profile data violates a predetermined secﬁrity policy.

-22-
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APPEN D IR

Gateway Level Corporate Security for the
New World of Java™ and Downloadables
| SurﬂnGatg:"' Means Business

New downloadable technologies including Java™ and ActiveX™ present today's enterprises with
expanded Intranet capabilities, but they also expose corporate computer resources to new kinds of

" security attacks SurfinGate™ addresses the new computing paradigm with corporate-level security at

the gateway level for sale usc of Java and other Internel downloadables. An intelligent secunty solution
for companies with access 0 the Internet, SurfinGate functions at the corporate gateway, where it
mtelligently scans, digitally signs, and controls all downloadables before they access the network.
SurfinGalte's powerful enterprise-wide security is combined with efficient, centralized control of the
company’s Intranet computer users.

SurfinGate offers corporate security managers the ability to:

« Establish a secunty policy for use of Java applets and other Intemet downloadables
" e Prevent loading of suspicious Java applets or ActiveX enlities at the gateway level

« Provide corporate users with safe Internet access without having to disable downloadable technology
-such as Java or ActiveX

e Protect the corporate resources from damage or unauthorized access by downloadables

SurfinGate addresses a new computing paradigm, where mini-applications called downioadables are -
automatically pushed into.corporate Intranets unbeknownst to users. As Intranet users access the on-
line resources they need, the business enterprise is exposed to downloadable-transmitted risks like
corporate espionage, e-mail fraud, or resource attacks. For the corporate security manager, the new
paradigm’s Java applets and ActiveX technologies represent serious new security threats that are
simply not addressed by built-in security systems like the Java Security Manager. SurfinGate offers
sophisticated sccurity at the outermost gatcway level, keeping potentially problt.manc applcts
completely outside ol the corporutu envnmnmenl

Surl'xn(}aie functions:

* Intelligently scans, analyzes, and controls automatically downloaded Java applets or ActiveX entities

e Specifically executes corporate security policy as defined by the securlty manager via Secunty
Management Console (SMC), including:

0 blocking out any applet thal meets a suspicious appiet profile
0 posmvely identifying applets before allowing them into the system
0 scannang applets for unauthorized actions and assigning appropriate applet secunty profile
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0 inteligently declding appropriate access based on security policy guidefines and on applet
" security profile ’

0 digitally signing acceptable applets befare entry

L] Pageélz
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: Cann ol and Security from Three Different PerSpecllves

The, essence of SurlinGate’s protective powers is a three-fold checks’ and balances process that mcludes
. the profile’ <vcnerator, database, and Security Management Console. Incoming applets or objects are

- first “x- rayed” 10 exposc any potential problems and are assigned a security profile. That profile is then
checked against known hostile applets in the database, and is evaluated yet again with information
from the Security Management Console (SMC) to ensure that filtering precxsely executes the
company's security policy /)An integral part of SurfinGate, the SMC allows corporate security
managers specific controlover business groups or departments, including what resources are avmlable
o whlch Intranet users at what times. - :

SurfinGate features and beneﬁtS'

. easy customization and implementation of a corporate security policy for downloadables
v a layer of secumy several steps away from cntical resources '
‘ . extensive buill-in database of potentially hostile or problemanc Java applets
. central control over Intemet downloadable actvity
» . ‘case-specific downloadable security policy instead of total exclusion of all downloadabie technology
e protection agamst downloadables that is compalible with other security devlces rnciudmg firewalls
K _s:mple set-up of corporate higrarchy to develop appropriate user access

SumnGale is availahle {rom Finjan Softiware, the Icadmg provider of multi-layer secumy solutions for
the new world of Internct/Intranet downloadabies. The Finjan suite of solutions protect coterprise and
stand-alonc computer resources {rom the polcmml risks of downloadables such as Java applets and -
ActiveX entities through a multi-layered approach. Finjan believes that no single security solution can
climinate all threats completely, and recommends customers choose degrees of security at various
1ayers of the network acwrdmg to their specific needs. ‘ o ;

Eor.more information contact:

.Sharon Hess, Marketing Direcior Ron Moritz, CISSP, Technical Director
Telephone: ~  +972-9-865-9440  Telephone: +1.216.832.9775
US phone’, (415) 500-4836 Toll-Free: +1 888.FINJAN.8
Fax +0972.9-865-9441 Voice mai: - +1.216.302.6873

E-mai sharon@finjan com - E.mail* ron@finjan com

Y

©1996 Finjan Soflwarc Lid.
SurlinGate is a trademark of Finjun Software Lid.; Java is a trademark of Sun Mtcrosyslcms Inc.; Acuvex is u trademark of Mlcrosoﬁ
Ine e Ti

® ‘Page 32
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Sequrity»Po‘licy .

A security policy is information that is stored in a database that includes the following:

Alist of applets (identified with their ID signatures) and an ACL (access contral list) for each applet vis-a-

 vis the file system, network system, memory system and process system. The following fig illustrate that

user | of department A is has a security policy BB User 2 of the same department has security policy AA.

Security Pohcy BB includes:

Applet Awith the following (sample) ACL . |

File system ACL:
Applet A can night into file ¢: \data\mydata dat
can read from d:\info\general.doc
cannot do anything clse.
Applet B cannét read nor write from any file
Applet C can read file d:bad\interestinfo.doc
Nemiork system: A
Applet A cannot communicate with any other computer
Applet B can communicate with mail.finjan.com for port 25 (mail protocol) only.
Applet C cannot communicats with any other computer
Memory system
Applet A,B and C can allocate only 250Kbyte
Procus systcm ~ o

Applet Acanrun up to only 5 threads.
Applet B and C can run up-to only 8 threads.

v Security plolicy AA:

. Sumla.r as BB but:

“Applet A canbe losded from source (URL) www.finjan.comonly. .-

Applet B is completely blocked (uncondmona_lly).

Applet C is hostile.
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Deparhnént A

User 1 -

Gher \
Department B ‘

User 3

User4

ASP and Scanner

The following sample the process of scanning and the result - ASP: .

1.
2.
3

An gpplet is getting.a< input into the scanner.
The scanner disassembly every machine code (for Java called “Bytocode ") and decodc its command.
Any command that 1s related to File System (for example - read or write file, list or delete directory,
etc...) is decoded and is registered including its position (Iocation) in the code, and all the input
. parameters for it. If thé scanner can “resolve” the parameter (“understand its value™) it will be registered
too. For example a parameter to command read file will be the file name or descriptor. The scanner will.
go through the entire code to resolve such parameter that is not resolved, Only is case thatitis
_impossible to be resolved (for example it is an input for run time from key board), it will be registered
as “need to be resolved in run time. The scanner also track al} the commands of network system (for
example - connect to 8 computer, read socket etc..) and resolve their parameters too. Same for analyzing
how much memory or elements or objects are allocated and regxstered this along thh how many
threads are allocated (proccss system).
Finding any “loop” command that may effect on any of the abave eommand (from file system, network
system etc... ) or any conditional situation (if .. than... while... goto...).
All this traced commanded are reglmred in the ASP with the parameters, parameter status (rcsolved,
yes/no).
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6. Scanner can receive as parameters “rules” from a rule base that describe “logical” and heuristics and
situgtions to be detected. Using this method the “behavior” of the scanner can be changed without
changing its code. At any time after installing the scanner the user can add nules that may improve the

- scanning, for example: a rule of: if an applet try to connect to computer XXX at network location YYY
and than it try to read file FFFF for reading - register this info in the ASP. Using this method any
“suspicious” behavior may be traced and determine without recompiling the scanner.

ASP example:

ASP of Applet AAA-

Applet ID (signature): XxX-X0000¢-X00XK-XXXX
. Applet source URL:-www.ggggg 200

Applet properties: xo,ccce, vvvvv, bbbbbb

'Applet originator: ERERERER corp. Inc.

Applet Version: yyyyyyy .

Applet date: mm-dd-yy

Applet list of operations:
File system: _ .
operatjo : ta u operation Jocation in pro -
read file c\configsys  resolved - . ¢:\config.sys class XX :method MM :line LL -
writefile - MY File not resolve unknown class XX :method MM :line L2
Network system: o . .
operation _ parameters par status per value opergtion location in program
connect www.finjan.com resolved www.finjan.com® class XX :method MM :line L3 .
connect - myserver not resolved unkown -class XX :method MM :line LS
Memery: system: : . ‘ '
operation __ parameters __par status par value operation location in program
allocate " ObjectO resolved "100bytes class XX :method MM :line L6
allocate - Object R ina Joop .. 100 times 200 bytes
Process System BRI

" operation _ _ parameters _ parstatus parvalue operation location in program

create thread  mythread not resolved unkown class XX :method MM :line L1
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- Our understandmg of the invention:

The first comparator bit-wise .compares the recexved
downloadable with known hostile and non-hostile Downloadables,‘
If the received Downloadable is a known hostile Downloadable,
then the first comparator replaces it with a ‘safe substitute;

If the received Downloadable is .a known non-hostile
Downloadable, then the first comparator passes the Downloadable
and its previously-stored Downloadable Security Profile (DSP)
data to the second comparator;

If the received Downloadable is unknown, then the first
comparator passes the Downloadable to the code scanner;

The code scanner decomposes the Downloadable into DSP data,
and passes the Downloadable and DSP data to the second
comparator; and : ‘

The second comparator compares the DSP data against security
policies to determine if a security policy has been violated.

4

Questions:

Is the above understanding correct? -

If the understanding is correct, how is the example security pollcy
consistent? That is,

----Shouldn’t the public policies be subdivided only by command
types and g_glmml restrictions? (For example, any Applet
contammg a command which al]ocates more than 250KB of RAM is
deemed hostile, etc) : :

----If the security pohcles examine ¢comman ds of unknown
Downloadables for security policy violations, then why does your
example illustrate each security policy as subdivided by Applets
(an Applct A, an Applet B and an Applet. C)

ok e N a

L esve
LI bt o oL O RN BTN

. -
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1. Illustrate a “security pohcy with a block diagram and a paragraph '
descnptmn

2. An example applet or “downloadable” and a description of the
decomposmon of the applet into an ASP. Please be as detailed as
" possible in the descnptlon of the processmg of the applet by the
~ Scanner.. .
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Applet Y do anything,

* Answers (0 “(Question List #2" . ‘ SRR o
, EE
. . . ot
| \cs this s correct : S ey _
2. Re your first examplc( Shouldnl ) o o IR

---ﬁ:st example.

‘A public policy may be subdivided by command type and command restriction as in your example for

memory and process system But for File and Network system 1t may be subdivided by * rules for cxample
Applet: A can commumcate with any server except server www yoyo.com

Also. for the same example, you use the tem “deemed hostle™, but this 1s not n¢t.us>.1ry Applet that 1s

allocaung more memory than defined, 250K, 1s not necessanly hUbillC nis snmply not In au.urdance with

the secunty policy 1f the target user

---Second example

My example showfa situation 1n which the security policy “allow” to Applc( A, B and Cdo dlfferenl thmgs
as defined 1n the ACL of the specific Applet. These means that the permission for any other Applet 1s -
cannot do anything. So. if unknown applet Y is getting on board, the ASP will specify what is attempt ?o
do. and when 1t will be compared to the secunly Pollcy, it will be rejected since no mention exist that allow

4

| hope-thys helps

Thx,
Shiomo
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' PTCIS2M2 (07-03)

‘ . ) . Approved far usa traugh TR1/2003. CM3 68510031
N _ U.S. Paiant and Tracemark Cfiice; U.S. DEPARTMENT GF COMMERCE

__Under the 3szarverk Recuctan Ac: of 1535 so carscns ara teduirad 10 se82z5¢ 1 g sollecien of inlomaticn uilass K 3lsslays & Vil OMS santrel aumber,

REQUEST FOR ACCESS TO AN ABANDONED APPLICATION UNDER 37 CFR 1,14

In ;2 Appliceten cf

glrlfnglc?mplst_sdfcév—..:c: ’ ) , Agsiication Numeer ‘ | Flisz . - e
& Infarmation Unit » éd : é
‘ 030, 639 | ///dpl%
| B A /A

Crystal Plaza Three, Reom 1004
2021 Scuth Clark Placs

Adington, YA ' ‘
Telephone: (7G3) 308-2733 o Paser Mo.

| heraby raquest access under 37 CFR 1.14(g){1){lv) to the application file record of the abovea-idantiiiad ABANDCNZD
application, which is identified I, or to which a bensfit is claimed, in the following document (as shown in the

attachment);
‘ Qni_led States Pztant Applicztion Publication No. ’ , vpage. line -
- United States Faténl Number @ E g[ E é{cc!umn ﬁw ling, . ' or
. WIPO Pub. 'No. , page , line ‘ |

Related Information about Access to Pending Applications (37 CFR 1.14):
Direct access to pending applications 1s not available to the public but copies may be aveilable and may be
purchased from the Office of Public Records upan payment of the appropriate fee (37 CFR 1.19(b)), as follows:
For published apolications that are still pendina, a member of the public may obtain a copy of:
the file contents; : : ' ' }
the pending application as originally filed; or )
_ any document in the file of the pending application. ’ - ‘

For unpublilshed apolications that are still pending: o ‘
(1) Wfthe benefit of the pending goolication ig claimed under 35 U.S.C. 119(s), 120, 121, or 365in another

application that has: (a) issued as a U.S. patent, or (b) published as a statutory invention registration, a us.
patent application publication, or an intermnational patent application publication in accordance with PCT
Article 21(2), a member of the public may obtaln a copy of: : -
© the file contents; .
the pending spplication as ariginally filed; or
any document in tha file of the, pending application.

(2) Itthe application is Ingoroorated b refarence or otherwly  Identified in a U.S. patent, a stawtory invention
' registration, a U.S. patent application pubiication, or an intermatlonal patent application publication in

T
%Md‘g{? ﬁhf,»y—é’/) v

Typsed or printad name

5 by: .
File InfGititation Unit

Anprave

‘ VRegis'tfet.fon Number, if applicabls
. %@,}é‘_ Z3/) o | Unit

Telephons Numbar

s collackicn of informaltion is raquirad by 37 CFR 1.14. Tha infematicn is r8GuIsE D octaln o ralain 2 Sanadlt by tha pubiicwhich is to e (enc By :‘xs_‘UblF i)
10 process) an applicatien. Canfidendelily is gevamed by 35 U.5.C.1228rd 3i 5FR 1.14. Tnls catleciian Is asimeisd (0 iaks 12minias lo compieis, ln\—l;f‘:g
asiharing, pregaring, and submiiing the comalsted 2pplicavon form ta the USPTO. Time will vary depanding upen tha individual case. Any ssmmanis cfn ne
amount of ame vou regulre ta camplats this form andror sugg éslions ior racuaing this burdsa, should ba sentio tha Chief Infermalion Otficar, U.S. © m:L an2
Trademars O3, U.S. Depanment o FS=S OR COMPLETED FORIAS TOTHIS

f Csmmerce, P O, Box 1430, Alsxandria, VA 22312.1250. DO NOT SEND FEE )
ADDRESS. BRING TO: File information Unlt, Crystal Plaza Thres, Rocm 1D01, 2021 South Clark Placs, Arlington, VA.

accordance with PCT Articla 21(2), a member of the public may obtain a copy of: . | )
the penghth appiChjiafi a} originallyfilpd. / , l/
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‘ . . PTOISBIS2 (07-03)
\ Appraved foc ysa thraugh 773172003, OMB 0651-0031
U.S Patentand Trr  ark Offica: U.S. DEPARTMENT OF COMMERCE

Unger the Sapervark A aducien ACt of .»33. no cersans @rs (equirad 1o reszond to 3 collecien cfinfe  _lon uniess it Gisclays 8 valld CM3 contrel numbar.

REQUEST FOR ACCESS TO AN ABANDONED APPLICATION UNDER 37 CFR 1.14

In re Apglicadon of

- e —————————————A - )
8nng complstad form lc: : REC E‘VED Acgiicaiion Number

rilez

~yeial Plaze Thras, Room 1401
2021 Scuth Clark Place

. z & i |

Fi ' Unit : '

ile information Uni JUN 1 2 2006 : 60//0 30l 39 , H_/{[M
Adington, VA | | | v é iﬁ_
T;t[:glt".oor:xe: (703) 3032733 | File information Unit B _ Peper No.

| hereby request access under 37 CFR 1.14(a)(1)(Iv) to tha application fils recerd of the abbve-ldantlﬁad ASANDCNED

application, which is identified in, or to which a benefitis claimed, in ths fellowing documant (es shown in the

attachment):
United States Patent Application Fﬁblication No. . Page, line ‘ .
United States Patent Number (0‘ Q z.f 20 _, column ' Jine, _ o
WIPO Pub, Mo, , page __line

" Related Information about Access to Pending Applications (37 CFR 1.14):

_ Direct access to pending applications is not available to the public but copies may be available and may be
purchased from the Office of Public Records upon payment of the apprapriate fee (37 CFR 1.19(b)), as follows:
For published apolications that are stil pending, a member of the public may cbtain a copy of:

‘the file contants; ' , . : ‘
the pending application as originally filed; or ' ; E oL )
any document in the file of the pending application. - ' .
For unpublished apolications that are still pending: e
(1) If the benefit of the pending apgiication is claimed under 35 U.S.C. 119(e), 120, 121, or 365in another

- application that has: (a) issued as a U.S, patent, or (b) pubtished as a statutory invention registration, a us.
. - patent application publication, or an intemational patant application publication in accordance with PCT
Article 21(2), a member of the public may obtain a copy of: ot ' .

the file contents; :
the pending application as originally filed; or
any document in the file of the, panding application.

(2) Ifthe application is jncoroorated by reference or othernisa Identified Ina U.S. pateni. a étatutory invention

registration, a U.S. patent application publication, or an international patant application publication in
accordance with PCT Article 21(2), a member of the public may obtzin a copy of: '
the pending application as originally filed. . ‘

Tl g
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Typed or printsd téme

Ragistration Numbar, if applicable

e collecion oT miarmalon 18 requirad by 37 GFR 1,14, The informesca is (quired to obisin or ralein 2 Senefil by the autlicTmmriso Ms (ena by %12 useTa
caticn. Confidantglity is govamad by 33U.5.C. 122 znd 37 CFR 1.14. This collection 's esumsied 1o taka 12 minutes to comgplets, including

the comgplaisd aaplicaton form to the USPTO. Tima wil vary depending upen the Individesl case, Any commants on the

0 procgss) an aagli
tto the Chief Informeation Ofiicer, U.S. Paiant &nd

galhizrng, prezaring, and submithng F
amount ol tims you require o camplate this fomm sndor suggastlans for raducing this curcen, sheuld be sent it en
Trademark Ofica, .S, Oegatmant of Commarcs, 2.0, Box 1450, Alaxandna, VA 22312-1450, 0Q NOT SEMD FESS OR COMPLETES FGRMS TCTHIS

ADDRESS. BRING TO: Fils Information Unit, Crystal Plaza Thrae, Raom 1001, 2021 South Clark Place, Arlington, VA
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PTO/SB/68 (11-04)
Approvad for use through 7/31/2008. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

. Under the P RedudonAddwss mpmnreﬁredloMlﬂamﬂedonoﬂnfcnnaﬁmurIaundigEgyuvduOMme b

REQUEST FOR ACCESS TOAN ABANDONED APPLICATION UNDER 37 CFR 1.14

In re Application of

Bring completed form ta:
File Information Un -
2900 Crystal i;’"i?ﬁ‘ 3) [Application Number . Fled
Aviington, VA'2 | 807950 639 | witw e
Telephoné: (703)3EP2H8 2006 - .

\:_ ‘ , _ . Paper No. z 'f
| hereby r'bqupst' nSU#ﬂR 44(a){1)(v) to the application file record of the above-ldentified ABANDONED

application, which I8 net: i tive fllg jacket of a pending Continued Prosgcution Application (CPA) (37 CFR 1.63(d)) -

and whlch is identified in, or to which a benefit is claimed, In the following document (as shown In the atfachment):

~ United States Patent Application Pubﬁcatlon No. : , bage, line
Unlted States Patent Number 6& ‘/ ’ w , column | , line, __or
WIPO Pub. No._ , page _ , line

Related Information About Access to Applications Maintained In the image File

Wrapper System (IFW) and Access to Pending Applications in General

A member of the public, acting without a power to inspect, cannot order applications maintained in the IFW system '
through the FIU. If the mémber of the public is entitled to a copy of the application fie, then the file is made
available through the Public Patent Application Information Retrieval system (Public PAIR) on the USPTO internet
web site (www.uspto.gov). Terminals that allow access to Public PAIR are available in the Public Search Room.
The member of the public may also be entitied to obtain a copy of all or part of the application file upon payment of
the appropriate fee. . Such coples must be purchased through the Office of Publlc Records upon payment of the
appropriate fee (37 CFR 1 19(b))

: : ing, a mernber of the public may ¢ obtaln a copy of:

the ﬁle contants the pending applia as originally filed; or any document in the file of the pending
apphution

cation is claimed under 35 U.S.C. 119(9). 120, 121, or 365 in another
applleeuon that has (a) Issued asa U S. patent, or (b) published as a statutory Invemlon registration, a U.S.
patent application publication, or an intemational patent application publication in accordance with PCT
Article 21(2), a member of the public may obtain a copy of: the file contents; the pending applmtion as
originally filed; or any document In the ﬁla of the pendlng appliution o

(2) If the application is incorporated re erwise ideniified in & U.S. patent, a statutosy invention
registration, a U.S. patent applicatlon publlcalion oran intamahonal patent application publication in
accordance with PCT Article 21(2), a member of the public may obtaln a copy of the pending application as

originally fi f led.
/(A/y/;‘a gy oo . oNfevfoe
Signature = - ; : Date - -
e sy giy Ea~ . S .
/ Y 0‘/ . : ) FOR PTO USE ONLY
Typedorprintedname ) ‘ ) T ,‘(—-“”n_! y
. oy _
. Apprdved by'
Reglslration Number, ifappﬂeable W/
{705)‘7“ -/JeL | unee
Telephone Number o . Fﬁﬂ lntn'm'—mr)'l U ( iy

This cdled:on of information is required by 37 CFR 1.11 and 1.14. The information Is required to obtaln or retain a benefit bylhe public which is to file (and by the
USPTO o procass) an application. Canfidentlallty Is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This coilection Is estimated to take 12 minutes to
complete, including gathering, prepanng, and submitiing the completed appiication form to the USPTO. Time will vary depending upon the Individual case, Any

- comments on the amount of fime you requira to compieate this form and/or suggestions for reducing this burden, uhould be sent to the Chief information Officer,
U.S. Patent and Trad Office, U S. Depart of G , P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS BRING TO: Fle Information Unn. Room 2E04, 2900 Crystal Drive, Arlington, Virginia.

'  Yfyou need assistance in completmg the farm, call 1-800-PTO-9199 and select option 2
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