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5 1. Feld ofthePAnentio

44

Th FedIn tnv a ection ofcrety vr10,0

individual computer networks owned by governments, universities,

nonprofit groups and companies, and is expanding. at an adccelerating

rate. Because the Internet is public,. the Internet has become 'a major,

15 source -of many system damaging and system fatal application

programs, commonly referred to as "viruses."

Accordingly,- programmers continue to design computer

security systems for blocking these viruses from attacking both

individual and network computers. On the most part, these security

20 system's have been relatively successful. However, these security

systems are not configured to recognize -computer viruses which

have been attached to DownJoadable application programs,
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PATENT

commonly referred to as "applets" Or "Downloadables." A

Downloadable is an executable application program which is''

automatically downloaded from a source computer and run on the

destination computer. Examples of Downloadables include applets

5 designed for 'use in the JavaT' distributing environment produced by

Sun Microsystems or for use in the Active X distribu ting

environment produced by Microsoft Corporation. Therefore, a

system and method are needed to protect' computers from. viruses*

attached to these Downloadables.

-2-
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SUMMARY OF THE* INVENTION

The present invention provides a system for protecting a

computer from'hostile Downloadables. The system comprises an-

interface for receiving a Downloadable, a first memory portion

5 storing security policies and a second memory portion storing known

hostile Downloadables. The system further comprises a first

comparator, coupled to the interface and to the first memory portion,

for discarding the received Downloadable when -it matches one, of the

known hostile Downloadables. The system further comprises a

10- second comparator, coupled -to the first comparator and to the second

memory portion, for discarding the received Downloadable if it

violates one. of security policies.

The present invention further provides a method for. protecting

a computer from hostile Downloadables. 'The method comprises the

15 steps of receiving a Downloadable, discarding the received

Downloadable when the received Downloadable matches a

predetermined hostile Downloadable, obtaining Downloadable

security profile data on 'the received Downloadable when the

Downloadable does not match a predetermined hostile Downloadable

20 and 'discarding the received Downloadable when the Downloadable

security profile data,'violates 'a predetermined security policy.

-3-
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The system and method of the present invention provide

computer protection from potentially hostile computer viruses which

have,been attached to Downloadables. The system and method of

the present invention advantageously identifies both known hostile

5 Downloadables and identifies potentially hostile commands, by

decomposing unknown Downloadables.
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PATENT

FIG. 1 is a block diagram illustrating a network system in

accord ance with the present invention;

FIG. 2 is a block diagram illustrating the internal network

5 security system of FIG. 1;

FIG. 3 is a block diagram illustrating. the security program of

FIG. 2;

FIG. 4 is a flow 'chart illustrating an 'example security policy of

FIG. 2;

10 FIG. 5 ;is a block diagram illustrating the security management.

console of FIG. 1;

FIG. 6 is. a flowchart illustrating a method for protecting. an

internal computer network from hostile Downloadables; and

FIG. 7 is a flowchart illustrating the FIG. 6 method'for

15 decomposing a Downloadable.

-5-
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FIG. 1 is a block diagram illustrating.'a network system 100 -in

accordance with' the present invention. Network system 100

includes an external computer network 105,- such as, the 'Wide Area

5Network (WAN) commonly referred to as the Internet,, coupled via. a

signal bus 125 to an internal network security- system 110. Network

system 100 further includes an internal computer network 115, such

as a corporate Local Area Network (LAN), coupled via a signal bus

130 to internal network computer system 110 and coupled via a

10 signal bus 135 to a security management console 120.

Internal network security system 1.10 examines Downloadables

received from external compu ter network 105, and prevents all

recogni zably- hos tile Downloadables, from reaching internal computer

network 115. A Downloadable is hostile if it threatens the' integrity

15 of an internal computer network 115'component. Security

management console 120 enables modification of internal network.

security. system 110.

FIG. 2 is a block diagram of a internal network security system

20 110 which includes a Central Processing Unit. (CPU) 205, such as. a

Motorola Power PCO microprocessor or an Intel Pentium'

microprocessor, coupled to a signal bus 220. Internal network

-6-
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security system 110 further includes an external communications

interface 210 coupled between signal bus 125 and 'signal bus. 220

for receiving, the. Downloadables from external computer network.

105, and an internal 'communications interface -225 coupled between'

5 signal bus 220 and signal bus 130 for forwarding non-hostile

Downloadables to internal computer. network '115. Alternatively,

external communications interface 210 'and internal communications

interface 225. may be functional components 'of an integral

communications interface .(not shown). for -both receiving

10 Downloadables 'from external computer network 105 'and forwarding

non-hostile Downloadables to 'internal computer network 115.

Internal network security sygtem..110 further includes

Input/Output (I/O) interfaces 215 such as, a keyboard,: mouse and

.Cathode Ray Tube -(CRT) display, a data storage device 230.such. as

15 Read Only Memory (ROM) or magnetic. disk,, and a Random-Access

Memory (RAM) 235, each being coupled to signal bus 220. Data

storage device 230 stores a security database 240, which includes

security policies and Downloadable data on for determining whether

a received. Downloadable is hostile, and stores an events log. 245

20 which includes the determination results for each Downloadable. An

operating system 250 controls. processing by CPU 205,'and is

typically stored data storage device 230 and loaded into RAM 235

0017



PATENT

for execution. A security program .255 controls operations of

internal network security system 110, and.also may 'be stored in

data storage device 230 and loaded into RAM 235 for execution by

CPU 205.

FIG. 3 is a block diagram illustrating details of security

program 255. 'Security program..255 includes an ID generator 315, a

first comparator 320 coupled to, ID. generator 315, a code scanner

coupled to first comparator 320, a second comparator 330 coupled to

10 code scanner 325 and to first comparator,- 320, and- a record-keeping

engine 335 coupled to first comparator 320'aud to -second

comparator 330.

S ecurity. program 255 operates in conjunction with security

database 240 and events log 245. Security database 240 stores

15 secur ity policies 305, in a first data storage device 230 portion,

known Downloadables 307 in a second data storage device 230

portion and Downloadable Security Profiles (DSPs) data

corresponding to the-known Downloadables 310 in a third-data.

storage device 230 portion. Security policies 305 include'a list of

20 computer operations which, are. deemed to be'potentially hostile to

the integrity of internal 'computer network 115. Potentially hostile

operations- may include READ/WRITE operations on a system
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configuration file, READ/WRITE operations on a document containing

trade secrets, or any other operation that a user deems potentially

hostile. Known Downloadables 307 may include Downloadables

which Original Equipment Manufacturers (OEMs) know to be hostile,

5 Downloadables which OEMs know to be non-hostile, Downloadables

which second comparator 330 (described below) has previously.

determined to be hostile, and Downloadables which second

comparator 330 (described below) has previously determined to be

non-hostile. DSP data 310 includes the fundamental computer

10. operations included in each known Downloadable 307, and may

include, READs, WIRITEs, file management operations, system

management operations, memory management operations and CPU

allocation operations.

ID generator 315 receives Downloadables from external

15 computer network 105 via external communications interface 210,

and which generates a digital signature for each Downloadable. A

digital signature may include a Downloadable identification' number,

the Downloadable type, the Downloadable source and the

Downloadable destination.

20- First comparator 320 receives. and bit-wise compares the,

Downloadables from ID generator 315 with known Downloadables

307 stored- in security database 240. If first comparator 320

-9-
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determines a received Downloadable is identical to a known hostile

Downloadable 307, then. first comparator. 320 discards the received

Downloadable, and forwards a non-hostile Download able to the

ititended destination to inform the user that internal network

5 security system 110 discarded the Downloadable. If first

comparator 320 determines 'that the received Downloadable is

identical to -a known non-hostile Downloadable 307, then first

comparator 320 forwards the received Downloadable and the

corresponding DSP data 310 to second comparator 330. If first

10 comparator 320'determines that the received Downloadable d oes

not match a known Downloadable (i.e., an "unknown Downloadable"),

then first comparator 320 forwards the received Downloadable to

code scanner 32 .5 (described below). In any case,'first comparator

320 then sends a* status report to record-keeping engine 335

15 (described below).

Code scanner 325 receives unknown Downloadables from first

comparator 320 and uses conventional parsing' techniques to

decompose the byte code of the unknown Downloadable into DSP'

data. Code scanner 325 then sends the Downloadable and the

20 corresponding 'DSP data to. second comparator 330.

Second comparator 330 receives the Downloadable and the

corresponding, DSP data either from code scanner 325 or. from first

-10-
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comparator 320, and compares the DSP data against security policies

305 stored in security database 305. If, from the DSP data, second

comparator 330 determines that the Downloadable includes a

hostile operation, then second comparator 330 prevents the

5 Downloadable from, passing to internal computer network 115.

Similarly to first comparator 320, second comparator 330 forwards a

non-hostile Downloadable to the intended. destination to inform the

user that internal network. security, system. 110 discarded the

Downloadable.. If second comparator 330 determines that'-the

10 received Downloadable. does not violate. any securiVy policy, 305,

then second comparator 330 forwards the received non-hostile

Downloadable to internal computer network 115. Further, if second

comparator 330 received the non-hostile Downloadable from code

scanner .325, then the non-hostile Downloadable is stored in known

15 Downloadable's 307 and its corresponding DSP data is stored in DSP

data 3 10. In any case, second comparator 330 sends a status r eport

to record-keeping, engine 335 (described below).

Record-keeping engine 335 receives status reports from first

comparator 320 and from second comparator 330, and stores the

20 reports in events log 245 in data storage device 230.

-11-
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FIG. 4 is a block diagram illustrating an example security policy

305.

FIG. 5 is a block diagram illustrating details' of security

5 management console 120, which includes a security policy generator

505 coupled to signal bus 135, an event log analysis engine 510

coupled to signal bus 135, a user notification engine 515 coupled to.

event log analysis engine 510 and a Downloadable database review

engine 520 coupled to signal bus 135. Security management console

10 120 further includes computer components similar to the computer

components illustrated in FIG. 2.

Security policy generator 505 uses, an I/0 interface similar to

1/0 interface 215 for enabling user modification of security policies

305. Further, security 'policy generator 505 enables the user to

15 provide, multiple security levels, i.e., enables the storage of multiple

sets of 'security policies 305 (wherein second comparator 330 can

use only a particular set of security policies 305 based on the

destination of a. received Downloadable). For example, security

policies 305 may enable a corporate manager to receive. selected

20, Downloadables but may prevent the corporate 'manager's secretary

from receiving those Downloadables.

12-
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Event log analysis engine 510 examines the, status reports.

stored in events log .245 of data storage device 230. Event -log

analysis engine 510 determines. if notification of the user (e.g., the-

security system. manager) is warranted. For example, event l.og

5 analysis engine 510 may warrant user notification whenever ten

(10) hostile Download ables have -been discarded by internal network

security system 110 within a Ahirty, (30) minute:period, thereby

flagging a possible security threat.. Accordingly, event log analysis

engine 510 instructs user notification engine 515 to' inform the: user.

10 For example, user notification engine. 515 may send an e-mail, via

internal communications interface 220 or via external

communication's interface 210 to the user, or may display a message.

on the user's display device (not shown).

Downloadable database review engine 520 enables. a user (e.g.,.

15 a network security, manager) to examine and modify known

Downloadables 307. and DSP data 310. Thus, if for example a user

learns of new hostile Downloadables, the user can add them to

known Downloadables 307 and the corresponding DSP data' to DSP

data 310. Similarly, the user, can add new non-hostile

20 Downloadables to known Downlloadables 307 and corresponding DSP

data to DSP data' 310.

-13-
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FIG. 6 is a flowchart illustrating -a method 600 for protecting an

internal computer network 115 from hostile iDownloadables.

Method 600-begins with step 605 by ID generator 315 receiving a

5 Downloadable. ID generator 315 in step 610 generates a signature

representing the received Downloadable. First comparator,320 in

step 615 'compares the received Downloadable with known

Downloadables 307 previously- stored 'in security database 240. If

first comparator 320 in step 620 determines -that the received

10 Downloadable is the same -as a known hostile Downloadable. 307,

then first comparator 320 in step 625 discards the rec5eived

Downloadable and in step 630 forwards a substitute non-hostile

Downloadable -to the intended destination to inform the user. First

comparator 320 in step 635 instructs record-keeping engine 335 to

15 record the findings, i.e., a status report, in events log 245. Method'

600 then ends.

If first comparator 320 in step 620 did not recognize the

received Downloadable as a hostile Downloadable 307, then first

comparator 320 in step 640 determines. whether the received

20DownloadAble is a known non-hostile Downloadable 307.. If so, then

first comparator 320 in step 645 retrieves the DSP data 310

corresponding to the known non-hostile Do'wnloadable and jumps to

-14-

0024



PATENT

step 655. Otherwise, first comparator 320 forwards the received

Downloadable to code scanner 325, -which in' step 650 decomposes

the received Downloadable into DSP data and then jumps* to 'step

5 In step 655, 'second comparator 330 compares the DSP data,

either retrieved by first comparator 320 fromi, security database 240

or -generated by code scanner 325, with security policies 310' stored

in security database 240. If second comparator .330 in step 660

determines that the DSP data violates a security policy 310,' then

10 second comparator 330 proceeds to step. 625. Otherwise, second

comparator 330 in step .665" passes,the received Downloadable 'to

internal computer network 115 as a non-hostile Down loadable, and

Proceeds to, step 635.

15FIG. 7 is a flowchart, illustrating details of method 650 for

decomposing a Downloadable. Method'.650 begins in step 705 with,

code scanner 325 disassembling the machine code of the

Downloadable. Code scanner 325 in.step 710. resolves a respective

command in the machine code.- Code scanner 325 in step 715

20 determines whether the resolved command is a suspect. command.

Examples of suspect commands include a memory allocation

-15-
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command, a ioop command such as "goto", "while",f, "than" or the

like. If not, then code scanner 325 returns to step 7 10.

Otherwise, code scanner 325 in step 720 decodes and registers

the command and 'the command parameters as DSP data. Code

5 scanner 325 in step 720 registers commands and Command

parameters- into a format based on command, class, e.g., file system

class, network. system class, memory'system class. and CPU system

class). Code scanner 325 in step 725 determines whether,the

machine code includes another command. If so, then code scanner

10 .325 returns to step* 710. Otherwise, method -650 ends.

-16-
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The foregoing description of the preferred embodiments of the

invention is by way, of example only, and other variations of the

above-described embodiments and methods are provided by the

present invention. For example, although the invention has been

5 described in'a system for protecting an internal computer network,

the invention can be embodied in a system for protecting an

individual computer. Components of this invention may be

implemented using a programmed general purpose digital computer,

using application specific integrated circuits, or using a network of

10 interconnected conventional components. and circuits. The

embodiments described herein have been presented for purposes of

illustration and are not intended to be exhaustive or limiting. Many

variations and modifications are possible in light of the foregoing.

teaching. The system is limited only by* the following claims.

-17-
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WHAT IS CLAIMED IS:

1 1. A computer-based method' for determining whethera

2 DownloadAble is hostile, comprising the steps of:

3 receiving a Downloadable;

4 decomposing the, Downloadable into Downloadable -security

5 profile data;

6 comparing the Downloadable security profile data against

7 predetermined. security policies to determine if a security policy has

8 been. violated; and

9 discarding the received- Downloadable when a security policy

10 has been violated.

1 2. A computer-based method for protecting a computer from

2 hostile Downloadables, comprising the -steps of:

3. receiving a Downloadable;

4 'discarding the' received Downloadable when the received

5 Downloadable. matches a -predetermined hostile Downloadable;

6 obtaining Downloadable security profile data on the received

7 Downloadable when the Downloadable does not match a

8 predetermined hostile Downloadable; and

-18-1
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9 discarding the received Downloadable. when the' Downlo'adable'

10' security profile data violates a predetermined security policy.'

1 3. A system for determining whether',a Downloadable is hostile,

2 comprising:

3 a security database storing security -policies;

4 an interface for receiving a current Downloadable,,

5 a code scanner, coupled to the interface, for decomposing the

6 current Downloadable into Downloadable security profile data; 'and-

7 a comparator, coupled to the code scanner and to the security

8 database, for comparing the security 'policies* against the

9 Downloadable security profile data to determine if a security policy

10 has been violated.

1 4. A system for protecting a computer from hostile

2, Downloadables, comprising:

3 an interface for receiving a Downloadable;

4afirst memory portion storing security. policies;

5a second memory portion storing known hostile Download'ables;

6a first comparator, coupled to the interface and to the first

7 memory portion, for discarding the received, Downloadable when -it

8 matches one of the knoWn hostile Downloadables;, and

-19-
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9 a second comparator, coupled to the first comparator and to the

10 second memory'portion, for -discarding the received Downloadable if

11 it violates one,of security policies.

1 5. A system for determining whether a ,Downloadable is hostile,

3 means for receiving a Downloadable;

4 means for decomposing the. Downloadable into Downloadable

5 security profile data;

6 means for comparing the Downloadable security profile data

7 'against predetermined security .policies to determine if a security

8 policy has been violated; and

9 means for discarding the received Downloadable when a

10 security policy has been violated.

1 6. A system. for protecting a computer from hostile

2 Downloadables,. comprising:

3 means for,,receiving a Downloadable;

4 means for discarding the received Download able when the

5 received Download able matches a predetermined hostile

6Downloadable;

-20-
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7 means for obtaining Downloadable security profile data on the

8 received Downloadable when the Downloadable does. not match a

9 predetermined hostile Downloadable; and

10 means for discarding the received Downloadable when the

11 Downloadable security profile data violates a predetermined security

12 policy.*

1 7. 'A computer-re ad able storage medium storing program code for

2 causing a -computer to perform the steps of:

3 receiving, a Downloadable;

4 decomposing the Downloadable into Downloadabte security,

5profile data;

6 comparing the Downloadable* security profile data. against

7 predetermined security policies to determine if a security policy has

8 been violated; and

9 discarding the received Downloadable when a secuirity 'policy

10 has, been violated.

1 8. A computer-readable .storage medium storing program code* for

2 causing a computer to perform the steps of:

3 receiving a Downloadable;

-21-
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4 discarding the received. Downloadable. when the received

5 Down1oadable matches a predetermined hostile' Dowhloadable;

6 -obtaining Downloadable security profile data on the. received

7 Downloadable when the Downloadable does not match a

8 predetermined hostile Downloadable; and

9 discarding the' received Downloadable, when the Downloadable

10 security profile data violates a. predetermined security policy.

-22-
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APP L1\)DK

Gateway Level Corporate Security for the
New World of JavaT ."and,Downloadables

SurfinGate"M Means Business

New downloadable, technologies including JavaTM and ActiveXTm present today's enterprises with
expanded Irntranet capabilities, but they also expose corporate 'computer resourees to new kinds of
security attacks SurinCraterm addresses the new computing paradigm with corporate-level security at
the gateway level for safe usc of Java and other Internct downloadahles. An intelligent security solution
l'or companies With access to the Intcrnet, SurfinGatc functions* at the corp orate gateway, where it
intelligently scans, digitally signs, and controls all downloadables before they access the network.
SurfinGatc's powerful entcrprise7Wide',security is combined with efficient, centralized control of the
company's Intranet computer users.

SurfinGate offers corporate security managers the ability tW:

*Establish a secunity policy for use of Java applets and other Internet dawniloadables,

a Prevent loading of suspicious Java applets or ActiveX entities at the gateway level

* rvd oprte users wth safe Internet access without having to disable downloadable technology
such as Java or ActiveX

*Protect the corporate resources from damage or unauthorized access by downloada?Qles

SurfinGate addresses a new computing paradigm, where mini-applications called downloadables are
automatically pUshed into.corporate [ntranets unbeknownst to users. As -Intranet users access the on-
line resources they need, the buisiness enterprise is exposed to downloadable -transmitted risks like
corporate espionage, e-mailI fraud, or resource attacks. For the corporate security manager, the new
paradigm's Java applets and ActiveX technologies represent serious new security threats that are
simply not addressed,by built-in security systems like theJava Security Manager. SurinGate offers
sophisticated security att the outermost gateway level, keeping potentially problematic appiets
completely outside of the corporate env ironment.

Surl"inGate functions:

*IntelOigently scans, analyzes.,'and controls automatically downloaded Java applets. or ActiveX entities

*Specifically executes corporate security policy as defined by the security manager via Security
Management Console (SIVI), kncluding:

0 blocking out any applet that meets a suspicious applet profile

0 positively identifying applets before allowing them into the system

0 scanning applets for unauthorized acftions and assigning appropriate applet security profile
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0 intelligently deciding appropriate access based on security policy guidelines and, on apoldt
security profile

0 digitally signing acceptable applets before entry

0 Page 212
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Control and Securiay from Three Dfr 'renl Perspe'clives
The, e'ssence of SurflnGate's protective powers is athirce-fold checks'and ba lances process that includes
the profile'Ogenerator, database, and Security Mana*gement Console. incoming applets 'or objects are
First "x-rayed" to expose any potential problems and are assigned a security profile. That profile is then
checked against known hostile applets in the database, and is evaluated yet again with information
from the Security Management Console (SMC) to ensure that filteri ng precisely executes the
company's security policy}.* integral part of SurfinGate, the SMC. allows corporate security
Managers specific control'over business groups or departments, including what resources are available
to which Intranet users 4t what times.

SurfinGate features and, benefits-

*easy customization and implementation of a corporate secunity policy for downloadables

*a layer of security several steps away from cnbical resources

*extensive built-in database of potenitially hostile or problimatic,Java applets

*central control over Internet downloadable activity

*case-specific downloadable security policy instead of total exclusion of afl downloadable technology

*protection against downloadables that Is compatible wAth other security devices including firewalls

*simple set-up of corporate hierarchy to develop appropriate user access

SurfiniGate is available from Finjan Sollware,.the leading provider of multi-layer security. solutions for
the new world of* lnternet/Intranct downloadabies. The Finjan suite of* solutions protect enterprise and
stand-alonc computer resources fr-om the potcntial risks of downloadables such as Java applets. and
ActiveX entitics through a multi-layered approach. Finjan believes that no-single security solution can
clim-inate all threats completely, and recommends customers, choose degrees of security-at various
layers of the network according to their specific needs.

FQr mPre iatrmathonr.RnM=J~
Sharon Hess, Marketing Direcior Ron Moritz. CISSP. Technical Director
Telephone: +972-g-865-9440 Telephone: +1.216.932.9775
US phone- (415) 609-4836 Toll-Free: +1 saS.FINJAN.8
Fax +972-9-865-9441 Voice mail: +1.216.302.6873
E-mail sharon@flnjan corn E-mail, ron@linian,corn

@1996 Finjain Suftwarc Ltd.
SurtinGate is a trademark of Finjun'.Sotware Ltd.; Java is a trademark orSun Microsystems Inc., A ctiveX is a trademark of Micr~osoft

*Page 3/2
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Security Policy

A security policy is information that is stored in a database that includes the following:

A list of applets (identified with theirID signatures) and an ACL (access control list) for each apple( vs-a-
vis the file system, network,system,.memory syst.em and process system. The following fig illustrate that
user I of department A is has a security policy BIB User 2 of the same department has, security policy AA

Security Policy BB includes:

Applet A with the following, (sample) ACL-.

File system ACL:

Applet A can right into file cOdaWamydata.dat
can read from d.Wino*gneral.doc
cannot do anything else.

Applet B cannot read nor write from any file

Applet C can read file d:bad\interestinfo. doc

Netw4ork system:,

Applet A cannot comunicate with any other computer'
Applet B can communicate with mail.firijan.com for port 25 (mail protocol) only.
Applet C cannot communicatiwith any other computer

Memory system

Applet A,B and C can allocate only 250Kbyte

Process system;

Applet A can run up to only 5 threads.
Applet B: and C can run up.'to onl 8 threads.

Security plolicy AA:

Similar as BB but:

Applet A can be loaded from source (URL) www.fmjarLcom only.

Applet B is completely blocked (unconditionally).

Applet C is hostile.
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ASP and Scanner

The following sample the process of scanning and the result - ASP-.

1An applet is getting.a input into the scanr

2. The scanner disassembly every machine. code (for Java called "Bytecode') and decode its command.
3. Any commend that is related to File System (for example - read or write file, list or delete directory,

etc ... ) is decoded and is registered including its position (locatiop.) in the code, and all the input
parameters for it..If the scanner can "resolve" the parameter ("understand its value") it will be registered
too. For example a. parameter to command read file will be the fie name or descriptor. The scanner will
go through the entire code to resolve such parameter that is not resolved: Only is case that it is
impossible to be resolved (for example it is an input for run time from key board), it will be registered
as "need to be resolved in run time. The scanner also track all the commands of network system (for
example - connect to a computer, read socket etc..) and resolve their parameters too. Same for analyzing
how much memory or elements or objects are allocated and registered this along with how many
threads are allocated (process system).

4. Finding any "loop" command that may effect on any of the above command (from file system, network
system etc ... ) or any conditional situation (if .. than... while... gotw;..)

5. All this traced commanded are registered in the ASP with the parmeters, parameter status (resolved,
yes/no)-

I

................
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6. Scanner canreceive as parameters "ndles" from a rule base that describe 'logical" and heuristics and
situations to be detected. Using this method the "behavior" of the scanner can be changed without
changing its code. At any time after installing the scanner the user carn add rules that may improve the
scanning, for example: a rule of: if an applet try to connect to computer XMX at network location YYY
and tha it try to read file FFFF for reading - register this info in the ASP. Using this method any
F.Lsuspicious" behavior may be traced and, determine without recompiling the scanner.

ASP example:

ASP of Applet AAA
Applet ID) (Ognature): xxx-XXXXXX_XXXX_x-xXxx
Applet source.URL:www.g XXXc
Applet properties: xxmxcccvvvvv,bbbbbb
Applet originator: ERERERER corp. Inc.
Applet Version: yyyyyyy
Applet date: mm-dd-yy

Applet list of operations:

File system;
operation palmeter pR status RHaT value operation location in proS-M
read-file c6configsys resolved cOconfigsys class XX :m'ethod MMl:ine LL
write file MYJile not resolve unknown class XX :method MM :Iine L2

Network system:
opmraion RMeters par status Rar value opeution location in Rrogr=m
connect www.finjan.com resolved www.finjan.comv class XX -:method WM Jine LD
connect nmyserver not resolved unkown -class XX :method MM.: line L5

Memory system:
opRagtion pa9mmeters pa3Rsttus par vAlue operation location in prgram
allocate Object 0 resolved Il00bytes class XX :method MM Iline L6.
alocate Object R in aloop 100Otimes 200 bytes

Process System
opRa=ion pMtar3ers pR status pa- alue =peAion location in VroQSM
create thread miythread not resolved unkown class XX :method MM :1ine LI
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QUESTION LIST #

Our understanding of the invention:
*The first *comparator bit-wise -compares the received

downloadable with known hostile and non-hostile Downloadables;
*If the received Downloadable is a known hostile Downlo.adable,

then the first comparator replaces it with a safe. substitute;
*If the received Downloadable is a known non-hostile

Downloadable, then the first comparator passes-the Downloadable
and its previously- stored Downloadable Security Profile (DSP)
data to the second comparator;

*If the received Downloadable is unknown, then the first
comparator passes the Downloadable to the code scanner;

*The code scanner -decomposes the Downloadable into DSP data,
and passes the Downloadable and DSP data to, the second
comparator; and

*The.second comparator compares the DSP data against security
policies to determine if 'a security. policy has been violated.

Questions:
" Is the, above understanding correct?
" If the understanding 'is correct, how is,the example security policy

consistent? That is,

* ~---- Shouldn't. the public policies be subdivided only by Q n.A
* types and commgad restrictions? (For example, apy Applet

containing a commnand which allocates. more than 250KB of RAM is
deemed' hostile,. etc.).

---- If the security policies. examine gommai-dl of unknown
*Downloadables for security 'policy violations, then why does your

example illustrate each security policy as subdivided by Applets
(an Applet A,'an Applet B and an Applet,,C).
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1. Illustrate; a "security policy" with a block diagram and a paragraph
description.

2. An example applet or "downloadable" and a description of the
decomposition of the applet into an ASP. Please be -as detailed as
possible in the description of the processing of the'applet by the
Scanner..
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Answers to "Question List #2-

I Yes. this is corect
2I Re your first example ('Shouldn't.

---first example.

A public policy may be subdivided by command type and command restriction as in your example for

memory and process system But for File and Network system it may be subdivided by "rules" for cxanmple:
Applet A can communicate with any server except server www yoyo.Com

Also. for the 4anme example. you use the term "deemed hostile". but thi,;'ishnot necessary Applet that is

allocating more memory than,defined, 250K. is not necessarily hostile, it is simply "not in accordance" with,
the sectinty policy ir the target user

---Second example

My example shoy6a situation in which the security policy "allow" to Applet A, B and C do different things

as defined in the ACL of the specific Applet. These means that the permission for any other Applet is -

cannot do anything. So, if unknown applet Y is getting on board, the ASP will specify what is attemPRO~
do, and when it will be compared to the security Policy, it will be rejected since no mention exist that allow

Applet Y do anything.

I hope this help,-

Shlomo
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Assigant Cwmissioner for Patents
Wastifn9ton. OC 20231

fr tAppCawflof
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Grow WUlirt emammner

Paver .

I homwby request accoss under 37 CFR 1.1 41a)(3)(Nv) lo the ar=lcaiion fle ye=rd of tha above-
ldentffd ABANOONEODap;)lica4on. whtdtfs: (CH-i[CX(O,E' - le -e

(A) refermed to In United MatesiPmilnt.Nurnbar((6 # # column ____

-(5) referred to in an appicadion that Is opert to public as sat forth fn 37 CFR 1.11, Le..,
Appfication No. M.11o_______ on page of
paper number....__

(C) an application that dlms the i:vneftcl the Mn-9 ;: v:3v; an az;:*'c;an that Is open to public
Inspection. i.e.. Aporicaunn No. MCC____________ s _______or

(0) an application in whicl h v li'n: as IMIOSfan3Umr=zvon to lay acenlthe complilte
applicaUion to the Oublic.

Pleasq direct any conresconcence c2ncemnq M iIS

SJgnaluV

Typed or printed name
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'.EI hereby.-Squest access under -a7- CFR 1 .14(e)(2) to the appl.cation rie ra=ord of teabove-iden'Maid
AB.IIND0NED. AR1pplication, w"hich is Pot wiUhin the file jacket of a panding Conffnued Pmosacutio.
ApplicatIon (CPA) (37 CIFF 1.53(d)) and is: (CHEOX ONE)

D(A! refer,ad to in: f~ 'o
United States PatentE Application Publication Nc. lee ine ___

United States Patent Numb=-,- ,column - -- ,__line __ or

en Irilernatioriial pplicaUion which-was flied on or after November 20, 2000 and which

designates the United States, WIPO Pub. No. page ln-

F- (3) referred to in an application that is open to public inspection as set forth in 37 CFR 1.1 "t(b) or

i.14(e)(2)(i), i.e., Application N.,paperpNo. ...pag . fine
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Approvc fcr us*emcup. 7/31,200.1 CLBeei.
U 3Paiamn anc Tracena?k Offica: u,'S DEPAPTMENT F~~.~EUnder tne FacorwomA Recuctlen Act of 195. no oarsors ara racuirad to ras:--ld to a C-.lec*,cn of informabion unfass it clsEla-js a valid ONS =:rn~rt.mcar.

REQUEST FOP.: ACCESS. TO AN ABANDON K APPLICATION UNDER 37,, CFR ..

HECEIVED
Bring,complated form ro:
File Information Unik SEP 2 4 2003
Cr'stal Plaza Thres, Room 1 01
2021 South Clark *Place
Mringion, VAIfleIfrainU tTelephone: (703.1308-2733 FieIfmaonU t

In re Applilcation of

APIKC'-*nlNu m er EFld

PGpMy:

I hereby request accass under 347CF.R 1 .1 IT(a)(1)(1v) to the applics-4ion fils rs--crd 0.",,The aboVaJ~daniled AN0D
applIcation, which ]a identifled In, or to wNhch a benaflt,Ls clairned, In the following document (as shz wn in tha
attachment):

United States Patent Application Publication No. page,_____ line ____

United States Patent Number(DIn 25,unine, ____ c__ r

WIPO Pub. No., page. line ____

Related Informiation about Access to Pending Applicatona (37 CF,R 1.14):
Direct a ccess to pending applications Is not available to the public but c6pies may be available ard may be
purchased from the Office of Public Records upon payment of the appropriate fee (37 CFRI .19(b)), as follows.
For Published agMlications that are still pending, a member of the public may obtain a copy of.

the file contents:
the pending application as originally filed; or
any document in the file of the pending application.

For unoljblishad agglicsItIons that are still penQin:
(1) If the benefit of the-gendinggoolication is claimed.under. 35 U.S. C. 11 9(e), 120. 121. or 365 in,another

application that has: (a) Issued as a U.S. patent, or (b) published.as a statutory Invention registration, a U.S.
patent appllcatUon publication, or an International patent application publication In accordance with PCT-
Article 21(2), a member of the public may obtain a copy of:

the fild contents;
the. pending application as originally tiled; or
any document In the file of the pending application.

(2) Ithe application is incoroorated by raterenci or otherwise id§ntified in a U.S. patent, a statutory invenTion
registration,. a U.S. patent application publication, or an international patent application publication in
accordance with PCT Article 21(2), a member of the public may obtain a co6y of:

- the pending application as originally filed.

Typed or pninted name

~Racistrabon Numnber, if plicable

DatE

FOR PTO USE ONLY

App oved

(initiefis)

Un I.FH16 Iniormation Unit

Tris collecton of information is required oy 37 CFR 1.14 The infirmation Is required to o6tain or retitn a banaft by the pubfHc%wili~ is to Ifile (and by tha USP T
to process) an applicahion, Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is astimaad to take 12 minutes to Complete. includinggathering. orapaning, and submitting the completed application form to the USPTO ime will vary depending upon the Individual Casa. Any comments on thea
amount of ftme you require to complete this form and/or suggestions for reducing this burden. snould oe sent to the Chief Information Officer, U.'9. Patent ac
Trademark Office. U.S. Department' of Commerce, P.O. Box 1450. Alexan dra, VA 22313-1450 DO NOT SEND FEES OR COMPLETED FORMS TO T)q]S
ADDRESS. BRING T0: File Information Un~it, Crystal Plaza Thres, Room ID01, 2021 South Clae( Place, Arfingtodn, Vk

U.ycz., nead asSifstanceij? conplating the folvi, call 1-800-.PTO-9199 aildsa!acl opfion 2.
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purchased from the Office of Public Records upoin pavme-nt of tha appropris--.-sf-==-(37%CFR 1 1 0(b%' as follo-s.
Fo ubihd okfintia mstl en" er ~of the public 1-.121o00'-in -a z'="f

the,file copirents;
the pending application as originally filed; or.
any docurzn-lin the fla'of to-~ pe,dn prcun

For gnl2ublished goolica ons that 2re still Dendi no:
(1) If this benefift he Deriding -LOT-oliotion is clairi-ed-uncer.35 U.S.C. 1 19(a). 120, 121. or 3635is, _rcta-

application that has: (a) issued as a U.S. patent, or (b) publisheoa as a stafutory invention registration, a U.*S
patent applicadion publicationj or an inter,oa aet plcto ubIaini Ccord- ce wi6thRk.
Mrcle 21(2), a member of fth public may obtain a coia of:

tie file contents;
the pending application as originally tiled; or
any document in the file of the pending application.

(2) If the application I-, inggrograted by referenca o-ot.arwl sa idgrOjfed In a U.S. p t'ta staru oTy inv.enJor.
registraticri e U.S. patent applicator publication, or an int mationa!pl.n pb.iatI:ji
accordance vith FCT Article 21(2). a ma.mber of tie public miay obz-ain' a cop.-y of:

I the pending appiication as originally filed.
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REQUEST FOR ACCESS TO KN ABANDONED APPLICATION UNDER 37 CFR,1.14
In :a Applicaudon cf

Srpq cor,-;Itqd fori:7;:
Fie Information Unit
Cistal Plaza Threse, Rccm 1 CO-4

A~iicti Nrn~e ~ I Fe

2021 SouthiCleek Pl~ace
Arington, 'VA
Telephone: (703) 308-2733 Pape; ?No.

I hereby request access under 37 CRR 1.14(a)(1)(Iv) to the appl[cat!on file record of zhe above-identi-aad ABA14 DCNE D
application, which is Identified In, or to which a benafit is cimed, In the f0flowing doc%,.ment (as shown in -thE
attachment):

United StaEes Pattant Applic--tion Publication No. _____ page, _____ line ____

United States Patent Number colum line, _______or

WIPO Pub. No. ,Page______line

FRelated Information about Access to P'ending Applications (37 CFR 1.14):

Direct access to pending applications Is not available to the public but copies may be available and may be
purchased from the Office of Public Records upon payment of the appropriate fee (37 CFR 1. 19(b)), as follows:
For Rublished aoicatdons 'that are still gendng, a member of Ehe public may obtain a copy of:

the T1Ple contents;
the pending application as originally filed; or
any document in the file of the pending application.

For -unoublished aolcatons that are-sill gending:
(1) If the bnejrt oLf e pndingoolication i claimed under 35 U.S.C. 119(e), 120, 121, or 365 in another

application that has: (a) issued as a U.S. patent, or (b) published as a statutory invention registration,.a U.S.
patent application publication, or an International patent application publication in accordance wmith PCT
Article 21 (2), a member of the public may obtain a copy of:

the pending application as originally filed; or
any document in the file of the, pending application.

()Ithaplcation is 10oMgAedb @frer othenM,,,g detified in a U.S. patent, a statutory invention
registration, a U.S. patent application publication, or an international patent application publication in
accordance With PCT Artcle 2E2), a member of the public may obtain a copy of:

hepLna apf1ckaoriginaWii
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toRPTO ~ONLY

Approve by:

File in nj ObUOt
Unit:

Telephone Number

This collecueo-, inrdalon Isrequired by 37 Cr1.14. 5.he infc.-mauza is raqw-rac to ootain or realahl% a eieflt yLepul''1chi%-fie(ra~y~ S
to procesas) an applicat,.cn. CofandlIlty is gcvamed by 35 U.S.C. 122 and 37 CRR 1.14. This ccilem-an. Is astf mved to LuaRe 12 cr(nulas 11o M9C.Ame. IA-'ualng

9411her.; g. prepsexrg. a rd submit-ling ihe corrolIa led applca do., fOrm Wthe US PTO. Tre will vur deper"ng upon the h ifua case..~ orC~So
M,oun of :ume you irerL:ire to c=mpleie t'Ns fom and!o( suggeat'lors 'cr reevz:ng this burdan. should be senito the Chief Irticraiallon Officeir.U..?tr B1

Trad*raarA OCMca. U.S. Depanirent ofC-3nmerce. PO. Box 144-0, Aleaxavaria. VA 23315.D O ~D~E RCMLTD~RSTTI

ADDRESS. BF1,1413 TO: -rile Information Unit, Crystal Plaza Three, Rocm 1 DI1, 2021 South Clark.Place, Arlington, VA.

I
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PTOISM a(07.03)Approved (oc use through 713112003. Olve 0651-003 1
U.S. Ps,Itnt and Trry i ark Qff ce: LL.S. DEP4RTIMENTOF C QMM--;CC

Uncef the SmermorI4 Raducdcn.Act ... ra.no Cirsons are required to res-.cnd to a colle(r.1 cti Ifo o n 1unless ItGdiclays a valid WS3 =ritrclil-tin har.

R EQUEST FOR ACCESS TO AN ABANDONED APPLIC .ATION UNDEER 37 CFR 1.14

f. CFU -pstedA -, c RECEIVED
FiInformation.Unit

Cr sEal Plazs Thras, Room 1I0 JUN .1 2006
2021 1Sotuth Clark Place
AA!ington, VA
I elephone: (703) 308-2733 File Iniormation unft

In re Appllca an of

N-urnbe..&o o T6I L
Paper 1146"

I hereby request access under 37.CFR 1.14(a)(1)(Iv) to the application file record of the above-Identi-fled AS-ANDONED
application, which is identified in, or tow'hich a benefit is claimed, In theA2c'ooMng docume , ('ssonI h
attachment):

United StEes Patent Applica-tion Publication No. ________Page, _____ line ____

Uniked States Patent Number to( L0  5O ,clm ___ line,______o

WIPO Pub. No. e. line ____

2i.-I &JXW
Signat ;,

6 ate

Typed or printed rdme
FOR PTO USE

0 R V

Registration Number, if applicable

ONLY

Telephone Number File Informatior, ni

Tis cflonactof info.-atin is req,uired by 37 CFR 1.14. The infoiaucrt is (acivirad to obtain oraein a :aneIT by the Put ?f'~o~i alo~ h sio

to pocess) an so Pliclticn. CarfidernIgHt! is governed by 35 U.S.C. 122 and 37 CFR 1.14. This czJIectWon,!s esd msted t ae1 rlntst c I .ICuding

gathan.ng. praparl.r.g. and submitting the completed aXfication form to :h* USFT0. Th-wimvar sy duper.4% n upen the ladIvidual case. Any corrmaM3 'Jonl Vi

amount zi time you requ.ire to camiPlef1his form, "adjor suggisdIons tar reducing this otLrdaml should be sent to the Chief infor,,ation Offficer. U.S. Psant SAd

Tradernaek 0.2ca, U.S. 0apaitmnt cf Commerce. ?.0. Box 14r.0.AMexa,%dria. VA 22313-1450. 00 NOT SENDOFES5 OR COMPLETED FG-WAS TC TrtlS

ADDRESS. BRING -to: File Informztlon Unit, Crystal Plaza Three, Roona' I 001 2021 South Clark Place, Arlington, VA.

Related Information about Access to Pending Applications (37 CFR 1.14):
Direct access to pending applications Is not available to the public but copies may be available and maybe
purchased from the Office of Public Records upon payment of th a appropriate fee (37 CFR 1.19(b)), as follows:
Fg !bihdWlctos htaesilpnig a member of the public may obtain a copy of.

the file contents;
the pending application as originally filed; or
any document in the file of the pending application.

For unpublished aporicatlons th§t are still vendingi:
(1) If the beneogt he pending gogiggtio s laimed under 35 U.S.C. 119(e), 120, 121, or 365 in another

application that has: (a) issued as a U.S. patent, or (b) published as a statutory invention registration, a U.S.
*patent applicaLlon publication, or an International patent application publication in accordance with PCT
Anticle 21(2), a member of the public may obtain a copy of:

the file contents;
the pending application as originally fled; or
any document in the file of the, pending application.

(2) If the application is j 2n d b reerece rohews WIeted In a U.S. patent, a statutory invention

registration, a U.S. patent application publication, or an international patent application publicatfon (n
accordance With PCT Article 21(2), a member of the public may obtain a copy of:

L the pending application as originally filed.
I
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PTOISBIGS (11-04)
Approved for uLe through V3112006. OMB 0s51-oc31

U.S. Patentdawd Trademafk Office: U.S. DEPARTMENT OF~ COMMERCE
Uderthe Paewr ReAuctin Ad of 1NS, no AMwmcrod to reMX to a coeldon oftInlcmmadon unlesn ft dLg@ a vald 0MB conlrd number.

REQUEST FOR ACCESS TO AN ABANDONED APPLICATION UNDER 37 CFR 1.14

Tele phon : (703) @2T&38 2006
PaerN

I hereby requpst 2 r0tglJt .114(aXl)(lv) to the application file record of the above-Identified ABANDONED
application, whicMh net. in-fM jacket ofra pending Continued ProsOcution Application (CPA) (37 CFR 1.53(d))
and which is Idenfified In, or to which a benefit is claimed, In the following document (as shown In the attachment):

United States Patent Application Publication No. _______ page,_____ line ____

United States Patent Number. column ~ line, _ ___or

WIPO Pub. No, . page J~ line____

thelaprateIfee.muchiopiesbut beucasedAplthrotheMfintfauie R tedsupnm amentoith
ap ropyfe em(7 F 11(bF)). dAc-stPnigApiatosI eea

AFmbr obthed pulicactingthtaploeroinsapeercnoftoeplicatnantainepynothIFsytm
theou filehcontents thembp ftendn pblicati ntlodginay ofhranypdocaetinflthenleofthe fenmd

a ailthogthPulcPtnApplicationIfrainRtivlsse Pbi AR nteUPOItre
we ubsihww.uspto.go.ethiathatll owda:cs oPbi ARaeaalbeI h ulcSac om

(1)e f ebeitof the eblic a ao be atitto otaimdndercoy35fU.S.C.par119(te),a120,121iorn36iupn a ther
teapplpictat t . uhs:p(a) iss e sa .puaten thob ubishedasc a stautcordenton egistrto aUhS

rishdaol0i2gth1(2)siledig a member of the public may.obtain a copy of:h iecnens h edngapiaina
teflcotnsthpednaplctoasoriginally flied; or any document n the file of the pending apiain

(2)pIfctheiappliatonas:inco)oossed b eeeneoatesieieniid a U.S. patent,or()pbihda a statutory invention rgsrto,aUS
reitai ..patent application publication, or an nternational patent application publication InacracinPC
acracwihCTArticle 21(2) a member of the public may obtain a copy of tefl otns the pending application as

originally filed.

-11 X C

Signature

Typed or printed name

Registration Number, if applicable

Telephone Number

Date

FOR PTO USE ONLY

Unit I

Eil I Lor -1 !~:r
TWO collection of information Is required by 37 CFR 1.11 and 1.14. The Informaton Is requIred to obtain or reain a benefit bythe public which Is to ffis (and by the
USPTO to process) an applIcagmon ConfIdentlRty Is governed by 35 U.S.C. 122 and 37 CFR 1.11 and .14.ThIs collec"on Is estimated to take 12 minutes to
cmM~lete, knd"qln gathering, preparing, and aubmitfing the completed application form to the USPTO. Timne will very depeniding upon theinividual came Any
commnenWs on the amount of ftim you requIre to cormplete this form and/or suggesdons for reducing this burden, should be sent to the Chief Wnorniation Officer.U.S. Patent and Trademark Office, U S. Deparbmerd of Commerce, P.O. Box 1460, Alexandria. VA 223131450. 00 NOT SEND FEES OR COMPLETED
FORMS TO TFUS ADDRESS BRING TO: File Inkfolaton Unit, Room 204, 2900 Crystal Drive, Arllngt6n, Virginia.

ffyou need assisance In completing the formn, call 1-800-P TO-9199 and select option 2

-- -r -___ -__. . -----,=. II
I
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