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| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/531,021 11/11/2008 7450591 P17661-US2 2135
27045 7590 10/22/2008
ERICSSON INC.
6300 LEGACY DRIVE

M/S EVR 1-C-11
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ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 574 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Martin Korling, Akersberga, SWEDEN;
Magnus Harnesk, Akersberga, SWEDEN;
Jan Lemark, Stockholm, SWEDEN;
Tormod Hegdahl, Oslo, NORWAY;

Cisco 1010
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UNITED STATES DEPARTMENT OF COMMERCE
U.S. Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

APPLICATION NO./ FILING DATE FIRST NAMED INVENTOR / ATTORNEY DOCKET NO.
CONTROL NO. PATENT IN REEXAMINATION
10531021 4/12/2005 KORLING ET AL. P17661-US2
EXAMINER
ERICSSON INC.

6300 LEGACY DRIVE
M/S EVR 1-C-11
PLANO, TX 75024

Creighton H. Smith

ART UNIT PAPER
2614 20081015
DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.

15 OCT '08

PTO-90C (Rev.04-03)

Commissioner for Patents

[Creighton H Smith/
Primary Examiner, Art Unit 2614
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CONFIRMATION NO. 2135

FILING OR 371(c)
SERIAL NUMBER DATE CLASS GROUP ARTUNIT | ATTORNEY
04/12/2005 DOCKET NO.
10/531,021 370 2614 P17661-US2
RULE
IAPPLICANTS )
Martin Korling, Akersberga, SWEDEN;
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PART B - FEE(S) TRANSMITTAL

Complete sind send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be_used for transmitting the ISSUE FEE and PUBLICATION FEE (if requiredtemoqks | through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current comespondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a scparate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address) Note: A certificate ofmaﬂ'lg can only be used for domestic mailings of the

Fee(s) Transmiltal, This certificate cannot be used for any other accompanying

Rapcr;. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission,

27045 7590 05/21/2008
ERICSSONING. vt Lty i s S el gt i
MIS EVR 1.C-11 1ok e G S g S T et e, o b il
PLANO, TX 75024 Tap Ewing prosm—
A\Vaan, La-ing- o
July 21, 2008 ¢ ©ate)
| APPLICATION NO, | FILING DATE I FIRST NAMED INVENTOR | ATTORNEY DOCKET NO, I CONFIRMATION NO.
10/531,021 04/122005 Magnus Hamesk P17661-US2 2135

TITLE OF INVENTION: SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

| APPLN, TYPE 1 SMALL ENTITY | ISSUE FEE DUE IPUBLICATION FEE DUE |mu=.v. PAID ISSUE FEE I TOTAL FEE(S) DUE l DATE DUE I

nonprovisional NO $1440 $300 $0 $1740 08/21/2008
I EXAMINER | ART UNIT | CLASS-SUBCLASS ]
SMITH, CREIGHTON H 2614 370-395430

1. Chm}ﬁff)’f correspondence address or indication of “Fee Address” (37 2. For printing on the patent front page, list

CFR 1. (1) the names of up to 3 registered patent atiomeys !
U Change of corresspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. (2) the name of a single firm (having as a membera 2

(L “Fee Address” indication (or *Fee Address" Indication form repistered attomey or agent) and the names of up to
PTO/SB/4T; Rev 03-02 or more recent) attached. Use of a Customer | 2 registered patent attomeys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFK 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Telefonaktiebolaget L M Ericsson (PUBL) Stockholm, Sweden

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 individual @ Corporation or other private group entity L) Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
B Issue Fee (3 A check is enclosed.
D Publication Fee (No small entity discount permitted) Q Payment by credit card. Form PTO-2038 is attached.
(O Advance Order - # of Copies The Director is hereby authorized to charge the required fee(s), any deficiency, or credit an
‘ P pt:-vetpaymcnt. 1o Dcpgsil Account Numwﬂ] - |q3 79 enclogc an exlra{opy of this fzrm).

5. Change in Entity Status (from status indicated above)
Qa, Applicant claims SMALL ENTITY status, See 37 CFR 1.27, Qb Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)}(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a regisiered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature ‘ﬂ%—- 2/'- %—:ﬁ Date__ ¢ 7:/ 24 / 200%

Typed or printed name Steven W. Smith Registration No, __36 ,684

This collection of information is required b%?ﬂ CFR 1.311. The information is r%‘qirad to obtain or retain a benefit b;lr the public which is to file (and by the USPTO to process;

an application. Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, an

submitting the completed application form to the USPTO. Time will varﬁ!edégqudm upon the individual case. Any comments on the amount of time you require to comg,lete

this form and/or suggestions for reducing this burden, should be sent to ¢ ief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.

R«l)x l4§2, A\l,e_xap _ng,zgi {14232313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
exandria, Virginia -1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

10531021

Filing Date:

12-Apr-2005

Title of Invention:

SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

First Named Inventor/Applicant Name:

Magnus Harnesk

Filer:

Steven Ware Smith/Pamela Ewing

Attorney Docket Number:

P17661-US2

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description Fee Code Quantity Amount Sulloj-s'l'g(t;)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1440 1440
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description

Fee Code

Quantity

Amount

Sub-Total in
USD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1740
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Electronic Acknowledgement Receipt

EFS ID: 3647091
Application Number: 10531021
International Application Number:
Confirmation Number: 2135

Title of Invention:

SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

First Named Inventor/Applicant Name:

Magnus Harnesk

Customer Number:

27045

Filer:

Steven Ware Smith/Pamela Ewing

Filer Authorized By:

Steven Ware Smith

Attorney Docket Number: P17661-US2
Receipt Date: 21-JUL-2008
Filing Date: 12-APR-2005
Time Stamp: 11:54:15

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account

Payment was successfully received in RAM $1740

RAM confirmation Number 6991

Deposit Account 501379

Authorized User

File Listing:

Document . . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest| Part/.zip| (if appl.)
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93792
P17661-US2_2008-07-21_0
1 Issue Fee Payment (PTO-85B) 8-9169_|ssue_Fee.pdf no 1
65dd2d18d84821475eb3bec64e17134
9eba0188b
Warnings:
Information:
8325
2 Fee Worksheet (PTO-06) fee-info.pdf no 2
874ac5ccd7e5326320341ecdb7025ad6
e7cb22ad
Warnings:
Information:
Total Files Size (in bytes):| 102117

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/R0O/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

27045 7590 05/21/2008 I EXAMINER |
ERICSSON INC. SMITH, CREIGHTON H
6300 LEGACY DRIVE | ART UNIT PAPER NUMBER |

M/S EVR 1-C-11

PLANO, TX 75024 2614

DATE MAILED: 05/21/2008

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/531,021 04/12/2005 Magnus Harnesk P17661-US2 2135
TITLE OF INVENTION: SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1440 $300 $0 $1740 08/21/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

27045 7590 05/21/2008
Certificate of Mailing or Transmission
ERICSSON INC. I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
6300 LEGACY DRIVE addressed to the Mail Stop ISSUE FEE address above, or being facsimile
M/S EVR 1-C-11 transmitted to the USPTO (571) 273-2885, on the date indicated below.

PLANO, TX 75024

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/531,021 04/12/2005 Magnus Harnesk P17661-US2 2135
TITLE OF INVENTION: SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1440 $300 $0 $1740 08/21/2008
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
SMITH, CREIGHTON H 2614 370-395430
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1.363). .
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) the name of a single firm (having as a member a 2

[J "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - #of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will va.g de ending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
10/531,021 04/12/2005 Magnus Harnesk P17661-US2 2135
27045 7590 05/21/2008 I EXAMINER |
ERICSSON INC SMITH, CREIGHTON H
6300 LEGACY DRIVE | ART UNIT PAPER NUMBER |
M/S EVR 1-C-11 oin
PLANO, TX 75024 DATE MAILED: 05/21/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 574 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 574 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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Application No. Applicant(s)
. . 10/531,021 HARNESK ET AL.
NOtlce OfA”OWélblIlty Examiner Art Unit
Creighton H. Smith 2614

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to Amendment filed on31 MAR '08.

2. X The allowed claim(s) is/are 1 and 3-28.

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[JSome* c)[JNone of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies notreceived: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [X] Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. ] Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Allowance
of Biological Material
9. [0 other .
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20080508
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Application/Control Number: 10/531,021 Page 2
Art Unit: 2614

REASONS FOR ALLOWANCE
The following is an examiner’s statement of reasons for allowance: The prior art
fails to disclose a charging policy system for services in a packet switched network, by

reducing the stored reservations in a token bucket according to the calculated charging

policies. No obvious combination of references found would have taught one of
ordinary skill in the art to use and make applicant’s system as claimed.

Any comments considered necessary by applicant must be submitted no later
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Magnus Harnesk, etal. § Group Art Unit: 2614
§
Serial No:  10/531,021 § Examiner: Smith, Creighton H.
§
Filed: 04/12/2005 § Confirmation No.: 2135
§
For: SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK
CERTIFICATE OF MAILING OR TRANSMISSION
Via EFS-Web e e S Poss Seee i o ot
class mail in an envelope address_ed to the Commissioner _for
Mail Stop AMENDMENT branemited ia facsimie of EFSINeD 1o the USPTO on the darg
Commissioner for Patents indicated below.
P. O. Box 1450 Datg:_March 31, 2008
Alexandria, VA 22313-1450 @ s
unadas K Gt
Paméla K. Ewing T
Dear Sir:
AMENDMENT

In response to the Non-Final Office Action dated January 7, 2008, the Applicants
submit the following amendments and remarks. |If any extension of time for this
Response is required, the Applicants request that this be considered a petition
therefore. The Commissioner is hereby authorized to charge any additional fee to
Deposit Account No. 50-1379.

SUMMARY OF AMENDMENTS

1. Amendments to the claims are shown in the complete listing of pending
claims, which begins on page 2 of this paper.

2. Remarks begin on page 9 of this paper.

Amendment - PAGE 1 of 12
EUS/GJ/P/08-9067
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AMENDMENTS TO THE CLAIMS

This listing of claims replaces all prior versions and listings of claims in the application:

Listing of Claims

1. (Currently Amended) A charging system in a packet switched network for
charging packets differently dependent on which service flow the packets belong to, the
charging system comprising:

a control system and a serving element associated with a packet forwarding
system wherein said control system comprises:

an account function adapted-te-manage for managing an account of at
least one user, and

a charging policy decision point arranged-to-calsulate for calculating a
different charging policy for each of a plurality of allowed services for the at least one

user,
wherein said serving element comprises:

a token bucket adaptedte-store associated with the at least one user, said
token bucket for storing reservations for a plurality of service flows received from the
account function of [[a]] the at least one user assosiated-with-the-teken-bucket, and

a charging policy enforcement point arranged-te-perform for performing
charging for a-plurality-of the-allowed-servees the plurality of service flows by reducing

the stored reservation of the token bucket according to the calculated charging peliey

policies.

2. (Canceled)

3. (Currently Amended) Fhe-charging-system-aceording-to-claim-1

A charging system in a packet switched network for charqing packets differently

dependent on which service flow the packets belong to, the charging system

comprising:

Amendment - PAGE 2 of 12
EUS/GJ/P/08-9067
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a control system and a serving element associated with a packet forwarding

system, wherein said control system comprises:

an account function adapted to manage an account of at least one user,

and

a charging policy decision point arranged to calculate a charging policy for

allowed services for the at least one user, wherein the calculated charging policy

comprises at least one user rating table and a set of validity conditions,

wherein said serving element comprises:

a token bucket adapted to store reservations received from the

account function of a user associated with the token bucket, and

a charging policy enforcement point arranged to perform charging

for a plurality of the allowed services by reducing the stored reservation of the token

bucket according to the calculated charging policy.

4. (Currently Amended) The charging system according to claim 1 wherein

the charging policy enforcement point includes means for calculating the charging pekey

is-caleulated policies based on historical and/or current user specific usage data.

5. (Previously Presented) The charging system according to claim 3 wherein
the set of validity conditions defines the lifetime of the at least one user rating table.

6. (Previously Presented) The charging system according to claim 3 wherein

the charging policy enforcement point includes ealeulated-charging-policy-comprises at

least two user rating tables having different time validity conditions.

7. (Previously Presented) The charging system according to claim 1 wherein
the serving element comprises means for classifying the services into different service

classes based on the tariff plan of the services.

8. (Previously Presented) The charging system according to claim 7 wherein

the allowed subscriber service classes are stored in a Service Class Vector.

Amendment - PAGE 3 of 12
EUS/GJ/PI08-9067
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9. (Currently Amended) Fhe-charging-system-aseerding-to-claim-1

A charging system in a packet switched network for charging packets differently

dependent on which service flow the packets belong to, the charging system

comprising:
a control system and a serving element associated with a packet forwarding

system, wherein said control system comprises:

an account function adapted to manage an account of at least one user,

nd

a charging policy decision point arranged to calculate a charging policy for

allowed services for the at least one user,

wherein said serving element comprises:

a token bucket adapted to store reservations received from the

account function of a user associated with the token bucket,

a charging policy enforcement point arranged to perform charging

for a plurality of the allowed services by reducing the stored reservation of the token

bucket according to the calculated charging policy, and

wherein-the means for classifying the services into different service
classes, said classifying means including eemprises a service filter adapted to identify

the different service flows.

10.  (Previously Presented) The charging system according to claim 9 wherein
the means for classifying the services into different service classes further comprises
Protocol Inspection Filters adapted to identify the different service flows, when the

service filter is not capable of said identification.
11.  (Previously Presented) The charging system according to claim 1 wherein

the packet forwarding system is a Gateway GPRS Support Node in a mobile

telecommunication network.

Amendment - PAGE 4 of 12
EUS/GJ/P/08-9067
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12.  (Currently Amended) A control system of a charging system in a packet
switched network, said control system comprising:

an account function adapted-te-manage for managing an account of at ieast one
user wherein-said-control-system-comprises,_and

a charging policy decision point arranged-to-calculate-a-charging-pelicy-for—the

for calculating charging policies for a plurality of allowed services for the at least one

user, wherein the charging policies are utilized to calculate charges for a plurality of

service flows using a single token bucket.

13.  (Currently Amended) Fhe-control-system-aceerdingto-claim12

A control system of a charging system in a packet switched network, said control

system comprising;

an account function for managing an account of at least one user; and

a charging policy decision point for calculating a charging policy for the allowed

services for the at least one user;

wherein the calculated charging policy furthercemprises includes:
at least one user rating table, and

a set of validity conditions.

14.  (Currently Amended) The control system according to claim 12 wherein
the charging pelicy-is policies are calculated based on historical and/or current user

specific usage data.

15.  (Previously Presented) The control system according to claim 13 wherein

the set of validity conditions defines the lifetime of the at least one user rating table.
16.  (Previously Presented) The control system according to claim 13 wherein

the calculated charging policy comprises at least two user rating tables having different

time validity conditions.

Amendment - PAGE 5 of 12
EUS/GJ/P/08-9067

026



Attorney Docket No. P17661-US2
Customer Number 27045

17.  (Previously Presented) The control system according to claim 12 wherein

the control system is implemented in a mobile telecommunication network.

18.  (Currently Amended) A serving element residing in a packet forwarding
system of a charging system in a packet switched network, said serving element
comprising:

means for receiving reservations for at least one user,

a token bucket adapted-te-store for storing the reservations for the user
associated with the token bucket,

means for receiving a charging policy for allowed services, and

a charging policy enforcement point arranged-to-perferm for charging for a
plurality of the allowed services by reducing the stored reservation of the token bucket

according to a received calculated charging policy.

19.  (Previously Presented) The serving element according to claim 18 further
comprising a single token bucket per user.

20.  (Currently Amended) Fhe-serving-elementaccerding-to-claim-18

A serving element residing in a packet forwarding system of a charging system in a

packet switched network, said serving element comprising:

means for receiving reservations for at least one user,

a token bucket for storing the reservations for the user associated with the token

bucket
means for receiving a charging policy for allowed services, wherein the charging
policy furthercomprises includes at least one user rating table and a set of validity

conditions, and

a charging policy enforcement point for charging for a plurality of the allowed

services by reducing the stored reservation of the token bucket according to a received

calculated charging policy.

Amendment - PAGE 6 of 12
EUS/GJ/P/08-9067
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21.  (Previously Presented) The serving element according to claim 20
wherein the charging policy is calculated based on historical and/or current user specific
usage data.

22.  (Previously Presented) The serving element according to claim 20
wherein the set of validity conditions defines the lifetime of the at least one user rating
table.

23.  (Previously Presented) The serving element according to claim 20
wherein the charging policy comprises at least two user rating tables having different
time validity conditions.

24.  (Previously Presented) The serving element according to claim 18 further
comprising means for classifying the services into different service classes based on the
tariff plan of the services.

25.  (Previously Presented) The serving element according to claim 24

wherein the allowed subscriber service classes are stored in a Service Class Vector.

26.  (Currently Amended) Fhe-serving-element-according-to-claim-24

A serving element residing in a packet forwarding system of a charging system in a

packet switched network, said serving element comprising:

means for receiving reservations for at least one user,

a token bucket for storing the reservations for the user associated with the token

bucket,

means for classifying the services into different service classes based on the

tariff plan of the services, wherein the means for classifying the services into different
service classes further-comprises includes a service filter adapted to identify the
different service flows,

means for receiving a charging policy for allowed services, and

Amendment - PAGE 7 of 12
EUS/GJIPI08-9067
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a charging policy enforcement point for charging for a plurality of the allowed

services by reducing the stored reservation of the token bucket according to a received

calculated charging policy.

27.  (Currently Amended) The serving element according to elaim-24 claim 26
wherein the means for classifying the services into different service classes further
comprises Protocol Inspection Filters adapted to identify the different service flows,
when the service filter is not capable of said identification.

28.  (Previously Presented) The serving element according to claim 24
wherein the packet forwarding system is a Gateway GPRS Support Node in a mobile

telecommunication network.

29-30. (Canceled)

Amendment - PAGE 8 of 12
EUS/GJIPI08-9067

029



Attorney Docket No. P17661-US2
Customer Number 27045

REMARKS/ARGUMENTS

1.)  Claim Amendments

The Applicants have amended claims 1, 3, 4, 6, 9, 12-14, 18, 20, 26, and 27.
Claim 2 has been canceled. Claims 29 and 30 were previously canceled. Accordingly,
claims 1 and 3-28 are pending in the application. Favorable reconsideration of the
application is respectfully requested in view of the foregoing amendments and the
following remarks.

2.) Allowable Subject Matter

On Page 3 of the Office Action, the Examiner stated that claims 3, 5, 6, 9, 10, 13,
15, 16, 20-23, 26 & 27 are objected to as being dependent upon a rejected base claim,
but would be allowable if rewritten in independent form including all the limitations of the
base claim and any intervening claims. The Applicants have rewritten claims 3, 9, 13,
20, and 26 into independent form in this manner. Claims 5, 6, 10, 15, 16, 21-23, and 27
depend from these rewritten claims. Therefore, the allowance of claims 3, 5, 6, 9, 10,
13, 15, 16, 20-23, 26 & 27 is respectfully requested.

3.) Claim Rejections — 35 U.S.C. § 102(e)

On Page 3 of the Office Action, the Examiner rejected claims 12, 14, and 17
under 35 U.S.C. § 102(e) as being anticipated by Lee, et al. (U.S. Patent Publication
No. 2003/0152084). The Applicants have amended independent claim 12 to clarify the
differences between the claimed invention and Lee. Claims 14 and 17 depend from
claim 12. Therefore, favorable reconsideration of claims 12, 14, and 17 is respectfully
requested.

The Applicants’ claimed invention provides a solution for charging in a packet
switched system of a plurality of different (possibly simultaneous), differently charged,
service flows. Notably, the invention distinguishes the charging not through calculating
the charging in different buckets (each bucket calculating the charges for each flow), but

Amendment - PAGE 9 of 12
EUS/GJIPI08-9067
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through using a charging policy and calculating the charging for a plurality of service
flows using a single token bucket.

Although Lee discloses a Token Bucket (TB), the TB is not used for the purpose
of charging, but for the purpose of smoothing the load and getting rid of excessively
high peaks in a flow. Notably, Lee's TB keeps track of the rate of received information
elements from ONE flow. If the contents of the TB indicates that information elements
are received too fast, relevant actions are taken.

Independent claim 12 has been amended to recite that the charging policies are
utilized to calculate charges for a plurality of service flows using a single token bucket.
Thus, the Applicants’ claimed invention differs from Lee in several respects. First, the
Applicants’ token bucket is used for charging purposes rather than smoothing a load.
Second, with the support from the charging policy, the Applicants’ token bucket keeps
track of a plurality of flows and services in one bucket, wherein the flows and services
are not treated equally.

Basis for the amendments is found in the specification on page 8, lines 32-34.
Therefore, the allowance of amended claim 12 and dependent claims 14 and 17 is

respectfully requested.

4) Claim Rejections - 35 U.S.C. § 103(a)

On Page 2 of the Office Action, the Examiner rejected claims 1, 2, 4, 7-9, 11, 18,
19, 24, 25, and 28 under 35 U.S.C. § 103(a) as being unpatentable over Lee in view of
Barham et al. (US 7,284,047). The Applicants have amended the claims to clarify the
differences between the claimed invention and Lee and Barham. Favorable
reconsideration of the rejected claims is respectfully requested.

Claim 1 has been amended to recite that the token bucket associated with a user
stores reservations for a plurality of service flows received from the account function of
the user. Amended claim 1 also recites a charging policy enforcement point for
performing charging for the plurality of service flows by reducing the stored reservation
of the token bucket according to the calculated charging policies. Thus, like claim 12
discussed above, claim 1 recites that the Applicants’ token bucket is used for charging

purposes rather than smoothing a load, and with the support from the charging policies,

Amendment - PAGE 10 of 12
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the Applicants’ token bucket keeps track of a plurality of flows and services in one token
bucket.

Barham is similar to Lee, in that the purpose of Barham is flow control, and the
token bucket handles only a single flow. Barham discloses a congestion avoidance
algorithm using a Token Bucket shaper. The TB shaper supports calculating the rate of
received information elements in order to adjust the rate of receiving information
elements.

Thus, Lee and Barham, taken either alone or in combination, do not teach or
suggest the claimed invention. Neither reference discusses charging policy, and thus
there is no teaching or suggestion of a charging policy decision point. Likewise, there is
no disclosure of an account function for managing the account of the user.

Independent claims 1 and 18 both recite that there are a plurality of services or
service flows associated with a single token bucket. Therefore, the allowance of
amended claims 1 and 18 is respectfully requested.

Claims 4,7, 8, and 11 depend from amended claim 1; and claims 19, 24, 25, and
28 depend from amended claim 18. Therefore, the allowance of claims 4, 7, 8, 11, 19,

24,25 and 28 is respectfully requested.

5.)  Prior Art Not Relied Upon

On Page 4 of the Office Action, the Examiner stated that the prior art made of
record and not relied upon (Lialiamou et al.) is considered pertinent to the Applicants’
disclosure. The Applicants’ reading of this reference, however, has not revealed any
teaching or suggestion of a charging system in which a single token bucket associated
with a user keeps track of a plurality of differently charged service flows with the support
of a charging policy.

6.) Conclusion

In view of the foregoing remarks, the Applicants believe all of the claims currently
pending in the Application to be in a condition for allowance. The Applicants, therefore,
respectfully request that the Examiner withdraw all rejections and issue a Notice of
Allowance for claims 1 and 3-28.

Amendment - PAGE 11 of 12
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The Applicants request a telephonic interview if the Examiner has any questions

or requires any additional information that would further or expedite the prosecution of
the Application.

Respectfully submitted,

Sowor. 3

Date: /’Z*??CH 3’;, 2608 Steven W. Smith
Registration No. 36,684

Ericsson Inc.
6300 Legacy Drive, M/S EVR 1-C-11
Plano, Texas 75024

(972) 583-1572
steve.xl.smith@ericsson.com
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to cover the filing fee is enclosed.

Steven W. Smith
Reg No. 36,684

Ericsson Inc.

Plano, TX 75024

Signature
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in the amount of $1,050.00
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35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW,USPLO.gOV

[ APPLICATION NO. I FILING DATE [ FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. | CONFIRMATION NO.
10/531,021 04/12/2005 Magnus Hamesk P17661-US2 2135
27045 7590 01/07/2008
EXAMINER
ERICSSON INC. [
6300 LEGACY DRIVE SMITH, CREIGHTON H
M/S EVR 1-C-11 ART UNIT PAPER NUMBER
PLANO, TX 75024 | I
2614
I MAIL DATE I DELIVERY MODE
01/07/2008 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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! ' Application No. Applicant(s)
10/531,021 HARNESK ET AL.
Office Action Summary Examiner At Unit
Creighton H. Smith 2614

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- 1f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)[] Responsive to communication(s) fledon ____
2a)[] This action is FINAL. 2b)BJ This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
4)X Claim(s) 1-28 isfare pending in the application.
4a) Of the above claim(s) 29 and 30 is/are withdrawn from consideration.

5[] Claim(s) ____is/are allowed.

8)X| Claim(s) 1,2,4,7.8.11,12,14,17-19,24,25 and 28 is/are rejected.
)
)

)X Claim(s) 3.5.6.9,10,13,15,16,20-23,26 and 27 is/are objected to.
8)[] Claim(s) are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[]] The drawing(s) filed on isfare; a)[] accepted or b)[_] objected'to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[X) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
aXJ Al b)[] Some * ¢)[[] None of:
1.[] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No. _____
3.[X Copies of the certified copies of the priority documents have been received in this National Stage
application from-the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. ___.
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application
Paper No(s)/Mail Date 26.12.06& 12.04.05. 6) [[] Other:
U.S. Patent and Trademark Office -
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20080103
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Application/Control Number: | Page 2
10/531,021
Art Unit: 2614

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1,2,4,7,8,9, 11,18, 19, 24, 25, & 28 are rejected under 35 U.S.C.
103(a) as being unpatentable over Lee et al, U.S. Patent Publication #2003/0152084 in
view of Barham et al, U.S. patent #7,284,047.

Lee discloses in {-0018 that with the increase in volume and types of Internet
applicationé, there has also been a demand for enhanced services in the form of Quality
of Service (QoS). Best-effort services is the service currently used on the Internet. Inq-
0020 Lee et al that their invention is directed towards a “differentiated services” device.
The differentiated services device includes a traffic metering unit, a storage congestion
metering uhit, and a marking unit. In Fig. 6 and 1-0135 Lee et al disclose an accounting
unit (324), which as disclosed in §-0097 is for billing purposes. In {0356 lee et al
disclose that the actual time‘that a user is requesting services from the provider is
“calculated”, 5" sentence, by subtracting the Last Conforming Cell (§-0150) from the
arrival timé. Later in §-0356 lee et al discloses the use of a “token bucket” (“TB") which
contains an adjusted required time between information elements. The “required time
between informational elements (STEP 212) is adjusted to account for debt incurred by
a previous informational element (1-00356, 8" sentence.) Therefore, Lee et al TB
reads upon applicant's TB that store reservations because Lee’s TB keeps the “required

time between informational elements” (arrival time and LCT), i.e., how long a user is
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Application/Control Number: Page 3
10/531,021 '
Art Unit: 2614

using a specific type of information. Lee et al never specifically disclose reducing the
bits of information in the TB. However, Barham et al do disclose in cols. 8 & 11, lines
45-51 & 5 et seq., that the token rate is adjusted upon receipt of notifications of network
load and to update the token rate based on the rate flow. To have provided Barham et
al teaching of reducing the bits of information in the TB in Lee et al device would have
been obvious to a person having ordinary skill in the art because both references are
teaching charging the user based on the type of service rendered. See Barham et al,
col. 13, Iinés 35-40.

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

Claims 12, 14, 17, are rejected under 35 U.S.C. 102(e) as being anticipated by
Lee et al.
For claims 12, see discussion pertaining to claim 1 and the Lee reference.
Claims 3, 5, 6, 9, 10, 13, 15, 16, 20- 23, 26, & 27 are objected to as being
dependent upon a rejected base claim, but would be allowable if rewritten in
independent form including all of the limitations of the base claim and any intervening

claims.
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Application/Control Number: Page 4
10/531,021 '
Art Unit: 2614

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Lialiamou et al.
Any inquiry concerning this communication should be directed to Creighton H.

Smith at telephone number 571/272-7546.

03 JAN ‘07 Creighton H Smith
Primary Examiner
Art Unit 2614
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EUS/IP: 08-4847

TRANSMITTAL OF INFORMATION DISCLOSURE STATEMENT | Docket No.

(Under 37 CFR 1.97(b), 1.97(c) or 1.97(d)) P17681-US2
In Re Application Of: Magnus Harnesk
Serial No Filing Date Examiner Group Art Unit
10/531,021 41212005 Fan 8. Tsang 2614
Title

SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

Address to:
Commissioner for Patents
P.O. Box 1450, Alexandria, VA 22313-1450
Fax no. (571) 273-8300

37 CFR 1.97(b)
The Information Disclosure Statement submitted herewith is being filed (1) within three months of the
filing of a national application other than a continued prosecution application under 37 CFR 1.53{d);
{2) within three months of the dare of entry of the national stage as set forth in 37 CFR 1.491 in an
international application; (3) before the mailing of a first Office Action on the merits; or (4) before the
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Method and apparatus for charging of communications

services

Field of the Invention
The present invention relates to communications services, particularly to a method

and a network node for charging of communications services.

Background of the invention

Prepaid services in modern telephone networks allow network operators to issue
subscriptions on a prepaid basis. A prepaid service account contains an amount of
charging value that can be used to pay for outgoing calls as well as for incoming
calls. A prepaid service account can have an expiration date. Calls can be made with
the account as long as the call limitations are not exceeded. Examples for call
limitations are an empty account or a passed expiration date. Call charges are
automatically deducted from the account. The account can be refilled with charging

value for continued usage.

Prepaid Services may be offered to customers not wanting a permanent subscription
or to customers who for some reason cannot get credit approval. In mobile
communications networks, prepaid services are particularly useful for car rental
agencies, travel agencies or organisers of fairs and seminars. These companies can

in turn supply their customers with the prepaid account.

In the state of the art, a solution for providing prepaid services in a fixed network is
based on the Intelligent Network (IN), as described in WO 98/27715. A prepaid
service originating call is routed by the terminal exchange (TE) to a service
switching point (SSP), which requests connection time from a prepaid services
account kept at a service control point (SCP). The SCP, which analyses the cost of
the call and checks the account balance, sends information on the length of the

connection time assigned to the call to the SSP and deducts the account in real time
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during the call. During the connection, the SSP monitors the elapsing of the
connection time assigned per request, and when the assigned connection time is less
than a specific threshold, an additional time request is sent to the SCP. The SCP

updates the account balance, when the connection is terminated.

A cellular communications system can comprise a HPLMN, as well as additionally
at least one VPLMN. As designed for a fixed network, the described prepayment
method is not suited for a cellular communications system, in which subscribers
regularly move within their home public land mobile network (HPLMN) as well as
into and within visited public land mobile networks (VPLMNSs), because the

corresponding roaming is not supported.

As an additional disadvantage, the communications 'network must support an IN
architecture providing SSPs with service switching functions, at least one SCP with
a service control function and a service management point (SMP) with a service
management function. All interfaces are vendor specific. Therefore, the interface to
access the prepaid service accounts is vendor specific as well, which limits
compatibility within the network. Furthermore, the amount and complexity of
signalling messages exchanged between SSP and SCP is high. Also, the dialogue
between these nodes must be kept during the whole call, which binds network
resources. In addition, it is difficult to charge not only the call duration, but also
events like supplementary services and short message services (SMS), because the

SCP does not get the corresponding signalling information.

As described in Mouly, Pautet, The GSM System for Mobile Communications,
ISBN 2-9507190-0-7, chapter 9.1.2, pp 572-577, another method for payment of
communications services in GSM is the creation of toll ticketing (TT) records in a
mobile switching centre (MSC) and their transfer by tape or electronic transfer to a
node controlling user accounts. This method is not real-time oriented, because the
service is executed before the TT records are sent to the node that is controlling user

accounts. There they arrive always with a certain delay. Therefore, also in the case
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of electronic transfer of toll tickets there is for an operator maintaining a prepaid
account depending on his billing strategy for a call a risk either of overcharging the
account or of undercharging due to an empty prepaid account. Although an operator
of a HPLMN might take the latter risk, usually a VPLMN operator will not.

Therefore, roaming of a prepaying subscriber cannot be granted.

Another known method for prepayment of communications services is to store the
subscribers credit on a smart card in the terminal. This method is less convenient to
the service provider due to a lack of control and a certain fraud potential. A high
effort is necessary to avoid this risk. A smart card-based prepaid system is described

in the article Natel D Easy’, ComTec, vol. 2, 1997, p.16-20.

Summary of the Invention

It is an object of the present invention to overcome the above described problems
and to provide a charging method and device, particularly in mobile
communications systems, which support roaming of subscribers both within their
home communications network and within as well as into different networks for all

types of chargeable services in a cellular communications system.

This object is achieved by the method and the network node according to claims 1

and 17.

The present invention provides a charging method for a communications service in a
cellular communications system, especially for subscribers having a prepaid service
account that is administrated by a prepayment support node PPSC of the
communications system. The invention can be used to charge all types of chargeable
services. A network node, which processes prepaid services is called in the
following a prepaid service processing node PSPN. Any network node of a
communications system can be a PSPN. Subscriber data like the subscriber type,
e.g. ‘prepaying subscriber permitted for international roaming’, and further data, like

the address PA of the PPSC, which administrates the corresponding prepaid service -
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account, are stored in a subscriber profile, which is stored in a subscriber profile
database SPD. The subscriber profile database SPD can be centralised as well as
decentralised. It is usually located in the HPLMN of the subscriber. Apart from a
database for subscriber profiles, the SPD can perform other functions, e.g. functions

of an HLR of a GSM system.

In a cellular communications system, the mobility of subscribers has to be ensured
by routines like handover, national roaming and international roaming. The present
invention supports all of these traffic cases, while facilitating reliably chargeable
prepaid services for mobile subscribers. It supports all types of cellular
communications systems, e.g. the well-established GSM system and the currently
developed UMTS system. It is applicable for services like High Speed Circuit
Switched Data Service HSCSD, General Packet Radio Service GPRS and Voice

over Internet VoIP.

According to the present invention a PSPN, which processes communications
services in the communications system, receives from the subscriber profile
database SPD for a specific subscriber a Prepayment support node information PL
This can be triggered by and preferably be executed within a registration procedure
that is performed when the subscriber enters the service area of the PSPN. A
subscriber can enter the service area of a PSPN by location update, by handover or
by switching on of his mobile station. The PSPN determines after reception of the
Prepayment support node information PI a PPSC address PA and stores it. After
detecting a request for a communications service, which is to be charged on a
subscriber’s prepayment account, the PSPN sends a credit information request to the
identified PPSC by the prepayment support node address PA. After reception of the
requested credit information, the PSPN processes the requested communications

service according to the credit information.

Apart from a processing unit for processing prepaid communications services, the

PSPN comprises a signalling interface SI to send and receive signalling information,
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e.g. the Prepayment support node information PI, the credit information request and
the credit information itself. A determination unit determines a PPSC address PA of
a prepayment support node PPSC from a Prepayment support node information PI
that is received via the signalling interface SI, and a memory M stores the address.
A request handler RH detects requests of communications services to be charged on
a prepayment account. A credit information handler CH sends credit information
requests to the PPSC identified by the stored prepayment support node address PA
and receives the corresponding credit information. A controller CR is responsible
for the controlling of the processing of requested communications services
according to the credit information and for the controlling of a charging of the

communications service.

The present inventions allows operators of communications networks to offer
reliably chargeable prepaid communications services to subscribers, while at the
same time profiting by the high performance because a low number and low
complexity of signalling messages are needed. Network resources, in particular for
signalling, are used to a minor extent only. Therefore, the present invention can
easily fulfil the real-time requirements of modern communications networks. The
solution is flexible, i.c. there is no need for a certain network architecture supporting
prepaid services. It is vendor-independent and applicable also for use in future

systems.

The present invention allows for an entire range of charging, i.e. all services like
bearer services, tele services and supplementary services can be charged. The same
applies to events like short messages. The proposed solution can be used to charge
prepaid services to service originating subscribers as well as to call forwarding

subscribers and to subscribers at which the service terminates.
The PSPN gets to know the PPSC addresses PA of prepaying subscribers, which are

currently in its service area. This allows the sending of credit information requests

to the appropriate PPSC without delay. The availability of the PPSC address PA to
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the PSPN is independent of the network, i.e. HPLMN or VPLMN, to which the
PSPN belongs. Therefore, the roaming of prepaying subscribers is supported by the

proposed solution, which is essential for operators promoting subscriber mobility.

Preferred embodiments of the present invention are described in the dependent

claims.

According to claim 2, prepaid services processing capabilities of the PSPN are sent
to the SPD. A process capability handler is according to claim 18 responsible for it.
The check of the prepaid services processing capabilities of the PSPN is especially
useful in the case of mobile terminating services, if fees are to be charged to the so-
called B-party, i.e. the subscriber on the service terminating side. Depending on the
roaming agreements between network operators, this charging model applies in
particular to international roaming. If the SPD knows the prepayment charging
capability of the PSPN serving the B-party, the SPD can decide either to allow a
certain communication service, in particular a B-party terminating communication
service, or to reject such a service request, e.g. if the corresponding PSPN is not

able to charge a required fee.

According to claim 3, the processing of the requested communications service can
comprise a controlling of a charging by different prepayment methods. According to
claim 19, the controller of the PSPN takes over this task. Therefore, an operator is
flexible in the design of his prepayment tariff models. As apart from prepayment
based on credit information also, e.g., toll-ticketing payment can co-exist, it is
possible to charge for a prepaid service both a basic fee, e.g. via toll ticketing, as

well as a variable fee via the described credit information interrogation.

According to claim 4, the Prepayment support node information PI comprises
charging information about different types of communications services, the
requested prepaid communications service is processed according to this charging

information. The processing can be performed by a PPSN according to claim 26.
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The PSPN knows individual fees, preferably in the form of credits, applying to each
of the prepaying subscribers it is currently responsible for. Usually, operators offer a
broad range of different contracts to their customers, implying different fees for the
same communications services. If the PSPN knows the fees, which are valid for an
individual subscriber, or their corresponding values, e.g. monetary values, to be

charged for certain services, it can support a reliable service charging.

According to claim 5, the credit information comprises an allowed amount of
airtime. Advantageously, this supports an easy processing of prepaid services at the
PSPN for time-based charging, like in GSM. The PSPN is not required to calculate
from given monetary values the corresponding time that a service is allowed to
consume, because the allowed amount of airtime is directly provided by the PPSC.
Furthermore, any need for currency conversions is avoided in the case of

international roaming subscribers.

Similar advantages exist for the embodiment described in claim 6, wherein the
credit information comprises an allowed amount of traffic volume. Advantageously,
aPSPNofa vélume—based charging network like GPRS can directly process a
certain traffic volume, e.g. in terms of bytes, which is allowed from the PPSC for a

certain subscriber in response to a credit information request.

According to claim 7, the credit information comprises an approval or a rejection of
the processing of the requested communications service. According to the
embodiment described in claim 20 a disconnection handler terminates the
communications service, if the credit information comprises a rejection.
Advantageously, the approval or rejection information allows an effective prepaid
processing of events, e.g. of short messages. Usually, there is a fixed fee for discrete
communications services. Therefore, the PSPN does not require redundant tariff
information or amounts of granted airtime or traffic volume to process such
services. Instead, an information is sufficient, whether the processing of the

requested event is permitted.
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According to the embodiments described in claim 8 and claim 21 a credit value,
which is received in the credit information, is consumed according to the processed
communications service. The credit value can represent, e.g., a time value or a
traffic volume. The consumption can be made in discrete steps or continuously.
Therefore, corresponding charging models can flexibly be used and are open for

easy changes by an operator.

According to the embodiment described in claim 9 an additional credit information
request is sent to the PPSC, whenever a remaining credit, which is calculated by a
deduction of the consumption from the granted credit value, falls below a first
threshold. According to the embodiment described in claim 22, the credit
information handler takes care of this task. The detection of an exhausted credit can
avoid an unpaid service execution, e.g., if it triggers a stop of processing of the

communications service.

Advantageously, these embodiments allow a stepwise fetching of credits, e.g.
airtime or traffic volume. Usually, the PPSC checks the current prepaid account
balance prior to a response to a credit information request. Then the PPSC performs
an account update, i.e. a deducting from the prepayment account, after a
confirmation of the service termination is received. Therefore, if the operator allows
parallel, i.e. timely overlapping, prepaid communications services for a single user
to be charged on the same prepaid account, or if the operator provides family
accounts, i.e. several users having the same account, or if the communications
system supports, e.g., the so-called supplementary multi-party service, there exists a
certain risk of unpaid service executions, if the PPSC deducts the account after
corresponding confirmations of service executions are received. The stepwise
fetching of credits reduces this risk, if the PPSC deducts the account stepwise as
well. E.g., if airtime is fetched in steps of 1 minute each, the risk is minimised to an
unpaid airtime of 1 minute, if the prepayment account becomes empty. If the PPSC

deducts the account after granting of the credit before a service execution by the
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PSPN and reimburses a rest, which is not consumed by the processed service after a
service execution confirmation is received, the risk of rejecting requested parallel

services due to an empty account is minimised by the stepwise fetching of credits.

According to claim 10, the PSPN receives an account wamning sent by the PPSC, if
the credit value of the subscriber account falls below a second threshold, and the
PSPN sends an announcement of a low account credit to the subscriber’s
communications device, which has requested the communications service.
According to the embodiment described in claim 23, an announcement handler of
the PSPN is responsible for sending this announcement. Advantageously, the
subscriber can be informed by these embodiments about a possible forced service

termination in advance.

According to claim 11, a service termination information is sent to the PPSC, when
the processed communications service has been terminated. According to the
embodiment described in claim 24, the controller is responsible for this task.
Advantageously, this allows for an accurate billing of the executed service at the
PPSC, in particular of the last credit granted by the PPSC to the PSPN before the

end of the service provisioning, which can be partly reimbursed.

According to the embodiment described in claim 12, the prepayment support node
information PI, the credit information request and the credit information are
comprised in MAP messages. According to the embodiment described in claim 25,
the signalling interface is a MAP interface. In this way, the exchange of signalling
messages between PSPN and PPSC as well as between PSPN and SPD is vendor-
independent. This allows the flexible use of the present method and network node in
various networks comprising elements from different suppliers. Furthermore,
national and international roaming for prepaying subscribers can be provided

effectively due to the commonly used signalling messages.
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According to the embodiment described in claim 13, at least one of the signalling
messages credit information request and credit information comprises an
interrogation request parameter indicating whether the signalling message is an
initial one, a subsequent one or the last one related to the requested communications
service. If this information is sent in the credit information request, the PPSC can
easily detect, whether an internal charging process is to be setup in the case of an
initial interrogation indication, to be continued in the case of a subsequent
interrogation indication or to be finished in the case of a last interrogation
indication. The same parameter sent in the credit information from the PPSC to the

PSPN can serve for confirmation purposes.

According to the embodiment described in claim 14, at least one of the signalling
messages credit information request and credit information comprises a reference
parameter identifying a dialogue between the prepaid service processing node PSPN
and the prepayment support node PPSC. This allows a clear assignment of credit
information requests and credit information messages, which is in particular useful
if a plurality of communications services is processed at the same time for a
subscriber. It allows the easy identification of signalling messages as belonging to

the same charging transaction, if the same reference value is used for these

messages.

According to the embodiment described in claim 15, the signalling message credit
information request comprises a service execution parameter indicating whether the
requested communications service has been successfully executed. Therefore, the
PPSC can efficiently detect, wﬁether the balance of the subscriber account has to be

finally updated with reference to a certain communications service charging.

According to the embodiment described in claim 16, the credit information
comprises an interrogation indication parameter, indicating whether the prepayment
support node PPSC expects a further interrogation from the prepaid service

processing node PSPN for the communications service. This parameter can avoid
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unnecessary signalling traffic, if it indicates that a further interrogation is not
expected, because, e.g., a certain communications service is free of charge. In this
case the PSPN will not send further credit information requests during the

processing of the communications service.

Brief description of the drawings
In the following detailed description the present invention is described with

reference to the accompanying drawings, wherein:

Fig. 1 shows a cellular communications system consisting of a HPLM,

Fig. 2 shows a cellular communications system consisting of a HPLMN and
a VPLMN,

Fig. 3 shows a flowchart of a charging procedure,

Fig. 4 shows a flowchart of an alternative charging procedure,

Fig. 5a shows a block diagram with parameters of the prepayment support
node information message,

Fig. 5bshows a block diagram with parameters of credit information request
and credit information messages.

Fig. 6 shows a block diagram of a PSPN,

Detailed description

Fig. 1 shows a simplified representation of a communications system CS that
comprises an HPLMN with a subscriber profile database SPD, a prepaid service
processing node PSPN and a prepayment support node PPSC. Furthermore, a
mobile station MS is located under the coverage of the HPLMN. Signalling links for
a transmission of signalling information, or in other words control information, can
be established between the elements, i.e. a link SL between SPD and PSPN, a link
CL between PPSC and PSPN, and a link ML between MS and PSPN. Any links for
the transmission of payload information are not shown in Fig. 1. The signalling
links can represent either a direct or indirect signalling connection. To explain the

latter case, the link ML between the MS and the PPSN is preferably realised via a
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radio base station (not shown in Fig. 1), and the links SL and CL can be realised,
e.g., indirectly via a backbone, transit or separate signalling network (not shown in
Fig. 1). The communications system CS can comprise a plurality of prepaid service
processing nodes PSPN with corresponding signalling links SL, CL, but a mobile

station MS is covered usually by a single PSPN at a time.

The prepayment support node PPSC administrates prepaid accounts of subscribers,
who have concluded a contract with the operator of the HPLMN. The PPSC
processes charging and billing tasks for prepaying subscribers, and in particular
grants credits for a subscriber in response to a corresponding credit request from a
prepaid service processing node PSPN. The prepaid service processing node PSPN
processes prepaid services, which are requested from a mobile station MS of a
subscriber. The processing comprises at least the detection of the request for the
communications service that is to be charged on a prepaid account, the request of a
credit information from the PPSC and the evaluation of the received credit
information. The execution of the communications service itself can be performed
by the PSPN or alternatively be controlled by the PSPN and performed by a further

node.

The subscriber profile database SPD administrates subscriber profiles of subscribers
that belong to the HPLMN. According to the present invention, the SPD stores for
each prepaying subscriber the address of a corresponding PPSC. In order to
facilitate the charging of a communications service and its processing at a PSPN, the
SPD informs the PSPN‘- on a subscriber base via the signalling link SL about the
address of the corresponding PPSC, preferably when a corresponding subscriber’s
terminal gets under the coverage of a PSPN, e.g. by handover, by roaming or after
being switched on. If the PSPN receives a request for a prepaid communications
service, e.g. in a mobile originating case via the link ML, the node needs to know
whether the prepayment account has enough credit for the payment of the requested
service. The PSPN sends via the link CL a credit information request to the PPSC
that is identified by the stored prepayment support node address PA. The PPSC
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evaluates the request, looks up the balance of the subscriber account, and sends a
credit information back to the PSPN. The PSPN processes the requested
communications service according to the credit information, e.g., the requested
service is executed, if the credit information indicates that there are funds to cover

that in the account, or otherwise the service request is rejected.

Fig. 2 shows a simplified representation of an alternative communications system
CS’. Its elements and the elements’ functions correspond to those explained with
reference to Fig. 1. In this example, the subscriber profile database SPD and the
prepayment support node are located in the HPL.MN, and the prepaid service
processing node PSPN covering the terminal MS in the VPLMN. Therefore, the
shown scenario is a national or international roaming of a subscriber. In particular in
this traffic case information of the PSPN about the appropriate PSPN, which is
indicated by the corresponding address, is essential, because the PSPN and the
PPSC belong to different networks, which are usually provided by different
operators. Otherwise, the information about the appropriate PPSC of a subscriber

would not be available in the network, i.e. the VPLMN.

As explained above, the present invention is applicable in all types of cellular
communications systems like GSM, GPRS or UMTS. With reference to Fig. 1 and
Fig. 2, e.g. for a GSM system the subscriber profile database SPD can be the home
location register HLR, a prepaid service processing node PSPN can be a mobile
switching centre MSC or a mobile switching centre combined with a visitors
location register MSC/VLR respectively, and the prepayment support node PPSC
can be a prepaid service centre. Furthermore, the logical nodes of the
communications system can be realised either by centralised nodes or in a

distributed manner.
Fig. 3 illustrates a charging method for a communications service, e.g. executed in a

prepayment processing node PSPN of a cellular communications system CS. In step

300, the process is started. A trigger for this can be, e.g., a handover, a roaming or
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the switching on of a subscriber’s terminal. Any event that results in the terminal

being covered by the PSPN can start the process.

In step 310, the PSPN receives a prepayment support node information PI, which is
sent from a subscriber profile database SPD caused by the described trigger that has
started the process. After reception, the PSPN determines in step 320 from the
prepayment support node information PI a prepayment support node address PA
indicating the prepayment support node, which administrates a prepaid service
account of the corresponding subscriber, from the prepayment support node
information PI. The determination can comprise an extraction of the prepayment
support node address PA from other information like, e.g., subscriber identifier or
further control information, a decoding as well as a conversion of the address, e.g.
by means of a look-up-table, depending on the prepayment support node address
format used. Afterwards, the prepayment support node address PA is stored 330,
e.g. temporarily in a buffer or in a memory. Preferably, the subscriber-related

prepayment support node address PA is stored in the subscriber data at the node.

After a request for a prepaid communications service, which can be received from a
mobile terminal MS, e.g. in a mobile originated traffic case, or from any network
element of the communications system, e.g. in a mobile terminating traffic case, is
detected in step 340 by the PSPN, it sends in step 350 a credit information request to
the prepayment support node PPSC of the corresponding subscriber. The request is
sent to the PPSC that is identified by the stored prepayment support node address
PA. A credit information is in step 360 received in response to the request from the
PPSC. Then in step 370, the PSPN processes the requested communications service
according to the credit information, i.e. the PSPN takes care of the execution of the
requested service if the credit information indicates a valid credit, or it rejects the

execution.

Fig. 4 illustrates an alternative embodiment of the charging method. Apart from the

steps already described with reference to Fig. 3, the PSPN sends in step 495 a

068



WO 02/01847 PCT/EP01/07141

10

15

20

25

30

15

termination information to the PPSC after the node detects in step 490 a
communications service termination, e.g. when the subscriber has finished the
phone call, or because of a rejection indicated in the received credit information.
The termination information allows the PPSC to finalise the charging for the service

and to perform a billing on the basis of the actually consumed credit.

If the service processing proceeds, the PSPN performs in step 475 a monitoring of
the amount of credit, which is consumed by the executed service. If in step 480 is
detected that the remaining credit, which is calculated within the monitoring task in
step 475 as the granted credit value that has been sent in the credit information
deducted by the consumption, is lower than a specific threshold, which can be, e.g.,
either a fixed value or a certain percentage of the credit granted originally from the
PPSC, the PSPN sends again in step 450 a credit information request to the PPSC.
In particular, repeated requests of credit information can be applied to continuous
communications services like speech calls or data transmissions with a time-based
or a volume-based charging. If the newly requested credit is granted by the PPSC,
the regular processing of the communications service proceeds. Else the currently
executed communications service is interrupted, i.e. terminated. In the latter case, a

service termination information is sent to the PPSC as already explained above.

In a further embodiment (not shown in Fig. 4), the processing of the
communications service according to the credit information is terminated, if the
consumed credit value is equal or above the credit, which has been granted by the
PPSC. This is useful, if a requested credit information is not received in a certain

response time.

The PSPN detects in step 485 whether a low-account warning from the PPSC is
received, either within the credit information or in a separate signalling message. If
a low account warning is received, the PSPN signals in step 488 a waming to the
subscriber terminal, e.g. by an announcement via a signalling channel.

Consequently, the terminal can signal this waming to the subscriber. A low account
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warning indicates, that the subscriber’s prepaid service account is going to become
empty, in other words, that the service account balance is less than a certain account
threshold. The warning allows the subscriber, e.g., to finish quickly a phone call

without being suddenly interrupted, or to refill the account in time.

Fig. 5a shows an example of parameters comprised in a prepayment support node
information message. The message comprises an address parameter SPD-A that
identifies a sender of the message, i.e. the SPD. The message comprises further a
subscriber identifier SID that indicates the subscriber, for which the message is
valid. The subscriber identifier can be a standardised International Mobile
Subscriber Identity IMSI, an IP-address or a proprietary parameter. The message
comprises further the address parameter PSPN-A, which is the address of the
receiver of the message, i.e. a PSPN, and the prepayment support node address PA,
which administrates a payment account for the subscriber identified by the
subscriber identifier SID. The address parameters used in the message have
preferably a format of an ISDN-number, but in alternative embodiments IP-

addresses or proprietary address structures can be used.

Fig. 5b shows an example of parameters in a message, which can be a credit
information request message or a credit information message respectively. The same
parameter set and the same message structure can be used for this message pair.
This allows the PPSC to respond in an efficient way to the request and makes
acknowledgements easy because a conversion of the message fields is not
necessary. The message shown in Fig. 5b comprises parameters of a credit
information request or a credit information message respectively. The address
formats of parameters in messages shown in Fig. 5a and Fig. 5b are preferably

identical.
The message shown in Fig. 5b comprises an address parameter SN that identifies the

sender of the message, i.e. a PSPN or a PPSC. A subscriber identifier SID indicates

a subscriber, to which the message refers. The address of the receiver of the
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message, i.e. a PPSC or a PSPN, is given in the parameter RE. A reference
parameter ID, e.g. in an Integer format, can be used to identify a credit information
request message and a credit information message that belong logically together and
build a message pair. The reference parameter ID can be used, to identify a charging
transaction, which can comprise several message pairs of credit information request

and credit information messages.

A request type parameter RT indicates, whether the credit information request,
respectively the credit information, is an initial one, a subsequent one or the last one
that is related to a charging of a specific communications service. The PPSC can use
this parameter to control the opening, the continuation and the closing of a charging
transaction that comprises a sequence of credit information request / credit
information message pairs. The parameter RT has preferably an Integer format.
Valid values are, e.g., O for an initial message, 1 for a subsequent message and 2 for

a final message.

The message shown in Fig. 5b comprises a parameter SE that indicates whether a
communications service has been successfully executed. The PPSC can finally
update the subscriber account balance after the successful service execution is

indicated via the SE parameter. Preferably, the SE parameter has a Boolean format.

The parameter FI indicates, whether the PPSC expects a further credit information
request message'for a certain charging transaction. E.g., if the processing of a
certain communications service is free of charge, the PPSC will send via the FI
parameter an indication to the PSPN, that no further messages related to said
charging transaction are necessary. The parameter format is preferably a Boolean

format.
The parameter CV indicates a credit value that is requested by the PSPN,

respectively allowed by the PPSC. The parameter can have, e.g., an Integer or a

Real format. The value can represent different types of credit, e.g., an amount of

071



WO 02/01847 PCT/EP01/07141

10

15

20

25

30

18

airtime or an amount of traffic volume. A type of credit can be ‘assigned toa
chargeable activity each. The type of credit, which is represented by the parameter
CV, is indicated by the parameter CT. The format of the parameter can be, e.g., a
String or an Integer format. In order to use the latter format, the operator has to

define a corresponding coding scheme.

In a preferred embodiment, the signalling messages prepayment support node
information PI, credit information request and credit information are so-called MAP
messages. For details on MAP it is referred to the ETSI specification GSM 09.02,

version 7.3.0.

Fig. 6 shows in an exemplary embodiment essential elements of a PSPN. Apaf£
from a controller CR, which controls the processing of prepaid communications.
services and charging transactions at the PSPN, and a corresponding processing unit
PU, there are a determination unit DU to determine from a prepayment support node
information PI a prepayment support node address PA. In one embodiment, this
determination is performed by a read-out operation of the PA parameter from the PL
A memory M stores the address PA. A request handler RH detects requests for
communications services, which indicate that the charging for these services should
be done to a prepaid account. Alternatively, the request handler can check, whether
a requesting subscriber has an entry in the memory M, i.e. whether a prepayment
support node address PA is stored for the subscriber. A credit information handler
CH sends credit information requests to the PPSC that is identified by the stored
prepayment support node address PA. The credit information handler CH receives
credit information messages, which are used by the controller CR for the controlling
of the processing of the communications service with respect to the provision,

rejection or termination of the service.
The signalling messages prepayment support node information PI, credit

information request and credit information are exchanged with the communications

system via the interface SI. In the embodiment of Fig. 6, the interface SI is
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connected to the controller CR. All other shown elements of the PSPN are
connected to the controller as well. A person skilled in the art can derive easily
further possible implementations, e.g. a ring or a bus can be used to connect the
elements of the PSPN. In a further embodiment, the controller CR can comprise at
least on of the credit information handler, the request handler and the determination
unit. These elements of the PSPN can be realised either in hardware, in software or

in a combination thereof. In a preferred embodiment, the interface SIis a MAP

message interface.

In further embodiments, the invention applies to a fixed network or to a hybrid
network, i.e. an integrated fixed and mobile communication network. In these cases,
the signalling messages are preferably comprised in Transaction Capability
Application Part TCAP messages, and the interface SIis a TCAP message interface.
In one embodiment, the communication system CS comprises a fixed network,
wherein the SPD and the PSPN are integrated in a single network node. In an
alternative embodiment, the communication system comprises a fixed network for
the home network and the visited network each. In this case, the SPD is preferably
located in the home network, wherein the PSPN is located in the visited network.
The use of TCAP messages in these embodiments supports services like the so-

called personal number service.
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Claims

A charging method for a communications service in a communications system,
especially for a prepaid communications service, wherein a prepaid service
processing node (PSPN) processes a communications service, with the steps of
- receiving a prepayment support node information (PI) from a subscriber profile
database (SPD),

- determining a prepayment support node address (PA) from the prepayment
support node information (PI),

- storing the determined prepayment support node address (PA),

- detecting a request for the communications service to be charged on a
subscriber’s prepayment account,

- sending a credit information request to a prepayment support node (PPSC)
identified by the stored prepayment support node address (PA),

- receiving a credit information, and 7

- processing the requested communications service according to the credit

information.

The method according to claim 1, with the additional step of
- sending prepaid services processing capabilities of the prepaid service
processing node (PSPN) to the subscriber profile database (SPD) for evaluation

in a communication service setup.

The method according to claim 1 or 2, wherein the step of processing the
requested communications service comprises a charging by another prepayment

method.
The method according to claim 1, 2 or 3, wherein

the prepayment support node information (PI) comprises charging information

about different types of communications services, and wherein the prepaid
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service processing node (PSPN) processes the requested prepaid

communications service according to said charging information.

The method according to any of the claims 1 to 4, wherein

the credit information comprises an allowed amount of airtime.

The method according to any of the claims 1 to 5, wherein

the credit information comprises an allowed amount of traffic volume.

The method according to any of the claims 1 to 6, wherein
the credit information comprises an approval or a rejection for the processing of

the requested communications service.

The method according to any of the claims 1 to 7, further comprising the step of
consuming a credit value, which is received in the credit information, according

to the processing of the requested communications service.

The method according to claim 8, further comprising the steps of

calculating a remaining credit by deducting the consumption from the credit
value, and sending an additional credit information request to the prepayment
support node (PPSC), whenever the remaining credit falls below a first

threshold.

The method according to any of the claims 1 to 9, further comprising the steps
of

- receiving an account warning, which is sent by the prepayment support node
(PPSQ), if the credit value of the subscriber account falls below a second
threshold, and

- sending an announcement of a low account credit to a communications device

(MS), which has requested the communications service.
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11. The method according to any of the claims 1 to 10, further comprising the step
of
- sending a service termination information to the prepayment support node

(PPSC), when the processed communications service has been terminated.

12. The method according to any of the claims 1 to 11, wherein the prepayment
support node information (PI), the credit information request and the credit

information are comprised in MAP messages.

13. The method according to any of the claims 1 to 12, wherein at least one of the
signalling messages credit information request and credit information comprises
an interrogation request parameter indicating whether the signalling message is
an initial one, a subsequent one or the last one related to the requested

communications service.

14. The method according to any of the claims 1 to 13, wherein at least one of the
signalling messages credit information request and credit information comprises
a reference parameter identifying a dialogue between the prepaid service

processing node (PSPN) and the prepayment support node (PPSC).

15. The method according to any of the claims 1 to 14, wherein the signalling
message credit information request comprises a service execution parameter
indicating whether the requested communications service has been successfully

executed.

16. The method according to any of the claims 1 to 15, wherein the credit
information comprises an interrogation indication parameter, indicating whether
the prepayment support node (PPSC) expects a further interrogation from the

prepaid service processing node (PSPN) for the communications service.
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A prepaid service processing node (PSPN) in a communications system,
comprising

- a processing unit (PU) for processing prepaid communications services,

- a controller (CR) to control the processing of the communications service by
the processing unit (PU) and for a charging of the communications service,

- a signalling interface (SI) to send and receive signalling information,

- a determination unit (DU) to determine a prepayment support node address
(PA) of a prepayment support node (PPSC) from a prepayment support node
information (PI) received via the signalling interface (SI) and initiate the storing

of the determined prepayment support node address (PA) in a memory(M),

-a request handler (RH) to detect a request for a communications service to be

18.

19.

20.

charged on a subscriber’s prepayment account at the prepayment support node
(PPSC), and ,

- a credit information handler (CH) to send a credit information request to the
prepayment support node (PPSC) identified by the stored prepayment support
node address (PA) and to receive a credit information via the signalling interface

(SI) and forward it to the controller (CR).

The prepaid service processing node (PSPN) according to claim 17, comprising
a processing capability handler to send prepaid services processing capabilities
of the prepaid service processing node (PSPN) to a subscriber profile database

(SPD).

The prepaid service processing node (PSPN) according to claim 17 or 18,
wherein the controller controls a charging of the requested communications

service by another prepayment method.
The prepaid service processing node (PSPN) according to claims 17, 18 or 19,

comprising a disconnection handler to terminate the requested communications

service if the credit information received from the prepayment support node
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(PPSC) comprises a rejection of the processing of the requested communications

service.

The prepaid service processing node (PSPN) according to any of the claims 17
to 20, wherein a credit value, which is received in the credit information, is

consumed according to the processing of the requested communications service.

The prepaid service processing node (PSPN) according to claim 21, wherein
the controller calculates a remaining credit by deducting the consumption from
the credit value, and the credit information handler sends an additional credit
information request to the prepayment support node (PPSC), whenever the

remaining credit falls below a first threshold.

The prepaid service processing node (PSPN) according to any of the claims 17
to 22, comprising an announcement handler to send an announcement of a low
account credit to a communications devipe (MS), which has requested the
communications serviée, if an account warning is received from the prepayment

support node (PPSC).

The prepaid service processing node (PSPN) according to any of the claims 17
to 23, wherein the controller sends a service termination information to the
prepayment support node (PPSC), if the processed communications service has

been terminated.

The prepaid service processing node (PSPN) according to any of the claims 17

to 24, wherein the signalling interface is a MAP interface.
The prepaid service processing node (PSPN) according to any of the claims 17

to 25, wherein the controller controls the processing of the requested prepaid

communications service according to a charging information about different
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(SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

FIELD OF THE INVENTION
The present invention relates to packet switched communications systems,

and more particularly, to arrangements for performing charging in real time.

BACKGROUND OF THE INVENTION

Packet switched communications systems transport many different types of
telecommunications traffic, such as voice, data, and multimedia traffic,
which originates from a large variety of applications. A network operator may
provide a variety of services that uses the different types of traffic and having

a variety of charging schemes.

For some services, e.g. streaming, it is suitable to apply a time-based
charging in contrast to other services e.g. internet browsing, where volume
related charging is the only possible (usage related) charging method. The
choice between time-based , volume-based and service based charging is
made in relation to what the subscribers are willing to pay for and also to
achieve an accepted understandable charging method. E.g., for a streaming
application such as a video stream, it is understandable for the user to pay

for consumed time that he has watched the video.

A subscription may have one or more users. The subscription is either a pre-
paid or a post-paid subscription, which implies that the subscriber, either in
the pre-paid case pays an amount in advance, i.e. prior the service(s) is (are)
utilised or in the post-paid case pays for e.g. the time or data volume that he
actually has used during a certain period of time. In order to support pre-
paid subscriptions, the charging solution has to have “real-time” properties.
This is particularly important when a prepaid subscriber’s credit account is
empty, service execution (in this case packet forwarding) must be
immediately affected. When a subscriber account is empty, the operator
wants to block at least all services that are subject for charging, since the

operator wants to have credit control in addition to prevent loosing money
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because of non-payment for consumed services. Some free of charge
services may still be open for the subscriber like refill of the account, call to
emergency numbers, self-care pages and in some cases also reception of
SMS/MMS messages.

Thus, it is desirable to be able to perform a differentiated rating on the
packet level based on the service. Performing differentiated rating on the
packet level raises however a fundamental challenge, since rating is a
complex process involving many input parameters such as tariff plan, time
and volume thresholds, subscriber profile, etc., while the packet forwarding
should be executed with lowest possible latency. Thus, packet forwarding
systems and rating engines, respectively, have different system

requirements.

Herein, the charging system according to prior art is called a “multiple
token bucket” system. Such a system comprises a control system and a
packet forwarding system as disclosed in figure 1. The control system 101
comprises a rating engine 102 and credit accounts 103. The packet
forwarding system 104 comprises one token bucket 105 per service flow
106 and user which results in multiple token buckets 105 for every logged-

in user provided that multiple services are used.

When a user logs into the communication system, the packet forwarding
system 104 initiates a control signalling sequence to the control system
101 for each service. The control system 101 reserves a preconfigured
amount of credit towards the subsciber’s credit account, wherein this
amount is called a “credit reservation”. The control system 101determines
the set of services this user is allowed to use. The set of identifiers for these
allowed services are sent to the packet forwarding system. For each service
identifier, tﬁe packet forwarding system 104 initiates a resource reservation
signalling sequence towards the control system. For each such sequence,
the service is rated by the rating engine 102 of the control system 101,
using a tariff plan. The rating value is used to translate parts of the credit

reservation into a “resource reservation” (typically data volume related),
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which is sent back to the packet forwarding system 104. Each resource
reservation is put into a specific resource token bucket 105. Thus, the
packet forwarding system 104 contains multiple token buckets 105, one for

each allowed service per user.

When traffic is flowing through the communication system the packet
forwarding system 104 classifies each packet to determine which service
flow it belongs to. Then the token bucket 105 for that service is
decremented. When a token bucket 105 is empty, the usage is confirmed

towards the control system and a new resource reservation is done.

Thus, the multiple token bucket solution that performs per-packet real-
time charging in a packet switched communication system, wherein the.
packets are charged differently dependent on which service flow the
packets belong to, requires a separate resource reservation signalling
sequence for each service flow in the set of allowed services. This creates a
large amount of signalling traffic between the control system and the
packet forwarding system. In addition, it requires high processing
capabilities in the control and the packet forwarding system, respectively,
and high capacity transport between said systems.

Furthermore, the multiple token bucket solution have other drawbacks
since unnecessary reservations are performed. In the multiple token bucket
case, a pre-configured amount of resources is reserved for each service,
wherein the credit reservation of each token bucket is dedicated for a
specific service flow. That implies that credit reservations made for services
not being used cannot be utilised for another service that actually is being
used. Thus, this results in the above unnecessary reservations. Moreover,

the problem gets worse as the number of services increases.

Another possible solution is to use several GPRS Access points Names
(APN) in a mobile telecommunication network for differentiating between
different consumer service flows. An APN is a label of one or more service

flows in a mobile cellular network. However, this solution has
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disadvantages due to APN configuration management, in e.g. terminal and
network, as well as IP address handling in the terminal. Thus, this solution
requires additional management for the operator to setup and control.
Network operators prefer hence a solution with multiple services per APN,

preferably one APN for all service flows.

SUMMARY OF THE INVENTION

As mentioned above, a multiple token bucket solution of prior art requires
a large amount of signalling traffic between the control system and the
packet forwarding system. In addition, the multiple token bucket solution
is in many cases subject to the above mentioned unnecessary reservations.
Furthermore, it is desirable to achieve a solution where multiple service
flows are connected to one Access Point Name (APN) in a mobile cellular
network, since solutions with one service flow per APN has drawbacks

relating to configuration management as explained above.

Therefore, a first object of the present invention is to achieve arrangements
for providing a flexible realtime charging, whereby the signalling between
the control system and the packet forwarding system is reduced.

A second object of the present invention is to prevent unnecessary

reservations.

A third object with the present invention is to provide a charging system
where service flows can be differentiated at packet level and applicable
charging can be applied in a flexible way. l.e., each packet should be able
to be charged differently dependent on which service flow the packets
belong to.

A fourth object of the present invention is to achieve a solution facilitating

multiple services per APN.
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The above stated objects are achieved by means of a system according to
claim 1, a control system according to claim 12, a serving element

according to claim 18, and interfaces according to claims 29 and 30.

The charging system according to the present invention makes it possible
to reduce signalling between the control system and the packet forwarding
system. The charging system comprises a control system and a serving
element residing in a packet forwarding system. Said control system
comprises an account function adapted to manage an account of at least
one user and a charging policy decision point arranged to calculate a
charging policy for allowed services for the at least one user. Said serving
element comprises a token bucket per user adapted to store reservations
received from the account function of the user associated with the token.
bucket and a charging policy enforcement point arranged to perform
charging for a plurality of the allowed services by reducing the stored
reservation of the token bucket according to the calculated charging policy.

According to a first embodiment of the present invention the reduced risk
for unnecessary reservations towards the account function is realized by
having a single token bucket that is shared by a plurality of service flows

per user.

Another advantage of the present invention is when a rate change should
be performed at a certain time-of-day (ToD), the signalling load may be
reduced by including, in the charging policy, the user rating table part,
rates both before and after ToD. Furthermore, when a user credit account
becomes empty or a predefined threshold is reached, it is possible to apply
a fine-grained policy control of the traffic thanks to the charging policy.

Another advantage of the present invention is that the use of a single token
bucket per subscriber concept reduces the distribution of token
reservations in the network which hence reduces the risk to empty the
prepaid account due to many different reservations. It also reduces the

control signalling between the serving element and the gateway and
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eventually the pre-paid system, thus redﬁcing the needs of physical boxes
for all three functions.

Another advantage of the present invention is that the service class concept
allows the operator to group related services into a number of groups, i.e.
the services having identical tariffs in one group. Thus, the relation
between the services in the same service class could be arbitrary except
that the tariff must be the same since the rating is based on the service
class. Still, each user could have different tariffs for a particular service
class, but for a particular user, all services in a service class will have the
same rating (at a particular time) which means that all packets belonging to
a certain service class are rated in accordance with the rating value
associated with that service class in real-time without need for control
signalling towards the rating engine. The benefit besides the service
grouping is that the amount of data per subscriber is dramatically reduced.
As an example, the number of services may be in the order of thousands
but the number of service classes may be up to hundred. The service class
concept is also the basis for operator-side service authorisation. In
addition, the service class concept reduces the complexity for the user (the
charging scheme for different services may be easier to understand), speeds
up the processing of the charging system e.g. since the size of the user

rating tables decreases.

Another advantage with the present invention is that the delay when
starting to use a service (for example when retrieving MMS messages) is
reduced which results in a better end-user satisfaction and higher data
throughput. That is achieved due to the dynamic pre-rating at subscriber
connection which implies that all applicable rating values including their
validity conditions are calculated before the subscriber starts to use the
different services. It also reduces the control signalling traffic thus reducing
the load of the rating engine. Both traffic data throughput enhancement
and control signalling traffic reduction may lead to fewer physical boxes in
the network. A high level of rating flexibility is maintained as the rating
values have well-specified validity and may be re-newed.
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A further advantage of the present invention is that the service filter and
the protocol inspection filter (PIF) concepts allow the operator to specify
filter rules for a service that may increase the traffic data throughput by
just assigning rules in the service filter, while still having the possibilities
to invoke more advanced filter rules when necessary to distinguish the
service. Thus, the PIFs are only used if it is not possible to differentiate
between the service flows by means of the service filter, i.e. by using the IP
address, which results in a higher throughput at the packet forwarding
system. The concepts as such are general which allow for further inclusion

of new rules when needed for other services.

A further advantage of the present invention is that the charging system is
arranged to handle “one-time initial charge”. An initial amount of tokens
are decremented from the token bucket before or during the start of the

service.

Further advantages and objects of embodiments of the present invention
will become apparent when reading the following detailed description in

conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a schematic block diagram illustrating the multiple token
bucket solution according to prior art.

Figure 2 is a schematic block diagram illustrating a single token bucket
solution according to one embodiment of the present invention.

Figure 3 is a schematic block diagram illustrating a process-of calculating
the "charging policy" in accordance with the present invention.

Figure 4 illustrates the charging policy schematically, containing user
rating table and validity conditions in accordance with the present
invention.

Figure 5 illustrates the user profile schematically.

Figure 6 illustrates the tariff plan schematically.
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Figure 7a illustrates the parameters of service filters.

Figure 7b illustrates the parameters of a Protocol Inspection Filter (PIF)
configuration,

Figure 8 illustrates the serving element in accordance to one embodiment
of present invention implemented in a GGSN in mobile telecommunication

system.

DETAILED DESCRIPTION

The present invention now will be described more fully hereinafter with
reference to the accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may, however, be embodied in
many different forms and should not be construed as limited to the
embodiments set forth herein; rather, these embodiments are provided so
that this disclosure will be thorough and complete, and will fully convey the
scope of the invention to those skilled in the art. In the drawings, like

numbers refer to like elements.

The realtime charging system in accordance with the present invention may
be implemented in an IP-network such as the Internet or in a packet
switched mobile telecommunication network such as é GPRS-, UMTS- or a
¢dma2000 system. Even if the embodiments of the present invention are
disclosed in connection with a GPRS-/UMTS system, the invention is not
limited to such systems.

A proposed solution of a charging system according to embodiments of the
present invention shown in figure 2 comprises a control system 201 and a
serving element 206. The control system 201 comprises a charging policy
decision point 202, also referred to as a rating engine, and a credit account
function 203, which manages thie users’ credit accounts for real-time
charging purposes. The serving element 206 comprises a charging policy
enforcement point 207 for performing the charging, i.e. managing the
reduction of the token bucket 208. The token bucket in the serving element

is used per logged-in user and for a plurality of services. Preferably, one
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single token bucket is used for all services per logged in user. In addition,
the serving element comprises means for differentiating packets based on
which service flow they belong to. The serving element may reside in a
packet forwarding system such as a switch, a router, a proxy, a GPRS
Gateway Support Node (GGSN) node in the GPRS/UMTS system, or a PDSN
node or Home Agent in the cdma2000 system.

The system of the present invention, comprises means for collecting all
credit reservations for a plurality of services in one single token bucket per
user in the serving element in the packet forwarding system. The credit
account function transmits information of the amount of credit that should
be reserved for all the services respectively, i.e. the services included in a
user service vector which is further explained below, to the token bucket of
the serving element for a specific user. The credit amounts are reserved in
accordance with pre-configured settings performed by the network
operator. The collection of all credit reservations for a plurality of services,
preferably all, in one single token bucket is made possible thanks to that a
charging policy for the services is calculated in accordance with the present
invention by the control system and transmitted to the serving element.
The calculation of the charging policy is herein referred to as dynamic pre-

rating and is further explained below.

The present invention is applicable on realtime charging for both pre-paid
and post-paid subscriptions. In the post-paid case, a token bucket may
have a negative value, while in the pre-paid case, the token bucket is not
allowed to have a negative value since the user is not allowed to use more
credits than what is reserved. Moreover, the present invention is also
applicable on both volume-based, time-based.and service-based charging,

dependent on settings of the serving element.

Example 1
When a user logs on to a communication system comprising the charging
system of the present invention, the serving element initiates a control

signalling sequence between the serving element and the control system.
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The control system determines the set of service identifiers this user is
allowed to use. The rating engine 301 of the control system calculates a
charging policy 304 based on a tariff plan 303 and other input data e.g.,
Time of Day (ToD), the user’s roaming status, the aggregated transferred
data volume for the user and other user specific usage history. Current
usage behaviour is also utilised at the calculation of the user rating table if
the user already is logged on, e.g. in a situation when the token bucket of
the user runs empty, i.e. one validity condition is not fulfilled, and the
serving element requests a new user rating table from the control system .
This calculation is illustrated in figure 3 and is called dynamic pre-rating.
The charging policy comprises a user rating table 305 and a set of validity
conditions 306. The user rating table 305 includes rating values for each
service class the user is allowed to use and the set of validity conditions
defines the condiﬁons when the user rating table is valid. The service class
concept is introduced according to the present invention to limit the size of
the user rating table of the charging policy. The service class is a group of
services with the common property that they have exactly the same
charging pattern, i.e. identical tariff plans. The calculated charging policy is
sent to the serving element in the packet forwarding system.

Next, the serving element in the packet forwarding system initiates a
reservation signalling sequence towards the credit account function of the
control system. The credit account function reserves an amount of credit
according to pre-configuration settings towards the user’s credit account,
wherein the amount is called a credit reservation, The credit reservation is
made for a plurality of service, preferably all services, and the overall credit
reservation is sent to the serving element and put into the user-specific
token bucket.

When traffic is flowing via the packet forwarding system, the serving
element in the packet forwarding system comprises means for classifying
each packet to determine which service class it belongs to. The received
calculated charging policy is used to determine the credit amount that
should be decremented from the token bucket. It should be noted that the
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decrement may also be negative in order to support bonus services, i.e. a

user gets paid if he uses a specific service.

The serving element in the packet forwarding system continuously checks if
the validity conditions of the charging policy still are valid. Examples of
validity conditions are time, thresholds for the token bucket, geographical
area etc. When the validity conditions no longer are valid, a signalling
sequence is initiated to get a new up-dated charging policy. When a rate
change should be performed at a certain time-of-day (ToD), the charging
policy, i.e. the user rating table part, contains the rate values that should
be used both before and after ToD. That results in that the charging policy
for a huge amount of users does not have to be updated at the same time
which would cause extensive signalling during a short limited period of
time for the huge amount of users, but the update may be performed
during a longer period of time which reduces the signalling peak load.

Figure 4 shows an example of a charging policy comprising a user rating
table associated with validity conditions.

When a token bucket is empty or a predefined threshold is reached, the
usage is confirmed towards the control system and a new resource
reservation is done. In the confirmation signal, information about the usage

of the different services may preferably be added explicitly.

Basic terminology
In the following, the basic terminology of the flexible bearer -charging

system in accordance with the invention is explained:

-A user is person having access to the operator’s provided services.

-One or more users may be connected to one subscription.

-A subscriber is the owner of the subscription.

-Realtime charging implies that the charging process is performed while or
after the service has been requested. It should be noted that 3GPP uses the
term “on-line charging”.
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-A token is similar to a ticket. A utilisation of a service requires a
predetermined amount of tickets/tokens, based e.g. on either the traffic
volume or on the used time.

-A token bucket is a place where all tokens for one user is collected.

-A service, is the collection of all IP flows to and from a specific destination,
determined by information in the headers or payloads of the IP packets.

-A service identifier, is the unique identifier of a service.

-Service class is an identifier of an arbitrary group of services that the
operator wants to treat in the same way regarding e.g. charging and service
authorization. One service is allowed to belong to only one service class at a
time per user.

-A tariff plan is a specification of prices for the services and when the
services are valid.

-A rating value is an amount that should be reduced from the token
bucket for a specific service.

-A service class according to the present invention comprises all services
having identical tariff plans.

-A service filter, is a specific filter setting that will handle a service with a
specific service identifier. Thus, the service identifier is used to map the
service to its service filter. This terminology is further described below. In
each service filter, destination or/and source (depending on the traffic
direction) IP addresses (and mask), TCP and UDP port numbers (ranges),
and protocol numbers can be set. In order to handle inspection of higher
protocol layers, a service filter may include a pointer to a Protocol
Inspection Filter (PIF), which perform stateful packet inspection. The
packet inspection is performed dynamically in contrast to the static service
filters. That implies that the PIFs e.g. performs packet inspection based on
previous events. The PIFs have specific configuration data (see figure 8b),
for example containing URIs. Dynamic filters are established to perform the
actual filtering for packets that fit to the defined PIF rules. Finally, service
filters and PIF configuration lines contain the service class identifier that
represents the result of a filter matching an incoming packet. The service
class identifier identifies the service classes and hence determines the
rating that will be applied to the packet. Service filter and PIF
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configurations are preferably performed in the packet forwarding system on
a per Access Point Name (APN) basis.

Preferred embodiments of the present invention

The charging system and method of the present invention will hereinafter
be described in conjunction with a GPRS/UMTS system. Thus, one
embodiment of the charging system implemented in a mobile
telecommunication system such as GPRS or UMTS system according to the
present invention comprises: '

-A serving element 801 located in a GGSN 800 as illustrated in figure 8.
The serving element is further described below.

-A control system compfising a rating engine in accordance with the
present invention i.e. the charging decision point, which allows the
operator to define services and tariff plans, and dynamically provides the
serving element with rating information in form of charging policies. The
control system comprises further a credit account function.

-A gateway, which provides an integration point for interworking towards
the operator’s prepaid system by means of flexible interface options. In the
case when the pre-paid system supports e.g. a Radius interface, the GGSN
is arranged to directly interface to it.

It should be noted that even if the charging system and method thereof
according to embodiments of the invention is descﬁbed in conjunction with
a GPRS/UMTS system in the following, the system and method thereof are
not limited to such a system but may also be used in other packet switched

communication systems.

Differentiated Packet Rating
As described above, differentiated rating on the packet level is a complex

process involving many input parameters (tariff plan, time and volume
thresholds, subscriber profile, etc), while packet forwarding should be

executed with lowest possible latency.
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The charging system of the present invention employs a rating process in
two stages:

-A dynamic pre-rating process providing the charging policy, which is
performed by the rating engine of the present invention. '

-A real-time packet rating e.g. performed, in accordance with the provided

charging policy, by the serving element in the GGSN.

The dynamic pre-rating process calculates a charging policy comprising a
set of rating values for each service class that a subscriber is allowed to
use. The charging policy comprises user rating table and a set of validity
conditions. This calculation utilises the tariff plan and the current
subscriber situation e.g. roaming status, time-of-day, etc. The rating values
have a limited lifetime according to the set of validity conditions and have
to be renewed for example when a tariff threshold is reached. The validity
conditions may also relate to other parameters than the time. The dynamic
pre-rating is performed and the charging policy is thus provided to the

serving element before the user starts using any services.

The real-time packet rating is then performed by classifying a packet as
belonging to a certain service class and using the already calculated rating
values for that packet. This can be done with a very small delay in the
forwarding process, since signalling between the control system and the

serving element in forwarding system for each service initiation is avoided.

For example, a case is employment of zero volume-charge for services that
have service-based charging (e.g., MMS). For such services, the dynamic
pre-rating process would result in a rating value of zero. The real-time
packet rating will then use the zero value and hence incurring no charge
for that traffic.

Rating engine
Figure 3 illustrates how the rating engine of the preferred embodiment of
the present invention performs the dynamic pre-rating process by

producing a user rating table. The user rating table is produced by
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combining the user service class vector, the tariff plan, and additional
information such as roaming status, aggregated volume and connect time
stored in the database of the rating engine, time of day, and geographical
location. In addition to the user rating table, a corresponding set of validity
conditions are generated using tariff thresholds in order to produce the
charging policy. The charging policy comprising the user rating table and
the validity conditions is provided to serving element e.g. located in the
GGSN.

More specifically, the rating engine comprises means for performing the
following procedure:

-Accepts request for a user rating table; wherein the input of the request
may be a user identifier, e.g. the MSISDN, SGSN IP-address, QoS of the
PDP Context, etc.

-Receives the user service class vector of the subscriber which is further
described below.

-Receives the service definition for each service class in that subscriber’s
user service class vector.

-Receives the aggregated volume, e.g. the transfer history, and aggregated
connect time for this user (preferably storéd in the internal database of the
rating engine).

-Calculates roaming status based on SGSN IP address for each service
class.

-Calculates the relevant rating values using the tariff plan and relevant
rating dimensions, e.g., information about the user’s roaming status,
aggregated volume and connect time, ToD, and geographical location.
-Calculates the validity condition for these rating values using the tariff
thresholds in the rating dimensions such as roaming status, aggregated
volume and connect time stored in the data base of the rating engine, ToD,
and geographical location -

-Constructs the user rating table based on the above mentioned
calculations.

-Sends the constructed user rating table and the calculated validity

conditions in form of a charging policy according to the present invention to
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the charging enforcement point of the serving element in the packet
forwarding system.

Serving element
According to the present invention the serving element, residing in a packet

forwarding system 800, comprises the charging enforcement point 802,
means 805 for performing the service classification and one token bucket
803per user handling a plurality of services, preferably all allowed available
services. Thus, in the embodiment described above, the serving element is
included in a GGSN 800, Figure 8 shows an overview block diagram of the

function of the serving element.

The service filter and PIF configurations are configured in the serving
clement. In a GPRS/UMTS network, that is preferably performed by using
the operation and support system of the Core Network. The serving element
is arranged to perform packet inspection according to the service filters. In
some cases, when necessary, it also invokes Protocol Inspection Filters

(PIFs) for analysis of higher-layer protocols.

For the pre-paid and post-paid subscribers, the serving element may utilize
the dynamic pre-rating and the reservation mechanisms as described
above. The serving element distinguishes between post-paid and pre-paid
subscribers either by using the charging characteristics information or by
analysis of the subscriber identity, e.g. the IMSI in case of a mobile cellular
network. The serving element may be configured to retrieve the user service
class vector for both pre-paid and post-paid subscribers in order to perform
operator-side service authorization. Moreover, the serving element is
arranged to perform credit control for both post-paid and pre-paid
subscriptions.

The serving element requests user rating tables from the rating engine.
This is triggered either at connection setup such as by PDP Context
Activation or that the validity conditions for the user rating table are no
longer valid. When a new user rating table is requested, the serving
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element reports to the rating engine the transferred volume and the
connect time as well as the status of the “initial rate values”.

The serving element comprises means 804 for making reservations towards
prepaid and postpaid system, via a gateway, and thereby fills up each
user’s token bucket kept in the serving element of the packet forwarding
system, e.g. the GGSN, The amount of reservation and the validity
conditions are configurable in the serving element. It decrements each

user’s token bucket according to the user rating table.

Service classification

The service classification is performed by means in the serving element in
the packet forwarding system. In accordance with one embodiment of the
present invention, the means for classifying packets are service filters
and/or PIF, Thus, the classification is performed based on IP header
information and/or higher-layer protocols. While the architecture of the
system according to one embodiment of the invention supports general
stateful inspection and identification of URIs, initial focus is put on
detecting MMS traffic over WAP 1.x and 2.x. After a packet has been
classified to belong to a certain service and service class, the real-time
packet rating determines a rating value according to the calculated
charging policy. The token bucket is then adjusted in accordance with the

determined rating value.

The serving element in the packet forwarding system, preferably the GGSN,
in accordance with the present invention is also adapted to enforce certain
policies when the subscriber’s prepaid account runs empty. Depending on
roaming conditions, PDP Contexts can be de-activated or non-zero-rated
packet can be stopped, while zero-rated traffic is let through e.g. allowing
access to top-up pages, i.e. a default web page that the user enters when
the credit account is empty. It may e.g. be possible to refill the account

from such a top-up page.
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The benefit for the network operator of this above mentioned two-stage
approach is that if throughput and latency are most important, services
such as email, instant messaging, traffic to corporate gateways, and traffic
to Internet may be defined using only IP-header inspection at the service
filter and the PIF is not required. However, for other services such as MMS
over WAP, the IP-header inspection (i.e. service filter) is not sufficient. A
more detailed inspection of the payload, in this case the URL/URI is
required. Thus, this approach avoids the overhead of stateful packet
inspection where it is not required. Thus, one of the basic ideas with the
present invention is to start to use the service filter, and then only if

necessary, continue with PIF.

Example 2

Figures 7a and 7b show an example where the operator’s WAP gateways
are placed at the subnet 100.18.0.0/16. Assume that these WAP gateways
also are arranged to function as HTTP proxies. The service filters 1 and 2
both match packets to and from that subnet. Filter 1 is set to match the
transport protocol Wireless Session Protocol (WSP) and invoke PIF number
1 according to the PIF pointer in figure 7a, while filter 2 will match the
transport protocol HITP and invoke PIF number 2. Assume that an
incoming packet is a WAP-packet leading to a match for WSP. PIF 1 now
employs an identifier data in the PIF configuration, in this case the
URL/URI. In this example, it checks for the domain names of the MMS-
centers of the operator. If the packet’s WSP-header contains any of these
domain names the resulting service class is 14. If the packet contains any
other URL (the wild card *), the packet is non-MMS WAP traffic and is

classified as service class 15.

Referring back to figure 7a, the service filter with the service identifier 3 is
set to match the subnet 100.12.0.0, which for example is a partner service
provider. All packets to and from that service provider will be classified as
service class 22. Finally, packets matching the wildcard rule, service filter
with service identifier 4, representing “other traffic”, will be classified as

service class 60.
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User profile and user service class vector

A user profile which is illustrated in figure 6 includes a subscriber
identifier, the MSISDN, together with a user service class vector according
to the present invention. The user service class vector is a list of the

services the user is allowed to use.

Specifically, if the operator wishes to perform operator-side service
authorisation, the user service class vectors may be used to control which
service classes a subscriber is allowed to access. The user service class
vectors are provisioned through a service authorisation and subscriber
provisioning system. This allows for self-provisioning via the subscriber
portal, which also forms the basis for top-up pages. Note, if the operator
does not want to employ service authorisation all available service classes

should be listed in the user service class vector.

Continuing with the example described in conjunction with figures 7a and
7h, the user profile in figure 5, allows the user to access service classes 14
(MMS traffic), 15 (other WAP traffic), 22 (the partner service provider), and
60 other traffic (general Internet access). The user profiles are managed by
a customer relation management system and may be stored in a common
directory. Independent of where the user profiles are stored they are

replicated down to the rating engine according to the present invention.

Referring back again to the example in previous sections, figure 6 shows a
simplified tariff plan where service class 14 (MMS traffic) is zero-rated
except when the subscriber is roaming, Service Class 15 (other WAP-traffic)
is rated -2 tokens per byte. Traffic to and from the partner service provider
(Service Class 22) is free-of-charge except when roaming. These rating
dimensions are independent and can be combined, so that a specific rate
would apply, for example, between 6pm and 6am, above 3 MBytes, when
roaming. The tariff plan in figure 6 is only a schematic simplification of the
method used by said rating engine of the present invention.
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For each service class in the user service class vector, the dynamic pre-
rating calculation generates five rating values: an “initial rate value”, two
“current rate values” and two “next rate values”. Further information on the
interaction between the tariff plan and the user service class vector is
explained below. The initial rate value is equal to the number of tokens that
should be deducted when either a service class is used for the first time or
for the first used service class depending on a configuration value for that

subscriber. Thus, the initial fee may be based on service or subscriber.

To handle different settings of the meaning of “first time” e.g. per day or
month, the informa.tioniof the application of the “initial rate values” to be
used for the next dynamic pre-rating calculation is supplied to the rating
engine. The “current rate values” is the number of tokens per byte to be
charged for packets belonging to a service class that shall be used
immediately. See validity conditions below. The reason to have two “current
rate values” is to allow different rating values for uplink and downlink
traffic, respectively. The “next rate values” shall be used after the expiration
of the “current rate values”, The purpose of the “next rate values” is to
manage mass updates at a certain time. Le., the charging policy for a huge
amount of users does not need to be updated at the same time which
would cause extensive signalling during a short limited period of time for
the huge amount of users, but the update may be performed during a
longer period of time which reduces the signalling load per time unit during
that limited period.

All these rating values of the charging policy 400 are listed per service class
to form the user rating table 401 as shown in figure 4. The user rating
table has a limited lifetime, specified by a set of validity conditions 402,
which are calculated using the tariff thresholds for dimensions such as:
roaming status (home or away), geographical location, Time-of-Day (ToD)
including month, year, etc, aggregated volume which is also referred to as
transfer history, aggregated connect time, QoS of the connection, i.e. of the
PDP Context for a GPRS or UMTS connection. It is the responsibility of the

serving element to request an updated user rating table when a threshold

112



10

15

20

25

30

WO 2004/036825

a PCT/SE2003/001122

associated to a volume/time/location is reached. Thus, the charging

system uses historical and/or current user specific usage data.

The system of the present invention is adapted to support service-based
charging referred to as “one-time initial charge”. An example of a service
that is charged according the “one-time initial charge”-principle is a
subscription of a newspaper. It may e.g. cost a fixed amount per month to
be able to read the subscribed newspaper . In addition to the fixed
subscription fee, a volume or time based fee may also be applied. The “one-
time initial charge” is supported in two ways by the system of the present
invention:

-First by the service class. For each service class in the subscriber’s user
service class vector, the arrival of the first packet classified to that (service
class implies a deduction of the initial rate value from the token bucket.
The serving element then puts zero into the initial rate value for that
specific service class.

-Secondly by the subscriber. All service classes in the subscriber’s user
service class vector have the same one time initial charge value. When a
packet arrives for any of the service classes included in the user service
class vector, the token bucket is decreased with that value and all values
are set to zero. The initial rate value is reported as used to the rating
engine, which then is arranged to give a zero initial rate value at

subsequent requests.

For location-dependent rating, the packet forwarding system sends location
information to the control system. As an example, the GGSN supports both
forwarding of the SGSN IP address and an interface to a Location Enabled
Server. The packet forwarding system is thus arranged to check the validity
condition concerning geographical location and request a new user rating

table in case the condition is no longer satisfied.
For time dependent rating the serving element supervises the validity time

condition and requests a new user rating table when a predefined threshold

is passed. In addition, the serving element supports maximum time
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subscriptions, i.e., connection up to 24 hours with one fee. This is
managed by the remaining time validity condition, the serving element
comprises means for down counting this value and if reaching zero or a
predefined threshold, a new user rating table is requested. If a de-activation
of the current connection, e.g. a PDP context de-activation, occurs before
the value has become zero or the predefined threshold is reached, the value
is sent to the rating engine which is adapted to then update the aggregated

time for that user.

For volume dependent rating the serving element supervises the validity
volume condition and requests a new user rating table when a predefined
threshold is passed. The serving element decreases this value with the
amount of traffic that passes and if reaching zero or the predefined
threshold a new user rating table is requested. If a de-activation of the
current connection, e.g. a PDP context de-activation, occurs before the
value has become zero or the predefined threshold is reached the value is
sent to the rating engine which is adapted to update the aggregated volume
for that subscriber.

The control system and the serving element are respectively central units of
the present invention. The control system is responsible for calculating the
charging policy and providing the charging enforcement point of the serving
element with that charging policy. The control system is further responsible
for managing the credit account of one or more subscribers. The serving
element comprises a charging enforcement point that is responsible for
performing the charging based on the charging policy received from the
control system. Moreover, the serving element comprises a token bucket
adapted to store credit reservations for a plurality of services per user. The
token bucket is arranged to communicate with the credit account function
of the control system. Several different implementations of the control
system and the serving element respectively are possible as will be
apparent to the person skilled in the art. It will be apparent to the person
skilled in the art how the control system and the serving element

respectively and other functions of the present invention may be
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implemented using known hardware and software means. The control
system and the serving element are according to the present invention
implemented to be programmable. The easiest way of implementing the
programmable control system and the packet forwarding system may be by
means of software means, but programmable hardware implementations
are also possible as well as implementations of combinations of hardware

and software.

In the drawings and specification, there have been disclosed typical
preferred embodiments of the invention and, although specific terms are
employed, they are used in a generic and descriptive sense only and not for
purposes of limitation, the scope of the invention being set forth in the

following claims.
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CLAIMS

. A charging éystem in a packet switched network for charging packets

differently dependent on which service flow the packets belong to, the
charging system comprising a control system (201) having an account
function (203} which manage an account of at least one user and a
serving element (206) residing in a packet forwarding system (210) is
characterised in that said serving element (206) comprises a token
bucket (208) for a plurality of allowed services for a user adapted to
store reservations received from the account function (203) of the at

least one user associated with the token bucket (208).

. The charging system according to claim 1, wherein the serving

element comprises a single token bucket for a plurality of allowed

services per user.

. The charging system according to any of claim 1-2, wherein the

serving element comprises means for classifying the services into

different service classes based on a tariff plan of the services.

. The charging system according to the previous claim, wherein the

allowed service classes are stored in a Service Class Vector.

. The charging system according to any of claims 3-4, wherein the

means for classifying the services into different service classes
comprises a service filter adapted to identify the different service

flows.

. The charging system according to the previous claim, wherein the

means for classifying the services into different service classes further
comprises Protocol Inspection Filters adapted to identify the different
service flows, when the service filter is not capable of said

identification.
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The charging system according to any of claims 1-6, wherein the
packet forwarding system is a Gateway GPRS Support Node in a

mobile telecommunication network.

A charging system in a packet switched network for charging packets
differently dependent on which service flow the packets belong to, the
charging system comprising a control system (201) containing a
charging policy decision point (202) which calculates a charging
policy and a serving element (206) residing in a packet forwarding
system (210) is characterised in that said charging policy decision
point (202) is arranged to calculate a charging policy for a plurality of
allowed services for at least one user prior to a request for a service
and that said serving element (206} comprises a charging policy
enforcement point {207) arranged to perform charging according to
the calculated charging policy for service requests provided that
associated validity conditions are fulfilled.

The charging system according to claim 8, wherein the calculated
charging policy comprises at least one user rating table and a set of
validity conditions.

10.The charging system according to the previous claim, wherein the

charging policy is calculated based on historical and/or current user
specific usage data.

11.The charging system according to any of claims 9-10, wherein the set

of validity conditions defines the lifetime of the at least one user
rating table.

12.The charging system according to any of claims 9-11, wherein the

calculated charging policy comprises at least two user rating tables
having different time validity conditions.

13.The charging system according to any of claims 8-12, wherein the

control system is implemented in a mobile telecommunication
network.
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14.A serving element (206) residing in a packet forwarding system of a
charging system in a packet switched network (210) characterised in
that said serving element (206) comprises means for reéeiving
reservations for at least one user, a token bucket (208) for a plurality
of allowed services for a user adapted to store the reservations for the
user associated with the token bucket, means for receiving a charging
policy for allowed services, and a charging policy enforcgment point
(207} arranged to perform charging for said plurality of the allowed
services by reducing the stored reservation of the token bucket (206)

according to the received charging policy.

15.The serving element according to claim 14, wherein the serving
element comprises a single token bucket for a plurality of allowed

services per user.

16.The serving element according to any of claims 14-15, wherein the
charging policy comprises at least one user rating table and a set of
validity conditions.

17.The serving element according to previous claim, wherein the
charging policy is calculated based on historical and/or current user

specific usage data.

18.The serving element according to any of claims 16-17, wherein the set
of validity conditions defines the lifetime of the at least one user
rating table.

19.The serving element according to any of claims 16-18, wherein the
charging policy comprises at least two user rating tables having
different time validity conditions.

20.The serving element according to any of claim 16-19, wherein the

serving element comprises means for classifying the services into

different service classes based on a tariff plan of the services.
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21.The serving element according to the previous claim, wherein the

allowed user service classes are stored in a Service Class Vector.

22.The serving element according to any of claims 20-21, wherein the
means for classifying the services into different service classes
comprises a service filter adapted to identify the different service

flows.

23.The serving element according to the previous claim, wherein the
means for classifying the services into different service classes further
comprises Protocol Inspection Filters adapted to identify the different
service flows, when the service filter is not capable of said

identification.

24.The serving element according to any of claimms 14-23, wherein the

packet forwarding system is a Gateway GPRS Support Node in a

mobile telecommunication network.
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(57) Abstract: The present invention relates to arrangements for charging in a packet switched network. Packets are charged differ-
cenlly dependent on which service flow the packets belong to. The charging system comprises a control system and a serving clement
residing in a packet forwarding system wherein said control system comprises an account function adapted to manage an account

of at least one user and a charging policy decision point arranged to calculate a charging policy for allowed services for the at least
one user. Moreover, said serving clement comprises a token bucket per user adapted to store reservations received from the account
function of the user associated with the token bucket and a charging policy enforcement point arranged to perform charging for a
plurality of the allowed services by reducing the stored rescrvation of the token bucket according (o the caleulated charging policy.
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Attorney Docket Number P17661-US2

Combined Declaration and Power of Attorney

As a below named inventor, | hereby declare that:

My residence, post office address and citizenship are as stated below next to my
name,

| believe | am the original, first and sole inventor (if only one name is listed below) or

an original, first and joint inventor (if plural names are listed below) of the subject

matter which is claimed and for which a patent is sought on the invention entitled
SYSTEM FOR PROVIDING FLEXIBLE CHARGING'IN A NETWORK

the specification of which:

(] s attached hereto.

XI was filed on 27/June/2003 as United States Application No. or PCT
International  Application Number PCT/SE03/01122, including any
amendments (if applicable).

| hereby state that | have reviewed and understand the contents of the above
identified specification, including the claims, as amended by any amendment
referred to above. '

| acknowledge the duty to disclose to the United States Patent and Trademark Office
all information known to me to be material to patentability as defined in Title 37,
Code of Federal Regulations, Section 1.56.

] | hereby claim foreign priority benefits under Title 35, United States Code,
Section 119(a)-(d) or Section 365(b) of any foreign application(s) for patent or
inventor's certificate, or Section 365(a) of any PCT International application which
designated at least one country other than the United States, listed below and have
also identified below, by checking the box, any foreign application for patent or
inventor's certificate or PCT International application having a filing date before that
of the application on which priority is claimed.

Priority Not
Prior Foreign Application(s) Claimed
PCT/SE03/01122 wo 27/June/2003 ]
(Number) (Country) (Day/Month/Year Filed) -
60/418547 us 15/October/2002 ]
(Number) (Country) (Day/Month/Year Filed)
R S _ L]
(Number) (Country) (Day/Month/Year Filed)

Page 1 of 6

128
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Combined Declaration and Power of Attorney

[J I hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States
provisional application(s) listed below:

(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)

(] | hereby claim the benefit under 35 U.S.C. Section 120 of any United States
application(s), or Section 365(c) of any PCT International application designating the
United States, listed below and, insofar as the subject matter of each of the claims of
this application is not disclosed in the prior United States or PCT International
application in the manner provided by the first paragraph of 35 U.S.C. Section 112, |
acknowledge the duty to disclose to the United States Patent and Trademark Office
all information known to me to be material to patentability as defined in Title 37, CFR
Section 1.56 which became available between the filing date of the prior application
and the national or PCT International filing date of this application:

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following

attorney(s) and/or agent(s) to prosecute this application and transact all business in
the Patent and Trademark Office connected therewith:

Patent Practitioners associated with Customer Number 27045.

Send correspondence to the address associated with Customer Numbef 27045.

Direct telephone calls to Sidney Weatherford at 972-583-8656.
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Combined Declaration and Power of Attorney

Attorney Dockst Number P17661-US2

| hereby declare that all statements made herein of my own knowledge are true and

‘that all statements made on information and belief are believed to

be true; and

further that these statements were made with the knowledge that willful false
statements and the like 80 made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued

thereon.

Full name of inventor
[.c O

Martin Kérlin
T s, (/A

Date :

oy l/ 2008

Resgidence
Sweden

1 Citizenship
Sweden

Post Office Address
.| Skuggvagen 12 . .

| SE-191'45 SCLLENTUNA
Sweden :
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Attorney Docket Number P17661-US2

Combined Declaration and Power of Attorney

I hereby declare that all statements made herein of my own knowledge are true and
that all statements made on information and belief are believed to be true; and
further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued
thereon.

Full name of inventor
Magnus Harnesk .

Inve 's signature Date
Residen v ’ I4

Sweden

2 [TCiizenship
Sweden

Post Office Address

Skoldvagen 35B
SE-186 40 AKERSBERGA
Sweden
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Attorney Docket Number P17661-US2

Combined Declaration and Power of Attorney

| hereby declare that all statements made herein of my own knowledge are true and
that all statements made on information and belief are believed to be true; and
further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued
thereon.

Full name of inventor
Jan Lemark

Inventor’s signature s Date
P mué Toas Marcd [T

Resideficé

Sweden

3 [TCitzenship

Sweden

Post Office Address
Lindhagensgatan 63
SE-112 43 STOCKHOLM

Sweden
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Combined Declaration and Power of Attorney

| hereby declare that all statements made herein of my own knowledge are true and
that all statements made on information and belief are believed to be true; and
further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued
thereon.

Full name of inventor
Tormod Hegdahl
“Tnventor's signatuy Date
tvinecl el /8 Mewehr 2005~
/ P

Residence

Norway
4 Citizenship

Norway
Post Office Address

Moserabben 14
N-0752 OSLO
Norway
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PRELIMINARY AMENDMENT

Please amend the application as follows prior to the substantive examination thereof:

Amendments to the Claims are reflected in the listing of claims, which begins

on page 2 of this paper.

Remarks begin on page 9 of this paper.
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AMENDMENTS TO THE CLAIMS

The listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims

1. (Currently Amended) A charging system in a packet switched
network for charging packets differently dependent on which service flow the packets
belong to, the charging system comprising;:

a control system (2045 and a serving element associated with (206) residing-in a

packet forwarding system {210) is-charascterised-in-that wherein said control system
204 comprises:
an account function {203) adapted to manage an account of at least one
user, and
a charging policy decision point {202} arranged to calculate a charging
policy for allowed services for the at least one user, ard-that wherein said serving
element (206) comprises;

a token bucket (208)-peruser adapted to store reservations
received from the account function {203} of the a user associated with the
token bucket, (208) and

a charging policy enforcement point 204 arranged to perform
charging for a plurality of the allowed services by reducing the stored

reservation of the token bucket {208) according to the calculated charging

policy.

Preliminary Amendment — Page 2 of 9
EUS/J/P:05-3085

137



Attorney Docket No. P17661-US2

2. (Currently Amended) The charging system according to claim 1,

wherein the serving element further comprises a single token bucket per user.

3. (Currently Amended) The charging system according to claim 1 any
of-claims-1-2, wherein the calculated charging policy comprises at least one user rating

table and a set of validity conditions.

4. (Currently Amended) The charging system according to claim 1 the
previous-claim, wherein the charging policy is calculated based on historical and/or

current user specific usage data.

5. (Currently Amended) The charging system according to claim 3 any
ofclaims-3-4, wherein the set of validity conditions defines the lifetime of the at least

one user rating table.

6. (Currently Amended) The charging system according to claim 3 any
of-elaims-3-5, wherein the calculated charging policy comprises at least two user rating

tables having different time validity conditions.

7. (Currently Amended) The charging system according to claim 1 any
of-claim-1-6, wherein the serving element comprises means for classifying the services

into different service classes based on the tariff plan of the services.

Preliminary Amendment — Page 3 of 9
EUS/J/P:05-3085
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8. (Currently Amended) The charging system according to claim 7 the
previous-claim, wherein the allowed subscriber service classes are stored in a Service

Class Vector.

9. (Currently Amended) The charging system according to claim 1 any
of-claims-1-8, wherein the means for classifying the services into different service

classes comprises a service filter adapted to identify the different service flows.

10.  (Currently Amended) The charging system according to claim 9 the
previous-claim, wherein the means for classifying the services into different service
classes further comprises Protocol Inspection Filters adapted to identify the different

service flows, when the service filter is not capable of said identification.

11.  (Currently Amended) The charging system according to claim 1 any
of-claims-1-10, wherein the packet forwarding system is a Gateway GPRS Support

Node in a mobile telecommunication network.

12.  (Currently Amended) A control system {204 of a charging system in
a packet switched network comprising
an account function {203) adapted to manage an account of at least one user

wherein characterised-in-that said control system comprises

Preliminary Amendment - Page 4 of 9
EUS/J/P:05-3085
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a charging policy decision point arranged to calculate a charging policy for

the allowed services for the at least one user.

13.  (Currently Amended) The control system according to claim 12,
wherein the calculated charging policy further comprises;
at least one user rating table, and

a set of validity conditions.

14.  (Currently Amended) The control system according to claim 12
previous-claim, wherein the charging policy is calculated based on historical and/or

current user specific usage data.

15.  (Currently Amended) The control system according to claim 13 any
of-elaims13-14, wherein the set of validity conditions defines the lifetime of the at least

one user rating table.

16.  (Currently Amended) The control system according to claim 13 any
of-claims—13-15, wherein the calculated charging policy comprises at least two user

rating tables having different time validity conditions.

17.  (Currently Amended) The control system according to claim 12 any
of-claims-12-16, wherein the control system is implemented in a mobile

telecommunication network.

Preliminary Amendment — Page 5 of 9
EUSIJ/P:05-3085 :
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18.  (Currently Amended) A serving element (206) residing in a packet
forwarding system of a charging system in a packet switched network, {248}
characterised-in-that said serving element comprising: (206)-comprises

means for receiving reservations for at least one user,

a token bucket (208} per-user adapted to store the reservations for the user
associated with the token bucket,

means for receiving a charging policy for allowed services, and

a charging policy enforcement point (204} arranged to perform charging for a
plurality of the allowed services by reducing the stored reservation of the token bucket

{206) according to a the received calculated charging policy.

19.  (Currently Amended) The serving element according to claim 18,

wherein-the-serving-element-comprises further comprising

a single token bucket per user.

20.  (Currently Amended) The serving element according to claim 18 any
ofclaims—18-19, wherein the charging policy further comprises at least one user rating

table and a set of validity conditions.

21.  (Currently Amended) The serving element according to claim 20
previoeus-claim, wherein the charging policy is calculated based on historical and/or

current user specific usage data.

Preliminary Amendment - Page 6 of 9
EUS/J/P:05-3085
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22.  (Currently Amended) The serving element according to claim 20 any
of-claims-20-21, wherein the set of validity conditions defines the lifetime of the at least

one user rating table.

23.  (Currently Amended) The serving element according to claim 20 any
of-claims-20-22, wherein the charging policy comprises at least two user rating tables

having different time validity conditions.

24.  (Currently Amended) The serving element according to claim 18 any

of-claim-18-23, wherein-the-serving-element-comprises further comprising

means for classifying the services into different service classes based on the

tariff plan of the services.

25.  (Currently Amended) The serving element according to claim 24 the
previous-claim, wherein the allowed subscriber service classes are stored in a Service

Class Vector.

26.  (Currently Amended) The serving element according to claim 24 any
of-elaims-24-25, wherein the means for classifying the services into different service

classes further comprises a service filter adapted to identify the different service flows.

Preliminary Amendment — Page 7 of 9
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27.  (Currently Amended) The serving element according to claim 24 the
previous-claim; wherein the means for classifying the services into different service
classes further comprises Protocol Inspection Filters adapted to identify the different

service flows, when the service filter is not capable of said identification.

28.  (Currently Amended) The serving element according to claim 24 any
of claims-18-27%, wherein the packet forwarding system is a Gateway GPRS Support

Node in a mobile telecommunication network.

Please cancel claims 29-30 without prejudice.

Preliminary Amendment — Page 8 of 9
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REMARKS

Claims 1-28 remain in this application. Applicant respectfully submits no new matter
has been added. Favorable consideration of the pending claims is respectfully

requested.
Respectfully submitted,
Sidney E Weatherford
Reg. No. 45,602

Ericsson Inc.

6300 Legacy Drive

M/S EVW 2-C-2

Plano, TX 75024
972-583-8656
sidney.weatherford@ericsson.com
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1. A charging system in a packet switched network for charging packets’

differently dependent on which service flow the packets belong to,
the charging system comprising a control system (201) and a serving
element (206) residing in a packet forwarding system (210) is
characterised in that said control system (201) comprises an
account function (203) adapted to manage an account of at least one
user and a charging policy decision point (202) arranged to calculate
a charging policy for allowed services for the at least one user, and
that said serving element (206) comprises a token bucket (208) per
user adapted to store reservations received from the account
function (203) of the user associated with the token bucket (208) and
a charging policy enforcement point (207) arranged to perform
charging for a plurality of the allowed services by reducing the stored
reservation of the token bucket (208) according to the calculated

charging policy.

. The charging system according to claim 1, wherein the serving

element comprises a single token bucket per user.

. The charging system according to any of claims 1-2, wherein the

calculated charging policy comprises at least one user rating table
and a set of validity conditions.

. The charging system according to the previous claim, wherein the

charging policy is calculated based on historical and/or current user
specific usage data.

. The charging system according to any of claims 3-4, wherein the set

of validity conditions defines the lifetime of the at least one user
rating table.
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. The charging system according to any of claims 3-5, wherein the

calculated charging policy comprises at least two user rating tables
having different time validity conditions.

. The charging system according to any of claim 1-6, wherein the

serving element comprises means for classifying the services into

different service classes based on the tariff plan of the services.

. The charging system according to the previous claim, wherein the

allowed subscriber service classes are stored in a Service Class

Vector.

. The charging system according to any of claims 1-8, wherein the

means for classifying the services into different service classes
comprises a service filter adapted to identify the different service.
flows.

10.The charging system according to the previous claim, wherein the

means for classifying the services into different service classes
further comprises Protocol Inspection Filters adapted to identify the
different service flows, when the service filter is not capable of said
identification.

11.The charging system according to any of claims 1-10, wherein the

packet forwarding system is a Gateway GPRS Support Node in a

mobile telecommunication network.

12.A control system (201) of a charging system in a packet switched

network comprising an account function (203) adapted to manage an
account of at least one user characterised in that said control
system comprises a charging policy decision point arranged to
calculate a charging policy for the allowed services for the at least

one uscr.
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13.The control system according to claim 12, wherein the calculated
charging policy comprises at least one user rating table and a set of
validity conditions.

14.The control system according to previous claim, wherein the
charging policy is calculated based on historical and/or current user
specific usage data.

15.The control system according to any of claims 13-14, wherein the set
of validity conditions defines the lifetime of the at least one user
rating table,

16.The control system according to any of claims 13-15, wherein the
calculated charging policy comprises at least two user rating tables
having different time validity conditions.

17.The control system according to any of claims 12-16, wherein the
control system is implemented in a mobile telecommunication
network.

18.A serving element (206) residing in a packet forwarding system of a
charging system in a packet switched network (210) characterised
in that said serving element (206) comprises means for receiving
reservations for at least one user, a token bucket (208) per user
adapted to store the reservations for the user associated with the
token bucket, means for receiving a charging policy for allowed
services, and a charging policy enforcement point (207) arranged to
perform charging for a plurality of the allowed services by reducing
the stored reservation of the token bucket (206) according to the
received calculated charging policy.

19.The serving element according to claim 18, wherein the serving

element comprises a single token bucket per user.
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20.The serving element according to any of claims 18-19, wherein the
charging policy comprises at least one user rating table and a set of
validity conditions.

21.The serving element according to previous claim, wherein the
charging policy is calculated based on historical and/or current user

specific usage data.

22.The serving element according to any of claims 20-21, wherein the
set of validity conditions defines the lifetime of the at least one user
rating table.

23.The serving element according to any of claims 20~22, wherein the
charging policy comprises at least two user rating tables having
different time validity conditions.

24.The serving element according to any of claim 18-23, wherein the
serving element comprises means for classifying the services into

different service classes based on the tariff plan of the services.

25.The serving element according to the previous claim, wherein the
allowed subscriber service classes are stored in a Service Class

Vector.

26.The serving element according to any of claims 24-25, wherein the
means for classifying the services into different service classes
comprises a service filter adapted to identify the different service

flows.

27.The serving element according to the previous claim, wherein the
means for classifying the services into different service classes
further comprises Protocol Inspection Filters adapted to identify the
different service flows, when the service filter is not capable of said

identification.
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28.The serving element according to any of claims 18-27, wherein the
packet forwarding system is a Gateway GPRS Support Node in a
mobile telecommunication network.

29.An interface (1) characterised in that it is connectable to a charging
policy decision point (202) of the control system (201) according to
any of claims 12-17 and the charging enforcement point (207) of the

serving element (206) according to any of claims 18-28 adapted to
10 transfer a charging policy.

30.An interface (2) characterised in that it is connectable to the
account function (203) of the control system (201} according to any
of claims 12-17 and the token bucket (208) of the serving element
15 (206) according to any of claims 18-28 adapted to transfer

reservations from the account function (203) to the token bucket
(208).
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SYSTEM FOR PROVIDING FLEXIBLE CHARGING IN A NETWORK

FIELD OF THE INVENTION
The present invention relates to packet switched communications systems,

and more particularly, to arrangements for performing charging in real time.

BACKGROUND OF THE INVENTION

Packet switched communications systems transport many different types of
telecommunications traffic, such as voice, data, and multimedia traffic,
which originates from a large variety of applications. A network operator may
provide a variety of services that uses the different types of traffic and having
a variety of charging schemes.

For some services, e.g. streaming, it is suitable to apply a time-based
charging in contrast to other services e.g. internet browsing, where volume
related charging is the only possible {usage related) charging method. The
choice between time-based , volume-based and service based charging is
made in relation to what the subscribers are willing to pay for and also to
achieve an accepted understandable charging method. E.g., for a streaming
application such as a video stream, it is understandable for the user to pay
for consumed time that he has watched the video. '

A subscription may have one or more users. The subscription is either a pre-
paid or a post-paid subscription, which implies that the subscriber, either in
the pre-paid case pays an amount in advance, i.e. prior the service(s) is (are)
utilised or in the post-paid case pays for e.g. the time or data volume that he
actually has used during a certain period of time. In order to support pre-
paid subscriptions, the charging solution has to have “real-time” properties.
This is particularly important when a prepaid subscriber’s credit account is
empty, service execution (in this case packet forwarding} must be
immediately affected. When a subscriber account is empty, the operator
wants to block at least all services that are subject for charging, since the

operator wants to have credit control in addition to prevent loosing money
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because of non-payment for consumed services. Some free of charge
services may still be open for the subscriber like refill of the account, call to

emergency numbers, self-care pages and in some cases also reception of
SMS/MMS messages.

Thus, it is desirable to be able to perform a differentiated rating on the
packet level based on the service. Performing differentiated rating on the
packet level raises however a fundamental challenge, since rating is a
complex process involving many input parameters such as tariff plan, time
and volume thresholds, subscriber profile, etc., while the packet forwarding
should be executed with lowest possible latency. Thus, packet forwarding
systems and rating engines, respectively, have different system
requirements.

Herein, the charging system according to prior art is called a “multiple
token bucket” system. Such a system comprises a control system and a
packet forwarding system as disclosed in figure 1. The control system 101
comprises a rating engine 102 and credit accounts 103. The packet
forwarding system 104 comprises one token bucket 105 per service flow
106 and user which results in multiple token buckets 105 for every logged-

in user provided that multiple services are used.

When a user logs into the communication system, the packet forwarding
system 104 initiates a control signalling sequence to the control system
101 for each service. The control system 101 reserves a preconfigured
amount of credit towards the subsciber’s credit account, wherein this
amount is called a “credit reservation”. The control system 10ldetermines
the set of services this user is allowed to use. The set of identifiers for these
allowed services are sent to the packet forwarding system. For each service
identifier, the packet forwarding system 104 initiates a resource reservation
signalling sequence towards the control system. For each such sequence,
the service is rated by the rating engine 102 of the control system 101,
using a tariff plan. The rating value is used to translate parts of the credit

reservation into a “resource reservation” {typically data volume related),
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which is sent back to the packet forwarding system 104. Each resource
reservation is put into a specific resource token bucket 105. Thus, the

packet forwarding system 104 contains multiple token buckets 105, one for
each allowed service per user.

When traffic is flowing through the communication system the packet
forwarding system 104 classifies each packet to determine which service
flow it belongs to. Then the token bucket 105 for that service is
decremented. When a token bucket 105 is empty, the usage is confirmed

towards the control system and a new resource reservation is done.

Thus, the multiple token bucket solution that performs per-packet real-
time charging in a packet switched communication system, wherein the.
packets are charged differently dependent on which service flow the
packets belong to, requires a separate resource reservation signalling
sequence for each service flow in the set of allowed services. This creates a
large amount of signalling traffic between the control system and the
packet forwarding system. In addition, it requires high processing
capabilities in the control and the packet forwarding system, respectively,
and high capacity transport between said systems.

Furthermore, the multiple token bucket solution have other drawbacks
since unnecessary reservations are performed. In the multiple token bucket
case, a pre-configured amount of resources is reserved for each service,
wherein the credit reservation of each token bucket is dedicated for a
specific service flow. That implies that credit reservations made for services
not being used cannot be utilised for another service that actually is being
used. Thus, this results in the above unnecessary reservations. Moreover,

the problem gets worse as the number of services increases.

Another possible solution is to use several GPRS Access points Names
(APN) in a mobile telecommunication network for differentiating between
different consumer service flows. An APN is a label of one or more service

flows in a mobile cellular network. However, this solution has
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disadvantages due to APN configuration management, in e.g. terminal and
network, as well as IP address handling in the terminal. Thus, this solution
requires additional management for the operator to setup and control.
Network operators prefer hence a solution with multiple services per APN,
preferably one APN for all service flows. :

SUMMARY OF THE INVENTION

As mentioned above, a multiple token bucket solution of prior art requires
a large amount of signalling traffic between the control system and the
packet forwarding system. In addition, the multiple token bucket solution
is in many cases subject to the above mentioned unnecessary reservations.
Furthermore, it is desirable to achieve a solution where multiple service
flows are connected to one Access Point Name {APN) in a mobile cellular
network, since solutions with one service flow per APN has drawbacks

relating to configuration management as explained above.

Therefore, a first object of the present invention is to achieve arrangements
for providing a flexible realtime charging, whereby the signalling between

‘the control system and the packet forwarding system is reduced.

A second object of the present invention is to prevent unnecessary
reservations.

A third object with the present invention is to provide a charging system
where service flows can be differentiated at packet level and applicable
charging can be applied in a flexible way. I.e., each packet should be able
to be charged differently dependent on which service flow the packets
belong to.

A fourth object of the present invention is to achieve a solution facilitating
multiple services per APN.
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The above stated objects are achieved by means of a system according to
claim 1, a control system according to claim 12, a serving element

according to claim 18, and interfaces according to claims 29 and 30.

The charging system according to the present invention makes it possible
to reduce signalling between the control system and the packet forwarding
system. The charging system comprises a control system and a serving
element residing in a packet forwarding system. Said control system
comprises an account function adapted to manage an account of at least
one user and a charging policy decision point arranged to calculate a
charging policy for allowed services for the at least one user. Said serving
element comprises a token bucket per user adapted to sfore reservations
received from the account function of the user associated with the token.
bucket and a charging policy enforcement point arranged to perform
charging for a plurality of the allowed services by reducing the stored
reservation of the token bucket according to the calculated charging policy.

According to a first embodiment of the present invention the reduced risk
for unnecessary reservations towards the account function is realized by

having a single token bucket that is shared by a plurality of service flows
per user.

Another advant;age of the present invention is when a rate change should
be performed at a certain time-of-day (ToD)}, the signalling load may be
reduced by including, in the charging policy, the user rating table part,
rates both before and after ToD. Furthermore, when a user credit account
becomes empty or a predefined threshold is reached, it is possibie to apply
a fine-grained policy control of the traffic thanks to the charging policy.

Another advantage of the present invention is that the use of a single token
bucket per subscriber concept reduces the distribution of token
reservations in the network which hence reduces the risk to empty the
prepaid account due to many different reservations. It also reduces the
control signalling between the serving element and the gateway and
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eventually the pre-paid system, thus redﬁcing the needs of physical boxes
for all three functions.

Another advantage of the present invention is that the service class concept
allows the operator to group related services into a number of groups, i.e.
the services having identical tariffs in one group. Thus, the relation
between the services in the same service class could be arbitrary except
that the tariff must be the same since the rating is based on the service
class, Still, each user could have different tariffs for a particular service
class, but for a particular user, all services in a service class will have the
same rating (at a particular time) which means that all packets belonging to
a certain service class are rated in accordance with the rating value
associated with that service class in real-time without need for control
signalling towards the rating engine. The benefit besides the service
grouping is that the amount of data per subscriber is dramatically reduced.
As an example, the number of services may be in the order of thousands
but the number of service classes may be up to hundred. The service class
concept is also the basis for operator-side service authorisation. In
addition, the service class concept reduces the complexity for the user (the
charging scheme for different services may be easier to understand}, speeds
up the processing of the charging system e.g. since the size of the user
rating tables decreases.

Another advantage with the present invention is that the delay when
starting to use a service (for example when retrieving MMS messages) is
reduced which results in a better end-user satisfaction and higher data
throughput. That is achieved due to the dynamic pre-rating at subscriber
connection which implies that all applicable rating values including their
validity conditions are calculated before the subscriber starts to use the
different services. It also reduces the control signalling traffic thus reducing
the load of the rating engine. Both traffic data throughput enhancement
and control signalling traffic reduction may lead to fewer physical boxes in
the network. A high level of rating flexibility is maintained as the rating

values have well-specified validity and may be re-newed.
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A further advantage of the present invention is that the service filter and
the protocol inspection filter (PIF) concepts allow the operator to specify
filter rules for a service that may increase the traffic data throughput by
just assigning rules in the service filter, while still having the possibilities
t6 invoke more advanced filter rules when necessary to distinguish the
service. Thus, the PIFs are only used if it is not possible to differentiate
between the service flows by means of the service filter, i.e. by using the IP
address, which results in a higher throughput at the packet forwarding
system. The concepts as such are general which allow for further inclusion
of new rules when needed for other services.

A further advantage of the present invention is that the charging system is
arranged to handle “one-time initial charge”. An initial amount of tokens
are decremented from the token bucket before or during the start of the
service.

Further advantages and objects of embodiments of the present invention
will become apparent when reading the following detailed description in
conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a schematic block diagram illustrating the multiple token
bucket solution according to prior art.

Figure 2 is a schematic block diagram illustrating a single token bucket
solution according to one embodiment of the present invention.

Figure 3 is a schematic block diagram illustrating a process-of calculating
the "charging policy" in accordance with the present invention.

Figure 4 illustrates the charging policy schematically, containing user
rating table and validity conditions in accordance with the present
invention.

Figure 5 illustrates the user profile schematically.

Figure 6 illustrates the tariff plan schematically.
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Figure 7a illustrates the parameters of service filiers.

Figure 7b illustrates the parameters of a Protocol Inspection Filter (PIF)
configuration.

Figure 8 illustrates the serving element in accordance to one embodiment

of present invention implemented in a GGSN in mobile telecommunication
system.

DETAILED DESCRIPTION

The present invention now will be described more fully hereinafter with
reference to the accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may, however, be embadied in
many different forms and should not be construed as limited to the
embodiments set forth herein; rather, these embodiments are provided so
that this disclosure will be thorough and complete, and will fully convey the
scope of the invention to those skilled in the art. In the drawings, like
numbers refer to like elements.

The realtime charging system in accordance with the present invention may
be implemented in an IP-network such as the Internet or in a packet
switched mobile telecommunication network such as é GPRS-, UMTS-or a
cdma2000 system. Even if the embodiments of the present invention are
disclosed in connection with a GPRS-/UMTS system, the invention is not
limited to such systems.

A proposed solution of a charging system according to embodiments of the
present invention shown in figure 2 comprises a control system 201 and a
serving element 206. The control system 201 comprises a charging policy
decision point 202, also referred to as a rating engine, and a credit account
function 203, which manages the users’ credit accounts for real-time
charging purposes. The serving element 206 comprises a charging policy
enforcement point 207 for performing the charging, i.e. managing the
reduction of the token bucket 208. The token bucket in the serving element

is used per logged-in user and for a plurality of services. Preferably, one
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single token bucket is used for all services per logged in user. In addition,
the serving element comprises means for differentiating packets based on
which service flow they belong to. The serving element may reside in a
packet forwarding system such as a switch, a router, a proxy, a GPRS
Gateway Support Node (GGSN) node in the GPRS/UMTS system, or a PDSN
node or Home Agent in the cdma2000 system.

The system of the present invention, comprises means for collecting all
credit reservations for a plurality of services in one single token bucket per
user in the serving element in the packet forwarding system. The credit
account function transmits information of the amount of credit that should
be reserved for all the services respectively, i.e. the services included in a
user service vector which is further explained below, to the token bucket of
the serving element for a specific user. The credit amounts are reserved in
accordance with pre-configured settings performed by the network
operator. The collection of all credit reservations for a plurality of services,
preferably all, in one single token bucket is made possible thanks to that a
charging policy for the services is calculated in accordance with the present
invention by the control system and transmitted to the serving element.
The calculation of the charging policy is herein referred to as dynamic pre-
rating and is further explained below. ‘

The present invention is applicable on realtime charging for both pre-paid
and post-paid subscriptions. In the post-paid case, a token bucket may
have a negative value, while in the pre-paid case, the token bucket is not
allowed to have a negative value since the user is not allowed to use more
credits than what is reserved. Moreover, the present invention is also
applicable on both volume-based, time-based.and service-based charging,
dependent on settings of the serving element.

Example 1
When a user logs on to a communication system comprising the charging
system of the present invention, the serving element initiates a control

signalling sequence between the serving element and the control system.
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The control system determines the set of service identifiers this user is
allowed to use. The rating engine 301 of the control system calculates a
charging policy 304 based on a tariff plan 303 and other input data e.g.,
Time of Day (ToD), the user’s roaming status, the aggregated transferred
data volume for the user and other user specific usage history. Current
usage behaviour is also utilised at the calculation of the user rating table if
the user already is logged on, e.g. in a situation when the token bucket of
the user runs empty, i.e. one validity condition is not fulfilled, and the
serving element requests a new user rating table from the control system .
This calculation is illustrated in figure 3 and is called dynamic pre-rating.
The charging policy comprises a user rating table 305 and a set of validity
conditions 306. The user rating table 305 includes rating values for each
service class the user is allowed to use and the set of validity conditions
defines the condiﬁons when the user rating table is valid. The service class
concept is introduced according to the present invention to limit the size of
the user rating table of the charging policy. The service class is a group of
services with the common property that they have exactly the same
charging pattern, i.e. identical tariff plans. The calculated charging policy is
sent to the serving element in the packet forwarding system.

Next, the serving element in the packet forwarding system initiates a
reservation signalling sequence towards the credit account function of the
control system. The credit account function reserves an amount of credit
according to pre-configuration settings towards the user’s credit account,
wherein the amount is called a credit reservation. The credit reservation is
made for a plurality of service, preferably all services, and the overall credit
reservation is sent to the serving element and put into the user-specific
token bucket.

When traffic is flowing via the packet forwarding system, the serving
element in the packet forwarding system comprises means for classifying
each packet to determine which service class it belongs to. The received
calculated charging policy is used to determine the credit amount that
should be decremented from the token bucket. It should be noted that the
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decrement may also be negative in order to support bonus services, i.e. 2
user gets paid if he uses a specific service.

The serving element in the packet forwarding system continuously checks if
the validity conditions of the charging policy still are valid. Examples of
validity conditions are time, thresholds for the token bucket, geographical
area etc. When the validity conditions no longer are valid, a signalling
sequence is initiated to get a new up-dated charging policy. When a rate
change should be performed at a certain time-of-day (ToD), the charging
policy, i.e. the user rating table part, contains the rate values that should
be used both before and after ToD. That results in that the charging policy
for a huge amount of users does not have to be updated at the same time
which would cause extensive signalling during a short limited period of
time for the huge amount of users, but the update may be performed

during a longer period of time which reduces the signalling peak load.

Figure 4 shows an example of a charging policy comprising a user rating
table associated with validity conditions.

When a token bucket is empty or a predefined threshold is reached, the
usage is confirmed towards the control system and a new resource
reservation is done. In the confirmation signal, information about the usage

of the different services may preferably be added explicitly.

Basic terminology
In the following, the basic terminology of the flexible bearer-charging
system in accordance with the invention is explained:

-A user is person having access to the operator’s provided services,

-One or more users may be connected to one subscription.

-A subscriber is the owner of the subscription.

-Realtime charging implies that the charging process is performed while or

after the service has been requested. It should be noted that 3GPP uses the
term “on-line charging”.
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-A token is similar to a ticket. A utilisation of a service requires a
predetermined amount of tickets/tokens, based e.g. on either the traffic
volume or on the used time.

-A token bucket is a place where all tokens for one user is collected.

-A service, is the collection of all IP flows to and from a specific destination,
determined by information in the headers or payloads of the IP packets.

-A service identifier, is the unique identifier of a service.

-Service class is an identifier of an arbitrary group of services that the
operator wants to treat in the same way regarding e.g. charging and service
authorization. One service is allowed to belong to only one service class at a
time per user.

-A tariff plan is a specification of prices for the services and when the
services are valid.

-A rating value is an amount that should be reduced from the token
bucket for a specific service.

-A service class according to the present invention comprises all services
having identical tariff plans.

-A service filter, is a specific filter setting that will handle a service with a
specific service identifier. Thus, the service identifier is used to map the
service to its service filter. This terminology is further described below. In
each service filter, destination or/and source {depending on the traffic
direction) IP addresses (and mask), TCP and UDP port numbers {ranges),
and protocol numbers can be set. In order to handle inspection of higher
protocol layers, a service filter may include a pointer to a Protocol
Inspection Filter (PIF), which perform stateful packet inspection. The
packet inspection is performed dynamically in contrast to the static service
filters. That implies that the PIFs e.g. performs packet inspection based on
previous events. The PIFs have specific configuration data (see figure 8b),
for example containing URIs. Dynamic filters are established to perform the
actual filtering for packets that fit to the defined PIF rules. Finally, service
filters and PIF configuration lines contain the service class identifier that
represents the result of a filter matching an incoming packet. The service
class identifier identifies the service classes and hence determines the

rating that will be applied to the packet. Service filter and PIF
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configurations are preferably performed in the packet forwarding system on
a per Access Point Name (APN) basis.

Preferred embodiments of the present invention

The charging system and method of the present invention will hereinafter
be described in conjunction with a GPRS/UMTS system. Thus, one
embodiment of the charging system implemented in a mobile
telecommunication system such as GPRS or UMTS system according to the
present invention comprises:

-A serving element 801 located in a GGSN 800 as illustrated in figure 8.
The serving element is further described below.

-A control system compfiising a rating engine in accordance with the
present invention i.e. the charging decision point, which allows the
operator to define services and tariff plans, and dynamically provides the
serving element with rating information in form of charging policies. The
control system comprises further a credit account function.

-A gateway, which provides an integration point for interworking towards
the operator’s prepaid system by means of flexible interface options. In the

case when the pre-paid system supports e.g. a Radius interface, the GGSN
is arranged to directly interface to it.

It should be noted that even if the charging system and method thereof
according to embodiments of the invention is described in conjunction with
a GPRS/UMTS system in the following, the system and method thereof are

not limited to such a system but may also be used in other packet switched
communication systems.

Differentiated Packet Rating

As described above, differentiated rating on the packet level is a complex
process involving many input parameters (tariff plan, time and volume
thresholds, subscriber profile, etc), while packet forwarding should be
executed with lowest possible latency.
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The charging system of the present invention employs a rating process in
two stages:

-A dynamic pre-rating process providing the charging policy, which is
performed by the rating engine of the present invention. '

-A real-time packet rating e.g. performed, in accordance with the provided
charging policy, by the serving element in the GGSN.

The dynamic pre-rating process calculates a charging policy comprising a
set of rating values for each service class that a subscriber is allowed to
use. The charging policy comprises user rating table and a set of validity
conditions. This calculation utilises the tariff plan and the current
subscriber situation e.g. roaming status, time-of-day, etc. The rating values
have a limited lifetime according to the set of validity conditions and have
to be renewed for example when a tariff threshold is reached. The validity
conditions may also relate to other parameters than the time. The dynamic
pre-rating is performed and the charging policy is thus provided to the
serving element before the user starts using any services.

The real-time packet rating is then performed by classifying a packet as
belonging to a certain service class and using the already calculated rating

values for that packet. This can be done with a very small delay in the

forwarding process, since signalling between the control system and the

serving element in forwarding system for each service initiation is avoided.

For example, a case is employment of zero volume-charge for services that
have service-based charging (e.g., MMS). For such services, the dynamic
pre-rating process would result in a rating value of zero. The real-time
packet rating will then use the zero value and hence incurring no charge
for that traffic.

Rating engine
Figure 3 illustrates how the rating engine of the preferred embodiment of
the present invention performs the dynamic pre-rating process by

producing a user rating table. The user rating table is produced by
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combining the user service class vector, the tariff plan, and additional
information such as roaming status, aggregated volume and connect time
stored in the database of the rating engine, time of day, and geographical
location. In addition to the user rating table, a corresponding set of validity
conditions are generated using tariff thresholds in order to produce the
charging policy. The charging policy comprising the user rating table and

the validity conditions is provided to serving element e.g. located in the
GGSN.

More specifically, the rating engine comprises means for performing the
following procedure: |
~Accepts request for a user rating table; wherein the input of the request
may be a user identifier, e.g. the MSISDN, SGSN IP-address, QoS of the
PDP Context, etc.

-Receives the user service class vector of the subscriber which is further
described below.

-Receives the service definition for each service class in that subscriber’s
user service class vector.

-Receives the aggregated volume, e.g. the‘transfer history, and aggregated
connect time for this user (preferably stored in the internal database of the
rating engine}.

-Calculates roaming status based on SGSN IP address for each service
class.

~Ca1culgtes the relevant rating values using the tariff plan and relevant
rating dimensions, e.g., information about the user’s roaming status,
aggregated volume and connect time, ToD, and geographical location.
~Calculates the validity condition for these rating values using the tariff
thresholds in the rating dimensions such as roaming status, aggregated
volume and connect time stored in the data base of the rating engine, ToD,
and geographical location

-Constructs the user rating table based on the above mentioned
calculations.

-Sends the constructed user rating table and the calculated validity

conditions in form of a charging policy according to the present invention to
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the charging enforcement point of the serving element in the packet
forwarding system.

Serving element

According to the present invention the serving element, residing in a packet
forwarding system 800, comprises the charging enforcement point 802,
means 805 for performing the service classification and one token bucket
803per user handling a plurality of services, preferably all allowed available
services. Thus, in the embodiment described above, the serving element is
included in a GGSN 800. Figure 8 shows an overview block diagram of the
function of the serving element.

The service filter and PIF configurations are configured in the serving
element. In a GPRS/UMTS network, that is preferably performed by using
the operation and support system of the Core Network. The serving element
is arranged to perform packet inspection according to the service filters. In
some cases, when necessary, it also invokes Protocol Inspection Filters
{PIFs) for analysis of higher-layer protocols.

For the pre-paid and post-paid subscribers, the serving element may utilize
the dynamic pre-rating and the reservation mechanisms as described
above. The serving element distinguishes between post-paid and pre-paid
subscribers either by using the charging characteristics information or by
analysis of the subscriber identity, e.g. the IMSI in case of a mobile cellular
network. The serving element may be configured to retrieve the user service
class vector for both pre-paid and post-paid subscribers in order to perform
operator-side service authorization. Moreover, the serving element is
arranged to perform credit control for both post-paid and pre-paid
subscriptions.

The serving element requests user rating tables from the rating engine.
This is triggered either at connection setup such as by PDP Context
Activation or that the validity conditioné for the user rating table are no
longer valid. When a new user rating table is requested, the serving
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element reports to the rating engine the transferred volume and the
connect time as well as the status of the “initial rate values”.

The serving element comprises means 804 for making reservations towards
prepaid and postpaid system, via a gateway, and thereby fills up each
user’s token bucket kept in the serving element of the packet forwarding
system, e.g. the GGSN. The amount of reservation and the validity
conditions are configurable in the serving element. It decrements each
user’s token bucket according to the user rating table.

Service classification

The service classification is performed by means in the serving element in
the packet forwarding system. In accordance with one embodiment of the
present invention, the means for classifying packets are service filters
and/or PIF, Thus, the classification is performed based on IP header
information and/or higher-layer protocols. While the architecture of the
system according to one embodiment of the invention supports general
stateful inspection and identification of URIs, initial focus is put on
detecting MMS traffic over WAP 1.x and 2.x. After a packet has been
classified to belong to a certain service and service class, the real-time
packet rating determines a rating value according to the calculated

charging policy. The token bucket is then adjusted in accordance with the
determined rating value.

The serving element in the packet forwarding system, preferably the GGSN,
in accordance with the present invention is also adapted to enforce certain
policies when the subscriber’s prepaid account runs empty. Depending on
roaming conditions, PDP Contexts can be de-activated or non-zero-rated
packet can be'stopped, while zero-rated traffic is let through e.g. allowing
access to top-up pages, i.e. a default web page that the user enters when

the credit account is empty. It may e.g. be possible to refill the account
from such a top-up page.
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The benefit for the network operator of this above mentioned two-stage
approach is that if throughput and latency are most important, services
such as email, instant messaging, traffic to corporate gateways, and traffic
to Internet may be defined using only IP-header inspection at the service
filter and the PIF is not required. However, for other services such as MMS
over WAP, the IP-header inspection (i.e. service filter) is not sufficient. A
more detailed inspection of the payload, in this case the URL/URI is
required. Thus, this approach avoids the overhead of stateful packet
inspection where it is not required. Thus, one of the basic ideas with the
present invention is to start to use the service filter, and then only if

necessary, continue with PIF.

Example 2

Figures 7a and 7b show an example where the operator’s WAP gateways
are placed at the subnet 100.18.0.0/16. Assume that these WAP gateways
also are arranged to function as HTTP proxies. The service filters 1 and 2
both match packets to and from that subnet. Filter 1 is set to match the
transport protocol Wireless Session Protocol (WSP) and invoke PIF number
1 according to the PIF pointer in figure 7a, while filter 2 will match the
transport protocol HITP and invoke PIF number 2. Assume that an
incoming packet is a WAP-packet leading to a match for WSP. PIF 1 now
employs an identifier data in the PIF configuration, in this case the
URL/URI. In this example, it checks for the domain names of the MMS-
centers of the operator. If the packet’s WSP-header contains any of these
domain names the resulting service class is 14. If the packet contains any
other URL (the wild card *}, the packet is non-MMS WAP traffic and is
classified as service class 15.

Referring back to figure 7a, the service filter with the service identifier 3 is
set to match the subnet 100.12.0.0, which for example is a partner service
provider. All packets to and from that service provider will be classified as
service class 22. Finally, packets matching the wildcard rule, service filter

with service identifier 4, representing “other traffic®, will be classified as
service class 60.
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User profile and user service class vector

A user profile which is illustrated in figure 6 includes a subscriber
identiﬁef, the MSISDN, together with a user service class vector according
to the present invention. The user service class vector is a list of the
services the user is allowed to use,

Specifically, if the operator wishes to perform operator-side service
authorisation, the user service class vectors may be used to control which
service classes a subscriber is allowed to access. The user service class
vectors are provisioned through a service authorisation and subscriber
provisioning system. This allows for self-provisioning via the subscriber
portal, which also forms the basis for top-up pages. Note, if the operator
does not want to employ service authorisation all available service classes

should be listed in the user service class vector.

Continuing with the example described in conjunction with figures 7a and
7hb, the user profile in figure 5, allows the user to access service classes 14
(MMS traffic}, 15 (other WAP traffic), 22 {the partner service provider), and
60 other traffic {(general Internet access). The user profiles are managed by
a customer relation management system and may be stored in a common
directory. Independent of where the user profiles are stored they are
replicated down to the rating engine according to the present invention.

Referring back again to the example in previous sections, figure 6 shows a
simplified tariff plan where service class 14 (MMS traffic) is zero-rated
except when the subscriber is roaming, Service Class 15 (other WAP-traffic)
is rated -2 tokens per byte. Traffic to and from the partner service provider
(Service Class 22) is free-of-charge except when roaming. These rating
dimensions are independent and can be combined, so that a specific rate
would apply, for example, between 6pm and 6am, above 3 MBytes, when
roaming. The tariff plan in figure 6 is only a schematic simplification of the
method used by said rating engine of the present invention.
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For each service class in the user service class vector, the dynamic pre-
rating calculation generates five rating values: an “initial rate value”, two
“current rate values” and two “next rate values”. Further information on the
interaction between the tariff plan and the user service class vector is
explained below. The initial rate value is equal to the number of tokens that
should be deducted when either a service class is used for the first time or
for the first used service class depending on a configuration value for that

subscriber. Thus, the initial fee may be based on service or subscriber.

To handle different settings of the meaning of “first time” e.g. per day or
month, the information'of the application of the “initial rate values” to be
used for the next dynamic pre-rating calculation is supplied to the rating
engine. The “current rate values” is the number of tokens per byte to be
charged for packets belonging to a service class that shall be used
immediately. See validity conditions below. The reason to have two “current
rate values” is to allow different rating values for uplink and downlink
traffic, respectively. The “next rate values” shall be used after the expiration
of the “current rate values”. The purpose of the “next rate values” is to
manage mass updates at a certain time. Le., the charging policy for a huge
amount of users does not need to be updated at the same time which
would cause extensive signalling during a short limited period of time for
the huge amount of users, but the update may be performed during a
longer period of time which reduces the signalling load per time unit during
that limited period.

All these rating values of the charging policy 400 are listed per service class
to form the user rating table 401 as shown in figure 4. The user rating
table has a limited lifetime, specified by a set of validity conditions 402,
which are calculated using the tariff thresholds for dimensions such as:
roaming status (home or away)}, geographical location, Time-of-Day (ToD)
including month, year, etc, aggregated volume which is also referred to as
transfer history, aggregated connect time, QoS of the connection, i.e. of the
PDP Context for a GPRS or UMTS connection. It is the responsibility of the
serving element to request an updated user rating table when a threshold
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associated to a volume/time/location is reached. Thus, the charging

system uses historical and/or current user specific usage data.

The system of the present invention is adapted to support service-based
charging referred to as “one-time initial charge”. An example of a service
that is charged according the “one-time initial charge”-principle is a
subscription of a newspaper. It may e.g. cost a fixed amount per month to
be able to read the subscribed newspaper . In addition to the fixed
subscription fee, a volume or time based fee may also be applied. The “one-
time initial charge” is supported in two ways by the system of the present
invention:

-First by the service class. For each service class in the subscriber’s user
service class vector, the arrival of the first packet classified to that service
class implies a deduction of the initial rate value from the token bucket.
The serving element then puts zero into the initial rate value for that
specific service class.

-Secondly by the subscriber. All service classes in the subscriber’s user
service class vector have the same one time initial charge value. When a
packet arrives for any of the service classes included in the user service
class vector, the token bucket is decreased with that value and all values
are set to zero. The initial rate value is reported as used to the rating
engine, which then is arranged to give a zero initial rate value at
subsequent requests.

For location-dependent rating, the packet forwarding system sends location
information to the control system. As an example, the GGSN supports both
forwarding of the SGSN IP address and an interface to a Location Enabled
Server. The packet forwarding system is thus arranged to check the validity
condition concerning geographical location and request a new user rating

table in case the condition is no longer satisfied.
For time dependent rating the serving element supervises the validity time

condition and requests a new user rating table when a predefined threshold

is passed. In addition, the serving element supports maximum time
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subscriptions, i.e., connection up to 24 hours with one fee. This is
managed by the remaining time validity condition, the serving element
comprises means for down counting this value and if reaching zero or a
predefined threshold, a new user rating table is requested. If a de-activation
of the current connection, e.g. a PDP context de-activation, occurs before
the value has become zero or the predefined threshold is reached, the value

is sent to the rating engine which is adapted to then update the aggregated
time for that user.

For volume dependent rating the serving element supervises the validity
volume condition and requests a new user rating table when a predefined
threshold is passed. The serving element decreases this value with the
amount of traffic that passes and if reaching zero or the predefined
threshold a new user rating table is requested. If a de-activation of the
current connection, e.g. a PDP context de-activation, occurs before the
value has become zero or the predefined threshold is reached the value is

sent to the rating engine which is adapted to update the aggregated volume
for that subscriber.

The control system and the serving element are respectively central units of
the present invention. The control system is responsible for calculating the
charging policy and providing the charging enforcement point of the serving
element with that charging policy. The control system is further responsible
for managing the credit account of one or more subscribers. The serving
element comprises a charging enforcement point that is responsible for
performing the charging based on the charging policy received from the
control system. Moreover, the serving element comprises a token bucket
adapted to store credit reservations for a plurality of services per user. The
token bucket is arranged to communicate with the credit account function
of the control system. Several different implementations of the control
system and the serving element respectively are possible as will be
apparent to the person skilled in the art. It will be apparent to the person
skilled in the art how the control system and the serving element

respectively and other functions of the present invention may be
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implemented using known hardware and software means. The control
system and the serving element are according to the present invention
implemented to be programmable. The easiest way of implementing the
programmable control system and the packet forwarding system may be by
means of software means, but programmable hardware implementations

are also possible as well as implementations of combinations of hardware
and software.

In the drawings and specification, there have been disclosed typical
preferred embodiments of the invention and, although specific terms are
employed, they are used in a generic and descriptive sense only and not for

' purposes of limitation, the scope of the invention being set forth in the
following claims.
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CLAIMS

1. A charging system in a packet switched network for charging packets

10

15

20

25

30

differently dependent on which service flow the packets belong to,
the charging system comprising a control system (201) and a serving
element (206) residing in a packet forwarding system (210} is
characterised in that said control system (201) comprises an
account function (203) adapted to manage an account of at least one
user and a charging policy decision point {(202) arranged to calculate
a charging policy for allowed services for the at least one user, and
that said serving element (206) comprises a token bucket (208) per
user adapted to store reservations received from the account
function (203) of the user associated with the token bucket {208) and
a charging policy enforcement point (207) arranged to perform
charging for a plurality of the allowed services by reducing the stored
reservation of the token bucket (208) according to the calculated
charging policy.

. The charging system according to claim 1, wherein the serving

element comprises a single token bucket per user.

. The charging system according to any of claims 1-2, wherein the

calculated charging policy comprises at least one user rating table
and a set of validity conditions.

. The charging system according to the previous claim, wherein the

charging policy is calculated based on historical and/or current user
specific usage data.

. The charging system according to any of claims 3-4, wherein the set

of validity conditions defines the lifetime of the at least one user
rating table.
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. The charging system according to any of claims 3-5, wherein the

calculated charging policy comprises at least two user rating tables
having different time validity conditions.

. The charging system according to any of claim 1-6, wherein the

serving element comprises means for classifying the services into

different service classes based on the tariff plan of the services.

. The charging system according to the previous claim, wherein the

allowed subscriber service classes are stored in a Service Class
Vector.

. The charging system according to any of claims 1-8, wherein the

means for classifying the services into different service classes
comprises a service filter adapted to identify the different service.

flows.

10.The charging system according to the previous claim, wherein the

means for classifying the services into different service classes
further comprises Protocol Inspection Filters adapted to identify the
different service flows, when the service filter is not capable of said

identification.

11.The charging system according to any of claims 1-10, wherein the

packet forwarding system is a Gateway GPRS Support Node in a

mobile telecommunication network.

12.A control system (201) of a charging system in a packet switched

network comprising an account function (203) adapted to manage an
account of at least one user characterised in that said control
system comprises a charging policy decision point arranged to
calculate a charging policy for the allowed services for the at least

one user.
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13.The control system according to claim 12, wherein the calculated

charging policy comprises at least one user rating table and a set of
validity conditions.

14.The control system according to previous claim, wherein the
charging policy is calculated based on historical and/or current user
specific usage data.

15.The control system according to any of claims 13-14, wherein the set
of validity conditions defines the lifetime of the at least one user
rating table.

16.The control system according to any of claims 13-15, wherein the
calculated charging policy comprises at least two user rating tables
having different time validity conditions.

17.The control system according to any of claims 12-16, wherein the
control system is implemented in a mobile telecommunication
network.

18.A serving element (206) residing in a packet forwarding system of a
charging system in a packet switched network (210) characterised
in that said serving element (206) comprises means for receiving
reservations for at least one user, a token bucket (208) per user
adapted to store the reservations for the user associated with the
token bucket, means for receiving a charging policy for allowed
services, and a charging policy enforcement point (207} arranged to
perform charging for a plurality of the allowed services by reducing
the stored reservation of the token bucket (206) according to the
received calculated charging policy.

19.The serving element according to claim 18, wherein the serving

element comprises a single token bucket per user.
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20.The serving element according to any of claims 18-19, wherein the
charging policy comprises at least one user rating table and a set of
validity conditions.

21.The serving element according to previous claim, wherein the
charging policy is calculated based on historical and/or current user
specific usage data.

22.The serving element according to any of claims 20-21, wherein the
set of validity conditions defines the lifetime of the at least one user
rating table.

23.The serving element according to any of claims 20-22, wherein the
charging policy comprises at least two user rating tables having
different time validity conditions.

24.The serving element according to any of claim 18-23, wherein the
serving element comprises means for classifying the services into

different service classes based on the tariff plan of the services.

25.The serving element according to the previous claim, wherein the
allowed subscriber service classes are stored in a Service Class

Vector.

26.The serving element according to any of claims 24-25, wherein the
means for classifying the services into different service classes
comprises a service filter adapted to identify the different service
flows.

27.The serving element according to the previous claim, wherein the
means for classifying the services into different service classes
further comprises Protocol Inspection Filters adapted to identify the
different service flows, when the service filter is not capable of said
identification.
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28.The serving element according to any of claims 18-27, wherein the

packet forwarding system is a Gateway GPRS Support Node in a
mobile telecommunication network.

29.An interface (1) characterised in that it is connectable to a charging
policy decision point (202) of the control system (201) according to
any of claims 12-17 and the charging enforcement point (207) of the

serving element (206) according to any of claims 18-28 adapted to
10 transfer a charging policy.

30.An interface (2) characterised in that it is connectable to the
account function {203) of the control system (201) according to any
of claims 12-17 and the token bucket (208) of the serving element
15 (206) according to any of claims 18-28 adapted to transfer

reservations from the account function {203) to the token bucket
(208).
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