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Figure 1 ‘.I\ll'l_lllti'ple token bucket solution” -

' Whena user logs into the communication system, the packet forwarding system.
‘initates a control signalling sequence to the control system. The control system

_sequence, the service is rated by the rating engine part of the control system, using a

E FIeXibIe :Beej‘ret,t)‘harg'ing B

The basic quest;on is: How fo perform per-packet real—tlme chargmg ina packet
switched commyinication system? Each packet should be charged dlfferentlally
’ dependent on whi ich service flow the packets belong to.

’ Performmg dlﬂ‘erentlated ratmg on the packet level raises a ﬁmdamenta] challenge

rating is-a complex process involving many input parameters (tariff plan, time and

. “volume thresholds, subscriber profile, etc), while packet forwardmg should be

executed with lowest posstble latency. Typical rating engines may not be optnmlsed
for packet forwardmg and, vice versa, typical packet forwardmg engmes may not be

*". optimised to perform complex pricing calculatlons

: The chargmg solutlon has to have the ‘real-time” propertlty, meaning that the

charging solution must be possible to used for so-called prepaid subscribers.

~ Specifically, when a prepaid sibscriber’s: {user’s) credit account is empty, service

execution (in th1s case packet forwardmg) must be 1mmed1ate affected.

Herein we Wlll call the state—of the-art solutlon a multlple token bucket” solutlon
"Suchra solution consists of a control system and & packet forwardmg system (see

Figure 1).

The control system conmsts ofa ratmg engme and credit accounts. The packet

-forwardmg system contams mulnple token buckets for-every logged-m user.

reserves an amount of credit towards the user’s credit account. Let’s call this amount

" the “credit reservation”. The control system determines:the set of services this user is
. allowed to use. The set of identifiers for these allowed services are sent to the packet
forwarding system. For each service identifier, the packet forwarding engine initiates '

a resource reservation signalling sequence towards the control system. For each such .
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" tariff plan. The rating value is used to translate parts of the credit reservation intoa . °

“resource reservation” (typically data volume related), which is sent back to the ‘-
“packet forwarding system. Each resource reservation is put into a resource token

. bucket. Thus the packet forwarding system contains multiple token buckets, one for '
.each allowed serv1ce .

When traffic is flowing through the communication system the. packet forwarding
system classifies each packet to determine which service it belongs to. Then the )
token bucket for that service is decremented :

' When a token bucket is empty, the usage is confirmed towards the control system and

© T anew l'eSOlll'CC reservatlon 1S dOlle

-The‘ multiple token ~bucket SOlllthIl employs-a separate resource reservation

large amount of signalling traffic between the control system and the packet

. forwarding system. This may require high processing capabihtnes in the systems and
- high capacrty transport between them.” : : :

Furthermore, the multlple token bucket solution may have drawbacks in the area of
“over-reservation”. This is illustrated by the following quantitative example: Assume
" that an-end-user has a service mix according to-the following list, including pricing
' mformatlon (note: cent could be euro-cents or dollar-cents, 10cents ~ 1SEK):" :

1. MMS price 30cents per message typrcally circa SOkB each up to. lMB typical
“MMS sessron” contams 5 MMS messages .

',2 WAP surﬁng to “Internet”, uncontrolled sites, prlce 700cents per 1MB -
3. WAP to controlled destmatlon l (e g. WSJ), prlce 100cents per lMB

4 WAP 10 controlled destmatron 2 (e 2. travel com), prrce lOOcents per lMB

.45 WAP to controlled destmatron 3 (e 2. top-up and help pages), prlce zero volume o

) .charge

o B

“Ina multiple bucket system, this example gives rise to the followmg reservatrons at " i,

- login: (PDP Context Actlvation)

o l MMS no credit reservatlon made, volume bucket contams IMB for threshold
~’purposes co - :

2 WAP surﬁng to “Intemet” uncontrolled srtes for example a bucket of lOOkB
. translates mto a credit reservatron of 70cents = oo .ot

3. WAP to controlled destmation l(e 2. WSJ) for example a bucket of SOkB -
" translates into a credit reservatlon of SCents : :

i 4 WAP to controlled destmatron 2 (e 2. travel ccm) for example a bucket of 50kB
2 translates mto a credrt reservation of 5cents : .

s WAP to- controlled destlnation 3 (e: g.» tcp-up and help pages), for example a ..
bucket of 50kB, no credit reservation L S .

signalling sequence for each service in the set of allowed services. This may create a -

e
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Let’s say that an end-user has 100cents left on the account. He logs in to send an -~ - -
MMS. At login, 80cents of credit is reserved. When he tries to send the MMS, the
30cent message charge is refysed. This is an example of the “over-reservation”
=prob]em If the-operator wants to limit the total credit reservation toward the packet
. forwardmg system (let’s say 50 cents), this has to be translated into limitsin the . -
. volume reservation defaults for each service. The prob]em gets worse as the number
of services increases. - :

A proposed solution (see"Figure 2) aecording'to embodiments of the present
_invention can include a control -system and a packet forwarding system.

A The control system can mclude : .
e acharging policy decision pomt (also called ratmg engme)

‘e a credit account functlon, ‘which holds the users’ credlt accounts for real-time .

‘ charging purposes
_." " The packet forwarding system can include:
: . e acharging policy enforcement pomt .
- e a token bucket function per logged-m user |

‘Examples of packet forwardmg systems are: a sthch, a router, a GGSN node in the
GPRS/UMTS system, a PDSN node in the cdma2000 system, and a proxy.

' _Flgure 2 s|ngle token bucket desngn wuth chargmg polley

When a user logs into the communication system, the pabket forwarding system
initates a control signalling sequence to the control systeni. The control system

determines the set of services identifiers this user is allowed to use. The rating engine' -

part of the control system calculates “charging policy” based on a tariff planand.
- other input data (for example, time-of-day, the user’s roammg status, the aggregated

_ transferred data volume for the user). This calculation is lllustrated in Figure 3 and i 1s

called “dynamic pre-rating”. A “charging pohcy” includes of a “user rating table” -
and set of validity conditions. The user rating table includes rating values for each
_ “service class” the user is allowed to use. The “service class” concept is introduced
to limit the size of the user rating table part of the charging policy. A “service class”
* is a family of services with the common property that they have exactly the same

g 3‘.:{

te

1

i
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chargmg pattem (tarxff plan) The chargmg pohcy is sent back 1o the packet
forwardmg system.

User Profile Other information

Figure 3 Process of calculating'the "charging policy" ‘

Next , the packet forwardmg system mmates a reservatlon signalling sequence -
towards the credit account part of the control system The credit account function

reserves an amount of credit towards the user’s credit account. Let’s call this amount

. the “credit reservation”. The credit reservation s sent back to the packet forwarding
system and put into a user-specnﬁc token bucket

When traffic is ﬂowmg through the commumcatmn system the packet forwardmg

". system classifies each packet to determine which service it belongs to. Then the

. charging policy 1 is used to detemnne whlch amount should be decremented from the
token bucket. . : :

The packet forwatding system continuously checks if the vclidity' conditions are still

satisfied. When that is no longer true, a signalling sequence is initiated to get a new
up-dated charging policy. When a rate change should be performed at a certain time-
of-day, T, the charging policy (user rating table part), contains the rate values that
. should be used both before and after T. Fi 1gure 4 shows an example ofa chargmg

- policy. -
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. packet forwarding system can include a ‘token bucket function per logged-in

‘ Figure 4 Charging policy, containing user rating fable and validity conditions

When a token bucket is elﬂpty, the usage is confirmed towards the control system and
" anew resource reservation is done. In the confirmation s1gnal 1nformatxon about the
~ usage of the different servnces lS added exphcltly

-. According to embodiments of the present invention, a reduced amount of signalling
-traffic can be realized between the control system and the packet forwarding o

~ system.Reduced risk for over-reservation towards the credit accoint function can be -
realized by having a single token bucket that is shared by all service flows. Billing

" (post-paid) can be based on the real-time signalling, using the explicit service usage .
‘information carried by the confirmation messages. When a rate change should be
performed at a certain time-of-day, T, the signalling load can be reduced by

. including, in the charging policy (user rating table part), both rates before and after .
T. When a user credit account becomes empty, it is possible to apply a fine-grained-
policy-control of the traffic since the charging policy is there. The size of the '
charging policy can be reduced by introducing a “service class” concept.

" According to embodiments of the present invention, a token bucket system
~ can be provided for bearer charging in a packet switched communication -
- system comprising a control system and a packet forwarding system. The |
user with a single token bucket per user. A charging policy decision point can ; :
reside in the control system and a charging pohcy enforcement pomt can
. reside in the packet forwardmg system. -

) ~ According to additional embodiments of the } presen mvenuon, a method to- " .

" reduce control signalling for real-time per-packet charging ina packet-sw1tch

communication system can be provided. In addition, a method to reduce an - °
over-reservation problem for real-time per-packet charging in a packet—sw1tch i
communication system can be provided. ‘A single token bucket per logged-on' *

~ user (or per logical connection for a user) in the packet forwarding system can:’ '

be provided. . A charging pohcy. can be prov1d_ed expressing rating values for - °

P . .- e - e e s
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_ different services (packet flows), rating values that are used to deduct tokens' -~
. from the single token bucket, and validity conditions for these rating values. .
. Methods of applymg such a chargmg policy to multrple simultaneous packet flows to
. determine the amount of tokens to be decremented from the single token bucket can -
-also be provided. The concept of a “service class™ can be provided as a method to
. reduce the size.of a charging policy. The concept of letting the charging policy
* include rating values that are applicable both before and after a certain validity -
condition is met can be. provided. In addition, methods can be provided to add 4
information about service usage to the confirmation- s1gnallmg towards to credlt B
. account functron in the comrol system

Multlple token bucket solutions to perform per—packet real-txme chargmg ina packet
‘switched communication system, where the packet should be charged. differentially -
dependent on which service flow the packets belong to, may employ a separate
resource reservation signalling sequence for each service in the set of allowed
services. These solutions may requrre a large amount of signalling U'afﬁc and may- -

' have drawbacks in the area of over-reservatron” ’ .

o Embodlments of the present invention may address one or more of these problems by
» mtroducmg a control system including: L .
‘e a charging policy decision point (also called ratmg engme)
e - acredit account functron whrch holds the users credlt accounts for real-tlme
charging purposes .
". and a packet forwarding system mcludmg
. e acharging policy enforcement point ~
- e - atoken bucket function per logged-in user

- In the drawings and specification, there have been disclosed typical preferred -
embodiments of the invention and, although specific terms are employed, they are
used in a generic and descriptive sense only and not for purposes of limitation. The_.
; following claims are provided to ensure that the present application meets all
.. statutory requrrements as a priority application in all jurisdictions and shall not be
K construed as settmg forth the full scope of the present invention. :

1 ‘A ‘token bucket system for flexible bearer charging comprising: )
" a control system including, o o
"= acharging policy decision point, and -
: . ® acredit account function; - -
a packet forwarding system inchuding, . R _
. »  acharging policy enforcement point, and' : S
» = a'token bucket function per logged-in user w:th a smgle ’
token bucket per user; and. ° .
and a protocol for commumcatron between a Control system and a_ -
Packet forwardmg system : .
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- Solution Description; Flexible Bearer .
© Charging and Service Authorisation

s page1(®)
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'ERICSSON Z.

DR s 3 F Iexrble bearer chargmg and control
2 GPRS operators may need to use service- -based charging for operator—provrded services and.
" partner-provided services. These services should generally not be charged also by volume:

L . Simultaneously, consumers will access services for whlch volume-related chargmg is the- only
possible (usage related) chargmg method. . :

- Using several GPRS APNs for differentiating between different consumer servrce ﬂows has .
-disadvantages-due to APN confi guratlon management (termma! and network) as well as P
address handling-in the terminal.

= Therefore there is a need for Flexible Bearer Chargmg, whereby service ﬂows can be .
differentiated at the GPRS bearer level and volume charging can be applled in a: flemble way. -
There is a need to support both prepaid and post-paid. charging schemes.

A There isa possrbmty to combine the Flexible Bearer Charging wrth operator-srde Servrce
" " Authorisation in order to control whrch services a subscrlber can access.

2 Erlcsson solutron archltecture

CDRsfur postpaid

towards -
=proxies, gateways,

ke

‘ F.igure‘-ll Solution mohiteqhdg" . L ’ I-,:‘.’ i L C o o Tk

s
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ERl'cssoN 2

. The Errcsson Flexrble Bearer Charglng solutlon consrsts of the followmg components

. e .The Advanced GGSN which mcludes the Servrce—Based Charglng and Control
Co (SBCC) feature wrth a prepard reservation engme

" .« -The Multi-Dimensional Ratmg Engme which lets the operator det' ine services and
. tariff plans, and dynamically provides the Advanced GGSN W|th ratlng mformatlcn (cf
separate product description [MDR]) . : .

o The Online Gateway, which provrdes an. rntegratron pomt for lntenNorklng towards
" the operator's prepaid system by means of flexible interface options. In the case.
when the pre-paid system supports a ‘Radius mterface the ‘Advanced GGSN can-
: mterfaces drrectly to |t . -

K3 The O&M solutlon mtegrated wrth the Core Network OSS CN OSS

If the operator wants to employ service authonsatron (sometimes called servrce selectron)
‘Ericsson can provide the Subscriber Provrsromng system PSEM (cf Sectlon 9), mcludlng the ,
components : : . ) ‘

. Common Dlrectory server, for storage of user prof‘ le and servrce defi nntron data
’ 6‘ Subscrlber portal for allowrng the subscnbers to self—manage their service profi Ies
- The solutlon interfaces the followrng operator system components

g The Customer Administration System system where pnmary subscnber rnformatron IS _
. managed and stored

. ". s The Prepard system where the subscnbers credlt accounts are kept
o The Blllmg-GW whrch is the gateway to the bllllng system
e The Locatron Enabllng Server (LES) :

| 3.7 Basrc termmology o
, The followrng ten'mnology is rmportant knowledge to understand the FIeX|bIe Bearer Chargrng
; solutron : . . .

-'j e Servrce is anythmg that the Operator offers to rts Subscnber that mvolves packet
. traffic. . . P

. Servrce Identlf ier, is the umque |dent|f ier of. a Servrce

Lo el Service Class is the unique identifier of an arbltrary group of Servrces that the
Operator wants to treat in the same way regardlng chargmg A Servrce canorly
. belong to one Service Class. : .

. e Service Fllter is specrt” ic filter settlng that will handle a specrt" ic Servrce the Serwce
" . " Identifier is used to map the Service to its Service, Frlter : .

Thls termmology is further descnbed in the chapter Data structure and def nrtlons

’ Pnge.4 (18)
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4. 1 leferentlated Packet Ratlng' ,

Performlng dlfferentlated ratlng onthe packet level raises a fundamental challenge ratnng is
.a complex process involving many input parameters (tariff plan, time and volume thresholds,
- subscriber profile, etc), while packet forwarding should be executed with lowest possrble o
latency. Typical rating engines may not be optimised for packet forwarding and, vice versa,
typical packet forwardlng englnes may not be optlmlsed to perform complex prncmg
calculatlons ) . ; ,

- To get the. best of both worlds Erlcsson s solutlon employs a two-stage ratlng process

1 Dynam|c Pre-ratmg, which is performed by an extemal ratlng englne such as ‘the .
Erlcsson Multu Dlmensnonal ‘Rating (MDR) product

2 Real-time packet ratmg performed by the SBCC functlon ln the Advanced GGSN

‘The Dynamic Pre-ratlng process calculates aset of "temporary ratlng values for each’
Service Class that a subscriber can use. This calculation makes full-use of the tariff plan and

the current subscriber situation (roaming.status, time-of-day, etc). The rating values have a

 limited lifetime and have to be renewed for example when a tarlff threshold is reached

'The Real-time packet rating is then performed by classifying a packet as belongingtoa
‘certain Service Class and using the “temporary” rating values for that packet This can be
_done with very small delay in the fonmardlng process.

" For example we have the important case of employing zero volume-charge for services that
| have service-based charging (e.g., MMS). For such services, the Dynamic Pre-rating process
- would result in a “temporary” rating value of zero. The Real-time packet ratmg w1ll then use - '
the zero value and thus i incur no prepald charge for that traff ic. .

4. 2 - Prepald Token reservatlon |

The Advanced GGSN's SBCC function includes a reservatlon englne that interacts with the
_operator’s prepaid system. Tokens are reserved and confirmed when consumed. A Token

bucket is maintained per user and changed according to the ratlng value defined for the

Service Class by the Real—tlme packet ratlng . :

" The Advanced GGSN uses the Radius protocol for- reservatlon and confi rmatlon To get R
flexible interworking, supporting a variety of optional interfaces, the Ericsson product, Onlme-
GW, |s used asa gateway between Radlus and for example Parlay : '

4'3 o Servnce-Based Charglng and C°“t’°’ (SBCC)

The Advanced GGSN’s SBCC function classrf ies packets- usmg Servrce filtering based on IP
. header information .and higher-layer protocols While the solution.architecture supports
- general stateful inspection and identification of URIs, initial focus is put on detecting MMS‘ ‘
traffic over WAP 1.x and 2.x. After a packet has been classified as belong to a certain -
Service and Service Class, the Real-Tlme packet ratmg determmes the ratmg value to
* change the Token bucket by. - . - " : , .

The CDR generatlon is enhanced wnth per Servnce counter ldentlﬁed by the Servnce Identn‘" er
so that CDRs can be used dlfferentlally towards Subscrlber bllllng or settlement towards
thlrd-party service provnder Coe . - :

Page 5 (18)
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The Advanced GGSN also enforces certam pohcres when the Subscriber’s prepaid account

" runs.empty. Dependmg on roaming :conditions, PDP Contexts can be de-activated or non- .

" zero-rated packet can be stopped ‘while zero-rated traffic |s let through (for example. allowmg '
. access to top—up pages) S .

5 L Major usage cases

sproxies, gateways,
eapplication servers,}s:

* Figure 2 Major usage cases o

Figure 2 illustrates how the Encsson FIeX|ble Bearer Charglng solutlon works in four major ’
.usage cases: A, B, C, and D. : .

: .A'j Provisioning of new servrces, products and tanff plans.

. The Ericsson Multi-Dimensional Rating Engine provides the-operator W|th a rlch
_ Graphical User Interface for | managmg products and tarlff plans (cf separate product
‘ ‘descrlptlon [MDRY]). :

"~ B User login (PDP Context Actlvatron) . P C .
" “When a GPRS subscriber connects (activates a PDP Context) the Advanced GGSN
“provides the Multi-Dimensional Rating Engine with the subscriber identity (and T
additional information) and requests rating information. The Multi-Dimensional Rating- .
Engine performs the Dynamic Pre-rating calculation using the tariff plan, user profile, .
and other data. The Multi-Dimensional Rating Engine answers back with the rating .
. information. Then the Advanced GGSN performs a Token reservation towards the
‘prepald system, via the Onhne—GW The recelved Token quota is put ina Token :
bucket. . S . , .

~ C” Forwarding of user traffic. - Coe :
. The Advanced GGSN classifies ‘packets into Servrce Classes and Serwce ldentlf ers
.-using the Service Filters. The size of the packet is counted separately per Service for’
CDR generation. The Service Identifier is used in the CDR to identify the Service. A

Page6(18) .

~Copy provided by USPTO from the PACR Image Database on 08/18/2003

015



rating value is determmed based on the Servrce Class and the correspondlng volume “
‘price (which could be negative, zero or positive) is deducted from the Token bucket.
When the Token bucket is empty, a new Token request is send to the prepaid system.
[JS Doesn't this need to be done when a threshold has been reached rather than when
the bucket is empty, to avoid the necessity of passing packets which are un-rated?] If -
the prepaid-account is empty, the Advanced GGSN can be configured to enforce a
policy: elther de actlvatlon of PDP- Context or just blockmg non—zero-rated packets

D -.Subscnber self—provnsnonmg ) R
- Thisis optlonal if the operator deSIres to employ serwce authorlsatlon

“,e‘_- L oéfa s_tructure and ‘de’fih:itiohsf :

6 1 '.'._.’ Servu:e and Service Class

. Service could be anythmg that the Operator offers the Subscrrber that lnvolves packet traffic.
- A Service is defined by a unique Service Identifier. To perform the traffic-related parts of the’
~ . .FBC solution, which are handied by the SBCC, a Service Filter (SF) is used for each Service,
- see Figure 3. The mapping between the Service Filter and the Service is done by the Service
identifier. In each Service Filter, a destination or source (depending on the traffic direction) IP
. addresses (and mask), TCP and UDP port numbers (ranges), and protocol numbers can be
-set. In order to handle inspection of higher protocol layers, a Service Filter can include a-
pointer to a Protocol Inspection Filter (PIF), which.perform stateful inspection on packets.

The PIFs have 'specif' c configuration data (see Figure 4), for example containing URL/URIs.
For packets that fit to the def' ned PIF rules Dynamlc Fllters are establlshed to perform the
actual filtering. - .

Finally, Service Frlters and PIF confi guratlon lmes contam the Service Class number that
~ represent the result of a filter matching an incoming packet. The Service Class number
. determrnes what rating erI be apphed to the packet :

-Servuce Fllter and PIF conf guratlons are done in the Advanced GGSN ona per APN ba5|s

-, The benef t for the Operator of this two-stage approach is that if throughput and latency are

. most important, Services can be defined using only the Service Filter not the PIF. But for ’
. other Services the PIF functionality caters for a variety of possibilities that can be expanded
later as new requirements appears. This approach avoids the overhead of stateful packet

. mspectron where |t is'not requrred : : :

‘ F 1gure 3 Servzce Fi xlter table, conﬁgured mto the Advanced GGSN .
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Protocol Inspectlon Fllter (PIF)
. conﬁguratlon

. Fi zgure 4 PIF conﬁguratzon
Example

Figure 3 and Figure 4 show an example where the operator's WAP GWs are placed at the C

subnet 100.18.0.0/16. Let's assume that these WAP GWs. can dlso function as HTTP -
.. proxies. The Service Filters 1 and 2 both match packets to and from that subnet. Filter 1 is

- set to match the transport protocol WSP and invoke PIF number 1, while filter 2 will match -
the transport protocol HTTP and invoke PIF number 2. Assume that an incoming packet is a
“ WAP-packet Ieadlng to a match for WSP. PIF 1 now employs the identifier data i in the PIF -
configuration, in this case the URL/URI. In this example, it checks for the domain hames of -
. the MMS-centers of the operator. If the packet's WSP-header contains any of these domain
names the resultmg Service Class is 14. If the packet contains any other URL (the W|ld card
*), the packet is non-MMS WAP trafﬁc and is classified as Service Class 15

) Refemng back to Figure 3, Service Fllter 3 is set to match the subnet 100 12.0. 0/16 which

for example could be a partner service provider. AII packets to and from that servrce provuder -

will be classified as ‘Service Class 22.

.. Finally, packets matching the wildcard rule (servrce filter 4) representlng "other traff ic”, wrll
" be classnﬁed as Servnce Class 60. . ‘ . R

- 6. 2 : User Proflle and User Serwce Class Vector

A User Profile (cf Flgure 5) includes the 'subscriber |dent|f jer together with user specﬁ” c data

“The user data that is specific for the Flexible Bearer Charging Solution is the User Service

. Class Vector. The User Sefvice Class Vector is a list of Service Classes (numbers) that the-

" user is allowed to use. Note: if the Operator does not want to employ- service authonsatlon all
Service Classes should be I|sted in the User Servrce Class Vector o -

User Prof‘ Ie

F igure 5 User proj_ile
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~ Continuing W|th the concrete example described in the previous sectlon the User Profile in .~ .- -
~ Figure 5, allows the user to access Service Classes 14 (MMS traffic), 15 (other WAP traffi c) o
22 (the partner service provider), and 60 other trafF c (general Internet access)

The User Profiles are manageéd by the Customer Relation Management system and could be -
‘stored in'the Common Directory. Independent of where the User Profi Ies are stored they are " .
repllcated down to the Multl-Dlmensmnal Ratlng Engme

V. 63 Tarlff Plan, User Ratlng Table and Valldlty
- - Conditions .

g .The Dynamrc Pre-ratmg is done according to the Tanff Plan. The Tarlff Plan is a method that
- given parameters along several rating drmensrons produces a series of ratlng values

The ratmg drmensrcns can be: ‘
e roaming status (home or away)
o Time-of-Day (mcludlng month year, etc)
. . aggfegated volume, (also called “transfer hlstory )
. aggregated connect t|me
‘. ‘QoS of the PDP Context
. . gecgraphlcal posrtron) S
. .spemal events

Flgure 6, shows a simplifi ed Tariff Plan where (referrmg back to the concrete example in .
previous sections) Service Class 14 (MMS traffic) is zero-rated except when the Subscriberis -
roaming, Service Class 15 (other WAP-traffic) is rated —2 units per byte. Traffic to and from-

the partner service provider (Service Class 22) is free-of-charge except when roaming. -

These rating dimensions are independent and car be combined, so that a specific rate would
apply, for example, between 6pm and 6am, above 3 MBytes, when roaming. The Tariff Plan -
in Figure 6'is just a schematic simplification of the nch graphrcal capabllrtles of the Encsson
‘Muilti-dimensional Ratlng Engme :

Tarrff plan

Figure 6 Simplified T arzﬁ' Plan example

For each Service Class in the User Servrce Class Vector, the Dynamlc Pre-ratmg calculatlon . .
.generates five rating values: an “initial rate value”, two “current rate values” and two “next - S

rate values”. For further information on the interaction between the Tariff Plan and the User Lo
Service Class Vector.see section 7.2 Multi-Dimensional Rating. The “initial rate value™is .-~ . . . =

7 Pageo@® - oo

Copy provided by USPTO from the PACR Image Database on Dtalt 8/2603" e

018



ERICSSON £ =~

".. time or for'the first used Service Class depending on a configuration value for that
Subscriber. Thus initial fee can be based on Services or Subscriber. To handle different
setting of what is meant by “first time” e. g. per day or month the usage of the “initial rate
wvalues” are send back to the Multi-Dimensional Rating Engine to be used for the next

" for packets belonging to a Service Class that shall be used immediately see validity '
conditions below. The reason to havetwo is to allow different rating values for up and down
" link traffic, respectively. The “next rate values” shall be used after the expiration of the
" “current rate values” (cf.. about validity conditions below). The purpose of the “next rate
‘values” is to manage mass updale due to tariff change, e. g. when gorng from peak hours to
low traffic in the evenlng -

All these ratmg values are llsted per Servrce Class to form the User Ratlng Table (see Flgure

- Figure 7 User Ratmg T able

" The User Rating Table has a lrmlted llfetrme specifi ed by a famlly of vahdlty condltlons
. which are calculated using the tariff thresholds for the dlmensmns o

aggregated volume (also called “transfer hxstory )
PRI aggregated. connect tlme o0
e ToD B

o . e geographical locatlon

_.'It is the responsrblllty of the SBCC to request an updated User Ratmg Vector when the
threshold volumeltlmellocatlon is reached '

“equal to the Token that should be deducted when either a Service Class is used for the first

.Dynamic Pre-rating calculation. The “current rate values” is the Token per byte to be charged
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7 Comoonent fu'nctiona‘l desgriptionf:

7 1 , SBCC in Advanced GGSN

Frgure 8 shows ‘an‘overview block dlagram of the Servrce-based Chargrng and Control '
" (SBCC) function, which resides in the Advanced GGSN.

“The Service Filter and PIF confi guratrons are conﬁgured in the SBCC usrng the CN-OSS

" The SBCC performs packet mspectron accordmg to the Servrce Filters. it mvokes Protocol
lnspectron Filters (PIFs) for analysrs of higher-layer protocols. : -

The SBCC has an extended set of traffic counters, so that CDRs can be generated
differentially towards the bllllng system (for post—pard consumers) or for settlement towards g
thlrd-party service prowder 4 _ . : : .

_For pre-paid subscnbers the SBCC utilizes the dynamic pre-rating -and the reservation .
mechanisms. The SBCC distinguishes between. post-paid and pre-paid subscribers either by
using the charging characteristics information or by analysis of the-subscriber IMSI. The
SBCC can be configured to retrieve the User Service Class Vector also for post-paid -
subscribers. This should be done if the operator wrshes to perform operator-srde service
authorization (cf. Section9). . - . . , s

The SBCC functron requests User Rating Tables from the Multr-Drmensronal Ratlng Engme
This is tnggered either by PDP Context Activation or that the validity conditions (for the User
- Rating Table) are no longer satisfied. When a new User Rating Table is requested, the
SBCC reports back the transferred volume and the connect tlme as well as the status of the
“initial rate values”. . . .o

The' SBCC functlon makes reservations towards the prepald system via the Onlme-GW and
. . thereby fills up each Subscriber’s local Token bucket (kept.in the SBCC). The amount of
reservation and valid time are configurable in the SBCC. It down-counts each subscnber s

o Token bucket accordlng to the User Ratrng Table

" Pagel1(18) .
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o : Erlcsson |
towards WAP GW, . e .. SRMP
. -bordemuter. ete . - i A

' Fzgure 8 SBCC ﬁmctmnal block dzagram

A “oné-time initial charge” is supported in two ways Flrst by Service Class for each Servnce
.~ Class in the Subscriber's User Service Class Vector, the arrival of the first packet classified
to that Service Class implies a deduction of the initial rate value from the Token bucket. The
SBCC then puts zero into the initial rate value for that specific Service Class. Second by.
Subscriber, all Service Classes inthe Subscriber's User Service Class Vector includes the
same value. When a packet arrives for any of those Service Classes the Token bucket is
decreasedwith the value and all values are set to zero. The initial rate value is reported as
used back to the Multi-Dimensional Ratlng Engme Wthh then can nge a zero |n|t|al rate
~value at subsequent requests. ' .

_ For location-dependent rating, the Advanced GGSN supports both fonNardlng of the SGSNIP .

address and a LIF interface to a LES. The Advanced GGSN can thus check the validity-
" condition concernmg geographical location and request a new User Rating Table in case the
condition is no longer satisfied. For time dependent rating the SBCC supervises the validity
time condition and requests a new User Rating Table when the threshold is passed. In Co o
. addition, the SBCC supports maximum time subscriptions, i.e., connect up to 24 hours with - SRR
'one fee. This is managed by the remaining time validity cond:tlon, the SBCC counts down S i
this value and if reaching zero, a new User Rating Table is requested. If a PDP contextde- .~ .* -
activation occurs before the value has become zerg the value is send back to the Multi-. - -~ |-
Dlmensmnal Ratmg Engine which could then update the aggregated time for that Subscnber .' A

For volume dependent rating the SBCC supervises the validity volume condmon and . T v
requests a new User Rating Table when the threshold is passed. The SBCC decreases this -
value with the amount of traffic that passes and if reaching zero a new User Rating Table is. .

A requested If a PDP context de-agtivation occurs before the value has become zero the value
is send back to the Multl-Dlmensmnal Rating Engme Wthh could then update the aggregated
volume for that Subscriber.

" Serv:ce Control 1: What happens when the prepald account is empty‘7
The SBCC: archltecture supporls two pol:cy modes" “hard" and “home- Ilberal"
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“Hard" mode .
e PDP Context ACtIVatIOI'I denled if account empty
.. Mnd-sesslon |f account empty then de-acttvate PDP Context
“Home-liberal® mode ‘ ‘ L o
e PDP Context Actlvatlon demed if account empty and roammg status away
» PDP Context Activation allowed if account ‘empty and roammg status = home .

"e  Mid-session: if account empty and roammg status away then de-actlvate PDP
~ Context : :

el .‘Mld-sessuon |f account empty and roamlng status = home, Stl“ allow packets for
~ -services classes-with zero or "bonus ratlng, but dlscard packets for services classes .
with non-zero rating. . t .

"In addltlon to these pohcres the archltecture allows for URI re ~direction and a more genenc
event generation. URI re-direction is meaningful in situations when there is a browser running
in the terminal and can then be used to'let the Subscriber re-fill the prepaid account (top-up ’
page). But in situations when there is no browser, it' s useful to lnltlate a genertc event, so

- that an SMS or MMS can be sent to the user. .

The Advanced GGSN gets information about which pollcy to use along w1th roamlng status '
- from the Multl-Dlmensronal Rating Engine. .

Service Control 2: What happens with a packet that has been classified as belongmg to a
Service Class that is not lncluded in the subscrlber s User Service Class Vector7

'Packets will be sulently d:scarded

Sérvice Control 3: How.are packets treated ‘which are recenved whlte waltlng for a quota .
reservatlon reply from the prepaid system‘? A

', Packet Wl|| be fowvarded anyway

‘7 2 Multl-DlmensmnaI Ratlng Engme

Figure 9 visualises how the Multi-Dimensional Rating Engme produces aUser Ratlng Table
by combining the User Profile (User Service Class Vector), the Tariff Plan, and additional ’

- . information (such as roaming status, aggregated-volume and connect time (stored in Multi-
- Dimensional Rating Engine database) time of day, and geographlcal Iocatlon e

'.In addition to the User Rating Table a correspondmg set of valldlty condlttons are generated_
using tariff thresholds. - - ;

- The User Ratlng Table and the valrdnty condltlons are prowded to the Advanced GGSN
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-User Profile Other mformatlon

] ﬂus is mput
to Advanced GGSN

- Fi; zgure 9 Dynamzc Pre—ratmg, performed by the Multz-Dxmensmnal Ratmg Engme . )
More specrf cally, the Multr-Dnmensronal Rating Englne performs the followmg procedure

) accept request fora User Ratrng Table; mput is the user ldentrf‘ er (MSISDN) SGSN
B P—address ‘QoS of the PDP> Context, etc.

. - get the user’s user prol' ile (from a database possrbly the Dxrectory)

o for each Service Class in that Subscnber s User Servrce Class Vector get the servrce
' definition - : : o

- . getthe aggregated volume (transfer hlstory) and aggregated connect tlme for thrs
. user (unternal database i in Multi- Dlmensmnal Rating Englne) '

e : .calculate roammg status based on SGSN lP address

e for each Service Class calculate the relevant rating values using the tanff plan and
information about the user’s roaming status aggregated volume and connect tlme
ToD, and geographlcal location - . l . . .

. calculate the valldrty condition for these ratlng values using the tanff thresholds in the
dimensions: roaming status, aggregated volume and connect time (stored in Multr- =
‘Dimensional Ratmg Engme database) ToD and geographlcal locatlon

' ..j' construct the User Ratmg Table
. '.send the User Ratrng Table and the valldlty condltrons to the Advanced GGSN

The hlgh-avallablllty features of the underlylng platform provide redundancy for the. Multl-
Drmensmnal Rating Engme In addltlon multlple physmal boxes can be deployed

..
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73 Onlme-GW

‘The Onllne-GW essentlally performs protocol conversron between Radius (on the GGSN :
_side) and another protocol towards the prepaid system. The architecture- allows for TCPNP
based protocols such as XML, and SOAP.[JS and Corba?] :

: An SS7 mterface can be dlscussed .on customer request

" Redundancy as well as load balancrng of the Onllne-GW is provrded by multlple phy5|cal
boxes. . S )

7 4 Centrahsed O&M

The O&M for the Flexlble Bearer Chargmg solutron will be provrded by the exrstlng Core
- Network:OSS. CN-OSS already provrdes extensrve management support for the GGSN.
nodes thls mcludes :

_ Cont' guratlon management (network mterfaces appllcatlon data APN data)
. f- Fault management (collection medlatlon and presentatron of all node alarms)
. Performance management (collectlon storage and reports)

" Forthe Online Gateway and Multl-Dlmensronal Ratmg Engme CN-OSS W|Il provnde basrc
support this includes: .

e Fault Management (collectlng, stonng and presentrng alarms from the nodes inone .
tool) : 4 )

‘. . The nodes will be lncluded |n the core network model (can be seen in the topology)

» CN-OSS.will provrde ‘access to the nodes (remote) where the | user can make any’
requrred changes using a CLL. . .

Al Conf guratlon of the MDR and Onllne-GW can be performed by usmg the remote. access
from CN-OSS. .

It is not seen that any Performance data support is requrred for these two nodes. However
CN-OSS provides an infrastructure for creation of reports related to thls specrf C solutlon and
_ also mcorporatron of other related performance data

s -8" |hterféééé- ["f

8 1 B GGSN-MuItl-Dlmensronal Ratmg Engme

' ThIS mterface employs the Ericsson Srmple Rating Management Protocol (SRMP), whlch is
:_‘socket-based clrent-sen/er protocol carned on TCPIIP S :

EY GGSN-OnIme-GW

'The Radlus ‘protocol is used wrth specrf' ic extenssons to support Token reservatlon and
.-conﬁrmatlon . . e e
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83 . Online-GW — brepaid,system
. See Section 7.3, S B, R
34 O&M mterfaces |

Connectron to CN OSS is provrded by IP based protocols such as FTP SNMP HTTP

'9}' - Servrce Authorlsatlon and Subscrlber B
.. provisioning (PSEM) |

‘As on optron Encsson can supply the Personal Service Enwronment Manager (PSEM)
which is the single point of Provisioning from both the Customer Administration System
(CAS) as well as the End user. The end user can-do self-provisioning from a web application,

e.g., on a portal. PSEM also.contains the Common Directory (CD). For service provisioninga -

state of the art SOAP/XML (CAI3CG) interface is provided towards the CAS system.

. “PSEM contains the Ericsson Multi Activation Product (EMA) contarmng programmable
interfaces towards various types of network elements e.g. a prepaid system. - .

‘The CD is the central reposrtory, whrch contains common data such as the attributes of end- 4'
users and services and references to the Iocatron where the enablerlapplrcatron specn‘r‘ c.
information js stored. : 4 o

The Common Directory contams a unique Encsson Developed Data model Th:s model |s _
.. non-static, meaning that it can be used towards affiliated data models already existing in the:
operators network This inbuilt flexibility ensures fast mtegratlon in a mixed environment.

Applrcatlons can either read Directory Data directory via LDAP or use an APl bundled wrth '
PSEM to retrieve the same information without the knowledge of the data model.

- Specifically, if the.operator wishes to pérform operator-side service authorisation, the User .
Service Class Vectors-are used to control which service classes a subscriber can access.

- The User Service Class Vectors are provisioned through the PSEM system. This allows for-

self-provisioning via the subscriber portal, which can also form the basis for top-up pages.

» :10 :: Beneflts of the Ericsson Flexrble
- Bearer Charging solution =

. By mtegratlng the Flexlble Bearer Charglng in'the Advanced GGSN the operator may galn -
the followrng benef ts o . o R

e reduce cost by reduclng the number of network elements needed

: . ' .hrgher potentlal to utilize the GPRS-specrf ¢ information and functlons avallable in the :
"~ Advanced GGSN, for example PDP Context control subscrrber data, and QoS g
: _charactenstlcs .

te. avordlng lntroducmg interfaces between dlfferent network elements and thereby
“. . reducing the integration cost - S :

.. The Ericsson’s Flexible Bearer Chargrng solutnon may mclude one or more of the follcwmg
charactenstlcs : , L : - S
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. The introduction of Servnce Class concept mcludmg the User Servnce Class Vector per
: Subscnber ST : : . ,

o The mtroduchon of Dynamlc Pre ratlng at Subscnber connection mcludlng the User o
‘ Ratlng Table and validity condltlon concepts .

. “The mtroduc’uon of Real-time packet rating based on Serwce Class

* e The Token bucket handling per Subscnber mstead of per Serv:ce and the reservahon
- at Subscriber connection. . S . .

S The lntroductlon of Servnce Fllter and Protocol lnspectlon Fllter concepts

10. 14 : Servnce Class concept

The Serwce Class concept ‘allows the Operator to group related Sennces mto a number of
groups. The relation between the Services could be arbitrary except that the tariff must be

‘the same since the rating is based on the Service Class. Still, each Subscriber could have -

' different tariffs for a particular Service Class, but for a particular Subscriber, all Services in a

Service Class will have the same rating (at a particular time).. The benefit besides the Service -

grouping is that the amount of data per Subscriber is dramatically reduced since the number
of Services could be in the order of thousands but the number of Service Class is up to 64..
The Service Class concept is also the basis for operator-side service authonsahon Wthh is
~ an optlonal feature of the Flexible Bearer Chargmg solutlon .

10 2 - Dynamlc Pre-ratmg at Subscrlber connectlon

" The Dynamlc Pre-ratmg at Subscnber connection means that all applncable ratmg values
including their validity conditions are calculated before the Subscriber starts to use the -
different Services. This means that the delay when starting to use a Service (for example
when retrieving MMS messages) can be reduced to a minimum leading to better end-user
satisfaction and higher data throughput. It also reduces the control signalling traffic thus -
reducing the load of the Multi-Dimensional. Rating engine. Both traffic data throughput *

" . enhancement and control signalling traffic reduction can lead to fewer physical boxes in the

network. A high level of rating erxublllty can be malntamed as the ratmg values have well-
specnf ed validity and ‘can be re-newecl R C : :

' 10 3 - Real-tlme packet ratmg based on Serwce Class

_ The Real-tlme packet ratlng means that all packets belongmg to a certain Servnce Class are :
rated in accordance with the rating value associated with that Service Class in real-time- :
without need for control signalling towards the Multi-Dimensional Rating Engine. This means -
that the traffic delay while using a Service can be reduced leading to higher traffic data . - -

. throughput. Both traffic data throughput enhancement and control signalling traffic avoidance .

* can lead to fewer physical boxes in the network. Also, with this concept, we can avoid .

keeping track of service-level events. Such events should be charged at the application level,’

e.g., by the. MMS seryer Finally, we can avoid a full ratmg va,lue calcul_atlon for each packet.

10. 4. Token bucket handlmg per Subscnber

i The Token bucket handllng per Subscriber concept can reduce the dlstnbutlon of Token ,
. reservations in the network thus reducing the risk to empty the prepaid account due to many .
- different reservations. It also reduces the control signalling between the Advanced GGSN i
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and the Online Gateway and eventually the Pre-pand System thus reduclng the needs of
physical boxes for all three functrons . .

10.5'A~ . Service Filter and Protocol !nspectlon Fllter
o concepts ' :

The Servnce F:Iter and Protocol: Inspection Filter concepts allow the Operator to. specnfy filter .

rules for a Service that can-increase the traffic data throughput by just assigning rules in the
Service Filter, while still having the possibilities to invoke more.advance filter rules when .
necessary to distinguish the Service. The concepts as such are general whlch allow for
further mclusron of new rules when needed for other Servnces
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GLOSSARY OF TERMS
GGSN Gateway GPRS Support Node
GPRS General Packet Radio Service
PDSN Packet Data Serving Node
CDMA Code Division Multiple Access
GPRS APN GPRS Access Point Node
MDR Message Detail Recording
CN OSS Core Network Operations Support System
MMS Multimedia Messaging Service
1P Internet Protocol
URI Universal Resource Identifier
WAP Wireless Application Protocol
CDR Charging Data Record
PDP Packet Data Protocol
TCP Transfer Control Protocol
UDP User Datagram Protocol )
URL Uniform Resource Locator
WAP GW Wireless Application Protocol Gateway
HTTP Hyper Text Transfer Protocol
SGSN Serving GPRS Support Node
LES LAN Emulation Server -
SMS Short Message Service
MSISDN Mobile Subscribe ISDN Number
QoS Quality of Service
ToD Time of Day
XML Extensible Markup Language
SOAP Simple Object Access Protocol -
IS Java Script
SS7 Signaling System #7
O&M Operation & Maintenance
FTP File Transfer Protocol
SNMP Simple Network Management Protocol
CAI3 Common Air Interface 3G
CD Common Directory
LDAP Lighweight Directory Access Protocol
APl Application Programming Interface
CORBA Common Object Request Broker Architecture
ISDN Integrated Services Digital Network f
UMTS Universal Mobile Telecommunications System
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