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Overview
On a Palo Alto Networks firewall, a session is defined by two uni-directional flows each uniquely identified by a 6-tuple key: source-
address, destination-address, source-port, destination-port, protocol, and security-zone.

Besides the six attributes that identify a session, each session has few more notable identifiers:
e End hosts - The source IP and destination IP which will be marked as client(source IP) and server(destination IP)
o Flow direction - Since each session is identified by a two uni-directional flow, each flow must be properly identified. Palo Alta
Networks firewalls will identify the first flow as client-to-server(c2s) and the returning flow as server-to-client(s2c).

Show Session command
To view any information related to sessions the user can use the > show session command followed by the desired option:

® > show session allwillshowall current sessions that are processed by the firewall at the time when command is ente
Note: There is a limit in the number of sessions that can be shown with the > show session all command. The limitis
based on the byte size of the session which cannot be changed.
Please refer to the following document for more information: Can the Whole Session Log be Exported? (/docs/DOC-399¢
> show session id [ID] will show detailed information on a session based on the entered session ID i &] t;';gc)ﬁa '°‘;é o tgﬁg&g?g_’ggﬁ'&gg gf,fl_‘ﬁg‘%‘&e—"‘;/e'éf‘g{fns_g?%ﬂabe'"
> show session info will display the general configuration on the firewall regarding session management and their curi
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Below is an example output from the > show session idcommand:

In the screenshot below, identify some of the important details of a session:
e Session ID-Intheexample,the session IDis 524342

c2s flowands2c flow - ldentifies flow of traffic from Client to Server (c2s) and from Server to Client (s2c).

Source and dst (destination) address with zone - Identifies the source and dst addresses for each flow of the session. In the
above example, the dst IP in s2¢ flow does not match the source IP in c¢2s flow due to a dynamic-ip-and-port source NAT.

Source (sport) and destination port (dport) - Identifies source and destination ports for each flow of the session. In the example,
the c2s and s2c flows show different ports due to the configured NAT policy.

src useranddst user - If User-ID is configured on the firewall, the users would be identified if available.

state - The state of the session. The states are defined below, in the following section.

type - There are 2 types of sessions: FLOW and PREDICT. The session types are defined below, in the following section.

Session types, states and flags
On Palo Alto Networks firewalls there are two types of sessions:

e Flow- Regular type of session where the flow is the same between c2s and s2c (ex. HTTP, Telnet, SSH).

e Predict - This type is applied to sessions that are created when Layer7 Application Layer Gateway (ALG) is required. The
application has been identified and there is need for a new session to be allowed on the firewall without any additional security
rule (ex. FTP active/passive, voice protocols h323/sip etc). These sessions may be created with a 0 as source/destination IP/port,
since that information may not be known yet. Packets that match the Predict sessions will then change to normal FLOW session.

In order to have a granular view of the Predict (PRED) sessions on the firewall, use the > show session all filter type
predict command. The command will display only the predict session that are currently active on the firewall. This command might
not show many predict sessions on the firewall due to the fact that each predict session will become a FLOW session once it is matched
by a single packet. Therefore, the command will show only the predict sessions that are currently pending to be matched by packets.
Note: Each application's predict session has its own timeout setting.
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In the following example is the output of a PREDICT session created for FTP Active mode:

The screenshot above shows the number of packets as O for both directions and that the predict session has been triggered by the
client.

Each session will be in a certain state at any given time. There are three states, know as the stable states, that will appear most in the

session table:

INIT - Every session begins, by default, in INIT state. A session in the INIT state is part of the free pool and can be used at
anytime. The session may been used previously, but has now been returned back into the free pool.

ACTIVE - Any session that matches a particular traffic flow, and has been processed for inspection and forwarding.
DISCARD - Traffic that has been matched by a session but is denied due to a security policy, threat detection.

The other states of a session in the Palo Alto Networks firewall are: Opening, Closing, Closed and Free. These states are called
Transient. Sessions in Transient states are difficult to see as they make the transition to one of the Stable states very quickly.

Under normal conditions, each state will go through the following transition cycle: Init > Opening > Active > Discard/Closing > Closed >

Free. From the Free state, the session will move back to the initial session state(INIT) to start the next cycle. The following state
transition represents the session life cycle:

*OPENING

DISCARD

INIT CLOSING

FREE CLOSED’

The most important state in the life cycle is the Active state. From Active state, the session will transition to either the Discard or Closing
EX2002 based on the foll.owir_lg conditions: ) . y ) o ) ) )
e If the session timeout has been reached, the session will timeout and transition to Closing. Session timeout is described in the folloy

Palo Alto Networks, Inc. v. Selective Signals, LLC section.
Page 3 Of 8 o |f the traffic has been denied due to a security rule or a threat has been detected(with the action set to drop), the session will transi
to Discard.
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Inthe output of > show session all eachsession can be identified by a £1ag value. The meaning of each session flag value is described
below:

NS - There has been Source NAT applied on the session

ND - There has been Destination NAT applied on the session

NB -There has been Both Source + Destination NAT applied on the session
No flag-Thereis no NAT applied on the session.

Session timeout

Each session has a defined timeout value which is configurable on the device. There are a few details that can be observed regarding the timer
of a session by looking at the output of the > show session idcommand. The screenshot below shows the output of a DNS session through
the firewall:

Three significant details about the session timeout are:

Timeout - The specific timeout configured for the application.

Time to live-The time left until the session will expire. In the example, there are 2 seconds left until the session will expire
and session state will change.

Session in session ager - Foreach session there is a flow ager, which is an aging process that keeps track of the lifetime of
sessions. As long as the session is Activeand time to 1live did notreach O sec, the session in session agerwill be marked as
True.

In the following example, see the output of the same session, but now the session has timed out (due to no traffic matching the session):

(https://ignite. paloaltonetworks.com/usa/forms/2018_regform.html)
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Now see that the session stateis Closed and also the session in session ager hasturnedtoFalse.

Session in HA deploy

In deployments where High Availability is being used, certain active sessions that are not created on the local firewall, but on the peer
device must be synchronized between peers. Having these sessions synchronized between peers, in case of fail-over the active sessions
will not be lost and the traffic flow will continue on the other device(Active in case of Active/Passive deployment). For details about
deployment scenarios involving HA please consult the Admin Guide at HA section.

The user can tell if a session has not been created on the local firewall by looking at the session synced from HA peerfrom >show
session id output. A session created locally on the firewall will have the False value and one created on the peer device and
synchronized to the local firewall will have the True value.

Additional info
The > show session idcommand displays other information regarding the traffic flow through the firewall. While much of the
additional information is for advanced troubleshooting by Palo Alto Networks support representatives, here are three attributes that
may be useful for self-troubleshooting:

e Session to be logged at the end-When configuring the security rules there are 2 options for rule logging: at the end
(True) or at the start (False) of the session.
In this example (see the above screenshot), the configuration has specified that the rule should be logged at the end.
Offload yes - Marks the traffic for which the application has been identified already and it will be processed in hardware. &
Layer7 processing-If enabled, then App-ID has been enabled on the traffic flow and the application is constantly identi
If Layer7 processing is set to complete, then the application has been identified.

See also
PAN-OS Admin Guides and CLI Reference Guides in Documentation (/space/2021)
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by indup089 (/t5/user/viewprofilepage/user-id/29410)
on 04-09-2013 03:27 AM

Very useful, thank you!
We are still missing session timeout flags in the traffic logs (for troubleshooting purposes)
Any news about this?

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session- 0

Overview/tac-p/55639#M170)

by aciobanu (/t5/user/viewprofilepage/user-id/5143)

on 04-09-2013 03:47 AM

Hi,

Do you refer to traffic logs you see in Web-GUI ? There you do not see any session timeout ?
Thanks

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session- 0

Overview/tac-p/55638#M169)

by indup089 (/t5/user/viewprofilepage/user-id/29410)

on 04-09-2013 04:10 AM

Hi,

yes in the traffic logs (web-gui, cli or syslog) is still no flag availble which indicates if the logged session ran into a timeout.

For example a netscreen-firewall shows different close-reasons in the traffic-logs: ageout, fin, rst. That's very useful for troublehooting
session-issues

Thank you!

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session- 0

Overview/tac-p/55634#M165)

by aciobanu (/t5/user/viewprofilepage/user-id/5143)
on 04-09-2013 04:24 AM

Well you have the Time tab if you open a certain traffic flow in Traffic logs, but also you can use the "show session id" command in CLI
and just copy the session ID from the traffic log. Like that you have more details about the session. It is not shown in Web-Gui but yau
do see it in CLI if you look after the Session ID, which is present in the traffic logs.

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session-

EX2002 Overview/tac-p/55636#M167)
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by indup089 (/t5/user/viewprofilepage/user-id/29410) (https://ignite.paloaltonetworks.com/usa/forms/2018_regform.html)

on 04-09-201305:10 AM

Ok thank you, but "show session id" helps only while the session is active. With troubleshooting connection-issues occured in the
via the traffic-logs there is no active session available and even no flag in the traffic-logs which indicates if the session was closed f]
“"normal” reasons or timed-out.

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session-

Overview/tac-p/55635#M166)
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by aciobanu (/t5/user/viewprofilepage/user-id/5143)
on 04-09-2013 12:43 PM

Yes are you right... therefore IMO the best troubleshooting method for traffic flow must correlate with CLI...

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session-

Overview/tac-p/55637#M168)

by VUGD (/t5/user/viewprofilepage/user-id/33824)
on 04-18-2013 03:04 AM

Let me know if you guys have a good solution for troubleshooting session time-outs. | 'm struggling with that too!

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session-

Overview/tac-p/55642#M173)

by aciobanu (/t5/user/viewprofilepage/user-id/5143)
on 04-19-201302:14 AM

Hi,
What kind of issue are you facing ?
Alex

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session-

Overview/tac-p/55644#M175)

by VUGD (/t5/user/viewprofilepage/user-id/33824)
on 04-19-2013 02:39 AM

We have different scenarios where it seems like the PAN is dropping the sessions (the time elapsed always shows the specified value for

the application timeout setting).

To give a more particular scenario: Some days ago a co-worker was reporting problems with managing ESX Server in "outside" Zones

ever since we migrated from CISCO ASA to PAN. Basically the ESX Management server is initiating SSL Sessions to ESX Servers in
different remote Zones. My co-worker extracted a log from one of the remote ESX that shows 321 open sessions to the ESX-
Management server (321 connections is maximum for open sessions for the deamon, that’s why no more management is possible).
However, at the same time there are only 4 active sessions on the ESX-Management Server.

Checking the connections in the traffic tab showed that the majority of the sessions had values of 1,800 (+/- 2 seconds) or 3600 (+/- 2

seconds) for time elapsed. This values correlate with custom values | set for SSL timeouts

Mame: ss|
Description: Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (S5L), are cryptographic protocols which
provide secure communications on the Internet for such things as web browsing, e-mail, Internet faxing, instant
messaging and other data transfers.
Additional Information: wikipedia Google Yahoo!
Standard Ports: tcp/443

Depends on Applications:

Characteristics Classification
Evasive: ng Category: netwarking
Excessive Bandwidth Use: no Subcategory: encrypted-tunnel
Used by Malware: yes Technology: browser-based
Capable of File Transfer: yes Risk: 1] e,
Has Known Vulnerabilities: yes
Tunnels Other Applications: yes Timeouts

Prone to Misuse: no Session Timeout (seconds] Customize...
Widely Used: yes TCP Timeout (seoonds}: Custonize...
UDP Timeout (seconds): 45 ErEoee

This let me came to the conclusion:
* The PAN is dropping sessions because they run into a timeout.

* The remote host doesnt recognize that the session is dropped - and as a result - probably tries to communicate with old sess

IDs which the PAN is not accepting.
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However, I'm still a newbie when it comes to PAN troubleshooting and really unsure if this way of troubleshooting leads me to the
conclusions...

Thanks for your help,

Heiko

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session- 0

Overview/tac-p/55643#M174)

by indup089 (/t5/user/viewprofilepage/user-id/29410)
on 04-19-2013 05:40 AM

Hi Heiko,

thank you! Your conclusion is absolutely right. What we need in the PaloAlto to deal with such issues is the following:

- Session timeout / ageout - flags in the traffic logs

-Send TCP RST on non-syn-Traffic on zone level (like the Juniper/Netscreen boxes).

The last feature would definitely prevent your hosts running in such issues because the firewall would send a TCP reset if the session is
timed out and the client come back with his old session-flow (of coures this feature should only used on trusted/internal zones)
Regards,

Ulrich

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session- 0

Overview/tac-p/55641#M172)

by gwesley (/t5/user/viewprofilepage/user-id/2128)
on 09-16-2014 06:01 AM

good news! Inversion 6.1, session end logging has been added:

Session End Reason Logging—When and issues, knowing what caused a session to terminate can be

useful. PAN-OS now provides a new session end reason field in traffic logs, reports, syslogs, SNMP traps, and email alerts.

Permalink (/t5/Learning-Articles/Palo-Alto-Networks-Firewall-Session- 0

Overview/tac-p/556404M171)
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