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I. SUBSTITUTE CLAIMS—ANNOTATED

25 (Amended Claim 17). [[The method of claim 15]] A method of

1dentifying session type, comprising:

obtaining passing packets of respectively unknown sessions and unknown

session types:

obtaining traffic packet characteristics of said passing packets of

respectively unknown session types:

comparing said obtained packets with each other using respectively obtained

traffic packet characteristics:

orouping together those packets having similar values of said traffic packet

characteristics into a presumed session;

analyzing said grouped packets of said presumed session for session

characteristics; and

using said session characteristics to identify a session type of said presumed

session,

wherein the traffic packet characteristics comprise parameters associated

with a traffic packet, the parameters including more than packet

header information, and

wherein said identifying a session type is followed by at least one of the
group comprising: providing provisioning and providing control

actions to the presumed session.

26. The method [[Method]] according to claim [[15]] .25, further comprising

thresholding said traffic characteristics, and identifying those packets whose

characteristics are mutually within said thresholds for said grouping.
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27. The method of claim [[15]] .25, further comprising inserting into a header
of a respective packet an indication of said presumed session with which said

respective packet has been identified.

28. The method of claim [[15]].25, comprising obtaining said characteristics
belonging to said presumed session from parameter patterns common to said

packets.

29. The method of claim [[15]].25, comprising using at least one member of
the group consisting of: packet length inter-arrival period variance of inter-arrival
period variance of length covariance of inter-arrival period covariance of length a
statistical derivative obtained from multi records of packet length a statistical
derivative obtained from multi records of inter-arrival period a histogram built of
at least one of the following; i. packet length ii. inter-arrival period iii. variance of
inter-arrival period iv. variance of length v. covariance of inter-arrival period vi.
covariance of length vii. a statistical derivative obtained from multi records of
packet length viii. a statistical derivative obtained from multi records of inter-
arrival period a matrix histogram built of at least one of the following; i. packet
length 11. inter-arrival period 1ii. variance of inter-arrival period iv. variance of
length v. covariance of inter-arrival period vi. covariance of length vii. a statistical
derivative obtained from multi records of packet length viii. a statistical derivative

obtained from multi records of inter-arrival period.
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II. SUBSTITUTE CLAIMS—CLEAN

25. A method of identifying session type, comprising:

obtaining passing packets of respectively unknown sessions and unknown
session types;

obtaining traffic packet characteristics of said passing packets of
respectively unknown session types;

comparing said obtained packets with each other using respectively obtained
traffic packet characteristics;

grouping together those packets having similar values of said traffic packet
characteristics into a presumed session;

analyzing said grouped packets of said presumed session for session
characteristics; and

using said session characteristics to identify a session type of said presumed
session,

wherein the traffic packet characteristics comprise parameters associated
with a traffic packet, the parameters including more than packet
header information, and

wherein said identifying a session type is followed by at least one of the
group comprising: providing provisioning and providing control

actions to the presumed session.

26. The method according to claim 25, further comprising thresholding said
traffic characteristics, and identifying those packets whose characteristics are

mutually within said thresholds for said grouping.
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27. The method of claim 25, further comprising inserting into a header of a
respective packet an indication of said presumed session with which said

respective packet has been identified.

28. The method of claim 25, comprising obtaining said characteristics
belonging to said presumed session from parameter patterns common to said

packets.

29. The method of claim 25, comprising using at least one member of the
group consisting of: packet length inter-arrival period variance of inter-arrival
period variance of length covariance of inter-arrival period covariance of length a
statistical derivative obtained from multi records of packet length a statistical
derivative obtained from multi records of inter-arrival period a histogram built of
at least one of the following; i. packet length ii. inter-arrival period iii. variance of
inter-arrival period iv. variance of length v. covariance of inter-arrival period vi.
covariance of length vii. a statistical derivative obtained from multi records of
packet length viii. a statistical derivative obtained from multi records of inter-
arrival period a matrix histogram built of at least one of the following; i. packet
length 11. inter-arrival period 1ii. variance of inter-arrival period iv. variance of
length v. covariance of inter-arrival period vi. covariance of length vii. a statistical
derivative obtained from multi records of packet length viii. a statistical derivative

obtained from multi records of inter-arrival period.
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