
(12) United States Patent 
Roberson et al. 

US009077702B2 

US 9,077,702 B2 
*Jul. 7, 2015 

(10) Patent No.: 
(45) Date of Patent: 

(54) 

(71) 

(72) 

(73) 

(*) 

(21) 

(22) 

(65) 

(60) 

(51) 

(52) 

(58) 

FLOW OWNERSHIPASSIGNMENT INA 
DISTRIBUTED PROCESSOR SYSTEM 

Applicant: Palo Alto Networks, Inc., Santa Clara, 
CA (US) 

Inventors: William A. Roberson, Scotts Valley, CA 
(US); Wilson Xu, San Jose, CA (US) 

Palo Alto Networks, Inc., Santa Clara, 
CA (US) 

Assignee: 

Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 92 days. 
This patent is Subject to a terminal dis 
claimer. 

Appl. No.: 13/840,735 

Filed: Mar 15, 2013 

Prior Publication Data 

US 2014/0215561 A1 Jul. 31, 2014 

Related U.S. Application Data 
Provisional application No. 61/758,651, filed on Jan. 
30, 2013. 

USPC .................... 370/351; 726/29: 713/168-174 
See application file for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

5,455,826 A 10, 1995 OZveren et al. 
6,044,400 A 3/2000 Golan et al. 
7.447,777 B1 1 1/2008 Singh Ahuja et al. 
7,519,797 B1 4/2009 Stiehl et al. 
8,004,976 B2 8/2011 Janarthanan et al. 
8,463,901 B2 * 6/2013 Caram .......................... TO9,224 

2002fOO75883 A1 6/2002 Dell et al. 
2004.0143734 A1 7/2004 Buer et al. 
2005/0216764 A1 9, 2005 Norton et al. 
2006, O126628 A1 6/2006 Li et al. 

(Continued) 

Primary Examiner — Evans Desrosiers 
Assistant Examiner — Quazi Farooqui 
(74) Attorney, Agent, or Firm — Van Pelt, Yi & James LLP 

(57) ABSTRACT 

A security device for processing network flows includes one 
or more packet processors configured to receive incoming 
data packets associated with one or more network flows 
where a packet processor is assigned as an owner of one or 
more networkflows and each packet processor processes data 
packets associated with flows for which it is the assigned 
owner; and a packet processing manager configured to assign 
ownership of network flows to the one or more packet pro 
cessors where the packet processing manager includes a glo 
bal flow table containing entries mapping network flows to 
packet processor ownership assignments. The packet pro 
cessing manager informs a packet processor of an ownership 
assignment after one or more packets are received, and the 
one or more packet processors learns of ownership assign 
ments of networkflows from the packet processing manager. 

20 Claims, 12 Drawing Sheets 

Processing Resource C 

Int. C. 
G06F2L/60 (2013.01) 
H04L 29/06 (2006.01) 
HO4L 9/32 (2006.01) 
GO6F 2 1/30 (2013.01) 
U.S. C. 
CPC ................ H04L 63/08 (2013.01); G06F2 1/60 

(2013.01); H04L 9/32 (2013.01); G06F2 1/30 
(2013.01) 

Field of Classification Search 
CPC ............ H04L 43/0811; H04L 63/04-63/0492; 

H04L 63/08-63/0892; G06F 21/30 21/46; 
GO6F 21 F6O 21/645 

Page Processing Card -60 

PacketProcessing Card 1 

FE Pro 
P 

Switching PacketProcessing Ca2 
Fabic FE Pro" 

LFT PP 

His PP2 
PPPP 

ad) 

proprapp." 
PPs 

72 

O 

  

  

IPR2018-00594 
Exhibit 2014



US 9,077,702 B2 
Page 2 

(56) References Cited 

U.S. PATENT DOCUMENTS 

2007/0204060 A1 
2010. O080233 A1* 
2010, 0118885 A1 
2010/0172375 A1 

8/2007 Higuchi et al. 
4/2010 Kwapniewski et al. 
5/2010 Congdon 
7, 2010 Rochon et al. 

370,395.31 

2011 0116378 A1 
2011/0219208 A1 
2012, 0079101 A1 
2012, 0087240 A1 
2014/005283.6 A1 
2014/O126367 A1* 

* cited by examiner 

5, 2011 
9, 2011 
3, 2012 
4, 2012 
2, 2014 
5, 2014 

Ramankutty et al. 
Asaad et al. 
Muppala et al. 
Karunakaran et al. 
Nguyen et al. 
Starket al. .................... 370,235 

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 1 of 12 US 9,077,702 B2 

112 116 114 

O 110 
108 

Security Device 

FIG. 1 

  

IPR2018-00594 
Exhibit 2014



IPR2018-00594 
Exhibit 2014



US 9,077,702 B2 U.S. Patent 

  

IPR2018-00594 
Exhibit 2014



US 9,077,702 B2 

JOSS300/- 36esseW 

U.S. Patent 

  

  

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 5 of 12 

PPCn receives incoming data packet 

Look Up Flow in LFT of PPCn 

If Flow not found in LFT, look up Flow in 
GFT of PPM 

If Flow not found in GFT, PPM assigns 
Owner PP and adds Flow Entry in GFT 

PPM sends Owner Message to Owner PP 

Owner PP sends Session Bind Message to 
PPM 

PPM binds FOW Entries in GFT 

Owner PP processes and forwards data 
packet 

FIG. 6 

402 

404 

406 

408 

410 

412 

414 

416 

US 9,077,702 B2 

400 

M 

  

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 6 of 12 US 9,077,702 B2 

500 

M 502 

PPCn Receives incoming data packet 

FOW FOUnd 
in LFT of PPCn? 

NO 506 

PPCn Sends Flow Unknown Message with 
data packet to PPM 

508 

Yes G.) 
No 510 518 

Flow FOUnd 
in GFTP 

PPM assigns Owner PP, encodes Flow ID Owner PP sends Session Bind 
with Owner PP (PPCm and PPm); Message with data packet and forward/ 

PPM adds Tentative Flow Entry in GFT reverSe flow info to PPM 

512 520 

PPM sends Owner Message with data PPM looks up flows and update 
packet to Owner PP (PPCm and PPm) forward and reverse flows in GFT. 

PPM binds foW entries in GFT 

514 
522 

Owner PP processes Owner Message and W 

Message with data packet to Owner 
PP 

516 524 

ACCept Ownership Owner PP processes and forwards 
data packet 

YeS 

FIG. 7 

  

  

  

  

  

    

  

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 7 of 12 

530 PPM updates Aware mask and sends 
Flow Add Message to PPCn 

PPCn add flow entry in LFT 

PPM forwards data packet to Owner 
PP 

Owner PP processes and forwards 536 
data packet 

532 

534 

PPCn forwards data packet to 540 
OWner PP 

Owner PP processes and forwards 542 data packet 

FIG. 7A 

US 9,077,702 B2 

    

  

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 8 of 12 US 9,077,702 B2 

600 

Y 
Owner PP determines to tear down Session, 602 
sends Session Tear Down Message to PPM 

PPM looks up forward and reverse flows in 604 
GFT, retrieve aware mask for flows 

PPM sends Flow Delete Message(s) to PPCs 606 
identified in aWare mask 

Each PPCn looks up flow entries and 608 
generateS closing Statistics; 

Each PPCn deletes flow entries in LFT 

Each PPCn Sends flow StatistiCS to OWner PP 610 

Owner PP tallies flow statistics from PPCS and 612 
retire Flow D 

FIG. 8 

  

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 9 of 12 US 9,077,702 B2 

Predict Flow Table 200 

Predict Key Parent Flow ID 

SADASPDPslot PP Flow Key -20. 
SADAIDPslot PP Flow Key -20s 

Soti PP. Flow Key -208 
|DASPDPslot PP Flow Key -210 

FIG. 9 

  

IPR2018-00594 
Exhibit 2014



U.S. Patent Jul. 7, 2015 Sheet 10 of 12 US 9,077,702 B2 

700 
O2 ^ 

PPCn receives data packets indicating a parent 
SeSSion with Child SeSSion to be determined 

04 

PPCn sends Predict Add Message to PPM 

06 

PPM adds a Predict Flow Entry in Predict Flow 
Table Using Parent Flow ID and wildcards in 

Predict Key 

08 

PPM receives subsequent Flow Unknown 
Message; PPM looks up Flow in GFT 

10 

When Flow not found in GFT, PPM looks up 
Flow in PFT 714 st 

Terminates Predict 
712 Processing 

Predict Match NO 
Found in PFT2 

720 
Yes 716 

Owner PP verifies data packet 
PPM adds Tentative Flow Entry in GFT 
using Parent Flow ID: Owner PP is the 

Owner of the parent Session 722 
718 OWner PP Sends Session Bind 

Message to PPM to add forward/ 
PPM sends Owner Message with data reverse flows in GFT 

packet to Owner PP with Predict flag set 724 

Owner PP processes data 
packet 

FIG. 10 

  

IPR2018-00594 
Exhibit 2014



US 9,077,702 B2 U.S. Patent 

  

  

  

  

IPR2018-00594 
Exhibit 2014



IPR2018-00594 
Exhibit 2014



US 9,077,702 B2 
1. 

FLOW OWNERSHIPASSIGNMENT INA 
DISTRIBUTED PROCESSOR SYSTEM 

CROSS REFERENCE TO OTHER 
APPLICATIONS 

This application claims priority to U.S. Provisional Patent 
Application No. 61/758,651 entitled HARDWARE BASED 
FLOWOWNERSHIPASSIGNMENT INADISTRIBUTED 
PROCESSOR SYSTEM filed Jan. 30, 2013, which is incor 
porated herein by reference for all purposes. 

BACKGROUND OF THE INVENTION 

Devices such as firewalls are sometimes used to prevent 
users from accessing resources to which they are not autho 
rized. As an example, members of the public may be entitled 
to access content served by a web server, but not authorized to 
access other services available on the server Such as admin 
istrative tools. In another example, employees of a company 
may be entitled to access certain websites or certain classes of 
websites while other websites or other classes of websites 
may be prohibited for all employees. Firewalls and other 
security devices typically enforce policies against network 
transmissions based on a set of rules. 

Traditional security devices are implemented as a mono 
lithic device provided with multiple processors for handling 
the incoming data streams. Such security devices often imple 
ment a centralized control scheme where one processor is 
designated as the management processor. Incoming data 
packets are often broadcast to all processors in the security 
device and the processors cooperate with each other, through 
Software messaging, to determine which processor should 
take ownership of handling incoming data packets belonging 
to one or more flows. However, the centralized control 
scheme is not scalable to handle an increased number of data 
packets. 

Furthermore, in a security device implemented as a distrib 
uted system, management of flow assignment needs to take 
into consideration different types of data traffic, including 
data traffic that may belong to related data connections, to 
ensure effective security policy enforcement across the many 
independent computing resources that handle the data traffic. 

Finally, to implement complex security policies, a firewall 
needs to keep track of many independent and random events 
and correlate the events for policy enforcement. Firewalls or 
other security devices typically maintain event statistics using 
counters which are updated rapidly to effectively examine 
network traffic as the traffic is being communicated. Main 
taining event statistics becomes challenging when the Secu 
rity device is implemented as a distributed system where 
events have to be detected and tracked across many indepen 
dent computing resources. One method to maintain event 
statistics in a distributed computing environment is to rely on 
Software to send messages between all the computing 
resources and try to keep synchronized copies of the event 
data. Such a software solution has undesirable performance 
and does not scale well. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various embodiments of the invention are disclosed in the 
following detailed description and the accompanying draw 
ings. 

FIG. 1 illustrates an embodiment of an environment in 
which security policies are enforced. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
FIG. 2 is a schematic diagram of a security device in 

embodiments of the present invention. 
FIG. 3 is a schematic diagram of a packet processing card 

in embodiments of the present invention. 
FIG. 4 illustrates a flow identifier according to one embodi 

ment of the present invention. 
FIG. 5 is a schematic diagram of a packet processing man 

ager in embodiments of the present invention. 
FIG. 6 is a flow chart illustrating a flow ownership assign 

ment method according to one embodiment of the present 
invention. 

FIG. 7, which includes FIG. 7A, is a flow chart illustrating 
a flow ownership assignment method according to an alter 
nate embodiment of the present invention. 

FIG. 8 is a flow chart illustrating a session teardown 
method according to one embodiment of the present inven 
tion. 

FIG.9 illustrates a predict flow table in embodiments of the 
present invention. 

FIG. 10 is a flow chart illustrating a predict flow method 
according to one embodiment of the present invention. 

FIG. 11 illustrates a configuration of the global event 
counters 300 in embodiments of the present invention. 

FIG. 12 illustrates an example event counter message that 
may be sent by a packet processor to the packet processing 
manager. 

FIG. 13 is a schematic diagram of a packet processing card 
in an alternate embodiment of the present invention. 

DETAILED DESCRIPTION 

The invention can be implemented in numerous ways, 
including as a process; an apparatus; a system; a composition 
of matter, a computer program product embodied on a com 
puter readable storage medium; and/or a processor, such as a 
processor configured to execute instructions stored on and/or 
provided by a memory coupled to the processor. In this speci 
fication, these implementations, or any other form that the 
invention may take, may be referred to as techniques. In 
general, the order of the steps of disclosed processes may be 
altered within the scope of the invention. Unless stated oth 
erwise, a component Such as a processor or a memory 
described as being configured to perform a task may be imple 
mented as a general component that is temporarily configured 
to perform the task at a given time or a specific component 
that is manufactured to perform the task. As used herein, the 
term processor refers to one or more devices, circuits, and/or 
processing cores configured to process data, Such as computer 
program instructions. 
A detailed description of one or more embodiments of the 

invention is provided below along with accompanying figures 
that illustrate the principles of the invention. The invention is 
described in connection with such embodiments, but the 
invention is not limited to any embodiment. The scope of the 
invention is limited only by the claims and the invention 
encompasses numerous alternatives, modifications and 
equivalents. Numerous specific details are set forth in the 
following description in order to provide a thorough under 
standing of the invention. These details are provided for the 
purpose of example and the invention may be practiced 
according to the claims without some or all of these specific 
details. For the purpose of clarity, technical material that is 
known in the technical fields related to the invention has not 
been described in detail so that the invention is not unneces 
sarily obscured. 

FIG. 1 illustrates an embodiment of an environment in 
which security policies are enforced. In the example shown, 
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clients 104 and 106 are a laptop computer and desktop com 
puter, respectively, present in an enterprise network 108. 
Security device 102 (also referred to herein as “device 102) 
is configured to enforce policies regarding communications 
between clients, such as clients 104 and 106, and nodes out 
side of enterprise network 108 (e.g., reachable via external 
network 110). One example of a policy is a rule prohibiting 
any access to site 112 (a pornographic website) by any client 
inside network 108. Another example of a policy is a rule 
prohibiting access to Social networking site 114 by clients 
between the hours of 9am and 6 pm. Yet another example of 
a policy is a rule allowing access to streaming video website 
116, Subject to a bandwidth or another consumption con 
straint. Other types of policies can also be enforced. Such as 
ones governing traffic shaping, quality of service, or routing 
with respect to URL information. In some embodiments, 
security device 102 is also configured to enforce policies with 
respect to traffic that stays within enterprise network 108. 

In some embodiments, the security device 102 includes a 
security appliance, a security gateway, a security server, a 
firewall, and/or some other security device, which, for 
example, can be implemented using computing hardware, 
software, or various combinations thereof. The functionality 
provided by security device 102 can be implemented in a 
variety of ways. Specifically, security device 102 can be a 
dedicated device or set of devices. The functionality provided 
by device 102 can also be integrated into or executed as 
Software on a general purpose computer, a computer server, a 
gateway, and/or a network/routing device. Further, whenever 
device 102 is described as performing a task, a single com 
ponent, a Subset of components, or all components of device 
102 may cooperate to perform the task. Similarly, whenevera 
component of device 102 is described as performing a task, a 
Subcomponent may perform the task and/or the component 
may perform the task in conjunction with other components. 
In various embodiments, portions of device 102 are provided 
by one or more third parties. Depending on factors such as the 
amount of computing resources available to device 102, Vari 
ous logical components and/or features of device 102 may be 
omitted and the techniques described herein adapted accord 
ingly. Similarly, additional logical components/features can 
be added to system 102 as applicable. 

FIG. 2 is a schematic diagram of a security device in 
embodiments of the present invention. In the example shown, 
the functionality of security device 102 is implemented in a 
firewall. Referring to FIG. 2, security device 102 is imple 
mented as a distributed system including multiple indepen 
dent computing resources. More specifically, security device 
102 includes multiple packet processing cards 160 connected 
to a switching fabric 180. In the example shown, packet 
processing card 0 to card 2 are shown. Each packet processing 
card 160 is configured in a similar manner and includes data 
ports 162 for connecting to communication lines or data lines 
in a network, a flow engine (FE) 164 for identifying network 
flows associated with the received data packets, a local flow 
table (LFT) 166, in communication with the flow engine, for 
storing flow ownership assignment information, and one or 
more packet processors 168 for processing data packets. In 
the example shown, each packet processing card 160 includes 
two packet processors PP0 and PP1. Each packet processor in 
a packet processing card processes data packets that are 
assigned to it. In some embodiments, the packet processor 
168 may be implemented as a high performance multi-core 
CPU. 

In some embodiments, security device 102 may also 
include one or more processing resource cards 170 providing 
additional processing resources. In the example shown, Secu 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
rity device 102 includes a single processing resource card 0 
having multiple packet processors 172 formed thereon. More 
specifically, processing resource card 170 includes packet 
processors PP0 to PP5. Each packet processor in a processing 
resource card processes data packets that are assigned to it. 
Packet processors 172 may be implemented using the same 
processor device as packet processors 168. Processing 
resource cards 170 is optional and may be omitted in embodi 
ments of the present invention. 

In some embodiments, packet processing cards 160 and 
processing resource cards 170 are implemented as line cards 
in communication with a backplane. A line card or digital line 
card is a modular electronic circuit on a printed circuit board 
that interfaces with a communications backplane. Switching 
fabric 180 may be an integrated circuit formed on a line card, 
Such as a management processing card (not shown), in com 
munication with the backplane. Security device 102 may 
include other components not shown in FIG. 2 to implement 
other functionalities of the security device. Such as maintain 
ing event statistics and policy enforcement. 

In security device 102, packet processing cards 160 and 
processing resource card 170 communicate with each other 
through the switching fabric 180. More specifically, security 
device 102 may receive incoming data packets on an input 
port of a packet processing card (e.g. Card 0) and forward 
outgoing data packets on an output port, after processing the 
data packets for security enforcement, through the same 
packet processing card (Card 0) or through a different packet 
processing card (e.g., Card 1). The flow engine 164 in each 
packet processing card 160 processes the received data pack 
ets to identify the flow associated with the received data 
packets so as to apply the appropriate security policy. 

In the present description, a networkflow or “a flow” refers 
to a TCP/IP flow which includes a sequence of data packets 
communicating information between a source and a destina 
tion in one direction. A flow identifier (or “Flow ID') for a 
data packet is determined from at least the information in the 
header of the data packet. The flow identifier is a unique value 
used to identify a flow in the security device 102. In some 
embodiments, the flow identifier is determined from the 
5-tuple information of the data packet, including the source IP 
address, destination IP address, the source port number, the 
destination port number, and the protocol in use. In another 
embodiment, the flow identifier is determined from the 
6-tuple information of the data packet which, in addition to 
the 5-tuple information, includes the interface being used. 
Furthermore, in the present description, two-way connections 
between a pair of network devices (e.g., client-server) are 
referred to as a session where a session is composed of two 
flows representing data traffic in both directions—that is, the 
forward direction (client to server) and the reverse direction 
(server to client). 

Flow Ownership Assignment 
As thus configured, security device 102 realizes a distrib 

uted processing system architecture where flow handling and 
packet processing are distributed to independent processing 
resources across the system. That is, processing of incoming 
data packets are distributed to different packet processors on 
the one or more packet processing cards and one or more 
processing resource cards. In a distributed processing system, 
data packets belonging to the same flow or to the same session 
may arrive at different packet processing cards. A packet 
processing card, receiving an incoming data packet, needs to 
know which packet processor 168, among the many packet 
processors on the same or different packet processing cards in 
security device 102, has been assigned ownership of the flow 
associated with the incoming data packet so as to forward the 
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data packet to the owner packet processor for processing. 
Furthermore, in order to monitor and control data traffic 
effectively, information for both the forward and reverse 
flows of the same session should be related to each other so 
that a signal packet processor can inspect data packets 
belonging to the same session to determine whether the data 
packets should be forwarded, policed, or any other action 
taken as defined by the security policy. Accordingly, a single 
packet processor should be assigned ownership of flows 
belonging to the same session. 

In embodiments of the present invention, security device 
102 incorporates a packet processing manager 150 to reliably 
and efficiently manage flow and session ownership assign 
ment and to provide global tracking of flow ownership in the 
security device. The packet processing manager centralizes 
flow ownership assignment in the security device and oper 
ates to distribute ownership of flows across the packet pro 
cessors in the security device. More specifically, the packet 
processing manager implements a flow ownership assign 
ment method to assign ownership of flows to packet proces 
sors in the security device so that data packets that belong to 
the same flow are processed by the same packet processor and 
flows belonging to the same session are also processed by the 
same packet processor. Furthermore, the packet processing 
manager maintains global flow ownership assignment infor 
mation so that each packet processing card in the security 
device can determine the owner packet processor for each 
received data packet and can forward received data packets to 
the owner packet processor for processing. 

Referring again to FIG. 2, security device 102 includes 
packet processing manager (PPM) 150 in communication 
with the switching fabric 180 to implement global flow own 
ership assignment and to maintain global flow ownership 
assignment information for all packet processing cards and 
processing resource cards in the security device. Packet pro 
cessing manager 150 communicates with all of the packet 
processing cards 160 and the processing resource cards 170 in 
security device 102 through switching fabric 180. Packet 
processing manager 150 includes a hardware component 
PPM-HW module 152 incorporating, among other things, a 
global flow table 154, and a software component PPM-SW 
module 156 implementing ownership assignment policies. In 
one embodiment, Packet processing manager 150 is imple 
mented as part of a management processing card (not shown) 
in the security device. 

In embodiments of the present invention, packet process 
ing manager 150 operates as the centralized resource for 
determining the owner packet processor for a session. In one 
embodiment, when a packet processing card 160 receives a 
data packet that is the first data packet of a new session, the 
data packet will be forwarded to the packet processing man 
ager 150 to determine the packet processing card and the 
packet processor that should be the "owner of the new ses 
Sion, responsible for processing data packets associated with 
the new session for policy enforcement. The packet process 
ing manager 150 will assign the owner packet processor 168 
and the owner packet processing card 160 and record the 
ownership assignment in the global flow table 154. The 
packet processing manager 150 will then forward the data 
packet to the assigned owner packet processor for further 
processing. On the other hand, when a packet processing card 
160 receives a data packet that belongs to a known flow with 
an assigned owner packet processor, the packet processing 
manager 150 will forward the data packet to the owner packet 
processor while also informing the packet processing card 
that received the data packet the ownership assignment so that 
Subsequent data packets belonging to the same flow can be 
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6 
forwarded autonomously from the receiving packet process 
ing card to the owner packet processing card, without inter 
vention of the packet processing manager. 

FIG. 3 is a schematic diagram of a packet processing card 
in embodiments of the present invention. Referring to FIG.3, 
a packet processing card 160 includes data ports 162 for 
connecting to data lines in a network. The packet processing 
card 160 receives incoming data packets (Packet In) and 
transmits outgoing data packets (Packet Out) on the data 
ports. The packet processing card 160 further includes a traf 
fic manager 169 to communicate with the switching fabric 
180. The packet processing card 160 includes a flow engine 
(FE) 164 in communication with a local flow table (LFT) 166. 
Flow engine 164 performs packet parsing and flow identifi 
cation for received data packets and performs flow lookup in 
the local flow table 166. Local flow table 166 stores flow 
entries identifying the packet processor ownership assign 
ment for one or more flows associated with incoming data 
packets to the security device. The packet processing card 160 
further includes one or more packet processors 168 for pro 
cessing data packets assigned to the packet processors. In the 
example shown, each packet processing card 160 includes 
two packet processors PPO and PP1. Finally, the packet pro 
cessing card 160 includes a control processor 163 for control 
ling the operation of the packet processing card. 

In embodiments of the present invention, packet process 
ing card 160 may further include a flow-data flow table (not 
shown) storing flow records containing flow data for process 
ing data packets associated with a flow. More specifically, a 
flow-data flow table may include entries storing flow records 
where each flow record consists of a flow identifier and its 
associated flow data, often referred to as a “flow attribute.” 
Flow attributes may contain one or more rules or policy 
information which can be used by packet processors of the 
security device 102 to further process the received data pack 
ets to perform network security functions. In some embodi 
ments, such a flow-data flow table is distinguishable from the 
local flow table 166 which is configured primarily to store 
ownership assignment information and they may be imple 
mented as separate data tables. In other embodiments, the 
local flow table 166 is formed as part of the flow-data flow 
table. The exact configuration of the local flow table is not 
critical to the practice of the present invention as long as the 
local flow table 166 contains packet processor ownership 
assignment information for identified flows. 

In embodiments of the present invention, the owner packet 
processor assignment for a flow is encoded in the flow iden 
tifier (or “Flow ID') using identification of the packet pro 
cessing card and identification of the packet processor on the 
card. Returning to FIG. 2, in security device 102, each packet 
processing card is identified by a slot number (slotil). Such as 
slotiiO for packet processing card 0, slotill for packet process 
ing card 1, and slothi2 for packet processing card 2. On each 
packet processing card, the packet processor is identified by a 
processor number, such as PPO for packet processor 0 and 
PP1 for packet processor 1. The slot number and the packet 
processor number are used to uniquely identify one of mul 
tiple packet processors in security device 102. 

FIG. 4 illustrates a flow identifier according to one embodi 
ment of the present invention. Referring to FIG. 4, a flow 
identifier (FID) 185 is a globally unique value that is used to 
identify a flow being transmitted through the security device. 
The flow identifier 185 encodes information required to iden 
tify the owner packet processor. More specifically, the flow 
identifier 185 includes a data field for the slot number (slotif) 
and a data field for the packet processor number (PPH) and a 
field for storing a flow key associated with a flow. The flow 
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identifier 185 may further include a data field (F/R) to identify 
the flow directionality (forward or reverse). In particular, the 
flow key uniquely identifies each flow being processed or 
handled insecurity device 102. In embodiments of the present 
invention, the flow key is generated from at least the infor 
mation in the header of the data packet. In some embodi 
ments, the flow key is generated from the 5-tuple or 6-tuple 
information of the received data packets to uniquely associate 
received data packets that belong to the same flow. As thus 
configured, the flow identifier 185 identifies a flow (by the 
flow key) and the owner packet processor assigned to process 
that flow (by the slot number slotii and the packet processor 
number PPH). 

FIG. 5 is a schematic diagram of a packet processing man 
ager in embodiments of the present invention. Referring to 
FIG. 5, a packet processing manager 150 includes a packet 
processing manager hardware (PPM-HW) module 152 in 
communication with a packet processing manager Software 
(PPM-SW) module 156. In the present embodiment, the soft 
ware module 156 refers to a processor with instructions being 
executed thereon. The packet processing manager's primary 
responsibility is to assign and distribute flow or session own 
ership throughout the security device. In operation, all ses 
sions that can be mapped as flows are sent to the packet 
processing manager for packet processor assignment. Subse 
quent packets that arrive in the security device for that flow 
can use the packet processing manager to learn which packet 
processor to send the packet for processing. 

Within the packet processing manager 150, the packet pro 
cessing manager hardware module 152 operates to maintain 
the global flow table 154 containing ownership assignment 
information mapping flows being processed in the security 
device to packet processors on the packet processing cards. 
The primary function of the packet processing manager soft 
ware module 156 is to implement the owner assignment 
policy used to select an owner packet processor (PP) for a new 
session. Based on the owner assignment policy, the Software 
module 156 may select an owner packet processor based on 
load balancing, or may select an owner randomly, or may 
select the packet processor in the ingress card, or other fac 
tors. A salient feature of the packet processing manager hard 
ware module 152 is that the hardware module offloads a 
majority of the flow management message processing from 
the Software module so that owner packet processor assign 
ment can achieve a high speed of operation. 
The packet processing manager hardware module 152 

includes a network interface 192 for communicating with the 
PPM-SW module 156. In particular, the network interface 
192 connects to a processor on which the packet processing 
manager software module 156 is run. The PPM-HW module 
152 further includes a traffic manager interface (TMI) 194 
connecting the hardware module to the switching fabric 180. 
The core function of the PPM-HW module 152 is to maintain 
the global flow table (GFT) 154. To that end, the PPM-HW 
module 152 includes a flow lookup engine 196 for accessing 
the global flow table 154. Lastly, the PPM-HW module 152 
includes a message processor 190 for processing incoming 
messages from and generating outgoing messages for the 
PPM-SW module 156 and the packet processing cards/pro 
cessing resource cards through the Switching fabric. The mes 
sage processor 190 generates requests to the flow lookup 
engine 196 and receives responses from the flow lookup 
engine. 

In embodiments of the present invention, the packet pro 
cessing manager hardware module 152 further includes a 
predict flow table 200 to facilitate predict flow handling. 
Predict flow handling is used in packet processing manager 
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8 
150 to facilitate matching of connection sessions that are 
related so that the same owner packet processor is assigned to 
handle flows associated with related sessions. The operation 
of the predict flow table will be described in more detail 
below. In embodiments of the present invention, the packet 
processing manager hardware module 152 further includes a 
set of global event counters 300 for keeping track of event 
statistics across all packet processors in the device. The global 
event counters 300 is in communication with a counter 
memory 310. The packet processing manager 150 imple 
ments an event counter aggregation method for maintaining 
global counter sums for events across all packet processing 
cards in the distributed system. The event counteraggregation 
method will be described in more detail below. The predict 
flow table, the global event counters and the counter memory 
are optional elements of the packet processing manager hard 
ware module and may be omitted in other embodiments of the 
present invention. 
The global flow table 154 in the PPM-HW module 152 

maintains a mapping of all active flows in the security device. 
More specifically, the global flow table 154 stores a mapping 
of the flow identifier assigned to each flow which specifies the 
owner packet processor for that flow. An example of a flow 
identifier is shown in FIG. 4 and described above. In this 
example, the flow is identified by a flow key and the owner 
packet processor is identified by the slot number of the packet 
processing card on which it is located and the packet proces 
sor number of the packet processors on that card. In some 
embodiments, the global flow table 154 further stores an 
aware mask that keeps track of all the packet processing cards 
in the security device that are aware of the mapping. The 
awareness mask is used subsequently to delete the flow from 
the local flow table of the packet processing cards when the 
session is torn down. 

In one embodiment, the global flow table is implemented 
as a hash table with fixed size buckets. In embodiments of the 
present invention, the global flow table includes GFT entries 
where each entry includes flow key information, the flow 
identifier (Flow ID) and associated GFT attributes. The flow 
key information includes the 5-tuple information of the data 
packet, including the source IP address, destination IP 
address, the Source port number, the destination port number, 
and the protocol in use. In some cases, the flow key informa 
tion may further include the packet type, the Zone identifier, or 
the interface being used. A flow key is generated by applying 
a hash function to the flow key information. A flow identifier 
is formed using the flow key, being a hash value of the flow 
key information, and the ownership assignment information 
for the flow, being the identification of the packet processing 
card and identification of the packet processor on the card. In 
some embodiments, GFT attributes include one or more of 
the following fields: a “bound field indicating whether the 
entry has been bound, a “timestamp' field recording when a 
flow entry has been updated, an event counter identifier, and 
an “aware mask” field. The aware mask keeps track of all the 
packet processing cards in the security device that have been 
made aware of this flow. In some embodiments, the GFT 
attributes include a predict field storing a predict flag value 
used to indicate whether the entry has matched a predict table 
entry when the entry is created. The use of the predict field in 
a predict flow method of the present invention will be 
described in more detail below. The predict field is optional 
and may be omitted when predict flow processing is not used. 

In operation, each GFT entry can be in one of the following 
states: invalid, tentative, and bound. A GFT entry that is 
invalid means that the entry can be used for a new entry 
allocation. AGFT entry is tentative when the entry is created 
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upon receipt of a data packet belonging to a new flow, or a 
previously unknown flow. A GFT entry that is tentative 
includes a tentative flow identifier. The tentative flow identi 
fier is passed to the PPM-SW module to select the appropriate 
owner packet processor. Any Subsequent data packets having 
the same flow key will match the tentative entry so that the 
same tentative flow identifier is used. The tentative GFT entry 
may transition to a bound GFT entry when the owner packet 
processor accepts the ownership assignment and sends a mes 
sage to the packet processing manager. When a GFT entry is 
bound, the forward and reverse flows for the session may be 
added to the GFT to ensure that flows belonging to the same 
session are assigned to the same owner packet processor. The 
bound data field of the GFT attributes is updated to indicate 
that a GFT entry has been bound. 
A feature of the flow ownership assignment method of the 

present invention is that while the packet processing manager 
fills the global flow table with GFT entries for each new 
session received in the security device, the local flow table in 
each packet processing card is populated by data traffic and 
no additional steps are required to update owner assignment 
entries in the local flow table. The local flow table in each 
packet processing card stores part of the entries of the global 
flow table and only those entries required based on the data 
traffic received. In this manner, the local flow table in each 
packet processing card does not need to replicate all the 
entries in the global flow table. 

FIG. 6 is a flow chart illustrating a flow ownership assign 
ment method according to one embodiment of the present 
invention. In embodiments of the present invention, the flow 
ownership assignment method 400 may be implemented in 
security device 102 of FIG. 2 including multiple packet pro 
cessing cards and a packet processing manager. Referring to 
FIG. 6, at 402, one of the packet processing cards (PPCn) 
receives an incoming data packet. The packet processing card 
PPCn performs a flow lookup in its local flow table (404). 
When the data packet belongs to a new session, no matching 
flow will be found in the local flow table. When a flow is not 
found in the local flow table, the packet is forwarded to the 
packet processing manager and the packet processing man 
ager performs a flow lookup in the global flow table (406). 
When the flow is not found in the global flow table, the packet 
processing manager assigns an owner packet processor and 
adds a flow entry in the global flow table (408). The packet 
processing manager then sends an "Owner message to the 
assigned owner packet processor (410). If the assigned owner 
packet processor is able to accept the ownership assignment, 
then the owner packet processor sends a “Session Bind' mes 
sage back to the packet processing manager (412). Upon 
receipt of the session bind message, the packet processing 
manager binds the flow entry in the global flow table (414). In 
one embodiment, the owner packet processor provides for 
ward and reverse flow information to the packet processing 
manager. In that case, the packet processing manager creates 
the reverse flow entry in the global flow table and binds both 
the forward and reverse flow entries in the global flow table. 
Finally, the owner packet processor processes the data packet 
and forwards the data packet after applicable policy enforce 
ment (416). 

FIG. 7 is a flow chart illustrating a flow ownership assign 
ment method according to an alternate embodiment of the 
present invention. In embodiments of the present invention, 
the flow ownership assignment method 500 may be imple 
mented in security device 102 of FIG. 2 including multiple 
packet processing cards and a packet processing manager. 
Referring to FIG. 7, at 502, one of the packet processing cards 
(PPCn) receives an incoming data packet. The packet pro 
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10 
cessing card PPCn performs a flow lookup in its local flow 
table (504). When the data packet belongs to a new session, no 
matching flow will be found in the local flow table. When a 
flow is not found in the local flow table, the packet processor 
card PPCn that receives the data packet sends a “Flow 
Unknown message with the data packet to the packet pro 
cessing manager (506). 
The packet processing manager performs a flow lookup in 

the global flow table (508). When the flow is not found in the 
global flow table, the packet processing manager assigns an 
owner packet processor to the new flow (510). In one embodi 
ment, the assignment of an owner packet processor is per 
formed by the software module of the packet processing 
manager. The Software module applies policies to determine 
that a certain packet processor on a certain packet processing 
card should be the owner of the session for the new flow. For 
example, a packet processor PPm on a packet processing card 
PPCm is assigned to be the owner of the flow. When the 
Software module returns the ownership assignment, the hard 
ware module of the packet processing manager encodes the 
flow identifier of the flow with the owner packet processor 
identification information, Such as the slot number and the 
packet processor number. The hardware module of the packet 
processing manager then adds a flow entry in the global flow 
table. The GFT flow entry thus added is put in a tentative state. 
With a tentative GFT flow entry thus created, if a second data 
packet of the same flow arrives before the ownership assign 
ment becomes binding, the second data packet will be 
indexed to the same tentative GFT flow entry and be assigned 
to the same owner. 
The packet processing manager then sends an "Owner 

message with the data packet to the assigned owner packet 
processor (512). The owner packet processor processes the 
owner message and determines the reverse flow (514). The 
assigned owner packet processor also determines if it is able 
to accept ownership of the flow (516). The assigned owner 
packet processor may consider factors such as loading or 
memory space to determine if it can accept ownership of the 
flow. If not, the assigned owner packet processor sends an 
acknowledgement message to the packet processing manager 
to refuse the ownership assignment and method 500 returns to 
510 where the packet processing manager determines assign 
ment for another packet processor. When the assigned owner 
packet processor accepts the ownership assignment, the 
owner packet processor determines the reverse flow and cre 
ates local session states. The owner packet processor then 
sends a "Session Bind' message with the data packet and also 
the forward and reverse flow information to the packet pro 
cessing manager (518). 
Upon receipt of the Session Bind message, the packet 

processing manager looks up the flow for the data packet and 
loads the flow information, including updating the forward 
and reverse flow entries, in the global flow table (520). The 
packet processing manager then binds the flow entries in the 
global flow table. Then the packet processing manager sends 
a “Session Bind Acknowledgement’ message with the data 
packet to the owner packet processor (522). Finally, the owner 
packet processor processes the data packet and forwards the 
data packet after applicable policy enforcement (524). 

In embodiments of the present invention, when the owner 
packet processor sends the Session Bind message to the 
packet processing manager, the owner packet processor 
appends its loading condition to the message. In this manner, 
the packet processing manager collects information concern 
ing loading at each of the packet processors and the PPM-SW 
module may utilize the loading information in selecting an 
owner for a flow. 
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As described above, when a new flow ownership assign 
ment is made, only the global flow table is updated with the 
flow assignment information. Other packet processing cards 
in the security device, including the owner packet processing 
card, do not yet have the flow entry in their local flow tables. 
The local flow tables will be populated as data packets arrive 
at the security device. In this manner, updating of the local 
flow tables does not require dedicated process but rather the 
local flow tables are updated on-demand based on data traffic. 
The method for populating the local flow tables and subse 
quent processing is shown in FIG. 7A. 

For example, returning to 502, another data packet belong 
ing to the same flow arrives at a packet processing card. Such 
as PPCn, which can be the same or a different packet process 
ing card as the one previously receiving the first data packet of 
a new flow. For instance, the second data packet may be the 
acknowledgement data packet to the first data packet and 
arrives at the owner packet processor. Because the local flow 
table at the packet processing card of the owner packet pro 
cessor has not yet been populated, the flow is not found in the 
local flow table (504). The packet processing card then sends 
a Flow Unknown message with the data packet to the packet 
processing manager (506). The packet processing manager 
looks in the global flow table and finds the flow associated 
with the data packet (508). The method 500 then continues to 
'A' (FIG. 7A) where the packet processing manager updates 
the aware mask for the flow entry and sends a “Flow Add 
message to the packet processing card PPCn that send the data 
packet (530). The packet processing card PPCn receives the 
Flow Add message from the packet processing manager and 
adds a flow entry in its local flow table (532). In this manner, 
the local flow table of packet processing card PPCn is updated 
with the flow ownership assignment information. Mean 
while, the packet processing manager forwards the data 
packet to the owner packet processor for that flow (534). The 
owner packet processor processes the data packet and for 
wards the data packet after applicable policy enforcement 
(536). 
Now, when another data packet belonging to the same flow 

arrives at the same packet processing card PPCn (502 in FIG. 
7), the packet processing card PPCn finds the flow in the local 
flow table (504) and method 500 continues to “B” (FIG. 7A). 
The packet processing card PPCn knows the owner packet 
processor for the data packet based on the flow information 
stored in the local flow table. The packet processing card 
PPCn then forwards the data packet directly to the owner 
packet processor (540). The data packet does not need to go to 
the packet processing manager again. The owner packet pro 
cessor processes the data packet and forwards the data packet 
after applicable policy enforcement (542). 
The method from 530 to 536 repeats for each packet pro 

cessing card receiving a data packet belonging to a flow 
identified in the global flow table but not yet identified in its 
local flow table. Each data packet causes the local flow table 
to be updated with the flow entry so that subsequent data 
packets for the same flow arriving at the same packet process 
ing card will be identified in the local flow table of that packet 
processing card, without the need to go to the packet process 
ing manager. 

Accordingly, the flow ownership assignment method 500 
(FIG. 7 and FIG. 7A) operates to assign ownership of flows to 
packet processors across the security device. In some 
embodiments, the packet processing manager may assign 
flow ownership to a packet processor on a processing resource 
card. The packet processors on the processing resource card 
processes the data packets and forwards the data packets to a 
packet processing card for egress out of the security device. 
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When a connection sessions ends, the security device 

needs to flush out states associated with the terminated con 
nection session. FIG. 8 is a flow chart illustrating a session 
teardown method according to one embodiment of the present 
invention. In embodiments of the present invention, the ses 
sion teardown method 600 may be implemented in security 
device 102 of FIG. 2 including multiple packet processing 
cards and a packet processing manager. Referring to FIG. 8, at 
602, the owner packet processor determines a connection 
session has ended and that any additional timeouts have 
expired. Thus, the session can now be torn down. The owner 
packet processor sends a "Session Teardown” message to the 
packet processing manager. Upon receipt of the session tear 
down message, the packet processing manager looks up the 
forward and reverse flow entries in the global flow table and 
retrieves the aware mask associated with the flows (604). The 
packet processing manager sends "Flow Delete' messages to 
the packet processing cards identified by the aware mask as 
having the flow added to the local flow table (606). Each 
packet processing card PPCn receiving the Flow Delete mes 
sage looks up the flow entries and generates closing statistics. 
Then the packet processing card deletes the flow entries from 
the local flow table (608). Each packet processing card PPCn 
then sends flow statistics it has collected to the owner packet 
processor (610). The owner packet processor tallies the flow 
statistics from the packet processing cards and retires the flow 
identifier (612). 

In the present embodiment, the flow ownership assignment 
method is implemented in a security device including mul 
tiple packet processing cards, each with one or more packet 
processors, and a packet processing manager provided on a 
separate line card. In other embodiments, the flow ownership 
assignment method is implemented in a security device 
including a single packet processing card with multiple pro 
cessors. One of the processors can be assigned as the packet 
processing manager for ownership assignment. In that case, 
each processor may maintain ownership assignment informa 
tion in a local memory. 

Flow Prediction Method 
In a data network, certain data traffic types involve multiple 

sessions where a "parent session may exchange the state 
needed to setup subsequent “child' sessions. The FTP (file 
transfer protocol) is one example where a control session 
exchanges the information needed to open up the Subsequent 
data connections. Voice-over-IP is another example where a 
connection includes a control session and a data session. To 
implement effective security policies and to access threats 
competently, the parent session and the child sessions should 
be handled by the same owner packet processor. In this man 
ner, the owner packet processor can correlate State between 
the parent and child sessions for effective security policy 
enforcement. 

In embodiments of the present invention, the packet pro 
cessing manager performs stateful decoding of the parent 
session to predict the child sessions. In embodiments of the 
present invention, the packet processing manager includes a 
predict flow table 200 (FIG. 5) configured to store predict 
flow entries. When a child session is predicted, it is often not 
possible to predict the session with enough detail for a com 
plete full entry to be made in the global flow table. For 
example, the packet processing manager may be able to iden 
tify the destination port from the IP address but the source 
port may not be known yet. Accordingly, a predict flow entry 
is created in the predict flow table 200 with the value of one or 
more data fields being unknown. In embodiments of the 
invention, wildcards are used in data fields of the flow iden 
tifier to indicate the value is unknown. In one embodiment, 
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the wildcard data fields have a value of Zero to indicate that 
the exact value of the data field is unknown. 

FIG. 9 illustrates a predict flow table in embodiments of the 
present invention. Referring to FIG.9, a predict flow table 200 
contains a mapping of predict keys to parent flow identifiers. 
Four example entries 204,206, 208 and 210 are shown in FIG. 
9. The predict key may include the source address, the desti 
nation address, the source port, and the destination port. The 
parent flow identifier contains the flow key for the parent flow 
and also the slot number and packet processor number of the 
owner packet processor of that parent flow. A wildcard may 
be used in one or more of the data fields in the predict key to 
allow a child session to be matched to the predict flow. For 
example, in entry 206, the source port field is wildcard, while 
in entry 210, the source address is wildcard. In one embodi 
ment, the predict key includes the 5-tuple information of a 
flow and one or more fields of the 5-tuple information can 
have a wildcard value. 

FIG. 10 is a flow chart illustrating a predict flow method 
according to one embodiment of the present invention. In 
embodiments of the present invention, the predict flow 
method 700 may be implemented in security device 102 of 
FIG. 2 including multiple packet processing cards and a 
packet processing manager. Referring to FIG. 10, a packet 
processing card PPCn receives data packets for a connection 
session that indicates a parent session with a child session to 
be determined (702). The packet processing card PPCn sends 
a “Predict Add message with the data packet to the packet 
processing manager (704). Upon receipt of the Predict Add 
message, the packet processing manager adds a predict flow 
entry in the predict flow table using the parent flow identifier 
and wildcards in the fields of the predict key (706). 

Subsequently, when a data packet is received belonging to 
a child session, the data packet will beforwarded to the packet 
processing manager with a Flow Unknown message as the 
flow is not yet established in the global flow table or any of the 
local flow tables. The packet processing manager, upon 
receipt of the Flow Unknown message, looks up the flows in 
the global flow table (708). When the data packet does not 
match any flow entry in the global flow table, the packet 
processing managerlooks up the flow in the predict flow table 
(710). In some embodiments, the table lookup for the global 
flow table and the predict flow table can be performed simul 
taneously. When a predict match is not found in the predict 
flow table (712), the predict processing is terminated (714) 
and the packet processing manager returns to normal process 
ing for assigning an owner packet processor for the data 
packet. 

However, when a predict match is found in the predict flow 
table (712), the packet processing manager adds a tentative 
flow entry in the global flow table using the parent flow 
identifier (716). In embodiments of the present invention, the 
global flow table further includes a predict flag indicating the 
entry has matched a predict table entry. For a tentative flow 
entry the results from a predict match, the predict flag in the 
entry is set. In the global flow table, the owner packet proces 
sor for the parent session will be automatically assigned as the 
owner packet processor for the child session. No owner 
assignment process needs to be performed. The packet pro 
cessing manager sends an Owner Message for the new flow 
(child session) with the data packet to the owner packet pro 
cessor (718). The Owner Message is sent with the predict flag 
set to indicate this is a predict match. 
The owner packet processor verifies the new flow belongs 

to the predicted parent-child session (720). When the new 
flow is verified, the owner packet processor sends a Session 
Bind message to the packet processing manager (722). The 
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packet processing manager adds the forward and reverse 
flows in the global flow table and binds the flow entries of the 
now resolved session. The owner packet processor then pro 
cesses the data packet and applies security policy (724). In 
this manner, sessions that have a parent-child relationship are 
assigned to the same owner packet processor so that they can 
be policed accordingly. 

In embodiments of the present invention, the predict flow 
table 200 is implemented using a content-addressable 
memory (CAM). In particular, in one embodiment, the pre 
dict flow table 200 is implemented as a ternary CAM or 
TCAM which allows for a matching state of “Don’t Care” or 
wildcard for one or more bits in the stored dataword. In other 
embodiments, the predict flow table and the global flow table 
are formed as separate logical components of the same 
memory device. 

Furthermore, in embodiments of the present invention, the 
predict flow entry is deleted once a child session is matched. 
In most cases, the predict flow entries have a short life-span as 
the child session is usually created within a very short time 
frame from the parent session. 

Event Aggregation in a Distributed System 
In a security device implemented as a distributed system, 

the security device needs to keep track of events across all 
packet processors in the system in order to implement coor 
dinated security policies. In embodiments of the present 
invention, a security device uses a hardware offload engine to 
manage messages between the independent and distributed 
processing resources so as to maintain event statistics effec 
tively in a distributed system. In embodiments of the present 
invention, the security device implements a multicast push 
notification scheme to monitor event counts that have 
exceeded a given threshold. The hardware offload engine and 
the multicast push notification scheme reduce Software over 
head for event statistics management. 

Returning to FIG. 5, to facilitate coordination of event 
statistics across the distributed system, the packet processing 
manager is implemented with a set of global event counters 
300 in communication with a counter memory 310. The glo 
bal event counters 300 provide a large number of counters that 
can be configured by Software with each counter being iden 
tified by a global counter identifier. Once configured, any 
packet processor in the security device can send a message to 
the packet processing manager to increment, decrement, or 
simply query the counter value of one or more events. In 
addition, the event counters can be configured with thresholds 
and when a counter value Sum exceeds its corresponding 
threshold, the packet processing manager will cause mes 
sages to be sent to a group of packet processing cards that are 
providing the counter values for the event. 

In one embodiment, the packet processing manager 
includes the message processor 190 to implement message 
based communication with the packet processor cards over 
the switching fabric. The message processor 190 is capable of 
both unicast and multicast message exchange. As will be 
explained in more detail below, the message processor 190 
handles multicast push notification to the packet processing 
cards in response to the status of the event counters. 

FIG. 11 illustrates a configuration of the global event 
counters 300 in embodiments of the present invention. Refer 
ring to FIG. 11, the set of global event counters maintained by 
the packet processing manager includes accumulative 
counters 850, also referred to as accumulators. Accumulators 
850 are used to sum events across all the packet processors in 
the security device and present a global indication that a 
counter threshold has been met. Each accumulator for an 
event is identified by a counter identifier (counter ID) and is 
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associated with a global threshold value and a global counter 
Sum. In some embodiments, the global threshold value 
includes a high threshold value and a low threshold value. 
Accumulators 850 are a table capable of storing a large num 
ber of event counters for the events being processed by the 
security device. 

In a distributed system, accumulating errors can occur 
when Summing event counts across the packet processors, 
Such as when an event counter message is lost or a packet 
processor restarts. To avoid accumulating error, the packet 
processing manager maintains the counter memory 310 of 
FIG.5 for storing local values of each event counter for each 
packet processor reporting count values. The local values of 
an event counter stored in the counter memory 310 are 
referred to as instances of the event counter or an Accumula 
tor Instance Counter (AIC). FIG. 11 illustrates three 
examples of Accumulator Instance Counters 870a-c. AIC 
870a stores local counter values for an event 1, AIC 870b 
stores local counter values for an event 2, and AIC 870c stores 
local counter values for an event 3. The sum of the local 
counter values is the counter Sum stored in the global event 
counters corresponding to each event. 
As thus configured, each packet processor sends, via an 

event counter message, its current value for an event counter 
instead of an increment value. The packet processing man 
ager processes the current counter value sent by a packet 
processor and stores the updated current value for that packet 
processor for that event in the respective AIC. Thus, any error 
that may lead to a count error, Such as a lost message or a 
packet processor restarting, is only transient and the counter 
sum will correct itself when the packet processor sends the 
next updated current counter value with the correct counter 
value. 
The set of global event counters maintained by the packet 

processing manager further includes rate counters 860. Rate 
counters 860 track the number of times an event occurs in a set 
time frame. Each rate counter for an event is identified by a 
counter identifier (counter ID) and is associated with a global 
threshold value, a global maximum value and a global fill rate. 
Rate counters 860 are formed as a table capable of storing a 
large number of event counters for the events being processed 
by the security device. In embodiments of the present inven 
tion, the rate counters 860 are implemented as token buckets. 
Accordingly, the rate counter for each event counter specifies 
the maximum number of tokens that will fit in the bucket and 
the fill rate in tokens per second. 

In operation, an event query is sent by a packet processor 
which attempts to acquire one or more tokens. If the query is 
Successful, then the packet processor can assume that the 
event is occurring at a conforming state. If the fill rate has 
exceeded the threshold, the event query will receive a non 
acknowledgement response, indicating that the event is non 
conforming. 

FIG. 12 illustrates an example event counter message that 
may be sent by a packet processor to the packet processing 
manager. Referring to FIG. 12, an event counter message 900 
includes the event counter identifier (counter ID) to identify 
the event counter the message intends for. The message 900 
further includes a group identifier to indicate the group of 
packet processors currently reporting count value for that 
event. The message further includes a count value which is the 
total local counter value for that event. 
A packet processor may send the event counter message 

900 to the packet processing manager to perform the follow 
ing tasks: (1) to allocate an event counter (accumulator or 
event rate counter) and return a counter identifier; (2) to 
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update specified event counter via set, increment, or decre 
ment operations; and (3) to release an event counter by pro 
viding the count identifier. 

In one embodiment, to avoid accumulating errors when 
aggregating event count values from multiple sources, each 
packet processor reports its total local counter value and uses 
the Set commend. The packet processing manager updates 
the global counter Sum by first Subtracting the previous local 
counter value stored in the respective AIC and then adding the 
current local counter value provided in the message. In this 
manner, any error in the total local counter value will only be 
transient and will be corrected at the next counter value 
update. 

In embodiments of the present invention, each event 
counter message can be configured to handle multiple event 
counters so that a single message can be sent to ensure all 
events are conforming before the packet processor creates 
sessions. 

In embodiments of the present invention, each packet pro 
cessing card in the security device stores local counter values 
for the event counters it is maintaining so that the packet 
processors on the card do not have to send count value updates 
continuously. FIG. 13 is a schematic diagram of a packet 
processing card in an alternate embodiment of the present 
invention. The packet processing card in FIG. 13 is con 
structed in a similar manner as the packet processing card 160 
in FIG.3 and like elements are given like reference numbers 
and will not be further described. Referring to FIG. 13, a 
packet processing card 800 includes a statistics engine (stats 
engine) 810 for maintaining event statistics for flows handled 
by the packet processing card. The stats engine 810 is in 
communication with a local counter memory 820. The local 
counter memory 820 stores local values of event counters 
associated with the flows the packet processing card is pro 
cessing. 

In embodiments of the present invention, the local counter 
memory stores the local counter values for each event counter 
and also a local threshold value. When the local counter value 
for an event reaches the local threshold value, the stats engine 
810 sends an event counter message to the packet processing 
manager to update the global count Sum. In this manner, the 
stats engine 810 only needs to update the global counter Sum 
periodically and latency in the security device due to event 
counter messages is minimized. In one embodiment the local 
threshold value is selected so that even when the local thresh 
old value for an eventis exceeded on all the packet processing 
cards processing the same event, the global counter Sum for 
that event is still below that of the policy enforcement limit. 

Multicast Push Notification 
In embodiments of the present invention, the packet pro 

cessing manager implements a multicast push notification 
scheme to notify packet processors when an event counter has 
exceeded a global threshold. As described above, an event 
counter in the global event counters, such as accumulators 
850 or rate counters 860, is associated with a global threshold 
value. When the global threshold value is exceeded by the 
global counter Sum, the packet processing manager sends a 
multicast notification message to the interested packet pro 
cessors indicating the event counter identifier and that the 
event count has entered a non-conforming state. In embodi 
ments of the present invention, the interested packet proces 
sors are those identified by the group identifier in the event 
count message as belonging to the group of packet processors 
that are keeping track of statistics of that event counter. 

Each packet processor, upon receipt of the multicast noti 
fication message, transitions the local state for that event 
count to the non-conforming state. When an event counter is 
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in a conforming mode, the counter value update messages for 
the group of packet processors are sentasynchronously where 
each packet processor reports a count value when the count 
value reaches the local threshold. Also, the packet processor 
may create a new connection session independently without 
consulting with the packet processing manager or other man 
agement processor. 

However, when the event counter is in a non-conforming 
state, the packet processors have to query the packet process 
ing manager for the global counter Sum. Each packet proces 
Sor has to wait for a response to its query before proceeding 
with decisions based on event states. Furthermore, the packet 
processors report the local counter values to the packet pro 
cessing manager more frequently. 
As the packet processors make queries of the global count 

Sum, the global count Sum for that event counter may drop 
below the threshold and re-enter a conforming state. When 
this occurs, the packet processing manager sends a multicast 
message to the interested packet processors informing them 
that the event counter is now in a conforming state and the 
packet processors can return to an asynchronous mode of 
operation. 

In one embodiment, the global threshold value comprises a 
high threshold value and a low threshold value. When the 
global counter Sum exceeds the high threshold value, the 
event counter enters the non-conforming state. Once the glo 
bal counter sum exceeds the high threshold value, the global 
counter sum has to drop before the low threshold value before 
the event counter can return to the conforming state. The 
hysteresis provided by the high threshold value and the low 
threshold value ensures that an event counter does not chatter 
between the conforming and non-conforming states. 

Although the foregoing embodiments have been described 
in Some detail for purposes of clarity of understanding, the 
invention is not limited to the details provided. There are 
many alternative ways of implementing the invention. The 
disclosed embodiments are illustrative and not restrictive. 
What is claimed is: 
1. A security device for processing a plurality of network 

flows, comprising: 
one or more packet processing cards, each packet process 

ing card having one or more packet processors formed 
thereon, each packet processing card having a data port 
for receiving and transmitting data packets and a local 
flow table, the one or more packet processors on each 
packet processing card being configured to receive 
incoming data packets associated with one or more net 
work flows, at least one of the packet processors being 
assigned as an owner of one or more networkflows, and 
each packet processor processing data packets associ 
ated with network flows for which it is the assigned 
owner and each networkflow being assigned to only one 
owner packet processor, each owner packet processor 
processing data packets associated with a network flow 
to enforce a security policy; 

a packet processing manager configured to assign owner 
ship of network flows to the one or more packet proces 
sors on the one or more packet processing cards, the 
packet processing manager comprising a global flow 
table containing entries mapping network flows to 
packet processor ownership assignments; and 

a Switching fabric in communication with the one or more 
packet processing cards and the packet processing man 
ager, 

wherein, in response to the packet processing manager 
receiving a first data packet belonging to a first network 
flow for which no entry for the first network flow is 
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found in the global flow table, the packet processing 
manager assigns a first packet processor on a first packet 
processing card as the owner of the first network flow 
and adds an entry to the global flow table mapping the 
first network flow to the first packet processor as the 
owner of the first network flow, the entry being in a 
tentative state, the packet processing manager informs 
the first packet processor of the ownership assignment 
and forwards the first data packet to the first packet 
processor, and, in response to the first packet processor 
accepting the ownership assignment and in response to 
receiving at a second packet processor a second data 
packet belonging to the first network flow, the packet 
processing manager store a binding entry in the global 
flow table mapping the first network flow to the owner 
packet processor, the second packet processor learns of 
the ownership assignment of the first network flow from 
the packet processing manager, the packet processing 
card associated with the second packet processor storing 
in the local flow table an entry mapping the first network 
flow to the first packet processor ownership assignment 
and the second packet processor forwards the second 
data packet to the first packet processor for processing. 

2. The security device of claim 1, wherein the packet pro 
cessing manager comprises a software module applying own 
ership assignment policies to assign ownership of network 
flows to the one or more packet processors. 

3. The security device of claim 1, wherein the one or more 
packet processors store in the local flow table of the associ 
ated packet processing card the packet processor ownership 
assignments that are learned from the packet processing man 
ager, and each packet processor, in response to receiving a 
data packet belonging to a networkflow that it is not an owner 
of forwards the received data packet to the owner for pro 
cessing when an ownership assignment for the network flow 
associated with the received data packet is found in the local 
flow table. 

4. The security device of claim3, wherein a packet proces 
sor forwards a received data packet to the packet processing 
manager when no entry for the network flow is found in the 
local flow table, the packet processing manager is configured 
to assign an owner or is configured to inform the packet 
processor that forwarded the received data packet of the own 
ership assignment already made. 

5. The security device of claim 1, wherein each received 
data packet is associated with a network flow identified by a 
flow identifier, the packet processing manager encoding an 
owner packet processor assignment for a flow in the flow 
identifier, the owner packet processor being identified by a 
slot number identifying a packet processing cardon which the 
owner packet processor is located and by a packet processor 
number identifying one of the one or more packet processors 
on that packet processing card. 

6. The security device of claim 1, wherein the packet pro 
cessing manager informs the first packet processor of the 
ownership assignment of the first networkflow by sending an 
owner message with the first data packet to the first packet 
processor, and the first packet processor accepts the owner 
ship assignment by sending a session bind message with 
forward and reverse flow information associated with the first 
network flow. 

7. The security device of claim 1, wherein each packet 
processor processes data packets associated with a forward 
flow and a reverse flow of a network flow for which it is the 
assigned owner. 

8. The security device of claim 1, wherein the packet pro 
cessing manager further comprises an awareness mask for 
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each entry of the network flow to packet processor ownership 
assignment, the awareness mask being an indication of one or 
more packet processing cards having been informed of the 
ownership assignment of the network flow, the packet pro 
cessing manager updating the awareness mask to indicate the 
first packet processing card being informed of the ownership 
assignment of the first network flow. 

9. The security device of claim 1, wherein the packet pro 
cessing manager stores a binding entry in the global flow table 
mapping the first networkflow to the owner packet processor 
by changing the tentative state of the entry in the global flow 
table to a bind state in response to the packet processing 
manager receiving a message indicating acceptance of the 
ownership assignment. 

10. A method for processing a plurality of networkflows in 
a security device comprising a plurality of packet processing 
cards communicating through a Switching fabric, each packet 
processing card including one or more packet processors, the 
method comprising: 

receiving a data packet at a packet processing card; 
looking up a network flow associated with the data packet 

in a local flow table; 
in response to the networkflow not being found in the local 

flow table, forwarding the data packet to a packet pro 
cessing manager, 

looking up the network flow in a global flow table at the 
packet processing manager, the global flow table con 
taining entries mapping network flows to packet proces 
sor ownership assignments; 

in response to the network flow not being found in the 
global flow table, assigning, at the packet processing 
manager, ownership of the networkflow associated with 
the received data packet to a packet processor on one of 
the packet processing cards; 

adding an entry to the global flow table mapping the net 
workflow to the owner packet processor, the entry being 
in a tentative state; 

sending a message with the received data packet from the 
packet processing manager to the assigned packet pro 
cessor informing the assigned packet processor of the 
ownership assignment; 

receiving a message at the packet processing manager from 
the assigned packet processor indicating acceptance of 
the ownership assignment, the assigned packet proces 
Sor becoming the owner packet processor, 

storing a binding entry in the global flow table mapping the 
network flow to the owner packet processor, and 

processing the data packet at the owner packet processor, 
wherein each packet processor processes data packets 
associated with network flows for which it is the 
assigned owner packet processor, each network flow is 
assigned to only one owner packet processor and each 
owner packet processor processes data packets associ 
ated with a network flow to enforce a security policy. 

11. The method of claim 10, wherein assigning, at the 
packet processing manager, ownership of the network flow 
associated with the received data packet to the packet proces 
sor on one of the packet processing cards comprises: 

assigning the packet processor ownership based on an 
ownership assignment policy. 

12. The method of claim 11, wherein the ownership assign 
ment policy comprises one or more factors selected from 
loading conditions of the one or more packet processors, 
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random selection, or a packet processor associated with an 
ingress packet processing card. 

13. The method of claim 10, wherein storing the binding 
entry in the global flow table mapping the network flow to the 
owner packet processor comprises: 

changing the tentative state of the entry in the global flow 
table to a bind state in response to the packet processing 
manager receiving a message indicating acceptance of 
the ownership assignment. 

14. The method of claim 10, wherein receiving the message 
at the packet processing manager from the assigned packet 
processor indicating acceptance of the ownership assignment 
comprises: 

receiving a message with a forward and reverse flow infor 
mation at the packet processing manager from the 
assigned packet processor indicating acceptance of the 
ownership assignment. 

15. The method of claim 14, wherein storing the binding 
entry in the global flow table mapping the network flow to the 
owner packet processor comprises: 

storing binding entries for the forward and reverse flows in 
the global flow table mapping the network flow to the 
owner packet processor. 

16. The method of claim 10, further comprising: 
in response to the network flow being found in the global 

flow table, sending a message from the packet process 
ing manager to the packet processing card receiving the 
data packet informing the receiving packet processing 
card the ownership assignment for the network flow: 

adding an entry in the local flow table of the packet pro 
cessing card receiving the data packet, the entry map 
ping the network flow to the owner packet processor; 

forwarding the data packet from the packet processing 
manager to the owner packet processor, and 

processing the data packet at the owner packet processor. 
17. The method of claim 16, further comprising: 
storing in the global flow table an indication of one or more 

packet processing cards having been informed of the 
ownership assignment of the network flow. 

18. The method of claim 17, further comprising: 
receiving a message at the packet processing manager that 

the network flow has terminated; 
retrieving the indication identifying one or more packet 

processing cards being informed of the ownership 
assignment of the terminated network flow; and 

sending a message from the packet processing manager to 
the identified packet processing cards to delete the entry 
associated with the terminated network flow in the 
respective local flow tables. 

19. The method of claim 18, further comprising: 
sending, from the identified packet processing cards, flow 

statistics associated with the terminated network flow to 
the owner packet processor. 

20. The method of claim 10, further comprising: 
in response to the network flow being found in the local 

flow table, forwarding the data packet to the owner 
packet processor identified in the local flow table as the 
owner of the network flow; and 

processing the data packet at the owner packet processor. 
k k k k k 
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