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An Empirical Study of Secure MPEG Video TransmissionsIskender Agi and Li GongSRI InternationalComputer Science Laboratory333 Ravenswood AvenueMenlo Park, California 94025, U.S.A.e-mail: iskender,gong@csl.sri.comURL: http://www.csl.sri.comAbstractMPEG (Moving Pictures Expert Group) is an in-dustrial standard for video processing and is widelyused in multimedia applications in the Internet. How-ever, no security provision is speci�ed in the standard.We conducted an experimental study of previously pro-posed selective encryption schemes for MPEG videosecurity. This study showed that these methods areinadequate for sensitive applications. We discuss thetradeo�s between levels of security and computationaland compression e�ciency.1 Introduction and MotivationMPEG (Moving Pictures Expert Group) is an in-dustrial standard for video processing. As networkbandwidth becomes more abundant, MPEG and itsvariant video coding techniques are increasingly usedin applications over the Internet, such as video dissem-ination and desktop conferencing. Awareness of secu-rity threats and incidents have prompted researchersto examine secure ways of encrypting MPEG tra�c.No provision for encryption was included for MPEGtransmissions. The very nature of MPEG encoding|the encoding of inherently spatially and temporally0Copyright (c) 1996 Institute of Electrical and ElectronicsEngineers. Reprinted from The Proceedings of the 1996 Sym-posium on Network and Distributed Systems Security.This material is posted here with permission of the IEEE.Internal or personal use of this material is permitted. However,permission to reprint/republish this material for advertising orpromotional purposes or for creating new collective works forresale or redistribution must be obtained from the IEEE bysending a blank email message to info.pub.permission@ieee.org.By choosing to view this document, you agree to all provisionsof the copyright laws protecting it.

correlated video|makes the encryption di�cult[4].The MPEG bit streams also contain resynchronizationsignals, for correcting transmission errors that also re-duce the security of the transmission.MPEG uses an asymmetric coding model whereencoding requires substantially more computationalpower than decoding. Adding security to MPEGtransmission usually involves encrypting parts or thewhole MPEG bit stream. It has been recognized thatcommonly available software and hardware encryp-tion mechanisms often cannot encrypt entire MPEGstreams without severely degrading performance andquality of service.In this paper, we examine previously proposed se-lective encryption schemes for secure MPEG transmis-sion. We �nd that these selective encryption schemeso�ers a limited level of security, especially for sensitiveapplications. For example, certain objects in the sceneare clearly visible even if the video sequence is \en-crypted". We suggest improvements to such schemes,evaluate their security, and discuss tradeo�s in higherencoding complexity and lower compression rate.2 MPEG and Its SecurityA video sequence consists of a string of time-indexed frames. Each frame is a still-color image ofa scene taken at a particular instant in time. TheMPEG encoder takes a color video sequence, com-presses that sequence using a combination of compres-sion schemes, and produces a serial bit-stream thatcan be sent over a communication medium. The con-version of the three-dimensional video sequence intoa one-dimensional bit stream allows the communica-tion medium to be any of a number of possibilities in-1
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An Empirical Study of Secure MPEG Video Transmissions ISOC-SNDSS '96cluding satellite, coaxial cable or even CD-ROM. AnMPEG decoder receives this bit stream and decodesit to reproduce a facsimile of the original video se-quence. We discuss MPEG-1 encoding, but based onour experiments these results also apply to MPEG-2.MPEG-1 video sequences typically use a framesize of 352 � 288 pixels displayed at a rate of 24-30 frames per second (FPS). Once encoded, the bit-stream of this typical video sequence is designed toreproduce a VHS-quality video at a transmission rateof 1.5Mb/sec. The MPEG encoder is not limited tothese typical values and can encode larger or smallerimage sizes and at varying quality settings, which af-fect the transmission rate accordingly.MPEG encoding of a video sequence requires manycompression steps. Each frame in the video sequenceis compressed using a combination of block-based mo-tion compensation to take advantage of interframetemporal redundancy, and discrete cosine transform(DCT)-based compression to take advantage of in-traframe spatial redundancy [2]. Each frame (or pic-ture) in the sequence is broken into 8� 8 pixel blocksfor interframe DCT compression and 16 � 16 pixelmacroblocks for intraframe motion compensation. A16 � 16 macroblock also includes two 8 � 8 chromi-nance blocks in addition to the four luminance blocksfor a total of six blocks per macroblock.A number of these blocks strung together form aslice (of a frame) that acts as a resynchronization unit.For standard size frames the number of slices per frameis one. Larger frame sizes may use more slices perframe. Then these slices combine to form a picture.A number of these pictures are grouped togetherto form a random access unit so that the video canbe viewed either forward or backward. This groupof pictures (GOP) has little or no dependence onthe pictures in adjacent GOPs. A GOP consists ofthree types of frames: intracoded frames (I), motion-estimated forward predicted frames (P), and motion-estimated bidirectional predicted frames (B) whoseframe dependency is shown in Figure 1.
I PBFigure 1: MPEG frame dependencyI-frames are encoded block by block, without re-

gard to previous or future frames. The encoder takesthe DCT of each 8� 8 block, transforming that blockinto its frequency-based representation. Since spa-tial signals have high local autocorrelation, most ofthe frequency information is located in the lower fre-quency terms. The encoder eliminates many of thehigher-order terms using quantization. The use oflossy compression increases the compression tremen-dously. The I-frame encoding uses the same schemeas JPEG (Joint Pictures Expert Group) encoding ofstill frames. This encoded I-frame is used as themotion-estimation reference for the other forward- andbidirectional-predicted frames.Forward-predicted (P) frames are encoded with ref-erence to the most recent previous I- or P-frame.Each macroblock undergoes motion-estimation searchto �nd the so-called best-�t vector relative to the refer-ence frame. This vector is then transmitted along withthe error between the macroblock and the motion-compensated macroblock from the previous frame en-coded using the DCT. The use of exhaustive searchalgorithms for motion estimation makes MPEG en-coding much more computationally demanding thandecoding. Macroblocks with no motion and no errorare marked as skipped blocks, and no further coding isperformed.Bidirectional-predicted (B) frames are coded withreference to both the immediately previous I or P ref-erence frame and the immediately future I or P refer-ence frame. The motion-estimation and encoding pro-cedure for B-frames is similar to the procedure usedto encode the P-frames: it includes the calculation ofthe best-�t motion vector and the coding of the errorterms using the DCT.The sequence of I-, P- and B-frames de�nes what iscalled the frame pattern of a GOP. The GOP alwaysbegins with an I-frame. Figure 2 shows the frame pat-tern of a typical MPEG sequence. The frame patternlength is the number of P- and B-frames until the nextI-frame. A GOP that ends with a P-frame has no en-coding dependence on the frames in the next GOP.However, if a GOP ends in a B-frame, then the encod-ing of that B-frame requires access to the �rst frameof the next GOP in the sequence.
I B PB B PBGOP GOP

Group Of Pictures (GOP)Figure 2: MPEG frame patternCopyright (c) 1996 IEEE. 2
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An Empirical Study of Secure MPEG Video Transmissions ISOC-SNDSS '96The compression, using spatial and motion tech-niques, yields a bit stream that is compressed evenfurther by the encoder using a variable-length (Hu�-man) coding. It is the combination of the quantizationand the run-length encoding that yields the greatestcompression in MPEG. This resulting bit stream be-comes the MPEG sequence with the addition of thenecessary sequence and GOP headers.2.1 Naive EncryptionThe most straight-forward method to achieve se-cure MPEG transmission would be to encrypt the en-tire MPEG bit-stream. Once received, the bit-streamwould be decrypted and decoded for display. Whilewholesale encryption is arguably the most secure en-cryption approach, selective encryption and decryp-tion, exploiting the MPEG structure, seems to o�eran encryption solution that reduces the computationconsiderably without compromising the security of thetransmission.One of these selective encryption schemes uses thefact that the decoder depends on the integrity of theI-frame to decode the P- and B-frames. Encryptionof the I-frame alone, in theory, would render the in-formation in the P- and B-frames useless. Encryptingbase frames alone allows the encryption to be imple-mented in software in real-time[6]. Wholesale encryp-tion and decryption of the MPEG bit-stream wouldrequire much faster processing and possibly dedicatedhardware.This base-frame encryption scheme does not ac-count for I-blocks (intracoded 8� 8 blocks) in the P-and B-frames. Under certain circumstances the se-curity of this scheme falls apart. We performed oneexperiment where text in the scene undergoes transla-tion. The resulting frame sequence was encoded andthe I-frames were encrypted. However, the text wasclearly readable when viewing the encrypted streamon a standard MPEG decoder.2.2 E�ects of I-Blocks in P- and B-FramesThe MPEG standard allows encoders to include I-blocks in the P- and B-frames. Encoders can chooseto encode certain blocks as I-blocks when the blockcannot be adequately motion-compensated. Frame se-quences with a large amount of motion often requiremore I-blocks in motion-compensated frames.If a frame contains an unencrypted I-block, blocksin subsequent frames using that block as a referencewould be correctly decoded until the next encrypted

I-frame. The inclusion of the I-blocks in P- and B-frames compromises the security of the transmission.There are two possible solutions to eliminate this prob-lem: force the encoder not to generate I-blocks outsidethe I-frame, or encrypt all I-blocks. We will explorethe latter option in a later section.2.3 Previous Work on Secure MPEGThere have been some attempts at securing MPEGtransmission. For example, Maples and Spanos per-form real-time, software encryption using selective en-coding of the I-frames. The encryption was performedon a 486-class machine for ATM transmission[5]. Inthis work, the headers and the I-frames in the MPEGstream are encrypted using DES encryption in the ci-pher block chaining (CBC) mode[8]. The CBC modeis a commonly used operation mode of DES and hasthe ability to recover property from bit-errors.In another example, Meyer and Gadegast have de-signed a new MPEG-like bit-stream called SECM-PEG that incorporates selective encryption, addi-tional header information to aid in bit-error recovery,and has high-speed software execution[6]. SECMPEGalso allows the use of both DES and RSA [7] encryp-tion algorithms.SECMPEG implements four levels of security. Atthe �rst level, SECMPEG encrypts the headers fromthe sequence layer down to the slice layer. The motionvectors and the DCT-coded blocks are unaltered. Atthe second level of security, SECMPEG encrypts partsof the I-blocks (presumably the DC and the lower ACterms of the DCT-encoded I-blocks) in addition to theencryption performed in the �rst level. At the thirdlevel of security, SECMPEG encrypts I-frames and allI-blocks. At the fourth level, SECMPEG performswholesale encryption.Since SECMPEG requires major additions andchanges to the standard MPEG bit stream headers, aSECMPEG bit stream is not compatible with a stan-dard MPEG bit stream. A special encoder and de-coder would be required to view unencrypted SECM-PEG bit streams.3 Weakness in Selective EncryptionAs mentioned earlier, one proposed selective en-cryption algorithm encrypts only the I-frames ofMPEG video [5]. This selective method appears at-tractive because it can signi�cantly reduce the amountof encryption and decryption. The percentage of re-duction depends on many factors, such the frequencyCopyright (c) 1996 IEEE. 3
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An Empirical Study of Secure MPEG Video Transmissions ISOC-SNDSS '96of I-frames, the particular encoder used, and the ac-tual video sequence. In a typical frame sequence oflength 10, the I-frames and I-blocks can take from 30to 60 % of bit stream, depending on the amount ofmotion in the scene and the type of encoder.The security rational behind this proposal is thatsince I-frames carry the basic information, if they areunavailable to an eavesdropper, then the P- and B-frames become useless even though they are transmit-ted unencrypted. By restricting the encryption anddecryption to the I-frames, this method reduces thecryptographic computation by half. This reduction issigni�cant because the decryption of the I-frames andI-blocks can take as much as one-third of the decodingtime[6].However, a little cryptanalysis (e.g., [3]) would re-veal that, although a single P- or B-frame on its own ismeaningless without the corresponding I-frame, a se-ries of P- or B-frames carries much information if theirbase frames are correlated. For example, in a MPEGsequence of an ongoing meeting, the base frames (theI-frames) often contain images of the same people inthe same surrounding, which are clearly related. Thuswe expect that for such MPEG sequences the simpleselective encryption method [5, 6] would not be ableto provide a high level of security.To verify our hypothesis, we conducted a series ofexperiments. The experiment environment and set upis as follows. The structure of our experimental sys-tem is as shown in Figure 3. We wrote the encryptionroutine that encrypts video output from a MPEG en-coder and modi�ed the MPEG encoder code accord-ingly. More speci�cally we used the parallel MPEG-1encoder developed at SRI [1] and the MPEG-2 encoderby Chad Fogg, used DES in cipher-feedback mode togenerate a cipher stream, and exclusive-or the cipherstream with the MPEG stream.1 The routine can op-tionally encrypt I-frames only, or including all I-blocksalso, or all P-frames in addition to all I-blocks.For convenience, this study would need a video de-coder to play encrypted video sequences, and we de-cided to use o�-the-shelf products to keep customiza-tion at a minimum. This decision brings certain con-straints. For example, we cannot easily experimentwith the e�ect of encrypting header information.21Strengthening the crypto algorithm and the encryptionmethod does not a�ect the conclusions of our experiments be-cause we do not exploit weaknesses in the underlying encryptionalgorithm and method.2It seems unwise to depend security on hiding the headerinformation, because the header information may be availablethrough other means, tends to be guessable, can be exhaustivelysearched, or may be broken by plaintext-ciphertext pairs.
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Figure 3: System architecture of experimentEventually, we chose the player for Windows, VMPEG(by Stefan Eckart, version 1.6a \lite", 1995), and runit under MS WFW3.1 on an Intel 486 at 100 MHz.We chose VMPEG because it had the best toleranceto bit-errors of all the decoders that we sampled. It re-covers from bit-errors, by making reasonable assump-tions on what may have been corrupted. The MPEGsequences were encoded on Sun SparcStations.We encoded a few di�erent types of sequences, en-crypted them while adjusting the parameters to var-ious values. It is impossible to report all the detailsin this paper, but the two examples we chose are suf-�cient to illustrate the general conclusions. Table 1shows the number of bits per frame type in the twoexample sequences. The absolute numbers can changebased on many factors, but the important thing tonote is that the percentage of bits in the P- and B-frames increases as the amount of motion in the sceneincreases.Table 1: Bits per frame type (percentage of total) withI-frame frequency = 1/10Frame type \Miss America" \Flowers"I 669186 (57.77%) 3267000 (37.24%)P 230202 (19.88%) 4855320 (55.34%)B 258804 (22.35%) 650888 (7.42%)As one example, we encoded a MPEG video of MissAmerica sitting behind a desk and speaking to thecamera. Figure 4 shows a typical decoded frame fromthe \Miss America" video sequence. We chose theMiss America sequence because it is a good represen-tation of video conferencing, where a single person isseated in the scene and there is relatively small amountof movement.Copyright (c) 1996 IEEE. 4
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Figure 4: Miss America I: unencryptedWe then modi�ed the MPEG encoder to encryptthe I-frames and played the ciphertext directly on aMPEG player. Because of the interframe correlation,we can clearly see that the video sequence contains aperson speaking and can also make out some of thefeatures of the person. A revealing frame from theencrypted sequence is shown in Figure 5.

Figure 5: Miss America II: \encrypted"The lack of security can in fact be much worse un-der some circumstances, for example, if there is a greatdeal of motion in the scene. The next video exampleillustrates how the selective encryption scheme can fallapart. Figure 6 shows a frame from the \
owers" videosequence taken on a moving platform at the bottomof a slope panning across a scene that contains housesand a 
ower garden. The e�ect appears to be treesmoving towards left against a background of 
owers

and terrace houses. The \
owers" video contains ob-ject in the scene that move in both directions simul-taneously.

Figure 6: Flowers I: unencryptedWe encrypted the I-frames in this sequence andplayed the encrypted stream directly on the VMPEGplayer. Figure 7 clearly shows that parts of that frameare e�ectively in plain view. Great portions of thevideo are visible partly due to interframe correlationand mainly from unencrypted I-blocks in the P- andB-frames. Therefore, encrypting I-frames only mayleave visible I-blocks in other frames.

Figure 7: Flowers II: \encrypted"These two examples have demonstrated clearlythat, contrary to some previous proposals, MPEGvideo cannot be secured by simply encrypting the en-coded I-frames. Of course, security measure is largelya matter of the system requirements. So, simple selec-tive encryption may be su�cient for certain applica-tions, such as cable television broadcast of pay chan-nels, where quality of service supersedes high securityas the driver. However, we feel that a wide range ofCopyright (c) 1996 IEEE. 5
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An Empirical Study of Secure MPEG Video Transmissions ISOC-SNDSS '96applications would require a much higher level of se-curity for MPEG video. For example, suppose a per-son in Cupertino, California, is giving a con�dentialpresentation on Apple Computer's �nances, which istransmitted to a group of investors in New York Citythrough the Internet using MPEG encoding. Using I-frame selective encryption, it is likely that some por-tions of the text used in the presentation (e.g., dollarnumbers projected overhead) would be visible to aneavesdropper, and this level of security is clearly un-acceptable.4 Tradeo�s in Encrypting MPEGIn this section, we suggest a few methods to im-prove MPEG security and discuss trade-o�s betweenperformance and the level of security.4.1 Changing I-Frame FrequencyA simple security improvement in selective MPEGencryption is to increase the frequency of the I-frames.The increase in encrypted I-frames would reduce theinterframe correlation. At the maximum frequencythe entire video sequence is composed only of I-framesresulting in the encryption of the entire sequence. Thisscheme is obviously quite secure but compression andspeed would be much degraded. Selective encryptionis intended to add security without reducing the com-pression enjoyed by using P- and B-frames.We encrypted a few sequences with increasing I-frame frequencies. By viewing these encrypted videos,we observed that as the I-frame frequency increasesthe amount of visible information decreases. We alsonoticed that often the encrypted sequence appearsquite secure well before the I-frame frequency reachesmaximum. For example, as the frequency of I-framesincreases to 1 in every 3 frames in encoding the \Flow-ers", we found that the most revealing frame looks likethe one shown in Figure 8.Here the frame looks random except certain smallareas (e.g., tree branches in the upper-left corner and
owers in the lower-right corner) appear una�ectedbecause we did not encrypt the I-blocks.As expected, when we increased the I-frame fre-quency to the maximum, the whole sequence appearedrandom. The case is the same with the \Miss Amer-ica" example, as shown in Figure 9.Based on our experiments, we feel that it is prob-ably infeasible to come up with a set of parametersthat will work reasonably well across a wide range ofdi�erent types of video that are common in various

Figure 8: Flowers III: higher I-frame frequencyapplications using MPEG. Thus it would be desir-able to build into MPEG encryption facility a controlmechanism to dynamically change I-frame frequencybased on video types. It would also be very usefulto conduct further experiments, using extensive videofootage, to obtain for various types of video streamsreference points (that correspond to di�erent securitylevels) and performance benchmarks. For example, alow level of encryption may be su�cient for scramblingvideos of ice-hockey matches, because of the rapidlychanging background and fast moving players. Onthe other hand, a snooker match (pool, in Americanterms) may require a di�erent set of parameters be-cause the snooker table is often shot from a few �xedangles and typically only one or two balls would moveat one time. These data could guide further secureMPEG development and �ne tuning of application-speci�c MPEG security parameters.

Figure 9: Miss America IV: fully encryptedCopyright (c) 1996 IEEE. 6
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An Empirical Study of Secure MPEG Video Transmissions ISOC-SNDSS '964.2 Encrypting I-Blocks and P-FramesTo further improve security, we experimented withencrypting all of I-blocks in the P- and B-frames inaddition to encrypting all I-frames. We found thatthis increases security signi�cantly, making it possibleto reduce the I-frame frequency and improving com-pression while maintaining the same level of security.Figure 10 shows that by encrypting I-blocks, the fol-lowing quality of encryption is obtained even thoughthe I-frame frequency is only 1 in every 6.

Figure 10: Flowers IV: I-blocks encryptedAnother improvement we experimented was to en-crypt the P-frames. Our intuition was that encryptingthe P-frames is more economical than increasing theencrypted I-frame frequency because the former doesnot cause the video size to increase. Both methodswould increase the computation load, although the for-mer is less costly because it results in smaller encodedstreams.We encrypted a series of video sequences, with dif-ferent I-frame frequencies and di�erent encryption op-tions. We found that encrypting the P-frames does notappear to add signi�cant security value, if we alreadyencrypt all I-blocks in all frames. We suspect that thisobservation might be due to other reasons, includingthe precision and sensitivity of the observation instru-ments (in our case, our eyes) and the performance ofthe video player we used. More powerful cryptanaly-sis tools may discover improvement in security levelswhen P-frames are encrypted, and further study inthis direction is necessary.4.3 Trade-O�sIncreasing the I-frame frequency not only meansthat there are more frames to encrypt but, because

of the nature of MPEG, also a�ects the e�ectivenessof video compression (thus increasing the total size ofthe MPEG bit-stream). For example, in the \Flowers"sequence, increasing from 1 in every 12 frames to 1 inevery 3 nearly doubles the video size. Table 2 belowdetails the changes in video sizes with di�erent I-framefrequencies.Table 2: Video sizes (in bytes) at di�erent I-framefrequenciesI-frame \Miss America" \Flowers"frequency sequence sequence1/12 134470 10776881/9 156837 11671721/6 199582 13624421/3 329719 19526271/1 859617 4118235Therefore, there is a clear trade-o� between increas-ing the I-frame frequency (and thus security level) andincreasing encryption performance and compressionratio (or in other words, reducing network bandwidthconsumption). Our experiments generally con�rm thetrend illustrated in Figure 11.
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I-frame frequencyFigure 11: Trade-o� between security, performance,and bandwidth consumption5 Summary and Future WorkMPEG-1 (and MPEG-2) is a popular standard forvideo processing and is widely used in applicationssuch as desk-top video conferencing [2]. Given cur-rently available hardware and software encryption de-vices and the demand in MPEG usage, it is commonlyaccepted that encrypting the full MPEG stream wouldbe too slow for real-time applications, especially in anenvironment such as the Internet. The selective en-cryption method [5, 6] where the I-frames (and some-Copyright (c) 1996 IEEE. 7
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An Empirical Study of Secure MPEG Video Transmissions ISOC-SNDSS '96times I-blocks also) are to be encrypted, has been pro-posed to be an economical and secure substitute forfull encryption.In this paper we have reported an empirical study ofMPEG video encryption. We found that these meth-ods are not adequate for sensitive applications. Specif-ically, our experiments con�rmed our intuition thatencrypting I-frames alone may not be su�ciently se-cure for some types of video. We have given exampleswhere by playing back \encrypted" video sequenceson regular MPEG players, one can clearly see pat-terns of movement and sometimes even large chunksof plaintext video. We conducted experiments withboth MPEG-1 and MPEG-2 and obtained similar re-sults.There are several obvious ways of improvement.First, by increasing the I-frame frequency, better se-curity can be obtained but at the expense of increasedvideo size, a higher network bandwidth consumption,and higher computational complexity for encryptionand decryption. Moreover, encrypting the I-blocks inall frames improves security, does not a�ect the band-width consumption, and should be considered an alter-native to increasing the I-frame frequency. Additionalencryption of the P-frames does not seem to improvesecurity, but warrants further investigation.There are a number of interesting issues for furtherstudy. One is to investigate other ways in which avideo stream can be broken into frames or layers, andthe applicability and the security of selective encryp-tion in such situations. Another useful e�ort is to col-lect data on a wide range of video samples and obtainapproximate parameters for e�ective and e�cient en-cryption. Analytical results will provide deeper insightinto the (in)security of selective encryption. Finally,it may be worthwhile to examine the di�erent ordersin which compression, error correction coding, and en-cryption are performed, and see if some arrangementssubstantially improve security and performance.References[1] Iskender Agi and R. Jagannathan. A PortableFault-Tolerant Parallel Software MPEG-1 En-coder. In B. Furht and M.H. Hamza, editors,Proceedings of the Second IASTED/ISMM In-ternational Conference on Distributed MultimediaSystems and Applications, Stanford, CA, August1995.[2] D. Le Gall. MPEG: A video compression standardfor multimedia applications. Communications of
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