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DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

1. A method comprising:
receiving, by each of a plurality of packet security gate-
ways associated with a security policy management
server and from the security policy management server,
a dynamic security policy that comprises at least one
rule specifying application-layer packet-header infor-
mation and a packet transformation function compris-
ing a packet digest logging function to be performed on
packets comprising the application-layer packet-header
information;
receiving, by a packet security gateway of the plurality of
packet security gateways, packets associated with a
network protected by the packet security gateway:
identifying, by the packet security gateway, from amongst
the packets associated with the network protected by
the packet security gateway. and on a packet-by-packet
basis, one or more packets comprising the application-
layer packet-header information;
performing, by the packet security gateway and on a
packet-by-packet basis, the packet transformation func-
tion on each of the one or more packets comprising the
application-layer packet-header information, wherein
the performing the packet transformation function
comprises
identifying a subset of information specified by the
packet digest logging function for each of the one or
more packets comprising the application-layer
packet-header information;
generating, for each of the one or more packets com-
prising the application-layer packet-header informa-
tion, a record comprising the subset of information
specified by the packet digest logging function: and
reformatting, for each of the one or more packets
comprising the application-layer packet-header
information, the subset of information specified by
the packet digest logging function in accordance
with a logging system standard; and
routing, by the packet security gateway and on a packet-
by-packet basis, to a monitoring device each of the one
or more packets corresponding to the application-layer
packet-header information in response to the perform-
ing the packet transformation function.
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function on comprises drpping. by the
packet secunity gateway, the each of the one or more packets
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1. A method comprising:

receiving, by each of a plurality of packet security gate-
ways associated with a security policy management
server and from the security policy management server,
a dynamic security policy that comprises at least one
rule specifying application-layer packet-header infor-
mation and a packet transformation function compris-

besder information. and wherein the ing the packer digest logging [unction 1o be d on packets
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manner, or may be located in a sms!e computing device
(@ @ server, a client computer, etc. )i
Aspects of the disclosure have boen described in terms of
thereaf, NI other embodi-
ments. modifications, ond varistions within the scope and
spirit of the appended claims will occur o pesons af
ordinary skill in the art from a review of this disclosure. For
example, one of ordinary skill in the art will appreciate that
the steps illustrated in the illustrative figures may be per-
formed in other than the recited order, and that one or more
sieps illustmted may be optional
What i elvimied is:
1. A method compeising:
receiving. by each of o pluralify of packet security gate-
ways associated with a security policy mansgement
server and from the security policy marsgement server,
# dynanic secunity policy that comprises at least one
rule specifving apphication-layer packet-header infor-
[

1 prising the ar

function on comprises dropping. by the
packﬁ wcumy gatewsy, the each of the une or more packets
comprising the application-layer packet-header information,

4. The method of claim 1, wherein the application-layer
packet-header information identifies one or more hypenext
wansfer pratweol (HTTP) pickets, and wherein identifying
the ene or more packels comprsiog the application-leyer
packet-header mformation comprises determining by the
;m.km security g.u(cwwy that the une ar mm. packets com-

amongst the one or more c HT leach

5. The methodd of claim 4, wheremn the one or more HTTP
packets comprise an FTTPGIT method call, and wherein
determining that the one or more packets comprising the
application-layer pocket-header informution are amongst the
o or more HITP packets comprises determining that the
one or more packels comprising the opplication-|
packet-header information are associated with the HT
GET method call

6. The method of claim 5, wherein the HTTP GET el
cull specifies a uniform resource identifier (URI), and
v.hnmndummmmgllul the one or more packets compris-

pocket-

information:

mation and a pac cket transformation function ¢ COmpris-
ing a packet digest logging function to be performed on
packets comprising the application-layer packet-header
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routing, by the packet security gateway and on a packet-
by-packet hasis, to a monitoring device each of the one
or more packets comesponding o the application-layer
packer-hender information in response o ihe perform-
ing the packet tnmsformution function.

2 The method of claim 1, wherdin the ot least ane rile
Indicates performing an sceept packet tansfommation fune-
ton on the packets comprising the application-layer packel-
hender information. and wherein the performing the packet
wansformation fanction comprises forwanding, by the packet
security gateway, the ew:h of the um ur mare pmkﬂu

packets comprising the application-layer p::elwbhc.'-der
information comprises determining by the packet secority
gateway u:m each o[llnc mrm more packets comprising the
w©
at least one of 1hr.' one o more transpori-layer profocoly, has
# source address within the ml\_g._- of source addresses, a
sud.rn.poﬂwtlh‘nllu.mnpc sorce ports, o destination
address within the range of distination addresses; and a
destination pont within the mnge of destination ports.

10, A method comprising:

receiving. by each of a plurality of packet security gale-

comprising the
toward its respective destination.

3, The method of clam 1, \nhmmnll.l it Jeast one rule
indicutes a deny pocket fon function
on the packets comprising the application-layer packet-
header information. and wherein the performing the packe!

ways with & sesunty policy management
server and from the security policy nunsgement server,
o dynumic socurity policy that comprises 41 least ane
rule specifving packet-ientification eriteria and o
packet wansformation. finction comprising o packet
digest fogging function t© be performed on packets
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more nerworks. The may be d in any
manner, or may be located in a single computing device
(e.g., @ server, a client computer, etc.)
Aspects of the disclosure have boen described in ferms of
il 1 thereof, Ni other embodi-
menis, modifications, and varkations within e scope and
spidt of the uppended claims will occur 1o persons of
ordinary skill in the an from a review of this disclosure. For
example, one of ordinary skill in the an will appreciate that
the steps illustrated in the illustrative figores may be per-
formed in other than the recited onter, and that one or more
weps illustrated may he optional,
What is eloimed is
1. A merthid
receiving. by coch of o plorality of packet security gate-
ways assochited with a security policy monsgement
serverand from the sécurity policy mmnageinent server,
@ dynamic security policy that comprises af least one
rule specifying apphication-layer packet-headler infor-
mation and a packer transformiation function compris-
ing & packet digest logging fumction 1 be performed on
packets comprising the upplication-layer packer-header
informotion;
receiving, by & packet security gateway of the plurity of
packel security gateways, packess associated with a
neiwork prtecied by the packet security gtew,
identifying, by th swiry, e
the packets assc twork pro mxml by
the packet security kel-by-packet
s the application:

Hinction on comprlses dropping. by the
packet secunty gateway. the each of the one or more packets
eomprising the application-layer packet-header information,

4. The method of claim 1, wherein the application-layer
& pachked-header information identifics one or mone hypertexi
trangfer proweol (HTTP) packess, and whercin identifying
the one of mure pockels comprising e application-leyer
packet-header information comprises determining by the
m]m security ylvway that the m. ur more mu.km com-
prisiag the e
amongst the one or more H'I'II’ pw:km
5, The methodd of cluim 4, wherein the one or more HTTP
pm,hh. comprise an HTTP GET method call, and wherein
rnnumg that the one or more pacl..m comprising the
11 ~heuder ¢ amongst the
oie or more HITTP pmkm; comprises determining thot the
ww ul more packets comprising e application-layer
der are with the HITP

(ll-'[ meLI:n.I call
20 6. The method of cloim 5. whesein he HTTP GET method
cali sprlf'zi o uniform resource identifier (URI), nnd

el :Ionrmlmng Ihnl the ane

n\g the
associsted with the HTTP G
2% derermining that the one or mo pankm amupﬂa;ng the
appli
or are destined for a neiwork address comesponding (o the
URIL

7. The method of elaim 4, whenin the one or mare HTTP

30 packets comprise an HTTP PUT method call, and wherein

the packet

basis.
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identifying, by the packet

one or more packet
layer packet-header information:

on the packets comprising the appliciion-liyer packet-

curity

packet transformation function comprising a packet

gateway, from amongst
the packets associated with the network protected by
security gateway, and on a packet-by-packet
comprising the application-

-

digest logging function to be performed on packels
CISCO EXHIBIT 1001
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may
manner, or may be located in o smg.le computing dwm-
(2., a server, a client computer, ewc.).

munu. modifientivns. and varhitions within the seope und

Hunetion on dropy by the
pmlm semm} gateway, the each ofllle one or more packets

4 T ot n[chlm 1. whﬁ:mm hi g eicaieye:

transtor protocol (MTTP) packets, and wherein identifyin

identifying a

subset of information specified by the

acket digest logging function for each of the one or

more packets
acket-header information:
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tifying o subset information specified by the

packet digest Jogging finction for cach of the ¢
more sing the  upplication-
packet-header information:

pene for each of the one o mare packets com-
prising the application-Layer packet-header informa-
tion, & record comprising the subset of information
specified by the pocket digest logging function: and
roformatting, l‘nr m:h of the ou or mom p:u:hm

information, tlnc subsel of information specilied by

the packet digest logping fction in accondance
with o logying system standard: and

routing, by the packet security lmmma\ and on & packet-

by-packet basis. 10 a wh of the one

comprising

20

=

2 unilorm identificr
ﬁmﬁnﬁu that the ur- urm pockits wmpru

mg the
associaed with the 1T [I' PUT methad call rompn;s
determining it the one ox more packets comprising the
d from
ar are destined for @ nelwmk address corree:p-mdma o the
LRI

9, The methed of claim 1, wherein the ot least ome rule
comprises o five-tuple specilying one of mone irnspon -
layer profocols, & runge of source sddresses, o ringe of
souree ports. a moge of destination addresses. and 1 rige of
destinntion ports, and wherein I!umjlgmg the m: u- more
packets the de

or more packets comespanding to the application-layer
packer-hender information in response o fhe perform-
ing the packet tamsformution function.

2 The method of cluim 1, wherein the ot least ane rle
indicates performiog un accept peckel ransformution func-
thon on the packets comprising the application-layer packet-
beader information. and wherein the performing the packet
mansformation function comprises forwarding, by the packet
security gateway, the each of the one or more packets
comprsing the spplication-layer packet-header information
townrd its respective destination,

3. The method of claim 1, wherein the ot least ene mle
indicates performing a deny pocket tmnsformation function
on the packets comprising the application-layer packet-
beader information. and wherein the performing the packet

[

1

ises delermining by the m:tu secunty
pawRY drdr each nl’lhc't'nr(w more pl&‘iva! Somprising lhv
"

uf least one of the e or mote transport-lnyer protocols, Im
a source address within e mamge of source addrésses, o
souree port within the range of sonrce ports, b destination
sddress within the range of destination addresses, and o
destination pont within the mnge of destination ports.
10. A method comprising:
receiving, by each of a plurality of packet security gate-
ways associled with 0 secunty policy mismagement
server mmd from the security policy management server,
a dynumic security policy that comprises at beast one
e specifying pocket-identification criterin and a
packet transformation function comprising a packet
digest logging function o be performed on packets
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mone networks. The funetionality msy be in any function on comprises dropping. by the
manner, or may be located in o single computing device p’Kl\l.‘! wcum gatewsy, the each of the one or more packets
(.g.+ @ server, a client computer, eic. ). header information,
\.ipaclinfl}uc :Ilwhmu}m\rimndescnhnd in terms of 4. 'ﬂm mulhml of claim 1, whcmm the application-layer
il thercof, N other embodi- 5 packet-header information identifies one or more hypertext

ments, modifications. sod variations within the scope and transfer protoce] (HTTP) packets, and wherein i
spint of the appended cloims will occur W persons of e uncul muﬂ.‘ packets comprisiog the application-layer

ordinnry skill s the art from o review of this disclosure. Por P by the
example, one of ordinary skill in the art will appreciate that k.n security. p:nwa) that ﬁlnﬁ une or mnw pa:ms com-
the steps illustrated in the illustrative ﬂgnm-s may be per- 10 prsing Ilw i are
I T S T I ALTED el

generating, for each of the one or more packets com-
prising the application-layer packet-header informa-
tion, a record comprising the subset of information
specified by the packet digest logging function; and

Yer pi inatal from
or are destined for s network address cormrespoading to the
5 LRI

w mmmm for ench of the one or mor psnl:m 9. The miethod of claim 1, wherein the ut least one rule
comprising fhe  applicativn-layer  packet-heuder - yimg one oF HOre T0spon-
infoemation, the subset of information speeified by a ¢ adidresses, o range of
the packet cligest logping function in accordance  source ports. a rnge of destination addresses, and a range of
with & logging sysiem standnrd: and destination ports, aml whereln identifying the one or more
routing, by the packet sectirity gateway and on a packet-  packets comprising the application-laver packet-header
by-packer basis, 10 a monitoring device each of the one mformation comprises defermining by the packet security
ur marg packets corresponding to the application-layer - gateway that cach of the one or more packets comprising the
packer-hender information in response to the perfonns ion=layer packet-header & i 0
ing the packet tnnsfarmation fusetion. it bewst one of the ofe or more trisport-layer profocols, has
2 The method of claim 1. whercin the = least ane rule a source address within the range of source addresses, o
inddicates performing un sccept packel tansiormation func- source port within the range of sowrce ports, o destination
ton on the packels comprising the application-layer psckel-  address within the range of destination addresses, and a

hesder information, and wherein the performing the packet  destination pont within the mnge of destination ports.

trans formation function comprises forwarding, by the packet &1 10, A method comprising:

security gateway, the each of the one or more paskets receiving, hy each of a plurality of packen security gae-
comprising the appli i 3 ways associated with 0 security palicy munagement
toward s respective -!ts:mwn server and from the security policy monagement server,
3. The method of claim 1. whercin the ut least one nule o dynomic sccurity palicy that comprises at loast ane
indicutes & deny pucket function rule specifying pocket-identification criterin and o
on the packets comprising the applicaion-layer packer- packet wransformation function comprising o packet
Beader information, and wherein the performing the packet dligest bogging fimetion to be performed on packets
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may
manner, or may be located in o single computing device
(2.8 2 server. & chient computer, etc.).
Aspects af the disclosure have been described in terms of
thereof. N other embodi-
ments. modifications, wnd variations within the scope and
spirit of the nppended clims will occur (o persons of
ordinary skill in the art from o review of this disclosure. For
mmp]a one of olduwy skill in the an will appreciae that
the steps illusrated in the illustrative figures may be per-
formed in other than the recited order, and that one or more
steps illustrated muy be optional.
What i claimed is
1. A method comprising
recgiving, by ench of o plurality of pm-km socunty gatc-
witys associited with a security policy management
serverand from the security policy managenent server,
a dynamic secunty ¢ that comprises at least one
ru].r specifying appheation-layer packet-header infor-

on function on comprists dropping. by the
packet security gateway. the each of the one or more packets
comprising the application-faver packet-header mformation,
4. The method of claim 1. whercin the application-layer
picket-hesder information identifies one or more hyperext
tansfer protocol (HTTP) packets, and wherein idemifying
ihe one o more puckets comprising {he .lppli'ulinn-huyﬂ'
packet-header mformation comprises determining by the
pn-.)o.'l security gateway ihat the one or more pm.lms com-
prising the 1 packet-header inft are
amongst the one or more H'I'I P packets.
5. The methaod of claim 4, wherein the one or more HTTP
pckets comprise an TP GET method call, and wherein
dnunm that Ilm nuu urmnm packets comprising Ih-u

one or more IITI'P p.u]m» comprises determining that !J:w
mv: ar mom packets comprising the application-layer
are ted with the HTTP

on .m-m,d call.

and 00 packet:
a monitoring device each of the one
comespanding o the applica linyer
to the perfarm-

o '
2. The method ol cluim 1. wheeein the o least ane nile
indicates performing an sccept packel transformation |
tion o the pockets comprising the application-layer packet-
header information, and wherein the performing the packet
transformation function comprises forwarding, by the packet
mﬂly pateway, the mh of the mx\ \ll’ mon pmluu
lln.

P
tow dn!mm

3. The mu‘lmd of claim 1, wherein the at leust ane nile
indicates ing a dmy packet i ion function
on the packets comprising the application-faver packel-
healer information, nd wherein the performing the packet

w

security gateway and on a packet-
to a monitoring device each of the one
corresponding to the application-layer
packet-header information in response to the perform-
acket trans iormatlon function.

Jayer packet-header i

b least ane uﬂhc e of more irstsport-layer protocols, hay
4 souree address within the moge of source addresses, o
source port within the range of source ports. a deslination
address within the range of destination addresses, and 8
destination pon within the smge of destination poris.
10, A method comprising:
reveiving. by each of a phimality of packet security gate-
ways associated with o security policy management
server and from the security policy management server,
a dynumic security policy that comprises at Jeast one
rule specifying packet-alentification criteria and o
pecket transformation function comprising @ packet
digest Jopging function to be performed on packets

CISCO EXHIBIT 1001
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wabset of informution specified by the
packet digest loggitg funciion for coch of the vme or

call specifies @ oniform resonrew identifier (URE), and
wherein determining that the one or rmm pockets compris-

thore packets  compriving  the
packet-hender information.
enerating. for cach of the ane or more packets com-

ing the spplication-layer packet- are
ussociated with the HTTP PUT method cull vomprises
determialag that the one of more packets comprising the

prising the app L packet-bewler informa-
tion. a record comprisiag the subset of nformation
spexified by the packet digest logging function: and

reformatting, for each of the one or more packets
comprising the spplicaion-liyer  packei-honder
information, the subset of information specified by
the pocke! digest logging Rmetion in accondance
with & logging svsiem standard: and

routing, by the packet securily gateway and on & packet-

-pm:ln.x basis, 10 a monitoring device each ut lh: one
or mose packs i to the
packei-header o isiing wmre respanse fo the pr.-n’nr!n-
2 the packet tmnsformation function.

2. The method of clsin 1, wherein the uof least ane mle
indhicates performing an accept packet ransformation func-
tion on the packets comprising the npplication-layer packel-
beader information, and whercin the performing the packet
ransformation function comprises forwarding, by the packet
kxunl) M;-.va\ the: uu.h of the one or more packets
mformation

toward ity mpﬁ-llw dmmunm

3. The method of cluins 1, wherein the ut least ane mle
indicotes performing o deny packet function
on the pockets comprising the application-layer pockel-
besder information. and wheremn the performing the packet

pocket-tiead orighuted from
or are destined for a petwork address comesponding 1o the
URIL

9. The method of claim 1, whersin the at least one rule
comprises o five-uple specifying one or more rupspori-
layer protocols, o rnge of source addresses, o range of
source parts, a range of destination addresses. and 8 moge of

o destintion purts, amd wherein identlfying the one or more

pockets comprising the spplication-lover packet-header
mformation comprises determining by the packet security
Eatewny. um each of lln. nnervmnre |==rl\c¢= mmpnsmx |he

af least one. nfihr e oF fore transport-loyer protocols, lm
4 source address within the mnge of source addresses, o
source port within the range of souce ports, o destination
address within the mnge of destination sddresses, und
destination port within the range of destination ports.
10, A method comprising:
receiving, by each of a plurality of packel securily gate-
ways assoviated with 4 security policy management
server and from the secunity policy management server,
a dysamic security policy that prives at least ooe
nile specifying pocket-identification criterin ond o
pocket Cansfommation function comprising 0 packet
digest logging lunction to be perfonned on packets

CISCO EXHIBIT 1001
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Differentiated Service Co

28
12 The method of claim 10, comprising:
:mnpomil) storing data in @ memory of the packs
security galeway. the data compnising the subset of
digest lopging

Tevcivirig, by u pasket sepity

1lbd hs the packet
¢ ar

wherein the packet-identiﬁcatiml criteria comprises a

Differentiated Service Code Point (DSCP)

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

more packets corresponcling fo the packet-identiti-
cation crteria;

generating, for esch ol the vne or more packets corre-
sponding fo the pocket-identification critori
recond comprising the subsct of information spec
fied by the packet digest lopging function: and

reformatting, for eneh of the one or more packets

w the pack criteria,

the subset of information specified by the packet

digest logging function in accordance with a loggiog

system stanclarcl; nnd

ing, by ihe packet security gateway and on a packel-
by-pecket basis, 10 4 monitoring device each ol the one
or mofe packets corresponding Lo the packet-identifi-

tion Griteria in response 1o the perfonning the packet
3

digest logging Fnetion.
_ M, The method of vlaim 10, wherein the subsel af

comprises reformatting the subser of infomution specified
by ihe packet digest logging fimetion in accordance with a
syslog Iogging system standurd

15, The method of claim 10, whercin the packel-sdenti-
Deation critoria compeises a five-tuple specifying one or
‘maore transport-layer protocols. i range of source addresses,
a rango of source ports. o e of destination addresses.
@ range of destination ports. and wherein idemifying the one
or more packels ¢ to the pack
criteria comprises determining by the packel security gale-
way that ench of the one or more packets corresponding
the packet-identification criterin corresponds fo at least one
of the one or more trnsport-loyer protocals, has 7 source
address within the mnge of source addresses. o source port

n the range of souree ports, » destination address within

1 uge of destination addresses; wnd a destination port
v.lll]m the nnme of du\u tion pum.

selector:
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Petitioner's Demonstrative Exhibits



US 9,565,213 B2

4. The method of claim 1, wherein the application-layer |
packet-header information identifies one or more hypertext
transfer protocol (HTTP) packets. and wherein identifying

the one or more packets ¢ omprlblng the application-layer
packet-header information comprises determining by the
packet security gateway that the one or more packets com-
prising the application-layer packet-header information are
amongst the one or more HT'TP pacl\ets

wcm transformation. fonetion comprising 3 packet
digest logging fimetion o be performed on packets
CISCO EXHIBIT 1001
9565213 Patent
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ion function oo comprises dropping. by the
ing. devi packet security gateway, the each of the one or more packets
i i ot

7 pac! ormation,
4. The method of claim 1, wherein the spplication-layer

| 5. The method of claim 4. wherein the one or more HTTP
packets comprise an HI'TP GET method call, and wherein |
determining that the one or more packets comprising the
application-layer packet-header information are amongst the
one or more HTTP packets comprises determining that the
one or more packets comprising the application-layer

packet-header information are associated with the HT'TP
GET method call.

10
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in any function. ou comprises dropping. by the
ting devi packet mmam‘w Ii1l:;::| flﬂonenrlm:epac ets

7. The mclhod of c,ldun 4 whcrun the one or more HTTP
packets comprise an HTTP PUT method call, and wherein
determining that the one or more packets comprising the
application-layer packet-header information are amongst the
one or more HTTP packets comprises determining that the
one or more packets comprising the application-layer
packet-header information are associated with the HTTP
PUT method call.

unmlbepackxbmpmm@. e application-loyer packe(- address wil
header indt n. and wherein the performing the packet destinat
it fmmmmsﬁ forwarding, by the packet @1 10, A
security pm-w ﬂ)emch fme.mmmumpmkm
s

lhe ‘c aunmnnmummmd

11
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work truffic. In some emboiimants, the fist of known not- th
work addresses associated with malicious petwork imflic  other embodiments may be utilized, and structural sl

described herein. As used herein, a dynamic security policy
includes any rule, message, instruction, file, data structure,
or the like that specifies criteria corresponding to one or
more packets and 1dentifies a packet transformation function
to be performed on packets corresponding to the specified
criteria. Optionally, a dynamic security policy may further

-

FIG. 10 illustrtes an exemplary method for profecting o Network envimnment 108 may include one of mor
sevured nerwork. packet security galeways and one or mere seeurity policy

CISCO EXHIBIT 1001

9565213 Patent

US 9,565.213 B2
S 6

Bl wervers. For example, network enviromment examine information sssocisted with packets roccived by
100 may include packet security gateways 112, 114, 116, and packet security gateway 112 und forward the packets 1o one
118, and security policy mansgement gerver 120. One or or more packet transformation functions based on the exan-
more secunty policy management servers may be associxted ined information. For example, packet filter 214 may exam-
with o protecied network. For example, networks A-D 102, 5 ine information associated with packels received by packet
104, 106, and 108 may each be distinet LANs associnted security gateway 112 (e.g., packets received from network E
with » common organization and may eoch form part of 3 110 via management intorfice 222 or network interfice 206)
profected petwork associied with security policy manoges i forward the packets 10 ane of more of packed transfr-
ment server 120, Many nmetwork protocols route packets mation functions 1-N 216, 218, and 220 bosed on the
dynanseally, and thus the path o given pocket may lake 10 examined information.

cannd be readily predicted. Accordingly it may be advan- As will be described in greater detail below, dynamic
Tageons 10 locuie s packet security gateway @ cach boundary secunty policy 212 may mehude one or more rules and the:
between a protected nework and an inprofected network.  configuration of packel filler 214 may be hased on ane or
Forexample, packet secarity gateway 112 may be located ar more of the rules included in dynamic security policy 212,
the boundory hetween network A 102 and nevwork B 110, 15 For example, dymmic security policy 212 may include one
Similorly, packit security gutewny 114 moy be located at the or more rules specifying that packets having specified infur-

12
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security policy management server 120°s memory 502. For
example, an administrator associated with security policy
management server 120 may manually construct one or
more dynamic security policies offline and then utilize
security policy management server 120’s management inter-
face 510 to load such dynamic security policies into security
policy management server 120°s memory 502.

information

ays in

h rules as new network addresses asso-
s network traffic are determined. For

uacker service 508 may inchude one or more pet
addresses thal have been determined 1 be associated with
malicious network  tffic. Security policy management
CISCO EXHIBIT 1001
9565213 Patent
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! trsw- uwmpéc n sdmimstrtor may configure secunty policy
formation ﬁlnﬂ nmﬂ:wmmmwmep-:k ww i order o associae security policy
m = ' monagement server 120 wi I&mwm fp:kﬂm

with malicious network lrdlllc, Sccurlly policy management \
server 120 may be configured to automatically create or alter
one or more of such rules as new network addresses asso-
ciated with malicious network traffic are determined. For
example, security policy management server 120 may
receive updates (e.g. as part of a subscription) from mali-
cious host tracker service 508. Malicious host tracker service
508 may aggregate information associated with malicious
network traflic and updates received from malicious host
tracker service 508 may include one or more network
addresses that have been determined to be associated with
malicious network traffic. Secunty policy management

nnmcm lmlhnemm.iwdwdnmn'mmnnrmm or more rules Wi

lynariiic mnglp,mm
Seuntywﬂcymmgmm ﬂmyhmﬂfhund_lo o mew ¢
0 reduce the size of andor o de-comelae dynamic scurily  specilying ne of the exirocied network addesses and por

14
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PERFORM THE PACKET DIGEST LOGGING FUNCTION
ON EACH OF THE PACKET(S) CORRESPONDING TO
THE PACKET-IDENTIFICATION CRITERIA
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st e spcilying sl ks should b ok For vk i sscovering from a ttack, by allowiay the
example, dynamic security policy 300 nchudes rules 1-4 oo st el C e e miSlccif ooy i
302 304, 306, and 30K, cuch of which s specifles o set of o
Betwos rk iddresses for which packets should be allowed, and
rile 3 310 which specifies that all packets should be 3
dm[rpﬁl Thas, if mles 1-5 302, 304, 306, 308. and 310 arc
executed in order, dynnmic security policy 300 will effec- 'mclludg- -

il iM.‘lnv-'. 8 security policy manage- :
sasociated with VoIP

resources are stramed) [n some embodlments one or more
rules contained within a dynamic security policy may
include an arbitrary selector which may correspond to one or
more parameters or fields associated with a packet. For
example, a dynamic security policy rule may include a
Differentiated Service Code Point (DSCP) selector that
corresponds to a DSCP field in an IP header. Thus, two

e .
Larger set of network addresses for which pmlm s shou Idb\. spond 1o a perwork device contigured to utilize such packets
forwarded (e, setwork addresses comesponding o all  or data contained within them, strip the IP header from the
network devices it would be ll!mn'ul under nrdlmry pﬁ:lm 5, and forword the packets 10 their
nation sddresses. In some embodiments, the -
i i il

& V] by s
a time after the time at which fhe second rule or mle set is may then e switched to another device on the same VIAN,
wxocutod. Such o dynamic security policy may. assist a which may or may not bo on the IP-tayer path that the packet
CISCO EXHIBIT 1001
9565213 Patent
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Content Pre-Positioning

When p itioning content, the ini can specify a group of content objects to be “pushed”
to the remote branch offices in off-peak times, such as at night, This capability is advantageous beciuse
after the content is pre-positioned at a nearby Content Engine in the branch office, for example, it can
be nccessed using a higher-handwidth connection than the typical low-bandwidth link between branch
offices and p Pre-positioning can be particularly for
streaming objects.

For exumple, the training department at hitp:/fwww.bigcorp.com might prepare an onling training course
that includes multiple videos and slides. The course might be posted at an internal website. If there is no
ACNS network, an employee from a remote office taking the course online must wait a long time for the

e Authenticate, monitor, log, and control web access from end users to implement corporate policies

regarding work environment and system security.

[\Iﬂﬁlﬁ:
* Authenticate, monitor, log, and contral web sccess from end users to implement corporute policies
regarding work environment and system security.

Bath objectives are made possi f the Content Engine's special position as an “in-line” device
between end users and the Internet.

For example, BigCorp Emerprise wants 1o make sure that the following policy, security, and budgetary
objectives are met:

Only full-time employees can sccess the web,

No employee can access objectionable content through the corporate network.

Viruses such as “Code Red" are prevented from being propagated inside the corporate network

*+ Monily paymens 0 e company's ISP 5 redacd.

e Viruses such as “Code Red” are prevented from being propagated inside the corporate network.

User Authentication and Content Filtering
Content Engines can be configured to perform a number of authentication and content filtering services.
Once the Content Engine receives a request, it does u number of things, including the following tasks:

* Authenticates the client, asks the client 1o provide a username and password so that it can consult
icati ization, and ing (AAA) server, and checks whether the client is

an
allowed to access the web.

Cisco ACNS v Managed Relsase 55
I ausee g o |

CISCO EXHIBIT 1008
Cisco ACNS Guide

17

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Cisco Exhibit 1032
Petitioner's Demonstrative Exhibits



CISCO EXHIBIT 1008
Cisco ACNS Guide
Page 44

Content Pre-Positi

When pre-positioning coment. the sdministrator can specify a group of content objects 1o be “pushed”
ta the remote branch offices in off-peak times, such as at night, This capability is advantageous because
after the content is pre-positioned st & neprby Content Engine in the branch office, for example, it can
be nccessed using u higher-bandwidth conneetion than the typical low-bandwidth link between branch
offices and remote corporate Pre-pasiti can be d for
streaming objects.

For example, the training department at hitp://www.bigcorp.com might prepare an online training course
that includes multiple videos and slides. The course might be posted at an internal website. If there is no
ACNS network, an employee from a remote office taking the course enline must wait a long time for the
video and slides 1o load. If, howeyer, the administrator uses an ACNS network to pre-position the videos
and slides on a Content Engine at the local branch office. then the employee can take the course as if the
website were on the focal LAN.

Content Caching and Access Control

Content caching, filtering, and access control services address the need to sccamplish the following
objectives:
« Reduce bandwidth usage by caching frequently accessed Internet content.

* Authenticate, monitor, log. and contral web sccess from end users to implement corporate policies
regarding work environment and system securigy.

Both objectives are made possible because of the Content Engine's special position as an “in-line” device
between ¢nd users and the Internet.

anmla. BigCorp Entcrprise wanty 10 maks surc that the following policy, security, and tudgetury

Both objectives are made possible because of the Content Engine’s special position as an “in-line” device
between end users and the Internet.

tthe above policies.

A Content Router might also be placed at the BigCorp Enterprise data center to aid in redirccting
requests to Content Engines in the ACNS network.

User Authentication and Content Filtering

Cantent Engines can be configured to perform & number of authentication and content filtering services
Omce the Content Engine receives a request, it does u number of things, including the following tasks:
* Authenticates the clicnt, asks the client to provide a username and password so that it can consult
an auth by and ing (AAA) server, and checks whether the client is
allowed to access the web.

Cantrally Managed Osplopments, Releass 55 ﬂ
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Using the Transaction Logs

This chapter explains how to use the transaction logs and contains the following sections:

* Understanding Transaction Log Formats, page 19-1

* Transaction Logging and NTLM Authentication, page 19-7

* Usage Guidélines for Log Files, page 19-8

* Ensbling Transaction Logging with the Content Distribution Munasger GUI, page 19-10

®  Using WMT Transaction Logging, page 19-15

= Using Real-Time Transuction Logging, page 19-19
Tm}smiun Iog:; allow ldmivlnstrulom o view the lra(ﬁe that has passed through :heffzt:: lill_g“ne

A Squid log format example looks like this:

1012429341.115 100 172.16.100.152 TCP_REFRESH_MISS/304 1100 GET
http://www.cisco.com/images/homepage/news.gif - DIRECT/www.cisco.com -

T . piiiien L i
A Squid log Tormal cxample 10oks like this;

101242934 1.115 100 172.16.100.152 TCP_REFRESH_MISS/304 1100 GET
Inttp:/fwww.cisco.comvimages/omepage/news.gif - DIRECT/ www.cisco.com -

Couce ACIES Suhvury Coigerntion Gu o for Coniaily Muniged Duploymosts. Rolomss 38 h

CISCO EXHIBIT 1008
Cisco ACNS Guide
Page 697
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" ing the Transaction

W Underxtanding Tranesction Log Formats

Extended Squid Log Format

The Extended Squid format logs the associated username far each record in the log file, in addition 10
the fickds logged by the Squid-style format, and is wed for billing purposes. In this format the Ric931
field associated with the Squid format is used to log the authorized user. This field always contains a *-"
(dash) if no user information is available,

An Extended Squid-style log format example looks like this:

1012429341, 115 100 172.16.100.152 TCP_MISS/302 184 GET hitp://www.cisco com/cgi-bin/login
myloginname DIRECT/www.cisco.com

Apache-Style Transaction Logging

The Apache formut is the Common Log File (CLF) format defined by the World Wide Web Consortium
(W3C) working group. This format is compatible with many industry-standard log tools. For more
information, sec the W3C Common Log Format website at the following URL:

htrp//www. w3org/Dacmon/User/Config/Logging html.

The Apuche-style log file formut is as follows:

remotchost ic931 authuser date request status bytes

An Apache-style log file format example looks like this

172.16.100.152 - - [Wed Jan 30 15:26:26 2002)

“GET/hutp:fiwww.cisco comfimagesfomepage/support.gif HTTP/1.07 200 632

An Apache-style log file format example looks like this:

172.16.100.152 - - [Wed Jan 30 15:26:26 2002]
“GET/http://www.cisco.com/images/homepage/support.gif HTTP/1.0” 200 632

may not be preceded by an point(]). The excl ion point is used to negate all of the status
codes that follow it, meaning that the value sssocinted with the formut token is logged if none of the
status codes listed after the | match the HTTP status code of the request. If any of the status codes listed
after the ! match the HTTP status code of the request, then a hyphen (-) is logged.

For example, “%400,501 [User-Agent|i” logs the User-Agent header value on 400 errors and 501 errors

(Bad Request, Not Implemented) only, whereas “5!1200,304,302{ Referer }i* logs the Referer header
value on all requests that did not retum a normal status.
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Understoading Treassction Log Formats I

The custom format currently supports the following request headers:

® User-Agent

* Referer

* Host

= Cookie
The output of cach of the following Request, Referer, and Uscr-Agent format tokens specified in the
custom log format string is always enclosed in double quotation marks in the transaction log entry:
for
% {Referer|i
% User-Agent]i
The % |Cookie ]i format token is generated without the surrounding double quotation marks because the
Cookie yalue itself can contain double guotes, The Cookie value can contain multiple attribute-value
pairs that are separated by spaces. When you use the Cookic format token in a custom format string, we
recommend that you position it in the last field of the format string so that the Cookic format token can
be more easily parsed by transaction log reporting tools. Alternatively, if you use the format token string.
"% [ Coukie }i\'™, the Cookie header can be surrounded by single quotes,
The following command can be entered to generate the well-known Apache Combined Log Formar:
transaction-logs format custom "[ % ( %d JU/% { %b 1/ % | % Y )t:% | %H % TM % (%S
S| %zlt] Ter %s %b %([Referer}i % {User-Agent}i”

The following iransaction log entry example in the Apache Combined Format is configured by using the
preceding custom format string:
[11/Jan/2003:02: 12:44 -0800] "GET hitp:/iwww.cisco.com/swai/site_tour_link.gif HTTP/1.17 200
3436 "hitp:/fwww.cisco,com/™ “Mozilla/4.0 (computible; MSIE 5.5; Windows NT 5.0)°

Table 18-1 Custom Format Log Format String Values

The following transaction log entry example in the Apache Combined Format is configured by using the
preceding custom format string:

[11/Jan/2003:02:12:44 -0800] "GET http://www.cisco.com/swa/i/site_tour_link.gif HTTP/1.1" 200
3436 "http://www.cisco.com/" "Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)"

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Remote log name. Not implemented on the Content Engine, so & hyphen (-} is logged.
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Adding or Modifying Additional HTTP Request Methods for the Content Engine

Content Engines accept or reject an HTTP request depending on whether the HTTP request method is
supported. HTTP 1.1 request methods (for example, GET, HEAD, or POST) are supported by default.
Nonstandard request methods, such as Web-Based Distributed Authoring and Versioning (WebDAV) are
not.

When the Content Engine receives an HTTP request from a client using an unsupported method, ACNS
software adds the method to the list of unsupported methods and sends an error to the client. You can
use the Creating New HTTP Method for Content Engine window to add a method to the list of methods

already supported by the Content Engine.

Adding or Modifying Additional HTTP Request Methods for the Content Engine

Content Engines accept or reject an HTTP request depending on whether the HTTP request method is
supported. HTTP 1.1 request methods (for example, GET, HEAD, or POST) are supported by default,
Nonstandard request methods, such as Web-Based Distributed Authoring and Versioning (WebDAV) are
not,

When the Content Engine receives an HTTP request from a client using an unsupported method, ACNS
software adds the method to the ipported methods and sends an error to the client. You can
use th reating New HTTP M mtent Engine window to add a method 1o the list of methods
already supported by the Conte:

22
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* Asy i R idth from satellites can be narrower than receiving
bandwidth, thereby affecting performance.

Use the fields provided under the TCP Server Seitings and TCP Client Settings sections 1o set the TCP
connection so that it complies with RFC 1323,

Configuring IP Differentiated Services

In the ACNS netwol ¢nt Engines, Content Routers, and Content Distribution
Managers for Type ¢ iated services code point (DSCP) either through the CLI
of through the Content Distril on M

The differentiated services architecture is based on a simple mode! where traffic entering a network is
classified and possibly ¢ i at the f thi . The class of traffic is then identified
with a differentiated services (DS) code point or bit marking in the IP header. Within the core of the
network. packets are forwanded acconding 10 the per-hop behavior associated with the DS code point.

T et the wlobil ToS or DSCP vaties for the TP ieader from the CLL, se the Ip dsep global

In the ACNS network, you can configure Content Engines, Content Routers, and Content Distribution
Managers for Type of Service (ToS) or differentiated services code point (DSCP) either through the CLI
of through the Content Distribution Manager GUI

The differentiated services architecture is based on a simple model where traffic entering a network is
classified and possibly conditioned at the boundaries of the network. The class of traffic is then identified
with a differentiated services (DS) code point or bit marking in the IP header. Within the core of the
network, packets are forwarded according to the per-hop behavior associated with the DS code point.

box, and choose a method for marking the TP packets

Step8  To save the settings, click Submit.

CISCO EXHIBIT 1008
Cisco ACNS Guide
Page 461
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AppendinC  Mapping ACNS Soltwars CLI Commands io the Content Distribution Manager GUI |

W CU Commands Supported in the Content Distribution Mansger GUI

Table C-1 ACNS Software CLI to Content

ger GUI Map

Command

GUI Navigation Path

hostname name

Devices > Devices > Device
Activation

Modifying Content Engine Properties,
-9

http add-method method

 Bttp age-multiplier text s inney i

> Device Groups > | Addi

ications > Web >
HTTP > HTTP Method

Modifying Add
Methods for the €
page 8-23

pealhs e s PR

http add-method method

Devices > Device Groups >
Applications > Web >
HTTP > HTTP Method

Adding or Modifying Additional HTTP
Request Methods for the Content Engine,
page 8-23

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

th append x-forwarded-for-header
multiple-ip-address

http append proxy-suth-header |ipaddress |
hostmame)|

Ditp append www-auth-header [ hostmame |
ipaddress)
htip authenticate-strip-ntlm

htip suthentication cache timeout minuies

t)cw;w > Device Groups >

> Web >

hup enche ries enfries
hitp suthentication header (401 | 407)
bitp authentication realm fine

HTTP > Authenticated
HTTP Caching

http cache-authenticated basic

http cache-suthenticated ntlm
http eache-authenticated all

Configuring Authenticated HTTP Cache
Settings, page 8-13

hitp cache-cookies

hitp cache-on-abort enable

Devices > Device Groups >
Applications > Web >
HTTP > HTTP Caching

Devices > Device Gruul;n £

> Web >

http cach bort max_thresh

hitp cache-on-abort min-threshold min_thresh

A
HTTP > Advanced HTTP
Caching

http cache-on-abort percent percentresh

http cache-vary-user-agent sub-string siring
cache-string string

Devices > Devico Groups >
Applications > Web >
HTTP = HTTP Cache User
Agent

|Configuring HTTP Cache Settings, page
186

:Cnnﬂgmng Advanced HTTP Cache

Settings, page B-19

|Canfiguring HTTP Cache Vary User
| Agent, page 8-25

m- Contrally Mansged Deplaymonts. Anlesse 5.5
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This general policy-based mirroring allows network
administrators to set network mirror policies for various net-
work monitors including, for example, application i1dentifi-
cation appliances, IDSs, network loggers, analyzers, etc.
These policies may be set based on device, user, topology,
time-of-day, network events (e.g.. triggers) mirrored to
device availability, location and load. Given the breath of

dynamic mirroring capabilities, the capabilities exceed
administrator manual set-up capabilities. Rapid dynamic mir-
rors can better optimize monitor and IDS devices and possi-
bly other network devices and remove their physical location
as a primary factor in their physical placement in the network
topology. This provides the added structure of policy rules for

25
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dewma anp(ng perform specific porions of the appli- mlhemnmgem(m me 184 of the applisnce 180. The
cation  identi

fication pnm IPEIX generiilly uses ihe mﬁgmmm ng 174 exchanges information and instric

Sl.rum Control Transmission Protocol a its Transpart layer h the mlwmlmrwm urpmg«ﬁf
protocel, but als i fewes the use of the TCP st UDB Nmﬂwﬂnﬂh of the appliance 180, 10 modify the co

An mmm ideniificatlon applisice 180 inchudlng the: 3 |uqu|p|cmm g.mlrhmwsnrmmﬁum

g - 1.0 aa
'm“"“‘ H 6 ponligue e dersifica ation cigine 186 Messages ure

uamplified way n
nmmtﬁ 101
upphiunce 180 exchangss i i shgnals - form of inf ion andio
wiu:u-—,n:munkspa.:muunnul

ociated with the centrl 1')'\! rver 103 nd hlrhmuy i

fure 101 A.n wmpl of the mmml manager 125 is
Net ot sysiem svailable from
Nﬁ‘ Fhulun. N The nlml e

protocol for the network exchange of information. Frames
imirrored from the network devices to the identification
engine 186 may also be mirrored directly to the management
engine 184 for transmission to the control manager 125 or
network logging or to other functions and devices. The mir-
rored frames may also be mirrored to one or more other
devices of the network 1nirastructure 101.

—_—
TOFUIDE commeny LIPS Do DN, FTTR SSH, Applecatiim oa Disr-
et wiluey SMTE ot
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29

lay of the physical network. and as known 10 those ordinarily
skilled in the art, may include any type of VI.AN, such as a
port-based VIAN, MAC-bused VLAN, o protocol -based
VLAN, or an ATM VILAN. In n VLAN nwlnlnmml
n:um!rl) mirrored network il may hove a specific TEE]

2 1Q VLAN tag used by device 400 1o help dircet the
mirrored network teaffic to a specified location snd 10 isolate
it from other wiffic. Utilizing the VLAN tag. the frame relay
logic of the device 400 typically used for forwarding frames
is enhanced. Network traffic mirrened i a VIAN eoviron=
ment may truverse or pass through many network system
Jnun hefore reaching the mmvr destination poinl 408

the particulr for mir-

l‘uvud Lraic. the dyoamic nuronng function 200 s areged
o configure one ar more of the portals 412 1o mimor one or 14
e I hased

30
field or selected fields in the packer. The selected field or
fiekls may be anw or mone of: 1) uddress fields; bl protocal
l':\ld! ) length or byie count fiekds; and dy ficlds used in
the volue, meaning. placement or inchision of
olhs:rl\dth in the packet. The second selection criterion may
also be o selection of the fields in the pecket 10 be mirrored,
byte count of u first selected portion of the packet 10 bo
mirrered and/or offset of a first selected portion of the packet
to hemirmored. Further, the thind selection criterion may be:a)
@ count setting of the fmmes mecting the first selection crite-
rin; b) created using information contained in the pockets
mirrored o ta he mirrored; ©) ereated using information con-
wined in packety not uumm.-d w \hc a-,iu-lul pornl nhcrc

oring occurs. The appl

packets may also be used as e
second crilerio. Iu control \‘l.illl\ 410 s uhun.\l 0

used

mirroring occurs. The applicalion ]aycr of the pac
of packets

second critena.

may also be used as
The control engine 410 1s

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Examples of such tripgering events or conditions have heen
described above and are incorporated herein but the invention
is not limited 1o those so Hsted.

“The portals 412 may be configured by any means known (o
those skilled in the art. such as through the use of SNMP to
provide ihe parimeters needed 0 determine or dscover the
porial destination, path te it and the transpon criterin neaded
As an example, n mimor moy have been establishod by the
policy-based mirvaring funetion 1o mirror all traffic from u
new aftached qu‘k:nnllw hasjoined the network system 100,
After aperiod of time based on oneor more of policies, on the
output of an 1DS, the outpus of the appliance 180 or another
network the: idden-
tification function 200, and Network Access and Cormrol
(N nctions, the particular attuched fimetion might have
the criterin for mimonng changed to refloct only mirmoring,
Tor example. the first 30 frumes of a new fow (o only the least
loaded apphication entification function 200 of the nstwork
infrastrocture 101, This might reflect an attached function
now having a trusted, known, authenticsted user, updaled
applications and virus detection status, iand genesally display-
ing. goosd netwark hehavior,

Tt is alsa w0 be noted that the control engine 410 contigured
to change the mirmaring dynamically may be located in one or
more ofhier devices of the network infmstructuee 101, Furiher,
the control mechunism of the traflic mirror funetion may be
autonuatically changed during the mirroriog of traflic based
o inputof information s the control engine 410 tht initiates
amirroring change based on network policy, mirmring pali-
cies or both. The first selection eriterion may be based on o

200 including the engine 186 would need 10 be deployed
throughout the network infrstrocture 101 bo nsure u reason-
able detection of a sufficient portion of the trafic fows impor-
tant 1o the organization 10 permit reasonable control. The
dynamic traffic miroring function of the present mvention
dramatically eases the pain, expense and complexity of
engine 186 deplovinent allowing such application identifica-
tion engines to be placed almost at will by the network admin-
istrator. with the mirrors bringing w it the necessary traffic
fromany device of inferest m he netwark infrastructune 101-
The dynsmic mirmors e most logically located in the
switches and other devices that are primarily packet forward-
g devices, such as switches mnd mouters, @ the incremental
additional cost is relati minor and heavily kevernges the
alroady existing copabilitics thess devices lave, namely, o
«lassity all incoming traffic, copy raffic as needed, rupidly
nuhify fromes and frame headers, filter and forwand frams,
and w0 suppont encapsulations, tunncling and routing tech-
nologies. Moroover, their positions in various network
topologies make them almost ideal for the task.

anmplh of petwork opo logy organizational options are
shown in FIGS. 7-10. Components of the network that are
numbersd the e as in FIG. 1 renain the same for purposes
of describing the different wpology options. 1 shows u
first network wpology 700 in which transm ons from
annched functions 1o the setwork infrastructure 101 enter
theough edige network devices and all loternet wraflic is forced
theough firewall 118, which may be one or more firewalls
scaled as desired hased on the sire of the petwork. The fire-
wall 118 performs its gate keeping firnction and packets that
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et or series

ei1ther or both of the first and
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1
DEVICE AND RELATED METHOD FOR
DYNAMIC TRAFFIC MIRRORING

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is related to the following appheations
owned by o o ansignee and all of which were filed on
the same date asthe present application. All are incomporuted
berein by eference. Theselatedd spplicatinss are it by

MIRRORING POLICY, Ser. No. 13/835,670, A lll‘-\ ICE
AND RELATED METHOD FOR ESTABLISHING NET-

_“QRI\. POLIC MSED ON AI'PL-ICA'DONR. Ser, No,
METIIOD

2
network is restricted largely based on the identity of the user
and/or the petwork sitached functions. For the purpose of the
description of the present invention. a *nser” is a human being
‘who interfaces viaa computing device with the services asso-

£ wiated with i network, For further purposes of ﬂnrm o “net-

work atmched funciion™ or an “sitached funciion™ may be 1
wser conneeted 1o the nerwork through & compuring device
and u petwork interface . am oittnched deviee connected
o the network. o function using the services of or providing
services to the network, or an application sssociated with an
atached device. Upon authentication or other form of coafir-
mation of the offered attached function identity. the ttached
function may sccess network serviees af the level permitied
forth tification. For purposes i
services™ include

ity of Service (QuS),

for that idcnlilicalion. Forp

“network services’

* 1nclude.

Quality of Service (QoS), ban

urposes of the present description,

ut are not limited to. access.

width, priority
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nmmrkt may be interconnected wgether o establish inter-

For purposes of the description of fhe present
nm.-nlnm the devices and functions that establish IIn.' anfer-
connection represent the petwork infrastructure. The users,
computing devices and the like that use that network infra-
structure to communicate are refémed w0 herein as atached
fanetions and will be further defined. The combination of the
attached functions and the network infrastructure will be <5
referred o as & network system.

The priscess by which the various compfing systems of o
network or internetwork communicate is generally reguluted
by agreed-upon sighal exchange standards and protocals
embodied in network interfoce cards or circustry and soft-
ware, firmware and microcoded algorithins. Such standinds
and protocols were borne out of the need and desine to provide
intesoperability among the army of computing systems avail-
ablefrom a plurality of suppliers. Twoorganizations that have
been respansible for signal exchange stindandization are the. 55
Institme of
the Intornot Engincering Task Force (IRTF). In pariicular, the
LEEE standands for internetwork operability luve been estab.
lished, or are in the process of being established. under the
purview of the IEEE 802 commiltes on Local Area Networks
(1LANz) and Metropolitan Area Networks (MANs L The
standards include many well defined methods of wired., fiber
optic and Radio Frequency (RF or wireless) methods of net-

tem (IS} or Firewall events, application access requests,
priority change roquests. protocol changes, the addition of «
wireless acoess user, policy changes made, bandwichh
chatges, mouting link changes, changes of monitored cond
tions, local und remate policy changes and network sy
charsges. More generally for purpascs of the description of the
present imvention, s mggﬂ- is any detected ar observed
event, activ
ddent hed ina petwork cyw.-m by dwncnmrk administrtor

woun m |gnnl seiaf poli
tsage restrictions may be of any type of interest 1 the net-
wark sdministrator. Network poficies ane gencrally directed.
o administratfon. managenent. and/or control ol access 1 or
usage of network services, A network policy may also bea
policy abstraction that is ranslation of one or more net-
wark policies 1o a different level of abstmcrion.
multiple network use poficies may be bundled into o higher-
level dbstract petwork pelicy for ease of handling and nam-
ing: s motwork policy set is simply 3 policy compased of one.
or mare policies

The network policies are typically defined in and regulated
through a network policy server device of the network infra-
structure mnlm\ku by the administrator Ihc umhlulmj

Com puter pro-
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Q. Okay Is it p0351b1e such that
all of an application-layer HTTP packet, both
its headers and 1ts payload would all be
embedded within one Layer-3 packet?

A. That may occur. That could
happen. I don't see a reason why, just sitting
here today, that would not be possible.

& (Pages 26 to 29)

186 Reporting - Worldwide B77 Cisco Ex 1026
Goom Depoeltlo August 29, 2019
Cisco v. Centripetal IPR2018-01512
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MICHAEL GOODRICH 1 MICHAEL GOODRICH
Al=1 2 packet-header - the application-layer packet-
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23 and their clients, close quote.

Page 42

MICHAEL GOODRICH

Q. And you cite Pages 823 to 824 of
Exhibit 1008, which is the ACNS guide, correct?

A. Correct.

Q. Where on those two pages does it
use the term "reassemble"?

A. On those two pages, it does not
use the word "reassemble." Instead, that would
be understood by a person of ordinary skill in
the art from the words that is used.

Q. But you agree it doesn't use the
term "reassemble," correct?
A. Correct.

17 logging, or controlling web access from end s something that's not saying that it's
L users to impl T policies ing. 18 necessarily monitoring for viruses, but instead,
o work environment and system security, right? 13 its processes that it is using would hopeful

o 00 J o0 B W N BB

=
o

=
=

=
N

[
W

A Yes 20 preventa--a--a Code Red type of a virus,
il 4 e i i o B
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