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Summary of Arguments

Technical Issues

Petitioner’s proposed claim construction is vague, ambiguous, and unsupported

ACNS does not act on a packet-by-packet basis

ACNS and Kjendal do not teach a dynamic security policy

ACNS and Kjendal do not teach routing identified packets to a monitoring 
device in response to performing the packet transformation function

References do not teach receiving a dynamic security policy with a rule that 
includes a DSCP selector as the packet identification criteria
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’213 Patent – Claim 1

1. A method comprising:

receiving, by each of a plurality of packet security 
gateways associated with a security policy management server 
and from the security policy management server, a dynamic 
security policy that comprises at least one rule specifying 
application-layer packet-header information and a packet 
transformation function comprising a packet digest logging 
function to be performed on packets comprising the application-
layer packet-header information;

receiving, by a packet security gateway of the 
plurality of packet security gateways, packets associated with a 
network protected by the packet security gateway;

identifying, by the packet security gateway, from 
amongst the packets associated with the network protected by 
the packet security gateway, and on a packet-by-packet basis, 
one or more packets comprising the application-layer packet-
header information;
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’213 Patent – Claim 1 (cont)

performing, by the packet security gateway and on a 
packet-by-packet basis, the packet transformation function on 
each of the one or more packets comprising the application-
layer packet-header information, wherein the performing the 
packet transformation function comprises

identifying a subset of information specified by the packet 
digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

generating, for each of the one or more packets comprising 
the application-layer packet-header information, a record 
comprising the subset of information specified by the 
packet digest logging function; and
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’213 Patent – Claim 1 (cont)

reformatting, for each of the one or more packets comprising 
the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in 
accordance with a logging system standard; and

routing, by the packet security gateway and on a packet-
by-packet basis, to a monitoring device each of the one or more 
packets corresponding to the application-layer packet-header 
information in response to the performing the packet 
transformation function.
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Claim Construction – Terms to Construe

“packet”
“packet-by-packet”
“dynamic security policy”
“rule” / “rules”
“security policy management server”
“packet security gateway”
“packet transformation function”
“monitoring device”
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ACNS does not act on a packet-by-packet basis

Representative Claim 1: 

identifying, by the packet security gateway, from amongst the 
packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets 
comprising the application-layer packet-header information;
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ACNS does not act on a packet-by-packet basis

Representative Claim 1 (cont.): 

performing, by the packet security gateway and on a packet-by-packet basis, the 
packet transformation function on each of the one or more packets comprising the 
application-layer packet-header information, wherein the performing the packet 
transformation function comprises

identifying a subset of information specified by the packet digest 
logging function for each of the one or more packets comprising the 
application-layer packet-header information;

generating, for each of the one or more packets comprising the 
application-layer packet-header information, a record comprising the 
subset of information specified by the packet digest logging function; and

reformatting, for each of the one or more packets comprising the 
application-layer packet-header information, the subset of information 
specified by the packet digest logging function in accordance with a logging system 
standard; and
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ACNS does not act on a packet-by-packet basis

Representative Claim 1 (cont.): 

routing, by the packet security gateway and on a packet-by-
packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in 
response to the performing the packet transformation function.
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Claim Construction – “packet” / “packet-by-packet”

“packet” means “a link layer (L2) or network layer (L3) packet.” POR at 9-12 

Petitioner does not dispute this construction.

“packet-by-packet” means “you’re working a packet at a time.” Sur-Reply at 1-2. 

Based on Petitioner’s own expert testimony. (Ex. 2022 at 22:19-23:14) 
(“looking at one packet then looking at another packet and then looking at a 
third packet.”) 

Raised in response to Petitioner’s issues of claim interpretation in its Reply.
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ACNS does not act on a packet-by-packet basis

ACNS teaches accepting or rejecting HTTP request methods, which 
requires reassembling L2 and/or L3 communication flows rather than 
inspecting individual packets:

ACNS at 8-23; POR at 24-28. 
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ACNS does not act on a packet-by-packet basis

ACNS teaches creating records of web transactions, not records of 
individual packets. Transaction logs include:

Ex. 2009 at 77:9-18.  See POR at 25-26.

ACNS at 19-1; POR at 31-35.
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ACNS does not teach the claimed packet security gateway

The Content Engine of ACNS is not the claimed packet security gateway

Eli Fuchs, former senior engineering 
manager at Cisco testifies that the ACNS
Content Engine is not concerned with 
packets or security.  

The parties and Institution Decision agree 
that a “packet security gateway” means 
“a gateway computer configured to 
receive packets and perform a packet 
transformation function on the packets.”

Ex. 2021 at 15:2-19; POR at 23-24. Patent Owner Centripetal Networks, Inc. - Ex. 2023
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ACNS does not teach the claimed packet security gateway

The Content Engine of ACNS is not the claimed packet security gateway

Petitioner’s expert’s testimony 
contradicts the testimony of Cisco’s 
Senior Engineering Manager.

Petitioner’s expert admits the Content 
Engine cannot inspect payload of packet 
for malware. POR at 23-24.

Ex. 2020 at 68:8-20 
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Claim Construction – “dynamic security policy”

Petitioner’s construction improperly removes 
patentable weight from the word “dynamic.” 
POR at 15.

“[C]laims are interpreted with an eye toward giving 
effect to all terms in the claim.” Bicon, Inc. v. 
Straumann Co., 441 F. 3d 945, 950 (Fed. Cir. 2006)

Portion of the ‘213 Patent cited by the Petitioner 
supports what a dynamic security policy can 
include, not what it is limited to.  Sur-Reply at 4-5.

’213 Patent at 4:48-67

“a non-static set of one or more rules, messages, instructions, files, or data 
structures associated with one or more packets.” POR at 12-16.
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ACNS does not teach receiving a dynamic security policy from 
a security policy management server

ACNS at 8-23

ACNS teaches that an Admin may add to or otherwise modify a policy 
already existing on a Content Engine:
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ACNS does not teach receiving a dynamic security policy from 
a security policy management server

Adding or modifying a request method involves adding one 
HTTP request method to a plurality of request methods 
already configured on the Content Engine. POR at 26. 

ACNS only allows for manually adding a request method, 
either through a GUI or a command line interface. POR at 
26-28. 

Claimed dynamic security policy can “automatically create or 
alter one or more of such rules as new network addresses 
associated with malicious network traffic are determined.” 
POR at 29 (citing ’213 Patent at 14:56-59.)
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ACNS and Kjendal do not teach routing identified packets to a monitoring 
device in response to performing the packet transformation function

Neither ACNS nor Kjendal teach “routing, by the packet security gateway 
and on a packet-by-packet basis, to a monitoring device each of the one 
or more packets corresponding to the application-layer packet-header 
information in response to the performing the packet transformation 
function.

Kjendal is directed to mirroring packets that have been identified as 
meeting a criteria, e.g. have the presence of a selected field. Ex. 1009 at 
8:64-9:3. 

Petitioner fails to show that Kjendal routes packets in response to an 
operation being performed on the packets. Sur-Reply at 17.
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References do not teach receiving a dynamic security policy with a rule 
that includes a DSCP selector as the packet identification criteria

Petitioner asserts ACNS and DiffServ disclose utilizing DSCP data

BUT it is used for packet classification prior to the application of any security 
policy and not as the packet-identification criteria specified by a dynamic 
security policy. POR at 55.
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Evidence of Long-felt Need for Dynamic Security Policies

Recognition of problem/failure with 
signature behavior based systems 
(e.g., in Narayanaswamy and Kapoor) 
to keep up with emerging threats 
demanded new solutions. POR at 61

Ex. 2013 at 6.
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Evidence of Long-felt Need for Dynamic Security Policies (cont.)

Ex. 2006 at 7 Patent Owner Centripetal Networks, Inc. - Ex. 2023
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Evidence of Industry Praise for Dynamic Security Policies

Ex. 2006 at 8

}}{{Ex. 2011

Ex. 2011 at 14 Patent Owner Centripetal Networks, Inc. - Ex. 2023



DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 23IPR2018-01512

Evidence of Industry Praise for Dynamic Security Policies (cont.)

Ex. 2007

Ex. 2007 at 5 Patent Owner Centripetal Networks, Inc. - Ex. 2023


	PTAB Oral Argument�December 18, 2019
	Summary of Arguments
	’213 Patent – Claim 1
	’213 Patent – Claim 1 (cont)
	’213 Patent – Claim 1 (cont)
	Claim Construction – Terms to Construe
	ACNS does not act on a packet-by-packet basis
	ACNS does not act on a packet-by-packet basis
	ACNS does not act on a packet-by-packet basis
	Claim Construction – “packet” / “packet-by-packet”
	ACNS does not act on a packet-by-packet basis
	ACNS does not act on a packet-by-packet basis
	ACNS does not teach the claimed packet security gateway
	ACNS does not teach the claimed packet security gateway
	Claim Construction – “dynamic security policy”
	ACNS does not teach receiving a dynamic security policy from a security policy management server
	ACNS does not teach receiving a dynamic security policy from a security policy management server
	ACNS and Kjendal do not teach routing identified packets to a monitoring device in response to performing the packet transformation function
	References do not teach receiving a dynamic security policy with a rule that includes a DSCP selector as the packet identification criteria
	Evidence of Long-felt Need for Dynamic Security Policies
	Evidence of Long-felt Need for Dynamic Security Policies (cont.)
	Evidence of Industry Praise for Dynamic Security Policies
	Evidence of Industry Praise for Dynamic Security Policies (cont.)



