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Player identification using biometric data in a gagrenvironment
Abstract

A system and method for using two authenticatorndeatify a player in a gaming environment is
disclosed, where the second authentlcator IS hasdmbmetrlc data. The two authentlcators
allow a two-level authorization proces e
maehmee&#he%heyeleum%e—be—amﬂnere the second authentlcator being based melumn
data,enableallow a player to quickly and easily authenticate domiswnd/erauthenticate-age
while eentinuing-to-plagemainingat game machinesauthenticate electronically based transfers
into and out of accounts at game machines, andefugllow casinos and other establishments

having age requirements and operating in an op@rnement to confirm that an underage
erson is not enabling the game play button (makseyof the game machine thereby).
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Parent Case Text

RELATED APPLICATIONS

Identification Using Fingerprints In A Gaming Erstrment”, filed on Jun. 20, 2001, serial No.
60/300,029.

Incorporated herein, in full by explicit referenieco-pending application Ser. No. 09/788,168
entitled "Method And Apparatus For Maintaining Gagtate", co-pending application Ser. No.
09/838,457 entitled "Data Entry System And Methad Gaming Devices", and co-pending
application Ser. No. 09/819,112 entitled "Anonym®&lsyer Identifiers In A Gaming
Environment”, these three referenced applicati@msgbowned in their entirety by the same
entity as this application.

Claims



What is claimed is:

1. A systermethod forcrenablting irdividuala player identification usable in a gaming
environment andsinghavingat least two authenticators, thgstenmethodcomprising:means
for-enterinda) creatinaa first authenticateir-said-system:-—means-fdb) entering at least one
more authenticator in the form of biometric detaéhe-system:-means-{dic) associating said
first authenticator and said at least one moreeautitator withan-ndividuad player;meansfor
individuald) providingplayer identification at a game deviegngareading-means-operable

with-a-presentdthving an associated biometric reader usingfgatdauthenticator and
biemetricreading-meaatleast one of said at least one more authentgatwere said first

authenticator is one of: a magnetic stripe candywcher; an alpha-numeric sequence; an RFID
tag; a smart card; a memory card; a handheld deaciag retrievable memory and an RF
interface; a handheld device having retrievable argrand an IR interface; a magnetic diskette;
or, an opticatiskettanini-disk.

2. A system-enabladethodfor thecreatbeng efa player identification usable in a gaming
environment and having at Ieast two authentlcathessystenmethodcomprlsmgmeans#e@
creatlng a first authentlca :

§gb) enteringat least one
more authentlcator in the form of blometrlc daaeerated—mmh—s&id—mmemenhea{er—means

for;_(c) associating said first authenticator and sai@adtlone more authenticator with a player

and—means-foand further identifying said first authenticatorths authenticator that will be the
initial authenticator used by a player to identifgmselves, and will further be the authenticator

used for searching and identifying said player eger identification database; and, (d)
providing player identification at a game devitaving an associated biometric readsing said

first authenticator and at least one of said atleae more authenticators.

3. Thesystenmethodof clalm 2 wheres&rd—at—least—tweﬂ&lﬁhenﬂea{e%sﬁﬁhepemmmdeast

() further comprises
assigning a search sequence |nd|cator for eaQHId)BSIdItIOI‘Ia| authenticators, where said
search sequence indicator will be used to deterthm@rder in which the authenticators are
used to identify a player.

4. A system-havinmethod for usingt least two authenticators for identificatioregblayer,
where one of the at least two authenticators istifikd as a first authenticator, and where at

least one of the remaining authenticators is ifledtas a second authenticator, and further
where any authenticator that is not a first authatar comprises data derived from a biometric
measurement, usable at a game device having atiassbbiometric readethe method

comprising:means-forreadi{a) having a player preseatfirst authenticatopresentedo a

game devicey-a-player—meansfmran operable manner; (b) finding at least oneséc
authenticator associated with a player identifmaentry in a player identification database,
where said entry is associated with said first emtibator; (c) indicating to said player that the
blayer is now to present a second authenticatsaidf second authenticator requires the player




to actively present a part of themselves to a nepdevice; (dyeading biometric data from said
player using a biometric readespans-for-using-said-first-authenticator-to-finchaseciated

seceond-authenticator;-means(&rchecking data derived from said biometric readaapainst
saidasseciatedl least onsecond authenticator; andeans-feff) indicatingto said player the

results ofsaid-check-efdathe authorization

5. Thesysteﬁmethodof clalm 4 wheresard—tmst—aa&he%ea{ep&@q&ef—a—playep%a

mte#aee—ermagneﬁc—dlskekm%&nﬁpn&%dlskeu@) further comgrlses havmg a g ayer
present a plaver ID card to a player ID card reader

6. The method of claim 4 where (a) further comrisaving a player present a voucher ID to a
voucher reader.

7. The method of claim 4 where (a) further comgrisaving a player present an APID
(anonymous player 1D) to a reader.

68. Thesystenmethodof claim 4 wheres&rd—means#er—eheekmgﬂ@@further comprlsemeans
for: ending the identification pro

plceeessf no entry in a player database correspondlngatub ﬁrst authentlcator is fouqd
identifying one second authenticator associateld gaid first authenticator if one entry
associated with said first authenticator is fouaa, identifying a second authenticator for each

entry in a player identification database, wheid sach entry is an entry having a possible match
for said first authenticator.

79. Thesysteamethodof claim4-where-said-meansforchecking-@wehere (g)urther

comprisesmeans-feichecking said biometric data against said secotiteaticator if there was
one entry in said player identification databasmeagted with said first authenticateseans-for
indicating a failure to said player if said biomettata does not indicate a match to said second
authenticatormeans-feichecking said biometric data against each idedtg#&cond

authenticator if there was more than one entryith player database corresponding to said first
authenticator; andpeans-feindicating a failure to said player if said biomettata indicates

one of: less than one match; or, greater than @telmwith any of said identified second
authenticators if there was more than one entsgid player database corresponding to said first
authenticator.

810. Thesystenmethodof claim 4 where said second authenticator coraprfimgerprint data.
911 Thesysternmethodof claim 4 where said biometric data is fingerpdata, where said
second authenticator comprises fingerprint datarevsaid biometric reader is a fingerprint
reader, and where any authenticator in additiosetdhe first and second authenticators
comprisesurtherfingerprint data.

1012 Thesysteamethodof claim 4 further comprisingneans-forreading-additonalplayer



aallowmg sald glaxer to use any other authentlcalgrowde blome r|c data other than said

first authenticator and said second authentic#teaid player previously entered other
authenticators in said player identification datshaf said indicated results where a failure;
checking said other authenticator biometric datsrnsf) data associated with each authenticator
but not including data associated with said fitghanticator in said player identification

database and assouated with sald flrst authent;cand! givingpositive result if saidmeans-for
3o atdther authenticator matches data

associated W|th authentlcator data that is nat divshenticator data

13. The method of claim 12 where said any othenenticator comprises fingerprint data from
an additional fingertip, where the finger used ¢éoivk said fingerprint data is a different fingprti

belonging to the same player as compared to aggriips used for any first or second
authenticator.

1114. A system-usable-forverifyingage-during-gamemiethod forusing at least two

authenticatorswhere one of the at least two authenticatorseistified as a first authenticator
and where at least one of the remaining authentisad identified as a second authenticahod
further where any authentlcator that iS not a tmﬂthentlcator comprlses data derived from a
blometrlc measurementomp A

game deV|ce havmg an assomated blometrlc reaxd% ver|f|cat|on! the method comprising:
(a) presenting age verification to an attendantsand attendant using said age verification to
erlgg gla;ger is of Iegal age to use game deg@s&sklng sald player to ogerabl;g mterac W|th

data with an identifier; and, (d) allowing said @utial player to use game devices

15. The method of claim 14 where (c) further cos¥si associating said biometric data with an
APID, said APID usable by at least one game dduitke establishment said attendant
represents; and, issuing said associated APIDidigptaver.

16. The method of claim 14 where (c) further cosesi associating said biometric data with a
player ID, said plaver ID usable by at least on@@adevice in the establishment said attendant
represents; and, issuing said associated play&s Haid player, if said player ID was generated
for this transaction; and, allowing said associagiegter 1D to be usable with said biometric data,
if said player ID was provided by said player




of—an-optical-diskettd4 where (d) further comprises: using an APID faid sdentifier;

designating said APID as the first authenticatesighating said biometric data as the second
authenticator; presenting said player with said¥Riroceeding to a game device having a
reader operable with said first authenticator anelsaler operable with said second
authenticator; using said first authenticator befolay starts; and, using said second
authenticator before each game play.

18. The method of claim 17 where said using saidrs@ authenticator before each game play
comprises a single physical act by said player.

19. The method of claim 18 where said single playsiomprises using a single button which
comprises a combining of authentication, reselaabibany settable game play settings to the
settings just played, and game play initiation.

20. The method of claim 14 where (d) further cosgsi using a player 1D for said identifier;
designating said player ID as the first authenpicadesignating said biometric data as the second
authenticator; presenting said potential playehwdid player ID, if said player ID was not
already in the possession of the potential plgyerceeding to a game device having a reader
operable with said first authenticator and a reagerable with said second authenticator;
presenting said first authenticator to said ganwicdeplay starts; and, using said second
authenticator before each game play.

1321 Thesysteamethodof claim1120 where said using safdeans-forreading-biemetric
information-from-said-player-ecegacond authenticattmefore each game plapmprises a
single physical act by said potential player

1422. Thesysteamethodof claim1321 where saidneans-forreading-biometric

informatiersingle physical adurther comprises-single-button-having-thereina-fingerprint

readirg-meart@mbining authentication, reselection of any ségtghme play settings to the
settings just playedinda-game play initiatioameans

1523, A system-enabledforform-generatinethod forusing at least two authenticators, where

one of the at least two authenticators is idexktifis a first authenticator, and where at least one
of the remaining authenticators is identified ageond authenticator, ahdther where any
authenticator that is not a first authenticator pases data derived from a biometric reader
which measures a biometric measurement, usablgaia device associated having an

associated biometric readarmethod for form generati@momprising:means-for-creati{a)
havmgan entry ina player |dent|f|cat|on dataangﬂarﬁFst—au%lqenneampand—hawngﬂat—least
i, L . aid

seeen&au%heaﬂea{epbemg&bremetne&uﬁqenﬁemeansieg (b) unlguelyassouatlng a player
using a game device with an entry in said playentification databaseneans-feridentifying a
and playing said game device until a faarn-generation eveptnreans-fonccurs; (c)
generatmmnat—least—paﬁra@completed fornmsng%la%a—#em—s&rd—a%wm—s&d—player

and, (d) using an authenticator other
than said flrsauthentlcator t@temyauthorlz%ald ompletediorm.




24. The method of claim 23 where (b) further cos®¥si playing said game device until a form
generation event occurs; asking said player fassaduthenticator; finding at least one entry in
said player identification database correspondinsgid first authenticator; asking said player for
a second authenticator if said first authenticattentially corresponds to more than one entry
in said player identification database; and, usiid second authenticator to uniquely identify
one entry in said player identification databafmare than one entry potentially corresponded
to said player's first authenticator.

25. The method of claim 23 where (b) further co i asking a player for a first authenticator;

finding at least one entry in said player idengifion database corresponding to said first
authenticator; playing said game device until anfgeneration event occurs; asking said player
for a second authenticator if said first authemtic@otentially corresponds to more than one
entry in said player identification database; arging said second authenticator to uniguely
identify one entry in said player identificationtdbase, if more than one entry potentially

corresponded to said player's first authenticator.

26. The method of claim 23 where (c) further cosgsi using said entry in said player
identification database to complete a required fafrthere is enough information; requesting
said player to provide any further data neededtopiete said form, if any additional data is
required; completing said form; asking said plakdata just provided should be stored in the
player ID database, if said player was requestguduide any further data to complete said
form; and, storing said data just provided frond gdayer in said player identification database, if
said player authorized said data to be stored.

27. The method of claim 23 where (d) further co i asking said plaver to use a biometric

reader to provide a second authenticator; andeatidating said completed form by checking
data read in from said biometric reader againsirs@uthenticator data found in said uniquely
identified entry in said player identification dbéese.

28. The method of claim 23 where said at leastawuthenticators comprise exactly two
authenticators, and where said first authenticedonprises a player ID and said second
authenticator comprises fingerprint data, and mithetric reader is a fingerprint reader.

29. The method of claim 23 where said form genenagvent is a W2G event, and said form is a
W2G form.

30. A method for using a first authenticator argkaond authenticator, where the first
authenticator is a player ID and the second auittant comprises fingerprint data, for the
automated generation of W2G forms at a game dédtwy used by a player who has an entry in
a player identification database, the method casimgyi (a) having said player present their first
authenticator at the start of game play at saidegaéewvice, identifying a unigue entry in said
player identification database; (b) having a W2@r#\occur; (c) generating a completed W2G;
d) having said player touch a fingertip to a fimmet reader associated with said game device,
authorizing said completed W2G form thereby; apilrépeating (b) through (d) while said
player is at said game device and upon each ocugmef a W2G event.



31. A method for using a first authenticator argkaond authenticator, where the first
authenticator comprises fingerprint data and tleesé authenticator comprises fingerprint data
from the same person as that used for the firstesuticator, but not from the same fingertip, for

the automated generation of W2G forms at a gameelbeing used by a player who has an
entry in a player identification database, the mdétbomprising: (a) having said player present
the fingertip used to derive fingerprint data cosipg said first authenticator to a fingerprint
reader associated with said game device at theaftgame play at said game device, identifying
at least one entry in said player identificatiotatbase; (b) having said player present the fingerti
used in creating said second authenticator togarprint reader associated with said game
device and using said second authenticator dataitpely identify one entry in said player
identification database, if, in (a), more than gmias identified using said first authenticato; (c
stopping the process if no unique match can be nidildaving a W2G event occur; (e)
generating a completed W2G; (f) having said plagech a fingertip to a fingerprint reader
associated with said game device, where said fipgruching said fingerprint reader is the
same fingertip used to derive fingerprint data cosngy said second authenticator, authorizing
said completed W2G form thereby; and repedtidhrough (f) while said player is at said

game device and upon each occurrence of a W2G.event

32. A method for enabling electronic transfers gisihleast two authenticators where any
authenticator that is not the first authenticategsubiometric data, in a gaming environment
while using a game device having an associateddiiieader, the method comprising: (a)
having a first authenticator readable by a readso@ated with said game device; (b) having a
second authenticator different from said first aaticator and readable by a reader associated
with said game device; (c) haviag entry in a player identification database, wisaidentry

further comprises first authenticator data and sé@uthenticator data; (d) uniquely associating

layer using a game device with an entry in giager identification database and recognizing

a player request for an electronic transfer; (€hawledging a desired electronic transfer; (f)
using said second authenticator to confirm andaist said desired electronic transfer.

33. The method of claim 32here said first authenticator is one omagneticstripe card; a
voucher; an alpha-numeric sequence; an RFID tamaat card; a memory card; a handheld
device having retrievable memory and an RF intetfachandheld device having retrievable
memory and an IR interface; a magnetic diskeiheoptical mini-disk; or, an APID.

34. The method of claim 32 where said first auticattir comprises biometric data, derived from
a biometric reading.

35. The method of claim 34 where said biometri@didrives from one of: a fingertip; an iris; a
retina; a hand: or, a face.

36. The method of claim 32 where said at leastrooee authenticator is a single authenticator.

37. The method of claim 36 where said single aditeior comprises biometric data derived
from one of: a fingertip; an iris; a retina; a haod a face.

38. The method of claim 32 where said at leastrooee authenticator comprises two



authenticators.

39. The method of claim 38 where said two authattis comprise biometric data derived from
two different fingertips belonging to the same play

40. The method of claim 38 where said two authetdics each comprise biometric data derived

from: a fingertip; an iris; a retina; a hand; ofaee, and further where each of said two
authenticators are derived from different biometocrces.

41. The method of claim 32 where (d) further cosgsi using said game device until a player

requested electronic transfer request is maden@skiid player for a first authenticator; finding
at least one entry in said player identificatiotatbase corresponding to said first authenticator;
asking said player for a second authenticatoridf figt authenticator corresponds to more than
one entry in said player identification databasel, aising said second authenticator to uniguely
identify one entry in said player identificationtdbase, if more than one entry potentially
corresponded to said player's first authenticator.

42. The method of claim 32 where (d) further co i asking a player for a first authenticator;

finding at least one entry in said player ideraifion database corresponding to said first
authenticator; using said game device until sagieyl requests an electronic transfer; asking said
player for a second authenticator if said firstheuaticator potentially corresponds to more than
one entry in said player identification databaset, aising said second authenticator to uniquely

identify one entry in said player identificationtdbase, if more than one entry potentially
corresponded to said player's first authenticator.

43. The method of claim 32 where (e) further cosg®i presenting a player with a screen having
a set of pre-determined choices including but inaitdd to: transfer all credits from said game
device to an electronic account, if applicabledi glame device; transfer a pre-selected amount
of money from an electronic account to said ganwicdeif applicable to said game device;
transfer a preselected amount of award credits &pmlectronic account to said game device, if
applicable to said game device; transfer pre-saleghme state data from an electronic account
to said game device, if applicable to said gamdcdetransfer promotional credits from an
electronic account to said game device, if applectdy said game device; show electronic
account status; and, go to a screen where saidrgiay input selections not on a pre-selected

screen.

44, The method of claim 32 where (f) further co [ asking said player to use a biometric
reader to provide a second authenticator; andeatitating said desired electronic transfer by
checking data read in from said biometric readeirsf) second authenticator data found in said
uniguely identified entry in said player identifitan database.

45. The method of claim 32 where said at leastdutbienticators comprise exactly two
authenticators, and where said first authenticgtarplayer ID and said second authenticator
comprises fingerprint data, and said biometric egagla fingerprint reader.

46. A method for using a first authenticator argkaeond authenticator, where the first



authenticator comprises fingerprint data and tlees@ authenticator comprises fingerprint data
from the same person as that used for the firsteaticator, but not from the same fingertip, for
the automated authentication of an electronic fearsg a game device being used by a player
who has an entry in a player identification datablse method comprising: (a) having said
player present player's fingertip used in creasiaid first authenticator to a fingerprint reader
associated with said game device at the startroégaay at said game device, identifying at

least one entry in said player identification d b) having said player present the fingertip

used in creating said second authenticator togaifprint reader associated with said game
device and using said second authenticator dataitpely identify one entry in said player
identification database, if, in (a), more than gmtas identified using said first authenticatod; (c
stopping the process if no unigue match can be nidii@aving a player request an electronic
transfer; (e) completing an electronic transfeues; (f) having said player present a fingertip to
a fingerprint reader associated with said gamecdewuthorizing said completed electronic
transfer request thereby; and, (g) repeating (auidih (f) while said player is at said game
device and upon each occurrence of an electronmusat transfer event.

47. A method for using a first authenticator argkeond authenticator, where the first
authenticator is an APID (anonymous player ID) #resecond authenticator comprises
fingerprint data, for the authentication of an #lewic transfer at a game device being used by a
player who has an APID and the APID has an enteyptayer identification database, the

method comprising: (a) having said player preseiot AP1D as a first authenticator at the start

of game device use at said game device, identifyingigue entry in said player identification
database; (b) having said player request an et@ctiransfer; (c) completing an electronic

transfer request; (d) having said player toucimgeiitip to a fingerprint reader associated with
said game device, authorizing said completed @amtitransfer request thereby; and, (e)
repeating (b) through (d) while said player isati gjame device and upon each occurrence of an

electronic account transfer event.

48. A method for using a first authenticator argkaeond authenticator, where the first
authenticator is an APID (anonymous player ID) #elsecond authenticator comprises
fingerprint data, for the authentication of an #ewic transfer at a game device being used by a
player who has an APID and the APID has an enteyphayer identification database, the
method comprising: (a) having said player requestlectronic transfer; (b) having said player
present said APID as a first authenticator to gaithe device currently is use, identifying a
unigue entry in said player identification databdsecompleting an electronic transfer request;
d) having said player touch a fingertip to a fimmet reader associated with said game device,
authorizing said completed electronic transfer estjghereby; and, (e) repeating (b) through (d)

while said player is in the establishment thatasisthe APID upon each occurrence of a request
for an electronic transfer.

49. A gaming system including at least one gamé&deomprising: at least one non-biometric
reader associated with and in operable communitatith said at least one game device; at least
one biometric reader associated with and in operainmunication with said at least one game
device; a database configured to retrievably cargniries where said entries further comprise at
least two authenticators, including a first autiebr and a second authenticator and where said
second authenticator further comprises biometria,da operable communication with said at



least one game device

50. The gaming system of claim 49 further configusach that said at least one non-biometric
reader, said at least one biometric reader, addasdeast one game device are operably
disposed within a single external cabinet.

51. The gaming system of claim 49 further configusach that said at least one non-biometric
reader and said game device are both operablyssigpwithin a same cabinet, and where said at
least one biometric reader is in an enclosureasecproximity to said cabinet

1652 Thegamingsystem of claimM5-where-said-form-generating-eventis-a-\W2G-géingra
event49 further comprising: a cabinet, said non-biorseteader and said game device operably
disposed therein and further configured to useséime network interface; a first network in
operable communication with said network interfaceecond network in operable
communication with said biometric reader; a compaystem having at least'two network
interfaces, where a first interfaces is operablyneeted to said first network, and where a
second interface is operably connected to saidskegetwork; a BDIM (biometric data
information manager) operably disposed within saithputer system in operable communication

with said network interfaces, and where said BDgNhioperable communication with said
database.

53. The gaming system of claim 52 where said coarmystem at least partially comprises an
RGC (remote game controller).

54. The gaming system of claim 52 where said gagned is further configured to enable said
game device's game play button to be controllesbiy BDIM, and where said BDIM is further
configured such that upon receiving confirmatioraahatch between data from said biometric
reader and data comprising said second authentiggime play is initiated.

55. The gaming system of claim 49 further compgisan cabinet, said non-biometric reader, said
biometric reader, and said game device operabbpded therein and further.configured to use
the same network interface; a first network in @pé communication with said network
interface; a computer system having at least otean& interface, where a first network
interface is operably connected to said first nekiva BDIM (biometric data information
manager) operably disposed within said computeesyand in operable communication with

said first-network interface, and where said BDEMn operable communication with said
database.

1756. Thegamingsystem of clair-655 where sald:omguter sxst erat Ieast partlallyeempleted
form-furthercomprisesa d
identification-databagm RGC RGC

57. The gaming system of claim 55 where said gagned is further configured to enable said
game device's game play button to be controllesbiy BDIM, and where said BDIM is further
configured such that upon receiving confirmatioraahatch between data from said biometric
reader and data comprising said second authenticgime play is initiated.



58. A multifunction game play button for use inage device comprising: a fingerprint reader;
logic having at least two interfaces, said logiem@bly connected to said fingerprint reader and
said at least two interfaces; a first interfacefigomed to one of: send; receive; or, send and
receive, signals having substantially the sameatharistics as a single function game device
game play button; a second interface configureohim of: send; receive; or, send and receive,
fingerprint data.

59. The multifunction game play button of claimfG8her comprising a fingerprint comparator
operably disposed within said logic.

60. The multifunction game play button of claimiBerein said fingerprint comparator is

further configured to carry out a local comparigdiwo sets of fingerprint data where a first
fingerprint data set is associated with a fingerigi reader and a second fingerprint data set is
associated with a second authenticator having fessived via said second interface, and

further configured to compare said fingerprint etderization data sets and upon the occurrence
of a match cause said first interface to one afdseeceive; or, send and receive, signals that are
capable of initiating game play.

61. The multifunction game play button of claimiBere said fingerprint comparator is further
configured to store and reuse said received fingergdata, and further configured to purge said
fingerprint data upon the receipt, through saidaddnterface, of a signal to purge said
fingerprint data.

62. The multifunction game play button of claimiBere said fingerprint comparator is further
configured to store fingerprint data received frea fingerprint reader upon the receipt,
through said second interface, of a signal to saiefingerprint data, and is further configured
to use said stored fingerprint data to compare fwitferprint data received from said fingerprint
reader subsequent to said saved fingerprint dadcaiting a match by causing said first interface
to one of: send; receive; or, send and receivealsighat are capable of initiating game play,
enabling the use of a second authenticator comgrigigerprint data to be both initially input
and checked locally thereby.

63. The multifunction game play button of claimsBere said at least two interfaces are
implemented in the same physical interface.

64. The multifunction game play button of claimiBere said first interface and said second
interface are implemented using two separate phiskerfaces.

65. A method for using a first authenticator argkeond authenticator for age verification with a
game device remotely located from a game estal#dishand connected to the game
establishment via a network, where the second atith¢or comprises biometric data, and
where a player identification database is providgthe game establishment and where the
player identification database comprises, for esatthy, data associated with the first and second
authenticator, and where the remote game devimeerably connected to a biometric reader
corresponding to the type of biometric data conmmgishe second authenticator, the method



entry in sald glaxer identification database widata corresponding to a first authenticator
matches said first authenticator data received faith remote game device; (€) receiving from
said remote game device biometric data; (d) findisgond authenticator data associated with
said entry in said player identification databdeg¢.comparing said biometric data and said
second authenticator data; and allowing galae ibsaid biometric data and said second

authenticator data are comparable.

66. The method of claim 65 further comprising: @)eiving a next biometric data from said
remote game device; (b) comparing said next bidmdéata with said second authenticator data;
(c) initiating one game play if said next biomeul&ta is comparable to said second authenticator
data; and, (d) repeating (a) through (c) until m@alay end indicator is received.

67. The method of claim 66 where said biometriclegas a fingerprint reader and said biometric
data is fingerprint data.

68. The method of claim 65 where said first auticatr comprises an alpha-numeric seguence.

Description

BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention pertains generally to gaming systevwsre particularly, the present invention
relates to a method and apparatus for providingiaddissurance that a player is who they
claim to be by using biometric identifiers, partanly fingerprints, for player identification at
gaming devices.

2. The Prior Art

High reliability player identification in a gamirgnvironment is becoming increasingly desirable.
In some gaming situations either positive iderdtiien or a signature or both are required. In the
United States, an example is the occurrence ofrangeevent which requires the filing of an
income tax report form, currently designated byl®8 (US.S. Internal Revenue Service) as

form W2G. This is currently triggered by any wingiavent involving more than $1200. In many
higher-stakes games, this would be triggered byyanvening event. Other situations where
positive identification is desirable is any typeaotomated funds accounting or transfers and age
verification.

Currently, events which trigger the use of govemmakforms are handled manually. When a
winning event occurs at a gaming machine that éngghe need for a W2G, the player will need
to wait until an attendant comes over and enahlepayout and handles any required
governmental forms. For funds transfers, a playittypically need to go to a customer service



counter or separate kiosk; or, a player is depdrmethe use of their player tracking card (a
magnetic strip card), which is easily lost or stiolehich could result in the loss of any funds
associated with the magnetic strip card (playecai).

In the case of high stakes games, every winningteegjuires a governmental form to be filled
out in the &.S. In such cases casinos will typically assign dimenalant to each high stakes
player, where the attendant takes care of thesace¢governmental forms. Such requirements
are burdensome to all concerned, from the casirmmuinst provide the personnel to the players
who must endure a "hovering shadow," regardle$®wfunobtrusive the casino attempts to
make the attendants.

For age verification, the currently used methodarttrolling game use is through physical

access. Typically the games are in an area tipdtysically isolated, and an attendant checks ID
for admission into the areas as a whole. Othereigeh game or set of games must be constantly
monitored by an attendant, even when no one iseatiachines.

Biometric identification systems such as fingerpreaders built by AuthenTec, Inc., in
Melbourne, Fla. 32902, are known. These readerssonaply raw image data to a processing
unit for storage and analysis, or as is typicdilly tase with commercial products, will record and
transmit fingerprint characterization data, nofraage. In the later case, the fingerprint itseff (a
actual image) will not be permanently stored; alyumeric characterization is kept.

Prior art numeric characterization of fingerprintakes use of a fingerprint's ridges and furrows
on the surface of the finger. The uniqueness ofgefprint can be determined by establishing a
center or reference point, and characterizing #teem of ridges, furrows, and/or other
characteristics such as ridge bifurcation and/fadge ending points (sometimes called minutiae
points) in relationship to the center point.

There are well known limitations when using fingarpcharacterization data. The faster a
fingerprint is read, the fewer details may be rdedr(for example, establishing 40 correlation
points rather than 80). In addition, the abilityréad fingerprints themselves will vary depending
on the condition of the skin on the finger, sweiat, etc. Thus, it may be the case that a
fingerprint read having 80 correlation points mayduce, in a large database (over 100,000
entries), more than one match. That does not niedrihie actual fingerprints are the same;
rather, it means that the recorded characterigipgar to match more than one entry. This is
typically not an issue in small populations or whising a small database, but will arise on
occasion.

There are public and proprietary algorithms thegrapt to use the data to minimize false
positives and maximize correct rejections. The att@rization data is stored in a database where
it can be searched for matches. Typically the $esrare sequential, which can result in long
search times for any particular print if there tr@usands to check. The amount of data kept per
fingerprint also determines the search time anduamess of the characterization for each print.

Because of the difficulties in collecting, charaiieg, storing, searching, and uniquely
identifying fingerprint data (i.e., inexpensive deas may collect 40-50 characterizing points,



which although reasonably good, may still only b&ue to an approximate range of 1/10,000),
fingerprints have not been usable as a single safricientification means in a dynamic gaming
environment. Many of the issues faced by the gamnitigstry are not faced by other industries,
which would allow the reasonable implementationasfan example, an authentication system
based on a single fingerprint for a home or offi€& where there may be 1 to 10 authorized
users. Such systems have tiny databases, carabealgislow, and can be reasonably fallible (in
terms of false positives) and yet meet the autbatiin needs of the few people and limited
environment in which such a system will be usedhSystems are not suitable for situations as
the gaming industry, which must meet the needotf bpeed and a significantly higher degree
of assurance in any particular authentication.

Thus, there is a need to provide an alternativenméa player authentication having reasonably
high reliability and assurance, coupled with vaghhauthentication speed.

BRIEF DESCRIPTION OF THE INVENTION

The present invention enables a new and excitingafallowing players to make use of
electronic funds accounts, automate the generaficartain required forms, and to verify their
age in a manner that is fast, inconspicuous, campiemented to insure privacy, and provides
very high assurance to the casino or other estafdiat using it.

The invention uses at least two authenticatorgedémh player, with the most common
implementation using exactly two. A common use tfied authenticator is as a "back-up" to the
second authenticator. The first authenticator neagie of many types, with a typical first
authenticator being a player ID card, a voucheh witinique, encoded, and preferably encrypted
numerical ID on it, a unique alphanumeric sequeacen RFID tag. Each first authenticator
that is not data itself (i.e., a PIN) has the ghbib have data read from it (i.e., the data on the
magnetic strip of a typical player ID card). "Fiestthenticator data" refers to the data that can
be read from a physical first authenticator cérdych is used. To simplify word usage in this
disclosure, "first authenticator" and "first autheator data" refer to the same thing, that is, the
information or data that is read from a physicaiif where that physical item may be used to
carry the data, or, in the case of an alpha-nurnseacience, is the data. Context makes clear if
the discussion of a first authenticator is refgrtio a physical carrier or the data in the physical
carrier or both. The second authenticator will bedal on a biometric reading. The present
invention may use any biometric reading, althougisé providing reasonably high degrees of
unigueness are clearly preferred. It is expectatldahthe present time, the predominant
biometric used will be based on fingerprints.

A player identification database is also used, wlzar entry corresponding to a player comprises
at least one record (typically, exactly one recoatd the record has fields containing data,
information, or pointers. The records have fielderesponding to a first authenticator and a
second authenticator, providing authenticator tla¢eein or pointers to authenticator data. The
second authenticator will always have data thatespond to a biometric measurement. It is not
required that a player release any personal infoom#o the casino or establishment to make use
of the present invention; that is one of its béeefn many cases a player can derive even greater
benefits by providing certain data to a casinostaldishment, as explained below, but it is fully



expected that a significant number of players aladge number of small gambling halls or
locations will use anonymous identifiers (ident#idnaving no names associated with them).
Another user of anonymous identifiers will remogerdpling establishments, which allows them
to carry out age confirmation without keeping anpement record of each player. Again, there
are advantages to a player providing some persiatal but it is not necessary to make use of
the present invention.

A player and a casino or establishment uses trsepténvention in several steps. The first is to
create an entry in the player identification dasahavhich associates a first authenticator and a
second authenticator. The player then goes andaugase device. While playing or using a
game device, the player will eventually take amoacthat will require confirmation that they are
who they say they are. The player presents thsirduthenticator to the game device, which is
used to get the associated second authenticaterpl@ier indicates they are ready to authorize
an action (an EFT transfer, a game play, to autbaiform); then, to authorize the action the
player presents their second authenticator.

Remembering that the second authenticator is allvaysetric data, all the player has to do is
use the biometric reader. In the case of fingetgpra quick touch of a fingerprint reader does the
job. The second authenticator is checked, anctifitigerprint data just read matches the
fingerprint data in the second authenticator, tt@a is authorized and carried out. Now, as
long as the player is at this game device any énrduthorizations will only require that the

player touch a fingerprint reader. This is extrgnf@st and very non-obtrusive, while providing
both the player and establishment a very high degf@assurance that the correct person is
carrying out the actions. In one embodiment, thabtes very fast and efficient W2G generation-
-currently a very annoying aspect of any highekestagames.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a functional block diagram of an exangystem having a fingerprint reader in
conjunction with at least one other player idecdifion means accordance with the present
invention.

FIG. 2 is a functional block diagram of anotherragée system having a fingerprint reader in
conjunction with at least one other player idecdifion means accordance with the present
invention.

FIG. 3 is a functional block diagram showing anotteample system having a fingerprint reader
in conjunction with at least one other player idf@attion means accordance with the present
invention.

FIG. 4 is a functional block diagram of yet anotegample system having a fingerprint reader in
conjunction with at least one other player idecdifion means accordance with the present
invention.

FIG. 5 is a functional block diagram of system agunfations for implementing authentication
using biometrics in accordance with the presergntion.



FIG. 6 is a flow diagram for creating an initiakdbase entry to be used with biometrically
augmented authentication in accordance with thegotenvention.

FIG. 7 is a flow diagram showing a use of biomalljcaugmented authentication with
automated W2G generation according to the presgantion.

FIG. 8 is flow diagram showing another examplehef tise of biometrically augmented
authentication with automated W2G generation agogrib the present invention.

FIG. 9 is a flow diagram showing yet another exangdlthe use of biometrically augmented
authentication with automated W2G generation agogrib the present invention.

FIG. 10 is a flow diagram showing a method of argpan electronic funds account according to
the present invention.

FIG. 11 is flow diagram showing electronic fundsnisfers using biometrically augmented
authentication according to the present invention.

FIG. 12 is a flow diagram showing another methodleétronic funds transfers using
biometrically enhanced authentication accordintheopresent invention.

FIG. 13 is a flow diagram showing the use of biametly enhanced authentication with
electronic funds accounts keeping additional plalgea in accordance with the present
invention.

FIG. 14 is a flow diagram showing the use of a l@tmoally enhanced authentication electronic
funds account with promotional game credits accgytib the present invention.

FIG. 15 is a flow diagram showing the use of biamatly enhanced authenticator for age
verification according to the present invention.

FIG. 16 is a block diagram showing the functior@hponents of a combined play and authorize
button according to the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Persons of ordinary skill in the art will realizeat the following description of the present
invention is illustrative only and not in any wayiting. Other embodiments of the invention will
readily suggest themselves to such skilled persansg the benefit of this disclosure.

Referring to the drawings, for illustrative purpsske present invention is shown embodied in
FIG. 1 through FIG. 16. It will be appreciated thia apparatus may vary as to configuration
and as to details of the parts, and that the metiendvary as to details, partitioning, and the
order of the acts, without departing from the intixenconcepts disclosed herein.



The present invention provides new methods andrapmahaving superior authentication of
players than available in the prior art, while et providing for a player's ease of use of the
enhanced authentication. It does this by combiatrigast two authenticators per player in an
easy-to-use and manage system. A player first pteseme form of initial identification to the
gaming device, then (not always right away) providesecond means of authentication based on
a biometric measure such as a fingerprint (defoeddw). The combination of the two
identification steps provides two critical propestin a casino environment. First, because of the
combinatorics involved, a significantly higher degrof assurance is achieved when the two
authentication events, using a first and seconlesuticator, are used in combination than is
possible using a single authenticator. Secondynaguauthentication is made significantly easier
for both the player and the casino, for examplénduan extended period of game play, while

still retaining the higher degree of assurance igeal/by the two-step authorization method.

The first level of identification used by a playgicalled the first authenticator, and is defined a
whatever a player first presents to the systerdeatify themselves. The first authenticator may
be one amongst many choices, where the chosenWdirdepend on the needs and desires of the
individual and the system implementation. A nonaadtive list of first authenticators that are
expected to be in use now or in the near futuredec voucher IDs; a first fingerprint; a
biometric other than a fingerprint such as handwgoy, face geometry, iris scan, or retinal
scan; an alpha-numeric sequence (this includes, PiNdurther includes any sequence of
numbers and letters, case sensitive or not, thatemaisable to identify a player); magnetic-strip
cards (usually in the form a traditional playerdérd); embedded RFID tags (may be in a key
fob, a wallet-sized card, a lapel pin, and numether forms which are easy to for a person to
carry and use); smart cards; magnetic diskettag;abplisks and/or mini-disks; or handheld
devices with an IR or RF interface (i.e., a PDAlsas a Palm Pilot. TM.).

In addition, a preferred embodiment will allow ay#r to use one of their preexisting cards or
forms of identification. This will include allowing player to use a credit card, check card, debit
card, and the like. In addition, when current dfsrécenses are replaced in the near future with
those having a common read means throughout #8.(Expected to be either a form of smart
card or having machine readable symbols on onasdf the card), those driver's licenses
could be used as well. It is important to note thatuse of these cards is for data matching only.
It will not be used to access or record anythingritato do with the meaning of card when used
as a first authenticator. Thus, a player who wemisse a debit card they already have as a first
authenticator would allow the information on thegmetic strip of the card to be read and kept
as first authenticator data. When the player tl@esdo a game device, the player presents their
card to the reader. The data that is read off@ttrd is used to find matching first authenticator
data in the player ID database. That is the exiei$ use. Thus, the actual meaning of the data
on the magnetic stripe is not important; it is diryeing used as a unique data sequence to find a
matching data sequence in the player ID databdses, Bs used in this disclosure "player ID" is
any authenticator, designated as a first autheaticthat has the property of having data useable
as first authenticator data in a player ID database

"Presents"” is defined in this disclosure to megnaamion needed by the user of an authenticator
to have the authenticator read by a reader designezhd that authenticator. The exact actions
will, of course, vary depending on what type ofreuticator a player is using. In the case of a



magnetic strip card, the presenting action woultbbiesert the card into a magnetic strip card
reader (like an ATM and a bank card). In the cdssndRFID tag, the presenting action would
be to hold the RFID tag momentarily in front of tleader. Each type of authenticator and its
associated input device would have a correspordemning of "presents”, where in each case
the net result is that the needed data on or iadlbieenticator to be read, is read by the reader
corresponding to that type of authenticator.

The concept of a database, being well establishedt explained in this disclosure. It should be
noted, however, that as the word is being uselisndisclosure it is intended to cover a
complete range of databases, the size, complexityexpense being determined by the
application and location (where the database beifggenced resides). For example, at the low
end of the database scale there may be a datalased on an embedded system in a game
device cabinet implemented as a flat file, commlarited database held entirely in RAM, where
entries or records could be delimited by a nonpigntharacter such as a carriage return, and
fields would refer to alpha-numeric strings betweemmas. At the high end would be a fully
relational database implementing extremely compderrds and having the capability to hold
hundreds of thousands of entries, coupled witratiiéy to handle large amounts of secondary
storage and requiring a dedicated platform for pestormance. Thus, there is no implied
restriction as to any particular type, kind, or @tewity of database. Any database
implementation that works in a particular systemgishe present invention is included in this
disclosure.

The second level or second means of identifyingeliéo a system is through the use of a
second authenticator. The second authenticatobimnaetrically-based authentication means. A
biometric authentication means may include fingatpy hand geometry scans, retinal scans, iris
scans, facial feature scans, or other biologidsdiged measurement means which are readily
available to be used in a casino environment. éndscription of this invention, one embodiment
is based on the use of a fingerprint as the seaatitenticator. However, the inventive concept
is broader than the use of a fingerprint alonepempassing any second authenticator that is
based on a biometric measurement that can be neeb@oanned, read-in) from a human who is
sitting or standing at or near the gaming devic&lwhas just been presented with a first
authenticator. For example, it is fully contempthtbat as very high frequency, low energy
electromagnetic emitters/readers become availabkdaced prices, a scan of some of the
bodies natural emissions using a passive or reso@ader may be used, as well as other forms
of evolving technology such as iris readers/scanner

Fingerprint data is used in a preferred embodirétite present invention. The word
"fingerprint” can be used, in the common vernacutamean both the image left when a
fingertip is pressed onto material that will allsame type of imprint to be left or body oils and
skin that leave a distinguishable mark having gumiset of ridges, etc., as well as meaning the
unique pattern on the fingertip itself, even if hi@nsferred to another surface. To avoid
confusion with nuances of the word "fingerprint"evhused alone, and add as much clarity as
possible, this disclosure will use the term “fiqmért data”. "Fingerprint data" is defined to mean
at least some data, where the data is such tisattibrable and useable by digital logic and/or
digital computers, that is derived from a portidradingertip, and that is some way measures,
identifies, or characterizes some portion of thigegpa of swirls, edges, separation points, etc.,



found on a portion of the fingertip being usedittantification. Thus, it is clear that the term
"fingerprint data"” does NOT mean a COMPLETE seaflath that will always uniquely identify a
single finger from a single human. Rather, it isdig0 mean there exists a data set (a data set is
more than one bit of digital data), usable in digiircuitry, having some data derived from at
least a portion of a fingertip where the fingersipeing used for identification purposes. This
definition avoids the problem of having to conskadifferentiate between the fingertip, the
fingerprint on the fingertip, the fingerprint leftter a fingertip is pressed to a surface, thetexac
method used to collect fingerprint information ifirgerprint reader, and the completeness of
each reading of a fingerprint. "Fingerprint read®egans any method and device that may be
used to yield "fingerprint data".

FIG. 1 shows a functional block diagram of an exangame device. As used in this disclosure, a
"game device" includes any electronic or electrdmaecal, mechanical, or table (manual) game
device usably by a player for any function in a glmg or casino environment. "Game device"
further includes the use of a remote computercaligia home PC, when used for gambling or
gaming purposes by being operably coupled througgtwork to at least one central server, and
where being so coupled over a network allows thmeéh®C to be used for any type of gambling,
for placing bets, for the display of game (bettinggults, and any similar acts. Included in the
definition of game device are also any games dif(skily) or any game that combines skill and
chance where a player may win award credits, gaeuits (changeable to monetary
equivalents), or cash prizes. An example of tipe tgf game could be any of the driving skill
games currently popular in arcades. In a casirtnggilayers may play against a clock or other
players, winning game credits or making bets or@ues that are not done in an arcade setting
(i.e., same skill games coupled with various tyges forms of betting).

In an arcade setting, the game user inserts mamketha only reward is to be able to play the
game. If they are good enough, they may get tdhmit initials on the game display. Some
arcade games also dispense universal tickets éiypibe small yellowish or redish tickets
measuring about 1/2".times.1" and redeemable ifdga fprizes such as candy bars and stuffed
animals). This unrestricted arcade use is notdah@&esas using the game devices for restricted
uses such as gambling, pari-mutuel betting, etc.

Most often a game device will be a gambling oribgttnachine as just discussed, but the
concept of game device further includes and idimited to other devices such as EFT
(electronic funds transfer) stations, prize award @edemption kiosks or stations, EFA account
and voucher management stations, and any othezrayvice and player useable devices that
may be found in a casino, bingo hall, or other denglor betting establishment.

Game device 100 includes the normal and well knimwernals needed in order to have a
functioning game, such as at least one centralgssmr, associated memory, input/output
interfaces, peripheral interfaces to the videoldispontrol buttons and lever, monetary input
devices, slot machine interface board (SMIB), tbhgetwith the firmware and software needed to
implement the full functionality of the game (thastrnals not shown). Game device 100
comprises a conventional game of chance, suclska$ enachine, video poker machine, video
lottery device, keno machine, or bingo machine. Géming device 100 may alternatively
comprise a live table game of chance, such ascajék table or roulette table, where the



functions described herein carried out by the ggrdevice are carried out by a table attendant.

Game device 100 further provides a video or resgldy 102, play buttons 106, one or more first
authentication readers 104 (typically a vouchedeeaplayer tracking ID slot, or RFID reader),

a fingerprint reader 110 (may be a different biametevice), a card/voucher printer 108, and a
SMIB 112 which would typically be connected elecioally 114 an RGC (remote game
controller, not shown). In one embodiment read€r wiuld have an interface (port) to SMIB
112, sending data and receiving data via connegtldn Other communications means may be
used. As shown, reader 110 sends the raw bionutt&cout, unprocessed.

FIG. 2 shows a game device similar to that showFi@ 1, including game device (including a
cabinet) 200, video or reel view area 202, SMIB,2@ctronic connection 214, first
authentication readers 204, voucher/card print8& aAd play buttons 206. In this case reader
210 includes the hardware and software needed toitét processing of the image, scan, or
read of the biometric data that will be the secauathenticator. For example, in the case of a
fingerprint reader only fingerprint data that cleesizes some portion of the fingerprint being
read will be communicated to a system outside gaenee 200, unlike FIG. 1 where the raw
image data was communicated outside game devicdtli@@xpected that this will be a
common implementation, very likely tleenost common, as it will allow local control of thead
process to maximize useful results, while sendimdefss data over whatever external electronic
connection is being used (therefore using lesh@twailable bandwidth and allowing a faster
response).

FIG. 3 shows a game device similar to that showFI@S. 1 and 2, including game device
(including a cabinet) 300, video or reel view aB82, SMIB 312 (optional), at least one
electronic connection 314 (optional), first autheation readers 304, voucher/card printer 308,
and play or choice buttons 306. In this case reatlérincludes the hardware and software
needed to do initial processing of the image, scanead of the biometric data that will be the
second authenticator, and will further do the dafagabase lookup and attempted match for the
authorization. In this case, the internals of re&d® would include a processor, memory, and
software dedicated to reader 310 that are suffit@provide the compute resources needed for
a database and the software used to match ther @a@eand the entries in the database. These
internals are not shown, and would be invisibla taser. This is currently not expected to be the
most widely used implementation, but may becomi¢ tbe@ costs of embedded systems continue
to drop, or may be needed in certain implementatiinere dynamic interconnections between
machines and any type of backend system is linmtatbn-existent.

For example, in certain small installations it nh@ythe case that there is one game device shown
as in FIG. 3, with the other devices having thecfiomality shown in either of FIG. 1 or 2. The
game device that implements the fingerprint dad&up capability shown in FIG. 3 provides the
same service to those game devices with configuraghown in FIGS. 1 and 2. Alternatively,
each game device could be essentially a standalanhkine if configured as shown in FIG. 3,

with database updates being carried out by the@U€®-ROMs individually delivered to each
game device. Clearly not the optimal choice in nsogthisticated casinos having a well
established electronic network, but one that cbel@mployed where specific needs dictate.



It should be noted here that if the game devieeresmote PC being used over a network,
including use over the internet, any biometric data preferred embodiment, fingerprint data)
comparison will typically be carried out at the ahserver. This would be to help assure that
compromised or substitute biometric data was nmigbhesed at the remote location. To further
provide assurance, a preferred embodiment woulenise/pted biometric data where the
biometric data is encrypted within the biometriader and its accompanying logic, then
decrypted at the remote sight, providing signiftgahigher assurance for the transmitted
biometric data. In a preferred embodiment the plageng a remote PC would use a fingerprint
reader as the biometric device, touch the fingetpaader with their fingertip, fingerprint data
would be encrypted and sent to the remote systerfirigerprint data checked for authenticity,
and upon a positive authentication the server whurtther initiate game play. Thus, to the
remote user, each touch of the fingerprint readeother biometric input device) would
simultaneously authorize them as being the playér@tiate a single game play. This allows the
remote player to use "one-touch" game play. Gaaewwbuld end when the server received a
game play end indicator. A game play end indicator be one of many events, including but not
limited to: a time-out; a carrier drop; network aoomications disruption; or, a designated signal
to the server (i.e., a specified key or key segelefiom the player.

Continuing further with the remote game device itss,expected that the most common
implementation of two authenticators for identifioa will use a first authenticator comprising
an alpha-numeric sequence, and a second authentocahprising fingerprint data. However, as
smart cards, memory cards, and other similar ifierstibecome more common, meaning more
people will have the devices needed to read frasntype of identifiers, it is expected that these
(specifically, the data on them used for identtf@a) will gradually become more common than
alpha-numeric sequences that must be remembereshéer@d manually, and will become the
first authenticator of choice.

In order to provide better (faster) service to play a game device configured as shown in FIG.
3, including the network connection, could be impated with a very limited-capacity

embedded system having a small database. The gmatfgn would allow for the local caching

of (for example) the database entries or recordesponding to the last 10 players to use the
game device. For an even smaller and less expangidementation, only the second
authenticator data associated with the curreneplaypuld be cached; this would require no
database on the embedded system. Every time tyer plaeds to use a second authenticator, the
authentication data check will take place locdlljis would provide exceptional response at a
very moderate cost.

There is one further example where a system sushagn in Figure would be useful. In a very
small casino or gambling room where each machiaestandalone machine, the fingerprint
reader and fingerprint comparator (explained furtredow) in the logic operably connected to
the fingerprint reader but separate from the gaewicd, may readily be configured to contain
enough memory to store fingerprint data correspanth that usually derived from a single
fingertip. After reading the data in, further udele machine would be enabled by the person
whose fingerprint data was used. The first autbatdr, comprising the presenting of an ID to a
casino attendant, is not memorialized by the issei@f a paper voucher (or something similar);
rather, the person's fingerprint data is read theofingerprint reader and stored, and they are



thereafter able to play the machine by presentieg fingertip for authentication.

FIG. 4 shows a game device 400, video or slot aesa 402, a typical SMIB (Slot Machine
Interface Board) 416, a typical serial-protocoldzhsommunications means used over and
electronic connection 418 to RGC 420, first autivamibn readers 408 (optional, indicated by
dotted lines, as the final configuration furthepeeds on reader 410 or 412), voucher/card
printer 408 (also optional, indicated by dotte@dindepending on the implementation of reader
410 or 412), and play buttons 406.

In this case the biometric reader is shown in twssible physical locations relative to game
device 400. In one embodiment, the biometric readdrany needed 1/0O devices are physically
outside the game device 400. This would be usedses where the system will be retro-fitted to
an existing game device 400, and where no moddieatto the game devices can be made.
Reader 410 would be in very close physical proxitatgame device 400, preferably appearing
to a player as a contiguous cabinet with game det@®, or as an extension to the cabinet
housing game device 400. It could also be impleatenh a separate standalone mount outside
game device 400, but the separate standalone nsonoit a preferred embodiment. Reader 410
has an embedded system, further comprising a ppocasemory, peripheral buses, and I/O
interfaces needed in order to provide the hardwapport for a standalone system that can read
and otherwise process the biometric data being (iettnals not shown). Reader 410 may also
include a voucher, 1D card, or other first autheatior reader, shown as "Other I/O Devices".
This allows reader 410 to operate completely inddpetly of game device 400 (there will be a
logical interaction through the use of RGC 420, tutirect electronic connection). In addition,
it would allow game device 400 to be devoid oftycal player card slot or any other type of
first authenticator reader. Since reader 410 n&y @ntain a voucher/card printer (or optical or
magnetic reader/writer), game device 400 may alsgofa voucher printer 406. This frees up
that space for game-related displays and functemsther advantage of the present invention.

Reader 410 is shown connected to RGC 420 via atretec connection 414. In one preferred
embodiment, this will be an Ethernet connectionaidnterface to RGC 420 via RGC 420's
Ethernet port (be on the same Ethernet networkag2be rest of the backend machines) rather
than using the typical serial protocol interfacerently found on SMIBs. Game device 400 will
continue to communicate with RGC 420 using its ¢éad serial connection 418 through SMIB
416. None of game devices 400's communications;nat or external, is effected by this
preferred embodiment of the present invention.

In another preferred embodiment, the biometric eeathd associated embedded system will be
implemented within the cabinet that contains gaeacg 400. This is shown in dotted-outline-
form as reader 412, connected using Ethernet Mgk for its physical location, reader 412 is
identical to reader 410. It will still be complstelectronically separate from game device 400,
using a separate communications line to RGC 420 {@any other machine on Ethernet 422).

In this preferred embodiment, the user interfadebeia high resolution touchscreen
approximately 6" square, in a bezel fitted into pleetion of the cabinet below the bolster area
(below where the play buttons are found), slanfedtuthe player at an angle to allow for easy
reading and touching (ranging from approximate485degrees from vertical). The touchscreen



would be connected via short cables to the restaxder 412.

Reader 412 is further comprised of an embedded gtengystem, typically on a single board
and having its own power supply (that will depemdtloe power supply of game device 400,
which may or may not be sharable) and having agasmr, memory, and support chips so as to
implement an embedded system, including an embe@&esuch as a UNIX-based system
installed, with a selection of I/O ports and/orleatbnnections as needed for the Ethernet
connection, video 1/0O, and as needed for each é\icd installed with the reader 412 system.
The other 1/O devices may include, but are nottéichto, a voucher reader and/or printer, a
combination bill and voucher reader and/or prink¢ieast one biometric reader (shown as a
fingerprint reader), and support for any othett frsthenticator reader device that may be
required for specific casinos. In one preferred @nbent these other 1/0O devices would be
installed as slots or reader pads along side atioihehscreen, in the lower portion of the cabinet.
The embedded system board and other needed pdmtsuats, connectors, etc., would be
installed on the inside of the cabinet, in any avbare space permits and where there would be
no interference with the existing game device@sriml mechanisms or electronics.

A biometric reader, or any other input and outparick, that is configured and coupled with a
game device as just described is considered tedmcmted with a particular game device. The
association is carried out, in the illustration,$IM (Biometric Device Information Manager)
424. BDIM 424 resides in RGC 420, and will be dissat further below.

Turning now to FIG. 5, there is shown an exampla tfo-level biometrically-based
authentication system which comprises a pluralitypaividual systems (or subsystems) shown as
506, 508, and 510. FIG. 5 illustrates that a widieety of systems and subsystems may be
utilized with the present invention. Subsystem&uthe those that are both connected and
unconnected.

Subsystems 506 and 508 are each operatively cofgpledmmunication to a monitoring or
traditional player tracking machine 502 via a dasenmunications network 504. Subsystem 506
comprises a plurality of game devices coupled tenaote game controller (RGC) 512. RGC 512
is coupled to communication network 704 for comroation with backend machines 500 and
502, as well as any other machines that can beesslell directly on the communications
network. Subsystem 506 includes individual gamecgsvb14a-514x, where there can be any
number of individual gaming devices between 514d 3 x. If there are too many for one RGC
to support, then there will be more RGCs and each bf gaming machines will connect to one
RGC.

Subsystem 506 also shows that each game devicelas4ambox labeled as "R" standing for
"reader", where the box comprises a reader asideddn FIG. 4. The readers are connected
directly to the communications network 504.

Subsystem 508 is similar to subsystem 506, but staswinstallation where the game devices
520a-520x do not use an RGC, but connect direathackbone network 504 (in a preferred
embodiment, using Ethernet). In this configuratib, functionality described as implemented in
the RGC would instead be implemented (in softwan#)in Biometric Analysis and database



machine 500. Because each machine in subsysteiis 6068nected directly to the backbone
network, the readers shown do not have a sepavatection illustrated. In a preferred
embodiment, each reader would use an Ethernet cbonénto the rest of the network. Also
illustrated are the reader's use with table gaffigs"{, service stations ("SS", defined as any
machine that allows a player to make deposits trdrawals in their EFA without having to go

to a gaming device), and a prize station ("PS",d@wce having prizes which may be purchased
with any combination of credits or EFA funds, whére prizes may or may not be dispensed
immediately). In each case, the biometric deviaesed for authentication purposes to assure the
person trying to access an EFA is the person wlkauthorized to do so.

Subsystem 510, unlike subsystems 506 and 508t soonpled to communication network 504.
Each gaming device will be configured as describddG. 3 above, having some capability to
make use of biometric data directly. Of neces#itig, would be a limited implementation and not
very dynamic, corresponding to smaller, more remudtllations. Shown are gaming devices
524a to 524x, a prize station 526, and a servatgost 528. Although creating an EFA would not
be dynamic, such an installation could still ewsith database updates being carried out by hand
(i.e., data transferred via CD-ROM once a day) laandng limited capabilities such as deposit
only. This also encompasses the situation descabeue for FIG. 3, where one of the devices
shown could act as the database server for the déweeces, and where the interconnectivity of
the machines is not shown.

Subsystem 506 is expected to be a typical installaPart of the functionality of the two-level

(use of two authenticators) authentication proeab®e carried out at the RGC 512, and part

of the functionality will be carried out at the Bietric database machine 500. Because the reader
(in this subsystem, configured similarly to FIG.that is associated with each gaming device is
not electronically connected, it is the RGC thattems the functionality, found in a software
component called the BDIM (biometric device infotima manager, not shown), that couples

the data, information, and messages from both etsdagcordingly.

RGC 512 (corresponding to RGC 420 in FIG. 4) isfigoined during system initialization to
properly correlate each biometric reading devioel, @y further 1/0 devices coupled to and
operated by the same reader, with a particularmadevice (remember that "game device"
includes, but is not limited to, a game, prizeistgtservice station, player self-service station,
attendant service station, or table game statitm$ association will be permanent until the
system is reconfigured by authorized personnednia preferred embodiment, this association is
managed by a software component residing in the B&I€d a Biometric Device Information
Manager (BDIM), shown in FIG. 4 as BDIM 424. Tha#i,the data being received from a game
device and all the data being received from a meadiebe known to the BDIM as originating
from the game entity, where a game entity is ageadd its physically associated game device.

BDIM 424 (also residing in RGC 512 but not showrgnages the transactions related to
authorization. All communications from a readep(betric device) are received and processed,
used, or interpreted by the BDIM. In a preferredediment this will be via an Ethernet running
TCP/IP throughout a casino. These communicatioms@upled, as needed, with information
being received from the associated gaming devimuth the gaming device's standard serial
communications protocol interface and receivedneyRGC at its corresponding port.



A typical transaction is the initiation of an ERBRisaction. A player uses the biometric reading
device's touchscreen (alternatively a dedicatepagyr keyboard) to signal she or he wants to
transfer funds into or out of the game device. DB&M in the RGC will keep track of a player
presenting a first authenticator; if the player alesady done so, the BDIM will trigger the
reader to prompt the player for their second auiteior, which will be a biometric reading. If
the player has not, during this session, presemfest authenticator the player is prompted for
both a first and second authenticator. The BDIM thén take the data sent from the biometric
device and, using the first authenticator, findeatry in the biometric database by
communicating with a backend database machine EhowiG. 5 as machine 500). The DBIM
will then send the same backend machine the sdmontktric authenticator and ask if it matches
the biometrically based data corresponding toiteeduthenticator in the database. If they do
not match, the session is closed and the playemi&d to contact an attendant at a customer
counter.

If a match is found, the BDIM prompts the player tioe desired action (i.e., store game credits,
cash-out, or use the funds in the players' EFAetongpre game play credits). The player, using
the touchscreen, indicates what the player warts.BDIM then either "cashes out" the player
from the game device by sending the appropriateatsgo the game device via the traditional
serial-protocol-based communication link, or, sesigaals to the game device to add game play
credits over the same communications link. ThegrslyEFA is updated accordingly. Thus, the
BDIM coordinates the activities between the gandagice (game, service station, player self-
service station, attendant station, prize statith®,biometric reader and associated input
devices, and whatever backend machine or machmesdplayers' identification data in a
database, and/or a players EFA and associatedNiait@ that a player's EFA may be kept on a
separate machine than the player's identificataialshse--it will depend on the needs and
configuration of each particular casino. In paftcpuif a casino already has an EFA and EFT
system, it may be better to initially implement th-level authentication system contained in
this disclosure in a separate database on a sefmeitend computer system, with the
authentication handled on one machine but the BEftiR transactions handled by the existing
machine and database. There could then be a gnadyrakion from one system to another, with
(for example) new players having EFA accounts engw machine and existing EFA kept on
the existing machines. If desired, a casino maydégio keep the authentication system separate
from the EFA system, although some of the benefithe present system may not be fully
realized.

An important property of the present inventionhattthe disclosed system may be integrated into
an existing casino's infrastructure, rather thauireng the implementation of an entire
replacement system. In addition, there may be duglaeplacement of existing systems,
depending on the needs of the casino. It is impbttarealize that a casino has the option of
using the present invention in any part or portbthe casino--it does not need to be used
everywhere to be effective. For example, a casiag decide to implement the present invention
in areas designated as "high-stakes" play, waleing the lower-stakes machines as is.
Alternatively, a casino may decide to implementphesent invention in a high stakes area and
additionally implement the system in certain ar@ason certain banks of game machines) in the
standard or lower-stakes areas of the casinosyiatioplayers who use the system in high-stakes



areas to choose to make use of the system on gantenas located on the regular floor as well.

Referring now to FIG. 6, a method for the creabdan entry having biometric data in a player
ID database is shown. A player currently withouteatry in the player ID database would first
go to a customer service counter and ask for amuamtcbox 600. The process then moves to
box 602, where an authorized person enters thal iddta from the player into the database,
using a privileged data entry screen into the playhentication database. In a preferred
embodiment there will be selected, small subsétusted employees who will make entries into
the player ID database. In order to open the pgeitl screens allowing data entry, the
authorized casino personnel will be required tothe& own employee identification cards
(badges, RFID tag, of other first authenticator relgaid first authenticator is not a PIN or other
memory-only authenticator), and will further belaariticated by the use of their own biometric
measurement. In one preferred embodiment, casrsopee! will be required to enter two
fingertips' worth of fingerprint data in success(after they present their first authenticator) to
be allowed access to the privileged screens opléyer ID system.

The authorized person enters the player's datanfrdhation into the player ID database. An
important aspect of the present invention is theasino may decide how much information is
required from a player to make use of the enhaaagbrization system. In one preferred
embodiment the casino will ask the player if thegnivto have their social security number
entered into the player information database @U8.S., generally used as a universal identifier
and in particular used by IRS as an individualgayers' identification number). Some players
will be comfortable with that, and others won't.tBaorized casino personnel will explain to the
player the advantages and disadvantages of eaaechoparticular, allowing a casino to enter
a player's social security number into its datapesepled with other player information and data
from the game device showing the amount won, wdilde fully automated W2G generation.
Some players, because of the relative infrequefhsyah an event for their type of play, may
wish to continue to use manual or semi-automate® \y&neration, so will not provide a social
security number.

Manual W2G generation is the current method in wéere an attendant comes to the game
device where the player is located and the plaj@otit a hardcopy W2G form. Semi-
automated W2G generation is disclosed in co-peraiijcation Ser. No. 09/838,457, titled
"Data Entry System And Method For Gaming Devicésg, full application explicitly

incorporated herein. Disclosed is a method andrappsfor allowing a player, while staying at
the gamireg device they are currently using, to use an intei@aclevice (in one preferred
embodiment, a touchscreen) to fill out and eledtadly sign a W2G form. A player may wish to
preserve their social security number in a mannengmous to the casino, so can always chose
to use a manual or semi-automated method for flmgW2Gs.

Players who want to make use of the fully autom&Wds generation will need to provide all of
the information needed such that their databasg eah supply the needed data fields to a forms
program, generating a completed W2G thereby. Auitemg generated W2Gs is discussed
more fully below.

Continuing now with box 603, the casino attendaay provide the player with the player's first



authenticator. In one preferred embodiment thé dushenticator will be a tangible card

(perhaps using an already existing player ID card)oucher. If a voucher is given to a player, it
is called a "player ID voucher"”, having encodedéeba (and perhaps further being encrypted) a
unigue identifier, the data being readable by eclieureader. As discussed above, other forms of
first authenticators may be used. In another predfleembodiment, the first authenticator
comprises fingerprint data from a fingertip. If tivst authenticator comprises fingerprint data,

the fingerprint data may be entered later in tleeess. Box 603 is left and diamond 604 entered.

In diamond 604, the attendant asks the playeey tieed training. If the player has never used
the system before (something that can be parthty¢ked using expired player ID entries, if a
casino chooses), a preferred embodiment will hellattendant to train the person by indicating
that course of action on the attendant's screen.iJto prevent confusion when a player starts
to use the two-level authentication system forfilsé time. If a player is creating a new entry but
has experience with the system, either previoudlis casino or at another casino using a
similar system, the "no training" choice may be enhg the attendant.

If the player is to be trained, the "Yes" exitakén from diamond 604 and box 610 is entered.
The attendant goes to a game with the presenttioveinstalled on it. There may instead be a
special "demo game”, set up at or near the secauater, where the game is set to invoke
specific winning sequences to allow a player tovgkat happens and how to respond. A
preferred embodiment allows the attendant to ugegame device in the casino having the
present invention, where the attendant invokesaialset of screens or options on screens on
the biometric device reader by identifying themeslas casino personnel. The privileged screens
allow the attendant to do two things: enter a play@ometric measurements for entry into the
player ID database, and to show any special saeehoice sequences to the user as part of the
training (i.e., allow a "fake" transaction so tHayer sees the sequence of actions to take). Box
610 is left and box 612 is entered.

In box 612, a preferred embodiment uses fingerpiaté as the biometric measurement. The
player would use the reader with their chosen fingith the privileged mode set by the
attendant enabling this data to be made part gblehesr's 1D entry in the player ID database. If,
at box 603, the player decided to use two fingsffiqp authentication, the attendant would have
the player enter two sets of fingerprint data igusace, using their chosen fingers. Box 612 is
left and box 614 entered.

In box 614, the attendant makes use of the newlgted entry to demonstrate to the player the
use of the two-authenticator authentication pracéss may involve the use of a newly created
EFA, a W2G event, or simply identifying themselteghe system. The casino will choose which
training scenario they want to present to the nenlylled players. Box 614 is left and box 616

entered.

In box 616, the attendant exits from the privilegedeen(s) and training mode. The game device,
if it is a regular floor game, is now ready to [s®d in a normal manner. For added protection, a
preferred embodiment will require that while thengais in entry and training mode, the casino
attendant's ID card (or other physical device) neskeft in the machine; if it is unexpectedly
removed the game device immediately reverts torapnivileged mode and/or sets itself to a



non-play state. In addition, a preferred embodinnequires that the attendant's card be
physically attached to the attendant (i.e., byteaotable cord), preventing an attendant from
accidentally leaving a card in a machine. Box &l@ft and box 618 is entered.

In box 618, the player is now ready to use theesysind the system has an entry in the player ID
database corresponding to the player, havingtaafithenticator and a second authenticator
useable by the player. The end state 620 is nogheela

If, at diamond 604, the player does not requiriitig the "No" exit is taken and box 606 is
entered. The player, still with the attendant atgérvice counter (or other location designated
for this activity, such as a small office or roomdesignated game device), now enters the
player's biometric measurement into the systeranmpreferred embodiment this will be
fingerprint data, read from a fingerprint readérwhile at box 603 a player chose to make use
of two fingertips, a different fingertip for eachthenticator, the attendant will enter a sequence
of two sets of fingerprint data. The first finganprdata set will be the first authenticator and th
second fingerprint data set will be the secondenttbator. Box 606 is left and box 608 entered.

In box 608, the system creates the entry in thgepllD database corresponding to this player,
associating the data corresponding to a first aodrsd authentic authenticator with this entry,
the second of which is always a biometric authatdicand in one preferred embodiment, is a
fingerprint data. Box 608 is left and box 618 isezad. Box 618 corresponds to the system being
ready for use by the player, with the process nomiglete at end point 620.

Continuing with FIG. 7, a method of using two autt@ators for the automated issuance of IRS
W2G forms is shown. Box 700 begins when a playéig must already have an entry in the
casino's player ID database, begins to play atredwving a biometric reader. FIG. 7 will be
presented in the form of one preferred embodimegnére the biometric device implemented is a
fingerprint reader. However, the process discuaselddisclosed will work for any biometric
device, which would then be substituted for thgdiprint reader. Such devices may include, but
are not limited to, hand geometry readers, irisisess, facial geometry readers (including a
camera that would be placed in the game cabinetzamera providing an image from which

facial geometry and other facial features may lagaitterized), retinal scanners, and human body
emissions readers.

The player plays until a W2G event occurs, in whiake box 700 is left and box 702 is entered.
A W2G event is currently defined as any winningrévdispensing more than $1200, which
requires the player to fill out United States IntdRevenue Service (IRS) form W2G. However,
this same process will equally apply to any foriat timust be filled out by a player due to the
occurrence of a game event. Box 702 is left andAfizkentered.

Box 704 corresponds to the action of asking thgepléor a first authenticator. The first
authenticator will typically be a card, voucher i,similar form of player ID, but may be
fingerprint data from a fingertip. The player pnetsea first authenticator, or, alternatively, the
player doesn't present any ID and either the psotie®s out or the player indicates they have
no player ID on the touchscreen or other I/O de\iBzx 704 is left and diamond 706 is entered.



Diamond 706 corresponds to making a decision basdde initial authenticator. There can be
several situations encountered at this point iptiogess. One, the first authenticator is
presented and is found to be valid, correspondirentenabled entry in the player ID database.
Two, the first authenticator can be read but da¢scarrespond to a complete, valid, or enabled
entry in the player ID database (for example, tiiteyehas been expired, revoked, or never had
second authenticator data associated with it) dT bire presented authenticator has no
corresponding entry in the player ID database. thomo authenticator is presented by the player
at all. In all but the first case, the first authestor is invalid and the "No" exit is taken from
diamond 706 to box 714.

Although not discussed in detail here, the differeasons for rejection of the first authenticator
(or, the player not presenting a first authentigatcan lead to different actions by the casino.
For example if the authenticator was revoked, sigconay be called. If the authenticator has
simply expired, the player may be asked if theytwanmenew their authenticator by updating
their player ID information, and if they indicatesy an attendant would come and take care of
renewing the player's entry in the player ID dasabdf the player presents no authenticator, a
similar path could be taken (asking if the play@ntg to create a player ID, coupled with an
immediate grant of free game credits if they do).

Returning to box 714, the actions here corresporitig¢ traditional method of handling forms--
the play stops game play and waits for a casirendéint to arrive. The player fills out the
required W2G form by hand, signs it, and the caattendant enables continuing play on the
machine. This path then ends at end node 716.

Referring again to diamond 706, if the first autieator is valid and the corresponding player ID
entry in the player ID database is enabled (ha&targl authenticator) the "Yes" exit is taken to
diamond 708. Diamond 708 checks the data avaithbleis associated with the first
authenticator. In one preferred embodiment, itpdager's choice if they want to give
information like their social security number t@asino; the present invention is readily usable
and provides advantages to both the casino anoldijer whatever choice the player makes
regarding the information permanently stored wht# ¢tasino. If there is not enough data to
enable a W2G to be filled out, the "No" exit is¢ako diamond 712.

In diamond 712, two items are checked. The fisshichecked is the presence of an input device
available to the player. If none exists on theipaldr game device, the "No" exit is taken from
diamond 712 to box 714. If there is an 1/O devioe player can use, the player is asked if they
want to use a sermautomated method to fill in the W2G (see co-pendipglication having
nAumberSer. No. 09/838,457 entitled "Data Entry System Mwethod For Gaming Devices"

filed on Apr. 17, 2001, incorporated herein in fufi reference), where the player uses the I/O
device to fill out the W2G fields. If the playerdicates a "No" answer, the "No" exit is taken
from diamond 712 to box 714, where a manual proisassoked as described above.

If the there is an 1/O device the player can ugktha player wishes to use the semi-automated
method of filling out the W2G, the "Yes" exit iken from diamond 712 to box 724. The actions
corresponding to box 724 are discussed later below.



Returning to diamond 708, if there is enough infation in the player ID database to complete a
W2G, the "Yes" exit is taken to diamond 710. Thieoas taken in diamond 710 are the same as
those described for diamond 712 above, but havifeyeht results. If there is no 1/0O device
available to the player, the "No" exit is takerbtix 718 without asking the player if the player
wants to fill in the fields of the W2G themselvemice they can't.

The action taken in box 718 is to fill out a W2Gngsinformation from the player ID database.
As soon as the W2G has been generated internalty7 b8 is left and box 720 entered. The
actions taken that correspond to box 720 inclugentonicating to the user that a W2G has
been prepared, and the user needs to acknowledgauéimorize it by providing a biometric
measurement, in this case fingerprint data. Boxi3 2€ft and box 722 entered.

The process draws to completion in box 722. Thgepls biometric data, in this a fingerprint
data, is checked against the data in the playetaii2base for the second authenticator. If a
match is made, the W2G is authorized via the fipget data, and the actual form is generated in
hardcopy for the IRS and for the player (in one ednnent, the player's copy is automatically
sent to the player's address contained in the plBydatabase). If the biometric authenticator
provided by the player does not match the datadamhe player ID database, then either the
player is using the wrong finger (in the case bh@erprint-based biometric), there is a reader
problem, or another user is using the machineigptint in time. In all cases manual
intervention is required. Authorized casino pergmill attend to the player and machine that
generated the mismatch and will take whatever actre needed (manual intervention portion
not illustrated). The process finished at end nob@

Returning to diamond 710, if the player has I/Oilatsée (in one preferred embodiment, this will
always be true as the player will have a touchscesailable) then the player is asked if the
player wants to manually fill in the W2G or if tp&ayer wants it to be generated automatically. If
the player indicates they want the W2G automayid¢diéd in, the "No" exit is taken to box 718,
resulting in the same sequence described above tbdgpe of 1/0O available to the player
cannot support a manual entry of the fields in 88M2 the player indicates they want to fill in

the W2G themselves using the semi-automated métlodusing the input device to fill out the
fields), the "Yes" exit is taken from diamond 7b800ox 724.

The actions taken in Box 724 correspond to presgiktie player with the fields needed to
complete a W2G and allowing the player to enterr#ggiired information. When the W2G is
completed, the player indicates this (or alterrdyivthe forms filling program being employed
detects entries in each field that match the génegairements of the field). Box 724 is left and
box 726 is entered.

In box 726 the player is prompted to use presesit fingertip to a fingerprint reader. The player
responds by applying the appropriate fingertiphte fingerprint reader. Box 726 is left and box
722 entered.

As described above, the actions taken in box 782acheck the second authenticator (in this
case, fingerprint data) against the data assocwitedhe second authenticator in the players'
entry in the player ID database. If they match, WG is generated in hardcopy with copies sent



to the IRS and the player's address (alternatikelyt for the player to pick up at a customer
counter). If they don't, manual intervention bytrearized casino personnel will be required,
because there is either a player needing traiaitgmporary mismatch in the biometric that the
authorized attendant must address (i.e., a newoscarfingertip), an equipment problem, or a
security problem. All will typically require casinmersonnel involvement.

Continuing on with FIG. 8, a slightly different pess is illustrated. In this process, a player
starts playing at a game having a biometric deficéhis illustration a fingerprint reader) at box
800. Box 802 is immediately entered after the plajts down, with the player using an initial
authenticator at the start of game play. This @poads to the player inserting a player tracking
card, using a voucher ID, passing an RFID devideoint of an RFID reader, or presenting some
other form of first authenticator. The first autheator is checked to be sure it is valid and
enabled for use with a second authenticator. Ifiteeauthenticator is not valid, the user is
notified and appropriate action taken, as describh&dG. 7 above. Box 802 is left and box 804
is entered.

Box 804 corresponds to the occurrence of a W2Gtddefined above in FIG. 7). As soon as a
W2G event occurs, box 804 is left and diamond 8G#htered. The action taken in diamond 806
is to determine if there is enough informationhe player ID database (and from the game
device, which includes the amount of the winninggyesponding to this player ID to fill out a
W2G without the player providing any additionalkimhation. If there is not enough information
to complete a W2G, the "No" exit is taken and diach810 is entered.

The actions taken corresponding to diamond 810 asenpvo questions. The first is to assess if
the game currently in use by the player has a pla@edevice that will allow a player to fill out a
W2G (such as a keyboard on a touchscreen). Ifritb@er is no, the "No" exit is immediately
taken to box 812.

Box 812 comprises the actions needed to carryreutraditional manual W2G form filling
process. Typically that means a casino attendamgsthe form, the player fills it out, the prize
won on the game machine is awarded, and the gami@maaenabled for further play. After
completion of this manual process the end nodei8iehched.

Returning to diamond 810, if there is an I/O devlwe player is asked if they would like to do a
semi-automated W2G fill in, meaning that insteatiafing a casino attendant bring the form and
do a manual fill in, the player will use the I/Ovae to complete the form. If the player answers
no, the "No" exit is taken from diamond 810 and B4R is entered, where the manual process
described above is used. If the player indicatgssaanswer, the "Yes" exit is taken to box 820.

Actions corresponding to box 820 include havingplagrer use the 1/0 device to fill in all the
fields needed to complete W2G, as explained in FIG. 7 above. After commiethe W2G, box
820 is left and box 822 is entered.

Box 822 corresponds to asking the player to confiveir identity with a biometric
measurement, in this case fingerprint data. Thgeplarovides the data (fingerprint) and the data
is checked against the entry for the second audagot found in the player ID database entry



corresponding to the first authenticator. If thess® authenticator does not match, casino
personnel must intervene and the process becomasin# the match succeeds, the process
finishes with a W2G of the event being printed aadt to the IRS, a copy sent to the address
listed in the player's player ID database entrg,aimount won being issued to the player in the
manner enabled in the current environment (i.ey, Imacash, chips, or electronically credited),
and the game enabled for further play. The profi@skes at end node 814.

Returning to diamond 806, if there is enough datiae player ID database corresponding to the
entry that matches the first authenticator, thes™éit is taken to diamond 808. The actions
taken in diamond 808 are two-fold, the first beiagheck the game currently in use for a
player-usable 1/0O device that could be used toditl a W2G. If there is no such device, the "No"
exit is taken immediately and box 816 entered.

Box 816 corresponds to the action of filing in a®@/®2om the information in the player 1D
database. Box 816 is left and box 818 entered.

Box 818 corresponds to the action of informing plag/er that a W2G has been prepared, and
the player must confirm by entering (providing)ianietric measurement, in this case fingerprint
data. The player puts the appropriate fingertiph@nfingerprint reader, the fingerprint data is
checked with the second authenticator data in eplD database associated with the first
authenticator. If they match, the W2G is generasechpy sent to the IRS and a copy made
available to the player (this may be sent diretctlyhe address found in the player ID database,
sent to their room if they are staying at the agssent to another address specified by the player,
or kept at the service counter for player pickup &ter time). The process now goes to end
node 814 and is finished.

Returning to diamond 808, if the player choosess® the semi-automated method of filling in a
W2G (i.e., to use the 1/O device to fill in the vagd information), then the "Yes" exit is taken
to box 820. The process proceeds using box 8208P2xand ending at finish node 814 as
described immediately above, allowing the playeifiltm the W2G on-line, confirm with their
fingerprint data, be awarded the prize or monegnable the game, and proceed with play.

FIGS. 7 and 8 disclose methods of using a firstswbnd authenticator that encompass
numerous game device configurations. In one prefeembodiment shown in FIG. 9, the
process is made very quick and smooth (to the pldyesetting certain options, as specified by
the player, before game play starts. One choite $&t a flag that indicates that the information
in the player ID database will be used to fill aV2G, coupled with whatever information is
needed from the game device, whenever a W2G event® The option of always using the
player ID database (coupled with data from the gdewice, as required) to fill out W2G forms
may be enabled by the player at the start of i@y presenting their first authenticator to the
game they wish to play, or may be set permanegtiekting a flag in the player ID database by
an authorized casino attendant, at the directidheplayer (this initial step is not illustrated i
FIG. 9). The player then goes to a gaming machawing a fingerprint reader (in one preferred
embodiment) or other biometric input device, bo®.9Box 900 is left and box 902 entered.

Box 902 corresponds to the player presenting finsirauthenticator at the game device. The



system that implements this method may have a gmwviee as shown in FIG. 1, 2, or 3. If the
game device is of the type shown in FIG. 1 or 8,4ystem will find the player ID associated

with the first authenticator, or possibly multipletential IDs if the first authenticator is a
biometric measurement, on some backend machineiassibwith the game machine being used.
If the game device is of the type shown in FIGr3pthen the cached entries may be kept on the
game machine itself.

As explained above, there may be more than onalimatch to a first biometric authenticator
when, for example, fingerprint data is used asaiali (first) authenticator. If there is a poteiti
for more than one match, the player will be reqegs$d input their second authenticator to
uniquely identify one player (the steps dealindhvplayer authentication when there is more than
one possible match are not illustrated).

Continuing on in FIG. 9, the now enabled game systaits until box 902 is left and box 904 is
entered, corresponding to a W2G event occurrenselefined above, a W2G event is any event
which requires the casino and the player to fitl aW2G form. Upon the occurrence of a W2G
event, box 904 is left and box 906 is entered.

Box 906 corresponds to the action of using theguléy database coupled with data from the
game device to fill out a W2G. Box 906 is left dvak 908 entered. Box 908 corresponds to the
action of alerting the player that the player'gdirprint data (or other biometric input) is
required. This could take many forms, from a bigkLED located near the biometric input
device, to a bezel that flashes, to a messageeovidbo screen of the biometric reader and
associated system, to a message shown on the isalaycdf the game device being played. Box
908 is now left and box 910 entered.

The actions associated with box 910 are to reatbhidmetric device for input. After the
biometric measurement is taken and confirmed, tB&WE authorized. In a preferred
embodiment, this will be a fingerprint reader ahd player will momentarily rest their fingertip
on the fingerprint reader. Note that the playesrtad to the occurrence of a W2G event, may
anticipate the need to supply their second autteioti and will immediately provide fingerprint
data by resting their fingertip on a fingerprinader. It is OK to both generate the W2G and
authenticate the event itself in parallel--no sigwr authenticity is lost. The reading will be
used as the second authenticator, and will cortfieiV2G generation and authentication. The
player nor the casino need not concern themseilwefigther with this W2G event--it is
completed, authorized, and authenticated. Box 9éftiand box 912 entered.

Box 912 corresponds to continued game play untittear W2G event occurs. As soon as this
happens, box 912 is left and box 904 entered. [®bjs continues as long as the player is using
this game device, comprising the steps of: a W2&hewccurs, player provides their second
authenticator; system generates, the required W2kdusing the second authenticator
authenticates and authorizes the W2G; play corginlieis is an incredibly efficient method of
providing a secure, authenticated W2G while minimgzhe interruption of a player while they
play a game, the player interrupt only being theglsiuse of a fingerprint reader (or other
biometric input device).



The combination of efficiengyser friendliness, and high assurance (securfttf)eosystem is

due to its use of two authenticators. This is aderred to in this disclosure as a "two level"
system, referencing the fact that the present tiwemay use two authenticators which have
different levels of assurance. The first authebtbicanay have significantly less assurance than the
second authenticator. As disclosed above, thedutitenticator may be a player ID card,
voucher ID, keyfob with an RFID tag, or similar hemticator. This alone would only have the
security and assurance typical of any of thesestgh¢D cards--OK but not very high (cards may
be switched, lost, stolen, etc.). Coupled with@sd authenticator, where the second
authenticator is a biometric reading (illustratsediagerprint data) which can provide high
assurance in and of itself, the two authenticatocembination provide a level of assurance that
is very high, and can be designed to rise to thel [&f governmentally issued IDs, thereby
enabling the automated issuance of W2Gs with theessssurance. The present invention also
allows for the use of a first authenticator thad isiometric as well as requiring the second
authenticator be a biometric. The combination af tmometric authenticators will typically
require more time to process and confirm, but eadlity be designed to provide an even higher
level of assurance than that found with the us® typical card-type first authenticator. An
example of using two biometric authenticators wdadda player choosing to use two sets of
fingerprint data (using two fingertips) insteadagblayer 1D card and one set of fingerprint data
(using one fingertip).

Continuing with FIG. 10, the initialization of ateetronic funds account (EFA) based on a two-
authenticator system is shown. Box 1000 corresptmdsplayer going to a customer service
counter or other location where an attendant haagugss to a terminal (or station) where the
attendant can invoke a privileged screen where ¢hayenable an EFA. The authorized casino
attendant will use their ID to invoke a speciakser or set of screens that will set up and enable
an EFA for player use. Proceeding from box 100Bdw 1002, the player presents any needed
ID to the attendant for the type of EFA being ceglatNote that there may be a range of EFA
accounts, from one where the attendant simply chéek the player is of age (18, 19, 20, or 21
depending on the jurisdiction), indicates the tgp&D presented (i.e., a driver's license, a
passport, etc.), and enables the account by htwinglayer enter their fingerprint data using a
fingerprint reader which is then associated with player's first authenticator and any other
information on a player ID database. The relatignbbtween the player ID database and the
EFA account system will depend on the casino implmng the system. A preferred
embodiment will have a unified, combined systemngtiae EFA data is kept in the same
database as the player ID records, being an eateti®reof. However, if the casino has another
EFA system already in use, it may chose to implertientwo-authenticator ID database in a
different system and database, and have the aighigon of the player take place there. Once
authenticated, the associated EFA account wiliadled for use by the player using an agreed
upon protocol between the two systems, and thepiail then interact with the EFA system
(this coupling will typically be invisible to theayer).

As mentioned earlier, casinos will be free to immpdat different types, or levels, of EFAs. For
basic transactions and simplest player convenighes;asino may simply check the player's age
and set up the account with no more informationdpstored with the account. In this case,
there would no fully automated W2G processing éeample), but the EFA would allow a

player to make deposits into the account and tkerthe deposited funds to enable game credits



as the player plays various games on the casioo. flhe account levels or types would extend
from this simplest type of account up to an accdnaving the full information needed to
generate completed W2Gs. The player determinesdwiypie of account the player wants,
subject to the casino's guidelines. Finally, a& fwsthenticator is either used by the player (ae.,
first fingertip providing thereby a first set offerprint data), or one is given to the player,(i.e
an RFID tag in a credit-card-sized plastic enclesufhe EFA is now enabled for inputting the
second authenticator.

Continuing from box 1004 to box 1006, a decisiom&de to train or not train the player. The
decision will be based on the system itself, a$ agethe information given to the attendant by
the player. At the casino's option, the system beagonfigured such that if a player has no
previous recorded experience using a two authéaticgstem, the attendant will be required to
go through an example of using the system withptager. Alternatively, the system may leave
the decision entirely up to the attendant.

In one preferred embodiment, the system will dlegtattendant if the player being enabled has
no previous entry in the casino's player ID datapasd is thus most likely unfamiliar with the
system and will need some training. The attendahth&n talk with the player, finding out if the
player has experience with this system or one aunbatly like it (this takes care of the cases
where a player may have used similar systems at a#sinos even though they have never been
at the current casino, so that any training woeld lwaste of everyone's time). The attendant
would also check for "false positives”, where ayptavith an expired account (or a traditional
player's ID using only the player's card as andBJ having the same name as the player being
registered but they are, actually, different people attendant them makes a final decision as to
training, going from diamond 1006 to box 1012 #ining is needed.

Box 1012 shows one preferred embodiment, wherattleadant walks with the player over to
an actual game machine having a fingerprint readdrl/O device as shown in FIG. 4. The
attendant uses a special authenticator to engbigileged screen that allows the data being
read at the biometric reader to be permanentlyrdecbinto the field in the player ID datable
associated with a second authenticator, in this ilagerprint data. Proceeding from box 1012
to box 1014, the player uses the reader to inp¢ieone, two, or three sets of fingerprint data.
The player may use one fingertip when the playecésino) has chosen to use a first
authenticator that is not fingerprint data, in viha@ase the fingerprint data being read is the
second authenticator. If the player and/or cashase to use a system where the first and second
authenticators are both fingerprint data setsptiger will now (in order) present two fingertips
which will be used to generate first and secontenticator data using fingerprint data. Finally,
it may be the case that for some accounts andfoe players wishing addition assurance of
accessibility (i.e., a "fingerprint backup plarédpother fingerprint data set using a different
fingertip may be taken. This would be used in ca#esre the fingertip being used as the second
authenticator for some reason cannot be read.miglst occur if the person had hard-to-read
fingertips due to dry skin or other skin conditiphad a temporary injury to one finger, and
other similar reasons. This policy would be oneidkxt on by the casino first (do we allow this
as a matter of policy), and then, if allowed by thsino, the player (do | want this backup).

Continuing from box 1014 to box 1016, the attenddnaws the player how to use the EFA to



make transfers into and out of the game machineatrescurrently playing. After the attendant is
satisfied the player knows how to make use of tha& Bnd the gaming machines in the casino,
the process finishes in box 1016 and proceedsxd 0a8.

The actions corresponding to box 1018 are thosenthl¢ the attendant to make sure the special,
privileged screens being used for demonstratiopgues are disabled before the attendant
leaves. Any way of doing this that is to the satiibn of the casino may be used, but typically
will involve the identifier used by the attendaeiry physically removed from the gaming device
used for the demonstration (if a "live" machine Wwasg used). The identifier will usually be
attached to the attendant (i.e., a special cara m@tractable chain) so the attendant cannot walk
away unless the card is removed. The removal ofdéhe sets the game machine into a standard,
ready mode. Box 1018 is left and box 1020 is endtere

Box 1020 corresponds to the player now havinglg &mabled EFA account having two
authenticators.

Returning to diamond 1006, if the attendant deteesithat the player does not need any
training, the "No" exit is taken to box 1010. Th®i@ns taken in box 1010 are to finish enabling
the account by creating a fingerprint data setetaided as a first or second authenticator
(depending, as explained above, if the casino amqdéyer is going to use fingerprint data for
both authenticators). If the fingerprint readingsviar a first authenticator, a second finger is
used for a second fingerprint reading for a se@ritienticator. In addition, if a "backup”
fingerprint is desired for any reason, then anotingerprint reading is taken using another
fingertip. This will be designated as a backup lteraative biometric authenticator to be used in
certain situations, such as a failure of the se@uttenticator to be readable (note! this does not
mean if the second authenticators is read and mimtematch, which results in a failure to
confirm the player's identity and therefore therogill fail--this means if the presented fingertip
cannot be adequately read due to skin considesatiosimilar problems).

Box 1010 is left and box 1020 is entered, corredpmnto the completion of the player ID EFA
account creation and the EFA now being ready fempiayer to use. The action finishes at end
node 1022.

Not illustrated but fully contemplated is that, thgrthe execution of the final phase of setting up
the account (at box 1016 or box 1010, dependinthetraining choice made), the player may
give cash or game credits to the attendant and thavattendant enter the credit amount into the
players newly created EFA. This is enable the playaise their newly created account to load
game play credits into a gaming machine immediatdtgrnatively, there will be self-serve

player EFA stations where a player may enter mameyor credits and load them into their EFA
(or cash out an EFA).

Proceeding to FIG. 11, a method of using the ptaseeantion for authenticating electronic
funds transfers (EFTSs) is shown. A player, havingaaly created an entry in the player ID
database, begins game play at a game machine teafimggerprint reader or other biometric
device, box 1100. The player runs out of game tgexdiwants to transfer some of their
winnings to their EFA, moving from box 1100 to bbk02. Box 1102 corresponds to the player



initiating an EFT by using some form of user inputton or device, preferably a touchscreen
provided either as part of the main game deviceovidisplay, or as a separate touchscreen
operably connected to the biometric reader (inedepred embodiment, a fingerprint reader) and
separate from the game device as shown in FIG. 4.

Box 1102 is left and box 1104 is entered. Here sifstem then requests the player's first
authenticator. This will typically be a player IDspbme kind, including but not limited to a
traditional player 1D card, a voucher ID, an RFHYt or other authenticators used by the casino.
In one embodiment, it will be first fingerprint @aBox 1104 is left and diamond 1106 entered. A
decision is made based on two criteria: did thgeplaresent any first authenticator at all
(perhaps they just touched the EFT initiate buttosee what would happen, but have not set up
an EFA); and, if one is presented, does it cornedfo at least one entry in the player ID
database?

The number of "hits" from the first authenticatal eeepend of the first authenticator being used,
as explained previously. A valid voucher ID wikld one hit; first fingerprint data, a hand
geometry read, or certain other biometrics couddtlya couple of possible matches, depending
on the number of print (or hand or other) critéhiat was mapped from the biometric device and
the number of people in the player ID database.

If the first authenticator is not recognized, thio" exit is taken from diamond 1106 to box
1116. There is no EFT possible, so the systemgpofibtifies the player as such (and may
suggest a visit to a courtesy counter or for tlaggal to signal a floor walker to create an EFA),
and process flows from box 1116 to end point 1114.

Returning to diamond 1106, if an initial authertiizas presented and recognized, the "Yes" exit
is taken to diamond 1108. The decision in 110&g&ed on the availability of an interactive
display, such as described in FIG. 4. If the digdaa read-only display, being used in a situation
where there may be, for example, a set of hardeMbrgtons on the game device surround that
are ordinarily used for game play but change made ifwlti-functional) after a player starts an
EFT allowing a player to indicate only certain tied options (i.e., "Yes" and "No"), the "Yes"
exit is taken to box 1118.

The actions corresponding to box 1118 are to inditathe player the player's request has been
received, and to ask for the players' second atitia¢or. The player provides the second
authenticator, in one preferred embodiment fingetglata (illustrated). Continuing onto box
1120, the fingerprint data (or other biometric it)aa checked against the second authenticator
data that is associated with the first authenticédn in some embodiments at some installations,
first authenticators; this multiple check need dsdydone once for each session a player is at a
particular game machine). If the second authemtiozdnnot be matched, the session is closed
with no funds transfers and the player is instrdi¢tego to a service counter (not illustrated).
Leaving box 1120 for 1122, the player has now lzehenticated with the use of two
authenticators.

Action taken in box 1122 is to ask the player @itlwvant to transfer funds from their EFA to the
game device, or transfer credits (deposited assjuindm the game device to the EFA. Once the



choice is indicated, an amount is either creditedrtfrom the game machine currently in use.
Because of the limited I/O in this case, a typiesiallation will transfer all the outstanding game
credits to the EFA for deposit requests, or wildit a predetermined amount (typically a
multiplier of the base play amount) to the gameae\f there are not enough funds in the
players' EFA for a requested action, the playdrbgilso notified in a discrete fashion. The player
is notified of either the success of the EFT, terahtively (for short funds) of the inability to
complete the requested action. Box 1122 is lefefat node-1141114 indicating the process is
complete.

Returning to diamond 1108, if the 1/O is fully irketive such as described with FIG. 4, then the
"No" exit is taken to box 1110. The actions takebox 1110 are to allow the player, using the
interactive 1/0O device (in one preferred embodingmuchscreen) to indicate what action they
want to take. Actions may include checking theustadf their EFA, transferring game credits

into their EFA, or transferring funds into the gamachine from their EFA. Differentiating this
action from that found in 1122 is the range of ops$i and the preferred order of events. Because
the 1/0O allows players to make whatever choiceshatever denominations they want, the
options for transfers are not limited to any predeined amounts. For example, a player may
choose to transfer any number of available ganditsrmto their EFA, whereas the process used
for game machines with limited I/O devices will phiave one or two prdetermined choices.

After indicated any and all transfers within thails of the players' EFA, such as balances, box
1112 is left and box 1124 entered.

The action corresponding to box 1124 is that thgeplis asked for their second authenticator, in
a preferred embodiment a fingerprint reader. BaX6li% left after the player provides the second
authenticator, or the system times out the plapesrfe embodiment this will be flagged as an
invalid second authenticator). Box 1124 is left diamond 1126 entered.

The decision corresponding to diamond 1126 is exkhthat the second authenticator provided
matches the corresponding second authenticatorrdtta player ID database. If the fingerprint
data matches, the "Yes" exit is taken and box Eiftdred. The actions corresponding to box
1134 include completing any and all transfers retpeeby the player (and allowed by the game
device and EFA policies set by the casino), and finesh by recording the transaction(s) in a
manner associated with the player ID, proceeditey &bx 1134 to the indicted finish node
1114.

Returning to diamond 1126, if the second authetaticdoes not match the second authenticator
associated with the first authenticator using thgey ID database, the "No" exit is taken to
diamond 1128. The decision made here will be basetthe procedures and polices of the casino.
The casino may decide to allow no or several ieti@r example, the second authenticator may
not have matched due to dirt or sweat on a plafpeg®rtip (in the case of a fingerprint reader).
To avoid false rejections, a preferred embodimalhialert the player that the second
authenticator did not match and ask them to reilyjsing the player to make use of a hand
towelette to wipe their finger and the reader, egchgain. Two such reties would be allowed. If
the player is allowed a retry, the "Yes" exit ikga to diamond 1130, where the number of
retries is counted. If the maximum number has lbeaohed, the "Yes" exit is taken to box 1136.
If the maximum has not been reached, the "No"isxaken to box 1132, where the player is



asked for another fingertip read (or other biorsetead). Box 1132 is left and diamond 1126 re-
entered. The loop comprising 1126, 1128, 1130, &K to 1126 is repeated until the
maximum number of retries is completed. At thanpahe "Yes" exit is taken from diamond
1130 to box 1136.

The action corresponding to box 1136 includes mingrthe failed attempt in a database entry
associated with the EFA, and to set off any akert@ppropriate casino personnel in accordance
with the types of actions the casino has decidedldirigger alerts to their security people.
After these actions, the process exits box 1136iaisthes at end node 1114.

FIG. 12 shows another process using two autheatgab provide high levels of assurance in a
casino having EFAs, based on a preferred embodimesite any game device that has EFA
capability further has a system similar to thaisifated in FIG. 4 where the embedded system
shown as 410 or 412, in addition to having a toaden, has enough memory and the software
needed to keep at least one player's second awttentdata in local memory in an operable
manner, or, where network connection 414 is a bagidwidth connection (i.e., a 100MB
Ethernet, depending on the size of the instillgtiomnimizing response times to the player.

The player, already registered (having an enttiiénplayer ID database) starts at box 1200 by
playing a game on a device having a touchscre@teding to box 1202, the player uses their
first authenticator before an EFT request is méada.preferred embodiment, a unique player 1D
entry from the player ID database is always setbce if the first authenticator yields more than
one potential entry the player is requested, attifme, for their second authenticator (not
illustrated). Box 1202 is left and box 1204 enterBde player, using a touchscreen (or other
interaction I/O device), indicates they desire mkeuse of their EFA. Proceeding to box 1206,
the player uses the I/O device to check balanc#®arequest an EFT either into the current
game device or out of it. The player indicates theyready to complete the transfer. In a
preferred embodiment, the touchscreen presentdetplayer includes a standard set of
deterministic options, similar to those found ie tfast withdrawal" screens on ATMs, allowing
the player to make a selection with just one toafdiine screen. Typical options on a touchscreen
allowing a single touch of a virtual button (or dapctionally equivalent screen indicia) may
include "show EFA account balances", "cash-outagtcout” in this context means "transfer all
current game credits into my EFA in their monetgyivalent form™), and "transfer in X dollars
worth of game credits”, where there will be sevehalices of "X" shown as individually
selectable indicia, and further where the amouead dar "X" will be determined using a
combination of casino policy and the base play armhofithe game machine in use. Box 1208 is
now left and box 1210 entered.

Box 1210 indicates the actions of requesting arstmmetric authenticator (of course, this
means the data associated with a second biometasurement) from the player, in this case
fingerprint data. After reading the player's preésdringertip, box 1210 is left and diamond 1212
is entered. Diamond 1210 corresponds to checkmgl#ita read from the player against the
second authenticator data associated with theplBym the player ID database. If it matches
(the most common experience by this point in tleeess), then the "Yes" exit is taken to box
1214.



Box 1214 corresponds to carrying out the requeStedl or EFT transaction. Some kind of data
about the transaction is kept in a database assdamth the EFA, typically showing the date,
time, amount, and target or source gaming deviceeofransaction. The transaction is now
complete and finished. If the player leaves theemirgame machine, typically indicated by
removing their player ID card or voucher ID, therxli214 is left for end point 1216.
Alternatively, if the player stays at the curreatrge machine then the process may loop as many
times as the player desires, as shown by dotted 224.

Returning to diamond 1212, if the fingerprint detses not match the data associated with the
current player in the player ID database, the’lN@&' exit is taken to diamond 1218. The
decision indicated in diamond 1218 is if a fing@rpreading retry is to be allowed. As discussed
above for FIG. 11, this decision may be based conabination of things, including but not

limited to casino policy on allowable retries, ané preferred embodiment will include for the
initial retry a suggestion to the player to dogeyeral things including but not limited to: (1)
clean their finger and the reader with a smallaksible wipe cloth (typically provided in the coin
tray); (2) make sure the finger being used is #mesone they used to create the database; and,
(3) check that their finger is sitting squarelytbe reader.

If the decision is to allow a retry, diamond 12&8eift and box 1220 is entered. The actions
corresponding to box 1220 are to request and pscaesther reading of a fingertip, then to
return to diamond 1212.

The retry loop comprising: data check and failftbad 1212); retry (diamond 1218); get new
input (box 1220); and back to data check and d@iond 1212) continues until the maximum
number of retries is exceeded or the process timeg&his protects against leaving a transaction
partially completed if the player leaves the gameak). When the loop ends, the "No" exit is
taken from diamond 1218 to box 1222, where thedadttempt is recorded in a manner
associated with the EFA. There may be other acBank as suggesting to the player they call
over a floor walker for help; these other actionilve at the discretion of the casino. The
process is now finished, exiting box 1222 to endend216.

As can be seen in FIG. 12, this process will omilinge very fast and efficient from a player's
viewpoint. After presenting some kind of initialthanticator at the game device, the player is
uniquely identified (if a second authenticatoraguired at this stage to reduce two [multiple]
possible matches to a unique individual, it willdene, but thissi s only required in situations
where the initial authenticator is not a typicalygr ID). In one preferred embodiment, the data
associated with the second authenticator will nevddwnloaded to a system in the game device
capable of dealing with the biometric input, shawklG. 4 as a separate embedded system
within a game cabinet. Now, each time the playant&/éo make use their EFA, the
authentication step will be extremely fast ("exteynfast” means close to instantaneous from a
player's perspective--they will properly align thingertip on the fingerprint reader and the data
read and check will be done in less than a secoba@. This provides confirmation for each
EFA action that the player who identified themsglaethe start of the session is, in fact, making
the request, providing a very high degree of asm@raoupled with very little additional
aggravation to the player. This becomes espe@sitlent when compared to traditional
alternatives that have either very low assuranceobyloing any check after accepting an 1D



card, or medium-level assurance with high aggrawdy requiring the entering a password each
time.

FIG. 13 shows the use of a two-authenticator EFsAesy for the gathering of other player and
game data as well as the data attributable to EEVitees. This is readily accomplished using
the type of systems shown in FIGS. 4 and 5 (inolydhose where the system used for the
biometric reader communicates over the same neta®tke game system to a single backend
system, not having an intermediate system such &3 thereby, where the functions carried
out by the RGC are done on the backend system).

Box 1300 corresponds to the player setting up ah, EBEtails of which have been discussed.
After setting up an account, the process contima#gsbox 1302 which corresponds to recording
all the activity directly related to the use andhagement of an EFA--balance inquiries, EFTS,
direct withdrawals, direct deposits, etc. Thusetaod data detailing account activity is already
enabled with the EFA system, and data is being &e@ll active EFA accounts. Proceeding now
to box 1304, the DBIM will process the signals ttiee RGC will be receiving that have all the
traditional pay and play data as each game devioeimng used (i.e., pay-ins, pay-outs, "handle-
pulls", game device state such as the positiohefé¢els upon a winning event, etc.).
Alternately, in newer implementations the RGC maylme present, in which case the data will
be sent to a backend machine on which the DBIMredide. The underlying functionality
remains the same. The DBIM (Biometric Device Infatimn Manager) correctly correlates the
data coming into from a game device to the datarpm from its associated biometric reader.
Box 1304 is left and diamond 1306 entered.

The actions corresponding to diamond 1306 are ¢clcthe data originating from the game
device (either from the SMIB or the Reader, depandin the configuration) and note if the
player is using a player ID. If the player is, thfe@s" exit is taken to box 1308.

The actions corresponding to box 1308 are to sterelata being collected and associated in the
RGC (by the BDIM) and save it in a retrievable memassociated with the player's EFA. In a
preferred embodiment, this will data in the sanaloiase that holds the account activity data.
Box 1308 is left when a player withdraws their plaiD (card, voucher, etc.), indicating they

are finished at this game. The process then gadstbaox 1304, gathering game data related
to the next player. Although not shown, in additiorplayer ID withdrawal to indicate game

play is over, a preferred embodiment will always several heuristics such as a time-out feature
(the player forgot their ID in the game device)ano-activity feature to further indicate an end-
of-play. These additional heuristics will be implemted at the discretion of the casino.

Returning to diamond 1306, if there is no playeirdise the "No" exit is taken to box 1310.
Actions corresponding to box 1310 include the DBiiMdating a temporary ID (typically a

unique numerical ID), and associating the game giédg with the newly created temporary ID.
Proceeding to box 1312, the game play data isdtiara retrievable manner, associated with the
temporary ID. In a preferred embodiment, the saatalthse as the EFA database will be used,
where a temporary ID is used in a player ID figldrhaps designated as a special key) and the
associated game play data is kept in a manneriassevith this temporary ID. Continuing on
from box 1312 to box 1314, the process uses hasrist determine if the play on the game



device has stopped. This will typically be indicht®y the insertion of a player ID (meaning
someone else has taken over this machine anchig aglayer 1D), time delays, and play delays.
Some heuristics will be better than others, aneriethods may be used as well, including the
use of an RFID tag, or with data generated froac@f recognition biometric reader to
determine when a new player sits down at the machifhatever method and device is used, an
end-of-play state will be recognized at some paird the data gathering associated with the
temporary ID will stop. Box 1314 will be left foiamond 1318.

The actions taken in diamond 1318 are to ask @ngepif they want to be assigned a traditional
player's ID or an anonymous player ID (APID). Anowus player identifiers are any identifier
used by a player that does not contain persor@ination in the database entries associated
with the ID. Co-pending application entitled "Anongus Player Identifiers In A Gaming
Environment" having application Ser. No. 09/819, &kplains APIDs more fully, and is
incorporated herein, in full, by explicit referendethe player decides to accept either form of
player ID, several actions may taken. In a preteambodiment, the player is presented with a
special voucher which has, encoded and preferallypted on it, either the temporary ID
assigned to this session by the DBIM, or anothdicia that may be used to look up this game
session. The player then takes this voucher tayepktounter (or specially designated floor
walker), and gets a traditional player's ID, or sdorm of APID. This is the simplest method,
and will be easy to implement. In another prefeesdbodiment, the BDIM will have the ability
to issue an APID directly from the reader or gameick being used; a traditional player's 1D
will still require the player to either call a flowalker or go to a service counter.

Note that although this step is shown following &4 2, box 1312 and diamond 1318 may be
readily swapped, or a copy of diamond 1318 mayberied between boxes 1310 and 1312, or
1312 and 1314.

If the player does not present an ID, or does rattwome form of an APID (perhaps in the
form of a voucher ID), the "No" exit is taken, ttiata is kept stored with the temporary ID (in a
preferred embodiment a unique numerical sequeaaé)the process continues with the next set
of game play data being gathered at box 1304.

If the player presents a player ID, an alreadyadsAPID, or indicates they are willing to accept
an APID, the "Yes" exit is taken to box 1320. Tleeng play data already gathered is now
associated with the ID and so stored. Box 132@fisahd box 1308 entered. Note that if the
player has finished play at this game, box 1308 asta "pass-through”, and process proceeds at
box 1304.

If the player is using a newly generated ID, thd/lve invited to make use of an associated
EFA. Note that an EFA may be opened and used withRiD as well as a traditional player's

ID. In fact, the use of EFAs coupled to APIDs Ww# encouraged. Anonymous EFAs (an EFA
being used with an APID) will typically be used figople who do not play regularly, who are at
the casino for only a short amount of time, and whaot keep much in them. Note that is a
separable method and use from that which autontptiEmnerates the paperwork and
authenticates an IRS event. If an IRS event isrgéee, then the normal paper process will have
to be carried out.



In addition to game play data, this process justdieed may be used for saving any and all
savable game state. Savable game state is defiretyand all game state which a player may
choose to save and then use at a later time. Tihtymcally be (in addition to game winnings)
award states, promotional awards won at the ganakingéerim game results. The types and uses
of savable game states is more fully discloseddismlissed in co-pending application Ser. No.
09/788,168 entitled "Method And Apparatus For Maimhg Game State", incorporated herein
in full by reference. In the preceding descriptiforsFIG. 13, whenever "game data" is gathered
and associated with an ID, the same process applesy and all savable game state.

If an electronic account holds both monetary dathgame state data, the account may be
referred to more generally as an electronic accasntell as an electronic funds account, and
when using the electronic account a transfer magtegred to as an electronic transfer rather
than an electronic funds transfer. For the purpo$éss disclosure, "electronic funds account”
and "electronic account", and "electronic fundssfar" and "electronic transfer” refer to an
account that has the capability of handling botmetary and game state data. When in use in a
casino or other establishment, the particularhiaff €stablishment will determine which
capabilities they want and can support.

Referring now to FIG. 14, a method for using an H&®promotional game credits is shown.
Box 1400 corresponds to the creation of an EFAeNbat the EFA may be a "traditional" EFA,
that is, an EFA coupled to a traditional playedschrd or other ID form, or may be an
anonymous EFA, that is, an EFA coupled to an ARceeding to box 1402, the casino
management decides to offer promotional game srédliholders of EFAs. The decision process
may encompass many divergent forms, from a generatding of a few game credits issued to
all EFAs and usable on any game device, to tham®iof a substantial number of game credits
to a selected subset of EFAs usable on only orefew selected games. After the choice is
made, the EFAs eligible to have the promotionalganedits will have promotional game credit
indicia associated with them. Box 1402 is left &oa 1404 is entered.

Box 1404 corresponds to the action of the playemgus game device and their ID. Upon
presenting their ID, in the preferred embodimemgia touchscreen for an I/O device, a special
display comes up. The special display is actublystandard display and "quick choice" buttons,
coupled with an additional choice indicia or butslrowing the player they have promotional
game play credits. Part of the special display shomlists for the player what games the game
play credits may be used on (including all ganfebat is the case). If they player is not a game
device on which the game credits may be usedal#iss the player to try the freebie games (this
will be especially useful in introducing new game&yx 1404 is left and diamond 1406 is
entered.

The actions and choices corresponding to diamo0@ a4de, first, the player indicating they want
to use their promotional game credits. This iofeéd by checked to see if the game device they
are currently using is one of the games that tbdits may be used on. If so, the "Yes" exit is
taken and box 1410 entered. Box 1410 correspontigetaction of setting the current game play
credits to the amount indicated by the promotigrethe credits, thereby exhausting the
promotional credits. After the promotional gameypleedits are used, end node 1412 is entered.



In a preferred embodiment, the promotional gamg @ladits are not intermixed with any other
part or portion of the EFA, and must be used in.tdhis is to encourage the play of new or
underutilized game devices--it requires #t@layer to use all the promotional game credits at
one machine and at one sitting, once the playens#®to use the promotional credits at all. In
addition to generally introducing players to newnga by giving free initial sessions, if the game
has a learning curve associated with it beforeageplbecomes proficient or comfortable, the
player is rewarded for their time to learn the rgawne by allowing them to play freely.

Returning to diamond 1406, if the player does tmtose to use their promotional credits at this
time the "No" exit is taken to box 1408. The acti@orresponding to box 1408 are that the
promotional credits simply remain unused, (and ngdlppear each time a player uses their EFA
until they are used) or they are age expired amibved (i.e., an expiration date is passed, this
portion not illustrated). Box 1408 is left and emabtle 1412 entered, finishing the process.

Continuing with FIG. 15, shown is a method of usantyvo authenticator system for age
verification. This may be useful in any locationesd underage persons may try and play a game.
Box 1500 corresponds to setting up a player IDyeiotr use as an age verifier. This may
constitute setting a traditional player's ID acdotime process explained earlier. But that is not
required using the present invention. Another typaccount may readily be set up, called an
"Anonymous Legal Age Account” (ALAA).

This account consists of a player going to a custaarvice counter and showing needed ID to
the person at the counter. This may also be doeeavideo link and be handled remotely if so
desired. This may become necessary as internetliggrobcomes more prevalent. The casino
person confirms the ID of the person in front dadrth If the check is being done over the
internet, the casino may check the ID by beingparable connection to the state's license and
resident ID database. The casino attendant will émter the ID number presented to them, and
check if the presented ID, the ID recalled fromshtate or other governmental source, and the
person appearing before them in front of the carattraatch. If they do, the attendant then asks
the player to use the biometric reader provided (@meferred embodiment, a fingerprint reader).

Although presented in the context of APID use, tbhixheck would clearly work when used to
generate a traditional player's ID as well.

The system correlates the fingerprint data witlamonymous player ID (APID), where the
casino attendant may also record the ID check segudhe APID is then generated and given
to the player--in one preferred embodiment the ARIRuId be a voucher ID, set to expire in one
day, or perhaps one week (the intent is for theDAfel be good for one visit to the casino, or for
only a limited amount of time). In another preferembodiment, especially usable at very small
establishments having little infrastructure, allBB would expire every time the casino closes
for the night.

Continuing on with box 1504, the actions takenfardghe player to use their initial authenticator
on the game they wish to play. This would compifisegxample, inserting a voucher ID into a
voucher reader when making use of an ALAA accotihen, the player makes any play



selections, etc., and gets ready to use the "platfon, triggering the gaming device. Upon using
the "play" button, the player also puts their firigeon the fingerprint reader. The fingerprint
reader creates a fingerprint data set, confirmai@imwith the fingerprint data associated with
that ALAA (or any traditional player account). Asa as confirmation is made (the data
presented and the data associated with the plByerakch), the play button is enabled. Box
1504 is left and box 1506 is entered.

Returning for a moment to a game's play buttomsasl in this disclosure the term "play button”
or "game play button" refers to any implementatda user interface which is what a player
would interact with to initiate game action or gaptey. Traditionally, this is a physical button
labeled "play" on the game's front panel, and thggp pushes it to initiate game play after
having made certain betting and game play choldesever, the term includes any and all
means that may be used to initiate play, inclutinghscreen virtual buttons and the like. This
further includes the use of similar buttons sucteaso replay" buttons, which are typically
configured in game devices to allow a player tdagthe game with the same game settings as
just played (i.e., the same amount, the same nuaflmylines, etc.). All such buttons which
result in a game play are included.

Returning to FIG. 15, Box 1506 corresponds to nbgaae play. As soon as this game event is
finished, the process continues by returning to 1604. The loop comprising 1504 (select play,
provide authenticator) to 1506 (game plays a rasdormal) to 1504 (select play, provide
authenticator) continues until the player is fieglplaying. This provides extremely high
assurance that the person who showed their 1D fact, the person who is actually playing the
machine. Each play requires confirmation that #aes@n playing is the person who showed their
ID to the casino attendant. This goes a long wasatds preventing "substitutions"”, where one
player shows their ID and is of age and allowegl&y, but the actual play at the machine is
being done by another person of unknown age (praisiyranderage, although possibly someone
banned in a casino).

Notice that this aspect of the two-level author@aivorks very well for both players and the
casinos, including players concerned with recomepkey associated with fingerprint data. There
is no need to keep permanent records. The persantied desk make the check that a player is
of age and allowed in the casino. The amount i datded is small, since a single fingerprint
data set is on the order of KBytes. This can quibkl downloaded to an individual game device,
if the game device is configured as shown in FI@r &, or kept in a very small, inexpensive
database (such as is available for a PC runningldMms. TM. or UNIX.TM.) when used with a
game device such as shown in FIG. 1, 2, or 4 (4lmeaysed in either case). Each time the player
hits the play button, they simultaneously touchfitgerprint reader and play continues.

To make players feel more secure, the casino goldmall can further offer to delete the APID

and fingerprint data when the player leaves. Thggplsimply presents the APID to the customer
service counter when they are ready to leave,dbma personnel feed the APID (for a small
installation, preferably a voucher ID) into the quter that is acting as a system console behind
the service counter. The system console has gasléo add and remove data from the database.
The casino attendant simply touches the deletegpoof a touchscreen (in a preferred
embodiment), or enters a simple key sequence towertiat ID and any associated data from



the system.

This allows any installation, even very small casinbingo halls, and similar gaming
environments having limited technical infrastruetand personnel, to make effective use of the
present invention. The casino personnel will knbat teach "play" of a gaming device is being
confirmed, while being played, as initiated by somewhose ID has been checked by casino
personnel. It simultaneously provides identity sggw@and, if the player desires, anonymity.

FIG. 16 shows a particular device that enableptbeess explained in FIG. 15 to work even
more effectively. FIG. 16 shows a gaming deviceegally configured like the gaming device
shown and described in FIG. 4. There is a cabie@@tontaining the game device, a display
(typically video, but may be mechanical reels andlar mechanisms) 1602, and play buttons
shown generally as 1604. Inside cabinet 1600 & ¢ythical hardware and software components
of a gaming device having at least one CPU andchardig memory, plus connectors, power
supplies, busses, and the other ordinary aspestscbfa device (not illustrated) connecting
display 1602, buttons 1604, and SMIB 1616. SMIB@ &lconnected via network 1618 to RGC
1620, through one of RGC 1620's individual gamaadenetwork interfaces (typically a serial-
protocotbased interface).

As described earlier for FIG. 4, two embodiments ofvo-level authorization system are shown
as embedded systems 1610 and 1612 (only one weulddal per cabinet). Embedded system
1610 is implemented standing beside game cabiri¥, 1§ inside an enclosure attached to
cabinet 1600, and embedded system 1612 would baldpenounted inside cabinet 1600, with a
display and interactive 1/0O capabilities usablealplayer, preferably mounted in cabinet 1600 just
below the traditional play buttons 1604, or judblea bolster on the front portion of the
cabinet. Either implementation would use networkreztion 1614, preferably an Ethernet
network, to connect with RGC 1620 through a difféneetwork interface than the traditional
SMIB. 1622 shows that the network has other dewces as well, and will typically be a
casino-wide backbone network. Note that in theritthe SMIB (or its replacements) may well
use the same network interface as the embeddezhsyFhis change to the SMIB would not
change the invention or its use and implementattthpugh it would make casino wiring easier.
DBIM 1624 correlates the information arriving frajame device 1600 and embedded system
1610 or 1612, as explained above.

The single button play/authorized may be implen@ntea number of ways. Three embodiments
are shown: 1606; 1608; and, 1626. The primary fanatity of each is the same. In each case
there is a play button and fingerprint reader gingle physical combination, allowing the player
to both initiate game play and provide authorizat a single touch. This greatly enhances the
ease of use for the player while providing highueasce to the casino of the person who is

playing.

The physical mechanism may be implemented in a pumbways. One is to use one of several
commercially available fingerprint readers and timgeoutput for two purposes. The first is to
generate fingerprint data that results from a fiigeeading; the second and new use is to use a
positive fingertip read event coupled with a pesitnatch using a fingerprint comparator
operably disposed within the logic associated wWithmulti-function button and using a



preloaded fingerprint data set to initiate gameg,ptaimicking a standard play button. Note that
some game device further proved some form of "gapkay" button, which initiates game play
using the game parameters (game betting choicgsedactable pay line settings, etc.) that a
player used in the last play. The present multifiemcoutton will mimic either of those two types
of buttons, or any other type of button that itngggame play. If a casino prefers game devices
to have both buttons, two multifunction buttons rbayprovided on the game console for
customer use. Internally, they may share portidrieelogic associated with fingerprint data
comparisons, or may comprise two separate buttachs@pport logic.

Another button embodiment is to combine a fingetpreader into a depressible mechanical
surround, such that the player puts their fingestighe central portion which enables a
fingerprint reading, and further presses the buttown slightly to initiate play. Other solutions
may be used as well. Each will require slightlyedé#nt electromechanical interfaces and are
shown generally as play/authorize buttons 16068,160d 1624.

Play/authorize button 1606 shows an implementatibere the mechanism is installed near the
traditional game play buttons. In a preferred embedt it replaces the previous initiate play
button. The play/authorize button will interfaceli®10 or 1612, depending on which is being
used in this cabinet. In addition to reading anec&ing fingerprint data, play initialization

occurs. This may be carried in several ways, inougroviding an electrical signal that is the
same as that produced by the standard play butidhe regular game using the regular game's
wiring after the fingerprint data is checked. Ipraferred embodiment, the embedded system will
contain the fingerprint data applicable to the entmuser locally, and further be enabled with a
fingerprint comparator, implemented either in haadsy software, or a combination, that has the
functionality to check the two data sets (the destsociated with the second authenticator and
the data just being read from the fingerprint repdad so complete the authorization check
locally, for speed's sake. Comparing fingerprirtada not simply a matter of linear, black-and-
white data comparison, due to the differences witith a person puts their finger on the reader,
dirt, orientation, etc. For the purposes of th&chtisure, two sets of fingerprint data are said to
"match" or be "comparable”, both terms being irtargeable as used herein, when to the best
of the ability of the algorithms being used, anohgishe two available fingerprint data sets, the
two appear to originate from the same person. Aftisrcheck is completed, a "play" signal
(electrical pulse) is generated and sent to theegdewice either by its own internal wiring which
was connected to the previous play button, or glayarted by sending the appropriate signal
back through the RGC to the SMIB.

Play/authorize button 1608 shows an implementatibere the button will physically be located
with either embedded system 1610 or 1612, ratlaar itihthe area already having play buttons. If
used with system 1610, the play/authorize buttdir@gide on same enclose which contains the
embedded system. If used with system 1612, théauithyorize button will be located at or near
the same location as the other 1/0O associatedthélembedded system, typically just below the
regular game play buttons. Its functionality wil the same as that described above for
play/authorize button 1606.

It is expected that in the near term, play/auttebattons will be implemented in one of the
manners just described. Longer-term, it is expetitatia larger portion of play/authorize buttons



will be implemented along the lines indicated yyuthorize button 1626. A small, self
contained play/authorize button and support boatid appropriate logic will replace the
regular, single function play button. The board fgic to support the multifunction play button
may include any needed subcomponents, up to ahdling specially designed ASICs and
FPLASs to carry out any needed functionality to sand receive the required signals from both
the game device (which thinks this is just a nonptay button) to receiving and processing
fingerprint data from a database. Depending orctises, space available, required functionality
(local or remote fingerprint data analysis), an@v@orequirements other implementations may
make use of a small, low powered embedded systémawimited amount of RAM.

When used by the player, the authorization willeitbe carried out locally on the dedicated
board or the fingerprint data will be checked draakend computer system (if RGCs are still in
use, it may be done by the BDIM on the RGC); tmesaommunications path used by the game
device will be used, typically by providing an atthal socket (connection) on the SMIB for use
by the play/authorize button interface board. Aeotimplementation of play/authorize button
1626 makes use of the game processor for fingembaia matching, downloading the required
software into the processors memory; because aktihidatory control of the game devices this
may not be desirable in all cases.

One additional use of play/authorize button 162@ildide in standalone game devices. The
interfaces to the logic implemented as describ@dealsould readily be adapted to allow signals
to be sent to play/authorize button 1626 to, at,fireceive fingerprint data from its associated
fingerprint reader, and then simply store it. Tingdrprint data that is next read will be
compared to the fingerprint data currently in mgynadiis comparison may be used as the age
check. Each time a player whose ID has been chdmkadtasino attendant, and who entered
their fingerprint data into a game device with biedp of an attendant, uses the machine their
authorization check will be made. This is not tkeetimplementation, but may be considered in
some situations have very limited technical infnasture.

The present invention has been partially descnilsgng flow charts. As will be understood by a
person of ordinary skill in the art and with thenbfit of the present disclosure, steps described in
the flow charts can vary as to order, contentcation of resources between steps, times
repeated, and similar variations while stayingyfullthin the inventive concepts disclosed herein.

Accordingly, it will be seen that this inventionopides a system and method for providing
authentication of a player that has both high @ssie and is fast. This may be used for many
applications, including EFAS/EFTs, automated W2@egation, and continual age verification.
Although the description above contains much sjoégifthe description should not be
construed as limiting the scope of the inventitie; descriptions given are merely providing an
illustration of embodiments of the invention. Tle®ge of this invention is determined by the
appended claims and their legal equivalents.
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