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Abstract

This paper proposes a Home Network System (HNS) architecture integrated with Wireless Application Protocol and
Short Message Service to support the connectivity between home and Internet/Global System for Mobile Communi-
cation (GSM) networks. The HNS architecture includes an HNS gateway and three home network subsystems, i.e.,
home appliance, security and messaging subsystems. The main objective of the integrated system is to remotely monitor
and control the devices in the HNS via laptop computer or a GSM mobile terminal. In addition to responding to
remote queries, the managed devices (e.g., home appliances or burglar alarm system) can actively send alerting messages
to a mobile terminal when an abnormal state occurs. Through the HNS gateway, the monitoring and control infor-
mation is diffused to the Internet/GSM network. An implementation of the HNS system is described in this paper as an
illustration of the feasibility of the proposed architecture.

© 2003 Elsevier Science B.V. All rights reserved.

Keywords: Home networking; Wireless application protocol; Short message service

1. Introduction

In recent years, interest in home networking has
increased significantly due to technological inno-
vations and market forces. Improvements in micro-
processor computing power and memory capacity,
associated with decreasing costs, have ensured their
widespread use. In addition, the development of
the Internet has engendered new ideas for living
and working that utilize every facet of technology.
Many of these ideas offer achievable means of in-
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tegrating information, processing and control for
every individual user and device.

In order to utilize appliances efficiently and ef-
fectively and to increase comfort in the home, a
Home Network System (HNS) is proposed. HNS
is a small network that allows the connection of
computers, audio and video equipment, washing
equipment and home automation subsystems (e.g.,
heating and air-conditioning systems, lighting sys-
tems, etc.) in an integrated, cooperative environ-
ment designed to increase comfort and ensure the
sharing and management of home resources as
well as the provision of new, enhanced services.

Several specifications used in home automation
already exist, including Consumer Electronic Bus
(CEBus) [1,2], European Home System (EHS) [3,4],
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European Installation Bus [5], BatiBUS [6], and
so on; various technological characteristics and
market penetration are taken into account in
adoption. Network technologies such as cable
TV (CATV), Integrated Services Digital Net-
work (ISDN), Asymmetric Digital Subscriber Line
(ADSL), and Digital Power Line are in different
stages of standardization and implementation, but
the basic characteristics offered by these standards
are plug-and-play compatibility, simple installa-
tion, distributed control, multiple applications,
and future-orientation.

Attractive services and applications are also
required for an effective HNS. Ref. [7] proposes
an architecture to support home Internet con-
nectivity that provides HNS remote monitor-
ing and control with computers. Wang et al. [8]
present a HNS, called as Aladdin, which em-
phasized the dependability issues. In the Aladdin
system, they propose (1) a soft-state method to
track the health of the network entities, including
devices, sensors, daemon processes, etc., (2) a
system architecture to enhance the dependability
of powerline control operations, and (3) a mon-
itoring tool to automatically detect and diagnose
unreliable device behaviors. In [9], Bergstrom
et al. propose a home network server, called as
Global Home Server, which emphasizes the com-
munication security issues. Their system can
leverage limited resources to provide confidenti-
ality, authentication, authorization, and integrity
for remote monitoring and control of home au-
tomation devices. In this paper, we present a
HNS, which emphasizes the integration of per-
sonal communication techniques. Then, users can
remotely control and monitor the home devices
by a mobile phone at any time and in any place,
even when they are moving.

In recent years, the development in personal
communication has grown quickly-hundreds of
millions of mobile phones are currently used all
over the world. And while such widespread tech-
nological advances are exciting, it is even more
exciting for individuals to operate their home ap-
pliances with a mobile phone, from the office or
other exterior locations. For example, in the winter
individuals may turn on their home heating sys-
tems in advance via mobile phone so that the

desired room temperature is achieved before the
individual arrives home.

Global System for Mobile Communication
(GSM) [10] has already been widely deployed.
Wireless Application Protocol (WAP) [11] has also
been developed for mobile devices, such as mobile
phones and personal digital assistants (PDAs), to
access the Internet. Thus, the GSM user may make
voice calls and also receive news, send and receive
e-mails, and browse the Web pages with a WAP
mobile station (MS).

Fig. 1 illustrates HNS architecture, which is
centered on a personal computer connected to a
GSM network/Internet and home network. This
computer, called a HNS gateway, connects to
home devices and runs a home automation man-
agement application that supervises home devices.
In this paper we organize home devices into ap-
pliance, security, and messaging subsystems, re-
spectively. The appliance subsystem consists of
home appliances such as refrigerator, television,
and so on. Security subsystem includes surveil-
lance, burglar alarms, etc. Telecommunication de-
vices such as answering machines and e-mail
applications provide messaging services.

The home user can actively connect to the HNS
gateway, as well as monitor and control the status
of the HNS with a WAP mobile station or a laptop
computer. The HNS gateway communicates with
remote clients using the WAP or HTTP protocol
[12], and translates the request messages it receives
to the protocol used in the HNS. In addition, the
HNS gateway can actively notify the home user
when an abnormal state occurs. For example, an
appliance can send an alerting message to the HNS
gateway if an abnormal state occurs. The HNS

Appliances
subsystem % g
Security Home
subsystem 4<Ne;mrk 3 Remote Access
— Clients
HNS
Gateway

Messaging
subsystem

Fig. 1. Home network system architecture.
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gateway receives this alerting message and relays
it to the user using GSM Short Message Service
(SMS) [13]. The home user may control the ap-
pliance remotely via WAP MS or go home im-
mediately upon receipt of the message.

In this paper we propose a HNS architecture,
integrated with WAP and SMS, to support the
connectivity of home and Internet/GSM networks.
The main objective of the integrated system is to
remotely monitor and control the devices in the
HNS via laptop computer or GSM mobile termi-
nal. In addition to responding to queries, the
managed devices (e.g., home appliances or burglar
alarm system) can actively send alerting messages
to a mobile terminal when an abnormal state
occurs. An implementation of the HNS system is
described in this paper as an illustration of the
feasibility of the proposed architecture.

The remainder of this paper is organized as
follows: Section 2 describes the proposed HNS
architecture, Section 3 presents the implementa-
tion of the HNS, and the summary is given in
Section 4.

2. Proposed system architecture

As shown in Fig. 1, the proposed HNS is
composed of three subsystems, i.e., appliance, se-
curity, and messaging subsystems. Home devices
in common use in each subsystem are summarized
in Table 1. These subsystems are connected to a
HNS gateway. The following are three proposed
methods for communicating with home devices
from remote locations:

1. WAP: As shown in Fig. 2(a), the home user ac-
tively connects to the HNS gateway to monitor
and control, via WAP MS, the status of each
home device.

2. HTTP: As shown in Fig. 2(b), the user can re-
trieve and set the control data of each home de-
vice via laptop computer connected to the HNS
gateway.

3. SMS: As shown in Fig. 2(c), a mobile station
with SMS capability can communicate with
the HNS via SMS protocol. With SMS, the user
can monitor and control the home devices.

Table 1

Devices in common use in each subsystem
Appliance Security Messaging
subsystem subsystem subsystem
Air-conditioning Surveillance Answering ma-

chine

Lighting Burglar alarm  Fax machine
Television E-mail services
Video and audio

player
Refrigerator

Microwave oven

g (m)

AP respoyise

. E HNS requeg
>

HNS respegse

HNS Gateway

A

Home Network

GSM Network

gﬁ“‘f’

TP respo e

Internet (b)

EW1S Yoquast
g1 ]

GSM Network (c)

Home Network

Fig. 2. Communication with the HNS in (a) WAP and (b)
HTTP (c) SMS.

These methods employ a request-response
mechanism, which allows a home user to monitor
home appliances and control them, for example,
users may turning on/off, check voice and e-mail
messages, view real-time images captured by the
surveillance system, and so on. That is, the re-
quest-response mechanism allows users to pu// in-
formation from the HNS gateway and post control
data to HNS gateway (i.c., set the control data to
HNS gateway). In addition to pulling and posting
information, the methods also offer a push mech-
anism that is very useful. That is, the HNS gate-
way can actively use WAP push [14], HTTP push
mechanisms or SMS to send messages to a mobile
station or laptop computer. For example, in the
home appliance subsystem, an appliance can
actively send an alerting message to the HNS
gateway (by posting information) when detecting
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Home Network

GSM Network

HNS Gateway

Fig. 3. Notification sent by SMS.

an abnormal situation or a warning signal. The
HNS gateway receives this alerting message and
then pushes it to the home user in SMS (see Fig.
3). Similarly, in the security subsystem, an alerting
message can be sent when a burglar alarm rings
or a surveillance system detects intruders. In the
messaging subsystem, the HNS gateway notifies
the home user when new e-mails arrive in the mail
server, or new messages are recorded on the an-
swering machine.

2.1. HNS management protocol

In HNS, we propose a management protocol
that allows managers to configure, diagnose, and
maintain home devices that are connected to HNS.
The proposed management protocol employs the
concept of a client-server model, which, in turn,
forms the basis for a manager—agent model (Fig.
4). The network management model consists of an
agent entity residing in each managed device, and
the manager, residing in the HNS gateway, is used
to control the devices. The manager issues com-
mands to the agent for reading or modifying the
data maintained by the agent. In normal situa-
tions, the agent entity only responds to the man-
ager’s queries. However, the agent entity is capable

Home
Network

Manager

Fig. 4. Manager-agent model.

of reporting an event to the manager if an ab-
normal state occurs.

The management information transferred be-
tween the manager and the agents is handled by
the management services. In [7], a set of manage-
ment services that allowed the manager to control,
monitor and reconfigure the agents was designed.
Within the limitations of mobile handsets such
as small screens, limited computing power and
memory capacity, however, some services defined
in [7] are not suitable for remote monitoring and
control of HNS with mobile handsets. Home users
are only concerned with the status of home ap-
pliances while they are in remote locations; for this
reason, two management services (also known as
two commands), “HS_GET_DATA” and “HS_
SET_DATA”, are employed in the proposed HNS
management protocol. The HS_GET_DATA com-
mand is used to read a data parameter of a specific
node, and the HS_SET_DATA command is to
change a data parameter in a specific node. Con-
ceptually, HNS management protocol contains
only these two commands that allow the manager
to retrieve data from a managed agent, or to set
data into an agent. All other operations may be
defined by these two commands. For example,
although we do not have an explicit reboot com-
mand in HNS management protocol, an equiva-
lent operation can be defined by declaring a data
parameter that gives the time until the next reboot.
Thus, the manager can assign the parameter a
value (including zero).

The format of the command is shown in Fig. 5;
the “service” field specifies HS_GET_DATA or
HS_SET_DATA. “Object” fields are atomic enti-
ties, and are uniquely identified in a system by an
object identifier, with one or more services appli-
cable to them. “Data” is the value of the object
and, like object, is optional. The values of several
objects can be retrieved or set in a command.
Objects for a specific HNS standard are built
through cooperation of industry partners who es-
tablish the HNS standard.

\ Service ‘[Objecﬂ]‘ [Data] ‘[Objeth]‘ [Data] \ \

Fig. 5. Command format of management services.
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2.2. HNS gateway

The HNS gateway provides the interlinking of
the controlled home network and the Internet/
GSM network. Specifically, such a gateway per-
forms the protocol translations between the con-
trolled home network protocol and the HTTP/
WAP/SMS protocol, allowing for remote interac-
tion and notification. As shown in Fig. 6, the HNS
gateway consists of four parts: (1) an HNS man-
ager responsible for service provisioning, (2) a
short message driver responsible for communica-
tion between the GSM network and the HNS
manager, (3) a WAP gateway, and (4) a Web ser-
ver responsible for communications between the
GSM network/Internet and the HNS manager.
The communication protocol between the mobile
station modem and the short message driver (ref-
erence point A in Fig. 6) is implemented using the
SMS AT command set [15]. The HNS manager
also performs protocol conversions between the
HNS management protocol and HTTP/WAP/
SMS protocol. For example, HNS manager em-
ploys the functions provided by the short message
driver to send alerting messages received from the
home network to the mobile station. In addition,
the HNS gateway can connect to Internet Service
Provider (ISP) mail server through cable, ADSL
or dial up. Then HNS manager uses Post Office
Protocol—Version 3 (POP3) [16] or Interactive
Mail Access Protocol—Version 4 (IMAP4) [17]
protocol to send/check mails.

As shown in Fig. 7, the protocol stack of the
HNS gateway consists of two planes. The left-

Home network

HNS gateway

HNS Protocol
™ HNS

manager

POP3/IMAP4

Web server

WAP

WAP gateway
A,

AT-command Short message

driver

-

COM port

Fig. 6. Architecture of the HNS gateway.

HNS-to-HTTP/WAP/SMS GW

Management WAP/
Protocol HTTP
HNS SMS | protocol
Protocol stack
Stack PPP

PHY(RS232/ | PHY( | dial-up/
power line/ | serial xDSL/
twisted pair) | port) Cable

e

| agent | agent
Management

managed A —
appliances devu;es Internet/ 7/

an ==

GSM Network

Home Network HNS Gateway Remote
Client

Fig. 7. Protocol stack of the HNS gateway.

hand plane is the HNS “termination” protocol
stack and consists of three layers. They are phys-
ical layer (PHY), HNS protocol stack and man-
agement protocol. The PHY, or transmission
media, may be wired like the power line, cable and
twisted pair, or wireless, such as infrared and
radio, with different communication protocol. The
HNS and management protocols are specified for
interaction between the HNS gateway and home
appliances. The HNS protocol is used to provide
network functionality for the management proto-
col. The management protocol provides manage-
ment services for the HNS. As noted earlier, each
HNS standard defines its owned management
protocol and is not compatible with others.

The right-hand plane is SMS, HTTP and WAP
protocol stacks. The SMS protocol stack is simple.
It consists of SMS layer and PHY. A GSM
handset connects to the gateway through the
RS232 serial port for sending and receiving short
messages. For HTTP and WAP protocol stacks, it
consists PHY (dial-up, xDSL, and CATYV), point-
to-point protocol (PPP), and WAP/HTTP proto-
col stacks. The dial-in service is provided by the
HNS gateway. The home user can dial up the HNS
gateway to connect to the HNS via GSM mobile
station with WAP feature through the GSM net-
work, or with a laptop computer through the
public switched telephone network (PSTN). Resi-
dential access networks such as xDSL and CATV
thus become more popular; users can always uti-
lize the HNS gateway to connect to the Internet, or
dial up other ISPs to connect the HNS through the
Internet. For a dial up connection, PPP is needed.
At the top of a residential access network are the
HTTP/WAP protocol stack. The HTTP protocol

RES935 - 1018, Page 5
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stack includes TCP/IP, Secure Sockets Layer
(SSL) and HTTP and the WAP protocol stack
includes IP, UDP, Wireless Transport Layer Se-
curity (WTLS) [18], Wireless Transaction Protocol
(WTP) [19] and Wireless Session Protocol (WSP)
[20]. Note that WTLS (SSL) provides connection
security between a WAP client (HTTP client) and
HNS gateway. WTLS has been optimized for use
over narrow-band communication channels and
provides data integrity, privacy, authentication,
and denial-of-service protection features.

On the top of two plains is the HNS-to-HTTP/
WAP/SMS gateway layer (HNS-to-HTTP/WAP/
SMS GW). The HNS-to-HTTP/WAP/SMS gate-
way layer achieves the bridging of the two planes.
Therefore, such a protocol structure can support
the remote monitoring and control of the HNS.

3. HNS implementation

In this section, we will present a prototype of
HNS and implementation experiences in develop-
ing HNS software components.

3.1. An HNS prototype

We have implemented an HNS prototype that
consists of an HNS gateway and three HNS sub-
systems (home appliance, security, and messaging
subsystems) as shown in Fig. 1.

The home appliances do not currently have
management services, as described in Section 2.1,
so simulation programs have been implemented
instead. We use PCs and their peripherals to em-
ulate the appliance subsystem. TCP/IP network is
used, and each appliance simulator is assigned an
IP address and port number. We use charge-cou-
pled device (CCD) cameras connecting to a PC to
develop a simple surveillance system in the security
subsystem. In the messaging subsystem, only
e-mail services on are currently being provided.
The subsystems are all connected to HNS gateway
by 10 Mb/s Ethernet.

The HNS gateway is implemented on a desktop
PC and a GSM mobile station with the ability to
send and receive short messages and connect to the
gateway through the RS232 serial port. A modem

is also required by the HNS gateway to provide the
dial-in service for a WAP GSM mobile station or a
laptop computer. The software components re-
quired in the HNS gateway include Web server,
WAP gateway, remote access service (RAS) server,
short message driver, and HNS configuration tool.
The short message driver provides the sending
function for the HNS gateway to send short mes-
sages. The HNS configuration tool is a manage-
ment tool for locally monitoring, controlling, and
coordinating a diverse set of independent appli-
ances connected to the HNS.

3.2. Developing environment

Linux was chosen as the developing platform
because it has stable, open, and free features.
There are many cost-free resources for Linux. In
addition, Linux can run smoothly even on a PC
with a Pentium CPU and small memory capacity.
The HNS gateway and home appliance simulator
programs are implemented on Pentium-level
desktop PCs with Linux operating systems. Com-
puter languages chosen to implement these soft-
ware components are C and Tcl/Tk where Tcl/Tk
is mainly used to implement graphical user inter-
faces (GUI).

3.3. HNS gateway implementation

HNS gateway, which we have implemented,
consists of web server, WAP gateway, RAS server,
short message driver and HNS configuration tool
components. Each component is introduced
below:

1. Web server: Apache server was selected as web
server in the HNS gateway. It is a well-known,
open source web server that performs well. Re-
fer to http://www.apache.org/ for more infor-
mation.

2. WAP gateway: Kannel WAP gateway was in-
stalled as a WAP gateway component in the
HNS gateway. Kannel has an open source orga-
nization that developed a WAP and SMS gate-
way. With the exception of the WAP push
feature, the WAP protocol stack is fully imple-
mented, including WTLS [18] in the Kannel

RES935 - 1018, Page 6


http://www.apache.org/

C.-H. Wu, R.-H. Jan | Computer Networks 42 (2003) 493-502 499

WAP gateway. Refer to the Kannel website:
http://www.kannel.org/ for more information.

3. Remote access service server: We chose Mgetty,
a RAS server for Unix-like operating systems,
as a RAS server component in the HNS gate-
way. Mgetty not only provides the necessary
dial-in service, but also provides fax and voice-
mail services if the modem supports fax and
voice function. For more information, refer to
http://alpha.greenie.net/mgetty/.

4. Short message driver: The short message driver

used in the HNS gateway is based on gnokii’s
driver. Gnokii is an open source organization
that provides tools and a user space driver for
Nokia GSM mobile phones under Linux, vari-
ous UNIXs and Windows. The main functions
for SMS provided by gnokii include sending
and receiving short messages, retrieving and ed-
iting phone-book, opening and closing net-
monitor mode, remote keypad operation, and
SO on.
Since gnokii can only send 7-bit, ASCII charac-
ters, the gnokii source code is modified to be
able to send Chinese characters in the HNS gate-
way. In addition, we added the function of
translating big 5 encoded characters to UCS2
encoded characters to the gnokii (big 5 is a pop-
ular Chinese character encoding scheme used in
Taiwan). Gnokii can be downloaded at http://
www.gnokii.org/.

5. HNS configuration tool: The home user needs a
management tool to locally coordinate a diverse
set of independent devices connected to the
HNS. The HNS configuration tool should pre-
sent a user-friendly interface that allows a home
user to easily operate devices. In our prototype,
a user-friendly configuration tool with GUI was
developed to control devices in the HNS, as
shown in Fig. 8. With this configuration tool,
home users can easily configure home devices
even though they do not know much about
home networks.

Two management services, HS_GET_DATA
and HS_SET_DATA have been implemented in
the configuration tool. Applying these two man-
agement services, we developed the following
functions for the HNS configuration tool:

T |

File Appliance Securily Messaging Help

NEFEE
Device Name iP Address [Port |

Alrcondition 140.113.167.232 9001 A
-~ --Power. on
----AirDshum: 1

- - - -Temperature: 25

Light 140.113.167.232 8002
-~ - -Living Room: on

~~-~--Raom1: off

---~-RoomZ: off

-=-=-=-Room3: off

Fig. 8. HNS configuration tool.

e List: List all appliances managed by HNS (see
Fig. 8). This function provides device look-up
feature.

o Add: Add a new appliance to the managed list
of the configuration tool. This function per-
forms device registration for a new appliance.
Three fields need to be filled: appliance name,
IP address, and port number, where the appli-
ance name must be unique. When a new appli-
ance is added, its status is shown immediately.

e Delete: Remove an appliance from the managed
list.

e Refresh: Refresh the status of appliances on the
managed list.

e Change: Provide the capability to change object
values of each appliance on the managed list.

e Preference: Configure a preferred method of
sending alerting messages, e.g., by e-mail or
by GSM SMS. When detecting an irregular sit-
uation, appliances can immediately send alert-
ing messages to HNS gateway. The HNS
configuration tool will relay these alerting mes-
sages via e-mail or SMS according to e-mail ad-
dresses or a GSM phone number chosen in the
preference function.

Data inconsistency may occur when appliance
statuses are changed with configuration tools or
WAP handsets. In order to maintain data consis-
tency, when adding a new appliance by the con-
figuration tool, the new appliance is also added to
the HNS’s Wireless Makeup Language (WML)
and HTML pages; Common Gateway Interface
(CGI) [21] files, which provide communications
between managed devices and HNS gateway, are
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Fig. 9.

also created for remote monitoring and control-
ling. On the contrary, when deleting a managed
appliance, the appliance is removed automatically
from the WML page and CGI files belonging to
the appliance are also deleted. The “Refresh”
function described above is used to obtain the real-
time status of each managed appliance. The status
of the HNS retrieved by a Nokia 7110 handset is
shown as Fig. 9.

3.4. Implementation of home network subsystems

Three subsystems (i.e., appliance, security and
messaging subsystems) have been developed in our
prototype. The following is a description of the
implementation of an appliance simulation pro-
gram, a simple surveillance system for the security
subsystem, and e-mail services for the messaging
subsystem:

1. Appliance subsystem: As mentioned above, we
used appliance simulation programs as substi-
tutes for real home appliances. Two kinds of
appliances, air-condition and lights are simu-
lated. They are represented by GUI (see Fig.
10). The air condition has three parameters:
power (on/off), function (cooling/dehumidify-
ing), and temperature. There is only on/off for
the lights. We can add new appliances and
change their parameters by the HNS configura-
tion tool.

2. Security subsystem: A simple surveillance sys-
tem using CCD camera connecting to a PC
has been developed such that the home user
can use a WAP handset or a PC to retrieve
real-time images. Images captured by CCD
camera in a small time period (e.g., 10 s) are

—Appliance Subsystem—

Hircondition

Li B
ac
Options Dptions

Rircondition
1. Power:
[0
c.Air/Dehum:

Dption=

HNS status.

Living Room @ on Room1

p—|

—_—

e—
—
Power: on 3’9 x
1.air/2.dehum: 1 - =

Temperature: 28

off RoomS‘ 0

Fig. 10. The GUI for appliance objects.

|

transformed into WBMP and JPG format im-
ages. The home users can then view these
WBMP format images with their WAP GSM
mobile station (Fig. 11). Because of the single
color and small screen size, images are not clear.
Color images may be supported by new WAP
specifications and the screen size of mobile
phones may be larger in the future. For the
home users with a laptop or desktop computer,
they just connect (e.g., dial-up) to HNS gateway
and view the JPG format images by the web
browser.

A daemon program was developed for captur-
ing real-time images and transforming WBMP
format images. Up to now, we only provided

—Camera's Image—

—LCamera's Image—
1

Fig. 11. Real-time images captured by CCD camera.
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Gateway Mail servers

GSM Network Internet

Fig. 12. Architecture of e-mail services.

real-time images viewing functions, however,
the function of sending alerting short messages
due to motion detection can be added easily.

3. Messaging subsystem: In the messaging subsys-
tem, only e-mail services are currently imple-
mented. Fig. 12 illustrates the architecture of
e-mail services in the messaging subsystem.
The mobile user may passively receive e-mail di-
gests sent periodically in GSM SMS via the
HNS gateway, or actively connect the HNS
gateway to read e-mail digests with a WAP
GSM mobile station. The protocol used be-
tween mail servers and the HNS gateway is
POP3 or IMAPA4.

Addresses of mail servers associated with user
IDs, passwords, and GSM phone numbers must
be given to HNS gateway in advance. The home
user could configure the sending period of the
SMS. Digests are composed of the “From” and
“Subject” of each e-mail received from mail serv-
ers. According to the From and Subject entities,
the user learns the sender and subject of an e-mail.

Because the GSM SMS is not cost-free, the
SMS should be used efficiently to reduce costs. In
addition to sending digests instead of complete
e-mails, SMS costs can be reduced in two ways.
First, the period set for receiving new e-mails
should not be too brief; this decreases the fre-
quency of sending short messages. A reasonable
period is 30 min to 1 h. Second, a short message
should contain as many characters as possible. In
our prototype, we stuff e-mail digests with as many
short message as possible. If all characters in-
cluded in the e-mail use ASCII coding scheme,
such as English, the 7-bit coding scheme is sug-
gested. In this way, a short message can contain up
to 160 characters. If we use 8-bit and 16-bit coding
schemes, only 140 and 70 characters, respectively,
can be contained in a short message. Short mes-

sage services are thus far more effectively imple-
mented.

4. Summary

In this paper, we propose an HNS architecture
consisting of a home gateway and three main
subsystems. This architecture provides remote
monitoring and control of home appliances that
are managed by the home gateway. The home
gateway has the ability to actively notify home
users in remote locations. That is, the home gate-
way can push alerting messages to home users. A
configuration tool has also been designed to more
easily manage home appliances. The proposed
system architecture is shown to be feasible in terms
of implementation. The following directions might
be interesting for possible future work: (1) extend
the HNS with real-time processing capability; (2)
develop authentication and security mechanisms
for HNS; (3) study Distributed Component Object
Model (DCOM), Common Object Request Broker
Architecture (CORBA) or Java Remote Method
Invocation (Java RMI) for the remote invocation
approach of HNS; and (4) implement more home
network services and applications.
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