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Abstract:

Systems and methods are provided for protecting and managing electronic data signals that are

registered in accordance with a predefined encoding scheme, while allowing access to

unregistered data signals. In one embodiment a relatively hard-to-remove, easy-to-detect, strong

watermark is inserted in a data signal. The data signal is divided into a sequence of blocks, and a

digital signature for each block is embedded in the signal via a watermark. The data signal is then

stored and distributed on, e.g., a compact disc, a DVD, or the like. When a user attempts to
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