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METHODS AND SYSTEMS FOR ENCODING
AND PROTECTING DATA USING DIGITAL
SIGNATURE AND WATERMARKING
TECHNIQUES

RELATED APPLICATIONS

This application claims priorily from U.S. Provisional
Patent Application Ser. No. 60/138,171, entitled “Method
and System for Encoding Data,” filed Jun. 8, 1999, which is
hereby incorporated by reference in ils entirety.

COPYRIGHT AUTHORIZATION

A portion of the disclosure of this patent document
contains material which is subject 10 copyright protection.
The copyright owner has no objection 1o the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

FIELD OF THE INVENTION

The present invention relales generally to systems and
methods for protecting data from unauthorized use or modi-

fication. More specifically, the present invention relates to

systems and methods for using digital signature and water-
marking technigues to control access to, and use of, digital
or electronic data,

BACKGROUND OF THE INVENTION

Recent advances in electronic communication, slorage,
and processing technology have led to an increasing demand
for digital content, Today large quantitics of information can
be readily encoded and stored on a variety of compact and
casily-transportable media, and can be conveniently
accessed using high-speed connections to networks such as
the Internet.

However, despite the demand for digital content, and the
availability of technology that enables its efficient creation
and distribution, the threat of piracy has kept the market for
digital goods from reaching its full potential, for while one
of the great advantages of digital technology is that it
enables information 1o be perfectly reproduced at little cost,
this is also a great threat to the rights and interests of artists,
content producers, and other copyright holders who often
expend substantial amounts of time and money to create
original works. As a resull, artists, producers, and copyright
owners are often reluctant to distribute their works in

electronic form—or are forced to distribute their works at s

inflated prices 10 account for piracy—ithus limiting the
efficiency and proliferation of the market for digital goads,
both in terms of the selection of material that is available and
the means by which thal material is distributed.

Traditional content-distribution technigues offer little pro-

tection from piracy. Digitally-encoded songs, movies, and
other forms of electronic content are typically disiributed 1o
consumers on storage media such as compact disks (CDs) or
diskettes. A consumer accesses the data contained on (he
storage media by e.g., reading the data into the memory of
a personal computer (PC) or portable device (PD). Once the
data are loaded onto the PC or PD, the consumer can
typically save the data to another storage medium (e.g., to
the hard disk of the PC) and/or apply compression algo-
rithms to reduce the amount of space the data occupy and the
amount of time needed to transfer a copy of the data to
another user’s computer. Thus, the fact that electronic con-

h
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tent is originally stored on a fixed medium such as a CD or
diskette typically does little to prevent the unauthorized
distribution of the conient, as the content can be removed
from the storage medium, duplicated, and distributed with
relative case.

Another problem faced by content owners and producers
is that of protecting the integrity of their electronic content
from unauthorized modification or corruption, as another
charactenistic of traditional forms of digital content is the
ease with which it can be manipulated. For example, once
information is loaded onto a user’s PC from the fixed storage
medium on which it was originally packaged, it can be
readily modified and then saved or distributed in modified
form.

While increasing attention has been paid to the develop-
ment of content-management mechanisms that address the
problems described above, one obstacle 1o the adoption of
such mechanisms is the reluctance of consumers 1o embrace
new devices or content formats that render their existing
devices and content collections obsolete. Thus, there is a
need for protection mechanisms that enable new decoding
devices 10 accepl previously-encoded content (or contenl
encoded in accordance with other protection schemes), and
1o also enforce the preferred content protection mechanism
when handling content encoded therewith. There is also a
need for content protection mechanisms that allow protected
content to be played on pre-existing consumer devices,
while ensuring that the protection mechanisms will be
enforced when protected content is played on devices that
recognize the protection mechanisms.

Accordingly, there is a need for systems and methods for
protecting electronic content and/or detecting unauthorized
use or modification thereof. There is also a need for systems
and methods that provide content producers and software
and device manufacturers with the fexibility 1o support a
specific protection scheme, but to also support pre-existing
or legacy content, content encoded using other security
schemes, and/or devices that are not designed to recognize
the preferred protection scheme. Moreover, there is a need 1o
accomplish these goals without materially compromising
the security that the preferred protecti h isi led
to provide.

SUMMARY OF THE INVENTION

Systems and methods for using digital signature and
watermarking technigues to control access to, and use of,
clectronic data are disclosed. Tt should be appreciated that
the present invention can be impl d in
ways, including as a process, an apparatus, a sysiem, a
device, a method, or a readable lium such as a
computer readable storage medium or a computer network
wherein program instructions are sent over optical or elec-
tronic communication lines. Several inventive embodiments
of the present invention are described below.

In one embodiment, a method for protecting a digital file
against unauthorized modification is disclosed. The file is
encoded by inserting a first watermark and multiple
signature-containing watermarks into the file, where cach
signature-conlaining walermark contains the digital signa-
ture of at least a portion of the file. When access 1o a portion
ol a file is desired, the file is scarched for the watermark that
contains the signature for the desired portion of the file. If
the sig c-conlaining wal k is found, the digital
signature is extracted and used to verify the authenticity of
the desired portion of the file. Access 1o the desired portion
of the file is denied if the signature verification process fails,

IPR2020-00660 Page 00029
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If the signature-containing watermark is not found, the file
is checked for the presence of the first watermark. If the first
watermark is found, access to the desired portion of the file
is inhibited or denied. However, if the first watermark is not
found, access 1o the desired portion of the file is allowed.
Thus, the signature-containing watermarks are operable to
facilitate detection of modifications to the encoded file, and
the first watermark is operable to facilitate the detection of
the removal or corruption of the signature 2 waler-

4

unauthorized modifications to the data, and for controlling
access to the data. First, a strong watermark is inseried into
the data. The data are then divided into segments. A first
watermarked segment is formed by inserting a first water-
mark into a segment of the data. The first watermarked

gmenl is then comp | using a pu:dnhnu] compression
algorithm, and a copy is decomp is
formed by encrypting a hash of at least a pomon of the
1 first nt. Next, a second

dec ked

marks.

In another embodiment, a method is disclosed for con-
trolling access 1o an electronic file. A hidden eode is inseried
into the file—via a watermark, for example—and a plurality
ol modification-detection codes are also inserted, cach
modification-detection code corresponding 1o a portion of
the file. When access to a portion of the file is desired, the
appropriate modification detection code is extracted from
the file and used 1o determine whether the desired portion of
the file has been modified. If it is determined that the desired
portion of the file has been modified, access to the desired
portion is prevenled. If the modification detection code
corresponding to the desired portion of the file cannot be
found, then the file is checked for the presence of the hidden
code. If the hidden code is found, access to the desired
portion of the file is prohibited; otherwise access is allowed.

Thus, the modification-detection codes can be used 1o detect -

modifications 1o the portions of the file 1o which they
correspond, and the hidden code can be used 1o detect the
removal of the modification-detection codes.

In yet another embodiment, a system for providing access
1o an elecironic file is disclosed. The system contains a
memory unit for storing portions of the clectronic file, a
processing unit, and a data retrieval unit for loading a
portion of the electronic file into the memory unit. The
system also includes a first watermark detection engine for

detecting a signalure-containing watermark in the electronic

file and for retrieving a digital signature associated with the
watermark. The system also includes a signature verification
engine for verifying the integrity of a portion of the elec-
tronic file using a digital signature, and a second walermark
detection engine for detecting a strong watermark. The
system includes a file handling unit for granting a user
access (0 a desired part of the file upon the successful
verification of the part’s integrity by the signature verifica-

]
L

"
o

40

walermarked segmenl is generated by inserting a second
walermark into a second segment of the data, the second
watermark containing the first signature. The second water-
marked segment is comy 1 1, and sngncd
in the same manner as the first segment was ¢
decompressed, and SLgnod The signature of the " second
watermarked segment is then inserted, via a walermark, into
a third segment of the data. The process of (a) inserling a
sngnaturc-t‘nnmnmg walcrmark into a segment of data, (b)
comy 2 and dee g the watermarked segment,
and (c) sngnmg the dcmmpn:&q:d watermarked scgment is
repeated for cach of the segments, and the compressed
walermarked segmenis are transmitted 1o a computer read-
able storage medium or a decoding device. When access 1o
a portion of the encoded data is desired, the data are
decompressed and the signature corresponding to the desired
portion of the data is exiracted fmm the appmprmc
signature- mntmnmj, k. The ¢ is used 1o
verify the autk y of the d I ressed data, If the
signature verification process fails, access 1o the desired data
is inhibited. Otherwise, access is allowed. If the watermark
containing the signature for the desired portion of data
cannot be found, then the data are checked for the presence
of the strong watermark. If the strong watermark is found,
access to the desired portion of the data is inhibited;
otherwise, access is allowed.

In yet another embodiment, a method for managing at
least one use of a file of electronic data is disclosed. Upon
receipl of a request to use the file in a predefined manner, the
file is searched for a signature-containing watermark. If the
signature-containing watermark is found, a digital signature
is extracted. The digital signature is used to perform an
authenticity check on at leasi a portion of the file. If the
authenticity check is successful, the request to use the file in

dece

tion engine, or upon a failure 10 detect the
containing watermark and a failure 1o detect the strong
watermark.

In another embodiment, a computer program product for
controlling access 1o an electronic file is disclosed. The
computer program product includes computer code for

searching at least a portion of the electronic file for a first

k. The computer program
pmdm.l further includes computer code for retrieving a
digital signature from the first signature-containing
watermark, for using the digital signature to verify the

authenticity of the portion of the electronic file to which the s

digital signature corresponds, and for inhibiting the use of
the electronic file if verification fails. The computer program
produet also includes computer code for searching the
electronic file for a second watermark if the first signature-
containing watermark is not found, computer code for
inhibiting use of the electronic file if the second watermark
is found, and compuier code for permiiting uvse of the
clectronic file if the second watermark is not found. The
compuler program product also includes a compuier-
readable medium for storing the computer codes.

In another embadiment, methods are disclosed for encod-
ing data in a manner designed 1o facilitale the detection of

60

3

o

the predefined is granted. If the signalure-containing
watermark is not found, the file is searched for a strong
watermark. If the sirong watermark is found, the request to
use the file in the predefined manner is denied. If the sirong
walermark is not found, the request o use the file in the
predefined manner is granted.

In another embodiment, a method for managing the use of
clectronic data is disclosed. Upon receipt of a request 1o use
the electronic data in a certain manner, a file is retrieved that
conlains one or more check values and a digital signature
derived from the check values. The authenticity of the check
values is verified using the signature, and the authenticity of
at least a portion of the file is verified using the check values,
If the file is found to be authentic, the request to use the file
is granted.

In another embodiment, a method is provided for man-
aging the use of electronic data. An authentication file is
created. The authentication file includes one or more hashes
derived from the electronic data, a signature derived from
the hashes, and information useful in locating the portion of
the electronic data 1o which each hash corresponds. The
authentication file is stored on a networked computer sys-
tem. When a consumer altempts to use the electronic data in
a cerlain manner—such as copying, moving, viewing, or
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printing the data—the authentication file is retrieved from
the networked computer system and wsed 1o verify the
authenticity of the clectronic data. If the verification is
successful, the consumer’s request is granted. If the authen-
tication file cannot be found, the electronic data are searched
for the presence of a predefined watermark. If the predefined
walermark is found, the consumer’s request is denicd. If the
predefined watermark is not found, the consumer’s request
is granted.

‘These and other features and ad of the p
invention will be presented in more detail in the following
detailed description and the accompanying figures which
illustrate by way of example the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be readily understood by the
following detailed description in conjunction with the
accompanying drawings, wherein like reference numerals
designate like structural elements, and in which:

FIG. 1 is an illustration of a system for praclicing an

embodiment of the present invention.

FIGS. 2A and 2B illustrate techniques for generating a
cryptographic signature and using the signature to verify the
authenticity of the data to which the signature corresponds.

FIG. 3 is an illustration of a technique for verifying the
imtegrity of a data signal using cryptographic signatures.

FIG. 4A illustrates a technique for encoding a data signal
using cryplographic signatures and watermarks in accor-
dance with an embodiment of the present invention.

FIG. 4B illusirales a system for encoding a data signal ;

using cryptographic signatures and watermarks in accor-
dance with an embodiment of the present invention.

FIG. 5A is an illustration of a system for decoding a data
signal in accordance with an embodi of the
invention.

FIG. 5B shows an illustrative embodiment of a signature
verification engine in accordance with an embodiment of the
present invention.

FIGS. 6A, 6B, and 6C illusirate techniques for locating
signature blocks in an encoded data signal in accordance
with the principles of the present invention.

FIG. TAillustrates a system for encoding compressed data
in a manner designed to facilitate authentication of the dala
in accordance with an embod of the p

FIG. 7B illusirates an encoding M.Ixmc designed 1o
facilitate authentication of a data signal in accordance with
an embodiment of the present invention.

FIG. 8 illusirates a shared signature scheme in accordance
with an embodiment of the present invention.

FIG. 9A illustrates a technique for inserting a strong
watermark in a data signal in accordance with an embodi-
ment of the present invention.

FI1G. 9B illustrates a technique for detecting the presence
of a strong watermark in accordance with an embodiment of
the present invention.

FIG. 10 is a flow chan illustraling a data encoding
procedure in accordance with an embodiment of the present
invention.

FIG. 11 is a flow chart illustrating a data decoding and
authentication procedure in accordance with an embodiment
of the present invention.

l1(-b 12A, 128, and 12C pmv:dl. acurnpmsun between

1 content o

FIG. 13 illustrates the operation of a content management
mechanism in accordance with an embodiment of the
present invention.
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FIG. 14 illustrates an encoding scheme for use in con-
nection with a content management mechanism of the
present invention.

FIG. 15 illustrates a contenl management system in accor-
dance with the principles of the present invention.

DETAILED DESCRIPTION

A detailed description of the invention is provided below.
While the invention is described in conjunction with several
preferred embodiments, it should be undersiood that the
invention is not limited to any one embodiment. On the
cantrary, the scope of the invention is limited only by the
appended claims, and the in
alternatives, modifications, and equwalm!u For example,
while several embodiments are deseribed in the context of a
system and method for using watermarks and digital signa-
tures 1o protect audio signals encoded in Red Book audio
and Sony® MiniDise™ audio disc formats, those skilled in
the art will recognize that the disclosed systems and methods
are readily adaptabk: for hmadcr appllcalmn For cxamplt.
without L the § can be applied in
the context of video, chlun], audio-visual, multimedia, or
other data or programs encoded in a variety of formats. In
addition, while numerous specific details are set forth in the
following description in order to provide a thorough under-
standing of the present invention, it should be appreciated
thai the present invention may be practiced according 1o the
claims withoul some or all of these details. Finally, certain
technical material that is known in the arl has not been
described in detail in order to avoid obscuring the present
invention,

In the following {Iiscumion, content will occasionally be
referred to as “registered” or “unreg; 1" “R d”
content gam..ral]y dcnulm. content encoded u:,mg a pre-

includr.-s special codw signatums. watermarks, or the like
that govern the content’s use. “Unregisiered content,” on the
other hand, refers 1o content that does nol contain the
predefined codes—whether as a result of operations per-
formed on regisiered content (e.g., removal of specially-
inserted watermarks or codes), or by virtue of the fact that
the content was never registered in the first place (e.g.,
conient thal never contained the special codes, or that
contains the codes of another registration format).

The systems and methods described herein enable the
protection of content regisiered in accordance with a pre-
defined encoding scheme, while also allowing secure access
1o unregistered content. In particular, sysiems and methods
are provided for detecting and prevenling access 1o unau-
thorized copics of protected content, and for detecling
modification to, and/or corruption of, the protected content
and the content-management codes it contains. Systems and
methods are also provided for permitting the use of content
that is not registered in accordance with a given content
management or protection system, and for guarding against

pis 1o eirc ent the ion system by modifying
registered content to appear as though it had never been
registered.

In a preferred embodiment a relatively hard-10-remove,
casy-to-detect, strong watermark is inserted in the data
signal. The data signal is divided into a sequence of blocks,
and a digital signature for each block is embedded in the
signal via a comparatively weak watermark. The data signal
is then stored and distnibuted on, ¢.g., a compact disc, a
DVD, or the like. When a user atlempls 10 access or use a
portion of the data signal (the data signal having been

IPR2020-00660 Page 00031



US 6,785,815 Bl

7

obtained from a CD, a DVD, the Internet, or other source),
the signal is checked for the presence of the watermark
containing the digital signature for the desired portion of the
signal. If the watermark is found, the digital signature is used
1o verify the authenticity of the desired portion of the signal.
If the watermark is not found or the signature does pot
confirm the authenticity of the signal, then the signal is
checked for the presence of the strong watermark. If the
strong walermark is found, further use of the signal is
inhibited, as the pr of the strong watermark in com-
bination with the absence or corruption of the signature or
signed block provides evidence that the signal has been
improperly modified. If, on the other hand, the strong mark
is not found, further use of the data signal can be allowed,
as the absence of the sirong mark indicates that the data
signal was never marked or registered with the digital
signature. Thus, the present invention is operable 1o inhibit
the use of previously-regisiered conlent that has been
improperly modified, but 1o allow the use of content that was
nolt previously registered, such as legacy content or content
registered using an alternative encoding scheme,

FIG. 1 illustrates a system 100 for practicing an embodi-
ment of the present invention. As shown in FIG. 1, sysiem
100 preferably includes an encoding sysiem 102, such as a
general-purpose computer; a decoding system 104, such as
a portable audio or video player, a gencral-purpose
compuier, a television set-top box, or other suitable device;

and a for ¢ icating therebetween.
As shown in FIG. 1, in one embod encoding sy
102 includes:

a processing unit 118;
system memory 120, preferably including both high speed
random access memory (RAM) and non-volatile
memory such as read only memory (ROM) and/or a
hard disk for storing system control programs, data, and
application programs for encoding dala using, c.g.,
waltermarking and/or digital signature techniques;
one or more input/output devices, including, for example:
a network interface 128 for communicating with other
systems via a network 130 such as the Internet;
1/0 ports 132 for connecting 1o, ¢.g., portable devices,
other computers, microphones, or other peripheral
devices;
one or more disk drives 134 for reading from, and/or
wriling 1o, c.g., diskettes, compact discs, DVDs,
Sony® MiniDisc™ audio discs produced by Sony
Corporation of Tokyo, Japan and New York, N.Y.,
and/or other computer readable media;

a signal processor 116 [or receiving a signal from an input 5

device such as microphone 136, and converting the
signal 10, e.g., a pulse-code modulated (PCM) signal;

auser interface 122, including a display 124 and one more
input devices 126, such as a keyboard and/or a mouse;
and

one or more internal buses 133 for interconnecting the

aforementioned elements of the system.

The operation of system 102 is controlled primarily by
programs stored in system memory 120 and executed by the
system's processing unil 118. These programs preferably
include modules for accepting input daia signals from, e.g.,
microphone 136, dise 135, /O ports 132, and/or other data
storage or recording devices. System memory also prefer-
ably contains modules for processing the input data signals
in accordance with the techniques described herein, For
example, system 102 preferably includes modules 110 for
dividing or parsing an input data signal into blocks, modules
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112 for applying watermark(s) to a data signal, modules 114
for signing data blocks using ecryptographic signature
algorithms, optional modules 116 for compressing a dala
signal, and modules 118 for transmitting a data signal 1o a
computer readable medium such as disk 135, or to another
system via network 130. Although a sofiware implementa-
tion of these modules is shown in FIG. 1, one of ordinary
skill in the art will appreciate that some or all of these
modules may be impl I in co hardware or
circuilry without departing from the principles of the present
invention. Encoding system 102 may also include a secure,
tamper-resistant prolected processing environment (not
shown) and/or modules for associating the data signal with
rules and controls which govern its use, as described in
commonly-assigned U.S. Pal. No. 5,892,900, entitled “Sys-
tems and Methods for Secure Transaction Management and
Electronic Rights Protection,” issued Apr. 6, 1999 (“the 900
patent™), which is hercby incorporated by reference.

Any suitable system or device can be used for transport-
ing data from encoding system 102 to decoding system 104,
including a digital or analog network 130 such as the
Internet, the manual transportation of a magnetic or optical
dise 135 from one system to another, or any combination of
these or other suitabl ion or I ion tech-
nigues.

Decoding system 104 is operable to decode signals
encoded by system 102, to apply security transformations to
those signals, and to output the decoded signals 1o a user in
accordance with the resulis of the security transformations.
As described in more detail below, decoding device 104 is
preferably operable to accept data that are properly regis-
tered and data that were never registered, while rejecting
registered data that have been improperly modified and
unregistered data that have been modified 1o appear as
though it were registered. In one illustrative embodiment
decoding system 104 includes:

a processing unit 152;

syslem memory 153, preferably including a combination
of both RAM and ROM for storing sysiem control
programs, data, and application programs for, e.g.,
applying security transformations to a data signal.
System memory 153 may also include removable non-
volatile memory such as a flash memory card;
disk drive 155 for reading from, and/or writing 1o,
magnetic and/or optical storage media such as
disketies, CDs, DVDs, MiniDise™ audio discs, and/or
other storage media;

a network interface 165 for communicating with other
systems via a network 130 such as the Internet;

a signal processor 156 for, e.g., converting digilal signals
into analog form;

one or more inpul/output ports 157 such as Universal

Scrial Bus (USB) port 157a, speakerjack 157h, and

infrared port 157¢ for receiving signals from, and

transmitling signals 10, external devices such as encod-
ing system 102, speaker 158, display 162, disk drive

155, and the like;

a user interface 160, including a display 162 and one more
input devices such as control panel 164; and

one or more internal buses 166 for interconnecting the
£ ioned el of the system.

The operation of decoding system 104 is controlled
primarily by programs stored in sysiem memory 153 and
executed by the system’s processing unit 152. These pro-
grams preferably include modules for obtaining a data signal
and for processing it in accordance with the techniques

[~
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deseribed herein. For example, system 104 preferably
includes modules 170 for receiving and parsing an encoded
data signal, modules 172 for detecting and exiracting water-
marks contained in the data signal, modules 174 for verify-
ing the authenticity of eryptographic signatures contained in
or associated with the signal, and optional modules 176 for
pressing comp d dala signals. Decoding sysiem
104 also preferably includes modules 178 for controlling use
of decoded data signals (c.g., controlling transmission of
data to system memory 153, disk 135, display 162, or to
other systems via nelwork 130) in accordance with the
output of watermark detection/extraction modules 172, sig-
nature verification modules 174, and/or in accordance with
other rules or conirols associaled with the data signal or the
system. In a preferred embodiment modules 172, 174, 176,
and 178 are implemented in firmware stored in the ROM of
decoding device 104 along with certain data and crypto-
graphic keys used by the modules. However, one of ordinary
skill in the art will appreciate that some or all of these
modules may be readily impl 1in comy hardware
or circuilry without departing from the principles of the
present invention. Decoding system 104 may also include a
protected processing environment (pot shown) for storing
sensitive data and keys. For example, a protecied processing
environment such as that described in the 900 patent
(previously incorporated by reference hercin) could be used.

1
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fied versions of the content from being played on supported
devices, but does not otherwise modify the content, thus
allowing it to be played on pre-existing or other devices that
do not support the protection mechanism. Other tracks on
the CD can be encoded in such a manner that they can only
be played on devices or systems that include appropriate
decoding software or hardware, thus encouraging users 1o
purchase devices and/or software that supports the preferred
content protection mechanism.

Watermark/Signature Modification Detection
Mechanism

In a preferred embodiment the detection of unauthorized,
lossy compression and/or other modifications 1o a data
signal is facilitated by inserting a mark into the signal that
is relatively difficult 1o introduce, yet relatively casy to
extract by a decoding device 104. Such a mark may be
inserted by an encoding system 102 operated by, e.g., the
content creator, the content distributor, and/or a third party
placed in charge of securing content on behalf of its owners.
The integrity of the inseried mark is preferably easily
corrupted if any transformation is applied to the data signal.
That is, the mark is preferably chosen such that modifica-
tions 1o the content file will corrupt the mark and/or change
a predefined relationship between the mark and the file,
thereby enabling the mark to serve as a means of verifying
the icity of the file’s content. Thus, use of such a

As described above, it is desirable to pr
from copying a digital file from a storage medium such as a
compact disc and distributing unauthorized copies 1o others.
One obstacle to this type of attack is the fact thal the audio
and video files contaned on CDs and DVDs are typically
quite large, and can thus be impractical 10 transmil in their
original form. As a result, attackers often employ compres-
sion techniques to reduce content files to a fraction of their

original size, thus enabling copics 10 be transmitted over 3

networks such as the Internet with relative ease, and to be
elficiently stored on the limited and/or relatively expensive
memory of personal computers and portable devices. Many
popular compression technologics, such as MP3, are able 1o
achieve high compression ratios by removing information
from the original content file. As a result, when a com-
I 1 file is decomp 1 it will often be slightly different
from the original version of the file, although compression
technologies are typically designed 1o minimize the impact
these differences have on a user’s perception of signal
quality. However, detection of these differences can enable
the detection of piracy, as distributors of illegal copies
typically compress content before distributing it

In addition 1o preventing attackers from distribuling unau-

thorized copies of a digital work, il is also desirable 1o 3

preserve the security of digital files by detecting unautho-
rized modifications. For example, if a content file contains
special codes indicating that the content can only be used on
a specific device, or thal the content cannot be compressed,

copied, or transmitted, an attacker may atlempl to remove 3

those codes in order to make unauthorized use of the
content. Similarly, an attacker may attempt 1o add special
codes to an unprotected piece of content in order to use the
content on a device that checks for the presence of these
codes as a precondition for granting access 1o the content or
for performing certain actions (e.g., accessing the content
more than a certain number of times, printing a copy of the
conlenl, saving the conlent o a memory device, elc.).

For example, a CD may contain a variety of separaie
tracks and/or features. Some tracks or fealures may be
encoded with a protection scheme (as deseribed in more
detail below) that prevenis unauthorized copies and/or modi-
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mark facilitates the detection of unauthorized copies of a
file, since unauthorized copies are ofien made using lossy
compression schemes such as MP3 which modify the file.

In a preferred embodiment the above-described mark
comprises a digital signature. An exemplary technigue for
applying a digital signature 1o a block of data is shown in
FIGS. 2A and 2B. Referring to FIG. 2A, encoding system
102 creates a signature 205 by (i) applying a strong cryp-
tographic hash algorithm 202 (e.g., SHA-1) to a block of
data 200, and (ii) encrypting the resulting message digest
204 with the encoding system’s private key 208. In other
embodiments the message digest is encrypted (and
decrypted) using a secret key that is shared between the
encoding and decoding systems.

Referring to FIG. 2B, upon receiving a block of data 2000
and a corresponding signature 205, decoding sysiem 204
applies hash function 214 10 the reccived data to yield
message digest 216. Decoding system 204 also decrypis
signature 205" using the sender’s public key 218 (or a shared
secrel key, as appropriate) 1o yield message digest 220,
Message digest 216 is then compared with message digest
220. If the two message digesis are equal, the recipient can
be confident (within the security bounds of the signature
scheme) that data 2000 are authentic, as any change an
attacker made 1o data 200 or 1o signature 205 would cause
the comparison to fail. While a digital signature technique
such as that shown in FIGS. 2A and 2B is used in one
preferred embodiment, in other embodiments other signa-
ture and/or marking techniques may be used.

Since knowledge of the signing key is generally sulficient
1o enable the production of registered material, it is desirable
to protect the signing key against attack. Physical attacks can
generally be avoided by placing the key in a single protected
environment; for example, at a content certification author-
ity. To protect against cryptographic attacks, any of the
well-known and reliable public key technologics may be
used. For example, in one embodiment an RSA algorithm is
used with a relatively large key (e.g., between 2048 and
4096 bits), although it will be understood that other algo-
rithms and/or key sizes could be used insicad.
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Problems may arise if conventional signature techniques
are applied 1o data stored on magnetic or optical storage
media, to streaming data, or to data received from electronic
communications networks such as the Internet. For example,
data retrieved from CDs, DVDs, MiniDisc audio discs, hard
disks, and the like will ofien contain relatively short,
random, burst errors which can cause a signature to fail even
in the absence of malicious tampering, as signatures are
generally quite sensitive to errors or variations in the data
upon which they are based. In addition, computing a single
signature for a large file such as an audio track or a movie
can require a relatively large amount of computing
resources, which may not be available on a consumer’s
decoding/playing device. Moreover, with regard 1o stream-
ing data, it will typically be undesirable and/or impractical
for the decoding device 1o wait for an entire file to be
received before verifying the file’s authenticity and releasing
it for use, as consumers will often be unwilling to wait for
the entire file 1o be received, and decoding devices will ofien
lack enough memory to siore the entire file. The present
invention provides systems and methods that can be used to
overcome some or all of these limitations without materially
compromising the security offered by the sig h

FIG. 3 illustrates a technique for applying digital sn;,na~
tures 1o a data signal 300. Data signal 300 may, for example,
represent PCM data from an audio track on a ¢

dise -

12

In general terms, watermarking involves the insertion of
additional data into a signal in such a manner that the signal
appears unchanged (at least upon casual inspection), It
should be appreciated that any suitable watermarking and/or
'sh.ganngraplm. technique may bn. used in accordance with
the principles of the p invention. Techniques for
walcrmarkmg various types of signals (c.g., audio, visual,
textual, eic.) are well-known in the art, and watermarking
technology is readily-available from a variety of companics
such as Fraunhofer IIS-A of Am Weichselgarten, 3 D-91058
Erlangen, Germany, and Verance Corporation of 6256
Greenwich Drive, Suite 500, San Diego, Calif. (formerly
ARIS Technologies, Inc.). Additional exemplary watermark-
ing and steganographic techniques are described in
commonly-assigned U.S. Pai. No. 5,943,422, entitled “Ste-
ganographic Techniques for Securely Delivering Electronic

Digital Rights M Control 1 ion Over Inse-
cure Co ation Ch Is,” and Proceedings of the
IEEE, “Identification & Protection of Multimedia

Information,” pp. 1062-1207 (July 1999), each of which is
hereby i porated by ref

An obstacle to embedding digital signatures in a data
signal via a walermark is that the very process of embedding
the signatures is likely to change the signal somewhal, thus
n,ndl.r:nb the signatures incflective in verifying the signal’s
auth y. System d are thus faced with an appar-

or a MiniDisc audio disc, video data from a DVD, a stream
of textual information received from the Intemet, part of a
computer program or applet, or any olher suitable data
signal. As shown in FIG. 3, one approach 1o signing data
signal 300 is to logically and/or physically partition data
signal 300 into a sequence of data blocks or segments 304,
cach segment 304 having its own signature 306. When
decoding system 104 receives the encoded data signal 302,
system 104 wverifies the authemicity of blocks 304 using,

€.2., the techniques previously described in connection with

FIG. 2B. In a preferred embodiment the size of blocks 304
is made small enough to minimize the likelihood that
random burst errors in the data signal will occur in more than
a predefined fraction of the blocks, vel large enough to
ensure that the signature 306 associated with each block 304
is relatively difficult to crack and/or remove from the signal
without degradation. One of ordinary skill in the an will
appreciate that optimal choices for the block size and the
signature size will typically depend on the application, and
can be readily determined empirically.

A problem with the approach shown in FIG. 3, however,
is that when signatures 306 are inserted into data signal 300,
they can produce undesirable degradation of the signal. For
example, if the data signal represents an audio file, the

signature blocks can produce an audible hissing noise when

the file is played. Since signal quality is usually the primary
concern of a user, this type of degradation should be
avoided. While reducing the size of signatures 306 will
typically lessen the signal degradation, it also reduces the

security offered by the signature scheme. Moreover, while it s

is possible (as in one embodiment) o design a decoding
device 104 that it is operable 1o remove the signatures from
the data signal before the data signal is outpul, consumers
may be reluctant to purchase content that can only be played
on such a device

As shown in FIG. 4A, these problems are alleviated in one
embodiment of the present invention through the use of a
watermarking technique. Referring to FIG. 4A, the signature
406 for cach block 404 of data signal 400 is embedded in
encoded data signal 402 using a k 405. By ecmbed
ding signatures 406 in this manner, unacceptable degrada-
tion of signal 400 can be substantially avoided.
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ent calch-22: a signature will correspond 1o the signal as it
existed before the signature was embedded, but the sy
designer will want to verify the authenticity of the signal as
it exists afler the signature has been embedded.

The present invention provides systems and methods for
overcoming the problem described above. Specifically, as
shown in FIG. 4A, in a preferred embodiment the signature
for a given portion of data 404 is included in the watermark
for the following block 403 (c.g., the signature 406a for
signature block 404a is embedded in block 403b via water-
mark 405b). As a resull, the signature for a given block
404(n) can be used to verify the authenticity of the preceding
block 404(n-1), including the watermark/signature embed-
ded within that block. Although for purposes of illustration
FIG. 4A depicts a signature 406 being computed for a
portion 404 of a larger block 403, it will be appreciated that
signature 406 could instead be computed for the entire block
403 or any suitable portion thercol without departing from
the principles of the present invention.

FI1G. 4B illustrates the operation of encoding system 102
in an embodiment that performs the techniques described in
connection with FIG. 4A. Referring 1o FIG. 4B, encoding
system 102 is operable to watermark a first portion of a PCM
signal 400 with a digital si ¢ 418 cor ling 1o a
second portion of the PCM signal 400. Incoming PCM data
are stored in an input buffer 410. When a predetermined
amount of data (e.g., a block) has accumulated in input
buffer 410, the data are sent to mark-injection engine 412,
which inserts a watermark in the data to yield watermarked
PCM data 414. Watermarked PCM data 414 may then be
sent o, ¢.g., auser, a disk, or some other suitable destination,
while a copy of data 414 is senl to signature engine 416.
Signature engine 416 is operable to create a signature 418
corresponding to watermarked PCM data 414, Signature 418
is then sent 1o a latch or delay element 420. Delay element
420 stores signature 418 until the next block of incoming
PCM data is ready 1o be sent 1o walermarking engine 412,
at which point signature 418 is retrieved from delay element
420 for use by watermarking engine 412. Thus, the signature
418 of all or part of the watermarked version of a given
block of PCM data is included in the watermark of the
following block in the signal.
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The process shown in FIGS. 4A and 4B can be repeated
for each block of data in the data signal 400, the resuli being
a data signal 402 containing a succession of blocks, each
block being watermarked with the signature of a portion of

the block just ahead of it in the transmission stream. Thus, s

the present invention is advantageously able to provide the
security of digital signatures without unduly degrading the
quality of the data signal. Note that the first block of data that
is transmitted will typically not confain a sigoature.
However, in one embodiment the first block may contain the
signature or hash of certain metadata about the file. For
example, if the file is an audio track, the first block may
contain a watermark that includes a signature or hash
relating to the name of the track, the name of the track’s
producer, and/or other desired information. Note, too, that
there will typically not be a signature that corresponds to the
last block of data in the stream, since there is not a block of
data that follows the last block into which the signature can
be embedded. Alternatively, a final block that includes the
signature for the last data block can also be transmitted.
While the embodiments illustrated in FIGS. 4A and 4B
insert the signature for a given block into the following
block in the data signal, one of ordinary skill in the art will
appreciate that the signature could be readily inserted at

other locations in the data signal, instead. For example, if the -

data signal is preprocessed and/or appropriately buffered (as
opposed 1o being encoded and stored or transmitted on-the-
fly), the signature for a given block of data may be inserted
in a preceding block in the encoded data signal. It should
also be appreciated that the signature for a given block need
not be placed in an adjacent block.

The performance of the above-described scheme can
typically be enhanced by choosing the size of the block 404
that is to be signed so that it is much smaller than the size

of the watermark block 403. However, signature blocks 404, s

and the frequency with which they appear in the signal 402,
are preferably large enough that if an attacker were to
replace or remove a signed block, the quality of the data
signal would be perceptibly degraded (e.g., in the case of an
audio file, an audible hissing might be heard when the
modified file was played). In one illustrative encoding of an
audio signal, a signature block of 64 kilobytes (ie., 0.36
seconds of PCM data) and a watermark block of between
176 kilobyies and 882 kilobyies (ic. 1 10 5 seconds) are
used, where the PCM signal consists of two channels of
16-bit samples taken 44,100 times per second.

FIG. 5A illustrates the operation of an embodiment of
decoding system 104 upon receipt of a signal encoded in the
manner described in connection with FIGS. 4A and 4B.

Referring to FIG. 5A, decoding device 104 is configured 1o 3

decode an input data signal—such as that obtained from a
CD 135 inserted into disk drive 1585, or that oblained from
network 130 via network interface 165—and to either inhibit
or allow the use of the data signal depending on the resulis

of the decoding process. Incoming blocks of data 502 are s

stored in buffer/delay element 508, and an embedded sig-
nature 506 is extracted from a watermark in each block 502
by mark-extraction engine 504. The signature 506 that is
extracted from a given block (e.g., a block 502 received at
time 1), is provided to signature verification engine 512,
which is operable 1o verify the authenticity of the
previously-received block 1o which the signature 506 cor-
responds (e.g., a block 510 received at time 1=1). The output
515 of signalure wverification engine 512—indicating
whether block 510 was modified or signature 506 was
corrupted—is used to control the release of block 510 and/or
the initiation of an appropriate defensive response if modi-
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fication is di may, for example, be
senl directly to an outpul device, such as speaker 158,
display 162, disk 135, or the like; and/or may be sent to
memory 153 for storage pending authentication of additional
portions of the signal.

FIG. 5B provides a more detailed illusiration of the
operation of an embodiment of signature verilication engine
512. As shown in FIG. 5B, signature verification engine 512
is operable to accept a signature 506 and a block of data 510,
and 1o use signature 506 1o evaluate the authenticity of block
510. Specifically, signature 506 is decrypted using, ¢.g., a
public key 520 (or secrel key as appropriate) to yield a
message digest 522, Similarly, a message digest 526 is
derived from input data 510 by hashing engine 524. The two

ge digests are o« d, and, if they are equal, block
510 is deemed authentic; if the two message digests are not
equal, appropriate defensive action can be taken. Thus, in
order for an attacker to make compressed or otherwise
modified content pass this verification test, the attacker will
generally need to reproduce the originally-encoded data
signal, which will typically be impractical.

For purposes of practicing the present invention, any
suilable response may be taken upon detection of unauthen-
tic data by signature verification engine 512. For example, in
one embodiment further reccipt andfor use of the data signal
is terminated, degraded, and/or hampered in some other

In some embodi notification that an error (or
a certain level of errors) has been detected may also be sent
via network interface 165 1o another sysiem, such as encod-
ing system 102. Tamper response logic 516 may also store
data in system memory 153 indicating that an error has been
detected.

In some embodiments signals containing a certain
amount, percenlage, or p of hentic data blocks
are allowed to be used without triggering additional defen-
sive mechanisms. This can be especially useful when deal-
ing with signals that suffer from burst errors, as these errors
typically do not evidence an intent to tamper with the signal.
With real devices, it has been found that only a relatively
small percentage of the signed blocks are affected by such
errors. Thus, to avoid misiaken rejection of conlent, a
threshold can be used for signature or hash acceptance, the
threshold being based on the number or percentage of good
(or bad) blocks detected. In one embodiment only those
signals that contain ai least a predefined number or percent-
age of good blocks per unit are accepted. For example, a
group of blocks may be accepted only if at least 80% of the
blocks obtained during an, ¢.g., 15 second period are valid,
regardless of whether errors cause signature or hash verifi-
cation to fail for the remaining 20% of the blocks,

In order to process watermarked/signed data in the man-
ner described above, decoding engine 104 is operable 1o
detect block boundaries so that it can locate the watermarks
and signatures. For purposes of practicing the present inven-
tion the detection of block boundaries can be accomplished
using any suitable technique, such as the auto-
synchronization lechniques used by conventional water-
marking algorithms. However, because PCM data signals
typically do not include synchronization information (apari
from the fact that cach PCM sample starts on a double byte
boundary) in one embodiment the task of detecting signature
blocks is simplificd by including a “guess”™ (or “hint”) in
cach watermark, the guess enabling the signature-verifying
engine 1o find the signed blocks more easily. In a preferred
embodiment the guess comprises an easy-lo-compute rep-
resentative value—such as the logical exclusive-or
(XOR)—of the signed block or a portion thereol. This
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optimization allows the verification system to avoid hashing
all possible signature blocks in the watermark block 1o look
for a possible match. In addition, as shown in FIG. 4A, in a
preferred embodiment only one block of data 404 is signed
per watermark block 403, and the signed block 404 is
localized within the watermark block 403.

In on¢ embodiment the guess comprises a 16-bit
exclusive-or (XOR) of the PCM samples contained in the
signature block. That is, the guess comprises the running
bitwise—XOR of all of the samples in the signature block.
For purposes of illustration, FIG. 6A shows an 8-bit “run-
ning bitwise XOR" computed in this manner. It should be
appreciated, however, that any suilable technique can be
used 1o compute the guess, and the guess can comprise any
suitable number of bits. For example, the “window™ of PCM
samples used 1o compule the guess need not be the same size
as the signature block, although smaller windows may result
in a greater number of false positives (i.c., matches with
other groups of samples besides the signature block).
Moreover, while in one embodiment a running XOR is used,
as il is casy 1o compuie on the fly, one of ordinary skill in
the art will recognize thal other transformations could be
used instead. For example, transforms that are characterized
by the following relationship typically make good candi-
dates for computing the guess:

A [TRANSFORMB=X; and

A [TRANSFORM' =B
Thus, it will be appreciated that any suitable technique for
generating the guess can be used without departing from the
principles of the present invention, the primary purpose of
the guess simply being 1o facilitate location of the signature
block.

Onee the guess has been caleulated, it is inserted into the 3

data signal by the watermarking engine of encoding system
102. Since the guess lypically contains less information
about the block than the signature itself, it generally does not
provide additional security, and thus need not be signed.
Decoding system 104 is operable 1o retrieve the walermarks
from the data signal—cach watermark conlaining a sigpa-
ture and a guess that can be used to locate the data block 1o
which the signature corresponds.
FIGS. 6B and 6C illustrates how the guess can be used to
Im.alc a m;,nalurc block. As shown in FIG. 6B, in one
m the e block is located by sweeping a
wmduw 610 across thg. previously-received watermark
block (or some other suitably large portion of received data,
50 as o ensure that the swept portion is likely 1o include the

signature block) and calculating the XOR of the samples in 5

the window in the same manner used to caleulate the guess.
When a location is found at which the window's XOR value
equals the guess, the decoding system’s signature verifica-
tion engine proceeds with verifying the signature against the

windowed block in the manner described above in connec-

tion with FIG. 5B.

The dynamic computation requi is of computing the
XOR of each window are relatively low, as the XOR from
the previous window can simply be XOR'd with the value
of the sample 612 that was removed from the window when
the window was moved 1o its new position, and the result
can then be XOR'd with the value of the sample 614 that was
added 1o the window.

FIG. 6C is a flow chart that further illustrates the
signature-block-location process described above. Referring
to FIG. 6C, the XOR value of the first potential signature
block (i.e., block 608 in FIG. 6B) is computed by XORing

5
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successive PCM samples for an initial segment of data
(620—624). Once enough samples have been XOR'd (ic., a
“yes” exil from block 624), the running XOR for the first
potential signature block is compared with the guess (626).
If the two values are equal (i.e., a “yes” exil from block 626),
the hash of the potential signature block is calculated (634)
and compared with the decrypted signature (636). If the hash
maltches the decrypted signature (ic., a “yes" exit from
block 636), then a valid signature has been found (640);
otherwise, the search for a valid signature resumes (630)
and/or appropriate defensive action is taken. If, on the other
hand, the XOR for a given window is nol equal to the guess
(i, a “po” exit from block 626), then the window is moved
forward one sample and the value of the running XOR for
the new window is computed (628, 630, 620, 622). This
process is repeated until the signature block is found. If the
signature block is not located within a predefined portion of
data (c.g., the watermark block), then decoding system 104
noles that a valid signature was not found (632) and takes
appropriale responsive action (e.g., terminates further access
to the file, displays an error message, checks for other
walermarks as described below, or simply records the
result).

A modification 1o the embodiments described above will
generally be needed to support authorized, lossy-
compression of a signal (e.g., as with signals encoded and
distributed in MiniDisc format). FIG. 7A illustrates an
exemplary solution, which can be implemented by modify-
ing the system shown in FIG. 4B. Referring to FIG. TA,
PCM data 700 are inpul 1o encoding system 102. Encoding
system 102 includes a watermarking engine 702 for insert-
ing a watermark to form walermarked PCM daia 704.
Watermarked PCM data 704 are sent to compression engine
706, which compresses the data using the authorized com-
pression technique. For example, use might be made of a
compression scheme such as MPEG-2 AAC; the ATRAC
and ATRAC3 compression lechnologies developed by Sony
Corporation; the AC-3 algorithm developed by Dolby
Laboratories, Inc., of 100 Potrero Avenue, San Francisco,
Calif. 94103-4813; the Windows® Media Audio format
developed by Microsofi Corporation, of One Microsoft Way,
Redmond, Wash. 98052-6399, or any other suitable com-
pression technique. Compressed data 708 arc then output by
encoding system 102 (c.g., transmitied to storage or to a
decoding system L), while a copy of compressed data 708
is sent 1o decompression engine 710.

Decompression engine 710 reverses the compression
proccs:-. :.ru;ldmb decompressed PCM dala 712, That Ls.

gine 710 1 the decomy
l.mployn..d by decoding system 104. If the compression
performed by compression engine 706 (and the decompres-
sion performed by engine 710) is lossless, then decom-
pressed data 712 will be the same as watermarked PCM data
704. However, if compression is lossy, this will typically not
be the case. Decompressed data 712 are sent o signature
engine 714, which generates a digital signature 716 corre-
sponding to the data. Signature 716 is then sent 1o a delay
block (e.g., a laich or buffer), where it wails until the next
block of PCM data is ready to be watermarked, at which
point signature 716 is inserted into the PCM data block by
watermark engine 702. As one of ordinary skill in the art will
appreciate, one or more buffers (not shown) can also be
inserted between the various other blocks of FIG. TA in
order 1o ensure proper timing of the data flow through the
system,

Thus, the system shown in FIG. A, like the system
shown in FIG. 41, is able 1o use digital signatures 1o achieve

mn
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a high level of security without unacceptably degrading
signal quality. Moreover, as shown in FIG. TA, these goals
can be achieved even when lossy r.‘ornprcsmnn is nppllcd ln
the input signal. Specifically, by dec 2 €O

data 708 before gl:m.ratmg signature 716 e:ncndmg syslem s

102 ensures that signature 716 will correspond to the decom-
pressed data block 712 that a decoding system obiains after
decompressing block 708. Thus, the system shown in FIG.
TA enables detection of unauthorized compression, which
will ofien employ a different compression algorithm (e.g.,
MP3) than the authorized compression algorithm used by
decoding system 102 (c.g., a proprietary compression
algorithm).

A signal that is encoded in the manner shown in FIG. 7A
can be decoded simply by decompressing the encoded,
compressed signal and applying the decoding technigues
described above in connection with FIG. SA. Because
watermarking algorithms typically incorporate some redun-
dancy and error correction capability, the original k

18

indicator, a four-byte guess, and a 2048-bit signature). This
a relatively large amount of data for a watermarking algo-
rithm 1o handle with current technology. Although simply
reducing the size of the payload will alleviate this problem,
it will also tend 1o reduce the security and/or efficiency of the
system. Another way to alleviate this problem is to make the
watermarking block bigger, thus allowing the payload 1o be
distributed over a larger portion of the data signal. However,
this approach also tends to reduce the security of the system,
as it reduces the frequency at which signed blocks appear in
the signal.

Thus, in one embodiment a novel error-recoverable
shared signature scheme is used. As described below, this
signaturc scheme is resistant 1o errors in the signed data, and
yet is generally as robust as a mnvcmmml slwlun,
scheme. An imp ion of this technique is ill d in
F1G. 8. As shown in FIG. 8, portions 802 of a data signal $00
are partitioned into multiplc sub-blocks 804, Each sub-block
804 is hashed, and the hashes 806 are o 1. The

can be recovered even after undergoing compression.
Another obstacle to the use of authorized compression
techniques by ¢ncoding system 102 is that decompression
engines are Iypically not mmpl(.tl.ly deterministic (i.c.,
I 1 signal will generally not yield
the same resull cach time). In this regard, it has been
observed that some decompression engines effectively
assign random values 1o the least significant bits of the
decompressed signal. Thus, even il the technigues deseribed
in connection with FIG. 7A are used, the signature for a
given block may fail to verify. In order to account for this,
in one embodiment the watermark also includes a two-bit
ficld containing information about the reliability of the
signal’s least significant bits. The two-bit ficld indicates how
many PCM sample bits should be included in the signal for
purposes of computing the signature. Bits nol included in the

dect P g A C

signal are assumed lo be zero. As shown in FIG. 7A, this ~

quality indicator 713 is input o signature engine 714, and
the signature is computed accordingly. Note that guality
indicator 713 need not be signed along with the signal, as it
is generally not possible 10 mount an attack by changing
these bits, since signature verification will fail if these bits
do not reflect the values actually used in computing the
signature. The signature engine of decoding device 104 is
operable 1o retrieve the quality indicator from the
walermark, and 10 use it in computing the signature of the
received data signal,
As shown in FIG. 7B, an illustrative encoding of this
twao-hil signal is:
00: All 16 bits of cach PCM word 720 are relevant (e.g.,
Red Book CDs);
01: Only the 12 most significant bits of each PCM word
720 are relevant;
10: Only the 10 most significant bils are relevant;
11: Only the 8 most significant bits are relevant.

One of ordinary skill in the art will appreciate that the 3

number of bits appropriate for a particular compression
algorithm can be readily determined empirically. It should
also be appreciated that in some embodiments the quality
indicator may consist of a differenl number of biis (e.g., 3
bits, 1 bit, ete.) in order 1o provide higher (or lower)
resolution.

A lechnological constraint on the techniques described
above is that conventional watermarking algorithms gener-
ally cannol transport large amounis of data. In this regard, it
should be noted that if cach of the items set forth above is
included in the watermark for cach block, cach watermark
will contain almost 261 bytes of data (e.g., a two-bil quality

o
o

45

50

60

ion of | 808 is encrypled, and the resulling
ugnamn. 810 is embedded in the next watermark block of
the signal, as previously described. In one embodiment the
signed blocks 804 arc 64 kilobyles. Thus, although the
signature 810 remains 256 bytes (and the watermark payload
remains approximately 261 byies), the signature and other
payload items are now spread over a much larger amount of
data (e.g., 15-30 seconds of dala, instead of 1-5 scconds)
than they would if each signature block 804 in data signal
800 had its own watermark.
Decoding system 104 retrieves the signature from the
k in the previously described. The signa-
lurl: is decrypted to yield hash concatenation 808, and the
hash values 806 in hash concatenation 808 are used 1o verify
the authenticity of the corresponding blocks 804 in the data
signal.
gsinc-; secure hashes generally behave as random dala, this
solution is believed 1o be as secure as technigues which pad
a single hash. If an error appears in one of the data partitions
804, sigoature 810 will still verify for all panitions 8§04
except for the one that is affected. Moreover, such crrors can
be readily detected and handled. The appropriate number of
correct blocks 1o obtain in order to decide that the signature
is correct can be determined in a straightforward manner
using statistical analysis of the quality of the PCM signal for
the given application.

In one embodiment the signed blocks 804 within a given
watermark block 802 are spread substantially equally, and
thus it is typically only necessary to find one such block in
order to localize the rest. However, care should be taken in
using the guess field, as failure 1o find the first signature
block 804 can lead to failure to find the rest of the blocks in
the hash concalenation, thus causing signature verification o
fail. Accordingly, in one embodiment a guess for more than
one block is included in the watermark. The optimal number
of guesses for a given application can be readily determined
empirically by examining, e.g., signal quality. The optimal
number of blocks 1o be included in each signature will
typically depend on the final key size and the hashing
algorithm that is used (since the maximum size of the hash
concatenation will typically correspond 1o the size of the
key, and the size of each hash will determine how many
hashes can fit in such a concatenation). As an example, in
one embodiment the SHA1 or RIPEMD160 hashing algo-
rithms are used with 2048 bit encryption keys, and 12 hash
blocks are included in cach signature (ic., 2048 bits per
key/128 bits per hash=12 hashes).

Multi-level Protection

In systems that allow the use of pre-existing content (¢.g.,
legacy content and/or content encoded using other protec-
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tion schemes), it is desirable to detect an attacker’s attempt
to make registered content appear as if it were pre-existing
content in order to hide the fact that the registered content is
being used without authorization or has been modified in

some other manner. For example, an attacker may atiempl to

remove the watermarks and/or signatures associated with a
protected file. In one embodiment this attack is countered
through the use of a hard-to-remove, casy-to-retrieve, low-
bit-rate watermark. For example, a single bit of information
can be encoded in the signal in such a way that il cannol be
casily removed. This watermark is preferably applied to
registered content before introduction of the relatively weak
signature-containing watermarks described above, Thus, if
an attacker is able 1o successfully remove the weak water-

20
key generally being necessary 1o find the selected mark
holders and retrieve their payload.

Typically each of the mark-holders contains a subpart of
the payload. This subpart is generally not locally-coded in an
crror resistant-fashion, as it is too small. To provide error
detection and recovery, several mark-holders generally will
conlain the same part of the payload.

FIG. 9A illustrates the use of a keyed watermarking
algorithm to implement the strong mark described above.
Referring to FIG. 9A, a predefined payload is inserted into
the signal using, ¢.g., a standard keyed watermarking algo-
rithm (902, 904). Once the watermark has been inserted, the
key is discarded or stored in a secure location (906). The
walermarking algorithm is tned empirically such that a
statistically significant mark hit rate can be obtained even if

mark and signature, the strong watermark will and
will serve as an indication that the data have been tampered
with. Since the strong walermark need not contain any
information (just its presence is important), it will typically
be difficult for an attacker to deteet or remove.

Strong watermarking techniques are well-known in the
art, and for purposes of practicing the present invention any
suitable technique can be used to implement the strong

B

an incorrect key is used to retrieve the mark. Although this
will typically not enable direct retrieval of the payload from
each of the mark holders, the hit rate (i.c., the number of
payload-containing mark candidates divided by the total
number of candidates that are examined) will be significant
enough to allow a decision to be made as to whether the
sL;_,naI wils walt.rmarkl:d which is sufficient for purposes of
i ing the strong mark described above.

watermark, including, for example, the e ially-
available watermarking technology developed by Fraun-
hofer 11S-A, Verance Corporation, or others. In the context
of audio data, for example, one way 10 introduce such a mark
is via sound subtraction. This process makes use of the fact
that subtracting picces of sound from an auvdio signal is
generally less perceptible to a listener than adding sounds to

the signal. In one embodiment the mark insertion procedure

consists of deleting some parts of the signal in the frequency
domain. The paris 1o be deleted (i.c., the deletion pattern) are
preferably selected so thal the user’s subjective listening
experience is nol materially affected. For example, this can

be done usmg well-known psycho- acausltua] or perceplual

modeling te In a preferred embodiment the dele-
tion patiern is chosen in a malmcr similar to that used by the
first step of many well-known lossy-compression
algorithms, such as MP3 and/or AAC. Collusion with exist-
ing lossy-compression algorithms can be avoided by using a
slightly different pattern than, or a superset of the patterns
used by, these algorithms.

Detecting the strong mark involves detecting the gaps in
the stgnal and can hc pcrformt.tl using well-known filtering

hniques. Due 1o 1 " sensilivity to sound addition, it
will typically be infeasible for an attacker 1o refill the deleted
gaps of the signal above a given threshold withoul intro-
ducing perceptible disturbances in the signal. In a preferred
embodiment the gap detection threshold is set above this

audibility threshold, such that filling in the gaps 1o prevent ~

detection of the strong mark will resull in undesirable
degradation of the audible signal.

Another technique for implementing the strong water-
mark makes use of a keyed, watermarking algorithm. Keyed
watermarking algorithms typically include two steps:

1. Detection of places in the signal where a mark can be
inserted. Mark-holder candidates are typically identi-
fied by analyzing one or more signal characteristics,
such as the audible signal degradation that a given
modification will introduce, or the probability that the
mark contained in a given mark holder will be
destroyed by an attack. The set of potential mark-
holders is typically quile large.

2. Insertion of the mark in a subset of the mark-holder
candidates. The mark is inserted into a subset of the
mark-holder candidates using a key, knowledge of the
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T'I(. B pmvudcs a more detailed illustration of a tech-
nique for detecting a strong-watermark inserted in the man-
ner described in connection with FIG. 9A. Referring to FIG.
9B, a set of random keys is generated for use in retrieving
the payload inserted by the keyed watermark algorithm
(910). Each one of the keys is used 1o retrieve a “payload,”
which will generally not be the same as the payload inserted
at block 904 of FIG. 9A since the random key used to
retrieve the payload will typically not be the same as the key
used 1o insert the payload (912-918). The results of the
retrieval process are stored (916), and once each key has
been used, the retrieved “payloads™ are statistically analyzed
for randomness (920). If the randomness level is less than a
predefined threshold (922) (the threshold typically being
determined during the tuning process described above), the
signal is deemed 1o contain the strong watermark (926).

Since the identity of the actual mark-holders is unknown,
as is the identity of the sub-sei of mark holders examined by
the watermark verifier, it will be difficult for an attacker 1o
destroy the watermark, as that will generally entail the
modification of all of the poiential mark-holders candidates
in the set, which will typically degrade signal quality unac-
ceplably.

In a preferred embodiment the strong watermarking tech-
niques described above are combined with the techniques
deseribed in connection with FIGS. 4A-8 to provide two
levels of protection against unauthorized modifications. The
operation of such an embodiment is illustrated in FIGS. 10
and 11. Referring 10 FIG. 10, an input PCM signal is
received by encoding system 102 (1002). Encoding system
102 inserts a strong watermark into the signal (1004). Next,
the signal is parsed into N blocks (1006), and a compara-
tively weak watermark is embedded in each block (1010),
the watermark containing the signature 1020 of the preced-
ing watermark block, a guess 1022 for use in identifying
block boundaries, and, if compression is being used, an
indication of the number of relevant bits in the PCM signal
1024. Afier this signature-containing watermark has been
inserted, the of the rked block is deter-
mined (1012), so that it can be inserted into the next block.

FI1G. 11 illustrates the operation of a decoder/player 104
upon receipt of a signal that has been processed in the
manner shown in FIG. 10. Referring to FIG. 11, ¢ach block
of data in the signal is checked for the presence of a
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signature-containing watermark (1106). If this watermark is
not found (i.e., a “no” exit from block 1108), then the input
signal is searched for the presence of ihe strong mark ( 1120).
1T the strong mark is not found (a “no™ exit from block 1122),
then the signal is accepled, as the signal is likely 1o be
content that was never registered (e.g., preexisting music
files or legacy sofiware). I the sirong mark is found, then
appropriate defensive action is taken (1126)—for example,
further use of the signal can be inhibited and/or invalid data
can be output—as the presence of the strong watermark, in
combination with the absence of the signature-containing
walermark, indicates thal the content was registered al one
point but was subsequently corrupted or modified. It should
be appreciated, however, that any suitable response may be
taken upon the detection of preexisting and/or corrupied
content.

If the signature-containing watermark is found (ic., a
“yes” exit from block 1108), the signature is extracted from
the watermark (1110). The signature is then verified (1112)
using, e.g., the registration authority's public key, which is
preferably embedded in decoder/player 104, If the signature

22

allow 1o be copied is not marked. When a consumer attempls
to copy content from or onto a device that supports this
content management scheme, the content is checked for the
presence of the strong mark. If the strong mark is detected,
the copying operation is not allowed (1202), If the mark is
nol detected, the copying operation is allowed to proceed
(1204).

A problem with the conventional content management
scheme is that checking for the strong mark can be relatively
time-consuming and/or computationally expensive. The
conventional contenl management scheme is also unable 10
detect unauthorized modifications to the content. The sys-
tems and methods of the present invention can be used 1o
solve both of these problems.

FIG. 12B illustrates the operation of a contenl manage-
ment scheme in accordance with one embodiment of the
present invention. Content that the owner wishes 1o allow to
be copied is encoded with a strong mark and one or more
signature-containing marks, as described above in connec-
tion with FIGS. 4-11. When a user altempis to make a copy
of the content file, the file is checked for the presence of the

ontaining watermark(s). If the mark(s) are found,

is determined to be authentic, then the ¢ ponding block
can be played or otherwise outpul 1o the user, and processing
continues with the next block of the signal (1114). However,
if the sig| is not authentic, then decoding system 104
checks for the presence of the strong mark as deseribed
above or takes appropriate defensive action (as might be the
case if other signature-containing watermarks have already
been extracted from the signal, thus indicating thal the signal
is registered and obvialing the need 1o look for the strong
mark) (1120-1126).

While FIGS. 10 and 11 illusiraie the use of the sirong
watermarking scheme of the present invention in combina-
tion with the watermarking and signature techniques

described in connection with FIGS. 4-8, it should be appre- 3

ciated that the strong walermarking scheme can be used in
connection with virtually any other encoding scheme 1o
provide multi-level content protection. For example, without
limitation, the strong watermarking techniques of the
present invention can be layered on top of the encoding
scheme shown in FIG. 3, or the signed progression of hash
values described in commonly-assigned U.S. patent appli-
cation Ser. No. 09/543,750, filed Apr. 5, 2000 and cntitled
and Methods for Auth ing and Protecting the
Imegrity of Data Streams and Other Data,” which is hercby
incorporated by reference.

g,
)

Content Management
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o
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they arc used to verify the authenticity of the file. If the
verification process determines that the file is authentic, the
copying operation is allowed to proceed (1206); otherwise,
the copying operation fails (1208). If, on the other hand, the
signature-conlaining mark is ot found, the content can be
checked for the presence of the strong mark. If the strong
mark is found, the copying operation is prevented (1210). If
the strong mark is not found, the copying operation is
allowed 1o proceed (1212). Thus, the present invention
enables some contenl management decisions to be made
without checking for the presence of the strong mark, and
makes it possible 1o verify the integrity of the file before
authorizing its use. In addition, and as described in connec-
tion with FIGS, 9-11, this encoding scheme provides pro-
tection against unauthorized modification or removal of the
signature-containing walermarks, and also supports the
secure use of content that is not encoded in accordance with
this content management scheme (e.g., legacy content).

It will be appreciated that there are many variations of this
exemplary scheme that can be practiced without departing
from the principles of the present invention. For example,
content encoded with the signature-containing watermark
need not be encoded with the strong mark. While such an
encoding scheme would, without further modification, be
unable to detect the removal of the signature-containing
walermark, this scheme would be more compatible with the

While parts of the foregoing discussion have fi d on

systems and methods for detecting unauthorized modifica- s

tions to electronic conlenl, it will be appreciated that the
techniques described herein are readily adaptable for
broader app For example, the watermarking and
signature techniques described above can also be used to

on

explicitly convey contenl management information. In s

particular, the techniques described herein can provide
increased efficiency and functionality 1o existing content
control schemes. FIGS. 12A, 12B, and 12C provide a
comparison of the functionality offered by a conventional
watermark-based content management scheme (shown in
FIG. 12A) and the functionality offered by two exemplary
of the p Li ion (shown in FIGS. 12B

and 12C).

FIG. 12A illustrates the operation of a conventional
scheme for managing content via a watermark. Content that
the owner wishes 10 prevent from being copied is marked
with a strong watermark. Content that the owner wishes 1o

60

1 encoding scheme shown in FIG. 12A, in which
a strong mark is only inserted in content that is not 1o be
copied. Similarly, the content g i
deseribed herein are readily adaptable to systems in which
the presence of the strong mark is interpreted as a permission
to copy the file, rather than as a prohibition. Moreover, it will
be appreciated that although for purposes of explanation
various contenl management mechanisms are being
described in the context of controlling the copying of
content from one location to another, these contenl manage-
ment mechanisms can be just as easily used 1o control or
manage operations other than, or in addition to, copying—
such as printing, viewing, moving, or otherwise accessing,
using, ing, and/or 1 ing content.

FIGS. 12C and 13 illustrate the operation of another
exemplary content management scheme that can be imple-
mented using the techniques described herein. Content is
first encoded with a strong watermark using the conven-
tional technique described in connection with FIG, 12A.

con
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Hashes of the content are signed by the content owner or
distributor and provided separately to the user (e.g., pack-
aged as a separate file on a CD, made available for down-
loading on a server accessible over the Internet, elc.). As
shown in FIG. 13, when a consumer atlempts (o copy a file
(1302), the appropriate set of signed hashes are retrieved
(1304, 1306). The authenticity of the hashes is verified, e.g.,
by decrypting the signature with the issuer’s public key and
comparing the decrypied resull 1o a hash of the signed
hashes (1308). 1T the hashes are authentic (i.e., a “yes” exil
from block 1310), they are used to verify the authenticity of
the content file, ¢.g., by hashing the appropriate portions of
the content file and comparing those hashes with the signed
hashes (1312). If the content file is authentic (ic., a “yes”
exit from block 1314), the copying operation is allowed to
proceed (1214, 1322). Otherwise, copying is prevenied
(1216, 1320). If the file containing the signed h cannol

5
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determining that the file is unauthentic. Thus, the systems
and methods of the present invention are well-suited for use
in situations where even data that have not been tampered
with may not be bit-for-bit identical with the original data.

Content owners, authorized distributors, or the like can
make signed hash files 1400 available for the content files
that they wish to permit 1o be copied. These signed hash files
1400 can be stored on CDs or other media along with the
content to which the they relate. Alternatively, or in addition,
signed hash files 1400 can be made accessible over a
network such as the Internet, or can be provided to the
conient user in any other suitable manner. Because the
hashes 1402 contained in a signed hash file 1400 are signed
wilh the private key 1410 of the content owner or distribulor,
the integrity of the authorization process will enjoy the same
level of security as the encryption technique that is used.
Thus, by choosm;, an appropriale key-length, it can be made

be located (ie., a “no™ exil from block 1306), then the
conient management decision can be made in the conven-
tional manner by checking the content for the presence of the
strong mark (1316) and preventing copying if the mark is
found (i.c., a “yes” exit from block 1318)(1218), or permit-
ting copying if the mark is not found (i.c., a “no”™ exit from
block 1318)(1220). Thus, the contenl management scheme

shown in FIG. 12C can be used with content that has already 2

been encoded using the conventional mechanism of FIG.
12A. The conlent management scheme of FIG. 12C can be
offered as an add-on 1o vsers of content encoded using the
conventional mechanism, the add-on having the advantage
of offering consumers a way to avoid performing the time-
consuming check for the strong watermark, and providing
content owners with an extra level of content protection
(namely, an integrity check of the content before copying is
allowed). In sum, the conient management scheme of FIG.

12C allows a time-consuming part of the content manage- 3

menl process—namely, checking for the sirong
watermark—to be effectively performed in advance.

FIGS. 14 and 15 illustrate additional aspects of the
content management mechanism described in connection
with FIG. 12C and 13. As shown in FIG. 14, in a preferred
embodiment the signed hash file 1400 is similar 1o the shared
signature discussed in connection with FIG. 8. The hash file
1400 preferably includes a plurality of hash values 1402
obtained by hashing portions of the original content file. The
hash file also preferably includes a plurality of himis (or
guesses) 1404 that can be used 1o find potential matches for
the hash values 1402 in the manner described above in
connection with FIGS. 6A and 6B. The hash file may also
contain a quality indicator 1406 that specifies the number of

bils in each of the content samples that should be considered

when authenticating the file, as previously described in
connection with FIGS. 7A and 7B, Finally, the signed hash
file contains the digital signature 1408 of the hashes 1402,
hints 1404, and quality indicator 1406. The digital signature

can be formed using any suitable one of the well-known

digital signature techniques, and typically comprises a hash
(1420) of a ¢ ion of the hashes 1402, hints 1404, and
quality indicator(s) 1406, the hash being encrypted (1422)
using the issuer's private key (or seeret key as appropriate)
1410. In another embodiment the hints and the quality
indicator are not signed. Thus, the systems and methods of
the present invention cnable nuanced and fault-tolerant
decisions to be made regarding whether to allow use of a
partially-corrupted signal. Specifically, by using hints 1404
and quality indicators 1406, as described previously herein,
the content management sysiem can allow a predetermined
portion or percentage of the hash comparisons to fail before

]
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ly infeasible for an attacker to re-create the
content owner's pnvz!c key and provide phony hash files for
a corrupted version of the content, or o provide dummy
hash files for content that the owner has chosen not to create
such hash files for (e.g., because the content owner does not
wish 1o allow the content 1o be copied).

FIG. 15 l]lustmlcs 2 systr:m and method for using the
ism of FIGS. 12C, 13, and 14
0 manage content in a ne:!wmkud environment, Consumers
1520, 1522, and 1524 obtain content from e.g., CDs 1512,
networked servers 1508, or other consumers. When a con-
sumer 1522 attempts 1o copy content 1530 1o another device
(such as portable device 1532), content-management mod-
ule 1534 first performs the procedure described in connec-
tion with FIGS. 12C and 13 to determine if the copying
operation should be allowed. Specifically, content manage-
ment module 1534 checks for a signed hash file 1514
corresponding to content 1530. For example, content man-
agement module 1534 may connect to server 1506 1o obtain
hash file 1514 (and possibly other metadata associated with
the content file, such as an index of its contents, the name of
its producer, and so forth). Conent management module
1534 may also check its own local memory for the hash file
1514, since hash file 1514 may have already been down-
loaded by the consumer if the consumer previously con-
nected to server 1506 to oblain information about the
content file. The conlent management module uses the
signed hash file 1514 10 control access 1o the file as shown
in FIG. 13, If content management module 1534 is unable 1o
find the appropriate signed hash file 1514, it checks for the
presence ol the sirong walermark in a manner similar to that
used by conventional content management mechanisms (i.c.,
blocks 1316-1322 of FIG. 13).

Similarly, when a consumer 1520 who is not connected 1o
network 1504 wishes to copy a file from, ¢.g., CD 1512 10
a hard disk 1536, portable device, or other location, content
management module 1534 can look for the appropriate
signed hash file on the €D and/or in the consumer’s local
memory. If it is not found there, the content management
system searches for the strong watermark and grants or
denies the consumer's request based on whether the strong
mark is detected (i.e., blocks 1316-1322 of FIG. 13). As yet
another example, a user 1524 who downloads a track 1510
from a server 1508 may oblain the corresponding file of
signed hashes as pan of the same transaction (or by sepa-
rately connecting 1o server 1506). The user’s conlent man-
agemenl system 1534 may verify the authenticity and per-
missions of the track before allowing the download 1o
complete (¢.g., before saving the file 1o the consumer’s hard
disk), and/or may save the hash file on the consumer’s hard
disk for later use in managing additional user operations.
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Thus, systems and methods have been described for
encoding a signal in manner that facilitates secure preven-
tion of wnauthorized use or modification. Attlempls 1o
remove Lhe encoding can be detected and rendered
ineffective, while attempts 1o use data that was never
encoded in this manner can be detected and allowed. It
should be appreciated that the systems and methods of the
present invention can be used to implement a variety of
conlent management and/or protection schemes. Although
the foregoing invention has been described in some detail
for purposes of clarity of understanding, it will be app
that certain changes and modifications may be practiced
within the scope of the appended claims. 11 should be noted
that there are many alternative ways of implementing both
the methods and systems of the present invention.
Accordingly, the present embodiments are to be considered
as illustrative and not restrictive, and the invention is not to
be limited to the details given hergin, but may be modificd
within the scope and equivalents of the appended claims.
What is claimed is:
L. A method for protecting a digital file against unautho-
rized modification, the method including:
encoding the file, the encoding including:
inserting a first watermark into the file;
inserting a plurality of signature-containing water-
marks into the file, each signature-containing water-
mark containing the digital signature of at least a
portion of the file; and
decoding at least a portion of the encoded file, the
decoding including:
searching at least a portion of the encoded file for a first
signature-containing watermark;
if the first signature-containing watermark is found,
retrieving a first digital signature from the first
signature-containing watermark, and using the first
digital signature 10 verify the authenticity of a por-
tion of the encoded file 1o which the first digital
signalure corresponds;
if the first signature-containing watermark is not found,
scarching the encoded file for the first watermark;
if the first watermark is found, inhibiting at least one
use of at least a portion of the file;
if the first watermark is not found, permiiting at least
one use of at least a portion of the file;

whereby the plurality of signature-containing watermarks ’

are operable to facilitate detection of modifications 1o
the encoded file, and the first watermark is operable to
facilitate detection of removal of one or more of the
signature-conlaining watermarks from the encoded file.

2. Amethod as in claim 1, in which inserting the plurality

of signature-containing watermarks into the file includes:
generating a first watermarked segment by inserting a
second signature-containing watermark into a first seg-
ment of the file;
generating a first digital signature by encrypting a hash of
at least a portion of the first watermarked segment; and

generating a second watermarked segment by inserting
the first signature-containing watermark into a second
segment of the file, wherein the first signature-
containing watermark contains the first digital signa-
ture.

3. A method as in claim 2, in which the first signature-
containing watermark further includes a multi-bit guess, and
in which retrieving the first digital signature from the first
signature-containing watermark and using the first digital
signature 1o verify the authenticity of the porion of the
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15

25

60

65

26
encoded file to which the first digital signature corresponds
further includes:

using the mulii-bit guess to locate the portion of the first

walermarked segment to which the first digital signa-
ture corresponds;

hashing the portion of the first walermarked segment 1o

which the first digital signature corresponds to obtain a
first hash value;

decrypting the first digital signature; and

comparing the first hash value with at least part of the

decrypied first digital signature.

4. A method as in claim 2, in which the digital file
comprises a series of multi-bit samples, and in which the
first signalure-containing watermark includes a quality
indicator, the quality indicator specifying the number of bits
in each multi-bit sample that should be considered when
using the first digital signature to verify the authenticity of
the portion of the encoded file 1o which the first digital
signature corresponds.

5. A method as in claim 1, in which inserting the first
watermark into the file includes:

analyzing the file to identify a first set of mark holder

candidates;

using a key 1o select a sub-set of the first set of mark

holder candidates into which to insert a predefined
payload; and

inserting the predefined payload into the selected sub-set

of mark holder candidates.

6. Amethod as in claim 5, in which searching the encoded
file for the first watermark includes:

identifying a second set of mark holder candidates;

g ing a predefined ber of random keys;

using each random key 1o select a sub-set of the second set

of mark holder candidates, and retrieving a payload
from each selected sub-set;

recording the payload retrieved from cach selected sub-

sel;

statistically analyzing the recorded payloads for random-

ness; and

determining that the first watermark is present if the

randomness is less than a predefined threshold.

7. A method for encoding an electronic file in a manner

3 designed to facilitate detection of modifications to the file,

the method including:
inserting a first hidden code into the file;
generating a plurality of modification-detection codes,
each modification-detection code corresponding, at
least in part, to at least one file segment; and
inserting the plurality of modification-detection codes
into the file,

wherein the plurality of modification-detection codes can

be used 1o detect modifications to the file segments 1o
which they correspond, and wherein the first hidden
code can be used to detect removal of one or more
modification-detection codes from the file.

8. A method as in claim 7, in which the first hidden code
comprises a walermark.

9. A method as in claim 8, in which the plurality of
modification-detection codes are inserted into the file via a
plurality of watermarks.

10. A method as in claim 9, in which the watermark
containing the first hidden code is more robust than the
watermarks containing the plurality of modification-
detection codes,
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11. A method as in claim 8, in which inserting the
watermark includes:

analyzing the file to identify a set of mark holder candi-

dates;

using a key to select a sub-set of the set of mark holder

candidates into which 10 insert a predefined payload;
and

inserting the predefined payload into the selected sub-set

of mark holder candidates.

12. A method as in claim 7, in which the plurality of
modification-detection codes comprise a plurality of digital
signatures.

13. A method as in claim 7, in which the plurality of
modification-detection codes comprise a signed progression
of hash values.

14. A method as in claim 7, in which the plurality of
modification-detection codes comprises a plurality of hash
values, and in which inserting the plurality of modification-
detection codes into the file comprises:

concatenating a first group of modification-detection

codes together to form a first combined modification-
detection code;

digitally signing the first combined modification-

detection code; and

inserting the signed first combined modification-detection

code into the file.

15. A method as in claim 14, further including:

concalenating a second group of modification-detection

codes to form a second combined modification-
detection code;

digitally signing the second combined modification-

detection code; and

inserting the signed second combined modification-

detection code into the file.

16. A method for encoding a file of electronic data, the
method including:

inserting a first watermark into a first portion of the file,

the first watermark containing a payload that includes

a digital signature for a second portion of the file; and G

inserting a second watermark into a third portion of the
file, the second watermark containing a payload that
includes a digital signature for the first portion of the
file.

17. A method as in claim 16, in which the file of electronic
data is selected from the group consisting of: a file of digital
audio data, a file of video data, a file of textual data, a file
of multimedia data, a software program.

18. A method for detecting modifications to an electronic
file, the method including:

searching at least a portion of the electronic lile for a first

signature-containing watermark;

il the first signalure-containing walermark is found,

retrieving a digital signature from the first signature- s

containing watermark, and using the digital signature to

verify the authenticity of a portion of the electronic file

1o which the digital signature corresponds;

if verification of the authenticity of the portion of the
electronic file fails, inhibiting at least one use of at
least part of the electronic file; and

if the first signature-containing watermark is not found,

searching the electronic file for a second watermark;

if the second watermark is found, inhibiting at least one
use of at least a portion of the electronic file;

if the second watermark is not found, permitting use of
at least pari of the electronic file.

28

19. A method as in claim 18, in which the first signature-
containing walermark includes a guess, the method further
including:

using the guess o locate the portion of the clectronic file

5 to which the digital signature corresponds.

20. A method as in claim 18, in which the electronic file
comprises a series of multi-bit samples, and in which the
first signature-containing watermark includes a quality
indicator, the quality indicator specifying the number of bits
in each multi-bit sample that should be included when using
the digital signature to verily the authenticity of the portion
of the electronic file to which the digital signature corre-
sponds,

21. Amethod as in claim 18, in which the digital signature
comprises an encrypted concatenation of a plurality of hash
values, each hash value comprising the hash of a sub-portion
of the portion of the electronic file to which the signature
corresponds.

22. A method as in claim 21, in which using the digital
signature 1o verify the authenticity of a portion of the
clectronic file includes:

decrypting the concalenation of hash values;

computing a hash of a sub-portion of the electronic file;

and

10

15

o comparing the computcd hash with al least one of the
plurality of hash values in the decrypled concatenation
of hash values,

23, A method as in claim 18, in which searching the

4 clectronic file for the second watermark includes:

identifying a set of mark-holder candidates;
generaling a predefined number of random keys;
retrieving a payload using cach random key;
statistically analyzing the retrieved payloads for random-
ness; and
determining that the second walermark is present if the
randomness of the retrieved payloads is less than a
predefined threshold.
24. A compuler program product for detecting modifica-
tions 1o an electronic file, the computer program product
including:

I code for hing at least a portion of the
electronic file for a first signature-containing water-
mark;

computer code for retrieving a digital signature from the
first signature-containing watermark, and for using the
digital signature to verify the authenticity of a portion
of the clectronic file to which the digital signature
corresponds;
computer code for inhibiting at least one use of at least
part of the electronic file if verification of the authen-
ticity of the portion of the electronic file fails;
computer code for searching the electronic file for a
second watermark if the first signature-conlaining
watermark is not found;
computer code for inhibiling a1 least one use of at least
part of the electronic file if the second watermark is
found;
computer code for permitting at least one use of at least
part of the electronic file if the second watermark is
not found; and
a comp dable di
codes.
25. A computer program product as in claim 24, in which
the digital signature comprises an encrypled concatenation
of a plurality of hash values, cach hash value comprising the

60

for storing the computer

65
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hash of a sub-portion of the portion of the electronic file 1o
which the signature corresponds, and in which the computer
code for using the digital signature 1o verify the authenticity
of a portion of the electronic file includes:
computer code for decrypting the concatenation of hash
values;
computer code for generating a hash of a sub-portion of
the electronic file;
computer code for comparing the generated hash with at
least one of the plurality of hash values in the decrypled
concatenation of hash values.
26. A method for authenticating electronic data,
method including:

Rini h
ob an

the

g ication file associated with the elec-
tronic data, the authentication file containing a plurality
of bash values and a plurality of hints;

using a hint 1o search a predefined portion of the data for
a first portion of the data that potentially corresponds 1o
a first one of the plurality of hash values;

hashing the first portion of the data 1o obtain a hash of the
first portion of data;

comparing the hash of the first portion of the data with the
first one of the plurality of hash values;

il the hash of the first portion of the dala is not equal to
the first one of the plurality of hash values, using the
hini 1o locate a second portion of the data that poten-
tially corresponds to the first one of the plurality of hash
values;

hashing the second portion of the data to obtain a hash of
the second portion of data; and

comparing the hash of the second portion of the data with
the first one of the plurality of hash values.

27. Asystem for providing access 1o an electronic file, the

system including:

a memory unit for storing portions of the clectronic file;

a processing unil;

a data retrieval unit for loading a portion of the electronic
file into the memory unit;

a first watermark detection engine for detecling a
signature-containing watermark in the electronic file,
and for retrieving a digital signature associated with the
walermark;

a signature verification engine for verifying the integrity
a portion of the electronic file using a digital signature;

30

ing the application of the first content protection tech-
nigue and the second detectable characteristic indicat-
ing the application of the second conlent protection
technique;
5 storing the encoded file on a compuier readable storage
medium;

loading at least a portion of the encoded file into system

memory of a decoding device;

checking the encoded file for the presence of the second

detectable characteristic; and

if the second detectable characteristic is not found, check-

ing the encoded file for the presence of the first detect-
able characteristic and inhibiting at least one use of at
least a portion of the encoded file if the first detectable
characteristic is found.

30. A method as in claim 29, in which encoding the
electronic file by applying a first content protection tech-
nique includes watermarking the electronic file using a
strong watermarking algorithm.

31. A method as in claim 30, in which watermarking the
clectronic file using a strong watermarking algorithm
includes:

analyzing the electronic file 1o identify a set of mark

holder candidates;

using a key to select a sub-set of the set of mark holder

candidates into which 10 insert a predefined payload;
and

inserting the predefined payload into the selected sub-set

of mark holder candidates.

32. A method as in claim 30, in which checking the
encoded file for the presence of the first detectable charac-
teristic includes:

ir.h:nzil}'ing a set of mark holder candidates;

35 ing a predefined ber of random keys;
usmg cach random key to select a sub-set of mark holder
candidates from which to retrieve a payload, and
retrieving a payload from each selected sub-sel of mark
holder candidales;

statistically analyzing the retrieved payloads for random-

ness; and

determining that the first detectable characieristic is

present if the randomness is less than a predefined
threshold.

33. A method as in claim 29, in which applying a second
content pmlu:ll.nn technique includes inserting a plurality of

15

"

40

ks into the file.

a sccond watermark detection for detecting a

strong watermark in the electronic file; and

a file handling unit for granling a user access to al least

part of the electronic file upon successful verification of
the imegrity of said part of the clectronic file by the
signature verification engine, or upon failure to detect
the presence of a signature-conlaining watermark by
the first watermark-detection engine and failure 1o
detect the strong watermark by the second watermark
detection engine,

28. Asystem as in claim 27, in which the first and second
walermark detection engines comprise software executed by
the processing unit.

29. A method of detecting modifications to an electronic
file, the method including:

encoding the electronic file by applying a first content

protection technique and a second conlent protection
technique, whereby the encoded file includes at least a

M A rm.thod as in claim 33, in which inserting the
plurality of signature-containing watermarks into the file
includes:

generaling a first watermarked segment by inserting a first

signature-containing watermark into a first segment of
the file;

generating a first digital signature by encrypting a hash of

55
- al least a portion of the first watermarked segment; and
generating a second walermarked segment by inseriing a
second signature-containing watermark into a second
segment of the file, wherein the second signature-

60 containing watermark includes the first digital signa-

ture.
35. A method for encoding data to facilitate detection of
modifications to the data, the method including:
generating a first watermarked segment by inserting a first

65 walcrrnark into a first segment of the data;

first detectable characteristic and a second d bl
characteristic, the first detectable characteristic indicat-

L lh!- first water rked 'IlSI.llg a pre-
dcllm:d cumpn.wun algorithm;

B
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decompressing the compressed first watermarked seg-
ment;

generating a first signature by encrypling a hash of a1 least
a portion of the decompressed first watermarked seg-
ment;

generaling a second watermarked segment by inserling a
second watermark into a second segment of the data,
wherein the second watermark includes the first signa-
ture;

compressing the second watermarked scgment using the
predefined compression algorithm; and

transmitting the compressed first watermarked segment
and the compressed second watermarked segment 1o a
computer readable storage medium.

36. Amethod as in claim 35, in which the first watermark
includes a signature of at least a portion of a previously-
watermarked segment of the data.

37. A method as in claim 35, further including:

) pressing the comp | second watermarked seg-
ment;

generating a second signature by encrypting a hash of at
least a portion of the decompressed second waler-
marked segment;

generating a third watermarked segment by inserting a
third watermark into a third segment of the data,
wherein the third watermark includes the second sig-
nature;

compressing the third watermarked segment using the
predefined compression algorithm; and

transmilting the third walermarked segment to the com-
puter readable storage medium,

38. A method as in claim 35, further including:

retrieving the first watermarked segment and the second
walermarked segment from the computer readable stor-
age medium;

decompressing the first walermarked segment and the
second watermarked segment;

detecting the second watermark;

extracting the first signature from the sccond watermark;
and

using the first signature 1o verify the authenticity of the
portion of the d I 1 first
to which the first signature corresponds.

39. A method as in claim 35, further including:

i ing a strong k into the data, the strong
walermark being operable 1o facilitate detection of
removal of the first or second watermarks,

40. A method for managing at least one use of 4 file of

electronic data, the method including:

(a) receiving a request to use the file in a predefined
manner,

ked

(b) searching the file for a signaturc-conlaining waler- -

mark;

(e) il the signature-containing walermark is found,
extracting a digital signature from the signature-
conlaining watermark;
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(i) performing an authenticity check on at least a
portion of the file using the digital signature;

(ii) granting the request 1o use the file in the predefined
manner il the authenticity check is successful;

(d) if the signaturc-containing watermark is not found,
searching the file for a predefined watermark; and

(e) if the predefined watermark is found, denying the
request 1o use the file in the predefined manner.

41. A method as in claim 40, in which the predefined
manner comprises moving the file or a copy thercof from
one location to another.

42. A method for managing at least one use of a file of
clectronic data, the method including:

receiving a request lo use the file in a predefined manner;

retrieving at least one digital signature and at least one
check value associated with the file;

verifying the authenticity of the at least one check value
using the digital signature;

verifying the authenticity of at least a portion of the file
using the al least one check value; and

granting the request to use the file in the predefined
manner.

43. A method as in claim 42, in which the at least one
check value comprises one or more hash values, and in
which verifying the authenticity of at least a portion of the
file using the at least one check value includes:

hashing at least a portion of the file 10 obtain a first hash
value; and

comparing the first hash value 1o at least one of the one or
more hash values.

44. A method for managing the use of a file of electronic

data by one or more consumers, the method including:

(a) creating an authentication file associated with the file
of electronic data;

(b) receiving a request al a first consumer system (o use
the file of electronic data in a predefined manner;

(¢) searching for the authentication file;

(d) if the authentication file is found, using the authenti-
cation file to verify the authenticity of at least a portion
of the file of electronic data;

() if the authentication file is not found, searching the file
of electronic data for a predefined watermark; and

(I) granting the request to use the file of electronic data in
the predefined manner.

45. A method as in claim 44, further including:

(a)(i) storing the authentication file al a networked server;

(b)(ii) sending a request for the authentication file 1o the
networked server,

46. A method as in claim 44, in which the authentication

file comprises at least one digital signature and one or more
hash values.
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Abstract:

Systems and methods are provided for protecting and managing electronic data signals that are
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digital signature for each block is embedded in the signal via a watermark. The data signal is then

stored and distributed on, e.g., a compact disc, a DVD, or the like. When a user attempts to
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