Merhods, for Governing or Inflyencing the Opefation of
Equipnent that is Exeernal to Conventional
Television and Redio Sezs by Passing Tnsgroction
and Informatipn $ignals thar act Embedded ln
Television and Radle Prograning Traansmissions to
Such External Equipeent

Signal frpcessor apparatyus have the abllicy to identify
fasrryuction and 1n_f$m:iox_\ signals in ohe or more inputted
television and radio programing transaissions, identify aed .
discrininaré amang one or moce pieces of external equipwment
t9 which such signsls are addressed, and transfer such
signals to such equipment as direcred. This permits many
valuable technigues for facjilitating the operation of such
external equipwent,

Figure 6 illuscrares one possible .configuration of
equipment in A home or affite oi other television and/or
radio regeiving site. Considerarian of figure § is
Facjlirated by consideration, first, of examples of the
£ypes of co-ordinatian techpiques that ‘the signal apparatus

.apd sethods deacribed here cap permit.

Gopyerning the Home oxr Office Environment

Figuce 6A illustrates a method for governing a l\qn'e'
c;,z office etivirtnmsnt., One ox mare channels of television
programing transmiysions inpuz €0 3ignal procesior, 208, and
Table .c;am'rcrxer box, 201, may contain signala intended for

microcomputer, 205, which signals convey informmytion on
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local weazher conditions. Such signals might include cugrent
Qutside témperature and Paramerric ‘Teadings. They may
iaclude forecast data. Signal progessor, 200, is always

opkrating and wonitors all ihceming channels. 1t ¢an cotvey

.such signals rb nicrocsaputér, 205, whepever it received them.

TV siqoal decoder, 203, can #l3o identify ‘such aignals put
only in the one TV chantel transferred by box, 201, to TV
set, 202, 4nd then Saly when TV -set, 202, ia on and operating.
b.ectpde_r. 203, transfers all received. signals tp proteasor

ox monitdbr, 204, which identifie3s the aijnals ps addiexsed

to micruscaputer, 205, and transfers them to microcomputef,
205. HMictocomputer, 205, uses spch veceived signals, in s
Préderermined fashion, to govern the operation of turﬁu:_..
208, air conditioning systam, 207, and window opening and

" closing iean's, 208, N 3

Co-ordinating a Sftgtéo Simulcast

figurp 53~£i].ust':",te,; & method for automatic co-
orzi.ina_.ti.on bf a multimedia presentation in one place, in
this case a aterco simulcast. A person degides ro watch a
program oh television that is stereg ximulcast on a local
radio sgation, too. The per3on turns on relevision, 202,
and tunes ta the proper chknnel. TV signal decoder, 203,
detects .si'gna;ls in the prqqtlmihg transmission oh the chaanel
which signals [t transferd to mohitor or processor, 204.
Moniror or processor, 204, determiney :h-lg _cl_erta!.n 3ignals
are addressed td switch, 202, and pransférs thess sighals ro

switgh, 202. These signals instruct switch, 202, fo tura

. powet on to radio, 209, and izs sesocisted equipment, .

including a cénventional digjtal timer, 213. MHonitor or
processar, 204, alsg identifies 3ifgnails addresied i_o tuner,

213, which it ‘transfeérs sccardingly. ‘These aignals instruct

-
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tuner, 213, to pung radio, 209, to the proper freguency for
the simulcasc. Auromatically. by tukhing TV sec, 202, to
the chanhel with a steteo simulcast, the person has activated
the stkkeo simulx:as:;

Figure 6B alag -shows signal Ptocessor, 200. monitoritg
for a gaga .gathering and ratings -s.etvi:e.. TV signal decoder,
203, and redio signal decoder, 211, alad identify cerrain
signais that mpnitprs or Processprs, 204 And 210 reapectively,
degerniné ro idencify the programs, etc. bn the ghannels to
shich TV sec, 202, and tadid, 209, are tpned, The Prdtessoca,
204 and 210, transfer this information to signal procesiar.
200, £Gr recprding and aubsequent tTAnSHission o & kemote
dacta gollecrion xite. Simnltaneousiy. Processor, 200, is
also monitoring sequentlaliy all other brpadcast trahsmissions
1h the locality to gather furthet data on programing i

availapility to record _lnd transmit to a rémpte site.

fiethods for Receiving Selected Informatipa and/or Programiing .
Ffgure 6C illustrates methods -for monitoring multiple
Programing channels and aclecting prbograming and information
in & predeternined fashion. 1In this example, microproceasor,
205, is programed to hold a portfolic of stocks and wishies
tO recefve nevws about these pjarci.cul«wr stocks and abput the
industries they are in. Several separate hewd services
zranstif news on different channels carcied on .the multi-
channel @able transmission go .conve‘tt.'er boxes, 222 and _?01.
and to signal p,tq;essor, 200. The news aprvices preceed
elch news tranmia:ton vu:h & unique signal that yniquely
identlfies the company or companies to which the naws iten
vefecs and/or the industries. 1Ih a predetermined fashion,

. microcomputer, 205, iftsgructs signal procsssor, 200, to

: mmmmmmzmon
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B01d examples of the sought £Or unjigque signals in dits buffez/
conpatatot. B, Abd compAre Them with all incoming signals,

Signal processor, 200, scans sequenctially all chaanelas.

When it identifies a signal of intepest, it relays chat .
infotrmation 4and the channel identifief, ih this illustracion,

th microtompurer, 205. JIn & predetermined fashion, either
dmicrpconputer, 205, or signal precessor, 200, instt.u‘c;-s

tyner, 223, to -set cable convercter box, 222, to the proper

chacnel, and microcomputer, 200. may record the fnfatmation

1n memory .o¢ trapafer it to p:j;\tex, 221, for printing.

In the same fasbion, micracomputer, 20S, may ;__.‘Lab-
ihsrruct signal processhr, 204, to monitor slnqie or rultiple
television ghagngl-s and/or radio shannels for programing of )
interear fn addition £o or instead of other rransmission
channels. '

ib another example, microcompuker, 205 may be -prginfo;necj
that a cerrain telavision progras, hypothetically “"Wall
Street Week,* should be teleyised on TV aset, 202, wheh it is
cablecast. Hitrpcomputer, 205, i3 preinformeqd gf the rime
bf cablecasting. When that time comes, microcompuket, 205,
receives na ‘program we,ntl‘{ic.ation dignals whatever from TV
signal decoder, 203, which indicates rhat the ser, 202, is
not bn. MHicrocompuzet; 205, instructi 3ignal processor,

200, to paxs all ptdg‘gm :and chahnel idg.n;dﬁ_er: on all
programing being sablecAst on the tulti-channel systenm.

-Signal procesior, 200, receives thls inacruction from

mitrogomputet, 205, at its brdceasor or moniter, 12, which

rescts, in a predetermined feshipn by al1o passing extetnally
to l.li._crocoupute;:; 205, al}l signals that it passes '!:p buffer/
compacator, l4. Analyzing these identi{fier signals in a
‘predetermined fashion, microgomputer, 203, determlines that
*Wall Street Heek is being televised on channel X. then,

PHC 1101%p
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in & prederersined fashion, mictoromputer, 205, may insctuct
rpnet, 214, Eb svizch box, 201, £o ¢hannel X and Qny‘iﬂs.:ruc:
congrel system, 220, to rurn video recorder, 217, pn and
recurd "Hall Sgpréet Heek.,® and also pifrpcompurer, 205, may
instruct switch, 216, td turn TV set, 202, on and tuher,

»

215, to tune appropraitely to "Hall Screet Week."®

Hethod for Co-ordinering NHultimedia Pkesentations in Time

- Figure 6C can algo illustrare how pragraming delivered
at diffetent times to One place can be co-ordihaxed to give
2 multinedisa prasenration at one time in one plage,

_Each weekday, mictocpaputer. 205, veceives, about 4:30
PM, by teahs of a dfgital information channel, all closing
_stock prices applicable that day. It jhay receive these
directly or it may sutcmagically query a dath secvice for
them in a predetermined fashion. It regords those prices
that relate to the stocks in its scored porcfolio.
Mitrocomputer, 205, is prepregramed go respand ih a

fcedet.t'nhinetj fashion €0 lasgruction sjigna}s embedded in theé
“Hall Strezet Heek" programing transmission. -When the "Hall
Streer Week” tuvansmiasion beging ax 8430 PH on 2 Friday |
#wening, several instruction signals are idearified ?b;;
decader, 203, and rtansferred td microcomputer, 20S. Thede
- aignals instruct microcomputer, 205, ta generate asveral
_graphlc video overlays, shich uic?ogonpuhgr. 205, has kthe
means %o .generate and trangmit and TV set, 202, has the
wmeals to réceive-ang gdisplay, angd to trapsmit thes¢ overlays
to TV sec, 202, ‘upon command. Gubgequently in the program,
the host saya, “Herse i3 what -the Dov Jones industrlals did
ia the Past veek,” and a acn;d&o generated graphic 13 pictured.

The host then says, “Hete ia what tha broadsr HASDAQ index’

SONEIDENTIX < T
FIPUL BUAINESS INpoRMamionN
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did in the week past,” and 2 studio generaced graphie overlay

is displayed on zop of the first geaphic. Then the host

5ays, "And here ls vhat yoyr portfolipo did,* At This poiot.,

an iastrutrion signal is generated i{n the television studio

originatihg the programfng and is transmitced in thé prograning

tranatission. A‘rh.i's signal is fdentified by decoder, 563,

and riansfetred via processor, 204, -to mitrpcodputer, 20S.

‘Thi3 signal inazruces microcdmputer, 205, to ‘transtiit the

firsk overlay to TV set, 202, for a3 long as it receives

the sape instrustion signal fron processer, 204. The vieser

then Sees 2 mitrocvaputer gensrated graphic of 'his own .

stocks' performance overlay the -studio generated graphic.

When the Two stisilo generated graphics are np longer displayed,

‘the studjo 3tops sending the finspruction 3ignal, and the <

microcomputer, 205, ckases tramspitting if& owh gr-aphlt to

Tv set, 202, and prepsres !:o.:.lgnd The negﬁ: logally generaged

g'rap};,i._(: overlay upon fhsfruction from -the briginating ztudio.
This is only one of ‘many examples of the co-—ordinarion

at oneg time and .in ane place of programing and information

matierial delivered .4-; different times.

Co-oxdinating Print ;nd video )

Figure 6D 111,us£tl;jes.ohe method for co-prdinating the
presentation of Information through the wae of print with
wvideo. Figure £D alsp i‘il.ustr;'r.ei ‘posaible uses of a
deérypter and a local inpuk. . .

Suppose a viever satches A telsvision progiam .on
raoking xechniques that is received on IV aec, 202, via dox,
201, Julia childa*s “the French Chef” is ong sugh program.
ifalfuay through the program, the host ‘says, “If you are

intereared in cooking what we ate pieparifig here and vant a

. CONFIDENTIAL. BUsIMESS IoPORMATION .

PMC 110352

PMC Exhibit 2012
Google v. PMC, IPR2020-00723
Page 306



CONFIDENTIAL BUSINESS mronmm | '

printed copy Of the recipe for & charge of only 10 cencs,
press S67 on your Widget Signal Generator .and focal Inpyt.®
The vigwer then presses buttons 567 on local inpuc, 225,
«hich .,signa.l is conveyed %o the buffer/comparatdr, 8 lreferring
to Fig. 11, of signal pricedsor, 200, s hald and process
further in a predeternjned fuh,i.ﬁn- Five minurés laver, a
2ignal is identified in the incpming programing oa 'I‘V‘,se:.
202, by decoder, 203, shich i3 alse transferred by ‘Processor,
204, to buffer/comparator, §; of signal processvi, ion.

This signal instrutts buffer/comphraror, 8, that, i€ 561

has been reteived fron signal generiator, 225, signal processor,
200, should, in a predeternined fashion, instruct tunek,

223, to tune cable canverter bok, 222, to the SpPropriate
channel tH receive the regipe in encofled ‘digitﬂi'fof:ﬂl and
i'{fsf.ruc: chngrol J-!lelh.s, 226, tp activate printer, 221, 4he
signal transmission al3d passes a signal ‘wprd to sighal
processar, 200, which, in a predstermined fashion, sjignal
protessor, 200, dectypts and transfers o decrypeer, 224,

to serve as the £ode updn which decrypter, 224, will deprypt
the incoking enctypred regipe. 'Then, as part of the
predetermined operation, signal proceasor, 200, cpnveys to

its data recarder, 16, informarign that the 567 ordkr was
placed by the viewer and all pegessaty 4quipment was enabled.
When the ftransmission of the recipe is repeived, box 222,
rransfers the transmission to decrypter, 224, for decryptioh
and thénce to printer, 221, fox printing. Other siynal
decodst, 227, identifies a ajgnal in the transmissfon received
by gtin;e.t. 221, whigh £§ passes via processor, 228, and
buffet/coaparator, 14. of sighal processor, 20D, ‘to daga

‘recorder, 16. -This sfghal indicartes that the recipe, ftaelf,

has pewd received. Subsequenrly, when aignal processor,

200, transfevas the data in {ts data recorder, 1§, via telephone
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O a rempte site, that site can decérmine for billing purpasea

that the recipe vas, first, otdersd and, setohd, deliveced.

(An alternaté method for ‘transmiteing the recipe o
frinfets 221, would be for the regipe, irself, to be locaged
in enroded digital fotm in the programing transhission
recleved by TV set, 202, In thia case, decoder, 203, wauld
identify the signals ¢conveying the regipe and :nnst«pr‘ thenm
via progessbr, 204, to sighal processot, 200, wvhich would
decrypt them, itself, and transfer them, via means vhich in
this .tage it would héve, tp printer, .221.)

Hethod far Using Signaling 4&nd Decryptidn Techniques in the
pistributinha of Copyrighted Naterials
Pigure §E 4llustrates a signallng and decrypfion
technique which coul@ sexve o faclilitate the electronic
diseripution of ‘coéy:ight:sl materials such as boaks and
- movies by -tending to disgouragé piracy and the uynauthoxized
retransmisxion of copies, whechex they be properly acquireq

ot pirated.

.

Figy;g 6E could be any hoine- o) coedersial espablishment
but is described here a3 & bgok atore, Using convehtional
laser videodise equithent and techniques, well xoown in the
art, a publisher has pat his full lihe of hooks on laser
discd in encrypted form and diseributed pné copy pf -eath

. dizc to each of hiz authorized bopk store rerail outjets,
He ha3 alsp diseributed té each a convantional .computer
floppy disk for use oh conventional miérccomputer, 205, that
can operate conventional laser videogisc sysrem, 232, ih a
predetermined fashlon to locate and transmit fndividial
- ) ritles in hia line.
A customer, chmes into the book store and asakid to buy a
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title, hyporpetically, How to Grow Grais, <Zhe :gl-_egnan asks

the customer for suitable identification, types into migto~
Corputer, 205, the coutomer*s name and addrsss and Shat he

vishey to purchase How to Grow Crass. HMicrocomputer, 205,

may check o determine that the customer has .no Tedord as a
pirate then trahnsfers his hame aod adﬁteu. t0 buffer/compararor,
'8 freferring to Fig.1l}, &f signal prosessar, 200, zad instructs

laser wideodisc syitem, 232. to ftansmit its enctypted copy
of ¥oy to Grow G'{“fl to printer or other means, 221, via

‘decryprocs., 524 and 231. fazer systea, 232, trahImits ohe
FRPY of the encrypted title to deectyptor, 224, and one to
signal processoe, 200, for proves, Il‘ing.ami évaluation,

I thé -encryptad title, 3ignal processpr., 200, ideptifies
oné of mdre =ignal words. If signal processbr, 200, has the
customer’3 name and addrefis and the bookstore is a recail
outlet in good standing, Sighal priscesdsor, 200, decrypes the
-signal word or words and transfers them to detryptor, 224,
fo Aepve as the gode for the fiyst stage of dectyption.

Decryptor, 224, -then fetrypts & part of ch_e- encrypted
trandsmiasioh and ppases the partly de¢rypted tranamizsion to
signal stripper, 229, and sighal generator, 230. in the
decyypted _pogr.a‘.on‘ af the partially det¢rypted tranismission,
.signal proceasar, 200, identifies a second signal word or
aet of words which {t decrypts In a pridetermined fashion
and passes to decryptpr, 231, to serve as the codée bagis fot
“the second stage of decryptidn. Signal processoi, 200, aliso
may instvyect signal stripper, 229, to remove this second
signal word or-words. ‘Siganal processor, 200, also passes
the customer's n.cn.e and iagress o kignnl genegatot, 230,
vhich g: eneratssa signal .embeddiag the cus':cmgt‘,; name and

-.address in the programing ian a 3uitable place or places in a
sgicable fashion, {Signal processot, 200, may aiso tranamit
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the customer's name and addresis to printet Ot other means,

221, for actually printihg of the customer's nare and address

tn the téxx.) JThe ttanshissipn then passes through decrypeor,
231, which compleres rh# decryprioh process and passes the
dectypted programing tranimiasicn re Printer oxr okher means,

221, and also to sighal processor. 216. Signal processor,
208, veceives and analyzes the signal cantent of the programing

output of decryprer, 231 to ensure that stripper, 223, and
and generagor, 230, have funttioned Properly. If they have

not, aignal protessqr, 200; shyes dowh the decryption of the

- . ' tiXle and prevents its delivery td the customer.

1,
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We claim:

1. In a signal processor, a éarriet- trangmissipn

recejving weans; a means for demodulating said carriex
- Transmission rp detect an infoomation Eraazmission thereoni
a degector means for detesmining the presence or absence .of
an embedded Xignal in the infbrmation transmissioh within a
Pre-dtterningd time interval and fot deterring said signal:
,a. recorget mean3 fot- receiving and refording the presence or
absence of said detected 3ignal:z a sontrol means for
insrtuceing said rereiving means to receive the appropriate
carriet transmission within said predetermined time interval;
and a contgol mpans for inscrusting sald recorder to direct
{hformation récord.ed theredSn to a Tampte site.

2. In & signal prpcessor, A& carrier transmission
receiving meins: a means fOr dedvodulatihg said catriet
rczhanission to detett an inforimation tranimission thereohy -
& detector means for gdetermihing the presence or absence of
an embedded signal in the information tranamission within a
pre-détérmined time inregval and fot .detecring said 4£9n-a_1:

a recorder mesans for receiving and recording the presence or

abience of saigd getected saignal; a control means for
‘instructing s3id detector means to detgct the presence ot
absence of 3aid .enbeddeqd signal within said predetermined
. time interval:; and A control means for insttncring said
reéazzdg.-r £0 diréct information retorded therepn to .a remoté
slte.
3, _In & signal processor, at least one cacrier
. i ' transmission cecelving means; at lesst pne means for
o éezﬁoﬁul\u:ing said carrier tranamission tp detect an {nformation
tranamizsioh therkons at ledst one Jetector means for dekermining
the presence or sbsence of ah embedgded signal in the infoimation

rransmission within a pre~determined tise interval and for

sonuEss IFORRTION
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detecting said signal: a buffet means for organizing .said
darected Signals with deterted signals from othef decgctor
means intc & data streams p Fecorder means for .receiving
and recording said stream; & control means ‘for instrvcting
$31d receiving means §0 receilve the appropriare &arrier
‘ttansmissipn within said predetexmined fime ingerval; "and a
control wéans for Lnspructing said recosrder o direct
information recorded théredn ro & remote site. )

4. in a signal Processor, ab least one carrier -
trm:ai.s;ibn receiving mseany;: at least one zeans for oo e
desodulacting said carrpier transmission Xo derect an informatioa
transmizsion thereon; at least png detectp¥ deans £or -determining
the Presence or abssnce of an embedded signal in the informacicn
kranamission within a pre-getermined time interval and fof |
detecring sa{d -signal: a buffer means for arganizing said
detected aignals with detectad 3ignals from ather deteczar
means into a data streax; A recprdar .ne_ins for receiving ‘
and tecording sajd stream; a cobtzel -z;euns -foy ina,:tue‘:ﬂng
sald detector means to detect the presence or absence of
2aid empedded signal Mithin said predegermined -rvime interval;
and a contral means for inacructing said recorder to direct
information recorded thereon $£0 a remotée site.

5. KX signal jx.aros:bs‘_sur comprising a carcier tranamission
veceiving meatts; a means for demodulating zo detect an
information tranamission thereon; & -duel::o: means (or
identifying a signal embedded in the infprmaxion franamisision;

a first control aeans for igstructing sa'id detector o
Ld:nt‘uy and paas "ulﬂ anbedded signal; and a smecpnd congrol
reans for teceivinyg ul;:l epbedded signal pazsed on instructich
fiom said firse é_on,t_:o! neans and '19_: conveying any ipstruction
or inforeation -contained in szaid ethedded signal.

§. The appatagus in ¢laim 5 including means for réceivihg
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and detecting embedded signals of a pluralicy of carrier
ttAansmissions. )
7. The appararus in clyim S wherein che embedded
signal is enccypted And including a deécrypcer neans for
degt.yp:;ng said signal.
8. A mecthod of processing signals fn¢cluding:
[A) the 3step of vecelving 4 carrier tranmmiission;
(b} the step Of demodulating xaid carcier tranmmission
ro degéct an informitioh sransmission thereon: ;
tc) the step Of detecting and identifyind an eabedded
.signal on sam. informacf{on ransmission; -
147 the step of Pasying sald embedded signal to 2
- device to be cp;\,r.r:olled based pon an instruction
iﬂen‘tui&d vithin said embedded signal: and
{e) tha step of controlling said devite based oh an
. an Instruction within said em.bg;ﬂded signal.-
9, Z\ﬁethaﬂ of processing signals as claimed in claim
B iheluding the step of decryptihg an encrypted embedded signal,
10. A methad of pracessing signals as claimed in

clajm § .including the astep of 2ssembling h disassembled
signal unkt.

11, A metho8 of proceszing signals a4 glained in
clain 8 including the step of decrypting an encrypted
inforirat{oh transmisajon. -

12. A method of progessing signals aa claimed in
claim 8 including the step of -Tembving a portion or all of
said -detected and embedded signal.

13. A mechod of précessing i-i;mal& a3 clatmed {n
.claim 8 $ncluding the 4tep of .dddi-hgig second signal £o the

{nformation tranamisaion.
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I, Kennerh James Redet. declare that T am x ciciZen of
the United Sraces Tesiding in Scafford, Virgluia. and that
I have yead the foregoing specificarion znd claims and
verily belleve that 7 ap rhé origihal, firsc, and sgle
invengar of the favencisn in

TAMPER-RESISTANT LOCK

deseribed and claimed -therein, tiat I Bo not kuow and db aoc
believe the subject magcer of this applicacion vas ever
kaowth or used before my fiavearién or discovery chereof, ar
‘parenced or described in any princed publiczeion in any
counticry beforg my dhvention or discovery thereof, 0T more
than ohe year prior to the filing of thia appliceciomr, or .in
public use or on sale in ché Uniced Scaces for more than

oné year prior o the filing of this applicacion; and char
$aid sybfect @arter has noc been pacented oT made rhe subject
of an inventor's cercifirate 1s3ued bafore the dare. of rhis
Applicatiot in sny coumrry foreizn t& rhe United Stages on
an application £4 g ed by ‘me pr my legal Tepresentative of

&35 o oot thEn T
. ap _liu:ign. and hat po.
»avggM." CEET has been filed oy meT (25 >
O ASHIZNT o wny woUTREY zoteign £o che Mnited Staces.

L e A ATIR, Z ‘PM‘
o0 taCenf on che sald
i catives

And I hereby appoint Jaseph A. H{1l (Regisceraeion fo.
‘17,1303, Vite J. DiPiecro (Regiscratioh Mo, 22,731), and
Thomas J. Scoce, Jr. (Registraclop Wo. 27.836), whpze address
is _Degu_r;’nent of Juscfce, Civil Division, (domercial Litfgation
Bzanch, Washitgton, D.C. 20530, wy sttorhieys Id proseguce
tiiz applicarion and th transact all Business in che Pacenc
~0ffice connected chexewich.

Wherefore, I pray that Letzérs Pateny be granced oo he
far the invencion de'scribed and glaimed 3h the foregoing
SKec:{..‘i:Ation and clafns, and ‘I hereby subscribe my pame to
rhe fpregoing Mpectficarinh &nd glaims,-declaracion, pouer
of atcorhey and chis pecicien.

_‘The undersigned petitioner declares futcher char all
sgakene net wpde herein of his ovm knowledge are triues and
fhat 311 staremencs tade on informstion and belfef are
believed to be crue: and furcher, chag these stacements wexe
mide wvith che knowledge thet willful false satatements and
the like so -msde are punishable by fine pr {mprisomment, or
‘both, undetr Section 1001 ‘of Ticle 18 of the Vnliced Scates
Code 4nd thar such willful false scatemencs may Jeopardize
the walidicy of rhe applitarion or any patenr issuing thereon.

Rétinerh Jares Peder
Daxe; 9/'7/4?/ e -

Addrexa: 215 Oakcidge Drive
Stafford, Virginis 22554
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§ ignal €ollector Xpparatus

Abstract )

A ai:_pgrntns £or the gollecticn and malxs_it of enctded
informatipon superipposed on of rransmitted &s a part of brpadcast
. or éable programs. The signal collectoi which may be aduwpced to

deciptier .cpded transnissichs £rox either over~the-aif bipadcasrs
or h:_rrd.-ql.,t.p transoisslans aelectively receives inpucs fron- as
- #eny a3 3 bundred channels. The tranimiseions ake each
sequentially decoded In sepatate receiver/dacojiers ot each
monitored chapnel. The deccded dath is then transferred thzough a
buffer to a data techrdei. The drta recorder is sdapted to ocnzput
it3 Jaca vo a remote aite on the basis of a predetemmines -coamand,
The recorded data is thns retransferted at spacific intervals o

‘data collection polpt whare it may bé analyzed.

Bagkgzouad Of th-:znm.nzi‘

At the ‘presant tibe, wmat amounts of programing -#fe
transmitted thriough wariois media thronghaout the United ‘St'x.ne,s..
#ith the adveht of so~{alled cable sxystesms, the manitoring of
Program content of thass rragsmlssions by manual mesns is no
longer practlical, It is ¢the putpose of thp lnvention ko provide a
fully autodatic ‘means to sonikor the tonteng of such transmissions
ay well as to monitor the recaipt of .such :rmm.iu_igné ar an
individual receiver sita. The present contemplates thar tha daca
cpllected From euch konitoring »{ll .autpmatically be tranaferred
ko a rempte geographic locatian.

In the pf,ior art, tberé bave baen :at.tenpt.s to develop
wonitoring deévices. One such device is described ip U.S. Patent
To Basslwbod, et al, Ho. 4,025,851.. Such prior art techniques
have been limited to ponlitoring a single channel or unit and have
lacked the abillty to méaitpr nul:i—-;!i@gnol'ut:\mh.. Prior att
devices hive lacked the capacity to simultansously record and

transfer information. They have besan uadable to :dl:;,!.néulih the

NEIDENTIAY, BUSINESS INFORMATICN ~ “pue 120378
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absence of encoded informatipn. It is the ob3sct of the present
inventipn to overcome these and other deficiencies of the prior
are. '

It is a furchef ¢bject of the present invention 2o collect
and dectde gficoded aignals .on pumarcus channels by sequenrially
scanoing each chahnel It a prefleteriined mannec. It i3 also an
cbject of the present invantion to detect the presence or sbsence
af an encoded trapsmidsion in each scaaning Interval: It is Aladp
an objece of the present invention to provide a zecsrd of the

decodeqd transmizsions which hay be trangferted to a geographically

. distant lotation on command.

Other objects of this invention will appear from the

following description and the ippgudhs’d ¢laiae,
Sumoary Of The Invention

‘The present invéntlpn.conmblate,i a signal cou‘ec,épr:
apparatus camprisipg a gioup of .individoal recelver/detectors
tuned to each channgl to be mopitpred; decoders connected to each
Tegeiver/detector which ahalyze the outputs of the
receiver/detector and convert the encoded signal to digiral
.informatipn; a buffer tomparatot which grganizass the infosbation
Strean; a digital recorder whith receives aod stores in metnpry the
fecorded inforitation and &2 colinection to a remate site for further
tfapsmission of the recprded informarion. The recaiver/detector
and decoder is connected to spparatus which can selectively scan
selected t.e;l.evi:j.on channels. Ehcoded signals nay ba lacated in
‘the audio and wided portions of a normal telavision aignal and
additionally, in any ‘other frequency of ‘transmismion that might be
selected. -The buffe: pphparator would bave inpats received in
sequential order -froh -each ‘of the rayclydr/s!e.t‘nf:ta_u and decoders
and-would record the jnforpation continuously. The dlgital
recorder has the ;:qpncit‘y to both ‘Lransait the reécacded

) information and atara new infprmation in metory simultangously-

- 2
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Filg. 1} 13 8 block diagtam gf the recejver/detector, decoder
and collector devige 3hown £or usé with 2 caple television
algnal. .

Fig. 2 is a similar signal &oliector apparatus shown for use

with braadcast televizsion sigunals.

Description Of The fnht_:r__ed' Eobadiments
The signal collecror apparatus for use with a cable

television signal As shbwn in Pigute %, As shown, thé input
Aignal ig the entire range of frsquencles ér chanpels trangmitted
on the cable. IThis signal is laputed to & Mixer, 1, whileh is
acted upon by A controlled lo¢al osclllarof, 2. The becillator is
epntrolled o providae a aumber of dlsctete specified frequencies
for the particular channels tequirsd.

The mixet, 1, and the gontrolled cscillator, 2, act to select a -
ti.cquea'qy of jioterest which s fnputed to a filtef, 3, yhici:
defines the patticular chaanel pf S(ntersast Ro be analyred. TIne
kelewvislon channel 3'1':;gnll As thehi ttynemitred to .4 --n,tmdgy;d
amplitude demodulator, {4, which uses standard depodulitpr
techniques vell-known in the art to define the telovision base
‘band sighal. This basa band signal ia then transmitted thiough
separagte paths to thiree saparats detector devices., These ,s.epar:,a';,e
detectors are desighed to act on the particylar frequehcy ranges
in which the ancoded laformaticn may be found. The first path
‘designaced A inputs to ah gudio ddeu.l_l_tot.. 5, which further
Inputs a hi'qh pass filtér, 6, and s digital detector, 7. The
digitsl detectof, 7. thraigh Standerd deteckion techaigyes
‘Neil~known {n tha art deteimines whether a partlcular code .is
‘Presepit. in the signal at the specifisd cime. The base hasd signal
13 also inputed through path B to & vertical band indicator line
receiver, 8. Thim vertical band fndicator line receiver, 8,
. deteéts the existance of an encoded siginal 1n the vertical dand

TAMTEIDN —— - ‘ ’
-?D,.-.I'."!,_-'I,{, Bmss MO‘RMHON PMC 1loag0
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norpally used to defihe 4 television picture. It receives and

- detects only thac portion of the vided sighal transmitting thla
1line portion of the signal to a digiznal detector and buffer, 9. .
which acts £o decode ‘thée encoded informarlién in the line. Pacth £
inputs the sepatately defined signal to a digital detector, 10.
The three lines of informatlon are thes gated £o a buffer
comparator, MR, whiich also recefves other inpurs frpd the other
s;p,hu-.:c retelvers cooprising similar filtaers, demodulators .aed
decodets for othar channels of interest. <The cusbhined lnfatmation
is then transmittad to a digital recorder, 12, which may be a
memory stotage :elesent of standard design, The collector
apparatus aleo hat a controller device which includes a
controller, 13, for conrrol of the local freguebcy oscillasor, 2,.
an automatic dlaling device, 14, and the digltal recorder, 12.
The controller, 13, Jnputa the lpcal csclllator, 2, in a
sequential patgern to sclact the various channgls being received
by the mixer, 1. ZThia then allows the clienhels to be diveited to
the detectorxs, recnivers and decoders in any pred,e.ne:mlng;: pattera

desired. The controller also inpiits the digital recorder; 12, to

direct it to oupfput the ,Ln,fﬁr‘ut,ioh from the memory of tbhe
recorder to 3 telephotie connaction, 14, and hence to the
colléction site at the _:mf.i geographical locarion. The
conttdllet, 13, alsp controls the .autamatic telephone dialing
devigce, li. to allow the appatatus to automatically ontput ft3 own
in:fo‘:n;tign in sccordance with a predetarmined 4equence.

Tigure 2 dectibes the signs} collector apparatus for usa
with a broadcast television input. The Inpot is rechiyed thraugh
a standard televiszion Antenna and jnputed Into & normal
televizlon retefvar circult, 20, whlch deflnes the basse band
televisioa signal. This telévision Tecsiver cirfuitry msy elther
be that of an indiyidaslly owned television «nd the chiannal may be

selected by the viewer, or it might be 3 receivar {n . remote alte

- g
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vhich i3 sequenced to each channel in &ccordance With a

pradetermined pattern. This seqguencing circuikry is hof showa.

The télevision hase band =zignal Ié#nmsiptx is then transmitted $o
a standard audio demodujatof, 21. #nd hencg to & high pass filter,
22, angd to a digital detectpr, 23, which decodes the signal, &£
presenr, in the base hand signal information, The decoded signal,
in digiral infoprmagion farmar, 1s tranemitted to a buffer, 24,
which &lso colleccs the Lnputs of other Yuceivers. This
information is then fraasmitted £0 a digital recorder, 25. The

" controller, 26, ditects the sutosatic telephone dlaler, 27, and
the Tecordet, 25 to output tha laformstlon In the sape Raonsr ss
described with respéct to the cable television sighal.

Uperation OFf The Itiventlén
Referring first to the cable television signal collector
.apparatus shown in Plgure 1, the contrzoller, 13, .s programned to
sequénce the Jocal ¢scillater, 2, to eelest sach desired frequency
for a a:p.ecinc time interval in accordancs with a pradstermined
p}tr}:er‘n- This patterh may be salecred ia accordance with tle
* gtandard broadcaat practices knowh to exist ¢n that pagticular
transmissicn line. The local osgillator, being thus sequenced,

vill allpw .each recelvar dadoder tp receive a particular freguency
at a particular time interval. Thia will define the timing of the
souposite outpyuts of tkm‘ digital detectors, 7, 9 ahd 10. The same
controller will activate the digital recorder, 12, thus defining
the location in memary of sach of the an,cpt'lgd. slgnals so that the
record will clearly fndicate the code found in each thennal of
informaticn aad sech subpath theteécf at éach .l'pqcif.icd tima-
interval. The controller, 11, alec copntrols as automatic
t.tlc'p'hpnq dfaling devita, 14, wblch can automstically outpmt the
digital informstipa oh the digleal récordet, 12, to a remots site
tﬁxouqh a ;_.iqphpn- coanattion, 315. The brdadcast television

. c'_iyn‘a?. collector oparates in much the wine way qeing a similir

- 5 -
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Ky

controller device to direct the sutputed information. Although
the information -lus been parti¢cularly disclosed a3 a device for
teceiving and decodihg information on television channels it is tgo
be undekstood that the inveation is applicable to other types of

. broadrast ¢ransmissiona iIn which eacoded Inforoation is recorded.
It ‘is alsc obvions to opk of ordlinary skill {n tha art that the
foregoing i3 ptesented by way 9of example culy and thar the
inventicn i% mot to be unduly restricted thereby aince
wmofdifications may be kade in t;t.lc stTucture of the various parts
without functionally departing ffom the spirit of the favenrion.

-
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SIGNAL PROCESSING APPARATOS AND HETHORS
Abstract

Apparzcus and Methods for cpntrolling, from remoté
sices, prograning runs on television and radib equipment
and manitoting the prograning zun, (*Progteming® here
means everything transmifted over television or radio intended
for comppnication of entercainment or to iastruct or jianform.}
The Apparatus .cen handle programing fransmicted either
- ovar-the-air {hereinafter, *brosdcagt®) or .over hardwire
(hereinafter, “cablecast®). The apparatuses feceive
rransmissions fro@ &3 many a3 oné hindred or ‘mpre channels
that are .sequentially scanned by one Or mpre scennérs/
avigche; that ti:,a.ns_fer 'th,e trans;isaiony tH ohe or rore
.receiyer/decoders that -id;‘t;,ufy signala in the programing
and separate _th; @ignug;'f;m the programing tramamissions.
The signals may then be transferred thtough ape or wore
- . decrypters. The :i!s'h_!i'.ltgd .and possibly ,v'nqlly'o'x: padrially
deérypted aignals are then transferred throuvgh one or more

proceasors and buffers to external equipmert and/or data
recorders. The data reporders are sgapted ‘ta Output data

ﬁo rempte sltes on predetermined instructions. Ih all

thease functions, the apparatus are governed by one or more
controllers. The Hethods co-ordinatt and lhatrict -equipment
in the ;:&r{:}ai-ssign and preaéntation of radio and television
ptbgrnpihg‘iung in certain ‘other :um;tipn:.

Background of the Invention

At th; prasent time, vast amounts of programing are

- trinamitted rhyough varipus media throughout the United
7 :
ch programing iz handled wvith significant degrees

processing .as different, discrete units of

: WWW PHE 110344
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~ SIGHAL PROCESSING APPARATESES AND #ETHODS
Abstrace

Apparatusgs and Methods for cantrolling, from rémote
sites, mmrminmﬁnﬁieagvﬁﬁd tadfc équiphent
and monitoring the preograming rud, (*Programing® hexe
means everything transmitted over televidion or radie ingended
for comownication of entertaioment ot Infowvmatian to one or
more paople.) The Apparatuse3 .can haodle programing trans-
micted either over-the-air (hereipafter, “brpaddast®) ot
over .haré::di"! {hereinuZter, “cadlecast”). The appRFAtuses
receive transaissions from as kany As pne hundred or mare
channels that are sequentially mcknungd by one orx mofe scanners/
;witches that transfer the transmispions fo one or more
zeceiver/decoders that ‘{dentify signals in the programing
.and asparate the sighals fron the programing tranimissions.
Ttie 3ignals may thea be transfexred through ©ne or wmore
decrypters. The separated and possibly vholly ok partially
decrypred signals are then transferred through ohe pr more

procesasora and buffers to external aquipment and/ar data

‘.recowders, The data recorders are adapted to output data

to remote sites on predetermined instructions. -the Hethods
cp~ordinate and instfuct equipment in the transmisstion and

presentation of radip and television programisg.

Background of the Invencipn

At the ptesent rime, vast agbunts of pragraming axe
tronsmitted throygh varioua media throughout the United
States vhich. programing is handled with signlficant degrees

of mapuxl proressing .aa different, discrete’ tranamisgions

.on single channsl systems. ;Hro.:udchter_l and cablecasters

ttanamit programing with ghe expectation that viewers in
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. one ‘hlace tuné to only OR¢ ChAnnel a5 2 time. Withous

]

tanusl pProcegsing, television, radio. and other electronic
Adata traosmissipns are interacrive with one anathef only

whin tranamjcted rogether ximultanepusly. £ven shen &po-

ordinated transmhissions do occur, :h{y require sighificant
degress of manual processing at both the points of originarioh

And reteption, and the degree of interackion is limited,

with the advent .of multi~kedia syscems that ailov

roordination both as regatds pi'agg {£OF examplé, a stereo
Simulcast ih pne place by meang of co-odrdinated televisipn
and radio transpiasions) and as regards time (for exapple.
the co~ordinagion by means af j_c_:_mm,-u'an:s and daty storage
techiniques of teal-tilte sr~peemrrcorded wideo programing .
vith prejentstions from a microcamputer working uith—resi—time

pre-wnh-d data or p;-cvg:m 1nttrn¢:uons) and vith -the
advancing developnen: ot mulz.l,‘cbanncl systems such as
sb=called cable syatems, much procesaing of such transmissiohs

by manual means is ho longer practical.

. : It la the 'purpose of this invention to provide automatic
means and methods go. proceis and mopitor such transmissions

a3k an individual rvecejver site bt sites and control, in”

certain. vays, the use of :tatumitted p:s:gnnung Aand the
‘operation of cettasn- _cg;;?t;tcd aguipnment. Such receiver
sites may be srations of syatems that intend tp retransmifp
the progrkming, or they may be end users of the programing.
The present invention contemplates that certain data may bhe
. pherypted and ‘that certafn darza éo,].lcct.ed. from such ptocessing
: and monitoxing Will automatically be transfered to a remote

gebgraphie location or locations.
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“In the priot arr, there have beeh AttemprLs to develap -

=}

Sysrens To toatrol programing and systéms o fohitor programing,
but the two have been treated as Scparate systeams, and €ach

his had limited eapacity.

As regards conprel systeéms, cueing systems and equipaeht
fhow exist that rransmit jinsgructions to opergting eqQuipment
At recejver sites py eans of tone signals that are carcied,
in televiaion tranimissions, in the audio portion and may
be heard by che..nqmn ear. ‘Such systess and devices are
tsed to turh 45 equipment such &g yideéotape players and
tecotders that have been mAnuslly lokded and to tell sich
. equipment how long o run. Suth systems operate by transmite
ting operating signals that Precede and follow Programing
and are called “headers” and “trxflers® tespectively, The
use of headers and trailers linits prior art in that headers
and trailers can become separated from 'p;ogzmi,né_. thersby
hatpering autcmatic operstions, Such prior art technifjyes
have in,ck.ed't'hs capacity fo process the programing in varxious.
ways Including to ;nug:uct receiver end .equiphent what
specific programing to select to play ot record other than
thar immediately at hand, how tp load it on p).,a:.ye: or recordey
equipent, shea and how to play it of rétord ir other than
iwmediately, how to jtodify iR, vhat equipment or .channel
or channela to transmit it on, when to transmit it, and
how .and where ro filé it or vefile it of dispose of it.
{Wighin television studies éhit are qt-ig,in'ql transmitters
;:{ _py:ogx:-m;n{;, gertaih dystems and equiphent do exiat fpr
certain hutomatic co-ordination of players, loaders, and
other equipment; however, manual instructions still must
be glvgn.' on .site, for the c,o—ql"dfnus:lah of such ejguiphent
which instructions are trahsmitted .elgczfonlpﬁljy onh hard-

wire chacnels that are strictly sepatate from the channels
CONFIDENTIAL BUSINESS INFORMATION
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o6 «iich the programtny ii transajirted and such anseruciions
ate never broadcast. Such pripr atk systems and equipmenz
have lacked thé capacity to aucamarically coordinare mulrimedia
Presentations: They have lacked the capacicy to dectype
encrypted processing .signals. They have lacked the capacity
to honitor -whether receiver-end eguipment are fpllowing

insttuctigns properly.

As Tkgards monitoring systems, various aystems and
devices have been develbped to deternine what programing
is played on televisicn. One such systam fotr monitoring -
programs is described in U.S. Patent to Haselwood, et al.
‘ND.4,025,851. Another that monitprs by means of audie
fodes that are only “substantially {naudible” i3 described
in U.S. Patent Lo Croaby No. 3,845,391. Recently devices,
talled addressable ronveiters, bave been developed that
facilitate ia:-«:xlled pay-per~view patketing Of programing
by monitoring what {ndividpal relevision receivers tinhe to
and either parmiting oxr preventing the¢ tuners to tune to
given freguenties. Such prior art techniques and equipment
have been limited to monitoring single broadcast 'sca:iims.
channéls or units and lagked the ability 2o monieor multimedia
presenzations, They have been .aSIe to mopitor only the <
aydio pr the videp portloq of televisicn tranamissions.
‘They hive lacked tha capacity to simultaneously recorg and
transfer ihformation. They have been unable to decrypt
-encrypted 3ignals, They have been able to monitor only
single signal word types or word lengtha that are placed,
within the traosmissions, in locations that are unvaryiig
and unvariable. They have lacked the capacity to compare.
assenble, and/or evalpate nylti-word, n‘ulti—lm‘:atibn sfignals.
Except in-the possible case of addréssable converters, they

‘haye been imahle to digtinguish the absente of zignals or
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sigMnl wvords in trapamissions. Toey have lacked the eapscizy -
<o communicate Procesasing instryctions to gxgernal equipment
Aas described in the paradraph above. It is the abject of

the present inveation to overcome these and other deficibncies

of the prior art.

It is a facther object of the present invention to
process and monitor #ignl.l-l'; oh humerdus channels by
sequentially scanaing each chanpel 1;1 2 pm.dehgnined
panner which maaner may be varied. It i3 also an ebiecc
Of the present {nventica fo prevent unauthorized use of
sighals by permitting signal exeryptioh, the variation of
sord auymbers, sord lengths, word compositions, and/or word
lpcatiohs. It ia alzo an opject -of ﬁus systef to pracess
different wmords {h different vays. It is Alao an object
of the present inventipn to provide & record of signals
that may be transferted to & geographically distant .

Jocation on command 6r predetermined instrpction.

Othet pbjects ©f this invention will appear fram the
£b110vinq descriptions and the sppended clainms,

Summary of the Invention

The presenc lavention consists of methods -and appara-

tuses with aéveral foous,. .
One fethod provides a rechnique whereby a broadcast

or cablecast transwisgion facility can duplicate cthe
operatjon of a television stpdio automatically through the
use of instruction and inforpation signals eabedded ii
progreming sithetr 2upplied froh a rémote soMrce ot lources

- ©or prerecorded. The pProgtaalag may be delivered to the
.tt‘an,smi-:sioi_! facilicy by any means inclyding broadrast,
jux:,lé'wl_rl-, and manusl asans. The tr'ansulasic;n facilicy

.

CONFIDFNTIAL BUSIRESS TR0

pHC ;;_0391

. PMC Exhibit 2012
Google v. PMC, IPR2020-00723
Page 344



b X R .
mAy granspit 4 sipngle channel or mulcipie channels o2 ‘programing.

. The mechod includes a wonitoFing teshnigue to consrrict a
tecoréd for each -transmisted channel that duplisares the log

that the Federal Compunications Commissfon requires broadcast

stagioh opératprs to maintain. ‘The methdod permits the transfer
Pf such records to a predetermined site br siges .ih a prede-

termined fashion ot fashionis.

Anpther method has applicakion ac receiver sites such
as privare hosap or public places like theaters. hotels,
irokeréqe offices, etc., whether competcial sstablishisents
ar not, Thil method provides techniquas whareby, autocati- -
cally; single channel, aingle medlum preasntacions, be they
television, radio, aor other slectrpnic :rlnmia.slahs. ray
bt terorded, co-ondinated An time, Oor processed in otheyr
fashions, and/or multimedia presentariony may be td-ordinated
‘in place and/or in time. This method :;:r\ovidc'a techniguea
vhereby the timing and ‘fashiop of the playing, processing,
bng'co--ord_ihqti,oh of a pressentatioh uf presentations may pe
- : .deteimined at cha.:tiu_a and :plgcg Qf tranaspgission or of
pr.;sensngign. either in vhble or in part, either logally or
Temdrely, of a combinatisn of thase _tar.,,tcts. - The method.

provides monitoring technfiques to devalop data on patterns

of viswership and to permir the detemination of specific
nsage at individual receiving sikes for various purposes
including, for examplé, the billing of individual cusromers,
The pethod provides techniques uﬁegéby ynauthorized use of
‘progiaming And/or of signals may be preévenged.

8ath methods e'mm.oy aighals embedded in programs. ‘The
gdvantage of such «mhedded signals, as compared to header
and trailer xignala is that -th'ey fannot become separated
inadvartantly from the programing nd, theraby, inhibit

autonezic processing, they can convey signals to equipsent
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tnat pust switch manhets or modes OF oOpetatioh duriig traas-
missibns of individual units of prograining, and they can De
monfthbred, (The technlques deidcribed. here may use headers
and trailers from time fo time.) The eitbedded signils may
ryn and Teépeat contlhuously thropghpour the programing er
they may ron only occasionally oc only ongé, They may
appear in various and varcying locarions. In television
they hay Appear or 9ne line in the wided porrion of the
rransaission, ov -on a portioh Of ¢ne line, or dn . morethan
ohe line, and .will probably li¢ éuycside the range of the
xg,levi:’ion pigcure displayed on & normally tuned television
sec. In televisioh snd radio they bay appear in a portion
of the audjio tangé that A3 not normally tendevsd in a foim
audible o the huzan ear. 3In %elevizion audio, they are
likely to e betweed ¢ight and fifteen kiloherez. Signald
may also be transmitted on frajuencles outslde the 4nges
of television and ragio. Diffeient and differing nsmbérs
OF signala nay be sent ia different and differing sord

Jengths and ‘loca :io;as,

The present iavention provides a method for ohscuring
the meaning of the signals to prevent unauthoxized use of
the signals and ©f their associated prograzing. Their meanings
wmay be obscured thrdugh encryption so that apparatnyses '
described brlow are necessary to décrypt them, In addition,
the pattern of the composition, timing, and location of the
signals may vary ‘fn such ways that only ceceiving apparatuses
that are preintormed regarding -thé patterns that pbrain at
any glven time will be -ablé to procese the signals gorrectly.
The terst *signal unit® here means one compléte signal instru-
;:;lpn or information mes3sge unit. '}:xnﬁha‘-p.t signal
uni{zs ate a mlqu.; code i{denzffying a p:ég'tmi‘ng umits, or a
. unique puréhise order number identifying the Proper use of

CONFIDENTIAL BUSINESS INPORMATION
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-

- programing ¥nit, of a general inscrugrion identifytng

whethér a ptodraming unit is to be retransmitted lomediareély
or ri'ecpr_dgd fof delayed tranamission. The term “signal

.ﬁm'd' means one full discrere appearance Of a signal as
emibedded ar &ne time in ©ne location on a traznamission.
Examples of signal worids are a 3rring of one or sore digital
data bits encoded together on a-single line of video or
sequentially in audis. Such szrings may ot may not have
predeterinined data bits g0 identify the bséi"nﬁ.n'?s ,lm; ends

of words. Sidnal words may contain parts of sigasl wpnits,
whole signal units, ot groups of parzial obr whole signal

unici or gombinations, Both the arrangexent of sighal

wnits fo signal words and the locations, timihgs, and lendths -
of signal words in individual transmissions or g,ro'sxp,s of
transnisaions may vacy in fashions that can only be interpreced
Szcurately by apparstuses that .are preprogramed with the

keys to such viristions,

‘The present invention also pravides a method for
iden;ifxing Aattenbts ro make unauthorized use of :a‘ig.n,;i,s
and the Programing aasociated with 'signals. .*Whe.n_hn
apparatus -finda that signal words fail tp appear-in places
and at times vhen and where they ars expected, the
apparatus automatically contacts dne of more remote sites
and-inay or :may not disabie the fiow of programing ip one

OFr rore ways. i .

The present invention contemplates a signal processing
apparatus comprising a devick or devices that can selectively
:acan transmission channels .as'directed. The chacnels fay.
convey television, tn&ip, Pt other :ra-ns;n}.s;ion £1.:equ:en'cie,s.
1he Input tranamissibns may be received by means of antennas

©Or fron hard-vire cohnettitns. The acanners/switchos, working
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in ;a:a;l.e; ar secies OF romhinationsg, transier =he sranss
missiont to inline receiver/decoder/detecrors thar idencify
sighals encoded in programing transmissions and convert the
ehtoded signals to digital information; destyptors that

may conversy the teceived informarion, in part or in whple,
tb other digital informazion aicording fo preset meghods

or paLteras; gn& one Qr MOLe precesior/monitors and/ ot
buffe'r/(ﬁmp&r‘l;ors that organize and ctransfer the informasion
Stredm, ‘The Pprocessors &od ‘buffers can have lnputs feodm -
-each of the receiver/detector lines and svaluate information
contihppusly. & From the pProcessors aod buffers, the sigtals
may be tratisferred to exteinal equipment suych @3 cUmpurers,
;tlaebtnpe ricorders agd players. etc .And/or they may be
transferred £o ohe or more internal digital ctacorders that
receive and store in mempry the recotded informatioh and
have cohnections to one Or mors remote sitea for further
transniasion of the recorded infofmation. The .l‘ppnt‘atn‘s
ﬁas mekns for external ¢ommunication and an .automatic dialer
and can coQktact rempte sites and transfer stoted infourmatioch
as regpired in a predetermined fashion or fashions. The
apparatizs hai a clogk for deterinining and recording time as
required. I2 has a read only wemory for tecording petmapent
operating insrructions and a projrammable random acgesx
memQty cohtrpller {“PRAM cohtwoller”) that permitx revision
Of operating patterns and fnatructions. The PRAM controller
may ‘bé conpected £o all internal operating mnits for full

flexibility of operations,

Signal Processing Apparatude3 that are employed in
Specific situations that rgquirs fever functipns than those
provided by the b.as,x;.c apparatus de:cxj.b_e;:l abave may omit
one or mare of the sms:.lﬂ.'c opetrating -elements dgs,cti.'b'_ed

above.
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Srief pescription of the Prawings t

_Fig, X2 is a block diagram of pne epbodiment of &

Signal Proceissing Apparatus.

Fig. 2A is a block diagram of a TV signal betodei.

‘ Fi§. 28 4s a block disgrsm of a Radip Signal
Detogel.

Fig. 2C i3 a block diagram Of an Other Signal

Pecoder. :

‘Fig. 3 is a block diagran bf Signal Processing
Appararuses ahd Hethods as they might be used £ an
intemmediate tranemiasion Zsxcllity, in thiz case & cable:

Systen head end.

Fiy. 4 i3 a blpck diagram of ane embodiment of a
Signal Prosessing Apparatus uksed to prevént unauthotized

rieceéption and use of -3(gnall ARdANGIVEAIR St bmbbhiiBee

EACALUAL 8i-th- pugirrrtra—ORE T TR LSy DNetnepbretd
LA AR o TTORC P TROHS T— o — Chachd o

Fig. 5 is A.block diagram of one -embodineat of a,
Signal Proceasing Apparatus used to gather data on .__;

viewership patterns and as & rvating sheter.

Fig. 6 is » block diagram of pne embodiment of
Signal Processging Apparazused ‘and Hethods as they might be

used at a consuner ‘receiver xite.
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S1GNAL PBOCESSING APPARATUSES AKD METBODS

.

- L ..

- L ibem maut 2ET

Apparatunses and dethods for con 1in; ming Loas
oh seeote trlevision and radio eguipment and #monitering the
pro3raming t¢m,- {°Programing® here means eVerything traasmitted
-bver wvelevision or radio intended for commpnication of -
entertainment or information %o one pr mere people.) The |
Zi’paﬂ:use-s ange-methods can handlé programing transmitted
wither overrthe-ait (hifeinafrer, *broadcast®} or ever .hard~
wire (heteinafter, °cablgcast®), ‘The apparatuses rcceivi -
transmissions from as many as ohe hundted of more ghannels g,;.,.c,;.‘ .c,.:,)
that are sequentially scapned by one or more - Stehner 5 ——
trahsfer the transmiszions tc one Or .nore recefver/detoders
that idenrify signals 1n the progrikihg and sepsrate sShe .
signals from the progrAmisg transmissions, The signals may thea
be transferred thtough .deiTypter, The sepsrated and possibly
wholy Gt partially decrypred 3ignals are then transfetred. TN
through ohe of more wufieverso—a ProcesSorfAnd/or = data xecvteerﬁ’
Fhe—processor is- adapted to output jxs data—eorgompurers and -
Seher e&gtnd—-‘equi-pge«nt-w dewvices, The data
recordefr & adapfed to outpuc e dats th remote sites on g

R EEON

predeternined 2 The Hethoda opecare—by .cb-orﬂi-hlt%t”

Yequipnent €o¢ the—tramsmission and presentatioh of radio and’ | Lt.
television programing. T s e Bobfent to 4alerns? .

ws ;n'.“'l":- = - - & LR 4
= - ™ : t“'l‘ et
-

¢ . .
" Packground of the Iavention

At the Prdsent rime, vast amounts pf programing are
transmitted thrdugh varipus media throwghout the Unired Stages
which programing is handled with significant degrecs of manupal
pro¢essing s _giltfersat, didcréce rransmissioas onh .« sinjle
chahnel 5ys . s television, radio, and other < PR,
sesncareced flectronic Eauﬁrg wot integacrive with oae iy &—‘ e
3n0thet ~wisnput-~manual—progeesing ~exctpt /NER CeanShifted oo 1
spoe=ned 3imultanedysly. Even when co—ordimated—Ltransmissions——
4o ogcuz, they require significant degrees of ‘manual processing
a3 both the poings of originetion and receptiph, and- the
Segres of interactiph is limited,
Rith gne advent of @uiti-media systems that sllow co-
ordinatioh both as regaxrds place (for examhle, .2 .stereo
sidulcas: in one place by means of co-prdinated relevision
and radip riansmissions) .and as regards time (fof example,
+he co-ordindtion by means of transmissions and dara storage
tetnnigues of ‘Yeal-time pr pre-recorded video progriming 5' L. Foitim) 3
o pon o - o

~vith presentations from 2 seprl—time—or-pre—pregramned s " o

mitrocompute? warking with veal-rime or pre-zupplied datay,
and with the advancing develCpment of multi-channel systéms

COnpyy o :
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Such as S0-called cabli systtms, ouch’ Processing of such

~

v\ transal$sions Py manual means.is na longer practical.

It is the pucpose of tb& Invention to provide automstic

hs)to Process and monitotr such vransmissions at an indjvidual
receiver site pr sites and chntrol, in certain ways,the use of
rraasmitzéd programing and the nperatibn of certain asspciated
squitment, 3Such recelver sites may be stations or Systems
‘thar inkend £o retraansiit the programing,pr they may be end
usetrs Pf the prograging. The present .invention contemplates
shat ¢errain daca may be encrypted and that certain data
colletted from such processing and monigoring will automatically
he transfered to a rémote geographi¢ ldcation or l¥cations.

In thé prior art, there have been atrempts £o dévelop
systems td contrpl programing asd systems to monitor programing,
bur the two have been treared ms separate systeps, sad each
has had limited capacity.

As regards control syStems, cueing systema and equipment
now exist that transnit insecructipns to opecating éguipnent
ak receiver sitex by means of tbne signals .that are Garried,
in telewvision transmisiyions, in the sudio porwicn snd may be
heard by the humpn ear, Such systems and devices are used 1o
turn oo eguipment sSuch a& videotape players and recarders
that have been manyally loaded and to tell xuch éguipment haw
1long o run, Nacsravaenekhing—dt—therlimitetions—ef-headece
asg- é{a_i lers that get mepiaated-FHot-proganiags

Such prior art techaijues bave lacked the

Sapacity to Process the programing in vaFigus ways including

to instrutt teceiver end egquiphent what spetific Programing

to select to play por record other than that -immediztely at hand,
how to load it an player or recorder equipwent, when and how

to play it of record it other ‘than immediarely, how o modify

it, shat equipment or chanoel of channels to transmit it -on,
vher to transmit ir, and how and vhere to file it ov refile

it of gispose bf it. (Within television studips thar are ade
original ttansmitters of projraming, Gerzain sysiems and eguipment
do exist ‘for cerrain ARtomatit co-ordination of players, loaders,
and otner ‘equiprieht: howvever, manual instruections -still must be
given. oo site, for the to-prdination .of such eguipment which
iastructions ate transmitred elettronimally on hard-wire channels
that are srrictly separite from the channels on which the
Programing i3 rranamitted and such inSsructiony are never
broagéast.) Such prior ack systems and equipment have lacked

the capacity to .antomatically co-ordinite mpltimedia presencartions.
They have lacked phé capacity cto decryps encryhted processing
signals. They hawe lacked the gapacity o mohjsor whethex
receiver-end equipiment 4re f£ollowing instiuctions properly.

A% tegatrd$ monitoring syacems, varidus Systems and
devices have beén developed tp 'determine vhat programing is
plaved oh television., One such system £or monitPring programs
is described in U.S. Patent to Haselwood, £t al. No. 4,025,851.
Andther that monitors Mhes-eomitors by mpans of audio codes
that are only *substantially jnaudible* is desctibed iv VU.S:
‘Patent to Crosby Ra, 3,845.391. Relently deviees, called
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addressable converters, have been d_evelppsd‘fha_ifﬁﬁi’l.:iﬁe_t_e v

sorcalled pay-per~yiev marketing of programingMedd—honitor erd recerding

what individual television receivers tune to and eithet permif-ing

bl“ptg.ygnt.ff:}x'e tunegs to tpne to given frequencies, Such ’ ftc

‘prior art fechnigirs have been limited ro monftoring » single brssdsad atdhsok
channelyor snits 3nd have lacked the ahility to monitot muyltdi-

wmedia presentations. They have been.able to monitor only \
the audio or the video Portisén of television transmissions.

They bave lacked the capacity to simultaneously record and

rransfer information, They have been unghle to decrypt

enctypted signals. ZIbey have been able to monitpr only single

signal word iypes ot \-rs‘:rﬂ-lgnzth's that aye plated, within the

‘tiatspissipns, in locations that are pavaxying and unvariable, )
They have lacked the capagity to compare, «ssemble, amd/for

evaluate pulti-vord, muiti-location signala. Except in the

possible case Of addressable cofiverters, -they have heen unable

to distinguish the apsence of signals or signal words In .
transnissions. They have lacked the capacity to communicate

prosessing instructipns to external eguipment xs described in

‘the paragbapk abbve. 1t i3 thée .obisct pf the present invention

to overcome these and other deficiencies of the prilr art.

it is a furcher objest of the present invention to

procezs and moniforx $ignals on nimerous chanmels by seguentially
Scanning #Ach thanngl {ph .a predetetnined manner which maanher

»ay be varied. It is 3136 an bbiect of the present invention .
‘to preveht unauthorized uie of signals by permitting signal
exctyption, the vaviatioh of woxrd numbers, ward lengths, word

compo kitions. and/er word locarions. It iz also an object of

this system to process diffprent words in different vays. It

As also an -object of the prexent invention to provide a vecoxd

of signals that may be trantferred 2o a geographically disrane
location on tommand or predetermined {nstruckion. )
- " Othei objects of this inventfon will appea? from the

: £51lowihg fescriprions and the appended claims.

) . Summary of the Ihvention

“he prezent ‘ifvention ceons.ists of methods and apparatuses
vith several forms. .
Pne method provides a technique whireby -a bipadcast or
cablecas: :transmiasion facility cam duplicate the opetation
- of a televisipn Studio sutomptically through the useé of
N insctucsion and information signals embedded 4inh pragraming
either supplied from a rempre sourpe ot sources Or prerecorded.
The programing may be delivered to -the rransmissioh faciliry
py any means 1lncluding broagcasy, hard-wire, and manual means.
The transmission facility may transmit a single channel or
multiple channels of programing, Ihe method includes a
mon itofring rechnique 2o &onspruct a recpord for each transsiceed
channel that duplicates the lpg that the Federal Commpnications
Cormisgsion feguires broadcast .statipn operators to maingain,
The method permits the traasfer of sprh rechrds to a )

%mmﬂ%umu
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predezpemined site or sizes in a prederermined fashion o¥
fa. .

another method has application at reseiver sites such
as private hoses or public places like theagers, hotels,
prokerage Offices, etk,, whether commercial establishments or
not. This method provides technigues whereby, ‘autoaaticaliy,
single channel, single medium preSentations, be they television,
radio, or other electrpnic tranimissions, may be rechrded,
cb~ptdinated in time, ot processed in Other fashions, and/or
mulgimedia presentations may be cb-ordinAted in place .
.and/or ih rime. This method provides technigues vheveby the
‘timing an@ fashion nf the pluying, processing, and cdb-ordihation
of .a pPresgntation or presentations may be determined at the

“time)of teanspissipn or of preSentation, eithef 'in whole or in
part, either locally oc remotely, of a combination pf theae
facrors. . The method provides monitodring technigues to develop
data pn patrerns of wvievership angd to {:smi: the deteminatian .
Pf specific usage &t individua) peceiving sites L3¢ vatious
purpoeses includihg, for example, the billiag of individual
customers. Thé method provides techniques whereby mnauthorized
use of progtamihg and/or of signals may be prevented, ]

Both methods emplby signals smbedded in progrems. The

- _agdvantage of such esmbedded signals, a3 compared to headet and
trailer signalsy is that they £achot become separated
inddvertancly from the programing and, thereby, anhibit
aurpmagic processihg, they can convey sighals to egquipment
that sust Switch fanners or mades of Operatich during
2ranspissions ‘of individusl units of programing, and they &£an
be monitbred, (The teshnigques described here may use headers
and trailecs from time to fime.) The embedded signals may

7 rpn and repkat coOntinubusly throughout the programing or they
may run only odcasipnally or only onte, They may abpeatr in
various amd varying locarions. Inh television they may appesr
on one line fin the video portion af the transhissipn, or on a
portion ©f one line, or ou ¥pre than one line, and will
probably lie qurside the range of the television picture .
displaye@ on a normilly tuned televizion set. In television
and radio théy may appear in a portion of the audip tange
that 35 not notrhally tendered in a form audible to the humaa
ear. In telgvisioh apdio, rthey ate likely to lie between
sight and fifteen kilphertz. Signals may also be fransmitted
oh freguencits outside the tahges of television and radio.
Different aod differing numbers of signals mey he sent in
different and differing word lengths add locations,

The Present invention provides a imethod for obagcuring
the mzaning of the signals po prevent uvnauthorized use of the
signals and of their Asspciated programing. Theif meanings
may be obstured throngh encryption 30 thaf apparatuses
described below are necessary ko de¢rypr them. In addition,
the patrerh of the compoxitioh, Timing, and logcation of the
Signals may vary in such ways that only receiving 'a*p‘pg';;a.tuse's
thar age preinformed regarding the patterns that obtain at
any given tihe will be able to procesas the sighals correctrly.
The terfa *signal unit® here réahs one gomplete signal
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inszruciion Or informatipn message unitl Examples of signal
units are a unigue code identifying a -progtaming unit, or a
uynique purchase order awmper identifying the peoper pse¢ of a
programing unit, or 8 general lhstiuction identifying whether
a _ptpgt;;m:i{ig.unit iz to be tetransmitted immedjately or
recorded Tor delayed tranamissioh. The ferm “signal word*
meass one fnll discrete appearance of a signnl A5 émbedded at
one time in one locatipn on a fransmission. Exapples of
signal vords are a string of one of more digital daga bits
entpded together on a single line of video or sequentially in
apdio. Such strings may or msay not have predeterminsd data .
bits to identify the heginnings and ends of words. Signal
words may cpntiin pacrts ©f :3ignal unigs, whole signal units,
or groups of partial or whole 3ignal units or tombinations.
Both thé arrangement of signal units in signal mords and the
locations, timings, and lengths of signal “ords Ih individval
. . transmissions or groups .Of trahsmissions pay vary in fashions
. that can pnly be interpreted acéurately by apparstuses that
’ ate preprogramed with the keys to auch variations,
The present invention also providies-a method for
. identifylng attempts to make nnaythorired use of signals and .
N the ptoyraming associared wisth gighals. Wheh an apparatus
€inds that signal words fail 2o appear in Pléced and at times
wheh and vhere they ace expéected, the apparatus automatically
contacks one OF mote Tepote sites and mey or may not disable
the fiow pf prograning in Ppe OFf mOrk \ays. )
. The present invention contemplates a signal proceasing
apparatus cohprising a device br devices thax Gan selectively
‘scan transhission chahnels a3 directed, The channels may
convey televisioh, radip, or other transirission frequencies,
The inpus transmissisons may be rveceived by means of antennas
\ ‘or from hard-wiré copanectionsz. The scanners/switches, workin:
in parallel or series or cémbinstions, transfer the tranzmissions
ro in-line keceivgs/driecrora;—Jecoders -connected. £ -each o6VE«
reaceiver/de LD thas-analyza—the-putput 6f each regeiver/deétictor
and chnvert the encodegd signals fo digital informatioh;
decryprors that may gonvert ‘the received {nformation, in part
‘or ah vhcle. 10 other digita) infotmation aéeording to preset -
methads Or patterns; and one Ot wmpre processor/honitors and/
of .Bufier/compardtors that bHrganize and transfer the information
stream. Tne processors aod buffers can have inpues from eakh .
af thne regcepver/detector lines and evaluste information
concinuously. From the processors and buffers, the signals
may pe transferfed to external equipment Such as computets,
videorape Tecordezs and players, etc, And/or they may be
transferred o ane or mbre internal digital recorders thag
weceivé and store in imemary the regorded lhformition and have
cgnnestions ko one gr more rempte gites for further, transmiasion .

of the recorded infofmation. The dpparatus hasfan aptosatic — ) LIheNC
dialer and can cpntagt «htc remote gite? and transfer scored € wmermaraTT =
Qe

Anfommation as reguifed 13 a3 predetermined fashion. or fashioons, o
The apparatus has a clock for deteimining and recprding time R
as required. Xt has 3 read only memory for recording pecmanent
operhtihg insttuctiops and a programable random agcess memory
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R .
Eaadod- abgess-memocy controller (“PRAM confroller™) that
pecmics revision of operating -patterns 3nd instruccions, whe
ropatatue.bus seaps.{or -externasl communicatiohs -via telephoné
Ainet and -has an automatir dipleri The .PRAH cOntrollér may
be gonnected to all inrerhal operating units for full
flexibility of opsrations. . .

Signal Processing Apparatuses th# are employed in
specific situations that teguite fewer fuostions than fthose
provided by the basi¢ apparatus deséribed abpve may omit one
ot more Qf the specific operating elements described abgve.

- S Brief Descriptioh of the Drawings

Fig. 1 iz a block diagram of one eabodiwment .of,Sigoal
Processing Apparatus. )

-~ . Fig. 22 is a block diagram of & TV Signal-Detoder,
Fig. 2B is a block diagrsm of a Radip Signal Decpder.

Fig. 2C is a block diagrans of an Other Signal Decoder.

Fig. 3 i3 a block Biagram of Signal Processing Appsvatuses
An3d Methods as' they might be used fn an intermediate transmissjon
faciliry, in this case a cable :syiten head end.

Fig. 4 is a block diagram of pne embpdiment of a Signal
‘Processing Apparatus psed tO prevent unauthorized reception
and use of signals.and Programing At a conauwer recejiver site
swush as a home, theater, business, ett.

) Fig. 5 is a block diagram of bne embodiment of A Signal
Processihg Appatatus used ,to{dg;p onh viewership patterns and
AS 3 rTatihgs oeter. | qa E

Fig. 6 is a block disgram ©f one embpdiment of Signal
‘Process5ing Apparatuses and Methodsfat a consumer receiver site.
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£ilter.3}, vhich

defines the particazlar channel of ihterest to be analyzed. The

‘telerision chahnel signal is then transmitred to a standazd
amplitude demodujator,2g, whirh uses standard demodulator
techoigues seil~known ih the art to define the telewisioh daze
band signal, This base band signal is then ,é-rhn;n't,ttea through
Sepatace Raths to three separate detéctor devices. Theae siparate

" . ée}:ect;o:s afe designed to act oa the pertitelar frequency ranges
.i;n‘ which the encoded jnformation my'bg found. -the flz:t path

-an wdlo dmodniltor,“ \dlich ﬂn‘the

. i

" dasignated A fnputy

mwd—m«gh%—r wEi€al band indicator line

/ncgmg:,'fg ‘rhl.s v.e.rt.lc:l bmd ind;cutor “ine :O:E_eioer,%,
badhaacd X1

detects the =xistance of an engoded uqml in bhe'\!'l'cttlca'l band” -

- (SRR

-~ i T VS e .

-

nprmally used to define a televislom pictute. It receives and
- 1""\""‘3‘"“" s vasiwiis. awd peadcrs
detects qn)y that portion,of the u.ldgp seghal sranymitring this i
o perne s,

line porc;on c&-dna«qwl - d.untu. deteccori ad- buct’c‘/vw.
Path ©

shich aces to decode the encadvd—.‘rrrfumam.on l'h the Llng.

' 1‘nput$ thg(sepcratglr ﬂef.med signal to a- d:.g,l:nl de:ec;or, 10.
potpyt bpe LTV Sigvat dessdan

\,/ The tharee lines of mfotmcion are then gared to a hnffez' g

;,L:k;‘
. qu conpécator~id, which also retu.v_e; other inputs £rom the other
»

&~

separate repeivers tomprising similat fllters, demodulatocs and

decolert foif other channels of interest.

df ous afivig b Fiy. 3, omer pus tat
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"~ "3'25‘ 22 Furer 227 & Tie
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:cuw;hg,wu( buson i (G andr, a vadio

. dscatis yom $3-, aud o ftandaud Digilnl Aalichiv,
podio figesf daticTsr autpatt do bufr 8,

: (e pignel procsssn appacstio desonilud here

0 eonfiguud b jeetise broseast TV pignals oud
SMliensk W ard vadio pignsls, Wor i desireatls
&WAMJ{L franonipsinis puch ao banadeast
Misrounie tramomaums o Ablirsst dastmivion
b Mo Koo flaudicd T ond. vadis Q«au.»«h

Hor wivess ad Auskbey wld.h&ktmmpu‘&l:’
(Lcn*ﬁawaﬁ moue aud, oiﬁu Algual: dicodics

as desenibed bn. ﬁsp 2o weuld be addel. fs & har
2e plavun, ‘tﬂwduxral ﬁag‘wwmlipw
Yot appopieti e »cy fectdiea cineuiky, ¥€,
well kua it ant, and siopias Aigthag
dTicse, 46y bufve beiy outpat & badfin 9.
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nm‘-l&c—""
4 JM‘:;A;EMM ik, 12, Ometrs Wou.

' o buller compaator, vf,

Doller comparelor, ¥, hae meany G Ldbd'xguj
whith pguals aw o be veconted. To acoid
uven»dootlsj Aigibal vacovrdec, 16, At dupliesls,
\dAtn, bofles cpwfxufﬂ i Loy waaug for
ompasdlor, 14, U sownueled fo clock, S, anduet-tuie

ﬁ‘amls a:cmtuj b pudm.wwci Patlins | it

f‘fﬁf‘*a’ A(ut.f.ac. st »pf «y;u.pl‘ mbvewt s, 4{{1&&-&

Hat o pigusd umid ov vuik phatd he pasasd,
J.W bolfe, aompriato,s "t

a‘ba—.h‘ braws X he combined informaticn

$o<her—ttunemdtbod to a digita) zecorder, 12, which may be a

mempty storage elenent of atandard design.

_ . giqnel pracanier

" The solleockor
- . progroually vesdne
apparatus al4o bas a coptroller dayics which im:iudu a M{x

controller, 29, mmmmedmi—( ney—oschidntor -2,
A a uh;&au vl 4
an autematic dialling’ &cvxce, a4, ao&whe-dtgztui—cm:dar-’ﬂ,.

The, mﬁouu, 30, qovesis A ce.w\ﬁu-o(-'ou o--l-\vq.---._-;
2lemunts of iy apposdlie. Tk

- Th. tanttoller, 38, Inpats the local on:.tllatot. 2: in a
sequential pattern to select the vatiops thanpels beinyg received
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\”‘1 purtche s 1 gud woisdaa , L oand 84

by-the mixers—3~ This then allows the channels to be diverted to

the detectors, receivers and detoders in” any predetermined patters
desired:  Ale goubyollesr, 30, sem w.s%d“ /14-3&-.4-(
decodus, 3o auditsy wokim vl wm&a‘u Lok fov
gt wmdo, which, atlnos sigal wevd B g
Vocrined o Oy pallmnt pltluns, TE eass fusfuek
- '  huten 8, ow 4o astrmble plgnal wods o
/uéwml puily aed Abth ks évéd(u- for undlac
S pransfen aud how fo datlimine wfiel, oignals
b pass b Mo doerggGl'Zud whists & poss b
TpAscaMer owrk, 12, JE ca tald Asersilin, 104 wohunaw
how fo ehany, dionyphoin pollius ok Trehuifosss.
T eas Tl goamey vuk, 12, Wow by dalisuiy
whicl, pluels fo Paso oToually 0ud when and
Cpbare sud kow do ddfiunidit weliel, pigeals T
pass b bofen cowpasator, it £t ev. et bubte
 eonfinddor L lmewds what dud how bo eovut, whet
To vetord aud o dorprst wsle bt G wulouatin,
how o -handla At salorialion G gnml aud wl‘b
 vaealyed da piguals do digersd,

The controller alko {hputd the digital recorlasr, lﬁ‘ to
direct it :o ougtput the infoimation from the masory of the

Tecorder £0 & telephons connectign, 14, 384 hence £o the
collectioh sitd a the remotw gepgraphical location. fThe

controller, 13, also c¢ontiols the autematic telephone dialing
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Bevice, 14, o allew the apparates te automatically output its own

. v 4D clazuge MIplius
information in agcotdance witrh s predetermined sequence. diel-L,

-

To fanitiny Vo opraline of s devier o e conbwlléy, s,
Opu vactive ctsin nformalei- fom eloments of
apawtio. Squls can be pasud b K agpualio
Hutoop . proguming drasseiiinn Laguk of
prakie 1) anl wmiter, 2,  Gcewples of pucl
appuslis b coubet 4 vewmsls Rleplone Uit Kook
Atar axk fuypal olormaTiie pegudig Hue.
Ths procassor vnik, 12y ks S capaciby fo idukly
tusFueTisn. Adgualy v fowTallin,lo, dud pass
Ham b eodvolles 20, tvee corTrol bndevialicn
do pras etived fime plgrats b His eontvolles, 20,
T o predifliawned frobion, st by ek ehasgestls
}»—, cotvollin, 26, Boltn 8, st Rousir ok
) ek w&‘whu&mm&otm%
wham ,uau.ls - are psTouilid bo-Lovk v

Sy crniviles, o,
e Mﬂ;mwd &s&m-,s& il o appa., Onéultpfom;

b, W cavtuelion, 20, and Duflee, 2, eau Wasack on

MLM&».. Rt bofen, 9, Me‘*"““”g"{"'

. Chauncd Mau.‘ 8“"’1"#“"(“ Yecaired on dand

wmaske o pitgpat WWWQ&M
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Digitat Becoriden , 16, dm Ul Hia conbrllen; 20, ullic
b vestas pudiliuniued (iels of futtgss to permit
the confrolles B wstroel o dub dislee, 24, fo conlach
f—exlimal ko appopin. vendh sifi altuive Hi.

- veeode , th, B swtput ids data mk«-‘ Voo Uttinopy
aunitafti . The conbrolien 38, csn alio phut off aug
Lleniar ov alinsids of Hho agpoestiua G fote 17 in
ol Cowtnlles, 20, as o vesd tuly stssry for
ellubin §] prassnct opudDly imshuciis. K

io lstachee with ofuual sovvees via Gliplous
Gl 23, aud tan bt Mpropramel fom
Aol Mmal popvess. Bt follrun ATiadard passisd
proliclin. G&mt.uo ol Raoun, . Hu axf-
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SIGNAL PROCESSING APRARATUSES AND METHODS

Abstract

ué{t'»&- Aipes  dved fov
APparatuses and Methods lor&cohfr.ollmg, from remote
sites, programing Tuns on television and radio equipment

and tonitoring the programing yua. (*Programing” here

means ewerything transmitted over teleyision or radio intendeg
~m~utds ~)

for ctmmunication of entertajinment o

»ore-peepiear The APparatuses can handle programing trans-

mitted either over-ghe-air (hereinafter, “broadcast”) or
*D}, over hardwire (hereinafter, “cablacast®). The appiratuses
) receive transiissions from as pany as one hundred or more

channels ‘that ate ssquentially scanned by one or more iscanners/

HTR

. ‘Aswirches that ttansfer the transaissions to one of more

‘1-
O,h )ﬁt'y - teceiver/decoders that identify signals in the programing
g;"; A 9,&’9 and sepavate the signals from thé programing transmissions.
4 ’!’3 ‘The signals miy then be transferred through one .or more
'\/’ decrypters. The sepatated and possibly wholly or partially
‘LG detrypted signals are then transferred through one or more
% processors acd bufifers tp external equipment and/or data
resotders. The data recorders are adaptad o c;u:fu: daca

'O remote sites on predetermined iastructions. l The Methaods
co-ordinate and lnstrucet equipment in the tranamission and
b . stitainT BmaRigey
presentation of radio and televiaion pzcgramlnq. oo Iz
—

nnck round of the Invention

At the preunx. time, vast amounty of’ programing ate

transzitted through various media throughou: the United

Stares vhich programing {s handled with siqnuicmc degrees
auls of m Avmay
of nanual ptocessing as aifferent, discrets W

E

NOLLYIMOANI SS3M18nH TLINIQLINGD

on single channel systeas. Broadcasters and cablﬁcu&cu

transait programing with the expectation that viewers in

-

1S4 ’ ’
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- 2kote up

_gecgraphic location br locations.

one place tune to only one channel at 2 time, Wirhout

-manyal processing. television, Fadio, and other eleczrfnic

data transmissions are Ainteractive with one another oaly

“hen transmitted together simultaneously. Etven when co-
ordinated zranamissjons do occur, they require significant
degrees Of manyal prowessing at both ths poincs Of origination
2nd treception, and the degrse of interaction is limiged.

With the advent of multi-medla systsms that allow
coordination both as regards place (for example, 2 3stereo
simuléast in one plice by means of co-ordinated televisiobn
and vadio eransmissions) and as regards time (for example,
the co=ordination by means of transmissions and data storage
techniqués of Teal-time oswiziirwesrens video programing
with presentations from a microcOmputer woTking sEwasimcime

>

Ll Ear Lt

and with the
advancing development of multichanhel systems such as
so-called cable aystems, much processing of auch transmixzsions

by manua) means is no longer practical-. .

It is the purpose of this invention to provide sutomatic
means and methods to process and nonigér such ‘transmissions
at ;(individua‘l receiver gite ;{41;{3 and control, in
cereain ways, the use of transmitted programing and the
operation of certain assocfated egquipment. Such Teceiver
Sites may be spations or systems that intend to retransmit
the programing, or they may be end users of the prograning.
The present invention Qontemp.llttis that cercain data may be
encrypted and that certdin data ¢ollected frem such proceszing

and nonitozring will autéomatically be transfered to & remote

NOLLYIWWHOINI SSINISNE THIINIALINOD
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In ‘the prior art, thete have been attempts to develop

systems té cantrol programing and systems to monitotr programisng,

But the two have besn treated as separate systeins, and each

‘has had limiced capacity.

As regards control systems, cueing systems and equipment
now e£xiat that transmit instructions £o operiting equipment
st receiver sites by means of tone signals that are carried,
in telsvision :tm&n}.saton;; ip ths awdio portion and =may
be heatd by the hunsn esr. Such systems and devices ,n:i
used £o turn on equipment such a$ videsctape players and
recorders that have begn mahually loaded ..m‘d to tell sugh
equipoen: how long to run. Such systems cperate by transmit-
ting operating sighals that prscede and follow programing
and arée called *headers® and ®trailers* respectively. The
ust of headets and trailers limits prior art in that headers
and trailers can bscome separated froa programing, thereby
hampering automatic operarions. ‘Such -pripr arz techniques
‘have lacked the capacity tp proceas the programing ihn various

] 2ays including to Instruct teceiver end equipment what

“"% specific programing to select to play or record other than

,; ‘ rhat immediately at hand, how to load it on player or recolrdet
equipment, when and how to play ‘it or recotd ‘it othet than
imnediately, how to modify it, what éq,uipup‘nt ©or channel
or channels to traps=zit it on, when to ttransmit it, and

. how and where to file it or refile it o.! dispose of it.
(Within television atudios that are original transmitters
pf prograning, certain systems and eguipment do .exist for
certain automatic corordinativh of ‘players, loaders, and
other equipment; however, manual Instructions still must
be given, on site, for the co-nrdination of such eguipment
which instructipbnd are zransmitted electronically on hard-

wire channels that ave agrictly seperats from the channels
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n which the programing is rranssitted and such jnstructions

are never broadcast. Such -prior art systems and equipment

have lacked the capacity ro automatically cogsrdinate multimedia
They have lacked the capacity to destypx
They have lacked the capacity

‘presencations.
ensrypted processing .signals.
£O monitofr whether receiver-énd equipment are following

instructions properly.

F AS regards monitoring systemg, various systems and

devices have bean developed to determine what programing

i%x played on .:glgvisfén. One such syszen for monitoTing

programs is described fn U.S. Patent to Haselwood, ef al.

No.4,.025,85L. Another that monitors by means of audipo

todes that ate only *spbgtansidlly ihaudible® fs described

in U.S.§ .Patent to Crosby No. 3,845,391. Recently devices,

e (2T )
called addiessable converters, have been developed that
tacilicate so-called pay-per-view marketing pf programping
by monitoring what individual television receivers tune to

and either permitihg or preventing the tuhers to fune to

given frequencies. .Such prior xrt .téchniques and equipment

/ 3 have been limited to monitoring single breadcast stations,
channels or units .an_d'“l.ac)ted the ability to monitor multimedia

presentactions. They have bean able to monitdr only the

auvdio or the video portion of television transmissions.
They have lacked the :apac.ity zo nimu].:anepusly record and
Hee

transfer infomn:ion?’smey hav.:z been unable to decrypt
1Qaaf O ‘WKW‘”

encrypted siqn_a,l{ They have ‘been .able to monitor only

single s3ignal word types of word lengths that ace placed,
wvithin the transmissions, in locations that are wnvarying’
ang unvariable. They have lacked the capsciry to compace,
assezble, and/ot evaluaze multl-word, muylti-location signals.
Except .in the poasible case of addressable converters, they

have besn unable to distinguish the abssnce of signals or

XS
k Yuar vQAE e P P 4 .s..sl»d\'nu.’h \Mmﬁ\ Cee “gl“%; <t lg--v

SR R Sl e Bsioss? e s fcr.u Shln avd lenee Loan™NS
L . leter tiviveos M ?’.:.:.l wanler WLF sl percumars 5780, L ate
: ’ g
2 o Ll Sl M s fEs - J"o=

PHC 1} 10%2.0
NOLLYWYOINI Ssanisag THILNZQLINOD

» P -
I R S .I-'- tow - *Te 7, el
A
H
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signal words in trAnsmissions, They have lacked the Lappcizy

to commuhicate processing instructions to external eduipment

as desecribed in the paragraph above. It is the object of
the present invention to overcome thesé and other deficiencies

of the prior art.

It i3 a further object of the prasent invention to
‘Process and monifor aignals on niiterous channels by
ssquentially scanning each channel in a predetermined
banner ‘which mannet may be varisd. It is alsp an object
af :.:: p:o_;:pn:. "inv:ggion :c;, f‘r‘mgﬁﬁunhu;horiz\ed use of
signals, by permitring ;-lgnglA excryption, the variation pf
word numbers, wbrd lengths, word campoaitions, and/or word

. ) locations. It is alsc an object of this system to process
different words in different ways, It is alsb an .object
of the present j.nv;'nt;on to provide & record of sighals
that may be Xransferred to & geographically distant

location on command or predetevinined instruction.

e Other cbjects of this invention will appeatr from the

following descriptions and the appended claimsa.

Summary of the Inventlon

The present invention consists of methods and appaca-
tusgs” with several forms.

one method provides a technique whereby a proadcast
of cablecast transamission facility can duyplicate the

’ ' poperation of .a television studio aurtmatfcally thr'r;ugh the

.usa of instruction and information signals eambedded in
programing efther supplied from a remote source or soyrces
or prsrecorded, The prigraming may be delivered to the
transpizsion facility by any amans including broadcast,

havd-wite, and manual means. The transaissjion facility
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fay transmit a single channel ot multiple chanftels of programing.

The method .includes 2 monitoring technigue to construct 2

Tecord £of ekach transmitted channel that duplicates the log ’
thar the Federal Communications fommission requires broadcast

station operartors £o maintain, The method permits the transfet

of surh records to a predeternined site Or sites in a prede~

tarzined fashion or fashions.

Anpther method has application at receiver sites such
as p_;ivatg homes Of pudblic places like theaters, hotels,
brokerage offices, etc., whether commercial establistments
or not. This method provides techniques whereby, automati-
cally, :single channel, single m¢djum presentations, be they . .
television, radio, or other electronic transwmissions, maz

D be recorded, no-«o:dinxn:"l;&;g ;;‘ g;::::;ed in o:hox- ' '
. £fashibns, M&d:imdu presencations may be co~ordihated
s andfer inplass #6 bt g @0
ir—plavemndiot—in-bine, Thu methed provides technigues
whereby the timing and fashion of the playing, processing,
and co-ordinazion.of a presentarion or presentations may be
% + detetmined at the time and place of transmisstion or of
ptesentatjon, .either in whole or in part, efither locally or
remately, ot a combinatibn of these factors. The method
provides monitoring techniques to develop data on patterns
of viewership and to permit the detemination of specific
usage af individual receiving sites for variouas purposes
including, for example, the billing of 1n,divji_d.9,al custoners,
The method provides techniques whereby vnauthorized use of
Pprograming and/er of signals zay be préevented.
Both methods employ sighsls embedded in programs. The

5
hadded 3ignals, as compared to header §
§
5
o
<

advantage of suc

and rrailer st A'J.S) 1) that they cannot become separated
inadvercantly £ ® prograsing ecd, thereby, inhibit

'autoa,s:,l.; proceasing, ’:tne.y can convey signaly to equipment
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that must svitch manners or modes of operation during trans-
missions of individual uniss of programing, a_ndA':hey <an be
monitored. (The techniques described heire may use headers
and vrajlers from time to time.) The embedded signals may
tuh and repeat continuously throughout the prograkming or
they may zun paly occazionally or only once. They may
appear in various .and varying locations. In television
they may appear oh one line in the video portion of the
transmission, or on a portion of one line, .or on moré than
one lina, and will -probably lie sutside the range af the
televigion pictute displaysd on a normally tuned telgvision
4et. In television and radio they may appear in a portion
of the audip range that.i{s ndot ndroally rendered in a fowm
sudible to the hunan ear. 'In television .audio, they are
likely to lie Setmon eighe qm:x £ifteen kilohertz. Signals
may alsp be transmitted on freguencies pytside the ranges ’
c: televisitn and radio. pDifferent and differing numbers
of signals say ha sent in different and differing word

lengtha and locations.

The present invention :pt.ovid.'!.‘,s a method for obssuring
the reaning of the signals ‘to prevent unauthorized use of
the signals and of their associated programing. Their meanings
Tay ba obstured through encryptien so that apparatusdh.
desczibed belov are neceasary to decrypt them. In addition,
‘the pattern of the cogqposition, timing, and location of the
signals may vary in such ways that only teceiving apparatusds
thag are preinformed regarding the paktterns that obkain at
.any givan tise will be able to pracesk the asignals correctly.
The ter2 “slgnal unit® here means one complete signal instru-
grion br infaormation mesgage unit, Examples Of signal
units are & thique code identifying a ptograming unit, or a
unique purchase order nymher identifying the proper use of
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a programing uniz, or a general instruction identifying

swhether a programing unit iS tO be refran3mitted immediately
or vrecorded for delayed transmission. The gterm "signal

word® means one full discrete aPP!Ilr'An,cc of a signal as
exdedded at one time in one location on a transmission.
Examples of signal wotds are & stxring of one or more digital
dars bies encoded together on & single line of vidso or

. sequentially in audio. 5Such strings may or may hot have

" predetermined data bizs to identify the beginnings and ‘ends
of words. Signal sords may contain parts of signal unizs,
vhole signal units, or yroups of partial or whole signal
units or combinations. Both the arrangement of signal

units in signal words and the locatipns, timings, and lengths
pf signal words in individual transmissions ot groups of
transpissions may vaty in fashions that can only be ;in_ce:i)n;ed
accuvately by apparatusds that are praprogramed with the

keys to such variations,

The present invention alsc provides a method for
ag identifying attempts £o make unauthorized use of sighals
‘ and the programing assocjated with signals. When an
apparatus finds that signal words fail to appear in places
snd at times when and where they ;re'_expec:ed. the
apparatus automatically contacts one or more temote sites

and may or may not disable the flow of prograaing in one

pr more ways.
The_@reszn: invention can:enplates'% signal praocessing
apparatus comprising a device or devices 't!u: can selectively
scan ‘tranamission channels as directed, The channels mxy
éonve.y television, rAdlp.. -o¢ other t:amusién frequencies.
‘The input transmiasions say be recelved by means of antennas

or from hard=wvire conhections. The scanners/switches, working
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in parallel or series or combinations, rransfer the trans-
missions to @{& regeiver/decoder/detectors that identify
signals encoded in programing trananmissions and cenvert the
encoded signals ko digital information: decryptors that

may converf the received information, in part or ih whole,
o other digital information according to preset methods

or patterns; and oné Or Eore processor/monirprs and/ or
buffer/coaparators that Organize anci transfer the ilgorintion
Stream., The protessprs and buffers can have jinputs from
each af the receiver/detector lihes and svaluate information
conkisuoysly. From the procassors and buffers, the signals
may be transferred tO external aguipment such as computets,
videbtape recorders and players, etc. And/or they may be
transferced to one or mote interhal digital recorders that
teceive &nd store in memory the recordsd information and
hava connections to bne or mbre renote sites f£or further
transnission of the recorded information. The apparatus
‘has means £0r external communication and an automatis dialer
and can -contact rerote sités and transfer stored information
as required in a predetermined fashion ot fashions. The
apparatus has a clock for determining and recording time as

required, It has & read only memory for tecording permapent

‘operating instructions and a prigraxnable random access

meory congroller {"PRAM controller®) that permits Tevisfon
of o-pou:,ing patterns and instructions. The PRAM controller
‘may be connected to all interhal operating units for full
flexibility of operations. '

Signal Processing Apparatuses that are employed in
specifit situstions that require fewsr funcriona thah those
provided by the basic ajpsratus described above may onmit
ene or more of the specific operating elemants described

above.,
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Brief Qe,sc_riﬁt,ionpf the Drawings

Fig. 1 is a block diagram -Oof one embodiment pf a

Signal Processing Appatagtus.

-
[ Y-
Fig, 2A i5 a block diagfam of & TV Signal Decoder.

Fig. 2B is a block diagram of a Radio Signal
Faarres a2,

ioe.c':odcz'; .

Fig. 2¢ is a blgck diagram of .an Other Signal
250

De_cbdg:.;;

. Fig. 3 is a block diagram of Signal Processing

Apparatusd$ and fiethods as they might be uied in an

intetmediate transaission facility, in this case a cable

syscem head end.

Fig. 4 i3 & block diagram of one embodinment of a
Signal Processing Apparatu3a ysed £o pravent unauthorized

rectption and use of signals and programing at a consuner

receiver site suth as a home, theater, business, -etc.

Fig. 5 is a block diagram of one smbodiment of &
Signal ‘Processing Appsratus used to gather data on

viewwrship patterns and as & ratings meter,

Flg. 6 is a‘block diagram of one embodiment of
Signél Processing Apparatuses and Methods as they might be

-

used at a consiumer recelver site,

DiAscr.igzion of the P‘rc(.e;red Embodiments

The Signal Pricessor ARpATATUS
The sighal processbr apparatus for simultaneous use
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with a cablecast input that conveys bpth television and
ragio programing and a broadiast zelevision input is showsn '
in Figure 1. As showi, the input Qi‘gnau aze the entirte
range of ftsquencies or channels transmicted on the cable .
angd the entirk range of brosdcast television transmissions
aveilable to a lgcal televisjon antenna of cenventional
design. The _cib:ie tranenigsion is input simultansously to
switch 1 and mixer 2. The brosdcast transmission is input
to avitch 1. Swizch 1 and smixers 2 and 3 are .all controlled
by local oscillator and switch conttol 6. The oscillatpk,
6, i3 sontrolled to provide a number of discrete specified
frequencies for the particular radio and televisian channels
required, The switch, 1, acts fo select the brosdcast input
or the cablecast input and passes tranamissions to mixer
3 which, with the controlled oacillator, 6, acts Lo Select a
television freguency of interest that is passed 2t a fixed
frequency -t® a TV 3ignal decoder, 30.
Decodsr 30 i3 shOwn more fully in Figure 2A. In the
decoder, 30, the trcquenéy passes Zirsr through fileer 31
which defines the particular channel of interest to be
snalyzed. The televizion channel aignal is then transmitted
To 3 standard amplitude deémodulator, 32, which uses standard
déemodulatos techniques well knowa in the art to delfine the
televigion base band .si‘gnil. This base band signal is then
transaitzed through separate paths to three separate detector
devices, These sepatate detectors are designed to act on
the particular frequancy vanges in which the encoded
informstion may be found. The firat path, dulgm&:g ’:_._&
inputs 20 a sersical-band-~indiCutor line rateiver, 33. Tnis
perTItal-bend-dadicazor line xeceivar, 33,/derects™ }_;e
sxistance 0f An engoded signal or signals Aji~wNy or mdre of

the vartical bands normslly used to define a telev

picture. It caceives and detects only That porfipn or portions

R
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of the overall video rransmission and passes this line
portion or portions to a digital detector 2R
.34, vhich aces t0 decode che encoded signel infaortmation in
the line porgion or portions. The base band signal is alsd
inputed rhrough peth B ko an audio demodulator, 35, which
further lnputs a high pass filter, 36, and a digital detector,
37. The digital deteceor, 37, th¥ough standard detection
techniques wall khowa in the art, determines wvhether a
particular signal is presant ia the transmission in a pre-
getermined fashion. Path -C inputs the SR separately defined
<39 tranamisston to a digital derector, ?7727.

1f one tetyyns to Figure 1, one seea that the three ,
separare lihes of information uu:puiq:d from TV signal decodet,
‘30, are then gated t§ a buffer/comparator, 8, which also
receives ogher inputs 'from the other aeparate receivers
conprising similar filters, dezogulators, and decoders for
othet chenngla of finterest.

One such other path is that :from mixer 2. Mixer 2 and
the controlled oscillator, 6§, act to select .a tadio frequency
of interest which is inputfed to 2 radio signal decodef, 40,
shown in Pigure 28. 722 Tilcer 22? The frequency passes
£Lirst through standard radic regeiver circuitry, 41, well
kfown in the ark, & radio decoder, 42, and a. standard digital
‘detector, 43. As Figure 1 shows, the radio signal detector
outputs to buffer/comparator 8.

(The signal processot apparatus deacribed here 1is
configured to teceive broadcast TV transmissions and cablecast
TV sad vadio transmissions. Were it desitable to process
Signals in other transmiasions such as broadcast microwave
transmissions or .ceablecast transaissions on other than
standacd TV and radio frugquencies, the mixers and swirches
vould be Ap‘piop,:”u,nly reconfigured and one or more other
signa) decoders as described in Figure 2C would be added. As
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Figure 2C shows, the desired frequencies would pass through
appropriate other receiver sircuitry, 45, well known in the

are, and an appropriate digital detector, 46, before being

x
-ou:puzc_d to buffer/comparator 8.}

‘Buffer/comparator, §, organizes the data sfréeam that
it teceives according to a pre~déetermined fashion that
snables buffer/spmparator, 8, among other things, to assembie
signal units from sighal words. In a yrcﬁdcismin!d fashiot,
buffer/couparator, 8, identifies signal words and/or signal
units that must be decrypted, either in whole pr in pare,
and passes identified signal vords and/or units to dectyprer,
10. .Decrypter, 10, uses cohventional decxryprer techniques,

well known in the art, in a2 pre-determined fashion to deg¢rypt

such signals a3 required. Decrypter, 1, then passes the

dectypted signals to processpr or monitor, 12. Buffer/compararor,
8, passes signal words and units not identified as rejuiring
decryption directly to pracessor or monitor, 12.

Proceaxpr or sonitor; 12, analyzes, in a hre-gdetermined
fashion, the signal words and units thar it recefves snd
determines whether they are td be passed to &xternal equipment
or to ‘buffer/comparator, 14, for further processing or both.

If 3 signal or signals are to be paazed #xternally, processor
unit, 12, identifizs, in a pre-~determined fashion, the
extérnal equipient to which thé signal or 3ignals are addcessed
and passes them to appropriate jack ports .tor external
transnission. 1f they are to be processed further, processdr
or monigor, 12, passes them to buffer/comparator, 14.

Buffer/comparator, 14, has means for identifying,
aceprding to a predeternmined fashion, which signals are to
be rscorded. To avoid cverloading dfgital recorder, 1§,
wiz.. duplicace data, buffer/comparator, 14, haz means for
counting and discarding duplicave zignals, Buffer/comparator,
14, i3 connected to clogk. 18. It can identify signals accerding
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Buffer/comparator, 18, has means fot adding information -such
a3 time Of receipt, far example, to signals. ipon determining
in a pre-dezecmined fashion that a signal word of snit zhould

be passed, buffer/comparator, 14, :tan:%i-.u the combined
95 [ mn aan T,
M} infornation to a digital recorder, ld. '3, alsola,

."'b/‘ Digital recorder, 14, may be 3 memory storage element
of stazndard de4ign, It has means for determining in a pre-

determined fashion how full it i3 and passing this information

to conttoller, 20. The pre-determined fashion may include

provisions vhereby recorder, 14, Informs controller, 20,

-
v

automatically when {t reathes a cerzain level of fullneas,
The signal processor apparatus also has a conttoller

device which includes progtamable randém access memory

controller 20, read only memory 21 that may contain a unigue

digital code ¢apable of identifying the signal processing

. /!.. .-"\é"'

apparatus miquglg,'m 4an auzompei¢ dialing device

.24, and a telephone unit 2. The controller, 20, governs the
operationt of all operating elements of the apparatus. The
controller, 20, .inputs the local oscillator, 6. a sequential
pattern to select the varicus channels to be received by
sviteh, 1, and mixers, 2 and 3. This then allows the channels
to be diverted to the degectors, receivers, and decoders in
A0y predetermined pattern desired. The sontroller, 20, can
instruct signal decoders, 30 and 49, when, vhere, and hov ta
look for sighal words, which allows signal words to be
received in any pattern or patterns. It can lnstruct buffecr/
conpavator, 8, how to assemble signal words inco signal unizs
-and join units together .fof further transfer and how to
determine which mignals to pasi to decrypter, 10. It can
tell decryprer, 18, when and how to change decryption patserns,
fashions, and technigues. It can tell processor or monitor,

12, how to determine which signals fo pass externally and

when and whers gnd how to devermine which signals to pasz to
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and how zo deternmine which signals ro pass to buffer/comparator,

14. 1t can tell buffer/comparator, 14, what and how to

Fount, what and how to mark signals, ahd what received

signals to discard. The .controllet, 20, also inputs the
digital recorder, 16, tp direct it to oOuzput the information
from the memory of the recorder, 16, to ;:e,lqphom connettion,
22, and hence to the cpllection xiZe at the Tskote geographical
location. The controller, 20, also controls the automatic -
relephone dialing device, 24, to allow the appatatus to
automatically output its own infotmatiaon in accordance with

a predetermined sequense and to chahge telephone humbers
dialed.

To facilitare the operation of the device, the
conLroller, 20, can receive information from all operating
elements of the apparatus. Signals can be passed to the
apparatus 4pats-gopat¥omt by means of the programing
transzissions ipput ag swvitch, 1, and mixepr, 2, An example
of such a aignal is an instruction for the apparatus to
Py contact a ‘remote telephpone unit. The protessor unit, 12, has
(&% the .capacity to idenrify instruction isighals fot controller,
20, and pass them to cantroller, 2D, over control informakion
lines. Buffer/comparator, 14, has the capacity to pass
received time signials to the controller, 20, in a predetermined
fashion set by and changeable by controller, 20, Buffer/
compatator, 8, and monitor ot processor, 12, each have the
capacity to inform controllet, 20, when signals that they
ar# instructed £0 1look for in priedetermined fashions, set by
and changesble by tontroller, 20, fail to appear. Osclllator,
6, the contrpller, 20, and buffer/comparator, 8, can interact
in such a fashion that buffer, 8, tan identify the channel
that any given signhal is peceived on and soark the aignal for
subsequent identification of the channel. Olgital recorder,
16, tan tell the controller, 20 when it reaches predetermined
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levels of fullness to permit the controlier, 20, to inseruce
auto dialer, 24, to contact An appropriate reacte sige -7

allawing the recorder, 16, to output its daca making memory

avallable. “*Note on rempce iglephgnfe riééully ih,i:'ruc:'ing' o

{ the controller to erass memoty _to.l'lzzwing successful :nnmiss‘ipnz'
of data but controller having authority to ignors such

instructipns in the event the same data is to be coaveyed to
A a second remote :glcphpn::'_f

The éo.n:rpllgr, 20, can shut Off any element or elemencs
of the apparatus in whole or in part. It is interactive
vith external spurces via telephone connection, 22, and can
be reprogramed from sich remote sourées. It follows szandard

pxssword protection tachniques vell knowh in the are.

-

CONFIDENTIAL BUSINESS INFOBMATION

PHC 120433

PMC Exhibit 2012
Google v. PMC, IPR2020-00723
Page 384



- operate it a predetermined fashion ahd telephos pote

size vo get An additional signal or signals necessary fot
the propeér decryption and/or transfer of inceming programing

transpissions.

Pty Adved words ol figesl puibs

g \J

Methods .for #Honitoring Reception and Operation
Figute § illustratess nethoda £Or monitoring ceception
and operation wvhich methads can be used to garher statisiics
on programing usage and associated uies of other data
transnissions and sguipment. Such statistics are 'ngc;esur.y,
for example, in the developaent Of television ptagram ratings.
Figure 5 shows two conventional TV sets, 132 and 144,

a conventiscnal video cassette zecotder, 135, a convantional

videodist player, 137, a convantional radio, 141, a conventional

microcemputer, 142, a c¢onventional data printer, 146, and a
television ast, 148, that is capable of displaying two
@Aifferent television talsvielan programing transmissions at
ohce. This is only a representative gtoup of equipment.

MHahy other types &f television and radio players and regorders
could be inclpded in Figure 5. ’

Except for the videodisc player vhich neither records

. nor displays prograiing or other data, aach unit has an

appropriate associated signal decoder. Each gecoder iz
likely to be lotated physically inside {tx associated player/
¢retorvder unit. Esch {3 located at a point in the .asacciated
unit's circuitey whare it receives every esde aignal on the
prograning channsl or data channsl 0 which the unit is

tunad for which,the decoder i3 pregramed in a pradetermined
£ashjon to search.
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- I2 a vnit like the microcomputer San teceive transmissions

from-mpre ‘than one source or of ;w.gei than one kjihd~~television,

radio, of othefs~it will hive EBoceesnemroric~dessdorr—=fir

Weaie to monitor every channel and kind of rrangmission it
cah veceive.

The signals for which the decoders are monitoring are
likely to bs immigue digital codes .m.?'{é.nmy Shansouvee
They adld

@& each programing or data unit rﬁc..iquh.
networks, broadcast stations, channels on Fable systems, and
possibly times of transaission, They may convey unique
identifier ¢codes for each program or &ommercial. In the
cAse Oof data trtanamitted to the microcomputer. they m he
unigue codss that identify the source and suppliesrs of the
daga. In the cazs of data received at the printer, they
:-:{l- identity pumblications, articles, publiishers, distributors,
advertisements, efe. The decoders, 131, 136, 135,»&143,
145, 147, 149, and 150, may search for many types of cbdes,
and the types described here provide only examples.

In Figure 5, each decoder receives every relevant

signal recsived by its assocciated player .or recarder unit.

For -example, decoder, 131, receives every signal for

TAL iy 1n:::ucted to .seaxch ;ln 4 ‘predeternmined fashion

{&n cvury ptoqruamg unit played on 'rv azt. 13‘3 and transfers

thc sxgnals tp signal processor, 130, uhu:h has means to

identify the source de:oder fron ublch each sa.gnal thac it

TV aet, 13.1. uy receive £uch ptogrmi.ng

vaceives comes.
from pany sourtes including cable converter box, 133, video
cuu:n recordeyr, 135, and v.ldnodisc puyer, 137,

136, ractw..c_s avary relevant _ngmu

proq;-ming recorded

by videt cassette r‘gcgcééx, ?39 and t,ézr{sze.rs it o signql

processsr 130. Radio aignal decoder, 138, operates similarly
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fox radio, 141. Othear signal decoder, 143, for microcoaputer
1¢2, 7TV signal decoder, 145, for TV set, 144 {which..wseone
LEheT-baeeninias, N3y Tecsive projgr.;ning Inputs and asspéiated
3ignals generated or :tabs'to_n’-ed by. migrocomputer, 142}
Other signal desoder, 147, fovr printer 1l46. And TV signal
decoders, 150 and 149, -for wach channel of prpgr;ning received
and displayed by muleiepicture IV set, 148.

One particular advantage of these methods for monitoring
programing is that, by locating the identifietr signals 4in
the audio sndsor video and/or other parts of the programing
thar are conventionally recorded by, for eiample, conventional
video cassette recorders, .th«; methods provide technjiques
for gathering ssatistics on what i3 recorded oh video cassetts
recorders ‘;nd on ‘how people replay such tecordings. For
example, a patson might instruct video cassette recoxrder,
135, automatically to record the N&é"&(’c:mrk Nightly News as
broadcast over wtation WNBC in Nev York City. Recoxder,
13S, might receive thé prograning over Manhattan Cable TV
channel 4 and recotrd the programing from 7:00 PM to 7:30 PM
on the evening of July 15, 1985. Each discrete bit .of this
informatijion could be conveyed to racorder, 135, fn a signal
unit or unirs 1:3- the programing so received and recprded,
Decoder, 136, would identify these -aignals and rransfer then
£o signal processor, 139. Subsejuently, the person might
play the reacorded programing on TV sef, 132, from 10145 PN
to 11:1i5 PM the same evening. This time, TV signal decoder,
131, identifies the embedded mignals and transfers tham to
signal processor, 131. FPrerecorded vided cassettss and
videddiscs cpuld alzo contain unique .embedded cudes that
would identify their usage {and could also transfer instrilic-
tions to other axternal squiphent). Jvedsnt-aab-wo=—r-
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Signal processor, 130, would probably receive these

signals from decoders, 136, ead 131, Amd-eiscsigreie—feom
desodery 138, 30K, 143, 145, and 147) at irs buifer/comparator
unit, 14 (referring 5 Fig, 1), in a predetermined fashion
ehat would permit signal processor, 130, co identify which
decoder the ingividual signals come fram and, in e predetermined
fashion, creats a. signal string by appehding digital
information to the received signal which information might
identify -the individual decoder, 131, 136, 138, 143, 145, or
147, and the time of receipt at i;:;nu processor, 130. To
minimize the use of data racorder, 16, buffer/comparatot,
14, may evaluate signals in a predeternined fashion and
discard some .signals _u,_:hnr than passing them to the tecorder,
‘16, It may compare each signal fros a gi-v;wuutne such as
gdecoder, 131, with other signals received earlier from the .
Same source. It may only count incomihg duplicate signals
or it may sppend a time ¢ode to the end of the basic signal
string formed Around the first received signal and altet
this time designation each time a pew duplicave signal is
identified so that the tike code identifies the time of
yreceipt of the last duplitate signal, Whatever method is
used, the buffer/comparator, 14, may discard all duplicate
'signals received, At a time when buffer/cempatrator, 4.
detetmines in & predeteimined fashion that it will receive
no further duplicate signals, it transfers the full siynal
string to racphrder, 16.

** pevice 129 {1leatresas epotber est end method .o+

** Sig, Proc. can tell devicss where td look.**
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Methods for Governihg or Influyencing the Operation of
Equiprent that is External to Conventional
Television and Radio Sets by Pazsing Inlt:;.lcgion
and Informatian Signals that are Emdedded :in
Television And Radip Programing Tranamissions to
Such t-:is.er,n;l E£quipment

Signal proressor spparatusdy have the abilicy to
identify instruction and informarion signals in one or msve
inputted televigion and radio programing transmissions,
identify and discrimihate asony ohe Or sare pleces pf externai
<equipment to “h-ich xuch signals are addressed, and transfej -
such signals ;o such eguippent as dicected. 'm% petmits
many valuable -QM for facilitating the operation of 'such
éexteznal equipmeant.

ﬂgux—n $§ illustrates one possible configuration of
rquipmant 4§/a home or office or other television and/or
radfo receiving site. ef-‘“f- ey

Governing the Home or a’f.:ifcc Environment
Figure 6A {1lustrates a mathod for .9bv.n:ui§ng 4 hotie

or pffite environment, Oma or more channels of teleyision

programing tu.nuinupnl input to signal processor, 200, and
cadble convertar box. 201, may contain siqnals tntended for
microcomputer, 205, whith signals convey infor!mi-on on
local weather conditions. Such signals might omc:ide ;:’i,::,‘e::

outside temberatire and barimetric Tesadinga. They may

. include forecast dats, Signal processor, 200, is always

commnwmmsmommon
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operating and monitors all incoming channels, It €4n convey
suth signald to microcompures, 205, whensver it receives them.
TV signal decoder, 203, can alsp identify such signals bus
only in the one Tv ffhanhel transferred by box, 201, to TV
set, 202, 8ad then only vhen TV set, 202, is on and operating.
- vizsved
ogrcoder, 203, rransfers auﬂsignal; to processor. or monitor,
204, vhich identifies the signals ax addressed to microcampurer,
205, and transfers them to aicrocoampurer, 205. Hicrocomputer,
205, as,;.: sych received signals, in a Predecermihed fashion,
to govern the operation pf furnace, 206, ajit conditioning
system, 207, and window opening and closing ‘;‘::n’. 208,

Co~ordinating a Stereo Simulgast

Figure 6B {llustrates a amthod for Qutomatic co-
ordination of s hmyltimsdia presentation in one place, isn
this case & atereo aimylcast., A person descides to watch a
program on television that s 3ter«o simulcast on a local
redfo station, o0, The person turns on television, 202,
and tunes to the proper channel. 7TV aignal decoder, 203,
detects signals in the programing transmissipn on the channel
which signals it transfers to monitor or processor, 204.
#onitor or processor, 204, determines that certain signals
are addressed to switch, 202, and transfers these signals to
switch, 202, These signals ién:r.!:uct switeh, 202, to tucn
pawer on to radio, 209, and its asaociared Qquipaent,
including a .i:onven;ioxic}l tuner, 213. #onitor or processoc,
204, also identifies aignals addressed to tuner, 213, vhich
it transfers accordingly. <Thess signals instruct cuner,
213, ‘to tuna vadio, 209, to the proper fregquency fok the
simulcast. Automatically, by turning TV set, 202, to the
channel with & sterep simulcast, the person has activazed

the stereo simuléaat.
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At the Sa of the simulg » signals-are tran ted
’ r/ - .
in the prodceming tbat decoder; 203, -Ade Lfiea and Frocessoy,

Vﬁn%;o swizch, 2)2, wpich s nala. lu:;rnct. u;/u"
L2, to cucn off rhdic, 20 nd deacti :e the émucnt,

Figure £B also shows signal processar, 200, non_j.:cnn_g

for a dguélﬁ’athg'xing and ratings service. TV 3ignhal decader,
203,. and zadip signal decoder, 211, alsc identify certain
signals that monitors oxr prdcassors, 204 and 210 respectivaly,
deterinine to identify the programs, #tc. onh ‘the chahnels to
which TV set, 202, and radio, 209, .are tuned, The processors,
204 and 210, transfer this information to signal pracessor.
200, fotr recdrding and subsequent trahsmission b a remota

data collection gite. Simultaneously, Prpcessor, 200, is

al3o miénitoring sequentislly all other broadcast transmissions

in the locality to gather Zurther | sransmit

"

to a rempte site.

Hethoda for Reteiving Selscted Information and/or Programing
Figure 68 {llustrates amethods for - monitoring multiple
Programing channels qhd selec : mation In a predetermined
fashjon. In this example, mjicroprocksaor, 205, iz ptograned

o hold a P;‘-Vrttol.ic of stocks and wishes .to receive neus
about these particular stocks and about the industries They
are in. Several separste wavs services transmit nevs thee

e~
is—msvviogin—disferent thannels 00 the multi-channel cable

transmisgion to converter boxes, 222 and 201, and to signal -

processor, 200, The hews secvices preceed each pevs
transslugion with a unique signal thae uniguely identifies
the coapany OF companies to which the news {tem refers and/or
‘the induseries. In a predeteimined fashion, microcomputer,
205, instructs signal processor, 200, £o hold examples of
the ssught for l;ni‘!l_-l‘ signals in its buf fexr/comparator, 8,
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and compare them with all incoming signals. Signal processor,
200, scans seqguantially all channels. When .it identifies g
signal of interesg, it relays that information and the
channel identifier, ih this {llustration, to microcomputer,
205. ih a predetermined faghion, .either microcomputer, 2085,
or signal p:o;.s;ar; 208, inztructs zuner, 223, to set cadle
converter box, 222, to the propsr channel, and nicro¢ompurer,
heoinformation in memoty or transfer it to

printing., -Tre—

200, cay tesops

Printer,
InN » fashion, microcomputer, 205, msy alap
instruct signal processor, 200, 'to .monitor single or multiple

television chanhels and/or radio channels for programing of

interest in addition to or instwad of othsr transmission

gy wiovesd

channels. (H
In anpther example, sicrocotmputer, 205 may be prei ed
. A

that a certain telsvision program, hypothetisally *Wall
Streez Week," should be televised on ™ sk, 202, ~hen it is
cablecast. Microcomputer, 205, {s preihformed of the tine
of cablecasting. m;m chat time comes, nicrocoaputer, 205,
receives no program jdentification sighals whatevet from TV
signal decoder, 203, which indi{cates that the set, 203, i3
not on, Microcomputer, 205, inst.mc.!;'s signal processor,
200, 'to paas all program and channel identifiers on all
prograning being cablecast on the nul,ti-c'hmnd systen.

Analyzing theas identifjets is a prederecmined fashion,
mictqoomputer, 205, determines that *Hall Street Woek® i3 |

being televised on channel X. Then, in a predeteimined

‘PHC 11045

Zashion, nicropamputer, 205, aay instruct tuner, 214, to

switch pox, 201, to channel X and ®ay inatruct control 'uysgei;
22b, to turn video recorder, 217, on and record *Wall Street

Week,® and alko mitciocoaputer, 205, may instruct switch,

216, to turn TV set, 202, on and tunar, 215. td tune .
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appropraitely o "Hall Street Week,*

Method for Co-ordinating Mulpimedia Presentations in Time
Figure 6C can alsp illystrate hov programing delivered
at different times to one place £an be co-’o.:dxnatad ‘tb give
a multinedia presentation ar u:-:u- tine in &.:::- Place.
Each weekday, ni;_rocmptltir., 205, recaives, about 4230
PM, by means of a digital informarioh channel, all closing
Stock prices appliZable that day. It may receive these
directly of it may autonatically query 3 data satvice for
them in a predetecmined tashion, It recopds those prices
that relate to the stocks in its stored porcfolio.
Micrbeonputer, 205, is preprogramed to respond in a
predeternined fashion to instruc tion signals embedded in the
"Wall Street Week" programing trahsaission. When the “WHall
Street Week® transmission begins at a:;o’;n hswim;tructlpn
sighals are identified by decoder, 203, and fnn;terne.d tQ
mitgocomputef, 205. These asignals inattuct microcogputer,
.205, to generage sevearal graphic videp cverlays, which micro-
computer, 205, has the means to gsnerate and tranimit and TV
.set, 202, has thée means to receive and display, and to
transmit these overlays to TV set, 202, upon command.
Subsequently in the program, .the host says, “Bere is what
the Dow Jones Industrials did is the past week,” and & studio
generated graphic is picrured. The lost then aays, -';i;c;o is .
what the broader NASDAQ index did in the wveek paxs,” and a
»tudio generated graphic overlay is displayed -on top of the
tl:s;‘grcphic. Then the host says, "And here is what your
G’-'&-‘“‘ did.® Ar this point, an instruction signal is
Yenerated in Jdm the television studio originating the
prograning tﬁ‘m is trapsmitted in che prograwming transmission.
mli signal is identified by decoder, 203, and transferred
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via processor, 204, to microcomputer, 205. This sign_ai'_wu‘”)'
instryces microcomputer, 205, tb transmit the first overlay
for a% .long as it received the same instruction signal from
ptocessor, 204, The viewer then seea a mitrocomputer
generated gtaphic of his own stocks'® performance overlay the
studio generazed graphic. Shen the two studio gensrated
graphics are np longer displayed, the studio stops sending
the f{nstructien signal, and the mictocosputer. 205, crases
mg—i—es own graphic o TV set, 202, and prapares th send
the néxt 1ocally generated graphic overlay upon ihs:ructlén
from the originating studio,

This is-only one of many srxanples of the co-ordinatioh
a% ong¢ time and in one place of programing and information

magerial delivered at different times.

to-ordinating frint and video

Figure 6D illustrates one method for cp-ordinating the
presentation of information through the use of print with
viden, Ffigure 6D also illustrates popsible uses of a
dacrypter and a %‘::fu-m-

Suppose & viewer watches a televigion prograsm on
coocking techniques that is received on TV set, 202, via box,
201. Julia childs’s *The French Chef® is one sych program.
Halfway through the program, ‘the host u}s. *1f you are
intetested in :oal:,h:_g what we are preparing hate and want a
printed copy of the recipe for a chlj:;: ‘::‘ g‘ngr 10 cencs,
press 567 on your Widget Bighal Qenerator.” The viewer then
Fresaes buttons 567 on Mwuc, 225, which signal
i conveysd to the buffer/comparator, 8 {referzring Lo Pig:
A}, of xignal progcessor, 200, to hold and procexs further in
a ptedetermined fashion. Five minutes later, a signal is
identified fn th¢ incoming programing on TV set, 202, by
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decoder, 203, which is also transferred by processor, 204,

to buffer/comparator, 8, of Signal processor, 200. This
signal instructs buffer/conparator, 8, thag, 1f 567 has been
recejved from signal geherator, 225, signal procsssor, 200, '
should, in a predetermined fashion, inagruct tuner, 223, to
Tune cable converter box, 222, to tha appzop,:u,t‘m channal o
receive ths recipe in encoded digiral fors and instruct
control -ann.‘ 226, to activate printer, 221. The signal
zrangnission also gasses a signal vord tp signal pirocessor,
200, which, ih a predezermined fashion, signal procesaor,
200, decrypes and transfers to decrypter, 224, %O serve as
the code upon vhigh decrypter, 224, will decrypt the incoming
encrypted racipe. Then, sz part Of the predeternined
operation, signal Rrocessor, 200, conveys to its daza
recorder, 16, information that the 567 ordet vas placed by
the vieuver and all necessary eguipaént was enabled. When

the transmission of the recipe is receivad, box 222, tranzfecs
the transmission to dectyprer, 224, for de¢ryption and thence
to printer, 221, for printing. Other signal dacoder, 227,
identifies a signal in the transaission received by printer,
221, which it passes via processor, 228, and buffer/comparator,
14, of signal processzor, 200, to data recorder, .l6. This
signal indicates that the recipe, itself, has baen received.
Subsequently, when signal processor, 200, :iransfers the dasta
in its duca recordeir, 16, via tealephons o A rézmote slite, ’
‘that site can determine for billing purposes that the recipe
was, £irst, ordered ang, second, deliverad.

(An alternate agthod for transaitting ths racipe to
printer, 221, would be for the rFecipe: itself, to ba located
in zhe enccdad digital fora in the programing transmisaion
reciaved by TV set, 202. In this case, decoder, 203, would
§dentily the signals conveying the recipe anrd transfer them

-
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via procesi#or, 204, to signal processor, 200, which would
decrypt them, itself, and transfer them, via means vhich in

this case it would have, to printer, 221.)

Method for Using Signaling and Decryprion Techniques in the

Piatribution of Copyrighted ‘Materials

Tigute 6E illustratss a signaling and dectyption
technigue wvhich could merve to facilitate the slestronic
distribution of copytighted materials such as books and
movies by tending to discourage piracy and the unauthorized
ratrangmission of copies, wvhether they be properly acguired
or pirated.

Figure 6F gould be any home of commercial establishment
but i3 described here as a book store. Uaing conventional
‘Lazer videodisc equipment -and techniques, well known in the
art, a publisher has put his full line of books on laser
discs in encrypted form and distributed one copy of sach
¢isc tb eqch of his authorired baok ztoze :utaii outletxs.

He has also disrributed to esch a conventichl genmputer
floppy disx for uu oh conventional microcomputer, 205, ‘thnt
can operate conventional laser videodisc system, 232, in a
predetermined Zashion ro locate and transmit individual
ritles in his line. .

A tustopar comes into the book atore and asks to buy &

title. hypothetically, How %o Grow _Grus. The xalesman asks
the cistoaer for suitable identification, types into micro-

cogputer, 205, the coutomer's name and address and that he

may check: 20 determine that the customer has no record as a
pirate theh transfers his name and address to buffer/comparator.,
8 (referring to Fig.l), of signal processor, 200, and ihatruces
laser videndisc systen, 232, to transzit its encrypted &opy
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of Hov to Grow Gruss. O printer or other means, 221, via

dectyptors, 224 and 231. Laser system, 232, transmits gne
copy of the encrypted title to decryptor, 224, and one to
signal processor, 200, fOF processing and evaluation.

In the ehcrypred title, signal progesser, 200, identifie:
one ot more signal words. If signal processor. 200, has the
customer's nazs and address and the bookstore is a vatail
outlet in gpod standing, signal processor, 200, dscrypts tha
signal word or words and transfers them to dectyptor, 224,
£0 asrve as the code for the first stage of decryption.

Dectyptor, 224, then dectypts & pact of the encrypted
transmission and passes the partly decrypted transaission to
signal stripper, 229, and sighal generator, -230. Ih the
decrypted portion of the pertially de¢rypted transmission,
signal processor, 200, idencifies a second signal word or
set of wouds vhlch it decrypta in a predetarmined fashion
and passes to decryptor, 231, to serve-as the code basis for
the second stage of desryption. -5ignal processer, 200, also
pay instruct signal stripper, 229, to remove this sscond

q% signa} word or words. Signal processor, 200, also passesy
the customer's namy and address to signal generaker, 234,
which generates & aighal egbedding the customer's name and
address in the programing in a suifable place or places ih a
syitable Imshion, (Signal proceasor, 200, may alsp transmit
the gcustomer's name and address to printer of other means,
221, for aczually printing of the customer's nane apd address
in the taxt.) The transmiszsion then pa-:,;a throwgh decryptor,
231, vhich vospletes the decryption process nd peasses the
secrypted prograzing tranemiasion to printer or other means,
221, and also to signal processpr, 200. Signal processor,
200, recaives And analyzes the signal content of ghe pr.c;g:ui.ng
output of decrypter, 231 to ensuce that stripper, 229, .and

PHC 110456
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angd generator, 230,

have Zonctioned Properly. If they have

nét, signal Frocessor, 200, shuts down the decryption of the

title and prevenky its delivery £o the customer.

9
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