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344 | data protection ¢ Data Terminal Equipment

their users to share their lists of friends and similar information with other Web
sites. I's called “data portability,” and its advocates hope that one day, you'll
be able to share all your information, including your searches, with anyone else
you want fo. The DataPortability Projectis a grass-roofs advocacy group pushing
the idea; some of the biggest tech companies, including Microsoft Corp. and
Google Inc., have joined it. According to one of the project’s founders, Chris
Saad, a good definition of “data portability” is the ability of users to be able
choose fo share some of their dafa between the services and being able fo
do so with peace of mind, security and safety. Why would users want this in
the first place? It makes it easier to use multiple services on the Net, and it
increases the value of those services. A typical user, according to Saad, might
use six or seven services: Gmail, Google Docs, Hotmail, MySpace and /or Fo-
cebook and /or Twitter, Yahoo Messenger. If you count all the applications that
ask for your user name and password and picture and favorites, it really starts
to add up. Each of these applications acts like you have never used another
application in your life. But with data portability, when you sign up for a new
sociaknetworking service, it will have access o your friends and your profile,
assuming you give if permission fo.

data protection A means of ensuring that data on the network is safe.
Novell's NetWare protects data primarily by maintaining duplicate file directo-
ries and by redirecting data from bad blocks to reliable blocks on the NetWare
server's hard disk. A hard disk’s Directory Entry Table (DET) and File Allocation
Table (FAT) contain address information that tells the operating system where
data con'be stored or retrieved from. If the blocks confaining these tables are
domaged, some or all of the data may be imetrievable. NetWare reduces the
possibility.of losing this information by maintaining duplicate copies of the DET
and FAT on separate areas of the disk. If one of the blocks in the original tables
is domaged, the operating system switches to the duplicate tables to get the
location data it needs. Data protection within standard NetWare also involves
such features as read-afterwrite verification, Hot Fix, and disk mirroring or du-
plexing. See Disk Mirroring and Hot Fix.

data rate The rate of which a channel carries data, measured in bits
per second, also known as data signaling rafe. If there are restrictions on the
pattern of bits, the information capacity of the channel could be-less than
the data rafe. In short, data rate is the measurement of how quickly data is
transmitted — but it may be very different (i.e. less) than what the channel is
theorefically capable of.

data rate mismatch A condition that occurs when a packet’s trans-
mission frequency (data rate) does not match the local transmit frequency.
data record See Dafa File and Database Management System.

Data Retention Directive A directive pussed by the European
Union Parliament in 2006 that requires communication service providers to
retain selected call record defails (CDRs) for every customer call for a period not
less than six months and not more than two years from the date of the call. The
purpose of retaining the CDRs is to make them available to national authorities,
and in accordance with national law, for specific criminal investigations. The
directive also requires European Union member states to implement measures
to prevent unauthorized access to the data and to apply appropriate penalies
when unauthorized access occurs.

data scope See Data Monitor.

data scrambler A device used in digital transmission systems to con-
vert an input digital signal into a pseudo random sequence free from long runs
of marks, spaces, or other simple repefifive patterns.

data secure line A single fip and ring line off the PBX which is pro-
tected against any tones (like call waiting) or break-ins that would otherwise
mess up any ongoing data transmission call.

data security The protection of data from unauthorized (accidental or
intentional) modification, destruction, disclosure, or delay.

data segment A pre-defined set of data elements ordered sequentially
within a set, beginning and ending with unique segment identifiers and ferming-
tors. Data segments combine to form @ message. Their relation to the message
is specified by a Data Segment Requirement Designator and a Data Segment

Sequence. Data Segment is an EDI (Electronic Data Interchange) fermy
Electronic Data Interchanges, each data segment has o specific place g
a message. The data segment sequence defermines exactly where o SEqey
will occur in a message:
o Heading area. A segment occurring in this area refers to the entirg
message.
o Detail area. A segment occurring here is detail information only v~

override any similar specification in the header areq. P

© Summary area. Only segments containing total or confrol informatigp

may occur in this area (e.g., invoice fotal, efc.) il
Data Service Unit DSU. Device designed fo connect o DTE. (g
Terminal Equipment fike a PC or a LAN) to a digital phone line to alloy e |
digital communications. A DSU is sort of the digital equivalent of o g |
In more fechnical terms, a DSU is a type of short haul, synchronous daq
driver, normally installed at  wser location that connects a user's synchrgpye |
equipment over a 4-wire circuit fo a serving diok-centrakoffice. This seryicg g
be for a point-o-point or mulfipoint operation in a digital data nefwork
are fypically used for leased lines. For switched digital services, yoy
(SU/DSU (also called a DSU/CSU). See CSU/DSU and DSU/CSU.
data set In AT&Tjargon, a data set is @ modem, i.e. a device whig
forms the modulation,/demodulation and control functions necessary to pryg
compatibility between business machines which work in digital (on-off) sigp
and voice telephone lines. In IBM jargon however, a data set is a collect I
data, usually in a file on a disk. See also Modem. il
data set ready One of the control signals on a standard RS-232
nector. It indicates whether the data communications equipment is con
and ready to stort handshaking control signals so that transmission can s
See RS-232-C and the Appendix. {
data signaling rate The fotal of the number of bifs per secopd
the transmission path of a data transmission system. A measurement of g
quickly data is transmitted, expressed in bps, bits-per-second. N
data sink Port of a terminal in which dota is received from a dafa
data slicer A dicit interface to a radio scanner which provides o
of defermining the performance of a radio system  (e.g., microwave) us
FSK (Frequency Shift Keying) for purposes of digital transmission. FSK ¢
frequencies af specific points in fime in order fo represent ones and zeie |
The data slicer allows a technician or engineer to determine whether the o
system is working properly. It does this by logically “slicing” the radio waves
time in order to view the ones and zeros of the data stream. ]
data source 1. The originating device in o data communications fink

2. An object identifier in RMON that represents a particular interface
data span Any digital sevice, -1, 56K, ISDN or data carrying senvice
data steward A new role of data carefaker emerging in businessua
Individual takes responsibilities for the data content and quality.
data stream 1. Collection of characters and data bits fransmif
thiough a channel.

2. A SCSA term. A continuous flow of call processing data. ?
data surfer A person who makes a living doing onling research andi
mation refrieval. Also known as a Cybrarian (comes from cyberspace fai
or a super searcher. See Cybrarian.
Data Switching Exchange DSE. The equipment installed @
single location to perform switching functions such as circuit switching, 1
sage swifching, and packet switching. e
data synchronization The process of keeping dafabase dofafil
and relevant by sending and receiving information between laptops, DN
desktops in the field and between bigger computers at headquarters. 566
Synchronization and Replication. _
data terminal A generic term for o piece of equipment in 058
capable of sending and /or receiving data signals. '
Data Terminal Equipment DTE A terminal device in 16’
world. DTE s part of o broader grouping of equipment known as CPE (U8
Premises Equipment), which includes voice, as well as data, terminols-#
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data conversion Converting data from one format o another. Conver-
sion typically falls info three bosic categories. 1. To convert to a form usable
by the equipment you have, e.g. you convert some data from tape fo disk
(because you don’t have a tape drive). Or you may convert from one method
of encoding data to another, say from EBCDIC to ASCII, because you don't have
software which can understand IBM's EBCDIC method of coding. 3. Or you may
convert from one format to another, e.g. from the dBASE method of encoding
databases to the Paradox method, or from WordPerfect to Word. There are
many service bureaus whose job is to convert computer data from one form
to another and there are now many programs out to do the conversion. Most
of the leading PC programs now contain data conversion software built into
them, so it's possible to open a dBASE database file in Microsoft Access or a
WordPerfect file in Word. Conversion becomes part of the process of opening
the file. It wasn't always that way. See also Data Compression.
data country code A 3-igit numerical country identifier that is part of
the 14-digit network terminal number plan. This prescribed numerical designa-
tion further consfitutes a segment of the overall 14-digit X.121 numbering plan
for a ITUT X.25 network.
data dialtone Networking os widespread os the felephone. The Infemet
is widely thought to contain the beginnings of Data Dialtone. See Interet,
Metcalfe’s Law, and World Wide Web.
data dictionary 1. A part of a dotabose management system that
provides a centralized meaning, relationship to other data, origin, usage, and
format.

2. An inventory that describes, defines, and lists all of the data elements
that are stored in a database.
data diddling Unauthorized altering of data before, during or after it is
input into a computer system.
data directory Aninventory that specifies the source, location, owner-
ship, usage, ond destination of all of the data elements that are stored in @
database.
data dump A somple or whole extract of the information contained on
dotabase. Used to develop a better picture of the data on a database.
data element A basic unit of information having a unique meaning
and subcategories (data items) of distinct units or values. Examples of dota
elements ore military personnel grade, sex, race, geographic location, and
military unif.
Data encryption Standard DES. A 56-bit, private key, symmetric
aryptographic algorithm for the protection of unclassified computer data issued
as Federal Information Processing Standard Publication. DES, which was devel-
oped by IBM in 1977, was promulgated by the National Insitute of Standards
and Technology (NIST) —formerly the National Bureau of Standards (NBS) —
for public and Government use. It was thought to be uncrackable until 1997,
when a nationwide network of computer users broke a DES key in 140 days.
Triple DES, a later version, encodes the data three times for additional security.
As the cost of computer equipment has dropped and as computer power hos
increased, DES no longer is considered to be totally secure. It has been said
that anyone who can afford a BMW can afford a DEScracker. As a result, NIST is
searching for a replacement encryption standard o be known os AES (Advanced
Encryption Standard). See also Encryption and AES.
data entry Using an |/0 device (input/output device), such as a key-
board on o terminal, to enter dafa info a computer.
data file A database typically contains multiple files of information. Each
file contains mulfiple records. Each record is made up of one or more fields.
Each field contains one or more bytes of data. The terms file, record and field
find their roots in manual office filing systems.
data fill One name for the specifications of your ISON phone lines. Ask for
your ISDN Data Fill. It will give you useful information, such as how your lines
are set up—voice, data, dafa/voice, etc.
data flow Grouping of traffic, identified by o combination of source ad-
dress/mask, desfination address/mask, 1P next protocol field, and source and
destination ports, where the protocol and port fields can have the values of

any. In effect, all troffic matching o specific combination of these ygjye.
grouped logically together into a data flow. A data flow can represemus §
TCP connection befween two hosts, or it can represent all the troffi g,
two subnets. IPSec protection (A collection of IP security measures) is .'f[
to data flows. u
data frame An SCSAterm. A set of time slots which are grouped toge
for synchronization purposes. The number of time slots in each frame dgps
on the SCbus or SCxbus Data Bus data rate. Each frame has a fixed peﬁ
125us. Frames are delineated by the fiming signal FSYNC. 4
data freight The longhaul transport of bifs in bulk. Any corporatiop ¢
cross-country fights-ofway con get info the dotafreight biz by laying fgt i
Qwest is in the datafreight business.
data grade circuit A drcuit which is suitable for fransmifting gy
High speed data needs better quality phone lines than normal diakup phopg
cuits. You can acquire such circuits from many telephone companies. To Uyt
voice phone lines to high-speed data circuits, you must somefimes “congijgye
the phone line. See Conditioning. i
data group A number of dafa lines providing access fo the samg
source.
data hunt group An AT&T Merlin term. A group of andlog or g
data stations that share a common extension number. Calls are connected
round-obin fashion to the first available data station in the group.
data-in-flight Doto that is traversing @ nefwork.
data-in-transit Dota that's moving across a network is called (yhy
else?) dato-inransit. Data that s stored on disk or tape, i.e., data that neifhy
is traversing a network nor is residing in computer memory, is called datogh
rest.
data integrity 1. The dota you receive is exactly what was sentygy
Typically the concept of data integrity relates to data transmission. Data infeg:
rity s also a performance measure based on the rate of undetected erors
measure of how consistent and accurate computer data is. In data fransi
sion, error correcting protocols, such as LAP-M, MNP and X-modem — pro
methods of ensuring that data arrives at the destination in its full infegrity T
is done in many ways, including retransmitting messed-up blocks. Dafa infegy

threatened if two users are allowed to update the same item or record of dai:
at the same fime. Record locking, where only a single user at a fime is alloy
access to a given data record, is a method of insuring data infegrity. _
2. A senvice provided by cryptographic technology that ensures data his
not been modified. In a network environment, data integrity allows the receive
of a message to verify that data has not been modified in transit. Windogs:
2000 and Windows XP Professional use access control mechanisms and ajf
tography, such as RSA publickey signing and shared symmetric key oneof
hash algorithms, o ensure data infegrity.
data leakage The leakage of confidential data or information from f
corporate network. &
data line interface The point ot which a data fing is connected®
a telephone system. k|
data line monitor A measuring device that bridges a data line o
looks af how clean the data is, whether the addressing is accurate, the profoc
etc. Being only a monitor, it does not in any way affect the information trovée
ing on the line. See Data Monitor. 4
data line privacy Prohibits activities which would insert fones Lﬁ%’
data station line used by a facsimile machine, a computer terminal or
other device sensitive fo extrangous noise.
data link A term used to describe the communications link used for &
transmission from a source to a desfination. In short, a phone line for ¢
transmission. Or, a fiber optic transmitfer, cable, and receiver that tronsmi
digital data between two points. 1
Data Link Control DLC. Characters used in dota communications 1%
control transmission by performing various error checking and housekee




gminal end of o dota fransmission, DTE comprises the fransmit and receive
equipment. DTE con be in the form of o dumb terminal Gi.e., a terminal without
enbedded intelligence in the form of programmed logic), o semiintelligent
aminal, or on infelligent host computer (i.e., @ PC, mid-ronge or mainframe
mputer). DTE interfaces fo o circuit through DCE (Data Communications
gguipment). See DCE and DTE.

data terminal ready One of the control signols on o stondard RS-
232:C connector. If indicates if the dofa terminal equipment s present, con-
qected and ready and has hod handshaking signals. veified. See RS-232-C
and the Appendix.

data transfer rate The speed af which data s transferred from one
daiice-to another. Dota tronsfer rates are ypically expressed in megabits (a
nillon bits) or megabytes (a million bytes) per second.

data transfer request signal A wll control signol transmitted
bya DCE to a DTE to indicate that a distant DTE wants fo exchange data.
duta fransfer time The fime that elapses between the inifia offering
faunit of user dota fo a nefwork by transmitting dota terminal equipment and
fhe complete delivery of that unit to receiving data terminal equipment.

data typing When converting a dotabase from one format to another,
syeral conversion programs will convert the data fo o common format before
| anvering it o the finol version. During the conversion process a prograrm may
dheck through the doto in the dofabase to determine what it is and arbitrarily
ke one field numeric, one field character, one field memo, etc.

data user part DUP. Higher loyer application profocol in SS7 for the
t | eiciange of circuit switched data; not supported by ISDNs.

il data warehouse A dota warehouse is a centrol repository for all or
| Snfcont parts of the dato that an enferprise’s various business systems ook
i et This data can either be accessed quickly by users or put on an OLAP
i sver for more thorough analysis. Data warehouses offen use OLAP servers.
| OUAP sfands for On Line Analytical Processing, also called @ multidimensional
'd“mbﬂse. These databases can slice and dice reams of data fo produce mean-
inful esults that go beyond what can be produced using the traditional two-

g8 dimensional query and report fools that work with most relafionol dotaboses.
i} ot servers are best suited fo work with dato warehouses. See:also
i Worehousing.

ﬁ data warehousing A software shategy in which data is extracted
gl lorge. ransactional dafaboses and other sources and stored in smaller

tiboses, moking anclysis of the data easier. See Dota Worehouse.
atabase Lofs of dota structured and organized in a disciplined way so
"1You can get to the information you, wont quickly. There are many ways
Ogunizing databases. Databoses are made up of two elements, o record
0 0field. A record is one complefe entry in a dotabuse, e.g. Harry Newton,
mcf:nhnl Park West, New York, NY 10023. A field would be the zip code
lsts "“’(“‘elV_IOOZS. Databases are stored on computers in different ways.
“I5take g simple one — comma delineated. They seporate their fields with
m"&‘sls- A more common way of storing dafabases s with fixed length
Te Here, _uI! the fields and all the records are of the same length.
"“anute( finds fields by an index and by counting. For example, my
e e might occupy the first 15 characters. My lost name might be
characters, etc, Where my nome is foo short fo fill the full 15
Wi \aracters, their fields are “padded” with specially-chosen characters
g ;meDUtel recognizes as padded characters to be ignored. Most
0eus ate ot one single, huge file. They are mulfiple dafabases re-
i n(th[‘)the[ by some common thread, €.g. an employee idenﬁficu?ion
iy is structure, called a relational database, one databose might
8556, another might have salary and tox information. And they're

':l?er ¥ one (or more common) threads. The most important thing

m 3

| :I:(:lll]y make qutomatic backups of their files. There are o thousand
st l\[f; of making sure your database is backed up reqularly. I'm
b, by 0 the various ways. I'm simply pleading with you—backup,
20U | have glways believed that the major asset in most busi

about datahoses is that many common database software don’t
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nesses are their dofabases—e.g. of their customers. Losing o dotabose is
corporate suicide. :
database administrator A person who organizes, designs,
implements and runs the compony’s dafabases. Since | personally believe dato-
hases — especially of prospects and customers— are preffy well a.company’s
most important asset, this job of database administrator s very important.
See databose.
database clustering Dotbase dusteringis o technology that allows
o hunch of computers connected fogether fo work s one and serve.a single
relational database. The idea is that together they can create a faulffolerant,
high performance, scalable solution thaf's a low-cost alternative to large, ex-
pensive servers. Dotabase clustering is also called real application clustering
(RAC). When | wrote this it wos new and relafively unproven. There are two
common methods of clustering relational databases, known as “shared-disk”
and “shared-nothing” clustering. 1BMs DB2 Universal Dotabose (DB2 UDB)
uses a shared-nothing approach. In this architecture, each node in the cluster
holds only one segment of the database, and the node also handles all of the
computational work that corresponds o the data if stores. A master server as-
sesses fhe fask ot hand and then parcels it out, distibuting a portion of the job
1o each node that contains data fo be processed. The task is then executed by
all of the nodes in parallel, and the master server repors the resul: Oracle uses
shared disk clustering—a design that’s siructured around a single large data
store (for example, o disk array). Each node on the cluster has equal access
to.all of the information in the data store. Only the processing work is divided
amongst them, and not the data ifself. The resulf is particularly fault tolerant
dafabase. Even if one or more servers fails, all of the application data remains
available fo the ofher nodes. By comparison, if one node on a sharedothing
database crashes, oll of the data stored on that node likewise goes offline, until
o failover system can recover from the foul.
database dictionary A specic fype of system foble that stores
informafion about the structure of a particlor database. Primorily used in rel-
tional dafabases fo store the names and data types of the tables and columns
in a databose.
database dip See dip.
database lookup A software program which allows telephone users
to find information on someone calling via the LCD window on their phone.
This information comes fo the user via CLID (Calling Line IDentiication) or ANI
(Automatic Number Identification). See also Class.
database management system DBMS. Computer software
used to create, store, refrieve, change, manipulafe, sort, format and print the
information in o dotabase. Dotabase management systems are probably the
fastest growing port of the computer industry. Increasingly, databases are be-
ing organized so they can be occessible from places remote fo the computer
they're kept on. The “clossic” dotabase management system is probably an
airline reservation sysfem.
database mining You hove o dotabose of your customes. You hove
information on your customers’ buying habits. You slice and dice your dotabuse
to find out which of your customers might be interested in purchasing new
items and which items. For example, lets say you make clothes. 20% of your
customers buy in “tall” Next time you make some tall mens” clothes, you may
want fo tell those customers —with an email or a direct mail cafolog. That, in
its simplest example, is colled databose mining or collaborative filfering.
database object One of the components of a dafabose: a table, view,
index, procedure, trigger, column, default, or rule.
database server Aspeciolized computer that doles out dafabase dota
0 PCs on o LAN the way a file server doles out files. Where a traditional DBMS
uns both a database application and the. DBMS program on each PC on the
AN, o database server splits up the two processes. The application you wrote
with your DBMS runs on your local PC, while the DBMS program runs on the
database server computer. With a regular file server sefup, all the database
data has fo be downloaded over the LAN fo your PC, so that the DBMS can pick
out whatinformation your application wants. With o dafabase server, the server





