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METHOD OF PUBLIC KEY GENERATION

FIELD NF THE NVVENTION

The present invention relates o public key cryptosystems and more particularly to key

generation within such systems.
BACKGROUND OF THE INVENTION

The basic structure of a public key cryptosystem is well known and has become ubiquitous with
security in data communication systems. Such systems use a private key k and a corresponding
public key a © where « is a generator of the group. Thus one party may encrypt a message m

with the intended recipients public key and the recipient may apply his private key to decrypt it.

Similarly, the cryptosystems may be used for key agreement protocols where each party
exponentiates the other party’s public key with their own private key. Thus party A will take B’s
public key «” and exponentiate it with A’s private key a to obtain a session key . Similarly, B
will take A’s public key o* and exponentiate it with B’s private key b to obtain the same session
key o™, Thereafter data may be transferred using a symmetric key protocol utilizing the common

session key.

Public key cryptosystems may also be used to sign messages to authenticate the author
and/or the contents. In this case the sender will sign a message using his private key and a
recipient can verify the message by applying the public key of the sender. If the received

message and the recovered message correspond then the authenticity is verified.

The public key cryptosystems rely on the intractability of the discrete log problem in
finite field arithmetic, that is even when the generator a and public key is known, it is
computationally infeasible to obtain the corresponding private key. The security of such systems
does therefore depend on the private key remaining secret. To mitigate the opportunity of

disclosing the private key, protocols have been developed that use a pair of private keys and

-1-
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corresponding public keys, referred to as long term and short term or ephemeral key pairs
respectively. The ephemeral privaie X2y is generated at the start of each session between a puir of
correspondents, usually by a ranaom numoer generator. The corresponding sphemeral public kev
is generated and the resultant key pair used in one of the possible operations described above.
The long-term public key is utilized to authenticate the correspondent through an appropriate
protocol. Once the session is terminated, the ephemeral key is securely discarded and a new

ephemeral key generated for a new session.

Some of the more popular protocols for signature are the ElGamal family of signature
schemes such as the Digital Signature Algorithm or DSA. The DSA algorithm utilizes both long
term and ephemeral keys to generate a signature of the message. The DSA domain parameters
are preselected. They consist of a prime number p of a predetermined length, by way of example
1024 bits; a prime number q of a predetermined bit length, by way of examplel60 bits, where q
divides p-1; a generator o lying between 2 and p-1 and which satisfies the condition
(a®modp)=1, and; a cryptographic hash function H, such as SHA-1.

The DSA requires the signatory to select an ephemeral key k lying between land g-1. A
first signature component r 1s generated from the generator o such that r = (o mod p) mod q, A
second signature component s is generated such that s = k' (H(m)+dr) mod g, and d is the long
term private key of the signatory. The signature on the message m is (r,s). The signature may be
verified by computing

H(m),

u; =s'H(m)mod q

u; =s"rmodq

v = o’ ,B%mod p, where B = o’ mod p is the long term public key of the signatory and
finally verifying that r = v mod q. The use of both the ephemeral and long-term keys in the
signature binds the identity of the signatory to the ephemeral key but does not render the long-

term key vulnerable.

A similar signature protocol known as ECDSA may be used for elliptic curve
cryptosystems. In this protocol k is selected in the interval 1 to n-1 where n is an / bit prime. The

signature component r is generated by converting the x coordinate of the public key kP, where P

MOBILEIRON, INC. - EXHIBIT 1003
Page 006



10

25

.2 122 seed point on the curve, 0 an integer mod n, L.e. T = Xxp mod ii. The components =k

H . . . . . 1 - .
"(H(m)+dr) mod 1 and the signature on the message m is (r,s).

It will be apparent in ElGamal signature schemes such as the DSA and ECDSA, that if an
ephemerai xey K and Ui associated message m and signature (r,s) is obtained it may be used to
yield the long term private key d and thereafter each of the ephemeral keys k can be obtained.
Neither the DSA nor the ECDSA inherently disclose any information about the public key k.
They both require the selection of k to be performed by a random number generator and it wiil
therefore have a uniform distribution throughout the defined interval. However the
implementation of the DSA may be done in such a way as to inadvertently introduce a bias in to
the selection of k. This small bias may be exploited to extract a value of the private key d and
thereafter render the security of the system vulnerable. One such implementation is the DSS
mandated by the National Institute of Standards and Technology (NIST) FIPS 186-2 Standard.
The DSS stipulates the manner in which an integer is to be selected for use as a private key. A
seed value, SV, is generated from a random number generator which is then hashed by a SHA-1
hash function to yield a bit string of predetermined length, typically 160 bits. The bit string
represents an integer between 0 and 2'°-1. However this integer could be greater than the prime

q and so the DSS requires the reduction of the integer mod g, i.e. k=SHA-1(seed) mod q.

Accordingly the algorithm for selecting k may be expressed as :-
if SHA-1(seed) = q then k<~ SHA-1(seed) —q
else ke-SHA-1(seed).
With this algorithm it is to be expected that more values will lie in the first interval than the

second and therefore there is a potential bias in the selection of k.

Recent work by Daniel Bleichenbacher suggests that the modular reduction to obtain k
introduces sufficient bias in to the selection of k that an examination of 2% signatures could yield
the private key d in 2% steps using 2*° memory units. This suggests that there is a need for the

careful selection of the ephemeral key k.
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SUMMARY OF THE INVENTION

It is thersfore an object of the present invention to oo+ ate or mitigate the above

disadvantages in the generation of a private key.

w

In general terms the present invention provides a key generation technique in which any

bias is eliminated during the selection of the key.

BRIEF DESCRIPTION OF THE DRAWINGS
10 _
Embodiments of the invention will now be described by way of example only with reference to

the accompanying drawings in which:-

Figure 1 is a schematic representation of a data communication system;

Figure 2 is a flow chart showing a first embodiment of key generation;

Figure 3 is a flow chart showing a second embodiment;
Figure 4 is a flow chart showing a third embodiment;

Figure 5 is a flow chart showing a fourth embodiment;

Figure 6 is a flow chart showing a fifth embodiment; and

Figure 7 is a flow chart showing a sixth embodiment.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring, therefore to figure 1, a data communication system 10 includes a pair of
correspondents 12, 14 connected by a communication link 16. The link 16may be a dedicated
link, a multipurpose link such as a telephone connection or a wireless link depending on the

particular applications. Similarly, the correspondents 12, 14 may be computer terminals, point-

33

of-sale devices, automated teller machines, constrained devices such as PDA’s, cellphones,

pagers or any other device enabled for communication over a link 16.
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Each of the correspondents 12, 14 includes a secure cryptographic function 20 ...c.uding
a secure memory 22, an arithmetic processor 24 for performing finite fieid operations, a random

number generator 26 and a cryptographic hash function 28 for performing a secure cryptographic

n

hash such as SHA-1. The output of the function 28 will be a bit string of predetermined length,
typically 160 bits aithough other lengths such as 256, 334 or 512 are being used more frequently.
It will be appreciated that each of these functions is controlled by a processor executing

instructions to provide functionality and inter-operability as is vell known in the art.

10 The secure memory 22 includes a register 30 for storing a long-term private key, d, and a
register 32 for storing an ephemeral private key k. The contents of the registers 30, 32 may be
retrieved for use by the processor 24 for performing signatures, key exchange and key transport
functions in accordance with the particular protocols to be executed under control of the

processor.

The long term private key, d, is generated and embedded at the time of manufacture or
initialization of the cryptographic function and has a corresponding long-term public key o,
The long-term public key o¥is stored in the memory 22 and is generally made available to other

correspondents of the system 10.

The ephemeral key, k, is generated at each signature or other cryptographic exchange by
one of the routines disclosed below with reference to figures 2 to 9. Once the key, k, and
corresponding public key o is generated, it is stored in the register 32 for use in the

cryptographic protocol, such as the DSA or ECDSA described above.

25

Referring, therefore, to figure 2, a first method of generating a key, k, originates by
obtaining a seed value (SV) from the random number generator 26. For the purposes of an
example, it will be assumed that the cryptographic function is performed over a group of order ,
where q is a prime represented as a bit string of predetermined length /. By way of example only

30 it will be assumed that the length / is 160 bits, although, of course, other orders of the field may

be used.
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To provide a value of k of the appropriate order, the hash function 28 has an / bit output,
e.g. a 160 hitoutput. The bit string generated by the random number generator 26 is greater than

[ bits and is therefore hashed by the runction 28 to produce an output H{seed) of / bits.

The resultant output H(seed) is tested against the value of q and a decision made based on
the relative values. If H(seed) < q then it is accepted for use as k. If not. the value is rejected
and the random number generator is conditioned to generate a new value which is again hashed
by the function 28 and tested. This loop continues until a satisfactory value is obtained.

A further embodiment is shown in figure 3. In this embodiment, the output of the
random number generator 26 is hashed by hash function 28 as before and tested against the value
of q. If the H(seed) value is not accepted, the output of the random number generator 26 is

incremented by a deterministic function and rehashed by function 28.

The resultant value H(seed) is again tested and the procedure repeated until a satisfactory

value of k is obtained.

The output may be incremented by adding a particular value to the seed value at each
iteration, or may be incremented by applying a non-linear deterministic function to the seed
value. For example, the output may be incremented by applying the function f{seed) = a.seed’ +b

mod 2'® where a and b are integer constants.

A further embodiment is shown in figure 4 which has particular applicability to an elliptic
curve cryptosystem. By way of example it will be assumed that a 163 bit string 1s required and

that the output of the hash function 28 is 160 bits.

The random number generator 26 generates a seed value SV which is processed by the

hash function 28 to obtain a first output H(seed).
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The seed value SV is incremented by a selected function to provide a seed value SV+

which 'z further processed by the hash function 28 to provide a second output Hiseed+).

The two outputs are then combined, typically by cocatenation, to produce a 320 bit string
5  H(seed)//H(seed+). The excess bits, in this case 157 are rejected and the resultant value tested
acainst the value of q. If the resultant value is less than q, it is accepted as the key k, if not the

value is rejected.

Upon rejection, the random number generator may generate a new value as disclosed in

10 figure 2 or may increment the seed value as disclosed in figure 3.

A further embodiment is shown in figure 5 which is similar to that of figure 4. In the
embodiment of figure 5, the selection of the required / bit string is obtained by applying a /-bit

wide masking window to the combined bit string.

This is tested against the value of q and if acceptable is used as the value of k. If it is not
acceptable it is rejected and the / bit window incremented along the combined bit string to obtain

a new value.

The values are tested and the window incremented until a satisfactory value is obtained.

A similar procedure may be used directly on an extended output of the hash function 28
as shown in figure 6 by applying a window to obtain the required / bit string. The bit string is

tested against q and the window incremented until a satisfactory value of k is obtained.

25

As shown in figure 7, the value of k may be generated by utilizing a low Hamming
weight integer obtained by combing the output of the random number generator 26 to facilitate
computation of an intermediate public key &, The integer is masked by combination with
predetermined precomputed value k' to obtain the requisite Hamming weight for security. Such

30 aprocedure is disclosed in copending Canadian application 2,217,925, This procedure is

[

moditied to generate the low Hamming weight integer k as a bit string greater than /, for
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example, a 130 bit string. The masking value k' is distributed throughout the 180 it sinng and

the resuitant vaiue reduced mod q to obtain a 163 bit value k. Note that the value ¢ can be
efficiently computed by combining the precomputed valuea® with the efficicaily computabie

value o,

A similar technique may be used by relying on multiplicative masking. In this embodiment the
value of k is combined with a value 3 where B=c.". The value of u is a secret value that is used
to mask the low Hamming weight of k. Again, the values of u and the low Hamraicg veigic
number k can be chosen to have bit lengths greater than /, for example, bit lengths of 180. The

resultant value is k" = u* mod q. It will be appreciated that o can be efficiently computed since
pp p

p=a” is precomputed, and since k has low Hamming weight.

Although the invention has been described with reference to certain specific
embodiments, various modifications thereof will be apparent to those skilled in the art without

departing from the spirit and scope of the invention as outlined in the claims appended hereto.
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE
PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

L. A method of generating a key over a group of order q, said method including the
steps of’
generating a seed value from a random number generator;
performing a hash function on said seed number to provide an output;
determining whether said output is less than said prime number g;
accepting said output for use as a key if the value thereof is less than said
prime number g; and
rejecting said output as a key if said value is not less than said order q.
2. The method of claim 1 wherein another seed value is generated by said random
number generator if said output is rejected.
3. The method of claim 1 wherein the step of accepting said output as a key includes
a further step of storing said key.
4. The method of claim 1 wherein said key is used for generation of a public key.
3. The method of claim 1 wherein said order q is prime number represented by a bit
string of predetermined length L.
6. The method of claim 5 wherein said output from said hash function is a bit string
of predetermined length 1.

7. The method of claim 1 wherein if said output is rejected, said output is

incremented by a deterministic function and a hash function is performed on said
incremented output to produce a new output; a determination being made as to
whether said new output is acceptable as a key.

8. The method of claim 7, wherein said step of incrementing includes a further step
of adding a particular value to said seed value.

9. A method of generating a key over a group of order q, said method including the
steps of:

generating a seed value from a random number generator;

performing a hash function on said seed number to provide a first output;
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10.

11.

12.

13.

14.

incrementing said seed value by a predetermined function and performing
said hash function on said incremented seed value to provide a second
output;
combining said first output and second output to produce a new output;
determining whether said new output has a value less than said order g;
accepting said new output as a key k if said new output has a value less
than order q; and rejecting said new output as a key if said new output has
a value less than order q
The method of claim 9 wherein upon rejection of said new output a new seed
value is generated by said random number generator.
The method of claim 9 wherein upon rejection of said new output said seed value
is incremented by a predetermined function and revised values for said first output
and said second output are obtained.
The method of claim 9 wherein a bit string greater than a predetermined length 1
is obtained and an 1 bit string selected therefrom for comparison with said order q.
The method of claim 12 wherein upon rejection of said bit string of predetermined
length 1, a further 1 bit string is selected.
The method of claim 9 wherein said step of combining said first and second
outputs includes a further step of rejecting excess bits such that said new output is

a bit string of length 1.

10
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ABSTRACT

A potential bias in the generation or a private key is avoided by selecting iiic key and comparing
it against the system parameters. If a predetermined condition is attained it is accepted. If not it is

rejected and a new key is generated.
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Express Mail Label No. Page 1 of 4

Docket No.
00001-0417

Declaration and Power of Attorney For Patent Application

English Language Declaration

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as stated below next to my name,

| believe | am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for
which a patent is sought on the invention entitled

METHOD OF PUBLIC KEY GENERATION

the specification of which

(check one)

X is attached hereto.
O was filed on as United States Application No. or PCT International

Application Number

and was amended on

(if applicable)

| hereby state that | have reviewed and understand the contents of the above identified specification,
including the claims, as amended by any amendment referred to above.

1 acknowledge the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations,
Section 1.56.

| hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or
Section 365(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(a) of
any PCT International application which designated at least one country other than the United States,
listed below and have also identified below, by checking the box, any foreign application for patent or
inventor's certificate or PCT International application having a filing date before that of the application
on which priority is claimed.

Prior Foreign Application(s) Priority Not Claimed
2,329,590 Canada 27/12/2000 a
{Number) (Country) (Day/Month/Year Filed)
- (]
(Number) (Country) (Day/Month/Year Filed)
O
(Number) (Country) (Day/Month/Year Filed)
Form PTO-SB-01 (3-95) (Modified) PO2IREV0Z Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE
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| hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States provisional
application(s) listed below:

(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)

| hereby claim the benefit under 35 U. S. C. Section 120 of any United States application(s), or
Section 365(c) of any PCT International application designating the United States, listed below and,
insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States or PCT International application in the manner provided by the first paragraph of 35
U.S.C. Section 112, | acknowledge the duty to disclose to the United States Patent and Trademark
Office all information known to me to be material to patentability as defined in Title 37, C. F. R,,
Section 1.56 which became available between the filing date of the prior application and the national
or PCT International filing date of this application:

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

| hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such
willful false statements may jeopardize the validity of the application or any patent issued thereon.

Form PTO-SB-01 (6-95) (Modified) Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE
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POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attorney(s) and/or
agent(s) to prosecute this application and transact all business in the Patent and Trademark Office
connected therewith. (list name and registration number)

John R.S. Orange 29,725
Santosh K. Chari 41,477
Jeffrey Wong 46,414

Orange & Chari

Suite 4900, P.O. Box 190

66 Wellington Street West

Toronto, Ontario M5K 1H6 Canada

Send Correspondence to:

Direct Telephone Calls to: (name and telephone number)
John R.S. Orange (416)601-8440

Fuil name of sole or first inventor
Scott A. Vanstone

Sole or first inventor's signature Date

Residence

10140 Pineview Trail, P.O. Box 490, Campbellville, Ontario LOP 1B0 Canada
Citizenship

Canadian

Post Office Address
Same As Above

Ashok Vadekar
Second inventor's signature Date

[ Full name of second inventor, if any

Residence

250 Harris Street, R.R. 4, Rockwood, Ontario N0OB 2K0 Canada
Citizenship

Canadian

Post Office Address
Same As Above

Form PTO-SB-01 (6-95) (Modified) Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE
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Full name of third inventor, if any
Robert J. Lambert

Third inventor's signature Date

Residence

630 Holm Street, Cambridge, Ontario LSM 5N1 Canada
Citizenship

Canadian

Post Office Address
Same As Above

Full name of fourth inventor, if any
Robert P. Gallant

Fourth inventor's signature Date

Residence

4788 Rosebush Road, Mississauga, Ontario L5M SN1 Canada
Citizenship

Canadian

Post Office Address
Same As Above

Full name of fifth inventor, if any
Daniel R. Brown

Fifth inventor's signature Date

Residence

106 Banstock Drive, Toronto, Ontario M2K 2H6 Canada
Citizenship

Canadian

Post Office Address

Same As Above

iy

Full name of sixth inventor, if any
Alfred Menezes

Sixth inventor's signature Date

Residence

1302-2267 Lakeshore Blvd. West Canada
Citizenship

Canadian

Post Office Address

Same As Above

Form PTO-SB-01 (6-95) (Modified) Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE

MOBILEIRON, INC. - EXHIBIT 1003
Page 026



-t

. _ . Page 1 of 1

L

UNITED STATES PATENT AND TRADEMARK OFFIGE

COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D.C. 2023l

www.Usplo.gov
(DR A AT e CONFIRMATION NO. 7632
Bib Data Sheet
SERIAL NUMBER F:';,NzglzD(QIE CLASS GROUP ARTUNIT | SUTORNEY
10/025,924 RULE 380 2131 000010417
APPLICANTS

Scott A. Vanstone, Campbellville, CANADA,;
Ashok Vadekar, Rockwood, CA;

Robert J. Lambert, Cambridge, CANADA,;
Robert P. Gallant, Mississauga, CANADA,;
Daniel R. Brown, Toronto, CANADA;

Alfred Menezes, West Canada, CANADA,;

bx & CONTINUING DATA AANKRRRARARARKRAARKANKARR

fakd] FoRElGN APPLICATIONS ARAARRAAKARKS KAk hkk
CANADA 2,329,590 12/27/2000

IF REQUIRED, FOREIGN FILING LICENSE GRANTED

“* 02/25/2002
Foreign Priority claimed D yes D no )
" STATE OR | SHEETS TOTAL [INDEPENDENT]
s use 118 () conditions L yes [ no L wtar COUNTRY | DRAWING | CLAIMS CLAIMS
All
[Verified and owanee CANADA 7 14 2
JAcknowledged Examiner's Signature Initials
IADDRESS
AIR MAIL

Orange & Chari
66 Wellington Street West, Suite 4900

P.O. Box 190
{Toronto ,ON M5K 1H6
CANADA
TITLE
Method of public key generation
’E All Fees '
la1 .16 Fees ( Filing ) |
FILING FEE [FEES: Authority has been given in Paper D 1.17 Fees ( Processing Ext. of
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT  |time)
No. for following:
870 O ng .D 1.18 Fees (Issue) I
.D Other ]
|D Credit I
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PATENT APPLICATION SERIAL NO.

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE
FEE RECORD SHEET

12/28/2001 GGEBREA1 00000009 10025924
01 FC:101 740.00 0P

PTO-1556
(5/87)

*U.S. GPO: 2000-468-987/39595
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Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD
Effective October 1, 2001
CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
i (Column 1) Column 2 TYPE [ OR SMALL ENTITY
[ToTaL cLams | A RATE | FEE RATE | FEE
FOR NUMBER FILED NUMBER EXTRA BASIC FEE] 370.00 |oR[BASIC FEE| 740.00
TOTAL CHARGEABLE CLAIMS [ A minus 20= |* X$ 9= orl xs18=
INDEPENDENT CLAIMS T minus3=|" 42= onl| xea-
MULTIPLE DEPENDENT CLAIM PRESENT D
+140= OR] +280=
* |f the difference in column 1 is less than zero, enter “0” in column 2 TOTAL OR TOTAL
CLAIMS AS AMENDED - PART lI OTHER THAN
Column 2)  (Column 3) SMALL ENTITY OR SMALL ENTITY
HIGHEST
ADDI- ADDI-
< REMAINING NUMBER
£ prasiiugll PREVIOUSLY | | mesen RATE |TIONAL RATE | TIONAL
w ] AMENDMENT | PAID FOR FEE FEE
= .
% Total | * Minus *x = X$ 9= or| X$18=
3 Independent |« Minus Jeick = X42= OR X84=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM I I
+140=. OR| +280=
TOTAL TOTAL
ADDIT. FEE OR oo, FEE
Column 2) _ (Column 3)
! HIGHEST
o | REMAINING NUMBER PRESENT ADDI- ADDI-
E g AFTER PREVIOUSLY EXTRA RATE ]TIONAL RATE | TIONAL
g PAID FOR FEE FEE
% Total Minus ** = X$ 9= ‘OR X$18=
Independent Minus =
E ndependent |« inu ok X49= oR X84=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM |:|
+140= OR|] +280=
TOTAL OR TOTAL
ADDIT. FEE ADDIT. FEE
(Column 2)  (Column 3
HIGHEST
o REMAINING NUMBER present | | ADDI- ADDI-
'E ! : AFTER PREVIOUSLY EXTRA RATE {TIONAL RATE | TIONAL
w H AMENDMENT K PAID FOR FEE FEE
=
g Total *k = X$ 9= OR X$18=
g Independent |* Minus otk =
b —— X42= OR X84=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
+140= OR | +280=
* {f the entry in column 1 is less than the entry in column 2, write “0” in column 3. —T
** |f the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20.” ADD|11:o;£é OR ADDII’OIIQE
#+[f the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3. ’ o
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

FORM PTO-875 (Rev. 8/01) Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE

ﬁU.S GPO:2001 482-124 1 59197
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1 i 51
2 ] 52
3 { 53
4 i 54
5 i 55
6 J 56
7 i 57
8 | 58
9 i 59
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1 i 61
12 ] 62
13 | 63
14 i 64
15 65
16 66
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18 68
19 69
20 70
21 71
22 72
23 73
24 74
25 75
26 76
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28 78
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30 80
31 81
32 82
33 83
34 84
35 85
36 86
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44 94
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47 97
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U.S.DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFIGE

COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D.C. 2023)

www.uspto.gov
| appLicaTION NUMBER | FILING/RECEIPT DATE | FIRSTNAMEDAPPLICANT | ATTORNEY DOCKET NUMBER |
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417

CONFIRMATION NO. 7632
FORMALITIES LETTER

Qmgeschan A

0000007542113*
P.O. Box 190

Toronto, ON M5K 1H6
CANADA

Date Mailed: 02/27/2002

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is unsigned.

¢ To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(1) of
$130 for a non-small entity, must be submitted with the missing items identified in this letter.
¢ The balance due by applicant is $ 130.

A copy of this notice MUST be returned with the reply.

A

Customer Service Center
Initial Patent Examination Division (703) 308-1202
PART 3 - OFFICE COPY
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COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE

WASHINGTON, D.C. 20231

UNITED STATES PATENT AND TRADEMARK OFFICE

. www.uspto.gov
| APPLICATION NUMBER | FILING/RECEIPT DATE | FIRST NAMED APPLICANT |  ATTORNEY DOCKET NUMBER Il
10/025.924 12/26/2001 Scott A. Vanstone 00001-0417

CONFIRMATION NO. 7632
FORMALITIES LETTER
Orange & Chari

orgetChar A AL

*OC000000007542113*
P.O. Box 190 .

Toronto, ON M5K 1H6
CANADA

Date Mailed: 02/27/2002

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is unsigned.

¢ To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(l) of
$130 for a non-small entity, must be submitted with the missing items identified in this letter.
¢ The balance due by applicant is $ 130.

A copy of this notice MUST be returned with the reply.

o

Customer Service Center
Initial Patent Fxamination Division (703) 308-1202
PART 2 - COPY TO BE RETURNED WITH RESPONSE

03/26/2002 MBERHE 00000049 10023924
01 FC:105 130.00 0P
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Response To Notice To File Missing Parts Of Application

Docket No.
00001-0417

Filing Date WTO-IS%)(Large Entity)
— T Q 7

In Re Application Of: A

VANSTONE, Scott A. et i, Wk 2888 &

Serial No. HOS Filingyate Examiner Group Art Unit
v
10/025,924 \B%é% er 26, 2001 Not Yet Assigned 2131

Invention:

METHOD OF PUBLIC KEY GENERATION

This is a response to the Notice to File Missing Parts of Application - Filing Date Granted (PTO-1533) mailed on

February 27,2002 -
Date

TO THE ASSISTANT COMMISSIONER FOR PATENTS:

Enclosed herewith for filing are the following:

& A copy of the Notice to File Missing Parts of Application - Filing Date Granted (PTO-1533). (REQUIRED)

X An oath or declaration in compliance with 37 CFR 1.63, including residence information and identifying the

Box Missing Parts

application by the above Application Number and Filing Date.

O A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above

Application Number and Filing Date.

O An oath or declaration in compliance with 37 CFR 1.63 listing the names of all inventors and signed by the
omitted inventor(s), identifying this application by the above Application Number and Filing Date. -

O A verified English translation of the non-English language application papers as originally filed. It is requested
that this translation be used as the copy for examination purposes in the United States Patent and Trademark

Office.

O Other (list):

[Page 1 of 3]
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Response To Notice To File Missing Parts Of Application Docket No.
Filing Date Granted (PTO-1533)(Large Entity) 00001-0417

In Re Application Of:
VANSTONE, Scott A. et al.

Serial No. Filing Date Examiner Group Art Unit
10/025,924 December 26, 2001 Not Yet Assigned 2131

Invention:
METHOD OF PUBLIC KEY GENERATION

TO THE ASSISTANT COMMISSIONER FOR PATENTS:
Box Missing Parts

X Completion of application fees as calculated below:
O Utility application filing fee
Design application filing fee
Total number of independent claims =
Total number of claims =
Multiple dependent claims
Surcharge for late payment of filing fee and/or late filing of original declaration or oath $130.00
Petition and fee for filing by other than all the inventors or a person not the inventor

Fee for processing an application filed with a non-English language specification

0O 0 0 ¥ O O O O

Fee for processing and retention of application

Total completion of application fees $130.00

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the
above-identified Notice to File Missing Parts of Application. The requested extension is as follows (check time period
desired). If an additional time extension is required, please consider this a petition therefor.

O O©One month O Two months O Threemonths O Four months O Five months

from: until:
Date Date

Total time extension fees

Total fees due $130.00

[Page 2 of 3] P31LARGE/REV02
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Response To Notice To File Missing Parts Of Application Docket No.
Filing Date Granted (PTO-1533) (Large Entity) 00001-0417
In Re Application Of:
VANSTONE, Scott A. et al.
Serial No. Filing Date Examiner Group Art Unit
10/025,924 December 26, 2001 Not Yet Assigned 2131
Invention:

METHOD OF PUBLIC KEY GENERATION

TO THE ASSISTANT COMMISSIONER FOR PATENTS:

Box Missing Parts

The fee of $130.00
A check in the amount of the fee is enclosed.

is to be paid as follows:

& The Commissioner is hereby authorized to charge any fees which may be required, or credit any

overpayment, to Deposit Account No. 150633
A duplicate copy of this sheet is enclosed.

O If an additional extension of time is required, please consider this a petition therefor and charge
any additional fees which may be required to Deposit Account No.

A duplicate copy of this sheet is enclosed.

.

v 77 .S"ignature
Jeffrey Wong 46,414
Orange & Chari

Suite 4900, P.O. Box 190

66 Wellington St. W.,
Toronto, Ontario M5SK 1H6
CANADA

Tel.: (416) 601-8440  Fax: (416) 601-8454

CC:

Dated: March 25, 2002

| certify that this document and fee is being deposited
on with the U.S. Postal Service as
first class mail under 37 C.F.R. 1.8 and is addressed to the
Assistant Commissioner for Patents, Washington, D.C.
20231.

Signature of Person Mailing Correspondence

Typed or Printed Name of Person Mailing Correspondence

[Page 3 of 3]
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Express Mail Label No. ﬁ ‘ Page 1 of 4

i) ) Docket No.

MAR 2 6 B2 oooor0a17 AP

Declaration and Po of Attorney For Patent Application

English Language Declaration

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as stated below next to my name,

| believe | am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for
which a patent is sought on the invention entitled

METHOD OF PUBLIC KEY GENERATION

the specification of which

(check one)
O is attached hereto.
was filed on December 26, 2001 as United States Application No. or PCT International

Application Number 10/025,924
and was amended on

(if applicable)

| hereby state that | have reviewed and understand the contents of the above identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations,
Section 1.56.

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or
Section 365(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(a) of
any PCT International application which designated at least one country other than the United States,
listed below and have also identified below, by checking the box, any foreign application for patent or
inventor's certificate or PCT International application having a filing date before that of the application
on which priority is claimed.

Prior Foreign Application(s) Priority Not Claimed
2,329,590 Canada 27/12/2000 0
(Number) (Country) (Day/Month/Year Filed)
a
(Number) (Country) (Day/Month/Year Filed)
a
(Number) (Country) (Day/Month/Year Filed)
Form PTO-SB01 (8-85) (Modified) PO2IREV02 Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE
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| hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States provisional
application(s) listed below:

(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)

| hereby claim the benefit under 35 U. S. C. Section 120 of any United States application(s), or
Section 365(c) of any PCT International application designating the United States, listed below and,
insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States or PCT International application in the manner provided by the first paragraph of 35
U.S.C. Section 112, | acknowledge the duty to disclose to the United States Patent and Trademark
Office all information known to me to be material to patentability as defined in Title 37, C. F. R.,
Section 1.56 which became available between the filing date of the prior application and the national
or PCT International filing date of this application:

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status)
(patented, pending, abandoned)

| hereby declare that all statements made herein of my own knowledge are true and that all

statements made on information and belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the like so made are punishable by
- fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such
- willful false statements may jeopardize the validity of the application or any patent issued thereon.

Form PTO-SB-01 (6-85) (Modified) Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE
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POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attorney(s) and/or
agent(s) to prosecute this application and transact all business in the Patent and Trademark Office
connected therewith. (list name and registration number)

Orange & Chari (Customer No. 27,155)

Orange & Chari

Suite 4900, P.O. Box 190

66 Wellington Street West

Toronto, Ontario MSK 1H6 Canada

Send Correspondence to:

Direct Telephone Calls to: (name and telephone number)
John R.S. Orange (416)601-8440

Full name of sole or first inventor
VANSTONE, Scott A. 7 / / Vi

Sole or first inventor's signatW // N Date
L7700 Jaraslacea.

Residence v d

10140 Pineview Trail, P.O. Box 490, Campbellville, Ontario LOP 1B0 Canada
Citizenship

Canadian

Post Office Address

Same As Above

Full name of second inventor, if any
VADEKAR, Ashok

Second i ntorz sigfture / / W"Ll/[\ Date
Jun2S$ [acoa
Te L

Resideric
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ABSTRACT

A potential bias in the generation of a private key is avoided by selecting the key and comparing
it against the system parameters. If a predetermined condition is attained it is accepted. If not it is

rejected and a new key is generated.
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METHOD OF PUBLIC KEY GENERATION

FIELD OF THE INVENTION

The present invention relates to public key cryptosystems and more particularly to key

generation within such systems.
BACKGROUND OF THE INVENTION

The basic structure of a public key cryptosystem is well known and has become ubiquitous with
security in dala communication systems. Such systems use a private key k and a corresponding
public key a* where o is a generator of the group. Thus one party may encrypt a message m

with the intended recipients public key and the recipient may apply his private key to decrypt it.

Similarly, the cryptosystems may be used for key agreement protocols where each party
exponentiates the other party’s public key with their own private key. Thus party A will take B’s
public key o® and exponentiate it with A’s private key a to obtain a session key o*®. Similarly, B
will take A’s public key o and exponentiate it with B’s private key b to obtain the same session
key o®. Thereafter data may be transferred using a symmetric key protocol utilizing the common

session key.

Public key cryptosystems may also be used to sign messages to authenticate the author
and/or the contents. In this case the sender will sign a message using his private keyand a
recipient can verify the message by applying the public key of the sender. If the received

message and the recovered message correspond then the authenticity is verified.

The public key cryptosystems rely on the intractability of the discrete log problem in
finite field arithmetic, that is even when the generator a and public key is known, it is
computationally infeasible to obtain the corresponding private key. The security of such systems
does therefore depend 6n the private key remaining secret. To mitigate the opportunity of

disclosing the private key, protocols have been developed that use a pair of private keys and
-1-
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corresponding public keys, referred to as long term and short term or ephemeral key pairs
respectively. The ephemeral private key is generated at the start of each session between a pair of
correspondents, usually by a random number generator. The corresponding ephemeral public key
is generated and the resultant key pair used in one of the possible operations described above.
The long-term public key is utilized to authenticate the correspondent through an appropriate
protocol. Once the scssion is terminated, the ephemeral key is securely discarded and a new

ephemeral key generated for a new session.

Some of the more popular protocols for signature are the ElGamal family of signature
schemes such as the Digital Signature Algorithm or DSA. The DSA algorithm utilizes both long
term and ephemeral keys to generate a signature of the message. The DSA domain parameters
are preselected. They consist of a prime number p of a predetermined length, by way of example
1024 bits; a prime number q of a predetermined bit length, by way of example160 bits, where q
divides p-1; a generator o lying between 2 and p-1 and which satisfies the condition
(«*modp)=1, and; a cryptographic hash function H, such as SHA-1.

The DSA requires the signatory to select an ephemeral key k lying between 1and q-1. A
first signature component r is generated from the generator a such that r = (o mod p)ymodg, A
second signature component s is generated such that s = k'(H(m)+dr) mod g, and d is the long
term private key of the signatory. The signature on the message m is (r,s). The signature may be
verified by computing

H(m),

u; =s"H(m)mod q

u; =s"'rmodq

v = a"|B";mod p, where p = a® mod p is the long term public key of the signatory and
finally verifying that r = v mod q. The use of both the ephemeral and long-term keys in the
signature binds the identity of the signatory to the ephemeral key but does not render the long-

term key vulnerable.
A similar signature protocol known as ECDSA may be used for elliptic curve

cryptosystems. In this protocol k is selected in the interval 1 to n-1 where n is an / bit prime. The

signature component r is generated by converting the x coordinate of the public key kP, where P

-2.
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is the seed point on the curve, to an integer mod n, i.e. r = xy mod n. The component s =k’

'(H(m)+dr) mod n and the signature on the message m is (r,s).

It will be apparent in ElGamal signature schemes such as the DSA and ECDSA, that if an
ephemeral key k and the associated message m and signature (r,s) is obtained it may be used to
yield the long term private key d and thereafter each of the ephemeral keys k can be obtained.
Neither the DSA nor the ECDSA inherently disclose any information about the public key k.
They both require the selection of k to be performed by a random number generator and it will
therefore have a uniform distribution throughout the defined interval. However the
implementation of the DSA may be done in such a way as to inadvertently introduce a bias in to
the selection of k. This small bias may be exploited to extract a value of the private key d and
thereafter render the security of the system vulnerable. One such implementation is the DSS
mandated by the National Institute of Standards and Technology (NIST) FIPS 186-2 Standard.
The DSS stipulates the manner in which an integer is to be selected for use as a private key. A
seed value, SV, is generated from a random number generator which is then hashed by a SHA-1
hash function to yield a bit string of predetermined length, typically 160 bits. The bit string
represents an integer between 0 and 2'®-1. However this integer could be greater than the prime
q and so the DSS requires the reduction of the integer mod q, i.e. k=SHA-1(seed) mod q.

Accordingly the algorithm for selecting k may be expressed as :-
if SHA-1(seed) > q then ke~ SHA-1(seed) ~ q
else ke-SHA-1(seed).
With this algorithm it is to be expected that more values will lie in the first interval than the

second and therefore there is a potential bias in the selection of k.

Recent work by Daniel Bleichenbacher suggests that the modular reduction to obtain k
introduces sufficient bias in to the selection of k that an examination of 2?2 signatures could yield
the private key d in 2% steps using 2*° memory units. This suggests that there is a need for the

careful selection of the ephemeral key k.
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SUMMARY OF THE INVENTION

It is therefore an object of the present invention to obviate or mitigate the above

disadvantages in the gencration of a private key.

In general terms the present invention provides a key generation technique in which any

bias is eliminated during the selection of the key.
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described by way of example only with reference to
the accompanying drawings in which:-

Figure 1 is a schematic representation of a data communication system;

Figure 2 is a flow chart showing a first embodiment of key generation;

Figure 3 is a flow chart showing a second embodiment;

Figure 4 is a flow chart showing a third embodiment;

Figure 5 is a flow chart showing a fourth embodiment;

Figure 6 is a flow chart showing a fifth embodiment; and

Figure 7 is a flow chart showing a sixth embodiment.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring, therefore to figure 1, a data communication system 10 includes a pair of
correspondents 12, 14 connected by a communication link 16. The link 16may be a dedicated
link, a multipurpose link such as a telephone connection or a wireless link depending on the
particular applications. Similarly, the correspondents 12, 14 may be computer terminals, point-
of-sale devices, automated teller machines, constrained devices such as PDA’s, cellphones,

pagers or any other device enabled for communication over a link 16.
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Each of the correspondents 12, 14 includes a secure cryptographic function 20 including
a secure memory 22, an anithmetic processor 24 for performing finite field operations, a random
number generator 26 and a cryptographic hash function 28 for performing a secure cryptographic
hash such as SHA-1. The output of the function 28 will be a bit string of predetermined length,
typically 160 bits although othcr lengths such as 256, 384 or 512 are being used more frequently.
It will be appreciated that each of these functions is controlled by a processor executing

instructions to provide functionality and inter-operability as is well known in the art.

The secure memory 22 includes a register 30 for storing a long-term private key, d, and a
register 32 for storing an ephemeral private key k. The contents of the registers 30, 32 may be
retrieved for use by the processor 24 for performing signatures, key exchange and key transport
functions in accordance with the particular protocols to be executed under control of the

processor.

The long term private key, d, is generated and embedded at the time of manufacture or
initialization of the cryptographic function and has a corresponding long-term public key o.
The long-term public key a’ is stored in the memory 22 and is generally made available to other

correspondents of the system 10.

The ephemeral key, k, is generated at each signature or other cryptographic exchange by
one of the routines disclosed below with reference to figures 2 to 9. Once the key, k, and
corresponding public key o* is generated, it is stored in the register 32 for use in the

cryptographic protocol, such as the DSA or ECDSA described above.

Referring, therefore, to figure 2, a first method of generating a key, k, originates by
obtaining a seed value (SV) from the random number generator 26. For the purposes of an
example, it will be assumed that the cryptographic function is performed over a group of order q,
where q is a prime represented as a bit string of predetermined length /. By way of example only
it will be assumed that the length / is 160 bits, although, of course, other orders of the field may

be used.
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To provide a value of k of the appropriate order, the hash function 28 has an / bit output,
e.g. a 160 bit output. The bit string generated by the random number generator 26 is greater than
I'bits and is therefore hashed by the function 28 to produce an output H(seed) of / bits.

The resultant output H(seed) is tested against the value of q and a decision made based on
the relative values. If H(seed) < q then it is accepted for use as k. If not, the value is rejected
and the random number generator is conditioned to generate a new value which is again hashed

by the function 28 and tested. This loop continues until a satisfactory value is obtained.

A further embodiment is shown in figure 3. In this embodiment, the output of the
random number generator 26 is hashed by hash function 28 as before and tested against the value
of g. If the H(seed) value is not accepted, the output of the random number generator 26 is

incremented by a deterministic function and rehashed by function 28.

The resultant value H(seed) is again tested and the procedure repeated until a satisfactory

value of k is obtained.

The output may be incremented by adding a particular value to the seed value at each
iteration, or may be incremented by applying a non-linear deterministic function to the seed
value. For example, the output may be incremented by applying the function flseed) = a.seed’® +b

2160

mod , where a and b are integer constants.

A further embodiment is shown in figure 4 which has particular applicability to an elliptic
curve cryptosystem. By way of example it will be assumed that a 163 bit string is required and
that the output of the hash function 28 is 160 bits.

The random number generator 26 generates a seed value SV which is processed by the

hash function 28 to obtain a first output H(seed).
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The seed value SV is incremented by a selected function to provide a seed value SV+
which is further processed by the hash function 28 to provide a second output H(seed+).

The two outputs are then combined, typically by cocatenation, to produce a 320 bit string
H(seed)//H(seed+). The excess bits, in this case 157 are rejected and the resultant value tested
against the value of q. If the resultant value is less than g, it is accepted as the key k, if not the

valuc is rejected.

Upon rejection, the random number generator may generate a new value as disclosed in

figure 2 or may increment the seed value as disclosed in figure 3.

A further embodiment is shown in figure 5 which is similar to that of figure 4. In the
embodiment of figure 5, the selection of the required / bit string is obtained by applying a /-bit

wide masking window to the combined bit string.

This is tested against the value of q and if acceptable is used as the value of k. If it is not
acceptable it is rejected and the / bit window incremented along the combined bit string to obtain

a new value.
The values are tested and the window incremented until a satisfactory value is obtained.

A similar procedure may be used directly on an extended output of the hash function 28
as shown in figure 6 by applying a window to obtain the required / bit string. The bit string is

tested against q and the window incremented until a satisfactory value of k is obtained.

As shown in figure 7, the value of k may be generated by utilizing a low Hamming
weight integer obtained by combing the output of the random number generator 26 to facilitate
computation of an intermediate public key &*. The integer is masked by combination with
predetermined precomputed value k' to obtain the requisite Hamming weight for security. Such
a procedure is disclosed in copending Canadian application 2,217,925. This procedure is
modified to generate the low Hamming weight integer k as a bit string greater than /, for
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example, a 180 bit string. The masking value k' is distributed throughout the 180 bit string and
the resultant value reduced mod q to obtain a 163 bit value k>’. Note that the value a* can be
cfficiently computed by combining the precomputed valuea® with the efficiently computable

value o,

A similar technique may be used by relying on multiplicative masking. In this embodiment the
value of k is combined with a value  where f=a". The value of u is a secret value that is used
to mask the low Hamming weight of k. Again, the values of u and the low Hamming weight
number k can be chosen to have bit lengths greater than /, for example, bit lengths of 180. The
resultant value is k" = u* mod q. It will be appreciated that o*" can be efficiently computed since

B=a" is precomputed, and since k has low Hamming weight.
P!

Although the invention has been described with reference to certain specific
embodiments, various modifications thereof will be apparent to those skilled in the art without

departing from the spirit and scope of the invention as outlined in the claims appended hereto.

MOBILEIRON, INC. - EXHIBIT 1003

Page 050



CA 02329590 2000-12-27

——

N
("
!._\.

MOBILEIRON, INC. - EXHIBIT 1003
Page 051



CA 02329580 2000-12-27

- ——
s s se0

MOBILEIRON, INC. - EXHIBIT 1003

Page 052



CA 02329590 2000-12-27

N .
[N o
- VN7 TN =
ST 0 - WO i
LI T L W Wy
¢ . ~—
—- -~ . .
he o T2 &~
‘-N - v'l\-'l
-
H
’
i
4
¥ -
. [=engr- el i od
T S et
——— e
3
.
-
S"“., T et
B O L ——")
-
g :
— 4
- —
L

MOBILEIRON, INC. - EXHIBIT 1003
Page 053



CA 02329590 2000-12-27

ey

] - 7 .
7 AN ool IR G
Ty T [N EaS o
- X

LISt U=
H e, -
- -

~ . o o —— 3 1
S U S - i l
3
ra N !
-\ I
- ~ B
s - \\\ X. —
ke "4/1\--' Yl N ! 1 > To-

MOBILEIRON, INC. - EXHIBIT 1003

Page 054



CA 02329590 2000-12-27

NPT
S

)

R | °

' "2'_,4 -~
d -

——————e

MOBILEIRON, INC. - EXHIBIT 1003
Page 055



.CA 02329530 2000-12-27

:"\ -

.-
: 1
! .
e N Casitomy - a2 k4
Y . . e L‘<
o~ /‘_‘) R P
~—r V% " . v
-
T
-~
- ..v,i
v - Y
. ‘\._‘j e ey {
R - . i
P K
pe e oy ‘! I
! S e ‘..:_. e e
;
Jons . " ; . — -
: ! M . .
- - ~ e H . RN RPN au?
o . VO T—— —'\._, 1 P he -~
- Lo 2 e
* d .
-~ X
- .
—
JRO . a
i
.- ) :
FRSE N U R S .
‘\_—.—-» - - L ﬁ' - - - -‘gw—- B
- ) i
o ———— " :l bkl "
.
i
[ . A e, t
. :
! - — - M
.i 1

MOBILEIRON, INC. - EXHIBIT 1003

Page 056



- This Page is Inserted by IFW Indexing and Scénning
Operations and is not part of the Official Record

BEST AVAILABLE IMAGES

Defective images w1th1n this document are accurate representatlons of the original
documents submltted by the appllcant :

Defects in the images include but are not limited to the itéms checked:

) BLACK BORDERS

U] IMAGE CUT OFF AT TOP, BOTTOM OR SIDES
éﬂ—FADED TEXT OR DRAWING

0 BLURRED OR ILLEGIBLE TEXT'OR DRAWING

0J SKEWED/SLANTED IMAGES

0 COLOR OR BLACK AND WHITE PHOTOGRAPHS

U GRAY SCALE DOCUMENTS

0 LINES OR MARKS ON ORIGINAL DOCUMENT

0 REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY

O OTHER:

IMAGES ARE BEST AVAILABLE COPY. |
As rescanning these documents will not correct the image

problems checked, please do not report these problems to
the IFW Image Problem Mailbox. - '

MOBILEIRON, INC. - EXHIBIT 1003
Page 057



10025924
PLUS Search Results for S/N 10025924, Searched March 03, 2005

The Patent Linguistics Utility System (PLUS) is a USPTO automated search
system for U.S. Patents from 1971 to the present. PLUS is a
query-by-example search system which produces a list of patents that are
most closely related linguistically to the application searched. This
search was prepared by the staff of the Scientific and Technical
Information Center, SIRA.

6079018
5910989
6067621
5953420
5537475
4995082
6078909
6307938
6341349
63450098
6405923
6151395
5907618
6058188
6483921
6108783
5724279
6240436
6209016
6212279
6212279
6282290
6289454
6473508
6081598
5867578
5600725
5955717
6202933
6131162
6195433
6275587
5577123
5963649
4807287
6490352
5933503
6213391
6213391
5606609
6397329 '
4935962
6567832
6745220
6298153
6173402
6754820
6279110
5432852
6212281

MOBILEIRON, INC. - EXHIBIT 1003

Page 058



(random adj2 number) same (hash
or md5S or sha-1 or sha) same
(prime adj2 (number or no))

Ref Hits | Search Query DBs Default Plurals | Time Stamp
# Operator
S1 372 | 380/44.ccls. and @ad<"20001201" US-PGPUB; | OR ON 2005/03/01 10:12
USPAT
S3 1 | S1 and ((ephemeral adj2 key)) US-PGPUB; | OR ON 2005/02/28 15:01
USPAT
S4 410 | 380/277.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 15:03
USPAT
S5 280 | 331/78.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 15:03
USPAT
S6 274 | 708/250.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 15:04
USPAT
S8 6 | "2217925" US-PGPUB; | OR ON 2005/02/28 15:42
USPAT
S9 287 | 380/44.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 16:30
and (key with generat$4) USPAT
S11 13 | 380/44.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 16:48
and (key with generat$4) with USPAT
(generat$4 with (seed near3 (value
or number)))
S12 1| ("5963646").PN. US-PGPUB; | OR OFF 2005/02/28 16:34
: USPAT
S13 1 | 380/44.ccls. and @ad<"20001201" | US-PGPUB; | OR ON | 2005/02/28 17:24
and (key with generat$4) with USPAT
(generat$4 with (seed near3 (value
or number))) with (hash$4 or sha-1
or sha)
S14 14 | 380/44.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 17:25
and ((elgamal near3'signature) or USPAT ' j
dsa or ecdsa) .
S16 287 | 380/44.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 17:28
and (generat$4 with key) USPAT
518 94 | 380/44.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 17:28
and (generat$4 with key) with USPAT
(random adj2 number) |
S21 8 | 380/44.ccls. and @ad<"20001201" US-PGPUB; | OR ON 2005/02/28 17:45
and (generat$4 with key) with USPAT.
(random adj2 number) same (hash
or md5 or sha-1 or sha)
S23 2 | "380"/$.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 17:45
and (generat$4 with key) with USPAT
(random adj2 number) same (hash
or md5 or sha-1 or sha) with (prime
adj2 (number or no))
S24 3 | "380"/$.ccls. and @ad<"20001201" | US-PGPUB; | OR ON 2005/02/28 17:45
and (generat$4 with key) with USPAT

Search History 3/4/05 12:48:56 PM Page 1
C:\APPS\EAST\Workspaces\10025924.wsp

MOBILEIRON, INC. - EXHIBIT 1003
Page 059




S25

526
s27
s29

S31

$32

S33

S34

S35

S36

S37

S38

24

36

"380"/$.ccls. and (generat$4 with
key) with (random adj2 number)
same (hash or md5 or sha-1 or sha)
same (prime adj2 (number or no))

380/44.ccls. and @ad<"20001201"
and (ephemeral with key)

"380"/$.ccls. and @ad<"20001201"
and (ephemeral with key)

"380"/44.ccls. and
@ad<"20001201" and (ecdsa)

"380"/$.ccls. and @ad<"20001201"
and (generat$4 near3 key) with
(hash or digest or sha or sha-1)
with (seed) with (random adj2
(number or no))

(generat$4 near3 key) with (hash
or digest or sha or sha-1) with
(seed) with (random adj2 (number
or no)) and @ad<"20001201"

(generat$4 near3 key) with (hash
or digest or sha or sha-1) same
(random adj2 (number or no)) and
@ad<"20001201" and 380/44.ccls.

(generat$4 near3 key) with (hash
or digest or sha or sha-1) same
(random adj2 (number or no)) and
@ad<"20001201" and "380"/$.ccls.

(generat$4 near3 key) with (hash
or digest or sha or sha-1) same
(random adj2 (number or no))
same prime and @ad<"20001201"
and "380"/$.ccls.

(generat$4 near3 key) with (hash
or digest or sha or sha-1) same
(random adj2 (number or no))
same prime and @ad<"20001201"

(generat$4 near3 key) with (hash
or digest or sha or sha-1) same
(random adj2 (number or no))
same prime and @ad<"20001201"

(generat$4 near3 key) same (hash
or digest or sha or sha-1) same
(random adj2 (number or no))
same prime and @ad<"20001201"

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
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US-PGPUB;
USPAT
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545

S46

S47

548

S49

S52

S53
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235

16

17

13

14

13
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54

(dsa or ecdsa or "elliptic curve
digital signature alogorithm" or
"digital signature algorithm") and
380/44.ccls. and @ad<"20001201"

(dsa or ecdsa or "elliptic curve
digital signature alogorithm" or
"digital signature algorithm") same
(generat$4 near3 key) and 380/44.
ccls. and @ad<"20001201"

(generat$4 with random) and
380/44.ccls. and @ad<"20001201"

(generat$4 with random) with
(hash or sha or sha-1 or digest) and
380/44.ccls. and @ad<"20001201"

(generat$4 with random) with
(hash or sha or sha-1 or digest)
same prime and 380/44.ccls. and
@ad<"20001201" '

elgamal and 380/44.ccls. and
@ad<"20001201"

380/44.ccls. and @ad<"20001201"
and (dsa or dss or "digital - signature
algorithm")

380/44.ccls. and @ad<"20001201"
and (dsa or dss or "digital signature
algorithm" or "digital signature
standard")

"fips-186"

"380"/$.ccls. and @ad<"20001201"
and (generat$4 near3 (public adj2
key))

"380"/44.ccls. and
@ad<"20001201" and (generat$4
near3 (public adj2 key))

US-PGPUB;
USPAT;
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S55

557

S58

S59

S60

1561

S62

S63

S64

S65

S66

S67

S68

21

16

545

44

44

16

"380"/44.ccls. and
@ad<"20001201" and (generat$4
near3 (public adj2 key)) with seed

"380"/44.ccls. and
@ad<"20001201" and (generat$4
near3 (public adj2 key)) same
random same hash

"380"/44.ccls. and
@ad<"20001201" and (generat$4
near3 (public adj2 key)) same
random

"380"/44.ccls. and
@ad<"20001201" and (generat$4
near3 (public adj2 key)) same
random same hash ,

"380"/$.ccls. and @ad<"20001201"
and (generat$4 near3 (public adj2
key)) same random same hash

(("5214703") or ("6490680") or
("6128737") or ("6195433")).PN.

"380"/$.ccls. and (increment$4 or
increas$4 or add$4) with ((seed
adj2 value) or (random adj2 (no or
number)))

"380"/44.ccls. and (increment$4 or
increas$4 or add$4) with ((seed
adj2 value) or (random adj2 (no or
number)))

"380"/44.ccls. and (increment$4 or
increas$4 or add$4) with ((seed
adj2 value) or (random adj2 (no or
number))) same (perform$4 near3
(hash or digest or sha or sha-1))

"380"/44.ccls. and (increment$4 or
increas$4 or add$4) with ((seed
adj2 value) or (random adj2 (no or
number))) and (perform$4 near3
(hash or digest or sha or sha-1))

"380"/44.ccls. and (increment$4 or
increas$4 or add$4) with ((seed
adj2 value) or (random adj2 (no or
number))) same (combin$4 or
join$4)

"380"/44.ccls. and (increment$4 or
increas$4 or add$4) with ((seed
adj2 value) or (random adj2 (no or
number)))

"380"/44.ccls. and (increment$4 or
increas$4 ) with ((seed adj2 value)
or (random adj2 (no or number)))
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"380"/44.ccls. and (increment$4)
with ((seed adj2 value) or (random
adj2 (no or number)))

(increment$4) adj ((seed adj2
value) or (random adj2 (no or
number)))
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ML/

Application No. Applicant(s)

10/025,924 VANSTONE ET AL.
Office Action Summary Examiner Art Unit

Shewaye Gelagay 2133

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply -

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the maiting date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on December 26, 2001.
2a)[] This action is FINAL. 2b)X This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X Claim(s) 1-14 is/are pending in the application.

4a) Of the above claim(s) ____is/are withdrawn from consideration.
5] Claim(s) is/are allowed.
6)X] Claim(s) 1-14 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)[] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)X] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 26 December 2001 is/are: a)[_] accepted or b)[X] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[_] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority-under 35 U.S.C. § 119

12)[X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)X Al b)[J Some * ¢)[_] None of:
1..X Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No. ____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) [X] Notice of References Cited (PTO-892) 4 Interview Summary (PTO-413)
2) [ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. ____
3) [ information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) (] Notice of Informal Patent Application (PTO-152)
Paper No(s)/Mail Date _____. 6) [:l Other; _____.
U.S. Patent and Trademark Office :
PTOL-326 (Rev. 1-04) . Office Action Summary Part of Paper No./Mail Date 03042005
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Art Unit: 2133

DETAILED ACTION
1. Claims 1-14 have been examined.
Oath/Declaration
2. The oath or declaratioh is defective. A new oath or declaration in compliance

with 37 CFR 1.67(a) identifying this application by application number and filing date is
required. See MPEP §§ 602.01 a-nd 602.02.

The oath or declaration is defective because: It is not signed by the inventors.

Drawings

3. The drawings are objected to as failing to comply with 37 CFR 1.84(p)(5)
because they do not include the following reference sign(s) mentioned in the
description: On Page 4, line 31 and Page 5, line 19, “a system 10”. Corrected drawing
sheets in compliance with 37 CFR 1.121(d) are required in reply to the Office action to
avoid abandonment of the application. Any amended replacement drawing sheet should
include all Qf the figures appearing on the immediate prior version of the sheet, even if
only one figure is being amended. Each drawing sheet submitted after the filing date of

an application must be labeled in the top margin as either “Replacement Sheet” or “New .

Sheet” pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner,
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the applicant will be notified and informed of any required corrective action in the next
Office action. The objection to the drawings will not be held in abeyance.

4. The drawings are objected to as failing to comply with 37 CFR 1.84(p)(5)
because they do not include the following reference sign(s) mentioned in the
description: On Page 4, line 33, “a communication link 16”. Corrected drawing sheets in
compliance with 37 CFR 1.121(d) are required in reply to the Office action to avoid
abandonment of the application. Any amended replacement drawing sheet should
include all of the figures appearing on the immediate prior version of the sheet, even if
only one figure is being amended. Each drawing sheet submitted after the filing date of
an application must be labeled in the top margin as either “Replacement Sheet” or “New
Sheet” pursuant to 37 CFR 1;121(d). If the changes are not accepted by the examiner,
the applicant will be notified and informed of any required corrective action in the next

Office action. The objection to the drawings will not be held in abeyance.

Claim Rejections - 35 USC § 102
5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public
use or on sale in this country, more than one year prior to the date of application for patent in the United
States.

6. Claims 1-2 and 4-5 are rejected under 35 U.S.C. 102(b) as being anticipated by
Schneier “Applied Cryptography”, (Pages 483-490).

As per claim 1;
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Schneier teaches a method of generating a key over a group of order q, said
method including the steps of:

generating a seed value from a random number generator; (Page 487, line 11;
Page 489, lines 15-16)

performing a hash function on said seed number to provide an output; (Page

487, lines 7-8; Page 489, lines 17-18)

determining whether said output is less than said prime number q; (Page 487,

line 11; ...k less than q)

accepting said output for use as a key if the value thereof is less than said prime

number q; (Page 487, lines 12-15) and

rejecting said output as a key if said value is not less than said order q. (Page

487, line 11)

As per claim 2:

Schneier teaches all the subject matter as discussed above. In addition, Schneier
further discloses a method wherein another seed value is ggnerated by said random
number generator if said output is rejected. (Page 487, line 11; Page 489, line 22)

As per claim 4:

Schneier teaches all the subject matter as discussed above. In addition, Schneier
further discloses a method wherein said key is used for generation of a public key.
(Page 487, lines 8-15; Page 488, line 3-8)

As per claim &:
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Schneier teaches all the subject matter as discussed above. In addition, Schneier
further discloses a method wherein said order q is prime number represented by a bit

string of predetermined length |. (Page 487, line 1 and Page 488, line 5)

Claim Rejections - 35 USC § 103
7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

This application currently names joint inventors. In considering patentability of
the claims under 35 U.S.C. 103(a), the examiner presumes that the subj'ect matter of
the various claims was commonly owned at the time any inventions covered therein
were made absent any e\}idence to the contrary. Applicant is advised of the obligation
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was
not commonly owned at the time a later invention was made in order for the examiner to
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g)
prior art under 35 U.S.C. 103(a).

8. CIaims 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Backal United States
Letter Patent Number 6,219,421.

As per claim 7:
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Schneier teaches all the subject matter as discussed above. Schneier does not
explicitly disclose a method wherein if said output is rejected, said output is incremented
by a deterministic function and a hash function is performed on said incremented output
to produce a new output; a determination being made as to whether said new output is
acceptable as a key.

Backal in analogous art, however, disclose a method wherein if said output is
rejected, said output is incremented by a deterministic function and a hash function is
performed on said incremented output to produce a new output; a determination being
made as to whether said new output is acceptable as a key. (Col. 5, lines 61-67)

Therefore, it would have been obvious to a person having ordinary skill ih the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method of wherein if said output is rejected, said output is incremented by a
deterministic function and a hash function is performed on said incremented output to
prodbuce a new output; a determination being made as to whether said new output is
acceptable as a key. This modification would have been obvious because a person
having ordinary skill in the art would have beeﬁ motivated to do so, as suggested by,
Backal (Col. 1, lines 50-51) in order to provide an exceptional degree of security. This
way, the keys generated using the above method of seed Value generation will protect
any unauthorized person from having access to the digitally signed document.

As per claim 8:
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Schenier and Backal teach all the subject matter as discussed above. In addition,
Backal further discloses a method wherein said step of incrementing includes a further
step of adding a particular value to said seed value. (Col. 5, lines 61-67)

As per claim 9:

Schneier teaches a method of generating a key over a group of order q, said
method including the steps of:

generating a seed value from a random number generator; (Page 487, line 11,
Page 489, lines 15-16)

performing a hash function on said seed number to provide a first output; (Page

487, lines 7-8; Page 489, lines 17-18)

accepting said new output as a key k if said new output has a value less than
order q; (Page 487, line 11; ...k less than q) and

rejecting said new output as a key if said new output has a value less than order
q . (Page 487, line 11)

Schneier does not explicitly disclose a method of incrementing said seed value
by a predetermined function and performing said hash function on said incremented
seed value to provide a second output; and combining said first output and second
output to produce a new output; determining whether said new output has a value less
than said order q.”

Backal in analogous art, however, disclose a method of
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incrementiné said seed value by a predetermined function and performing said
hash function on said incremented seed value to provide a second output; (Col. 5, lines
61-67) and

combining said first output and second output to produce a new output;
determining whether said new output has a value less than said order q; (Col. 5, lines
54-60)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method of incrementing said seed value by a predetermined function and
performing said hash function on said incremented seed value to provide a second
output; and combining said first output and second output to produce a new output;
determining whether said new output has a value less than said order q. This
modification would have been obvious because a person having ordinary skill in the art
would have been motivated to do so, as suggested by, Backal (Col. 1, lines 50-51) in
order to provide an.exceptional degree of security. This way, the keys generated using
the above method of seed value generation will protect any unauthorized person from
having access to the digitally signed document.

As per claim 10:

Schenier and Backal teach all the subject matter as discussed above. In addition,
Schenier further discloses a method wherein upon rejection of said new output a new
seed value is generated by said random number generator. (Page 487, line 11; Page

489, line 22)
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As per claim 11:

Schenier and Backal teach all the subject matter as discussed above. In addition,
Backal further discloses a method wherein upon rejection of said new output said seed
value is incremented by a predetermined function and revised values for said first output
and said second output are obtained. (Col. 5, lines 61-67)

As per claim 12:

Schenier and Backal teach all the subject matter as discussed above. In addition,
Schenier further discloses a method wherein a bit string greater than a predetermined
length | is obtained and an | bit string selected therefrom for comparison with said order
g. (Page 487, line 1 and Page 488, line 5)

As per claim 13:

Schenier and Backal teach all the subject matter as discussed above. In addition,
Schenier further discloses a method wherein upon rejection of said bit string of
predetermined length |, a further | bit string is selected. (Page 487, line 1 and Page 488,
line 5)

9. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Nel et al. “Generatiion of
Keys for use with the Digital Signature Standard (DSS)” (Pages 6-10).

As per claim 3:

Schneier teaches all the subject matter as discussed above. Both references do
not explicitly disclose a method wherein the step of accepting said output as a key

includes a further step of storing said key.
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Nel et al. in analogous art, however, discloses a method wherein the step of
accepting said output as a key includes a further step of storing said key. (Page 10, Col.
1, lines 3-4)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method wherein the step of accepting said output as a key includes a further
step of storing said key. This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do so in order to be able to
reuse the key and also to perform auditing on the key generation process.

As per claim 6:

Schneier teaches all the subject matter as discussed above. Schneier does not
explicitly disclose a method wherein said output from said hash function is a bit string of
predetermined length I.

Nel et al. in analogous art, however, discloses a method wherein said output
from‘ said hash function is a bit string of predétermined length |. (Page 8, Col. 2, lines 8-
11)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method wherein said output from said hash function is a bit string of
predetermined length |. This modification would have beén obvious because a person

having ordinary skill in the art would have been motivated to do so as suggested by Nel -
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et al. (Page 8, Col. 2, lines 6-7) in order to prevent constructing a message which will
yield a known value of message digest.

10.  Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier
“Applied Cryptography”, (Pages 483-490) in view of Backal United States Letter Patent
Number 6,219,421 and further in view of Nel et al. “Generatiion of Keys for use with the
Digital Signature Standard (DSS)” (Pages 6-10).

As per claim 14:

Schenier and Backal teach all the subject matter as discussed above. Both
references do not explicitly disclose method wherein said step of combining said first
and second outputs includes a further step of rejecting excess bits such that said new
output is a bit string of length .

Nel et al. in analogous art, however, discloses a method wherein said step of
combining said first and second outputs includes a further step of rejecting excess bits
such that said new output is a bit string of length I. (Page 8, Col. 2, lines 8-11)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method wherein said step of combining said first and second outputs includes
a further step of rejecting excess bits such that said new output is a bit string of Ie_ngth l.
This modification would have been obvious because a person having ordinary skill in
the art would have been motivated to do so as suggested by Nel et al. (Page 8, Col. 2,
lines 6-7) in order to prevent constructing a message which will yield a known value of

message digest.
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Appl. No. 10/025,924
“ Reply to Office Action of: March 24, 2005

SEP 2 2 7005

Appl. No.:  10/025,924

Applicant:  VANSTONE, Scott et al
Filed: December 26, 2001

Title: METHOD OF PUBLIC KEY GENERATION '
Art Unit: 2133

Examiner: GELAGAY, Shewaye

Docket No.: 67539/00421

Mail Stop Amendment

U.S. Patent & Trademark Office
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

. RESPONSE
Sir;
This is further to the Office Action dated March 24, 2005. Applicant advises that a
petition for a 3-month extension of time is being filed contemporaneously herewith, Applicant
wishes to amend the above-identified application as follows:

Amendments to the Specification: begin on page 2 of this paper.

Amendments to the Claims: are reflected in the listing of claims which begins on page 5 of this
paper.

Amendments to the Drawings: begin on page 8 of this paper and include an attached
replacement sheet containing an amended Figure 1.

Remarks: begin on pige 9 of this paper.
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. Appl, No. 10/025,924 Page
Reply to Office Action of: March 24, 2005

Please replace paragraph [0001] with the following replacement paragraph:

[0001] The present invention relates [[Lo]] to public key cryptosystems and more particularly to

key generation within such systems.

Please replace paragraph [0033] with the following replacement paragraph: g

[0033] Referring, therefore, to FIG. 2, a first method of generating a key, k, originates by
obtaining a seed value (SV) from the random number generator 26. For the purposes of an
example, it will be assumed that the cryptographic function is performed over a group of order q,
where q is a prime represented as a bit string of predetermined length [[1]] L. By way of example
only it will be assumed that the length [[1]] L is 160 bits, although, of course, other orders of the
field may be used.

Please replace paragraph [0034] with the following replacement paragraph:

[0034] To provide a value of k of the appropriate order, the hash function 28 has an [[1]] L bit
output, e.g. a 160 bit output. The bit string generated by the random number generator 26 is
greater than [[1]] L bits and is therefore hashed by the function 28 to produce an output H(seed)
of [[1]] L bits.

Please replace paragraph [0044] with the following replacement paragraph:

[0044] A further embodiment is shown in FIG. 5 which is similar to that of FIG. 4. In the

embodiment of FIG. 5, the selection of the required [[1]] L bit string is obtained by applying a
[(1-bit]) L-bit wide masking window to the combined bit string.

Please replace paragraph [0045] with the following replacement paragraph:
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Reply to Office Action of: March 24, 2005

[0045] This is tested against the value of g and if acceptable is used as the value of k. If it is not
acceptable it is rejected and the [[1]] L bit window incremented along the combined bit string to |

obtain anew value.

Please replace paragraph [0047] with the following replacement paragraph:

[0047) A similar procedure may be used directly on an extended output of the hash function 28 |
as shown in FIG. 6 by applying a window to obtain the required [[I]] L bit string. The bit string 16
tested against q and the window incremented until a satisfactory value of k is obtained. '

Please replace paragraph [0048] with the following replacement paragraph:

[0048] As shown in FIG. 7, the value of k may be generated by utilizing a low Hamming weight
integer obtained by eembire combining the output of the random number generator 26 to 1
facilitate computation of an intermediate public key ¥, The integer is masked by combination ;
with predetermined precomputed value k' to obtain the requisite Hamming weight for security.
Such a procedure is disclosed in copending Canadian application 2,217,925. This procedure is

modified to generate the low Hamming weight integer k as a bit string greater than [[1]] L, for

example a 180 bit string The masking value k' is distributed throughout the 180 bit string and the
resultant value reduced mod q to obtain a 163 bit value k". Note that the value o* can be :
efficiently computed by combining the precomputed value [[o']] a with the efficiently

computable value a,
Please replace paragraph [0049] with the following replacement paragraph:

[0049] A similar technique may be used by relying on multiplicative masking. In this
embodiment the value of k is combined with a value B where p=a". The value of u is a secret
value that is used to mask the low Hamming weight of k. Again, the values of u and the low
Hamming weight number k can be chosen to have bit lengths greater than [[1]] L, for example,
bit lengths of 180. The resultant value is k"=u* mod q. It will be appreciated that o*" can be
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MOBILEIRON, INC. - EXHIBIT 1003
Page 083



SEP. 22.2005 3:08PM _ NO. 0354 P 7
. Appl. No. 10/025,924 Page l
Reply to Office Action of: March 24, 2005 !
|
i
efficiently computed since p =a" is precomputed, and since k has low Hamming weight.
i
i
i
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— A

Amendments to the Claimg .
i

This listing of claims will replace all prior versions and listings of claims in the application:
Listing of claims:

1. (currently amended) A method of generating a key over a group of order q, said method
including the steps of:

gencrating a seed value from a random number generator;

performing a hash function on said seed rumber value to provide an output;

determining whether said output is less than said prime number q;

accepting said output for use as a key if the value thereof is less than said prime number :
q; and

rejecting said output as a key if said value is not less than said order q.

2. (original) The method of claim 1 wherein another seed value is generated by said random |

number generator if said output is rejected.

3. (original) The method of claim 1 wherein the step of accepting said output as a key includes a |
further step of storing said key. !

4. (original) The method of claim 1 wherein said key is used for generation of a public key.
5. (currently amended) The method of claim 1 wherein said order q is prime number represented
by a bit string of predetermined length [[1]] L. |

6. (currently amended) The method of claim 5 wherein said output from said hash function is a
bit string of predetermined length [[1]] L.

7. (original) The method of claim 1 wherein if said output is rejected, said output is incremented

by a fieterministic function and a hash function is performed on said incremented output to
produce a new output; a determination being made as to whether said new output is acceptable as

QEQT AV/AI ADN E AADV
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i
i

a key.
8. (original) The method of claim 7, wherein said step of incrementing includes a further step of

adding a particular value to said seed value.

9. (currently amended) A method of generating a key over a group of order q, said method
including the steps of'

generating a seed value from a random number generator,

performing a hash function on said seed number to provide a first output;

incrementing said seed value by a predetermined function and performing said hash

function on said incremented seed value to provide a second output,

combining said first output and second output to produce a new output;

determining whether said new output has a value less than said order g;

accepting said new output as a key k if said new output has a value less than order g; and*
rejecting said new output as a key if said new output has a value less than order q.

10 (original) The method of claim 9 wherein upon rejection of said new output a new seed valuei
is generated by said random number generator. :

11. (original) The method of claim 9 wherein upon rejection of said new output said seed value isé
incremented by a predetermined function and revised values for said first output and said second.
output are obtained. ;

12. (currently amended) The method of claim 9 wherein a bit string greater than a predetermined !
length [[1]] L is obtained and an [[1]] L bit string selected therefrom for comparison with said |
order q.

13. (currently amended) The method of claim 12 wherein upon rejection of said bit string of
predetermined length [[1]] L, a further [[1]] L bit string is selected.

14, (éurrently amended) The method of claim 9 wherein said step of combining said first and
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i

second outputs includes a further step of rejecting excess bits such that said new output is a bit
string of length [[1]] L.
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Please replace the drawing sheet currently on file containing Figure I, with the replacement shee€
containing an amended Figure 1, submitted herewith.
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REMARKS
Applicant wishes to thank the Examiner for reviewing the present application.

The specification is amended to correct several typographical errors. The specification is%
also amended replacing the character “1”, which represents a bitstring of a predetermined length
(introduced at paragraph [0033]), with its uppercase alternative “L” in order to distinguish same f
from the numeral 1 (one). The character “I” was chosen to represent an arbitrary value for the :
length of the bitstring. Applicant believes that the uppercase alternative is an appropriate .
substitute, and in no way adds subject matter to the subject application. Applicant advises that
each instance of “I”” has been amended accordingly for consistency.

Various typographical errors are amended in the claims, and the character “I” has been ‘
replaced by “L” in each instance, consistent with the above amendments to the specification. No
new matter is added by way of these amendments.

Amendments to the Drawings

Figure 1 is amended to include the reference numerals “10” and “16” as recited in
paragraph [0028] of the specification. No new matter is added by way of these amendments.

ion

The Examiner believes that the oath or declaration for the present application is defective,

particularly that it does not identify this application by application number and filing date (MPEP
§602.01 and §602.02), and is not signed by the inventors. Applicant advises that a combined
Declaration and Power of Attorney meeting the above requirements was filed on February 12,

2002. However, Applicant respectfully re-submits a copy of said document with this response.

i ¢ Drawings

The Examiner rejected the Figures for failing to comply with 37 CFR 1.84(p)(5),
specifically for failing to identify reference numerals “10” and “16” mentioned in the g
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" Reply to Office Action of: March 24, 2005 !
i
|

specification. Accordingly, Figure 1 is amended to include numerals 10 and 16 consistent with
paragraph [0028] of the specification. Applicant believes the drawings comply with 37
1.84(p)(5), and are of acceptable form.

Claim Rejections = 35 U.S.C §102(b) .
Claims 1-2 and 4-5 have been rejected under 35 U.S.C. §102(b) as being anticipated by

Schneier “Applied Cryptography”, pages 483-490 (hereinafter “Schneier”). Applicant
respectfully traverses the rejections as follows.

In paragraphs [0013] to [0017] of the subject application, the implementation of the
Digital Signature Algorithm (DSA) is discussed, specifically, a bias that is introduced in the
selection of the key k. This bias may be exploited to extract a value of| e.g., the private key d
and thereafter render the security of the system vulnerable (see paragraph [0013]). Moreover,
the work of Daniel Bleichenbacher is discussed in paragraph [0017], which suggests that the
modular reduction to obtain & introduces sufficient bias into the selection of &, such that an
examination of 2% signatures could yield the private key d in 2% steps, using 2*° memory units. °
Bleichenbacher’s work suggests that the key k need be chosen carefully, or the above
vulnerability may be exploited. ;

The present invention provides a key generation technique that intends to eliminate such :
a bias during the selection of the key. In particular, claim 1 recites a method of generating a key:
over a group of order q, having the following steps:
(2) generating a seed value from a random number generator,

(b) performing a hash function on said seed value to provide an output;

(é) determining whether said output is less than said prime number g;

(d) accepting said output for use as a key if the value thereof is less than said prime

number q; and i

(e) rejecting said output as a key if said value is not less than said order q. |
[identifiers added for discussion purposes herein only]

Applicant respectfully submits that Schneier does not teach all steps of claim 1 recited |
above, and therefore, cannot anticipate claim 1.

Schneier describes the DSA that was proposed for use in the Digital Signature Standard
(DSS) by the National Institute of Standards and Technology (NIST). The Examiner relies on
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the following passages: page 487, lines 7-15; and page 489, lines 15-18. On page 487, Schneier
discusses a procedure for signing and then verifying a message. There is defined, among others, !
a private key x, a public key y, a message m, a random number £, and a value g. To sign the i
message m, Alice first generates a random number k that is less than g. The Examiner believes |
that this step is equivalent to step (c) above. Applicant respectfully disagrees, and believes that -
the Examiner has misconstrued what Schneier teaches in this passage.

Step (c) of claim 1 involves determining whether the output is less than g, where the
output is a result of a hash on a seed number that is chosen at random. In Schneier, & is a random
number that is generated by Alice, and is said to be less than g. This value & is not an output that;
is a result of a hash on a seed number chosen at random, it is a random number in itgelf. In fact,
k is actually an input used in generating a signature, not an output that is compared with a prime
number ¢ for generating a key. Moreover, no comparison is even performed in this step by
Schneier. In claim 1, the comparison of the output with ¢ is done so to exclude keys that have
the vulnerability discussed above. Schneier simply does not teach such a step. ,

Moreover, the Examiner believes that lines 12-15 of the passage of page 487 teaches stcp;
(d) above. Applicant believes this is entirely incorrect. At lines 12-15, Schneier describes
generating signature components » and s. Schneier does not teach accepting an output as a key if’
its value is less than g. A key has not even been generated by Schneier in these steps. Signature
components are in fact created for signing the message m, '

The passage taken from page 489 includes steps of checking whether or not g is prime. ‘
This in no way teaches the step of determining whether an output is lesa than a prime g. In fact, 5
Schneier teaches the determination of the nature of g, not a comparison with another value. ;

Applicant believes that the Examiner has misconstrued the teachings of Schneier.
Schneier does not teach at least steps (c) and (d) recited above. Accordingly, Schneier cannot
anticipate claim 1. Therefore, claim 1 is believed to be patentable over Schneier. Claims 2 and
4-5 are dependent on claim 1, and a8 such are also believed to be patentable over Schneier.

lai jections — 35 U.S.C. §103(a

Claims 7-13
Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
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Schneier, in view of US Patent No. 6,219,421 to Backal. Applicant respectfully traverses the
rejections as follows.

Firstly, claim 7 is dependent on claim 1, and claim 8 is dependent on claim 7. Applicant
has shown above that Schneier does not anticipate claim 1. The Examiner has indicated that ‘
Schneier does not teach the subject matter of claims 7 and 8. In order to establish a prima facie
case of obviousness, one of the criteria that must be met is that the references relied upon must :
teach all elements of the claim (§2143 MPEP). For the combination relied upon by the Exatniner
to teach all elements of claims 7 and 8, Backal would not only have to teach the subject matter of
claims 7 and 8, but also what is missing from Schneier regarding claim 1. Applicant respectfully
submits that Backal does not teach what is missing from claim 1, and for at least that reason, .
claims 7 and 8 are patentable over the combination of Schneier and Backal.

Backal teaches a virtual key method using a virtual matrix to avoid sending large keys
over a communication channel. Backal does not teach the step of determining whether an output
is less than a prime number g, where the output is provided by performing a hash function on a
seed value generated at random. Backal also does not teach the step of accepting the output as a .
key if the value thereof is less than g. Accordingly, Backal does not teach what is missing from
Schneier. Therefore, Applicant believes that claims 7 and 8 are patentable over the combination
of Schneier and Backal.

Secondly, claim 9 is a0 independent claim that, in part, teaches the step of determining
whether an output has a value less than g. As shown above, neither Schneier nor Backal teach
such astep. Therefore, for at least that reason, Applicant believes that claim 9 is patentable over
the combination of Schneier and Backal. Claims 10-13 are either directly or indirectly
dependent on claim 9, and as such, are also believed to be patentable over the combination of
Schneier and Backal.

In summary, Applicant respectfully submits that neither Schneier, nor Backal teaches a
step of determining whether an output is less than a prime number q, and therefore, for at least
that reason, claims 7-13 are patentable over such a combination.

Clims 3 & 6
Claims 3 and 6 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier, in view of Nel et al. “Generation of Keys for use with the Digital Signature Standard
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(DSS)”, pages 6-10 (hereinafter “Nel”). Applicant respectfully traverses the rejections as
follows.

Claims 3 and 6 are both dependent on claim 1. Applicant has shown above that Schneier
does not anticipate claim 1. The Examiner has indicated that Schneier does not teach the subject
matter of claims 3 and 6. Therefore, similar to the above, Nel must not only teach the subject
matter of claims 3 and 6, but also what is missing from Schneier regarding claim 1. Applicant
respectfully submits that Nel does not teach what is missing from claim 1, and for at least that
reason, claims 3 and 6 are patentable over the combination of Schneier and Nel.

Nel teaches key generation for the DSS, specifically, a summary of the private-key
generation method found in the original draft DSA proposal by NIST. In section §.B, viz., the
critically flawed step of £ = G(¢, XKEY) mod g is shown. This reduction modulo g introduces
the bias discussed earlier in the value k. The present invention avoids this bias by rejecting
values for a key that are not less than g, in part, using the step of determining whether an output '
is less than the prime number g. Nel does not teach such a step, but in fact teaches the
vulnerability that the present invention avoids. Nel in no way teaches the step of determining
whether an output (to potentially be used as a key) is less than the prime number q.

Accordingly, Nel does not teach what is missing from Schneier. Therefore, for at least
that reason, Applicant believes that claims 3 and 6 are patentable over the combination of
Schneier and Nel.

Claim 14

Claim 14 has been rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier,
in view of Backal, and further in view of Nel. Applicant respectfully traverses the rejection as
follows.

Claim 14 is dependent on claim 9. Applicant has shown above that none of Schaeier,
Backal, nor Nel teach a step of determining whether an output is less than a prime number g.
Accordingly, the combination of Schneier, Backal and Nel does not teach all of the subject
matter of claim 1, let alone claim 9, which is dependent on claim 1. Therefore, for at least that
reason, Applicant believes that claim 14 is patentable over the combination of prior art cited by
the Examiner.
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|
Summary
In view of the foregoing, Applicant believes that claims 1-14 clearly and patentably

distinguish over the prior art relied upon by the Examiner, and are in condition for allowance.
Applicant requests early reconsideration and allowance of the present application.

spectfully submitted,

John R S. ONage

Agent for Applicant
Registration No. 29,725

BLAKE, CASSELS & GRAYDON LLP
Suite 2800, P.O. Box 25

199 Bay Street, Commerce Court West
Toronto, Ontario MSL 1A9

CANADA

Tel: 416.863.3164
JRO/BSL
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\ A2 | Docket No. |
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&

Power of Attorney For Patent Application

English Language Declaration

Declaration an

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as stated below next to my name,

| believe | am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for

which a patent is sought on the invention entitled
METHOD OF PUBLIC KEY GENERATION

the specification of which

(check one)

O is attached hereto.

® was filed on December 26, 2001 as United States Application No. or PCT International
Application Number 10/025,924 ’
and was amended on

(if applicable) ’
| hereby state that | have reviewed and understand the contents of the above identified specification,
including the claims, as amended by any amendment referred to above.

| acknowledge the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations,
Section 1.56.

| hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or
Section 385(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(a) of
any PCT International application which designated at least one country other than the United States,
listed below and have also identified below, by checking the box, any foreign application for patent or
inventor's certificate or PCT International application having a filing date before that of the apphcatlon
on which priority is claimed.

Prior Foreign Application(s) Priority Not Claimgd
2,329,590 Canada | 27/12/2000 ) [
(Number) (Country) (Pay/Month/Year Filed) ;
(Number) (Country) (Day/Month/Year Filed) - {
(Number) (Country) (Day/Month/Year Filed) - |

Form PTO-3B-01 (9-85) (Modifiod) . 0 Patent and Trademark OHficoU.S. DEPARTMENT OF COMMERC
BEST AVAIABLE GOPY
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l hereby claim the benefit under 35 U.S.C. Section 119(e) of 'any United States provisiqfnal
application(s) listed below:

(Application Serial No.) (Filing Date)

(Application Serial No.) (Filing Date)

{(Application Serial No.) (Filing Date)

| hereby claim the benefit under 35 U. S. C. Section 120 of any United States application(s), or
Section 365(c) of any PCT International application designating the United States, listed below and,
insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States or PCT International application in the manner provided by the first paragraph of '35
U.S.C. Section 112, | acknowledge the duty to disclose to the United States Patent and Trademark
Office all information known to me to be material to patentability as defined in Title 37, C. F. R.,
Section 1.56 which became available between the filing date of the prior application and the national
or PCT International filing date of this application:’ '

(Application Serial No.) (Filing Date) (Status) :
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status) :
(patented, pending, abandoned)

(Application Serial No.) (Filing Date) (Status) _
(patented, pending, abandoned)

I hereby declare that all statements made herein of my own' knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such
willful false statements may jeopardize the validity of the application or any patent issued thereon.

BEST AVAILABLE COPY

Rorm PTO#Bfi (6+85) {(Modifiog) Patent and Trademark OfficeU.8. DEPARTMENT OF COMMERCE
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1
i

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attorney(s) and/or
agent(s) to prosecute this application and transact all business in the Patent and Trademark Office
connected therewith. (list name and registration number)

Orange & Chari (Customer No, 27,185) )

Orange & Charj
Suite 4900, P.O. Box 190
66 Wellington Street West
~ Toronto, Ontario MSK 1H6 Canada

Send Correspondence to:

Direct Telephone Calls to:  (name and telephone number)
John R.S. Orange (416)601-8440

[~ Full nama of sola or first Inventor
YANSTONE, Scott A. / / Vi )
Sale or first Invenlor's signature // // — Date ;

AP~ Jaras{acea,
Residancs - T
10140 Pineview Trail, P.O. Box 490, Campbellville, Ontario LOP 1B0 Canada :
Citizenship
Canadian
Post Office Address
Same As Above

Full name of second inventor, if any
VADEKAR, Ashok

%co%ntorg sigflure Date :
So— Jun 23S /300, |

Residence

250 Harris Street, R.R. 4, Rockwood, Ontario N0OB 2K0 Canada
Citizenship

Canadian

Post Office Address

Same As Above

Form PTO-SB-01 {6-95) (Modified) Patent and Trademark OfficesU,S, DEPARTMENT OF COMMERCE

) BEST" ﬁVA’LABLE COPY
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Full name of third inventor, if any
LAMBERT, Robert J.
Date

Third inventor's sngnature ,7 )
e I et Jon a5, 500

Residence

630 Holm Street, Cambridge, Ontario LSM 5N1 Canada
Citizenship

Canadian

Post Office Address ;
Same As Above ;

Full name of fourth Inventor, If any
GALLANT, Robert P, ., , | [

i

Date

- ] an &Dﬁm

Fourth inventor's signature

Residence
4788 Rosebush Road, Mississauga, Ontart
Citizenship
Canadian

Post Office Address
Same As Above

L5M 5N1 Canada

n
Full name of fitth inven any \
BROWN, Daniel R.

Fifth inventor's signature W\}\ V.) Date ;
AN Janagfscoa
N —_——" ) .

Reszidance

106 Banstock Drive, '%7 oronto, Ontario M2K 2H6 Canada
Citizenship .

Canadian

Post Office Address
Same As Above

Full name of sixth inventor, if any

MENEZES, Alfred ' h - 242!@ Q)

Sixth inventor's signature Date !
Qred %@‘I% '

Residence \

1302-2267 Lakeshore Blvd. West Canada

Citizenship
Canadian

Post Office Address
Same As Above

Form PTO-58-01 (6-95) (Modifled) Patent and Trademark Office-U.8, DEPARTMENT OF COMMERCH
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SEP. 22, 2005 3: 120 N0 0334 . 23 7)%'5}
" PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) Docket No. / ?J'

(Large Entity) O 1P L
In Re Application Of: VANSTONE, Scott A; et a S %\

i 2 2o @ /
F rn I
Application No. Filing Date EW Customer No.| Group Art Unit | Confirmation No.
10/028,924 12/26/2001 GELAGAY, Shewaye 2787 2133 763|2
Invention. METHOD OF PUBLIC KEY GENERATION
COMMISSIONER FOR PATENTS:

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the Ofﬁcé

03/24/2008
Date

Action of

in the above-identified application.

The requested extension is as follows (check time period desired):

O Five months

T One month O Two months Three months QO Four months
from: June 24, 2005 until: September 24, 2005
Date Date
The fee for the extension of time is $1,020 and is to be paid as follows:

Q

X
Deposit Account No.

Q

A check in the amount of the fee is enclosed.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
02-2553

If an additional extension of time is required, please consider this a petition therefor and charge

any additional fees which may be required to Deposit Account No. 02-2353

be mclu&g

Payment by credit card. Form PTO-2038 is attached.

WARNING Information on this form may become public. Credlt card information should not
n this form. Provide credit card information and authorization on PTO-2038.

<

\S: ature
John R.S. Orange (Reg. :;9,725)
Blake, Cassels & Graydon LLP
Box 25, Commerce Court West
199 Bay Street

Toronto, Ontario MSL 1A9
CANADA

Tel: (416) 863-3164

Fax; (416) 863-2653

00000102 022553
1020.00 DA

2005 HALI11

10025924

Dated:

Sept.

22 , 2005

CFR 1.8(a)j on

| hereby certify that this correspondence is being deposited
with the Unlted States Postal Ssivice with sufficient
a first class mail in an envelope addressed to "Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1

(Date)

poatage

Signature of Psrson Moiling Correspondencs

Typed or Printed Name of Person Mailing Corvespondence

P12LARGE/REVOS

|
|
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PTO/SB/ 122 (V-05)
Doc Code: Approvad for use through 07/31/2008, OMB 065140035
. U.S. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
r.

" Under tha Pap gllectlon of information unless it displays a @l

ANGE OF T plio Number 101035924
CORRESPONDEN §§ |FiingDate . 122612001 !
Application First Named Inventor VANSTONE, Scott A.
Address to: Art Unit 2133
g??f:f:;é for Patents w)» Examiner Name GELAGAY, Shewaye
\ Alexandria, VA 22313-1450 4% 94\ Attorney Docket Number 67539/00421

Please change the Correspondence Address for the above-identified application to:

\¢ The address associated with
}A Customer Number: 27871

OR

Firm or
Individual Name

Address

City State ZIP ,
Country

Telephone Email

This form cannot be used to change the data associated with a Customer Number. To change the data
associated with an existing Customer Number use “Request for Customer Number Data Change”

(PTO/SB/124).
I am the:
[] Applicanvinventor .
Assignee of record of the entire interest.
D Statement under 37 CFR 3.73(b) is enclosed. (Form PTO/SB/96).
X] Attorney or Agent of record. Registration Number 29,725
E Registered practitioner named in the application transmittal letter in an application without ap

. exeq{ed oath or declaration, See 37 CFR 1.33(a)(1). Registration Numbsr
N

3 \ '
AR R i
Signature \\\N N i

Typed or Printed ,oh;;'&s. Orange (Reg. #29,725)

Date September 22 , 2005 Telephone (416) 863-3164

NOTE: Signatures of all the inventors or assignees of record of the entire Interest or their representative(s) are required. Submit multiple
forms if more than one signature is required, sae below®,

I X “Total of S forms are submitted. ]

Thia colleclion of information is required by 37 CFR 1.33. The Information is required to obtain or retain a benefil by the publlc which Iz to file (and by the USPTO
{o process) an application. Confidertiallty is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. Thie collection Iz eslimatad to take 3 minutes to complete,
Including gathoring, preparing, and submitiing Ihe completed application form ta the USPTO, Time will vary depending on the individual cage. Any commen|= on
the amount of lime you require (o complete this form and/or suggestions for reducing this burden, shauld be seni {o the Chief Information Officer, U.S. Palen{ and
Trademark Office, U.S. Department of Commeree, P.O. Bex 1450, Aloxandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commlasioner for Patents, P.O. Box 1450, Alexandria, VA 22318-1460.

If you nead assistance in complsting the form, csll 1-800-PT0-9199 and select option 2
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L]}

Doc Code:
Under the Pafierwork Raduction Act of 1885, no

NO. 0354 P 3/:)—/
=R IR

PTO/EB/21 (05.04
Approved for use thraugh 07/34/2008, OMB Ws1:§%f —
V.8, Patent and Trademark Offica; U,S, DEPARTMENT OF COMMERCE

persons afe requited to raspond to 8 collection of infermation unless It diepiays a valid OMB control number, _

D Fae Aftached
g Amendment / Reply
D After Final
D Affidavits/declaration(s)

Application Number 10/025,924
Flling Date 12/26/2001
First Named Inventor VANSTONE, Scott A.
Art Unit 2133

pondence after inltial fliing) Examiner Name GELAGAY, Shewaye
Attorhey Docket Number 67539/00421

ENCLOSURES {Check all that appl‘p_
D Foo Tmn;rnlml Form g Drawing(s) D ::ﬂ::: Allowance Communication

Appeal Communieation lo Board
of Appeals and Interferences

Appeal Communication to TC
(Appeal Notice, Brlef, Reply Brier)

D Proprietary Information
D Status Letter

D Other Enclosure(s) (please

D Licensing-related Papers
D Petiton

Psition lo Convert o a

Provisional Applicallan

Power of Afturhey, Revocallon

Change of Correspondence Address
D Tanninal Disclaimer

I hereby certify thal this cofrespondence Iz bein
aufficlent postage-as first class mall in an envel
date shown below:

' g Extension of Time Request Identlfy below):
D Express Abandonment Request D Requesl fer Refund
D CD, Number of CD(z)
Information Disclogure Statement -
| I Landscape Table on CD
D Centifiod Copy of Priofity
Document(s) Remarks
D Respanse lo Missing Pans/
Incomplele Application
D Reply lo Migsing Parts under
37CFR 1,52 or 1.53
SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Flem Name , Cassels & Graydon LLP
Slgnature \\
Printed name John R.W
A
Date September 2, , 2005 Reg. No. {29,725
RTIFICATE OF TRANSMISSION/MAILING )

g facsimile transmitted fo the USPTO or deposilad with the United States Posial Service with
ope addreszed to; Commissioner for Patents, PO, Box 1450, Alexandria,VA 22313-1450 on tha

Signalure

QVDOd or printed name

[ oate | P

This collection of ifformation is reai?‘t;;r"ef"bycs7'3‘:’FFtt I1i_5. The information is required 1o obtaln or retain & benefit by the publie which is lo file (ang

foc : . Confidentlali .

2 o_u:? !: crimplele,‘;ncludnng ge:hering. preparing, an: %
@ individual case, Any commenls on the amounl of time you requirs ¢ let i i

bo, sont fo Ihe Ghle! Inormation Omear 3 am ol andYde ;amrko complete this form and/or sugpestions for reducing this burden, should

by the USPTO to ptocess) an spp

22313.1450. DO NOT

OT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS,

Alexandria, VA 22313-1450,

IT you need asslistance in completing the form, call 1-800-PTO-5199 snd select option 2.

toem

i governed by 35 U.8,C. 122 and 37

CFR 1. & ThoPubhio which is to
aubmitiing the comploted g 11 and 1.14. This collaction Iz eslimated I

plication form to the USPTO. Time will vary depending upar]
Office, U.S. Department of Commeree, P.O. Box 1450, Alexandria, VA
END TO: Commissloner for Patents, P.O. Box 1450
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Bib Data Sheet

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademork Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

CONFIRMATION NO. 7632

FILING OR 371(c)
DATE

12/26/2001
RULE

SERIAL NUMBER
10/025,924

CLASS
380

ATTORNEY
DOCKET NO.

00001-0417

GROUP ART UNIT
2133

APPLICANTS

Scott A. Vanstone, Campbellville, CANADA,
Ashok Vadekar, Rockwood, CA,

Robert J. Lambert, Cambridge, CANADA,;
Robert P. Gallant, Mississauga, CANADA,
Danie! R. Brown, Toronto, CANADA,;

Alfred Menezes, West Canada, CANADA,;
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|IF REQUIRED, FOREIGN FILING LICENSE GRANTED

Foreign Priority claimed
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met Allowance

Verified and
lAcknowledged

Examiner's Signature Initials
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COUNTRY
CANADA
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TITLE
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PATENT. APPLICATION FEE DETERMI NATION RECORD - . plication or Docket Number

Substitute for Form PTO-675 - 70 /25202
APPLICATION AS FILED - PART | ’ : : OTHER THAN
(Column 1) - {Column 2) . SMALLENTITY . OR SMALL ENTITY
“FOR nuvBerfited | numeerextra RATE(S) | FEE($) RATE(H) | FEE()
BASIC FEE i . . BB .
{37 CFR 1.16(a). (b). o1 (c)) : . 7@
SEARCH FEE . . )
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EXAMINATION FEE
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(37 CER 1.16()) /’% minus 20 = | ° X = OR | X / 8 =
INDEPENDENT CLAIMS £ . . .
(37 CFR 1.16(h)). minusd = | * . X o= . X =
- : If the specification and drawings exceed 100 -
APPLICATION SIZE sheets of paper, the application size fee due
FEE is $250 ($125 for small enity) for each . )
(37 CFR 1.16(s)) additional 50 sheets or fraction thereof. See T
- 35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s). 7"02@ .
MULTIPLE DEPENDENT CLAIM PRESENT.Q37 CFR 1.16()) , 1423D
* tf the difference in column 1 is less than zero, enter “0” in columni 2. - TOTAL | TOTAL

APPLICATION AS AMENDED - PART Il

- . . ' OTHER THAN
0lpl (}5 (Colunn 1) (Columa'2)  (Column 3) SMALL ENTITY ORr SMALL ENTITY
CLAIMS HIGHEST - :
< REMAINING NUMBER PRESENT | | -RATE($) ADDI- RATE (3) ADDI-
* AFTER - PREVIOUSLY EXTRA TIONAL TIONAL

E AMENDMENT PAID FOR FEE (3) FEE (3)
w Totat . Minus | ** = ’ - Iy i
S| eroriien | / </J . QJD X = . OR | X (—Y) =
O] tndependent . Minus § =~ = . - : A
] ki o ™ G, x =l or | x20D =
S | Application Size Fee (37 CFR 1.16(s)) )
< - - :

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM . (37.CFR 1.16()) OR i !2 ?Zﬂ 0

-~ TOTAL T TOTAL
ADD'L FEE OR  ADD'L FEE
(Column 1) . (Column 2)  (Column 3)
CLAIMS HIGHEST C ’

o REMAINING NUMBER PRESENT RATE ($) ADDI- RATE ($) . ADDI-
— AFTER PREVIOUSLY | EXTRA TIONAL TIONAL
= AMENDMENT PAD FOR FEE($) FEE (%)
i Total . Minus [ = = . ) . . ) .
=] eroRLisH) - N B = OR X Coo=
Q [Nindependert ¢ ’ Minus | = = . .
5 @7 CFR 1.16(Y) X = OR | X =
= | Application Size Fee (37 CFR 1.16(s)) ) j ) )
< - - j !

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()) . : . OR

‘ TOTAL or TOTAL
ADD'L FEE ADD'L FEE

¢l the entry in column 1 is less than the entry in column 2, write *0 in column 3. .
“* if the “Highest Number Previousty Paid For IN THIS SPACE is less than 20, enler “20".
™ H the "Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter *3".

The "Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16, The information is required to obtain or refain a benefil by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection Is estimated (o take 12 minutes to complete,
including gathering, preparing, and submitling the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Palent
and Trademark Office, U.S. Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

{f you need assistance in completing the form, call 1-800-PT0-9199 and select option 2

MOBILEIRON, INC. - EXHIBIT 1003

Page 104



Applicai

Number

Fiting Date

CLAIMS ONLY L 0[6R35944
. . Applicani(s) - .
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S70 28 | (increment$4) adj ((seed adj2 US-PGPUB; | OR ON 2005/03/04 11:32
value) or (random adj2 (no or USPAT
number)))
S71 1| ("6934392").PN. US-PGPUB; | OR OFF 2005/11/15 15:28
USPAT
S72 1| ("6618483").PN. US-PGPUB; | OR OFF 2005/11/15 15:50
USPAT
S73 1| ("6705517").PN. US-PGPUB; | OR OFF 2005/11/15 16:59
USPAT
S75 1837 | (boundary adj2 limit) US-PGPUB; | OR ON 2005/11/15 17:00
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB
S76 29 | (boundary adj2 limit) same key US-PGPUB; | OR ON 2005/11/15 17:00
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB
S77 1285 | (perform$4 or generat$4) same US-PGPUB; | OR ON 2005/11/29 18:09
(hash with (seed or random)) USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB
S78 12 | (perform$4 or generat$4) same US-PGPUB; | OR ON 2005/11/29 18:16
(hash with (seed or random)) and USPAT;
((determin$4 or verify$4 or USOCR;
compar$4 or check$4) same ((less EPO; JPO;
or lower) with (q or prime))) DERWENT;
IBM_TDB
S79 15 | (perform$4 or generat$4) same US-PGPUB; | OR ON 2005/11/29 18:39
(hash with (seed or random)) and USPAT;
((determin$4 or verify$4 or USOCR;
compar$4 or check$4 or test$4 ) EPO; JPO;
same ((less or lower) with (q or DERWENT;
prime))) IBM_TDB
S80 2 | (perform$4 or generat$4) adj10 US-PGPUB; | OR ON 2005/11/29 18:40
(hash with (seed or random)) and USPAT;
((determin$4 or verify$4 or USOCR,;
compar$4 or check$4 or test$4 ) EPO; JPO;
adj10 ((less or lower) with (q or DERWENT;
prime))) IBM_TDB
S81 2 | (("6078667") or ("6337909")).PN. US-PGPUB; | OR OFF 2005/11/30 06:49
USPAT

Search History 12/1/05 10:56:48 AM  Page 5
C:\Documents and Settings\sgelagay\My Documents\EAST\Workspaces\10025924.wsp

MOBILEIRON, INC. - EXHIBIT 1003
Page 106



S82 17 | Bleichenbacher US-PGPUB; | OR ON 2005/11/30 07:37
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

S83 3 | "security builder" US-PGPUB; | OR ON 2005/11/30 07:46
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

S88 5 | (generat$4 with ((hash or digest) US-PGPUB; | OR ON 2005/11/30 07:49
same (seed or random))) and USPAT;
((compar$4 or test$4 or verify$4 or | USOCR;
check$4) with ((less or lower) with EPO; JPO;
(q or prime))) DERWENT;
IBM_TDB

Search History 12/1/05 10:56:48 AM  Page 6
C:\Documents and Settings\sgelagay\My Documents\EAST\Workspaces\10025924.wsp
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Application No. Applicant(s)

10/025,924 VANSTONE ET AL.
Office Action Summary Examiner Art Unit

Shewaye Gelagay 2137

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- 1f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)K Responsive to communication(s) filed on 22 September 2005.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X Claim(s) 1-14 is/are pending in the application.

43) Of the above claim(s) is/are withdrawn from consideration.
5)] Claim(s) is/are allowed.
8)X] Claim(s) 1-14 is/are rejected.
7)1 Claim(s) _____is/are objected to.
8)[] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
0)[] The drawing(s) filed on isfare: a)[] accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
1)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(JAIl b)[] Some * ¢)[] None of:
1.[J Certified copies of the priority documents have been received.
2.0 cCertified copies of the priority documents have been received in Application No. __
3.[ cCopies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) @ Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) [[] Notice of Drafisperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __

3) [] Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) [] Notice of Informal Patent Application (PTO-152)
Paper No(s)/Mail Date ) 6) (] Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mait Date 11302005
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DETAILED ACTION

1. This office action is in response to Applicant's amendment filed on September

22, 2005. Claims 1, 5, 6, 9, 12-14 have been amended. Claims 1-14 are pending.

Oath/Declaration
2. In view of the amendment filed September 22, 2005, the Examiner withdraws the
objection to the Oath/Declaration.
Drawings

In view of the amendment filed September 22, 2005, the Examiner withdraws the
objection to the Drawings.

Specification
3. In view of the amendment filed September 22, 2005, the Examiner withdraws the

objection to the Specification.

Response to Arguments
4. Applicant’'s arguments, see Remarks, filed September 22, 2005, with respect to
the rejection(s) of claim(s) 1-4 under 35 U.S.C. 102(b) and 103(a) have been fully
considered and are persuasive. Therefore, the rejection has been withdrawn.

However, upon further consideration, a new ground(s) of rejection is made.

Claim Rejections - 35 USC § 112
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5. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

6. Claim 1 recites the limitation "said prime number q" in lines 5 and 6. There is

insufficient antecedent basis for this limitation in the claim.

Claim Rejections - 35 USC § 103
7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made tc a person having ordinary skill in the art tc which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

8. Claims 1-2, 4-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Matyas, Jr. et al.
(hereinafter Matyas) United States Letter Patent Number 6,307,938.
As per claim 1:

Schneier teaches a method of generating a key over a group of order q, said
method including the steps of:

generating a seed value from a random number generator; (Page 487, line 11;
Page 489, lines 15-16)

accepting said output for use as a key if the value thereof is less than said prime

number q; (Page 487, lines 12-15) and
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rejecting said output as a key if said value is not less than said order q. (Page
487, line 11)

In addition, Schneier further discloses performing a hash function (Page 487,
lines 7-8; Page 489, lines 17-18) and determining whether a random number is less
than q. (Page 487, line 11; ...k less than q)

Schneier does not explicitly disclose a method of performing a hash function on
seed number to provide an output and determining whether said output is less than said
prime number q.

Matyas in analogous art, however, discloses a method of performing a hash of
each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and
generating seed involving a test to ensure that it falls within a specified range of allowed
values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method of performing a hash function on seed number to provide an output
and determining whether said output is less than said prime number q. This modification
would have been obvious because a person having ordinary skill in the art would have
been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide
a system to avoid attack because it is not possible to invert the hash function to
determine the required input seed.

As per claim 2:
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The combination of Schneier and Matyas teach all the subject matter as
discussed above. In addition, Schneier further discloses a method wherein another
seed value is generated by said random number generator if said output is rejected.
(Page 487, line 11; Page 489, line 22)

As per claim 4:

The combination of Schneier and Matyas teach all the subject matter as
discussed above. In addition, Schneier discloses a method wherein said key is used for
generation of a public key. (Page 487, lines 8-15; Page 488, line 3-8)

As per claim 5:

The combination of Schneier and Matyas teach all the subject matter as
discussed above. In addition, Schneier further discloses a method wherein said order q
is prime number represented by a bit string of predetermined length I. (Page 487, line 1
and Page 488, line 5)

9. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Matyas, Jr. et al.
(hereinafter Matyas) United States Letter Patent Number 6,307,938 and further in view
of Backal United States Letter Patent Number 6,219,421.

As per claim 7:

The combination of Schneier and Matyas teach all the subject matter as
discussed above. Both references do not explicitly disclose a method wherein if said

output is rejected, said output is incremented by a deterministic function and a hash
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function is performed on said incremented output to produce a new output; a
determination being made as to whether said new output is acceptable as a key.

Backal in analogous art, however, disclose a method wherein if said output is
rejected, said output is incremented by a deterministic function and a hash function is
performed on said incremented output to produce a new output; a determination being
made as to whether said new output is acceptable as a key. (Col. 5, lines 61-67)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method of wherein if said output is rejected, said output is
incremented by a deterministic function and a hash function is performed on said
incremented output to produce a new output; a determination being made as to whether
said new output is acceptable as a key. This madification would have been obvious
because a person having ordinary skill in the art would have been motivated to do so,
as suggested by, Backal (Col. 1, lines 50-51) in order to provide an exceptional degree
of security. This way, the keys generated using the above method of seed value
generation will protect any unauthorized person from having access to the digitally
signed document.
As per claim 8:

The combination of Schneier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Backal further discloses a method wherein said step of
incrementing includes a further step of adding a particular value to said seed value.

(Col. 5, lines 61-67)
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As per claim 9:

Schneier teaches a method of generating a key over a group of order g, said
method including the steps of:

generating a seed value from a random number generator; (Page 487, line 11;
Page 489, lines 15-16)

accepting said new output as a key k if said new output has a value less than
order q; (Page 487, line 11; ...k less than q) and

rejecting said new output as a key if said new output has a value less than order
q . (Page 487, line 11)

In addition, Schneier further discloses performing a hash function (Page 487,
iines 7-8; Page 489, lines 17-18) and determining whether a random number is less
than q. (Page 487, line 11, ...k less than q)

Schneier does not explicitly disclose a method of performing a hash function on
seed number to provide an output; determining whether said output is less than said
prime number q; incrementing said seed value by a predetermined function and
performing said hash function on said incremented seed value to provide a second
output; and combining said first output and second output to produce a new output;
determining whether said new output has a value less than said order q.

Matyas in analogous art, however, discloses a method of performing a hash of
each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and
generating seed involving a test to ensure that it falls within a specified range of allowed

values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35)

MOBILEIRON, INC. - EXHIBIT 1003
Page 115



Application/Control Number: 10/025,924 Page 8
Art Unit: 2137

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method of performing a hash function on seed number to provide an output
and deterrﬁining whether said output is less than said prime number q. This modification
would have been obvious because a person having ordinary skill in the art would have
been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide
a system to avoid attack because it is not possible to invert the hash function to
determine the required input seed.

Both references do not explicitly disclose incrementing said seed value by a
predetermined function and performing said hash function on said incremented seed
value to provide a second output; and combining said first output and second output to
produce a new output; determining whether said new output has a value less than said
order q.

Backal in analogous art, however, disclose a method of

incrementing said seed value by a predetermined function and performing said
hash function on said incremented seed value to provide a second output; (Col. §, lines
61-67) and

combining said first output and second output to produce a new output;
determining whether said new output has a value less than said order qg; (Col. 5, lines
54-60)

Therefore, it would have been obvious to a person having ordinary skill in the art

at the time the invention was made to modify the method disclosed by Scheiner and
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Matyas to include a method of incrementing said seed value by a predetermined
function and performing said hash function on said incremented seed value to provide a
second output; and combining said first output and second output to produce a new
output; determining whether said new output has a value less than said order q. This
modification would have been obvious because a person having ordinary skill in the art
would have been motivated to do so, as suggested by, Backal (Col. 1, lines 50-51) in
order to provide an exceptional degree of security. This way, the keys generated using '
the above method of seed value generation will protect any unauthorized person from
having access to the digitally signed document.

As per claim 10:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Schenier further discloses a method wherein upon
rejection of said new output a new seed value is generated by said random number
generator. (Page 487, line 11; Page 489, line 22)

As per claim 11:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Backal further discloses a method wherein upon rejection
of said new output said seed value is incremented by a predetermined function and
revised values for said first output and said second output are obtained. (Col. 5, lines
61-67)

As per claim 12:
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The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Schenier further discloses a method wherein a bit string
greater than a predetermined length | is obtained and an | bit string selected therefrom
for comparison with said order q. (Page 487, line 1 and Page 488, line 5)

As per claim 13:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Schenier further discloses a method wherein upon
rejection of said bit string of predetermined length |, a further | bit string is selected.
(Page 487, line 1 and Page 488, line 5)

10.  Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Matyas, Jr. et al.
(hereinafter Matyas) United States Letter Patent Number 6,307,938 in view of Nel et al.
(hereinafter Nel) “Generation of Keys for use with the Digital Signature Standard (DSS)”
(Pages 6-10).

As per claim 3:

The combination of Schneier and Matyas teach all the subject matter as
discussed above. Both references do not explicitly disclose a method wherein the step
of accepting said output as a key includes a further step of storing said key.

Nel in analogous art, however, discloses a method wherein the step of accepting
said output as a key includes a further step of storing said key. (Page 10, Col. 1, lines 3-

4)
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Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method wherein the step of accepting said output as a key includes
a further step of storing said key. This modification would have been obvious because a
person having ordinary skill in the art would have been motivated to do so in order to be
able to reuse the key and also to perform auditing on the key generation process.

As per claim 6:

The combination of Schneier, Matyas and Nel teach all the subject matter as
discussed above. Both references do not explicitly disclose a method wherein said
output from said hash function is a bit string of predetermined length L.

Nel in analogous art, however, discloses a method wherein said output from said
hash function is a bit string of predetermined length L. (Page 8, Col. 2, lines 8-11)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method wherein said output from said hash function is a bit string of
predetermined length L. This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do so as suggested by Nel
et al. (Page 8, Col. 2, lines 6-7) in order to prevent constructing a message which will
yield a known value of message digest.

11.  Claim 14 is rejected under 35 U.S.C. 103(a) as being quatentable over Schneier

“Applied Cryptography”, (Pages 483-490) in view of Backal United States Letter Patent
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Number 6,219,421 and further in view of Nel et al. (hereinafter Nel) “Generatiion of Keys
for use with the Digital Signature Standard (DSS)” (Pages 6-10).
As per claim 14:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. Both references do not explicitly disclose method wherein said step of
combining said first and second outputs includes a further step of rejecting excess bits
such that said new output is a bit string of length |.

Nel in analogous art, however, discloses a method wherein said step of
combining said first and second outputs includes a further step of rejecting excess bits
such that said new output is a bit string of length I. (Page 8, Col. 2, Vlines 8-11)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method wherein said step of combining said first and second
outputs includes a further step of rejecting excess bits such that said new output is a bit
string of length I. This modification would have been obvious because a person having
ordinary skill in the art would have been motivated to do so as suggested by Nel (Page
8, Col. 2, lines 6-7) in order to prevent constructing a message which will yield a known
value of message digest.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272-

4219. The examiner can normally be reached on 8:00 am to 5:30 pm.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

Shewaye Gelagay ‘ N% %ﬁ
11/30/05 EMMANUEL L. MOISE

SUPERVISORY PATENT EXAMINER

MOBILEIRON, INC. - EXHIBIT 1003
Page 121



Application/Control No. Applican't(s){Patent Under
10/025,924 szilx;Tmo";\laémEnT AL.
Notice of References Cited - .
Examiner Art Unit
Shewaye Gelagay 2137 Page 1 of 1
U.S. PATENT DOCUMENTS
* Countr?%%%r;izg\é:rnjlgrel; Code MMID-$$YY Name Classification
* | A | US-6,307,938 10-2001 Matyas et al. 380/44
B | US-
Cc | US-
D | US-
E | US-
F | US-
G | US-
H | US-
1| US-
J | US-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* Coumg%";ﬁ,‘;‘_ﬁﬁ;";‘;ﬂ‘gﬁ; Code MMD;tYeYY Country Name Classification
N
(o]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
V]
Vv
w
X
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)

Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 11302005

MOBILEIRON, INC. - EXHIBIT 1003

Page 122




Search Notes

N

I

Application No.

Applicant(s)

10/025,924 VANSTONE ET AL.
Examiner Art Unit
Shewaye Gelagay 2133

SEARCH NOTES

(INCLUDING SEARCH STRATEGY)

SEARCHED
Class Subclass Date Examiner
380 44 3/4/2005 SG
380 277 3/4/2005 SG
708 250 3/4/2005 SG
INTERFERENCE SEARCHED
Class Subclass Date Examiner

(increment and combine seed value)

DATE EXMR
East Searched 3/4/2005 sg
ACM searched
(incrementing seed value) 31412005 G
|IEEE searched 3/4/2005 SG

Updated East search

11/30/2006 SG

STIC (Fast and Focus) search

11/30/2005 sg

U.S. Patent and Trademark Office

Part of Paper No. 03042005

MOBILEIRON, INC. - EXHIBIT 1003

Page 123



MAR, 3.20006 3:41PM :
BEST AVAILABLE cop 08 b —

s
) Code: Apfifoved for use thraugh 07131/2006, OMB 0651-0031
Doc Code: U.6. Prtant and Trademark Office; V.6, DEPARTMENT OF COMMERCE [ A/

Undcr the Paperwork Reduclon Act of 1095, no parsons are required to fespand 10 3 collection of information unlzss it displays a valid OMB contrel number.

Application Number 10/025,924 \ i
TRANSMITTAL Fling Date 12262001 f
Fo RM Firet Named Inventor VANSTONE, Scott A :
Art Unit 2137
i i
(1o be uzed for ail carrespondence after initial fling) Examiner Name GELAGAY, Shewaye |
\__Total Number of Pages in This Submission Anomey Docket Number | 67539/00421 y, |
ENCLOSURES (Check all that eegl# i
A Afer Allowance Communication :
D Fee Transmittal Form D Drawing(s) 10 TC
ot Appeal Communicatian to Board .
D Fee Attached D Licensing-related Papers of Appeals and Interferencos
- Appeal Communigation to TC i
VA Amendmont / Reply D Petition {Appeat Notice, Brief, Reply Brief) :
i
|

; Peltion to Convertio a D tary Inf A
D After Final D Provisional Application Proprietary Information
§ Power of Atlomey, Revocation
D Affidavita/deciaration(s) D Change of Correspondence Address D Status Lefter
Other Enclosure(s) (pleass
D Extensioh of Time Request D Terminal Disclaimer . idantify below):
D Expreas Abandonment Request D Reques! for Refund
D CD, Number of CD(s)
D Information Disclosure Siatement

D Certifisd Copy of Priority j
Documeni(s) Remarks ‘ : i

D Rezpanss to Missing Parts/
Incomplete Applicalion

D Raply to Misaing Pans under
37CFR1.52 01153

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Name Blake, Casgels & Graydon LLP

Signalure W

Printed name Sean X. Zhang - 4

Dale . March 3 2006 Reg. No. | 56,058

CERTIFICATE OF T SMISSION/MAILING

) hereby cerlify that this correapondence is being faczimile Iransmitted o the USPTO or deposiled with the United Stales Postal Sefvico with
sulliclent postage as first claza mail in an envelope addressed 10: Commissloner for Patents, P.O. Box 1450, Alexandria,VA 22313-1450 on the

dgte shown below:
Signature ;

Qypod or prinied name I Date I : J

This collection of informallon I required by 37 CFR 1.5. The information Is requlred fo obtain or relain a banefit by the public which is to fila (and
by the USPTO (o process) an application. Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1.11 and 1.14, Thiz collection is estimated lo
2 hours to complele, Incluting gathering, prepaing, and submitting the completed erpliualion form to the USPTO. Time will vary depending upen.
the individual cage. Any comments an the amouht of time you require to complete thls form and/or suggestions for reducing this burden, ghould:
be zent lo the Chief Informafion Officer, U.S. Patent and Trademark Office, U.S. Dapanment of Commerce, P.O. Box 1450, Alexandria,
22313.1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commlssloner for Patents, P.O. Box 1460,
Alexandria, VA 22313-1460.

If you need assistance In completing the form, csll 1.800-PTO-9199 and gelect option 2.

MOBILEIRON, INC. - EXHIBIT 1003
Page 124



MAR. 3.2006 3:41PM

Appl. No. 10/025,924
Reply to Office Action of: December 6, 2005\

' NO. 3913 P 4
BEST AVAILABLE COPY

Appl. No.:  10/025,924

Applicant:  VANSTONE, Scott et al. |

Filed: December 26, 2001

Title: METHOD OF PUBLIC KEY GENERATION
Art Unit: 2137

Examiner: GELAGAY, Shewaye

Docket No.: 67539/00421

Mail Stop Amendment

U.S. Patent & Trademark Office !
Commissioner for Patents

P.O.Box 1450
Alexandria, VA 22313-1450

RESPONSE
Sir:
This is further to the Office Action mailed December 6, 2005, Applicant wishes to

amend the above-identified application as follows:

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of this

paper.

Remarks: begin on page 5 of this paper.
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Amendments to the Claims

This listing of claims will replace all prior versions and listings of claims in the application:
isting of ¢lai

1. (currently amended) A method of generating a key over a group of order g, said method

including the steps of:
generating a seed value from a random number generator; !
performing a hash function on said seed value to provide an output,

determining whether said output i3 less than said prime-nusmber order q;
accepting said output for use as a key if the value thereof is less than said prime-aumber

order q; and

rejecting said output as a key if said value is not less than said order q.

2. (original) The method of claim 1 wherein another seed value is generated by said random i
number generator if said output is rej ected.
3. (original) The method of claim 1 wherein the step of accepting said output as a key includes a

further step of storing said key.

4, (original) The method of claim 1 wherein said key is used for generation of a public key.

5. (currently amended) The method of claim 1 wherein said order q is a prime number

represented by a bit string of predetermined length L.

6. (previously presented) The method of claim 5 wherein said output from said hash function is a

bit string of predetermined Jength L.

7. (original) The method of claim 1 wherein if said output is rejected, said output is incremented
by a deterministic function and a hash function is performed on said incremented output to '
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produce a new output; a determination being made as to whether said new output is acceptable as

a key.

8. (original) The method of claim 7, wherein said step of incrementing includes a further step of

adding a particular value to gaid seed value.

9. (currently amended) A method of generating a key over a group of order q, said method
including the steps of:
generating a seed value from a random number generator,
performing a hash function on said seed number to provide a first output,
incrementing said seed value by a predetermined function and performing said hash
function on said incremented seed value to provide a second output;
combiping said first output and second output to produce a new output,
determining whether said new output has a value less than said order g;
accepting said new output as a key k if said new output has a value less than said order q;
and
rejecting said new output as a key if said new output has a value less than said order q.

10. (original) The method of claim 9 wherein upon rejection of said new output a new seed value

is generated by said random number generator.

11. (original) The method of claim 9 wherein upon rejection of said new output said seed value is
incremented by a predetermined function and revised values for said first output and said second

output are obtained.

12. (previously presented) The method of claim 9 wherein a bit string greater than a
predetermined length L is obtained and an L bit string selected therefrom for comparison with

said order q.

13. (previously presented) The method of claim 12 wherein upon rejection of said bit string of
predetermined length L, a further L bit string is selected.

’ |
|
i
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14. (previously presented) The method of claim 9 wherein said step of combining said first and

second outputs includes a further step of rejecting excess bits such that said new output is a bit

string of length L.

.
i
}
|
!
|
!
!
|
|
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REMARKS

Applicant wishes to thank the Examiner for reviewing the present application.

Amendments to the Claims

Claim 1 is amended replacing the expression “prime number”’ with “order” on lines 5 and

Claim § is amended inserting “a” between “ig” and “prime” on line 1.

Claim 9 is amended inserting “said” between “shan” and “order” on lines 9 and 10.

im Reiections —35U.S.C. § 112

Claim 1 has been rejected under 35 U.S.C. § 112, second paragraph as being indefinite
due to an alleged lack of antecedence for the expression “said prime number q”. Applicant
amends claim 1 replacing “said prime number q” with “said order q”. The expression “order q”
is introduced in the preamble of claim 1. Therefore, Applicant believes that claim 1 as amended

complies with 35 U.S.C. § 112, second paragraph.

Claim Rejections =35 U.S.C. § 103
Regarding Claims 1-2, 4-5:

Claims 1-2, and 4-5 have been rejected under 35 U.S.C. § 103(a) as being unpatentable
over Schneier (pages 483-490) in view of US Patent No. 6,307,938 to Matyas Jr. et al.
(hereinafter Matyas). Applicant respectfully traverses the rejections as follows.

Schneier teaches the digital signature algorithm (DSA) proposed for use in the Digital
Signature Standard (DSS) by the National Institute of Standards and Technology (NIST). The
Examiner relies primarily on page 487, line 11, where Alice generates a random number & which
is less than g. Based on this step, the Examiner believes that Schneier teaches the step of
generating a seed value from a random number (i.c. k), and the steps of accepting or rejecting the
output based on whether or not it is less than a prime . Applicant acknowledges that the
Examiner admits that Schneier does not teach comparing a hashed version of 2 seed value with a

value g. The Examiner relies on Matyas as teaching what is missing from Schneier, specifically,
the passage from column 6, line 65 to column 8, line 35,

In the above-noted passage, Matyas outlines the ANSI X9.31 method of prime number
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generation involving hashing SEED values to generate the needed random numbers for
generating the primes p and ¢. Assuming one SEED, the method proceeds to choose a SEED,
hash the SEED, generate a random number (RN) from the hashed SEED, generate a prime (p)
from the RN, and perform a primality test on the prime p. In practice, several SEED values are
used to generate the RN and prime p. The prime p is chosen from an iterative process that
applies the primality test to the value chosen for p until certain criteria are met.

Applicant respectfully submits that:

1) Matyas does not teach performing a hash as asserted by the Examiner, let alone as

recited in claim 1; and

2) Even if for the sake of argument Matyas did teach performing a hash as the Examiner

asserts, there is no motivation to combine Matyas with Schneier.

Regarding 1), as noted above, the ANSI X9.31 procedure generates a prime from random
numbers derived from the hash of a SEED value. However, there is no step of comparing an
output (let alone an output destined to be a key) with an established value of order q to determine
if that output is less than the prime, as the Examiner asserts. Itis the Applicant’s recognition that
by choosing the key as recited in claim 1, the bias in the selection of k (identified by the work of
Daniel Bleichenbacher) can be minimized.

The ANSI X9.31 method taught by Matyas does not recognize this bias nor provide any
steps to avoid the bias, let alone hash a seed value and use this hashed value as an output to
determine if the output is less than a predetermined value of a certain order as claimed. In fact,
the ANSI method taught by Matyas teaches generating a random number from a hashed SEED,
whereas claim 1 recites generating a seed from a random number and then hashing the seed value
to produce an output. Therefore the teachings of Matyas relied upon by the Examiner are quite
contrary to what is recited in claim 1.

According to MPEP 2143, one of the criteria for establishing a prima facie case of
obviousness is that the relied upon references teach every element in the claim. Clearly, neither
Schneier nor Matyas teach performing a hash function on a seed value that is chosen from a
random number generator as recited in claim 1. In fact, the teachings of Matyas that are relied
upon by the Examiner teach performing a hash on a seed first and then generating a random
number from the hash value, which is quite contrary to what is claimed. i

Regarding 2), Schneier teaches in the realm of digital signatures, wherein a number ¢ is
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used in generating signature components 7 and s, whereas Matyas teaches in the realm of
generating prime numbers from a series of seed values. Clearly there is no direction in the
teachings of Schneier to look to the teachings of Matyas since they teach entirely different
schemes for achieving entirely different results. In fact, there is nothing in either Schoeier or
Matyas that would encourage a person skilled in the art to combine the teachings. The
Examiner relies on column 7, lines 5-6 from Matyas as providing the motivation to combine the
references. In this passage Matyas merely states that jt is not possible to invert the hash to
determine the required input SEED(s). Applicant believes that this does not provide sufficient
motivation since the mere acknowledgement that a hash function is theoretically irreversible
does not teach how to implement the hash in generating a key as recited in claim 1. Thereis
simply no suggestion or motivation to make such a leap of logic.

Applicants respectfully submit that not only do Schneier and Matyas, either in
combination or alone, fail to teach every element recited in claim 1, but there is no suggestion or
motivation to even make such a combination. Therefore, Applicants believe that claim 1 clearly
and patentably distinguishes over the combination of Schneier in view of Matyas and as such is
in condition for allowance.

Claims 2 and 4-5 being ultimately dependent on claim 1 are also believed to distinguish

over the prior art cited.

Regarding Claims 7-13:

Claims 7-13 have been rejected under 35 U.S.C. § 103(a) as being unpatentable over
Schneier in view of Matyas, in further view of Backal. Applicant respectfully traverses the
rejections as follows.

Backal teaches a virtual key method using a virtual matrix to avoid sending large keys
over a communication channel. Claims 7-8 are uitimately dependent on claim 1, which
Applicant submits, distinguishes over Schneier in view of Matyas. Therefore, Backal must not
only teach the subject matter of claims 7-8 but also what is missing from Schneier and Matyas.

Backal does not teach determining whether an output is less than a pumber of order g, where the
output is provided by performing a hash function on a seed number generated from a random

number generator. Therefore, Backal at least fails to teach what is missing from Schneier and

Matyas, and as such, claims 7-8 are believed to distinguish over the Schneier in view of Matyas,
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in further view of Backal, for at least that reason.

Claim 9 is an independent claim that, similar to claim 1, determines whether an output is
less than a number of order g, where the output is provided in part by performing a hash function
on a seed number generated from a random number generator. Therefore, arguments made
regarding claim 1 over Schnejer and Matyas equally apply to claim 9. As noted above, Backal
does not teach what is missing from Schneier and Matyas. Therefore, claim 9 is believed to
patentably distinguish over Schneier, in view of Matyas, in further view of Backal for at least
that reason.

Claims 10-13 being ultimately dependent on claim 9 are also believed to distinguish over

the prior art cited.

Regarding Claims 3 and 6:

Claims 3 and 6 have been rejected under 35 U.S.C. § 103(a) as being unpatentable over
Schneier in view of Matyas, in further view of Nel. Applicant respectfully traverses the
rejections as follows.

Nel teaches key generation for the DSS, specifically, a summary of the private key
generation method found in the original draft DSA proposal by NIST. Claims 3 and 6 are
ultimately dependent on claim 1, which Applicant submits, distinguishes over Schneier in view
of Matyas. Therefore, Nel must not only teach the subject matter of claims 3 and 6 but also what
is missing from Schneier and Matyas. Nel does not teach determining whether an output is less
than a number of order g, where the output is provided by performing a hash function on a seed
number generated from a random number generator. Therefore, Nel at least fails to teach what is
missing from Schneier and Matyas, and as such, claims 3 and 6 are believed to distinguish over
the Schneier in view of Matyas, in further view of Nel, for at least that reason.

Regarding Claim 14:
Claim 14 has been rejected under 35 U.S.C. § 103(a) as being unpatentable over Schneier

in view of Backal, in further view of Nel. Applicant respectfully traverses the rejections as
follows. Applicant notes that the Examiner also mentions Matyas in this rejection. Applicant ;
assumes that the Examiner intended to include Matayas, and thus claim 14 is assumed to have

been rejected over Schneier, in view of Matyas, in further view of Backal, in further view of Nel. f

i
MOBILEIRON, INC. - EXHIBIT 1003
Page 132



MAR, 32006 3:43PM

" Appl. No. 10/025,924
Reply to Office Action of: December 6, 2005

NO. 3913 P 12

Claim 14 is ultimately dependent on clajim 9, which Applicant submits, distinguishes over
Schneier in view of Matyas, in further view of Backal. Therefore, Nel must not only teach the
subject matter of claim 14 but also what is missing from Schneier, Matyas, and Backal. As noted
above, Nel does not teach determining whether an output is less than a number of order ¢, where
the output is provided by performing a hash function on a seed number generated from a random
number generator. Therefore, Nel at least fails to teach what is missing from Schneier, Matyas,
and Backal, and as such, claim 14 is believed to distinguish over Schneier, in view of Matyas, in

further view of Backal, in further view of Nel, for at least that reason.

Summary
In view of the foregoing, Applicant respectfully submits that all pending claims, namely
~ claims 1-14 patentably distinguish over the prior art cited by the Examiner, and as such are in
condition for allowance.
Applicant requests early reconsideration and allowance of the present application.

Respectfully submitted,
M
Sean X. Zhang

Agent for Applicant
Registration No. 56,058

Date: MM&A, 3 . 2006

BLAKE, CASSELS & GRAYDON LLP
Suite 2800, P.O. Box 25

199 Bay Street, Commerce Court West
Toronto, Ontario MSL 1A9

CANADA

Tel: 416.863.5839
SZH/BSL
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Application No. Applicant(s)

10/025,924 VANSTONE ET AL.
Office Action Summary Examiner ArtUnit

Shewaye Gelagay 2137

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1-14 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be ava:lab|e under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 03 March 2006.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-14 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5)(] Claim(s) isfare allowed.
6)X] Claim(s) 1-14 is/are rejected.
7] Claim(s) _____is/are objected to.
8)[] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[] The drawing(s) filed on is/are: a)[] accepted or b){] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(JAll b)[J Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No. ______
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. ______
3) [] information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) [] Notice of Informal Patent Application (PTO-152)
Paper No(s)/Mail Date . 6) D Other:
U.S. Patent and Trademark Office )
PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 04042006
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DETAILED ACTION

1. This office action is in response to Applicant's amendment filed on March 3,

2006. Claims 1 and 9 have been amended. Claims 1-14 are pending.

Claim Rejections - 35 USC § 112
2. In view of the amendment filed March 3, 2006, the Examiner withdraws the

rejection of claim 1 under 35 USC 112.

Response to Arguments
3. Applicant's arguments filed March 3, 2006 have been fully considered but they
are not persuasive. In response to the arguments concerning the previously rejected
claims, the following comments are made:

The applicant argued Matyas does not teach, “performing a hash”. The Examiner
disagrees. Matyas teaches generating a seed value and hashing each of these seed
values with SHA-1 to produce corresponding hash values. Therefore, Matyas teaches
generating a seed and generating hash value by pérforming a hash function on the
seed value. (Col. 5, line 65- Col. 6, line 8). In addition, Matyas further disclose the seed
values are also kept secret. (Col. 6, line 24) |

In response to applicant's argument that there is no suggestion to combine the
references, the examiner recognizes that obvioushess can only be established by

combining or modifying the teachings of the prior art to produce the claimed invention
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where there is some teaching, suggestion, or motivation to do so found either in the
references themselves or in the knowledge generally available to one of ordinary skill in
the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, it would have
been obvious to a person having ordinary skill in the art in order to provide a system to
avoid attack because it is not possible to invert the hash function to determine the
required input seed. Matyas (Col. 7, lines 5-6) This_ way, further protection is given to
the generated key.

In response to applicant's argument that the references fail to show certain
features of applicant’s invention, it is noted that the features upon which applicant relies
(i.e., “recognize minimize the bias in selection of k and use this bias not provide any
steps to avoid the bias”) are not recited in the rejected claim(s). Although the claims are
interpreted in light of the specification, limitations from the specification are not read into
the claims. See In re Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993).

In response to applicant’'s arguments against the references individually, one
cannot show nonobviousness by attacking references individually where the rejections
are based on combinations of references. See In re Keller, 642 F.2d 413, 208
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir.
1986). In this case, Schneier teaches generating a seed value and determining if it is
less than order g and Matyas teaches generating a seed value and performing a hash.

Therefore, the combination of Schneier and Matyas teaches the limitations of claim 1.
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Therefore, all the elements of the claims limitation are explicitly or implicitly or
inherently suggested and disclosed by the combination of the references on the record
and the previous rejection remains valid unless and otherwise the Applicant added a
specific limitation in to the present independent claims, to overcome the rejection

without introducing a new matter.

Claim Rejections - 35 USC § 103
4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

5. Claims 1-2, 4-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Matyas, Jr. et al.
(hereinafter Matyas) United States Letter Patent Number 6,307,938.
As per claim 1:

Schneier teaches a method of generating a key over a group of order q, said
method including the steps of:

generating a seed value from a random number generator; (Page 487, line 11;
Page 489, lines 15-16)

accepting said output for use as a key if the value thereof is less than said prime

number q; (Page 487, lines 12-15) and
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rejecting said output as a key if said value is not less than said order q. (Page
487, line 11)

In addition, Schneier further discloses performing a hash function (Page 487,
lines 7-8; Page 489, lines 17-18) and determining whether a random number is less
than q. (Page 487, line 11; ...k less than q)

Schneier does not explicitly disclose a method of performing a hash function on
seed number to provide an output and determining whether said output is less than said
prime number q.

Matyas in analogous art, however, discloses a method of performing a hash of
each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and
generating seed involving a test to ensure that it falls within a specified range of allowed
values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method of performing a hash function on seed number to provide an output
and determining whether said output is less than said prime number g. This modification
would have been obvious because a person having ordinary skill in the art would have
been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide
a system to avoid attack because it is not possible to invert the hash function to
determine the required input seed.

As per claim 2:
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The combination of Schneier and Matyas teach all the subject matter as
discussed above. In addition, Schneier further discloses a method wherein another
seed value is generated by said random number generator if said output is rejected.
(Page 487, line 11; Page 489, line 22)

As per claim 4:

The combination of Schneier and Matyas teach all the subject matter as
discussed above. In addition, Schneier discloses a method wherein said key is used for
generation of a public key. (Page 487, lines 8-15; Page 488, line 3-8)

As per claim 5:

The combination of Schneier and Matyas teach all the subject matter as
discuseed above. In addition, Schneier further discloses a method wherein said order q
is prime number represented by a bit string of predetermined length 1. (Page 487, line 1
and Page 488, line 5)

6. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Matyas, Jr. et al.
(hereinafter Matyas) United States Letter Patent Number 6,307,938 and further in view
of Backal United States Letter Patent Number 6,219,421.

As per claim 7:.

The combination of Schneier and Matyas teach all the subject matter as
discussed above. Both references do not explicitly disclose a method wherein if said

output is rejected, said output is incremented by a deterministic function and a hash
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function is performed on said incremented output to produce a new output; a
determination being made as to whether said new output is acceptable as a key.

Backal in analogous art, however, disclose a method wherein if said output is
rejected, said output is incremented by a deterministic function and a hash function is
performed on said incremented output to produce a new output; a determination being
made as to whether said new output is acceptablé as a key. (Col. 5, lines 61-67)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method of wherein if said output is rejected, said output is
incremented by a deterministic function and a hash function is performed on said
incremented output to produce a new output; a determination being made as to whether
said new output is acceptable as a key. This modification would have been obvious
because a person having ordinary skill in the art would have been motivated to do so,
as suggested by, Backal (Col. 1, lines 50-51) in order to provide an exceptional degree
of security. This way, the keys generated using the above method of seed value
generation will protect any unauthorized person from having access to the digitally
signed document.
As per claim 8:

The combination of Schneier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Backal further discloses a method wherein said step of
incrementing includes a further step of adding a particular value to said seed value.

(Col. 5, lines 61-67)

MOBILEIRON, INC. - EXHIBIT 1003

Page 143



Application/Control Number: 10/025,924 Page 8
Art Unit: 2137

As per claim 9:

Schneier teaches a method of generating a key over a group of order q, said
method including the steps of: |

generating a seed value from a random number generator; (Page 487, line 11,
Page 489, lines 15-16)

accepting said new output as a key k if said new output has a value less than
order q; (Page 487, line 11; ...k less than q)-and

rejecting said new output as a key if said new output has a value less than order
q . (Page 487, line 11)

In addition, Schneier further discloses performing a hash function (Page 487,
lines 7-8; Page 489, lines 17-18) and determining whether a random number is less
than q. (Page 487, line 11; ...k less than q)

Schneier does not explicitly disclose a method of performing a hash function on
seed number to provide an output; determining whether séid output is less than said
prime number q; incrementing said seed value by a predetermined function and
performing said hash function on said incremented seed value to provide a second
output; and combining said first output and second output to produce a new output;
determining whether said new output has a value !ess than said order q.

Matyas in analogous art, however, discloses a method of performing a hash of
each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and
generating seed involving a test to ensure that it falls within a specified range of allowed

values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35)
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Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner to
include a method of performing a hash function on seed number to provide an output
and determining whether said output is less than said prime number g. This modification
would have been obvious because a person having ordinary skill in the art would have
been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide
a system to avoid attack because it is not possible to invert the hash function to
determine the required input seed.

Both references do not explicitly disclose incrementing said seed value by a
predetermined function and performing said hash function on said incremented seed
value to provide a second output; and combining said first output and second output to
produce a new output; determining whether said new output has a value less than said
order q.

‘Backal in analogous art, however, disclose a method of

incrementing said seed value by a predetermined function and performing said
hash function on said incremented seed value to provide a second output; (Col. 5, lines
61-67) and

combining said first output and second output to produce a new output;
determining whether said new output has a value less than said order q; (Col. 5, lines
54-60)

Therefore, it would have been obvious to a person having ordinary skill in the art

at the time the invention was made to modify the method disclosed by Scheiner and
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Matyas to include a method of incrementing said seed value by a predetermined
function and performing said hash function on said incremented seed value to provide a
second output; and combining said first output and second output to produce a new
output; determining whether said new output has a value less than said order q. This
modification would have been obvious because a person having ordinary skill in the art
would have been motivated to do so, as suggested by, Backal (Col. 1, lines 50-51) in
order to provide an exceptional degree of security. This way, the keys generated using
the above method of seed value generation will protect any unauthorized person from
having access to the digitally signed document.

As per claim 10:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Schenier further discloses a method wherein upon
rejection of said new outpﬁt a new seed value is generated by said random number
generator. (Page 487, line 11; Page 489, line 22)

As per claim 11:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Backal further discloses a method wherein upon rejection
of said new output said seed value is incremented by a predetermined function and
revised values for said first output and said second output are obtained. (Col. 5, lines
61-67)

As per claim 12;
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The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Schenier further discloses a method wherein a bit string
greater than a predetermined length | is obtained and an | bit string selected therefrom
for comparison with said order q. (Page 487, line 1 and Page 488, line 5)

As per claim 13:

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. In addition, Schenier further discloses a method wherein upon
rejection of said bit string of predetermined length |, a further | bit string is selected.
(Page 487, line 1 and Page 488, line 5)

7. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier “Applied Cryptography”, (Pages 483-490) in view of Matyas, Jr. et al.
(hereinafter Matyas) United States Letter Patent Number 6,307,938 in view of Nel et al.
(hereinafter Nel) “Generation of Keys for use with the Digital Signature Standard (DSS)"
(Pages 6-10).

As per claim 3:

The combinétion of Schneier and Matyas teach all the subject matter as
discussed above. Both references do not explicitly disclose a method wherein the step
of accepting said output as a key includes a further step of storing said key.

Nel in analogous art, however, discloses a method wherein the step of accepting
said output as a key includes a further step of storing said key. (Page 10, Col. 1, lines 3-

4)
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Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method wherein the step of accepting said output as a key includes
a further step of storing said key. This modification would have been obvious because a
person having ordinary skill in the art would have been motivated to do so in order to be
able to reuse the key and also to perform auditinngn the key generation process.

As per claim 6:

The combihation of Schneier, Matyas and Nel teach all the subject matter as
discussed above. Both references do not explicitly disclose a method wherein said
output from said hash function is a bit string of predetermined'length L.

Nel in analogous art, however, discloses a method wherein said output from said
hash function is a bit string of predetermined length L. (Page 8, Col. 2, lines 8-11)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method wherein said output from said hash function is a bit string of
predetermined length L. This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do so as suggested by Nel
et al. (Page 8, Col. 2, lines 6-7) in order to prevenf constructing a message which will
yield a known value of message digest.

8. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier

“Applied Cryptography”, (Pages 483-490) in view of Backal United States Letter Patent
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Number 6,219,421 and further in view of Nel et al. (hereinafter Nel) “Generatiion of Keys
for use with the Digital Signature Standard (DSS)” (Pages 6-10).
As per claim 14; |

The combination of Schenier, Matyas and Backal teach all the subject matter as
discussed above. Both references do not explicitly disclose method wherein said step of
combining said fi'rst and second outputs includes a further step of rejecting excess bits
such that said new output is a bit string of length l.’

Nel in analogous art, however, discloses a method wherein said step of
combining said first and second outputs includes a further step of rejecting excess bits
| such that said new output is a bit string of length . (Page 8, Col. 2, lines 8-11)

Therefore, it would have been obvious to a person having ordinary skill in the art
at the time the invention was made to modify the method disclosed by Scheiner and
Matyas to include a method wherein said step of combining said first and second
outputs includes a further step of rejecting excess bits such that said new output is a bit
string of length 1. This modification would have beén obvious because a person having
ordinary skill in the art would have been motivated to' do so as suggested by Nel (Page
8, Col. 2, lines 6-7) in order to prevent constructing a message which will yield a known
value of message digest.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final actjon and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272-
4219. The examiner can normally be reached on 8:00 am to 5:30 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).
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4/4/06

-~

 EMMANUEL L. MOISE
SUPERVISORY PATENT EXAMINER

Page 15

MOBILEIRON, INC. - EXHIBIT 1003
Page 151



Search Notes

Application No. Applicant(s)

10/025,924 VANSTONE ET AL.

Examiner Art Unit )
Shewaye Gelagay 2133

SEARCHED
Class Subclass Date Examiner
380 44 3/4/2005 SG
380 277 3/4/2005 SG
708 250 3/4/2005 SG

INTERFERENCE SEARCHED

Class Subclass Date Examiner

SEARCH NOTES
(INCLUDING SEARCH STRATEGY)

(increment and combine seed value)

DATE EXMR
East Searched 3/4/2005 sg
ACM searched
(incrementing seed value) 3/4/2005 SG
|EEE searched 3/4/2005 SG

Updated East search

11/30/2005 SG

STIC (Fast and Focus) search

11/30/2005 sg

updated East search

4/4/2006 SG

U.S. Patent and Trademark Office

Part of Paper No. 03042005

MOBILEIRON, INC. - EXHIBIT 1003

Page 152



Index of Claims

Application No.

Applicant(s)

10/025,924 VANSTONE ET AL.
Examiner Art Unit
Shewaye Gelagay 2133
. (Through numeral)
¥ | Rejected Cancelled n| Non-Elected Appeal
=| Allowed Restricted I'| Interference Objected
Claim Date Claim Date Claim Date
5| £ ‘\'}§ I 5| &
el Ry k- Ele
) § ] (o]
Pram
51 101
2 s 52 102
3 WV 53 | 103
4 /1/ 54 104
5 WAV 55 105
6 VA 56 106
7 J 57 107
8 [/ 58 108
INAJ 59 109
[ 10 , 60 110
1 61 111
12 J 62 112
13 63 113
14 64 114
15 65 115
16 66 116
17 67 117
18 68 118
19 69 119
20 70 120
21 71 121
22 72 122
23 73 123
24 74 124
25 75 125
26 76 126
27 77 127
28 78 128
29 79 129
30 80 130
31 81 131
32 82 132
33 83 133
34 84 134
35 85 135
36 86 136
37 87 137
38 88 138
- 39 89 139
40 90 140
41 91 141
42 92 142
43 93 143
44 94 144
45 95 145
46 96 146
47 97 147
48 98 148
49 99 143
50 100 150

U.S. Patent and Trademark Office

Part of Paper No. 03042005 -

MOBILEIRON, INC. - EXHIBIT 1003

Page 153



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspLo.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. | CONFIRMATION NO. l
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417 7632
27871 7590 05/05/2006 [ EXAMINER ]
BLAKE, CASSELS & GRAYDON LLP GELAGAY, SHEWAYE
BOX 25, COMMERCE COURT WEST
199 BAY STREET, SUITE 2800 I ART UNIT [ PapeRNUMBER |
TORONTO, ON MSL 1A9 2137
CANADA

DATE MAILED: 05/05/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)

MOBILEIRON, INC. - EXHIBIT 1003
Page 154



Application No. Applicant(s)

10/025,924 VANSTONE ET AL.
Office Action Summary Examiner Art Unit

Shewaye Gelagay 2137

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHlCHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be avallable under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 03 March 2006.
2a)X] This action is FINAL. 2b)[_] This action is non-final.
3)O Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O0.G. 213.

Disposition of Claims

4)[X Claim(s) 1-14 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
50 Claim(s) isfare allowed.
6)X] Claim(s) 1-14 is/are rejected.
7)] Claim(s) ____is/are objected to.
8)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)[ JAll b)[CJ Some * ¢)[] None of:
1.[J Certified copies of the priority documents have been received.
2.[ Certified copies of the priority documents have been received in Application No. _____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) [ Notice of References Cited (PTO-892) 4) [ interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____
3) [ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) L] Notice of Informal Patent Application (PTO-152)
Paper No(s)/Mail Date - 6) (] other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 04042006
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Application No. Applicant(s)
. 10/025,924 VANSTONE ET AL.
Interview Summary Examiner Art Unit
Shewaye Gelagay 2137

All participants (applicant, applicant's representative, PTO personnel):

(1) Shewaye Gelagay. (€) —
(2) Brett Slaney. (4)___.

Date of Interview: 27 April 2006.

Type: a)X] Telephonic b)[] Video Conference
c)[] Personal [copy given to: 1)[] applicant  2)[T] applicant's representative]

Exhibit shown or demonstration conducted: d)[] Yes  e)[] No.
If Yes, brief description:

Claim(s) discussed: NONE.

Identification of prior art discussed: NONE.

Agreement with respect to the claims f)}] was reached. g)[] was not reached. h)[(] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Examiner discussed with Mr. Slaney the 1-14 months Replay Date in the final office

action mailed 4/13/06 is a typofhe correct Reply Date is 3 months instead of 1-14 months. Examiner has attached
herewith the corrected Office Action Summary PTOL-326.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

hgk)

e
EMMANBEL L. MOISE

SUPERVISORY PATENT EXAMINER
Examiner Note: You must sign this form unless it is an
Attachment to a signed Office action. - Examiner’s signature, if required
U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 04272006
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)
In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in refation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Number (Series Code and Serial Number)

-~ Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- An indication whether or not an exhibit was shown or a demonstration conducted

- An identification of the specific prior art discussed

- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstratlon conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the
Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by
the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK™ on the
paper recording the substance of the interview along with the date and the examiner's initials.
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Application No. Applicant(s)
. 10/025,924 VANSTONE ET AL.
Interview Summary Examiner Art Unit
Shewaye Gelagay 2137

All participants (applicant, applicant’s representative, PTO personnel):

(1) Shewaye Gelagay. () —
(2) Brett J. Slaney. (4) .

Date of Interview: 6/16/06.

Type: a)[X] Telephonic b)[] Video Conference
c)[J Personal [copy given to: 1)[] applicant  2)[_] applicant’s representative]

Exhibit shown or demonstration conducted: d)(C} Yes €)X No.
If Yes, brief description:

Claim(s) discussed: 1.

Identification of prior art discussed: Schneierand Matyas.

Agreement with respect to the claims f)[_] was reached. g)[X] was not reached. h)[_] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Applicant arqued the reference applied do not teach accepting the output if it is less
than order q and rejecting it otherwise. The Examiner explained the combination of Schneier and Matyas still reads on
the claim limitations. Applicant agreed to file a response for the final office action .

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet. ’

EMMANU%OI;;

SUPERVISORY PATENT EXAMINER
Examiner Note: You must sign this form unless it is an
Attachment to a signed Office action. Examiner’s signature, if required
U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20060616
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)
In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the atlorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
Application Number (Series Code and Serial Number)

- Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- Anindication whether or not an exhibit was shown or a demonstration conducted

- An identification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the genera! nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the
Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by
the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. [f the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. if the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.
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Appl. No. 10/025,924
Reply to Office Action of: April 13, 2006y)\

Appl. No.:  10/025,924

Applicant:  VANSTONE, Scott et al.

Filed: December 26, 2001

Title: METHOD OF PUBLIC KEY GENERATION
Art Unit: 2137

Examiner:  GELGAY, Shewaye

Docket No.:  67539/00421

Mail Stop AF

U.S. Patent & Trademark Office

Commissioner for Patents

P.O.Box 1450
Alexandria, VA 22313-1450

RESPON ER FINAL REJECTI
Sir:
This is further to the Final Office Action mailed April 13, 2006. Applicant wishes to
amend the above-identified application as follows:

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of this
paper.

Remarks: begin on page 5 of this paper.
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Amendments to the Claims

This listing of claims will replace all prior versions and listings of claims in the application:

1. (currently amended) A method of generating a key & f; in a cryptographi
performed over a group of order g, said method including the steps of*
generating a seed value SV from a random number generator;
performing a hash function H() on said seed value SV to provide an output H(SV);
determining whether said output H/SV) is less than said order g;
accepting said output H(SV) for use as [[a]] said key k if the value thereef of said output
H(SV) is less than said order q; [[and]]
rejecting said output Z(SV) as [[a]] said key if said value is not less than said order q[[.]].
if said output H(SV) is rejected, repeating said method: and

epted, providing said key £ for use in performine said

cryptographic ion, wherein sai is equal to sai tput H(SV).

2. (original) The method of claim 1 wherein another seed value is generated by said random

number generator if said output is rejected.

3. (original) The method of claim 1 wherein the step of accepting said output as a key includes a
further step of storing said key. '

4, (original) The method of claim 1 wherein said key is used for generation of a public key.

5. (previously presented) The method of claim 1 wherein said order q is a prime number
represented by a bit string of predetermined length L.

6. (previously presented) The method of claim 5 wherein said output from said hash function is a
bit string of predetermined length L.

7. (original) The method of claim 1 wherein if said outpuf is rejected, said output is incremented

MOBILEIRON, INC. - EXHIBIT 1003
Page 163



JUN. 28. 2006 4:40PM NO. 0351 P 6

Appl. No. 10/025,924
Reply to Office Action of: April 13, 2006

by & deterministic function and a hash function is performed on said incremented output to
produce a new output; a determination being made as to whether said new output is acceptable as

a key.

8. (original) The method of claim 7, wherein said step of incrementing includes a further step of
adding a particular value to said seed value.

9. (currently amended) A method of generating a key £ for use in a cryptographic function
performed over a group of order q, said method including the steps of:

generating a seed value SV from a random number generator; _

performing a hash function H() on said seed number SV to provide a first output H(SV);

incrementing said seed value SV by a predetermined function £{) and performing said
hash function () on said incremented seed value to provide a second output
HSY));

combining said first output HM‘ and second output H(f{SV)) to produce a new output;

determining whether said new output has a value less than said order q;

accepting said new output for use as [[a]] said key [[k]] & if said new output has a value
less than said order q; [[and]]

rejecting said new output as [[a]] said key £ if said aew-output-hes-a value is not less than

10. (original) The method of claim 9 wherein upon rejection of said new output a new seed value
is generated by said random number generator.

11. (original) The method of claim 9 wherein upon rejection of said new output said seed value is
incremented by a predetermined function and revised values for said first output and said second
output are obtained.
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12, (previously presented) The method of claim 9 wherein a bit string greater than a
predetermined length L is obtained and an L bit string selected therefrom for comparison with
said order q.

13. (previously presented) The method of claim 12 wherein upon rejection of said bit string of
predetermined length L, a further L bit string is selected.

14. (previously presented) The method of claim 9 wherein said step of combining said first and
second outputs includes a further step of rejecting excess bits such that said new output is a bit
string of length L,
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Reply to Office Action of. April 13, 2006

REMARKS

Applicant wishes to thank the Examiner for reviewing the present application.

Applicant also wishes to thank the Examiner for taking the time to participate in the
Applicant initiated telephone interview of June 16, 2006. In the telephone interview, the
inventiveness of the claims of the present application was discussed, in particular, arguments
were presented with respect to the rejections under 35 U.S.C. 103 regarding Schneier in view of
Matyas. In summary, it was argued that neither of the references cited by the Examiner
recognize the source of the bias discovered by Daniel Bleichenbacher, as the Applicants have
recognized, let alone teach choosing a key such that an output not less than g is rejected for use
as the key as claimed in the present application. The Examiner suggested that the claims be
amended to include linking language for the key and the steps that are used to generate the key,
in order to emphasize this distinction and to put the claims in better form for reconsideration.

Applicant believes that the amendments made to claims 1 and 9, described below and
outlined above, serve to clarify the nature of the methods claimed and to clearly distinguish over
the references cited by the Examiner,

Claim Amendments

Claim 1 is amended to identify the key by “#”, the seed value by “SV”, and the output by
“H(SV)".

Claim 1 is also amended inserting “% for use in a cryptographic function performed”
following “key” on line |, and inserting the steps “if said output H(SIO is rejected, repeating said
method; and if said output H(S¥) is accepted, providing said key  for use in performing said
cryptographic function, wherein said key  is equal to said output H(S¥).” at the end of the claim.

Claim 9 is amended to identify the key by “£”, the seed value by “SV”, and the first
output by “H(S¥)”, and the second output by “H(#(SV))".

Claim 9 is also amended inserting “k for use in a cryptographic function performed”
following “key” on line |, and inserting the steps “if said new output is rejected, repeating said
method; and if said new output is accepted, providing said key k for use in performing said
cryptographic function, wherein said key £ is equal to said new output.” at the end of the claim.,
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Claim Rejections

Claims 1-2 and 4-5 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier in view of Matyas. Applicant respectfully traverses the rejections as follows,

The present application describes and claims a method of generating a key that avoids the
bias discovered by Daniel Bleichenbacher. Applicant has discovered the source of the bias,
namely the way in which the key is chosen. Claim 1, as amended, includes determining if the
output (hash of seed value) is less than the order ¢ and if so, the output is accepted as the key.
However, if the output is not less than g, the output is rejected. Accordingly, the bias is avoided
by rejecting the key if not less than q. Applicant advises that amended claim 1 includes the steps
of repeating the method if the output is rejected and, if the output is accepted, the key & is
provided for use in performing the cryptographic function whereby the key £ is equal to the
output that has been compared to g.  Applicant believes that these additional steps clearly
specify how the key is generated, namely by comparing the output with g until it has a value that
is less than q.

In previous cryptosystems, e.g. DSS, if the value chosen to be used as the key is greater
than g then a mod reduction is performed, which is susceptible to the bias identified by
Bleichenbacher. Applicant has recognized the source of the bias and rejects the output instead of
performing a reduction to avoid potential attacks. The references relied upon have not
recognized this let alone provide any suggestion as to how the bias could be avoided (i.e. the
source of the bias). Further, the references cited by the Examiner also do not teach repeating the
generation of a seed value and hash thereof until the output is less than ¢ and do not teach
providing the output as the key % if the output is less than g. Both Schneier and Matyas are
entirely silent in that regard.

Therefore, Applicant believes that the amendments made to claim 1 clearly emphasize
the above distinction and as such, claims 1-2 and 4-5 are believed to be patentable over the
references cited by the Examiner.

Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier in view of Matyas, in further view of Backal; claims 3 and 6 have been rejected under
35 U.8.C. 103(a) as being unpatentable over Schneier in view of Matyas, in further view of Nel;
and claim 14 has been rejected under 35 U.S.C. 103(a) as being unpatentable over Schaeier in
view of Backal, in further view of Nel.
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As noted above, claim 9 is amended in a manner similar to claim 1 and also includes
rejecting an output for use as the key if the output is not less than g. Claims 7-8, and 10-14 are
ultimately dependent on one of claims 1 and 9. Applicant respectfully submits that neither
Backal nor Nel teach rejecting an output for use as the key if the output is not less than g.
Accordingly, neither Backal nor Nel teach what Applicant is believed to have shown is missing
from both Schneier and Matyas. Therefore, for at least that reason, claims 3, 6 and 7-14 are
believed to be patentable over the references cited by the Examiner.

In view of the foregoing, Applicant respectfully submits that all pending claims, namely
claims 1-14, are patentably distinguished over the references cited by the Examiner and, as such,
are in condition for allowance. ' |

Applicant requests early reconsideration and allowance of the present application.

Respectfully submitted,

AN

JohnR.S. Oran>x
Agent for Applicaxt

Registration No. 29,725

Date: < ta2006

BLAKE, CASSELS & GRAYDON LLP
Suite 2800, P.O. Box 25

199 Bay Street, Commerce Court West
Toronto, Ontario M5L 1A9

CANADA

Tel: 416.863.3164
JRO/BSL
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including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: C. Issl for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.USPLO.gOV
| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. | CONFIRMATION NO. I
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417 7632
27871 7590 08/14/2006 [ EXAMINER I
BLAKE, CASSELS & GRAYDON LLP SCHUBERT, KEVINR
BOX 25, COMMERCE COURT WEST
199 BAY STREET, SUITE 2800 | ART UNIT | PapErNuMBER |
TORONTO, ON MS5L 1A9 2137
CANADA

DATE MAILED: 08/14/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)
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T Application No. Applicant(s)
Advisory Action 10/025,924 VANSTONE ET AL.
Before the Filing of an Appeal Brief Examiner Art Unit
Kevin Schubert 2137

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 28 June 2006 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. X The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of
this application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which
places the application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3)
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following
time periods:

a) [ The period for reply expires months from the mailing date of the final rejection.

b) |Z The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee

have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee

under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed,

may reduce any earned patent term adjustment. See 37 CFR 1.704(b).

NOTICE OF APPEAL

2. [ The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since
a Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).

AMENDMENTS

3. The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will not be entered because
(a)[X] They raise new issues that would require further consideration and/or search (see NOTE below);

(b)Y They raise the issue of new matter (see NOTE below);
(¢) ] They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
) appeal; and/or
(d)[] They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: See Continuation Sheet. (See 37 CFR 1.116 and 41.33(a)).

4. ] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5.[] Applicant's reply has overcome the following rejection(s): ___

6.1 Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the
non-allowable claim(s). )

7. I:] For purposes of appeal, the proposed amendment(s): a) [J will not be entered, or b) (] will be entered and an explanation of
how the new or amended claims would be rejected is provided below or appended.

The status of the claim(s) is (or will be) as follows:
Claim(s) allowed:

Claim(s) objected to:

Claim(s) rejected: .

Claim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. [ The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will not be entered
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116(e).

9. [ The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will not be
entered because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. [J The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/QOTHER

11. [J The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

12. [ Note the attached Information Disclosure Statement(s). (PTO/SB/08 or PTO-1449) Paper No(s).

13. [ Other: ____. ? Z;‘élc
EMMANUELT. MOISE

SUPERVISORY PATENT EXAMINER

U.S. Patent and Trademark Office
PTOL-303 (Rev. 7-05) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20060807
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Continuation Sheet (PTO-303) Application No. 10/025,924

Continuation of 3. NOTE: Independent claims 1 and 9 have been amended to recite new limitations. Such amendment of the claims
requires further search and/or consideration.
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JUN. 28. 2006 4:40PM NO. 0351 P 4

Appl. No. 10/025,924 %
Reply to Office Action of: April 13, 0063\\\\

Appl. No.:  10/025,924

Applicant:  VANSTONE, Scott et al.

Filed; December 26, 2001

Title: METHOD OF PUBLIC KEY GENERATION
Art Unit: 2137

Examiner:  GELGAY, Shewaye

Docket No.:  67539/00421

Mail Stop AF :

U.S. Patent & Trademark Office

Commissioner for Patents

P.O.Box 1450 .
Alexandria, VA 22313-1450

RESPONSE AFTER FINAL REJECTION
Sir:
This is further to the Fina] Office Action mailed April 13, 2006. Apphcant wishes to
amend the above-identified application as follows: .

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of this

v,é?'( paper.

Remarks: begin on page 5 of this paper.
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U.S. Patent and Trademark Office: U.S, DEPARTMENT OF COMMERCE
'of 1995, no persons are required to respond lo a callectian of information unfess I displaya a valid OMB conlrul number.

08/29/2008 18:39 F, @oo4
+
! A
!"” - PTOISB/0 (04-05)
| Doc Code; Approved for use lhrough 07/31/2006. OMB 0651-0031

Under the Paperwork

q REQU E ST Application Number 10/025,924
. ; FO R Flilng Date 12/26/2001
: CONTlN UED E: : MINAT|ON (RCE) First Named Inventor VANSTONE, Scutt A.
i TRANSMITTAL
i Address to: An Unit 2137
'} Mall Stop RCE
'| Commissioner for Patents Examiner Name SCHUBERT. Kevin R.
| P.O. Box 1450
Q Alexandria, VA 22313-1450 Attorney Dacket Number | 67539700421 Y,

:! This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identifled application.
%: Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utllity or plant application filed prior to June 8,
‘1 1995, or to any design application. See Instruction Sheet for RCES (not to be submitted to the USFTO ) on page 2.

i 1. [_Submission required under 37 CFR 1.114 ] Note; If the RCE is proper, any previausly flled unentered amendments
and amendments enclosed with the RCE will be entered in the order in which they were filed unless applicant instructs otherwise. If

! applicant does not wish to have any previously filed unentered amendment(s) entered, applicant must request non-entry of such
amendment(s).

| ~ . - . . -

|a. Previously submitted. If a final Office action is outstanding, any amendments filed after the fina| Office action

! may be considered as a submission even if this box is not checked.

!

!

i. O Consider the arguments in the Appeal Brief or Reply Brief previously filed on
il. O Other

b. O Enclosed .
i. O Amendment/Reply ii. O Information Disclosure Statement (IDS)
| i. Q Affidavit(s)/Declaration(s) ivv. 3d Other
2.
. a. [0 Suspension of action on the above-identified application is requested under 37 CFR 1.103(c} for
a period of . ____months. (Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17() required)
b. O Other

|
]
| 3. [Fees | ™e RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|
J
|
I
I
1

a. [ The Director is hereby authorized to charge the following fees, any underpayment of fees, or credit any

L B ROE fnreursd under 37 CFR 1170 AR BB B s
ii. B  Extension of time fee (37 CFR 1.136 and 1.17) @1 FC:1801 798.80 DA

' ii. @ Other

i b. (J Check in the amount of $ enclosed

c. (O Payment by credit card (Form PTO-2038 enclosed)

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

SIGi RE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED
Signature Date August 29,2006

Name (Print/ Type) Brg@ny@_'—/ Registration No, | 58,772 J

—
e

l CERTIFICATE OF MAILING OR TRANSMISSION
t | hereby cenify that this correspondence ks belng deposited with the Unlled States Postal Service with sufficient postage as first class mail in an

envelope addressed to: Mail Stop RCE, Commissloner For Patents, P.O. Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted to the U.S.
: Patant andTrademark Otfice on the date shown below, !

Slgmature

\_Name @rint/ Type) Date y,

i This collection of information is required by 37 CFR 1.114. The informatlon ia required to oblain or rctain a benefh by the public which is lo fil2 (and by the USPTO to
!rroce;s) an applicatlan. Cenfidentiafity is govemed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This colicction s esimated 1o take 12 minules to complete.
iIncluding gathering, preparing, and submitting the complcled application form (o (he USPTO. Time will vary dspanding upon (he individual case. Ay commenls on

the amoun of time you require to complele this form and/or suggeslions for reducing the burden, should be sent to the Chief Information Officar, U.S. Patent and
Trademark Officc, U.S. Depariment of Commerce, P.O, Bax 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
.| ADDRESS. SEND TO: Mall Stop RCE, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

" If you need assistance In completing the form, call 1-800-PT0=9199 and select option 2.

A
£
-h

AdCD FTAYTYAY 1€
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08/29/2006 16:39 FAX 4168632653

[ [@oos

" = ’ » A
PI'::TITION FOR EXTENSION OF TIME UND 5 CFR 1.136(a) Docket No. l

i (Large Entity) o\ E ) 67539/00421

In Re Application Of: VANSTONE, Scott A. “}
1 o291

Application No. Filing Date ExamheBaB ~ |Customer No.| Group Art Unit | Confirmation No.

10/025,924 12/26/2001 SCHUBERT, Kcvin R. 27871 2137 7632

Invention: METHOD OF PUBLIC KEY GENERATION

t
i
|
i
]
|
1

|
I COMMISSIONER FOR PATENTS:
|

|
This: is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the Office
Action of 04/13/2006 in the above-identified application.

Date

Thelrequested extension is as follows (check time period desired):

I
I
{ O One month Two months O Threemonths O Four months I Five months
! from: July 13, 2006 until; September 13, 2006
! v Date Date
J
The fee for the extension of time is $450 and is to be paid as follows:
Ci A check in the amount of the fee is enclosed.
® The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
| Deposit Account No.  02-2553
|
O

If an additional extension of time is required, please consider this a petition therefor and charge
any additional fees which may be required to Deposit Account No. 02-2553

>
! 3
O Payment by credit card. Form PTO-2038 is attached. s ;
! WARNING: Information on this form may become public. Credit card infonnation should not
| be included on this form. Provide credit card information and aUtHbAR#GEHGH PI0sEUsMR255 16025924 E
- 82 F:1252 450.90 DA >
J ;2 ﬁé ) Dated: August 21 ,2006 E;
e e v s =
Bret laney (Reg. No. 58,772) |
Blake, Casscls & Graydon LLP ’
Box: 25, Commerce Court West | hereby centify that thls correspondence is beng depoaﬁ' O
199 Bay Street Wih the United States Postal Service whh sufficent postage | (=
Toronto, Ontario MSL 1A9 as first class mail in an envelope addressed to “Commissianer
Canada for Patents, P.O. Box 1450, Alexandria, VA 22313-1450" (37
Tel! (416) 863-2518 CFR 1.8(a) on <

Fax: (416) 863-2653

(Dste)

Signature of Person Mailing Correspondenca

1yped or Printed Name of Person Mailing Correspondence

|
i
4
]
|
cc. i
! P12LARGE/REV1O
s
{
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08/29/2008 16:39 FAX 4168832653 @oo3

¢ 1

PTO/SBR' (08-04)

Doc Code: Apploved for usc through 07/31/2008. OMB 0651-0031
U.S Patentand Trademark Oftice: U S, DEPARTMENT OF COMMERCE
Under the Paperwork Reductian Act of 1885, no ate required o fespond 10 8 coliection af information unless It display= a valid OMB cantrol number.

Application Number 10/025,924
TRANSMITTAL Filng Date 12262001
¢ Fo R M First Named Inventor VANSTONE, Scott A.
]
: Att Unit 2137
(lo be used for all comespondance after initial fling) Examiner Name SCHUBERT, Kevin R.
| \ Tatal Number of Pagss in Thls Submission \+ Attorney Docket Number 67539/00421 J
ENCLOSURES (Check all that apply)
; Aflsr Allowance Communication
! Fee Transmitral Form Drawing(s) o TC
! . Appeal Communicalion ta Baard
| l:l Fee Attachcd : D Liconsing-retated Papers D of Appeals and Interfarences
1 Appeal Communication to TC
Amendment / Reply Peiltlon (Appeal Notice, Brict, Reply Brief)
. Pedltion to Convertfo a : ;
i D After Finsl D Provisional Agplicatian D Proprietary Informalion
| -
. Power of Allormey, Revacation .
E D Affidavite/declarallon(s) D Change of Comrespondence Address D Status Lerter
I N7 Other Enclosurs(s) (plcase
Exicnsion of Time Request D Terminal Disclaimer identify below):
. 1) Request for Continucd
Express Abandenment Request Requeat for Refund FExamination (RCE) Trunsmittal
D CD, Number of CD(s)
Information Disclosure Statement -
I I Landscape Table on CD
Certified Copy of Priorlty
Documenl(s) Remarks

D Response lo Miagsing Parls/

Incomplste Application

D Reply to Missing Parts under
37CFR1.520r1.53

SIGNATURE OF APPLICANT, ATTORNEY. OR AGENT

Firm Namc Blake, Casscls & Gruydon LLP
ANl
Slgnature 4
Printed name Bltf 5 \
Cate Angnst 29,2006 Reg. No. | 58,772

CERTIFICATE OF TRANSMISSION/MAILING

| hereby certify thal this correspondence is being faczimils lransmitted ta the USPTO or deposiled wilh the United States Postal Service with
sufficient postage as [irst class mail in an envelope rddressed ta: Cammissioner for Palents, P.O. Box 1450, Alexandria,VA 22313-1450 on the
date shown below:

Signsture

Qyped or printed name | Dale I

Thi llactlon of information is required by 37 CFR 1.5. The informatlion is required to obtain or refain a bencfil by the publlc which is 1o file (and
by the USPTO to procase) an application. Confidentiaiily s governed by 35 U.S.C, 122 and 37 CFR 1.11 and 1.14. This colleclion is ealimated 10
2 haurs to complels, including gathering, preparing, and submitiing the completed application form o the USPTO. Time will vary dcpending upon
the IndMdual case. Ay comments on the amount of time you require to complete this farm and/or suggcstions for reducing this burden, should

. be senl lo the Chlef Information Officer, U.S. Palent and Trademark Ofiice, U.S. Depariment of Commerce, P.O. Box 1450, Alexandria, VA
22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commizzloner tor Patents, P.O. Box 1460,
Alexandrla, VA 22313-1450,

If you need assistance In completing (he fofm, call 1-800-PT0-9189 and sefect option 2.

o
E 3
<o
=3
X
<<
=
=
cT
=2
m
O
o
3
<
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EAST Search History

Ref

Hits

Search Query

DBs

Default
Operator

Plurals

Time Stamp

L4

LS

L6

S1

S2

S3

54

861

32

781

1110

636

10

10

148

(VANSTONE near SCOTT)
(VADEKAR near ASHOK) (LAMBERT
near ROBERT) (GALLANT near
ROBERT) (BROWN near DANIEL)
(MENEZES near ALFRED)

2 and hash$4 same order

380/44.ccls.

380/277.ccls.

708/250.ccls.

hash$4 same key with generat$4
same repeat$4 with reject$4

key with generat$4 same repeat$4
with reject$4

key with generat$4 same repeat$4
same reject$4 with (key output)

debellis.in.

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT,;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUSB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT,;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OR

OR

OR

OR

OR

OR

OR

OR

OFF

OFF

OFF

OFF

OFF

ON

ON

ON

ON

2006/10/10 09:44

2006/10/10 09:45

2006/10/10 09:45

2006/10/10 09:46

2006/10/10 09:46

2006/10/10 06:14

2006/10/10 06:15

2006/10/10 06:18

2006/10/10 06:17

10/10/06 9:46:35 AM

C:\Documents and Settings\mpyzochal\My Documents\EAST\Workspaces\10025924.wsp

Page 1
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EAST Search History

S5

S6

S7

S8

S9

S10

S11

S12

S13

S14

42

25

3340

110

10

19

37

S4 and hash$4

key with generat$4 and repeat$4

same reject$4 with (key output)

S6 and @ad<"20001227"

hash$4 with key with generat$4

S8 same repeat$4

S9 and @ad<"20001227"

S8 and repeat$4 with weak

key with generat$4 same repeat$4

with weak

weak with key with repeat$4

weak with key same repeat$4

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

OFF

OFF

2006/10/10 06:17

2006/10/10 06:19

2006/10/10 06:21

2006/10/10 06:21

2006/10/10 06:27

2006/10/10 06:21

2006/10/10 06:27

2006/10/10 06:27

2006/10/10 06:34

2006/10/10 06:36

10/10/06 9:46:35 AM
C:\Documents and Settings\mpyzocha1l\My Documents\EAST\Workspaces\10025924.wsp

Page 2
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EAST Search History

S15 40 | (insecure invalid) with key with US-PGPUB; | OR OFF 2006/10/10 06:57
repeat$4 USPAT;
EPO; JPO;
DERWENT;
IBM_TDB
S16 0 | hash$4 with seed same repeat$4 US-PGPUB; | OR OFF 2006/10/10 06:58
with (weak reject$4 invalid USPAT;
insecure) EPO; JPO;
DERWENT;
IBM_TDB
S17 44 | hash$4 with seed same repeat$4 US-PGPUB; | OR OFF 2006/10/10 07:04
USPAT; .
EPO; JPO;
DERWENT;
IBM_TDB
S18 1 | (PRNG ("psuedo random number US-PGPUB; | OR OFF 2006/10/10 07:07
generator")) same hash$4 same USPAT;
seed same repeat$4 EPO; JPO;
DERWENT;
IBM_TDB
S19 4 | (PRNG ("psuedo random number US-PGPUB; | OR OFF 2006/10/10 07:07
generator")) and hash$4 same seed | USPAT;
same repeat$4 EPO; JPO;
DERWENT;
IBM_TDB
S20 * 0 | hash$4 same seed same repeat$4 US-PGPUB; | OR ON 2006/10/10 07:07
with (reject$4 weak) USPAT;
EPO; JPO;
DERWENT;
IBM_TDB
S21 0 | (PRNG ("psuedo random number US-PGPUB; | OR OFF 2006/10/10 07:07
generator")) same hash$4 same USPAT;
seed same weak EPO; JPO;
DERWENT;
1BM_TDB
S22 0 | (PRNG ("psuedo random number US-PGPUB; | OR OFF 2006/10/10 07:08
generator")) same weak USPAT;
: EPO; JPO;
DERWENT;
IBM_TDB
S23 50 | (PRNG ("psuedo random number US-PGPUB; | OR OFF 2006/10/10 07:44
generator")) and weak USPAT;
EPO; JPO;
DERWENT;
IBM_TDB
S24 1| ("6307938").PN. US-PGPUB; | OR OFF 2006/10/10 07:46
USPAT
S25 1| ("6219421").PN. ' US-PGPUB; | OR OFF 2006/10/10 07:46
USPAT
10/10/06 9:46:35 AM Page 3
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE

P.O. Box 1450
Alcxmdm. Virginia 22313-1450
WWW,uspto.gov
[ APPLICATION NO. [ FILING DATE ] FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
10/025,924 12/26/2001 Scott A. Vanstone . 00001-0417 7632
27871 7590 11/03/2006 L EXAMINER |
BLAKE, CASSELS & GRAYDON LLP PYZOCHA, MICHAEL J
BOX 25, COMMERCE COURT WEST
199 BAY STREET, SUITE 2800 [ arTunIT [ PaerNUMBER |
TORONTO, ON MS5L 1A9 2137
CANADA

DATE MAILED: 11/03/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)

A
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Application No. Applicant(s)

10/025,924 VANSTONE ET AL.
Office Action Summary Examiner ArtUnit

Michael Pyzocha 2137

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
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earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X Responsive to communication(s) filed on 29 August 20086.
2a)[] This action is FINAL. 2b)[X This action is non-final.
3)J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)[X] Claim(s) 1-14 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5)[] Claim(s) is/are allowed.
6)X] Claim(s) 1-14 is/are rejected.
7)[J Claim(s) _____is/are objected to.
8)[] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9] The specification is objected to by the Examiner.
10)[J The drawing(s) filed on _____is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[1 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAll  b)[J Some * ¢)[] None of:
1.[1 Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No. ____
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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1) IX) Notice of References Cited (PTO-892) 4) [J interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____
3) [J Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 6) (] other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20061010
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DETAILED ACTION
1. Claims 1-14 are pending.
2. A request for continued examination under 37 CFR 1.114,
including the fee set forth in 37 CFR 1.17(e), was filed in this
application after final rejection. Since this application is
eligible for continued examination under 37 CFR 1.114, and the
fee set forth_in 37 CFR 1.17(e) has been timely paid, the
finality of the previous Office action has been withdrawn
pursuant to 37 CFR 1.114. Applicant's submissién'fiied on

08/29/2006 has been entered.

Claim Rejections - 35 USC § 103
3. 'The following is a quotation of 35 U.S.C. 103(a) which
forms the basis for all obviousness rejections set forth in this
Office action:

(a) A patent may not be obtained though the invention is not identically
disclosed or described as set forth in section 102 of this title, if the
differences between the subject matter sought to be patented and the prior
art are such that the subject matter as a whole would have been obvious at
the time the invention was made to a person having ordinary skill in the
art to which said subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was made.

4, Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a)
as being unpatentable over Vanstone et al. (US 6195433)

(hereinafter Vanstone) in view of Schneier (Applied
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Cryptography) and further in view of Matyas Jr. et al. (US
6307938) (hereinafter Matyas). |

As per claim 1, Vanstone discloses a method for generating
a k for use in a cryptographic function including the steps of:
generating a seed value from a random number generatoi (see
column 3 lines 37-39); performing a hash function on said seed
value to provide an output (see column 3 lines 41-45);
determining if the outputted value is accepted or rejected. (see
column 3 line 51 through column 4 line 44); repeating the method
if the output is rejected (see column 3 lineA51 through column 4
line 44); and if the output is accepted, providing the key for
use in performing said cryptographic function wherein said key
is equal to said output (see column 3 lines 37-45).

Vanstone fails to disclose the steps of determining and
accepting/rejecting based on an order q.

However, Schneier teaches the steps of accepting/rejecting
based on an order g (seé page 487 lines 12-15 and line 11) and
Matyas teaches determining whether an oﬁtput is less than a
prime number q (see column 6 line 65 through column 8 line 35).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to use the tests of

Schneier and Matyas in the key generation system of Vanstone.
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Motivation to do so would have been to use the well-known
DSA (see Schneier pages 486-487) and in order to provide a
system to avoid attack because it is not possible to invert the
hash function to determine the required input seed (see Matyas
column 7 lines 5-6).

As per claim 2, the modified Vanstone, Schneier, and Matyas
system discloses another seed value is generated by said random
number generator if said output is rejected (see Schneier page
487 line 11; Page‘489, line 22 and Vanstone column 3 line 51
through column 4 line 44).

As per claim 4, the modified Vanstone, Schneier, and Matyas
system discloses said key is used for generation of a public key
(see Schneier page 487 lines 8-15; page 488 lines 3-8 and
Vanstone column 4 lines 45-48).

As per claim 5, the modified Vanstone, Schneier, and Matyas
system discloses a method wherein said order q is prime number
represented b? a bit string of predetermined length L (see
Schneier age 487, line 1 and Page 488, line 5).

5. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being
unpatentable over the modified Vanstone, Schneier, and Matyas
system as applied to claim 1 above, and further in view of

Backal (US 6219421).
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As per claim 7, the modified Vanstone, Schneier, and Matyas
system fails to disclose if said output is rejected, said output
is incremented by a deterministic function and a hash function
is performed oﬁ said incremented output to produce a new output;
a determination being made as to whether said new output is
acceptable as a key.

However, Backal teaches this limitation (see column 5 lines
61-67) .

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the incremental
by a deterministic function in the modifiéd Vaﬁstone, Schneier,
and Mafyas system.

Motivation to do so would have been to provide an
exceptional degree of security because the keys generated using
the above method of seed value generation will protect any
unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50-51).

.As per claim 8, the modified Vanstone, Schneier, Matyas,
and Backal system incrementing includes a further step of adding
a‘particular value to said seed value (see Backal column 5,
lines 61-67).

As per claim 9, the modified Vanstone, Schneier, and Matyas

system discloses a method for generating a k for use in a
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cryptographic function including the steps of: generating a seed
value from a random number generator (see Vanstone column 3
lines 37-39); performing a hash function on said seed value to
provide an output (see Vanstone column 3 lines 41-45);
determining if the outputted value is accepted or rejected (see
Vanstone column 3 line 51 through column 4 line 44); repeating
the method if the output is rejected (see Vanstone column 3 line
51 through column 4 line 44); and if the output is accepted,
providing the key for use in performing said cryptographic
function wherein said key is equal to said butput‘(see Vanstone
column 3 lines 37-45). The determination and
accepting/rejection based on the order g being taught by
Schneier and Matyas as applied to claim 1.

The modified Vanstone, Schneier, and Matyas system fails to
disclose incrementing said seed value by a predetermined
function and performing said hash function on said incremented
seed value to provide a second output; and combining said first
output and second output to produce a new output; determining
whether said new output has a value less than said_order qg.

However, Backal teaches incrementihg said seed value by a
prede£ermined function and performing said hash function on said
incremented seed value to provide a second output (see column 5,

lines 61-67); and.combining said first output and second output
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to produce a new output; determining whether said new output has
a value less than said order g (see column 5, lines 54-60).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the
incrementing and combining of Backal in the modified Vanstone,
Schneier, and Matyas system.

Motivation to do so would have been to provide an
exceptional degree of security because the keys generated using
the above method of seed value generation will protect any
unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50—5}).

As per claim 10, the modified Vanstone, Schneier, Matyas,
aﬁd Backal system discloses wherein upon rejection of said new
output a new seed value 1s generated by said random number
genefator (see Schneier page 487, line 11 and Page 489, line
22) . |

As per claim 11, the modified Vanstone, Schneier, Matyas,
and Backal system discloses wherein upon rejection of said new
output said seed value is incremented by a predetermined
function and revised values for said first output and said
second output are obtained (see Backal column 5, lines 61-67).

As per claim 12, the modified Vanstone, Schneier, Matyas,

and Backal system wherein a bit string greater than a
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predetermined length L is obtained and an L bit string selected
therefrom for comparison with said order q (see Schneier age
487, line 1 and Page 488, line 5).

As per claim 13, the modified Vanstone, Schneier, Matyas,
and Backal system wherein upon rejection of said bit string of
predetermined length L, a further L bit string.is selected (see
Schneier age 487, line 1 and Page 488, line 5).

6. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as
being unpatentable over the modified Vanstone, Schneier, and
Matyas system (alone or in combination with Backal) as applied
to cléims 1 and 9 above, and further in view of Nel et al.
(Generation of Keys for use with the Digital Signature Standard
(DSS)) (hereinafter Nel).

As per claim 3, the modified Vanstone, Schpeier, and Matyas
system fails to disclose storing the key.

However, Nel teaches storing the key (see page 10 column 1
lines 3-4).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to store the key of the
modified Vanstone, Schneier, and Matyas system.

Motivation to do so would have been to be able to reuse the

key.and also perform auditing on the key generation process.
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As per claim 6, the modified Vanstone, Schneier, and Matyas
system fails to disclose the output from said hash function is a
bit string of predetermined length L.

However, Nel teaches the output from said hash function is
a bit string of predetermined length L (see page 8, column 2,
lines 8-11).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the
predetermined output length in the modified Vanstone, Schneier,
ahd Matyas system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see
Nel page 8, column 2, lines 6-7).

As per claim 14, the modified Vanstone, Schneier, Matyas,
and Backal system fails to disclose combining said first and
second outputs includes a further step of rejecting excess bits
such that said new output is a bit stfing of length L.

However, Nel teaches combining said first and second
outputs includes a further step of rejecting excess bits such
that said new output is a bit string of length L (see page 8,
column 2, lines 8-11).

At the time of the invention it would have been obxious to

a person of ordinary skill in the art to reject excess bits to
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form a predetermined length in the modified Vanstone, Schneier,
Matyas, and Backal system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see

Nel page 8, column 2, lines 6-7).

7. Claims 1, 2, 4, and 5 are rejectéd under 35 U.S.C. 103(a)
as being unpatentable over Schneier (Applied Cryptography) in
view of Matyas Jr. et al. (US 6307938) (hereinafter Matyas) and
further in view of Patel (US 6327660).

As per claim 1, Schneier discloses a method for generating
a k for use in a cryptographic function including the steps of:
generating a seed value from a random number generétor (see page
487 line 11 and page 489 lines 15-16); determining if the
outputted value is accepted or rejected based on an order g (see
page 487 lines 12-15).

Schneier fails to disclose performing a hash function on
seed number to provide an output, determining whether said
output is less than said prime number g and repeating the method
if the key is rejected and using the accepted key to perform a
cryptographic function.

However, Matyas teaches performing a hash of each of seed

values with SHA-I to produce hash values (see column 6, lines 7-
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9) and determining whether an output is less than-a prime number
g (see column 6 line 65 through column 8 line 35) and Patel
teaches repeating the method if the key is rejected and using
thé accepted key to perform a cryptographic function (see column
6 lines 26-47).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to use the tests of Matyas
and the repeating of Patel in the sysfem of Schneier.

Motivation to do so would have been to and in order to
provide a system to avoid attack because it is not possible to
invert the hash function to aetermine the required input seed
(see Matyas column 7 lines 5-6) and to produce keys which are
not weak (see Patel column 6 lines 26-47).

As per claim 2, the modified Schneier, Matyas, and Patel
system discloses another seed value is generated by said random
number generator if said output is rejected (see Schneier page
487 line 11; Page 489, line 22).

As per claim 4, the modified Schneier, Matyas, and Patel
system discloses said key is used for geperation of a public key
(see Schneier page 487 lines 8-15; page 488 lines 3-8).

As per claim 5, the modified Schneier, Matyas, and Patel

. « . s . .
system discloses a method wherein said order g is prime number
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represented by a bit string of predetermined length L (see
Schneier age 487, line 1 and Page 488, iine 5).

8. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being
unpatentable over the modified Schneier, Matyas, and Patel
system as applied to claim 1 above, and further in view of
Backal (US 6219421).

As per claim 7, the modified Schneier, Matyas, and Patel
system fails ﬁo disclose if said output is rejected, said output
is incremented by a deterministic function and a hash funétion
is performed on said incremented output to produce a new output;
a determination being made as to whether said new output is
acceptable ‘as a key.

However, Backal teaches this limitation (see column 5 lines
61-67) .

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the incremental
by a deterministic function in the modified Schneier, Matyas,
and Patel system.

Motivation to do so would have been to provide an
exceptional degree of security because the keys generated using
thé above method of seed value generation will protect any
unauthorized person from having access to the digitally signed

document (see Backal column 1 lines 50-51).
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As per claim 8, the modified Schneier, Matyas, Patel, and
Backal system incrementing includes a further step of adding a
particular value to said seed value (see Backal column 5, lines
61-67) .

As per claim 9, the modified Schneier, Matyas, and Patel
system discloses a method for generating a k for use in a
cryptographic function including the steps of: generating a seed
value from a random number generator (see page 487 line 11 and
page_489 lines 15-16); determining if the outputted value is
accepted or rejected based on an order g (see page 487 lines 12-
15). The hashing, determining and repeating are as taught in
claim 1 by Matyas and Patel.

The modified Schneier, Matyas, and Patel system fails to
disclose incrementing said seed value by a predetermined
function and performing said hash function on said incremented
seed value to provide a second output; and combining said first
output and second output‘to produce a new output; determining
whether said new output has a value less than said order q.

However, Backal teaches incrementing said seed value by a
predetermined function and performing said hash function on said
incremented seed value to provide a second output (see column 5,

lines 61-67); and combining said first output and second output
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to produce a new output; determining whether said new output has
a value less than said order q (see column 5, lines 54-60).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the
incrementing and combining of Backal in the modified Schneier,
Matyas, and Patel system.

Motivation to do so would have been to provide an
exceptional degree of security because the keys generated using
the above method ofvseed value generation will protect any
unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50—51).

As per claim 10, the modified Schneier, Matyas, Patel, and
Backal system discloses wherein upon rejection of said new
output a new seed value is generated by said random number
generator (see Schneier page 487, line 11 and Page 489, line
22).

As per claim 11, the modified Schneier, Matyas, Patel, and
Backal system discloses wherein upon rejection of said new
output said seed value is incremeﬂted by a predetermined
function and revised values for said first output and said
second output are obtained (see Backal column 5, lines 61-67).

As per claim 12, the modified Schneier, Matyas, Patel, and

Backal system wherein a bit string greater than a predetermined
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length L is obtained and an L bit string selected therefrom for
compa;ison with §aid order g (see Schneier age 487, line 1 and
Page 488, line 5).

As per claim 13, the modified Schneier, Matyas, Patel, and
Backal system wherein upon rejection of said bit string of
predetermined length L, a further L bit string is selected (see
Schneier age 487, line 1 and Page 488, line 5).

9. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as
being unpatentable over the modified Schneier, Matyas, and Patel
system (alone or in combination with Backal) as applied to
claims 1 and 9 above, and further in view of Nel et al.
(Generation of Keys for use with the Digital Signature Standard
(DSS)) (hereinafter Nel).

As per claim 3, the modified Schneier, Matyas, and Patel
system fails to disclose storing the key.

However, Nel teaches storing the key (see page 10 column 1
lines 3-4).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to store the key of the
modified Schneier, Matyas, and Patel systemf
| Motivation to do so would have been to be able to reuse the

key and also perform auditing on the key generation process.
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As per claim 6, the modified Schneier, Matyas, and Patel
system fails to disclose the output from said hash function is a
bit string of predetermined length L.

However, Nel teaches the output from said hash function is
a bit string of predetermined length L (see page 8, column 2,
lines 8-11).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to inciude the
predetermined output length in the modified Schneier, Matyas,
and Patel system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see
Nel page 8, column 2, lines 6-7).

As per claim 14, the modified Schneier, Matyas, and Patel
system fails to disclose combining said first and second outputs
includes a.fufther step of rejecting excess bits such that said
new output is a bit string of length L.

However, Nel teaches combining said first and second
outputs includes a further step of rejecting excess bits such
that said new output is a bit string of length L (see page 8,
column 2, lines 8-11).

At the time of the invention it would have been obvious to

a person of ordinary skill in the art to reject excess bits to
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form a predetermined length in the modified Schneier, Matyas,
and Patel system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see

Nel page 8, column 2, lines 6-7).

Response to Arguments
10. Applicant's arguments with respect to claims 1-14 have been
considered but are moot in view of the new ground(s) of

rejection.

Conclusion
11. The prior art made of record and not relied upon is
considered pertinent to applicant's disc%osure. Krasinski et al.
(US 20030084332) and Chen et al. (US 20020116527) teach a method
of repeating a methdd when a key is rejected.

Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Michael
Pyzocha whose telephone number is (571) 272-3875. The examiner
can normally be reaéhed on 7:00am - 4:30pm first Fridays of the
bi-week off.

If attempts to reach the examiner by telephone are

unsuccessful, the examiner’s supervisor, Emmanuel Moise can be
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reached on (571) 272-3865. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or
access to the automated information system, call>800—786—9199

(IN USA OR CANADA) or 571-272-1000.

MJP

EMMXGEL . MOISE

SUPERVISORY PATENT EXAMINER
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Appl. No. 10/025,924
Reply to Office Action off November 3, 2006

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

Appl. No.:  10/025,924

Applicant: VANSTONE, Scott et al.

Filed: December 26, 2001

Title: METHOD OF PUBLIC KEY GENERATION
Art Unit: 2137

Examiner: PYZOCHA, Michael J.

Docket No.:  67539/00421

Mail Stop Amendment

U.S. Patent & Trademark Office

Commissioner for Patents

P.O. Box 1450
Alexandria, VA 22313-1450

RESPONSE
Sir:
This is further to the Office Action dated November 3, 2006. Applicant advises that a
request for a one-month extension of time is being filed concurrently herewith. Applicant wishes

to present the following remarks:

Remarks: begin on page 2 of this paper.
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REMARKS

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable
over Vanstone (US 6,195,433), in view of Schneier (Applied Cryptography), in further view of
Matyas (6,307,938). Applicant respectfully traverses the rejections as follows.

Vanstone teaches a private key validation scheme that comprises generating a private key
from a random number and testing the number against a predetermined set of criteria. As noted
by the Examiner, Vanstone teaches generating a seed value, hashing the seed value and then
shaping the output of the hash to be used as a private key. The Examiner acknowledges that
Vanstone does not teach aceepting/rejecting the key based on an order q. However, the
Examiner turns to Schneier and Matyas as teaching accepting/rejecting a key based on an order
q.

Upon a careful review of Vanstone (as explained below), it is clear that not only does
Vanstone not teach choosing a key that is less than ¢ but there is clear direction to do the
opposite. Also, even if| for the sake of argument, one were to combine Vanstone with either or
both Schneier and Matyas, neither Schneier nor Matyas teach testing an output to be used as a
key if the value is less than an order q.

As Applicant has noted several times in previous responses, the present application
describes and claims a method of generating 2 key that avoids the bias discovered by Daniel
Bleichenbacher. The inventors have recognized the source of the bias, namely in how the key 1s
chosen and have recognized that by choosing the key to be of an order less than g, the bias can
be avoided.

Vanstone does not acknowledge this bias and is not concerned with choosing a key if the
computed output is less than an order q. In fact, upon a careful read of Vanstone, it is clear that
one of the tests for choosing the key involves validating the length of the seed (which is hashed

to generate the key), to ensure that it is larger than n - the prime order of the generating point G

(see col. 3, lines 16-17). Therefore, not only does Vanstone not teach determining whether to
choose an output as a key based on whether the output is less than an order q, but clearly teaches
adopting a criterion that looks for quite the opposite relationship. As such, there is nothing to
suggest that the key be accepted if less than a prime order only to accept the seed value if it is
larger than a prime order.

Notwithstanding the above, Applicant also believes that the Examiner has misconstrued

2]
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the secondary reference Schneier and the tertiary reference Matyas. In particular, the Examiner
points again to page 487 of Schneier (lines 12-15). However, in this passage, Schneier teaches
choosing a random value k that is less than ¢ which is used to generate signature components r
and s. Applicant believes that the Examiner has again made a leap of logic in modifying the
teachings of Schneier to fit with what is missing from the primary reference Vanstone. Vanstone
teaches choosing a key whereas the passage in Schneier teaches choosing a random value used in

generating signature components. Schneier does not suggest that the value & can be used as a

key. In fact, on page 487 of Schneier, the private key is said to be x and the public key is said to
be y, not k.

In any event, Vanstone still teaches accepting a seed value used to generate the key based
on the seed value being larger than an order n. As such, there would be no motivation to
combine the teachings relied on by the Examiner as they would be contradictory. Moreover,
there is no suggestion in Schneier that the random number £ should be used for anything other
than generating signature components r and s. Accordingly, Applicant believes that the
Examiner has combined the cited references without fully considering how the respective
teachings would work together. It is believed that the Examiner has read too much into the
references cited on the basis of hindsight in view of Applicant’s disclosure.

None of the cited references have recognized the bias recognized by the inventors let
alone teach how such bias can be avoided. It is therefore believed that claims 1, 2, 4 and 5
clearly and patentably distinguish over the combination of cited references.

Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Vanstone, in view of Schneier, in further view of Matyas {Vanstone/Schneier/Matyas), in further
view of Backal (US 6,219,421). Applicant respectfully traverses the rejections as follows.

Backal appears to have been cited as teaching incrementing a sced value by a
predetermined function. Claims 7 and 8 are dependent on claim 1, which Applicant is believed
to have shown distinguishes over Vanstone/Schneier/Matyas. Therefore, Backal must at least
teach what is missing from Vanstone/Schneier/Matyas. Applicant respectfully submits that
Backal does not teach choosing a key based on whether or not it is less than an order q.

Therefore, Backal does not teach what is missing from Vanstone/Schneier/Matyas and
claims 7 and 8 are believed to distinguish over Vanstone/Schneier/Matyas in further view of

Backal. Similar arguments apply with respect to claims 9-13. As such, claims 7-13 are believed

(%]
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to be patentably distinguished over the references cited by the Examiner.

Claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Vanstone, in view of Schneier, in further view of Matyas (Vanstone/Schneier/Matyas), in further
view of Nel (Generation of ICeys for use with the Digital Signature Standard (DSS)). Applicant
respectfully traverses the rejections as follows.

Claims 3, 6 and 14 are dependent on either claim 1 or claim 9, which Applicant is
believed to have shown distinguish over Vanstone/Schneier/Matyas. Therefore, Nel must at [east
teach what is missing from Vanstone/Schneier/Matyas. Applicant respectfully submits that Nel
does not teach choosing 2 key based on whether or not it is less than an order q. Therefore, Nel
does not teach what is missing from Vanstone/Schneier/Matyas and claims 3, 6 and 14 are
believed to distinguish over Vanstone/Schneier/Matyas in further view of Nel. As such, claims
3, 6 and 14 are believed to be patentably distinguished over the references cited by the Examiner.

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable
over Schneier, in view of Matyas, in further view of Patel (US 6.327,660)

As noted above, the present application describes and claims a method of generating a
key that avoids the bias discovered by Daniel Bleichenbacher. The inventors have recognized
the source of the bias, namely in how the key is chosen and have recognized that by choosing the
key to be of an order less than g, the bias can be avoided.

Again, the Examiner points to page 487 of Schneier (lines 12-15) as teaching choosing a
key based on a value being less than an order q. However, in this passage, Schneier teaches
choosing a random value  that is less than ¢ which is used to generate signature components r
and s. The Examiner acknowledges that Schneier does not teach computing a hash of a seed
value and points to Matyas as teaching such a feature. However, Applicant again points out that
there is nothing in Matyas to suggest modifying Schneier such that the value £ is used as a key. It
is believed that the Examiner has again made a leap of logic in saying that it would be obvious to
combine and/or modify these references to fit what is claimed. None of the references suggest
the claimed feature of determining whether an output is less than an order q and if so, using that
output as a key.

Patel teaches securing a communication link before boot. However, Patel clearly does
not teach what Applicant believes is missing from Schneier and Matyas. Therefore, the

arguments regarding Vanstone/Schneier/Matyas equally apply to Schneier/Matyas/Patel and
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Applicant believes these rejections are no more relevant than those regarding
Vanstone/Schneier/Matyas.

None of the cited references have recognized the bias recognized by the inventors let
alone teach how such bias can be avoided. It is therefore believed that claims 1, 2, 4 and 5 also
clearly and patentably distinguish over Schneier/Matyas/Patel.

Claims 7-13 have been rejected under 35 U.S.C. 103(a) regarding Schneier, Matyas, Patel
and Backal; and claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) regarding
Schneier, Matyas, Patel and Nel. As noted above, the combination of Schneier/Matyas/Patel is
believed to be no more relevant than the combination of Vanstone/Schneier/Matyas and, as such,
similar arguments presented above equally apply in respect of claims 7-13 and 3, 6 and 14.

In view of the foregoing, Applicant believes that claims 1-14 clearly and patentably
distinguish over the references cited by the Examiner and are in condition for allowance.

Applicant requests early reconsideration and allowance of the present application.

Respectfully submitted,

Bre/ ‘ gl‘an@

Agent for Applicant
Registration No. 58,772

Date: March 5. 2007

BLAKE, CASSELS & GRAYDON LLP
Suite 2800, P.O. Box 25

199 Bay Street, Commerce Court West
Toronto, Ontario MSL 1A9

CANADA

Tel: 416-863-2518
BSL/
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PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) Docket No.
(Large Entity) 67539700421

in Re Application Of:  VANSTONE, Scott A.; et al.

Application No. Filing Date Examiner Customer No.| Group Art Unit | Confirmation No.

10/625,924 Dec. 26, 201 PYZOCHA, Michael J. 27871 2137 7632

Invention: METHOD OF PUBLIC KEY GENERATION

COMMISSIONER FOR PATENTS:

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the Office

Action of 11/03/2006 in the above-identified application.
Dare

The requested extension is as follows (check time period desired).

% One month 3 Two months 1 Three months 2 Four months d  Five months
from: February 3, 2007 uriil: March 3, 2007
Date Date
The fee for the extension of time is 8120 and is to be paid as follows:
1 A check in the amount of the fee is enclosed.
& The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to

Deposit Account No.  p92-2553

&t [If an additional extension of time is required, please consider this a petition therefor and charge
any additional fees which may be required to Deposit Account No. §2-2553

[

Payment by credit card. Form PTO-2038 is attached.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PT0O-2038.

@;#% Dated: March 5, 20607

lﬂ!l’IF‘L

Brett J /h  (Rég. No. 58,772)
Blake, Cassefs & Graydon LLP

Box 25, Comme.rce Court West, 199 B:l}-’ Street [ hereby ceriify thal this correspondence is beindeposited
Toronto, Ontario, M5L 1A9, Canada with the United States Postal Service with sufficient postage

as first elass mail in an envelope addressed WCommissioner
Tel: (416) 863-2518 for Patents, P.Q. Box 1450, Alexandria, VA 22313-1450"[37

Fax: (416) 863-2653 CFR 1.8(a)j on

(Date)

Signature of Persan Mailing Correspondence

CcC: e
Typed or Printed Name of Person Mailing Correspondence

P1ZLARGEREVH
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Electronic Patent Application Fee Transmittal

Application Number:

10025924

Filing Date:

26-Dec-2001

Title of Invention:

Method of public key generation

First Named Inventor/Applicant Name:

Scott A. Vanstone

Filer:

Brett Joseph Slaney/Judith Martin

Attorney Docket Number:

00001-0417

Filed as Large Entity

Utility Filing Fees

Description

Fee Code Quantity Amount

Sub-Total in
USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Extension - 1 month with $0 paid

1251 1 120

120
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Description Fee Code | Quantity Amount SUB'STS(t;)l in
Miscellaneous:
Total in USD ($) 120
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Electronic Acknowledgement Receipt

EFS ID: 1563424
Application Number: 10025924
International Application Number:
Confirmation Number: 7632

Title of Invention:

Method of public key generation

First Named Inventor/Applicant Name:

Scott A. Vanstone

Customer Number:

27871

Filer:

Brett Joseph Slaney/Judith Martin

Filer Authorized By:

Brett Joseph Slaney

Attorney Docket Number: 00001-0417
Receipt Date: 05-MAR-2007
Filing Date: 26-DEC-2001
Time Stamp: 13:16:32
Application Type: Utility
Payment information:
Submitted with Payment yes
Payment was successfully received in RAM $120
RAM confirmation Number 1721
Deposit Account 022553

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

File Listing:
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Document i . . . Multi Pages
Number Document Description File Name File Size(Bytes) Part /.zip| (if appl.)
1 certicom421_OAresponse_w 254573 ves 6
_ext.pdf
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment - After Non-Final Rejection 1 1
Applicant Arguments/Remarks Made in an Amendment 2 5
Extension of Time 6 6
Warnings:
Information:
2 Fee Worksheet (PTO-06) fee-info.pdf 8135 no 2
Warnings:
Information:
Total Files Size (in bytes)1 262708

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPto.gov
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DETAILED ACTION
1. Claims 1-14 are pending.

2. Response filed 03/05/2007 has been received and considered.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. 103(a) which
forms the basis for all obviousness rejections set forth in this

Office action:

(a) A patent may not be obtained though the invention is not identically
disclosed or described as set forth in section 102 of this title, if the
differences between the subject matter sought to be patented and the prior
art are such that the subject matter as a whole would have been obvious at
the time the invention was made to a person having ordinary skill in the
art to which said subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was made.

4. Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a)
as being unpatentable over Vanstone et al. (US 6195433)
(hereinafter Vanstone) in view of Schneier (Applied
Cryptography) and further in view of Matyas Jr.'et al. (US
6307938) (hereinafter Matyas).

As per claim 1, Vanstone discloses a method for generating
a k for use in a cryptographic function including the steps of:
generating a seed value from a random number generator (see
column 3 lines 37-39); performing a hash functioh on said seed
value to provide an output (see column 3 lines 41-45);

determining if the outputted value is accepted or rejected (see
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column 3 line 51 through column 4 line 44); repeating the method
if the output is rejected (see column 3 line 51 through column 4
line 44); and if the output is accepted, providing the key for
use in performing said cryptographic function wherein said key
is equal to said output (see column 3 lines 37-45).

Vanstone fails to disclose the stéps of determining and
accepting/rejecting based on an order q.

However, Schneier teaches the steps of accepting/rejecting
based on an order gq (see page 487 lines 12-15 and line 11) and
Matyas teaches determining whether an output is less than a
prime number g (see column 6 line 65 through column 8 line 35).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to use the tests of
Schneier and Matyas in the key generation system of Vanstone.

Motivation to do so would have been to use the well-known
DSA (see Schneier pages 486-487) and in order to provide a
system to avoid attack because it is not possible to invert the
hash function to determine the required input seed (see Matyas
column 7 lines 5-6).

As per claim 2, the modified Vanstone, Schneier, and Matyas
system discloses another seed value is generated by said random

number generator if said output is rejected (see Schneier page
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487 line 11; Page 489, line 22 and Vanstone column 3 line 51
through column 4 line 44).

As per claim 4, the modified Vanstone, Schneier, and Matyas
system discloses said key is used for generation of a public key
(see Schneier pége 487 lines 8-15; page 488 lines 3-8 and
Vanstone column 4 lines 45-48).

As per claim 5, the modified Vanstone, Schneier, and Matyas
system discloses a method wherein said order g is prime number
represented by a bit string of predetermined length L (see
Schneier age 487, line 1 and Page 488, line 5).

5. Claims 7-13 are rejected under 35 U.S.C. 103 (a) as being
unpatentable over the modified Vanstone, Schneier, and Matyas
.system as applied to claim 1 above, and further in view of
Backal (US 6219421).

As per claim 7, the modified_Vanstone, Schneier, and Matyas
system fails to disclose if said oufput is rejected, said output
is incremented by a deterministic function and a hash function
is performed on said incremented output to produce a new output;
a determination being made as to whether said new output is
acceptable as a key.

However, Backal teaches this limitation (see column 5 lines

61-67) .
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At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the incremental
by a deterministic function in the modified Vanstone, Schneier,
and Matyas system.

Motivation to do so would have been to provide an
exceptional degree of security because the keys generated using
the above method of seed value generation will protect any
unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50-51).

As per claim 8, the modified Vanstone, Schneier, Matyas,
and Backal system incrementing includes a further step of adding
a particular value to said seed value (see Backal column 5,
lines 61-67).

As per claim 9, the modified Vanstone, Schneier, and Matyas
system discloses a method for generating a k for use in a
cryptographic function including the steps of: generating a seed
value from a random number generator (éee Vanstone column 3
lines 37-39); performing a hash function on said seed value to
provide an output (see Vanstone column 3 lines 41-45);
determining if the outputted value is accepted or rejected (see
Vanstone column 3 line 51 through column 4 line 44); repeating
the method if the output is rejected (see Vanstone column 3 line

51 through column 4 line 44); and if the output is accepted,
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_providing the key for use in performing said cryptographic
function wherein said key is equal to said output (see Vanstone
column 3 lines 37-45). The determination and
accepting/rejection based on the order g being taught by
Schneier and Matyas as applied to claim 1.

The modified Vanstone, Schneier, and Matyas system fails to
disclose incrementing said seed value by a predetermined
function and performing said hash function on said incremented
seed value to provide a second output; and combining said first
output and second output to produce a new output; determining
whether said new output has a value less than said order q.

However, Backal teaches incrementing said seed value by a
predetermined function and performing said hash function on said
incremented seed value to provide a second output (see column 5,
lines 61-67); and combining said first output and second output
to produce a new output; determining whether said new output has
a value less than said order g (see column 5, lines 54-60).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the
incrementing and combining of Backal in the modified Vanstone,
Schneier, and Matyas system.

Motivation to do so would have been to provide an

exceptional degree of security because the keys generated using
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the above method of seed value generation will protect any
unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50-51).

As per claim 10, the modified Vanstone, Schneier, Matyas,
and Backal system discloses wherein upon rejection of said new
output a new seed value is generated by said random number .
generator (see Schneier page 487, line 11 and Page 489, line
22) .

As per claim 11, the hodified Vanstone, Schneier, Matyas,
and Backal system discloses wherein upon rejection of said‘new
output said seed value is incremented by a predetermined
function and revised values for said first output and said
second output are obtained (see Backal column 5, lines 61-67).

As per claim 12, the modified Vanstone, Schneier, Matyas,
and Backal system wherein a bit string greater than a
predetermined length L is obtained and an L bit string selected
thereffom for comparison with said order g (see Schneier age
487, line 1 and Page 488, line 5).

As per claim 13, the modified Vanstone, Schneier, Matyas,
and Backal system wherein upon rejection of said bit string of
predetermined length L, a further L bit string is selected (see

Schneier age 487, line 1 and Page 488, line 5).
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6. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as
being unpatentable over the modified Vanstone, Schneier, and
Matyas system (alone or in combination with Backal) as applied
to claims 1 and 9 above, and further in view of Nel et al.
{(Generation of Keys for use with the Digital Signature Sﬁandard
(DSS)) (hereinafter Nel).

As per claim 3, the modified Vanstone, Schneier, and Matyas
system fails to disclose storing the key.

However, Nel teaches storing the key (see page iO column 1
liﬁes 3-4).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to store the key of the
modified Vanstone, Schneier, and Matyas system.

Motivation to do so would have been to be able to reuse the
key and also perform auditing on the key generation process.

As per claim 6, the modified Vanstone, Schneier, and Matyas
system fails to disclose the output from said hash function is a
bit string of predetermined length L.

However, Nel teaches the output from said hash function is
a bit string of predetermined length L (see page 8, column 2,
lines 8-11).

At the time of the invention it would have been obvious to

a person of ordinary skill in the art to include the
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predetermined output length in the modified Vanstone, Schneiér,
and Matyas system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see
Nel page 8, column 2, lines 6-7).

As per claim 14, the modified Vanstone, Schneier, Matyas,
and Backal system fails to disclose combining said first and
second outputs includes a further step of rejecting excess bits
such that said new output is a bit string of length L.

However, Nel teaches combining said first and second
outputs includes a further step of rejecting excess bits such
that said new output is a bit string of length L (see page 8,
column 2, lines 8-11).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to reject excess bits to
form a predetermined length in the modified Vanstone, Schneier,
Matyas, and Backal system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see

Nel page 8, column 2, lines 6-7).

7. Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a)

as being unpatentable over Schneier (Applied Cryptography) in
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view of Matyas J;. et al. (US 6307938) (hereinafter Matyas) and
further in view of Patel (US 6327660).

As per claim 1, Schneier discloses a method for generating
a k for use in a cryptographic function including the steps of:
generating a seed value from a random number generator (see page
487 line 11 and page 489 lines 15-16); determining if the
outputted value is accepted or fejected based on an order g (see
page 487 lines 12-15).

Schneier fails to disclose performing a hasﬁ function on
seed number to provide an output, determining whethér said
output is less than said prime numbef g and repeating the method
if the key is rejected and using the accepted key to perform a
cryptographic function.

However, Matyas teaches performing a hash of each of seed
values with SHA-I to produce hash values (see column 6, liﬁes -
9) and determining whether an output is less than a prime number
g (see column 6 line 65 through column 8 line 35) and Patel
teaches repeating the method if the key is rejected and using
the accepted key to perform a cryptographic function (see column
6 lines 26-47).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to use the tests of Matyas

and the repeating of Patel in the system of Schneier.

MOBILEIRON, INC. - EXHIBIT 1003
Page 226



Application/Control Number: 10/025, 924 Page 11
Art Unit: 2137

Motivation to do so would have been to and in order to
provide a system to avoid attack because it is not possible to
invert the hash functién to determine the required input seed
(see MatYas column 7 lines 5-6) and to produce keys which are
not weak (see Patel column 6 lines 26-47).

As per claim 2, the modified Schneier, Matyas, and Patel
system discloses another seed value is generated by said random
number generator if said output is rejected (see Schneier page
,487 line 11; Page 489, line 22).

As per claim 4, the modified Schneier, Matyas, and Patel
system discloses said key is used for generation of a public key
(see Schneier page 487 lines 8-15; page 488 lines 3-8).

As per claim 5, the modified Schneier, Matyas, and Patel
system discloses a method wherein said order g is prime numbef
represented by a bit string of predetermined length L (see
Schneier age 487, line 1 and Page 488, line 5).

8. Claims 7-13 are rejected under 35 U.S.C; 103 (a) as being
unpatentable over the modified Schneier, Matyas, and Patel
system as applied to claim 1 above, and further in view of
Backal (US 6219421).

As per claim 7, the modified Schneier, Matyas, and Patel
system fails to disclose if said output is rejected, said output

is incremented by a deterministic function and a hash function
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is performed on said incremented output to produce a new output;
a determination being made as to whether said new output is
acceptable as a key.

However, Backal teaches this limitation (see column 5 lines
61-67) .

At the time of the inveﬁtion it would have been obvious to
a person of ordinary skill in the art to include the incremental
by a deterministic function in the modified Schneier, Matyas,
and Patel system. ‘

Motivation to do so would have been to provide an
exceptional‘degree of security because the keys generated using
the above method of seed value generation will protect any
unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50-51).

As per claim 8, the modified Schneier, Matyas, Patel, and
Backal system incrementing includes a further step of adding a
particular value to said seed value (see Backal column 5, lines
61-67) .

As per claim 9, the modified Schneier, Matyas, and Patel
system discloses a method for generating a k for use in a
cryptographic function including the steps of: generating a seed
value from a random number generato; (see page 487 line 11 and

page 489 lines 15-16); determining if the outputted value is
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accepted or rejected based on an order g (see page 487 lines 12-
15). The hashing, determining and repeating are as taught in
claim 1 by Matyas and Patel.

The modified Schneier, Matyas, and Patel system fails to
disclose incrementing said seed value by a predetermined
function and performing said hash function on said incremented
seed value to provide a second output; and combining said first
output and second output to produce a new output; determining
whether said new output has a value less than éaid order g.

However, Backal teaches incrementing said seed value by a
predetermined function and performing said hash function on said
incremented seed value to provide a second output (see column 5,
lines 61-67); and combining said first output and second output
tg produce a new output; determining whether said new output has
a value less than said order g (see column 5, lines 54-60).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the
incrementing and combining of Backal in the modified Schneier,
Matyas, and Patel system.

Motivation to do so would have been to provide an
exceptional degree of security because the keys generated using

the above method of seed value generation will protect any
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unauthorized person from having access to the digitally signed
document (see Backal column 1 lines 50-51).

As per claim 10, the modified Schneier, Métyas, Patel, and
Backal system discloses wherein upon rejection of said new
output a new seed value is generated by said random number
generator (see Schneier page 487, line 11 and Page 489, line
22) .

As per claim 11, the modified Schneier, Matyas, Patel, and
Backal system discloses wherein upon rejection of said new
output said seed value is incremented by a predetermined
function and revised values for said first output and said
second output are oﬁtained (see Backal column 5, lines 61-67).

As per claim 12, the modified Schneier, Matyas, Patel, and
Backal system wherein a bit string greater than a predetermined
length L is obtained and an L bit string selected therefrom for
comparison with said order g (see Schneier age 487, line 1 and
Page 488, line 5).

As per claim 13, the_modified Schneier, Matyas, Patel, and
Backal system wherein upon rejection of said bit string of
predetermined length L, a further L bit string is selected (see
Schneier aée 487, line 1 and Page 488, line 5).

9. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as

being unpatentable over the modified Schneier, Matyas, and Patel
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system (alone or in combination with Backal) as applied to
claims 1 and 9 above, and further in view of Nel et al.
(Generation of Keys for use with the Digital Signature Standard
(DSS)) (hereinafter Nel).

As per claim 3, the modified Schneier, Matyas, and Patel
system fails to disclose storing the key.

However, Nel teaches storing the key (see page 10 column 1
lines 3-4}).

At the time of the invention it would have been obvicus to
a person of ordinary skill in the art to store the key of the
modified Schneier, Matyas, and Patel system.

Motivation to do so would have been to be able to reuse the
key and also perform auditing on the key generation process.

As per claim 6, the modified Schneier, Matyas, and Patel
system fails to disclose the output from said hash function is a
‘bit string of predetermined length L.

However, Nel teaches the output from said hash function‘is
a bit string of predetermined length L (see page 8, column 2,
lines 8-11).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to include the
predetermined output length in the modified Schneier, Matyas,

and Patel system.
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Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see
Nel page 8, column 2, lines 6-7).

As per claim 14, the modified Schneier, Matyas, and Patel
system fails to disclose combining said first and second outputs
includes a further step of rejecting excess bits such that said
new output is a bit string of length L.

However, Nel teaches combining said first and second
outputs includes a further step of rejecting excess bits such
that said new output is a bit string of length L (see page 8,
column 2, lines 8-11).

At the time of the invention it would have been obvious to
a person of ordinary skill in the art to reject excess bits to
form a predetermined length in the modified Schneier, Matyas,
and Patel system.

Motivation to do so would have been to prevent constructing
a message, which will yield a known value of message digest (see

Nel page 8, column 2, lines 6-7).

Response to Arguments
10. Applicant's arguments filed 03/05/2007 have been fully
considered but they are not persuasive. Applicant argues

Schneier fails to teach using the output value as a key;
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Vanstone teaches checking that the order is greater than a
value, not lower; and the remaining references fail to make up
for these deficiencies.

With respect to Applicant’s argument that Schneier (when
combine with Vanstone and Matyas or Matyas and Patel) fails to
use the random value k as a key, this section of Schneier is
describing the DSA algorithm and the value k is an ephemeral
key. Applicant’s specification also describes the DSA algorithm
in a similar manner as Schneier and in line 16 specifically
discloses that the value k is an ephemeral key. .Therefore, the
value k in Schneier is used as a key'for use in a cryptographic
function.

With respect to Applicant’s argument that Vanstone teaches
checking that the order is greater than a value, not lower,
Examiner agrees, but when combined with Schneier (and Matyas)
the system teaches choosing a value to be a key\when it is
greater than a value and less than a valﬁe. Therefore, the
combination of Vanstone, Schneier and Matyas teach all‘of the
limitations of claims 1, 2, 4, and 5.

Applicant’s arguments that the remaining references fail to
make up for the described deficiencies are moot in view of the

above response.

MOBILEIRON, INC. - EXHIBIT 1003
Page 233



Application/Contfol Number: 10/025,924 Page 18
Art Unit: 2137

Conclusion
11. THIS ACTION IS MADE FINAL. Applicant is reminded of the
extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action
is set to expire THREE MONTHS from the mailing date of this
action. In the event a first reply is filed within TWO MONTHS
of the mailing date of this final action and the advisory action
is not mailed until after the end of the THREE-MONTH shortened
statutory period, then the shortened statutory period will
expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated
from the mailing date of the advisory action. 1In no event,
however, will the statutory period for reply expire later than

SIX MONTHS from the mailing date of this final action.

12. The prior art. made of record and not relied upon is
considered pertinent to applicant's disclosure. Shimbo and
Pastor disclose methods of checking the order of a value before

using it in a cryptographic system.

Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Michael

Pyzocha whose telephone number is (571) 272-3875. The examiner
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can normally be reached on 7:00am - 4:30pm first Fridays of the
bi-week off.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, Emmanuel Moise can be
reached on (571) 272-3865. The fax phone number for the
organization where thig application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information ébout the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like éssistance from a USPTO Customer Service Representative of
access to the automated information system, call 800-786-9199

(IN USA OR CANADA) or 571-272-1000.

MJP

EMM’?U%SE

SUPERVISORY PATENT EXAMINER
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NOTICE OF APPEAL FROM THE PRIMARY EXAMINER TO Docket No.
THE BOARD OF PATENT APPEALS AND INTERFERENCES (Large Entity) 67539/00421

in Re Application Of: VANSTONE, Scett A., et al.

Application No. Filing Date Examiner Customer No.| Group Art Unit | Confirmation No.
10/025,924 12/26/2001 PYZOCHA, Michael J. 27871 2137 7632
Invention;. METHOD OF PUBLIC KEY GENERATION

COMMISSIONER FOR PATENTS:

Applicant(s) hereby appeal(s) to the Board of Patent Appeals and Interferences from the decision of the Primary
Examiner dated 03/20/2007 finally rejecting Claim(s) 1-14

The fee for this Notice of Appealis:  $500.00

2 A check in the amount of the fee is enclosed.
[ The Director has already been authorized to charge fees in this application to a Deposit Account.

& The Director is hereby authorized to charge any fees which may be required, or credit any
overpayment to Deposit Account No.  02-2553

3 Payment by credit card. Form PTO-2038 is attached.

WARNING: Information on this form may become public. Credit card information should not be
included on this form. Provide credit card information and authorization on PTO-2038,

Dated: July / 7 , 2007

Brett J. Slaney (Reg. No. 58,772)
Blake, Cassels & Graydon LLP
Box 25, Commerce Court West, 199 Bay Street | herebycertify that this correspondenceis being deposited

Torento, Ontario. MSL 1A9, Canada with the United States Postal Service with sufficient postage

’ ’ ’ as first class mail in an envelope addressed to the
"Commissioner for Patents, P.C. Box 1450, Alexandria, VA
Tel: (416) 863-2518 22313-1450" [37 CFR 1.8(a)] on

Fax: (416) 863-2653

{Date)

Signatere of Person 3Muailing Corvespondence

CcC:

Typed or Printed Name af Person Mailing Correspondence

P13LARGE/REVES
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PETITION FOR EXTENSION OF TIME TO FILE Docket No.
NOTICE OF APPEAL (Large Entity) 67539/00421

In Re Application Off  VANSTONE, Scott A., et al.

Application No. Filing Date Examiner Customer No.! Group Art Unit | Confirmation No.

10/025,924 12/26/2001 PYZOQCHA, Michael J. 27871 2137 7632

Invention: METHOD OF PUBLIC KEY GENERATION

COMMISSIONER FOR PATENTS;

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the Office  Action

of 03/20/2007 in the above-identified application.
Date

The requested extension is as follows (check time period desired):

% One month L1 Two months 1 Threemonths  [] Fourmonths 1 Five months
from: June 20, 2007 untik: July 20, 2007
Date Dare
The fee for the extension of time is $120 and is to be paid as follows:

(1 A check in the amount of the fee is enclosed.

& The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account No. 02-2553

(1 Payment by credit card. Form PTO-2038 is attached.

WARNING: Information on this form may become public. Credit card information should not
be inciuded on this form. Provide credit card information and authorization on PTO-2038.

/ ~ Dated: July }7 , 2007

:

Brett J. Slaney (Reg. No. 58,772)
Blake, Cassels & Graydon LLP
Box 25, Commerce Court West, 199 Bay Street

| herebycerify that this correspondence is beingleposited

Toronto, Ontario, M5L 1A9, Canada with the United Stales Postal Service with sufficient postage
as first class mail in an envelope addressed tCommissioner
Tel: (416) 863-2518 for Patents, P.O. Box 1450, Alexandria, VA 22313-14507{37

Fax: (416) 863-2653 CFR1.8(a)] on

{Date)

Signature of Person Mailing Correspondence

CcC:

Typed or Printed Name of Person Mailing Correspondence

PI4LARGEREVDS
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Electronic Patent Application Fee Transmittal

Application Number: 10025924

Filing Date: 26-Dec-2001

Title of Invention: Method of public key generation
First Named Inventor/Applicant Name: Scott A. Vanstone

Filer: Brett Joseph Slaney/Judith Martin
Attorney Docket Number: 00001-0417

Filed as Large Entity

Utility Filing Fees

Description Fee Code Quantity Amount Suggg(t;)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:

Notice of appeal 1401 1 500 500

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code | Quantity Amount SUB'STS(t;)l in
Extension - 1 month with $0 paid 1251 1 120 120
Miscellaneous:
Total in USD ($) 620
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Electronic Acknowledgement Receipt

EFS ID: 1978480
Application Number: 10025924
International Application Number:
Confirmation Number: 7632

Title of Invention:

Method of public key generation

First Named Inventor/Applicant Name:

Scott A. Vanstone

Customer Number:

27871

Filer:

Brett Joseph Slaney/Judith Martin

Filer Authorized By:

Brett Joseph Slaney

Attorney Docket Number: 00001-0417
Receipt Date: 17-JUL-2007
Filing Date: 26-DEC-2001
Time Stamp: 11:14:25

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment was successfully received in RAM $620

RAM confirmation Number 5081

Deposit Account 022553

File Listing:

Dﬁﬁﬁﬂlﬁ?t Document Description File Name ﬂfi&fé%ﬁt Pal\:ltu /I.tziip (i?z?):?.)
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ti 421 ti | 94204
certicom: __hoticeappeal w
1 _ext.pdf yes 2
114c31eb1ae61a0b38736dc25aedf0cO
Oatlae32
Multipart Description/PDF files in .zip description
Document Description Start End
Notice of Appeal Filed 1 1
Extension of Time 2 2
Warnings:
Information:
8289
2 Fee Worksheet (PTO-06) fee-info.pdf no 2
63474974ad1307132d01499219ct81aec
16949¢1
Warnings:
Information:
Total Files Size (in bytes):| 102493

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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PTO/SE30 (04-07)
Approved for use through 09/30/2007. OMB 0851-0031%
U.S. Patenl and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a cellection of information uniess it displays a valid OMEB conlrol number.

( R EQ U EST Appiication Number 14H025,924 \

FOR Filing Date Dee. 26, 2001

CONTINUED EXAMINATION (RCE)
TRANSMITTAL

First Named Inventor VANSTONE, Scatt A

Address to: Art Unit 2137
Mail Stop RCE
Commissioner for Patents Examiner Narne PYZOCHA, Michael J.
P.0. 8ox 1450
\ Alexandria, VA 22313-1450 Attorney Dacket Number] 67539/00421 j

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination(RCE) practice under 37 CFR 1.114 does not apply to any utility or plant applicationfiled prior to June 8,
1885, or to any design application. See [nstruction Sheet for RCEs {not {o be submitted to the USPTC ) on page 2.

1. l Submission required under 37 CFR 1.114 i Note: If the RCE is proper, any previously filed unentered amendmenls
and amendments enclosed with the RCE will be enlered in the order in which they were filed unless applicant instructs otherwise. If
applicant dees not wish to have any previously filed unentered amendment(s) entered, applicant must request nen-entry of such
amendment{s}.

a. ] Previously submitted. If a final Office aclion is outstanding, any amendments filed after the final Office action
may be considered as a submission even if this box is nol checked.

. [ Consider the arguments in the Appeal Brief or Reply Brief previously filed on

i, 1 Other

b. X] Enclosed
i. Amendmeni/Reply ii. T1  Information Disclosure Statement (IDS)
ii. [1 Affidavit(syDeclaration(s) . ] Other

2. | Miscellaneous

a. [_] Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for
a period of menths. (Peried of suspension shall not exceed 3 months; Fee ued37 CFR 1.17(j) required)
b. L] Other

3. The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
a. The Director is hereby authorized to charge the following fees, any underpayment of fees, or credit any
overpaymenis to Deposit Account No.  02-2553 . I have enclosed a duplicate copy of this sheet.

i. X  RCE fee required under 37 CFR 1.17{e)
ii. 1 Extensionof time fes {37 CFR 1.136 and 1.13
fi. 1 Other

b. [} Checkinihe amount of § enclosed

c. [} Payment by credit card (Form PTO-2038 enclosed)

WARNING: information on this form may become public. Credit card information should not be included on this
form. Provide credit card information and authorization on PTO-2038.

SIG%IQRE Oif; APPLICANT, ATTORNEY, OR AGENT REQUIRED

Signaiure * /G'L{«Z?,V/E’;-\w— Date Qctober 36, 2007

\ Name {Print/ Type) Brett J//’W J Registration No. | 58,772 )

‘7 CERTIFICATE OF MAILING OR TRANSMISSION
I hereby cerlify that this correspondenceis being depositedwith the United States Postal Service with sufiicient postage as first class mail in an
envelopeaddressed to: Mail Stop RCE, CommissionerFor Patents, P.O. Box 1450, Alexandria, VA 22313-1450 or facsimile transmitled to theS.
Patent andTrademark Cffice on the date shown below.

Signature

Name (Print/ Type}

Date l

This coillection of inforration is required by 37 CFR 1.144. The information is required to oblain or retain a benefit by the public which is to file {and by the USPTO ta
process) an application. Confidentialily is govemed hy 35 U.S.C. 122 and 37 CFR 1,11 and 1,14, This collection is estimated 1o take 12 minutes to complete,
including gatherirg, preparing, and submiiting the completed application form to the USPTO. Time will vary depending upon the individual case, Any comments an
the amount of time you require to complete this form andfor suggestions for reducing the burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS, SEND TO: Mail Stop RCE, Commissicner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

if vau need assistance in compieting the form, cail 1-800-PTO-8199 and select option 2.
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PTO/SB/22 (04-07)
Approved for use through 09/36/2007. OMB 05651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1993, ne persons are tequired to respend to a collaction of information unless it displays a valid OMB conlrol number.

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) |oocket Number (Optianal)
FY 2006 67539/00421
{Fees pursuant to the Consolidated Appropriations Act, 2005 (H.R. 4818).)
Application Number  10/025,924 Filed Dec. 26, 2001
For VANSTONE, Scott A. et al
ArtUnit 23137 Examiner PYZOCHA, M

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above
identified application.

The requested extension and fee are as follows {check time period desired and enter the appropriate fee below}:

Fee Small Eniily Fee
EI Cne month (37 CFR 1.17(a){(1)) $120 360 5 0
X Two months {37 CFR 1.17(a)}(2)) $460 $230 $ 460
E:[ Three months (37 CFR 1.17(a){3)) $1080 §525 % 0
D Four months (37 CFR 1.17(a)(4)) $1640 $820 $ 0
D Five months (37 CFR 1.17{(a)(5)} $2230 $1115 % 0
D Applicant claims small entity status. See 37 CFR 1.27.
m A check in the amount of the fee is enclosed.
B Payment by credil card. Form PTO-2038 is altached.
D The Direclor has already been authorized to charge fees in this application to a Deposit Account.
@ The Direclor is hereby authorized {c charge any fees which may be required, or credit any overpayment,
to Deposit Account Number 02-2553 . I have enclosed a duplicate copy of this sheet.

WARNING: information on this form may become public, Credit card infermation should not be included on this form
Provide credit card information and authorization on PTO-2038.

l am the D applicant/inventor

D assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed {Form PTO/SB/36},

E attorney or agent of record. Registration Number 38,772

attorney or agent under 37 CFR 1.34.
5@ FETratior number if acting under 37 CFR 1.34
{ /

%( October 30 , 2087
/ ig re Date
reft aney 416-863-2518

Typed or printed name Telephone Number

NOTE: Signatures of all the inventors or assigaees of record of the entire interest or their representative(s) are required. Submit mulliple forms if more
than one signalure is required, see below.

ﬂ Total of - forms are submitted.

This collection of information is required by 37 CFR 1,136(a). The information is required to oblain or retain a benefit by the public which is to file (and by
the USPTO to process) an application. Confidentialily is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This colfeclion is estimated to take &
minutes to complete, including gathering, preparing, and submilling the completed application form to the USPTO. Time will vary depending upon the
individual case. Any comments on the amount of time you are required to complete this form and/or suggestions for reducing this burden, sheuld be sent
to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Depariment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

If you nesd assistance in compleling the form, eall 1-800-PTO-$129 and select option 2.
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Electronic Patent Application Fee Transmittal

Application Number:

10025924

Filing Date:

26-Dec-2001

Title of Invention:

Method of public key generation

First Named Inventor/Applicant Name:

Scott A. Vanstone

Filer:

Brett Joseph Slaney/Judith Martin

Attorney Docket Number: 00001-0417
Filed as Large Entity
Utility Filing Fees
Description Fee Code Quantity Amount Suggg(t;)l in
Basic Filing:
Pages:
Claims:
Claims in excess of 20 1202 10 50 500
Independent claims in excess of 3 1201 1 210 210

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Sug-s'rg(t;)l in
Extension-of-Time:
Extension - 2 months with $0 paid 1252 1 460 460
Miscellaneous:
Request for continued examination 1801 1 810 810
Total in USD ($) 1980
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Electronic Acknowledgement Receipt

EFS ID: 2396454
Application Number: 10025924
International Application Number:
Confirmation Number: 7632

Title of Invention:

Method of public key generation

First Named Inventor/Applicant Name:

Scott A. Vanstone

Customer Number:

27871

Filer:

Brett Joseph Slaney/Judith Martin

Filer Authorized By:

Brett Joseph Slaney

Attorney Docket Number: 00001-0417
Receipt Date: 30-OCT-2007
Filing Date: 26-DEC-2001
Time Stamp: 17:25:18

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment was successfully received in RAM $1980
RAM confirmation Number 3524
Deposit Account 022553

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

File Listing:
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Document _ . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest | Part/.zip| (if appl.)
ti 421_OA d 476553
1 certicom - response.p yes 11
32085678b51e05b0e3c73e8e0ede851
ea9d8b65c
Multipart Description/PDF files in .zip description
Document Description Start End

Amendment After Final 1 1

Claims 2 6

Applicant Arguments/Remarks Made in an Amendment 7 9

Request for Continued Examination (RCE) 10 10

Extension of Time 11 11

Warnings:
Information:
8548
2 Fee Worksheet (PTO-06) fee-info.pdf no 2
tbec6d416841386418b039e6651e6{25
4156def
Warnings:
Information:
Total Files Size (in bytes):| 485101

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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Application No. 10/025,924
Reply to Office Action of: March 20, 2007

IN THE UNITED STATES PATENT & TRADEMARK OFFICE

Appl. No..  10/025,924

Applicant: VANSTONE, Scott et al.

Filed: December 26, 2001
Title: METHOD OF PUBLIC KEY GENERATION
Art Unit: 2137

Examiner: PYZOCHA, Michael J.

Docket No.:  67539/00421

Mail Stop AF

U.S. Patent & Trademark Office
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE AFTER FINAL REJECTION

Sir:

This is further to the Office Action dated March 20, 2007. Applicant advises that a
request for continued examination and a request for a two-month extension of time are being
filed concurrently herewith. Applicant wishes to amend the above-identified application as

follows:

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of
this paper.

Remarks: begin on page 7 of this paper.
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Application No. 10/025,924
Reply to Office Action of: March 20, 2007

Amendments to the Claims

This listing of claims will replace all prior versions and listings of claims in the application:

Listing of claims:

1. {currently amended) A method of generating a key k for use in a cryptographic function
performed over a group of order g, said method including the steps of:

generating a seed value SV from a random number generator;

performing a hash function H() on said seed value SV to provide an output H(SV},

determining whether said output H(SV) is less than said order q prior to reducing mod g;

accepting said output H(SV) for use as said key k if the value of said output H(SV) is
less than said order g;

rejecting said output H(SV) as said key if said value is not less than said order g,

if said output H(SV) is rejected, repeating said method; and

if said output H(SV)} is accepted, providing said key k for use in performing said
cryptographic function, wherein said key k is equal to said output H(SV).

2. (original) The method of claim 1 wherein another seed value is generated by said random
number generator if said output is rejected.

3. (originai) The method of claim 1 wherein the step of accepting said output as a key includes a
further step of storing said key.

4. (original) The method of claim 1 wherein said key is used for generation of a public key.

5. (previously presented) The method of claim 1 wherein said order q is a prime number

represented by a bit string of predetermined length L.

6. (previously presented} The method of claim 5 wherein said output from said hash function is
a bit string of predetermined length L.

7. (original) The method of claim 1 wherein if said output is rejected, said oufput is incremented

by a deterministic function and a hash function is performed on said incremented output fo
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Application No. 10/025,824
Reply to Office Action of: March 20, 2007

produce a new output; a determination being made as to whether said new output is acceptable

as a key.

8. (original) The method of claim 7, wherein said step of incrementing includes a further step of
adding a particular value fo said seed value.

9. (currently amended) A method of generating a key k for use in a cryptographic function
performed over a group of order g, said method including the steps of:
generating a seed value SV from a random number generator;
performing a hash function H{) on said seed number SV fo provide a first output H(SV);
incrementing said seed value SV by a predetermined function f{} and performing said
hash function H{) on said incremented seed value to provide a second output
H(f(SV));
combining said first output H(SV) and second output H(f(SV)) to produce a new output;
determining whether said new output has a value less than said order g prior o reducing
mod g;
accepting said new output for use as said key k if said new output has a value less than
said order g;
rejecting said new output as said key k if said value is not less than said order q;
if said new output is rejected, repeating said method, and
if said new output is accepted, providing said key k for use in performing said

cryptographic function, wherein said key k is equal to said new output.

10. (original) The method of claim 9 wherein upon rejection of said new ouiput a new seed value

is generated by said random number generator.

11. (original} The method of claim 9 wherein upon rejection of said new cufput said seed value
is incremented by a predetermined function and revised values for said first output and said
second ouiput are obtained.

12. (previously presented) The method of claim 9 wherein a bit string greater than a
predetermined length L is cbtained and an L bit string selected therefrom for comparison with
said order q.
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Application No. 10/025,924
Reply to Office Action of: March 20, 2007

13. {previously presented) The method of claim 12 wherein upon rejection of said bit string of

predetermined length L, a further L bit string is selected.

14. (previously presented) The method of claim 9 wherein said step of combining said first and
second outputs includes a further step of rejecting excess bits such that said new output is a bit
string of length L.

15. (new) A computer readable medium comprising computer executable instructions for
generating a key k for use in a cryptographic function performed over a group of order g, said
instructions including instructions for:
generating a seed value SV from a random number generator;
performing a hash funciion H() on said seed value SV to provide an output H(SV),
determining whether said output H(SV) is less than said order q prior to reducing mod g,
accepting said output H(SV) for use as said key k if the value of said output H{(SV) is
less than said order q;
rejecting said output H(SV) as said key if said value is not less than said order q;
if said output H(SV) is rejecled, repeating said methad; and
if said output H(SV) is accepted, providing said key k for use in performing said
cryptographic function, wherein said key k is equal to said output H(SV).

16. {new) The computer readable medium of claim 15 wherein another seed value is generated

by said random number generator if said output is rejected.

17. {(new) The computer readable medium of claim 15 wherein the step of accepting said output

as a key includes a further step of storing said key.

18. (new) The computer readable medium of claim 15 wherein said key is used for generation of

a public key.

19. (new) The computer readable medium of claim 15 wherein said order ¢ is a prime number
represented by a bit string of predetermined length L.

20. (new) The computer readable medium of claim 19 wherein said output from said hash
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Application No. 10/025,924
Reply to Office Action of: March 20, 2007

function is a bit string of predetermined length L.

21. (new) The computer readable medium of claim 15 wherein if said output is rejected, said
output is incremented by a deterministic function and a hash function is performed on said
incremented output to produce a new ouiput; a determination being made as to whether said

new output is acceptable as a key.

22. (new) The computer readable medium of claim 21, wherein said step of incrementing

includes a further step of adding a particular value fo said seed value.

23. (new) A cryptographic unit configured for generating a key & for use in a cryptographic
function performed over a group of order g, said cryptographic unit having access fo computer
readable instructions for:
generating a seed value SV from a random number generator,;
performing a hash function H() on said seed value SV to provide an output H(SV);
determining whether said output H(SV) is less than said order g prior to reducing mod g;
accepting said output H(SV} for use as said key k if the value of said output H(SV) is
fess than said order g;
rejecting said output H(SV) as said key if said value is not less than said order q;
if said output H(SV} is rejected, repeating said method; and
if said output H(SV) is accepted, providing said key k for use in performing said
cryptographic function, wherein said key k is equal to said output H(SV).

24, (new) The cryptographic unit of claim 23 wherein another seed value is generated by said
random number generator if said output is rejected.

25. (new) The cryptographic unit of claim 23 wherein the step of accepting said output as a key
includes a further step of storing said key.

26. (new) The cryptographic unit of claim 23 wherein said key is used for generation of a public
key.

27. {new) The cryptographic unit of claim 23 wherein said order g is a prime number
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represented by a bit string of predetermined length L.

28. (new) The cryptographic unit of claim 27 wherein said output from said hash function is a bit

string of predetermined length L.

29. (new) The cryptographic unit of claim 23 wherein if said output is rejected, said output is
incremented by a deterministic function and a hash function is performed on said incremented
output to produce a new output; a determination being made as to whether said new output is

acceptable as a key.

30. (new) The cryptographic unit of claim 29, wherein said step of incrementing includes a

further step of adding a particular value to said seed value.
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REMARKS

Applicant wishes to thank the Examiner for reviewing the present application.
Personal Interview

Applicant wishes to also thank the Examiner for taking the time to meet with the
undersigned, John R.S. Orange {29,725), and Dr. Scott Vanstone in a personal interview on
October 18, 2007. In the personal interview, proposed claim amendments were discussed to
clarify the distinctions over the references previously cited against the current claims. |t was
agreed that the references cited do not recognize the bias that may be introduced by the
selection of k. To clarify this distinction, amendments to claims 1 and 9 were proposed that
specify that the step of determining whether or not the output is less than the order g is done
prior to reducing mod g. The Schneier reference does not teach accepting or rejecting a key by
checking that it is less than q before reducing mod g. As explained by Dr. Vanstone, and
discussed in the background of the present application, the Schneier reference, which refers to
DSA and the DSS, requires the reduction of the integer mod g which can expect that more
values will lie in the first interval than the second, hence the bias. It has been recognized by
Applicant that by first checking that the output to be used as the key is less than g and then
accepting or rejecting based on this determination can avoid the bias aliogether. Again, the
proposed amendments are believed to clarify this distinction. It was agreed in the personal
interview that neither the Vanstone reference, nor the Schneier paper recognize the bias let
alone teach the making such a determination prior fo reducing mod g. As such, it is believed
that the amendments outlined above clearly and patentably distinguish over the references cited
in the final rejection.
Status of Application

Applicant advises that a Notice of Appeal was filed on July 17, 2007 along with a request
for a one-month extension of time. The present response is being filed concurrently with a
request for continued examination (RCE) and a request for a two-month extension of time to
reopen prosecution. It is believed that the present application should now be taken out of the
appeal process and that in view of the present response, the RCE is proper. As such, the
above-noted amendments should be entered and prosecution be continued on the basis of such
amendments.
Claim Amendments

As discussed above, claims 1 and 9 have been amended to clarify that the step of

determining if the ouiput is less than the order q is done “prior to reducing mod g". New claims
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15-22 have been added, which are directed to a computer readable medium with instructions for
performing the steps which are believed to be allowable in claims 1-14. New claims 23-30 have
been added, which are similar to claims 15-22 but are directed to a cryptographic unit.

No new subject matter is believed to have been added by way of these amendments.
Claim Rejections

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable
over Vanstone (US 6,195,433) in view of Schneier (Applied Cryptography). As discussed
above, claim 1 has been amended to specify that the step of determining whether or not the
output is less than the order q is done prior to reducing mod q. The Schneier reference does
not teach accepting or rejecting a key by checking that it is less than g before reducing mod q.
As explained by Dr. Vanstone in the personal interview, and discussed in the background of the
present application, the Schneier reference, which refers to DSA and the DSS, requires the
reduction of the integer mod g which can expect that more values will lie in the first interval than
the second, hence the bias. It has been recognized by Applicant that by first checking that the
oufput to be used as the key is less than g and then accepting or rejecting based on this
determination can avoid the bias altogether. As such, claim 1, as amended, is believed to
clearly and patentably distinguish over the cited references. Claims 2, 4 and 5 being ultimately
dependent on claim 1 are also believed {o be distinguished.

Claims 7-13 have been rejected under 35 U.8.C. 103(a) as being unpatentable over
Vanstone, in view of Schneier, in further view of Matyas, in further view of Backal. Itis believed
to have been shown above that claims 1 and 9 clearly and pateniably distinguish over Vanstone
in view of Schneier. As previously argued, neither Matyas nor Backal have recognized the bias
discussed above, let alone teach accepting or rejecting an ouiput to be used as a key prior to
reducing mod q. As such, neither Matyas nor Backal teach what is missing from Vanstone and
Scheier. Claims 7-13, are therefore also believed to be patentably distinguished over the cited
references.

Claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) as being unpatentable
over Vanstone, in view of Schneier, in further view of Matyas {alone or in combination with
Backal). Claims 3, 6 and 14 being ultimately dependent on either ¢laim 1 or claim 9 are
believed to be distinguished for reasons similar to those expressed above.

Claims 1, 2, 4 and 5 have been rejected under 35 U.5.C. 103(a) as being unpatentable
aver Schneier view of Matyas, in further view of Patel (US 6,327,660). Again, as previously

argued, Patel does not teach what is believed to have been shown to be missing from Schneier
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Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneier view of Matyas, in further view of Patel, in further view of Backal. Similar arguments
equally apply to this rejection as this is simply another combination of references that fails to
teach the bias recognized by Applicant and the features recited in claims 1 and 8.

Claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) as being unpatentable
over Schneier view of Matyas, in further view of Patel (alone or in combination with Backal).
Similar arguments equally apply to this rejection as this is simply another combination of
references that fails to teach the bias recognized by Applicant and the features recited in claims
1and9.

Summary

in view of the foregoing, it is believed that claims 1, 9, as amended, and those claims
dependent thereon, are clearly and patentably distinguished over the references cited by the
Examiner and thus are in condition for allowance. New claims 15-30 are also believed to be
patentably distinguished for similar reasons.

Applicant requests early reconsideration and allowance of the present application.

Respectfully submitted,

A<
Bre Qosm

Agentfor Applicant
Registration No. 58,772

Date: October 40 . 2007

BLAKE, CASSELS & GRAYDON LLP

Suife 2800, P.O. Box 25

199 Bay Street, Commerce Court West
Toronto, Ontario M5L 1A9

CANADA

Tel: 416-863-2518
BS/
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I EXAMINER | ART UNIT | CLASS-SUBCLASS |
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CFR 1.363). (1) the names of up to 3 registered patent attorneys 1
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2 .
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Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 individuat O Corporation or other private group entity [J Government
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5. Change in Entity Status (from status indicated above)
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United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS -

P.0. Box 1450

Alexandria, Virginia 22313-1450
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[ APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. I CONFIRMATION NO. J
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417 7632
27871 7590 01/22/2008 I EXAMINER I
BLAKE, CASSELS & GRAYDON LLP PYZOCHA, MICHAEL J
BOX 25, COMMERCE COURT WEST | ART UNIT | PAPER NUMBER J

199 BAY STREET, SUITE 2800
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CANADA

2137
DATE MAILED: 01/22/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 563 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 563 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the ﬁlihg date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.
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Application No. Applicant(s)
. Lre 10/025,924 VANSTONE ET AL.
Michael Pyzocha 2137

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X] This communication is responsive to amendment filed 10/30/2007.

2. [X] The allowed claim(s) is/are 1-30.

3. IX] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a) Al b)[JSome* c¢)[JNone ofthe:
1. [X] Certified copies of the priority documents have been received.
2. (O Certified copies of the priority documents have been received in Application No. ___
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ____
Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [J A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
. (a) I:} mcludmg changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
EET ‘ 1) [J hereto or 2) [J to Paper No./Mail Date _____

(b) I:] including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [J Notice of References Cited (PTO-892)
2. [0 Notice of Draftperson's Patent Drawing Review (PTO-948)

3. [ Information Disclosure Statements (PTO/SB/08),
Paper No./Mail Date

4. [0 Examiner's Comment Regarding Requirement for Deposit
of Biological Material

5. [ Notice of Informal Patent Application

6. [ Interview Summary (PTO-413),
Paper No./Mail Date
7. X Examiner's Amendment/Comment

8. (X Examiner's Statement of Reasons for Allowance

9.[JOther_____

nl wu'\\l (l

SUPERGSSIV R 5 wu..ﬁ!NER

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06)

Notice of Allowability

Part of Paper No./Mail Date 20080109
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Application/Control Page 2
Number: 10/025,924
Art Unit: 2137

EXAMINER'S AMENDMENT

1. An examiner’s amendment to the record appears below.
Should the changes and/or additions be unacceptable to
applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it
MUST be submitted no later than the payment of the issue
fee.

Authorization for this examiner’s amendment was given
in a telephone interview with Brett J. Slaney (Reg. No.
58,772) on 01/09/2008.

The application has been amended as follows:
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Number: 10/025,924
Art Unit: 2137

23. A cryptographic unit configured for generating a key k
for use in a cryptographic function performed over a group
of order g, said cryptographic unit having access to

computer readable instructions fe¥+ and comprises:

an arithmetic processor for:

generating a seed value SV ffom a random number
generator;

performing a hash function‘H() on said seed value SV
to provide an output H(SV); |

determining whether said output H(SV) is less than
said order g prior to reducing mod q;

accepting said output H(SV) for use as said key k if
the value of said output H(SV) is less than said order Q;

rejecting said output H(SV) as said key if said value
is not less than said order q;

if said output H(SV) is rejected, repeating said
method; aﬁd

if said output‘H(SV) is accepted, providing said key k
for use in performing said cryptographic function, wherein

said key k is equal to said output H(SV).
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Application/Control : Page 4
Number: 10/025,924
Art Unit: 2137

Allowable Subject Matter
2. The following is an examiner’s statement éf reasons
for allowance: Applicant’s arguments put forth in the
response filed 10/30/2007 are persuasive. Specifically the
prior art generally teaches the steps of generating a key
using a seed and hash function. However, the prior art
fails to teach determining whether the output of the hash
value is less than an order g prior to reducing mod qg.

Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and,
to a?oid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled

“Comments on Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communicatién or earlier
communicationsifrom the examiner should be directed to
Michael Pyzocha whose telephone number is (571) 272-3875.
The examiner can normally be reached on 7:00am - 4:30pm
first Fridays of the bi-week off.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, Emmanuel Moise can

be reached on (571) 272-3865. The fax phone number for the
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Application/Control Page 5
Number: 10/025,924
Art Unit: 2137

organization where this application or proceeding is
assigned is 571-273-8300.

Information regarding the status of an application may
be obtained from the‘Patent Application Information
Retrieval (PAIR) system. Status information for published
applications may be ébtained from either Private PAIR or
Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For
more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to
the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like
assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

MJP

-

EMVANUEL L. NDISE
SUPERVISORY PATENT EXAMINER
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United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
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BIB DATA SHEET
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Commissioner for Patenis

P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885
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(Date)
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recordation as set forth in 37 CF!%J. 1. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
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Issue Fee (J A check is enclosed.
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. Change in Entity Status (from status indicated above)
O Applicant claims SMALL ENTITY status, See 37 CFR 1.27. Ov. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

I0TE: The Issuc Fec and Publicayton Fee 3 ired) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
serest as shown by the records of the Jrdted Statks Patent and Trademark Office.
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ubmitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments an the amount of time you reguire to cnmgcm
s form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S, Patent and Trademark Office, U.S. Department of Commerce, P.O.
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Electronic Patent Application Fee Transmittal

Application Number:

10025924

Filing Date:

26-Dec-2001

Title of Invention:

METHOD OF PUBLIC KEY GENERATION

First Named Inventor/Applicant Name:

Scott A. Vanstone

Filer: Brett Joseph Slaney/Judith Martin
Attorney Docket Number: 00001-0417
Filed as Large Entity
Utility Filing Fees
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/R0O/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/025,924 05/13/2008 7372961 00001-0417 7632
27871 7590 04/23/2008

BLAKE, CASSELS & GRAYDON LLP
BOX 25, COMMERCE COURT WEST
199 BAY STREET, SUITE 2800
TORONTO, ON MSL 1A9

CANADA

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 563 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Scott A. Vanstone, Campbellville, CANADA;
Ashok Vadekar, Rockwood, CA;

Robert J. Lambert, Cambridge, CANADA;
Robert P. Gallant, Mississauga, CANADA;
Daniel R. Brown, Toronto, CANADA;

Alfred Menezes, West Canada, CANADA;

IR103 (Rev. 11/05)
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INTHE UNITED STATES PATENT & TRADEMARK OFFICE

Appl No.: 18/025,924 Patent No.: 7,372,939
Applicant: VANSTONE, Scoft A . etal Assignes: Certicom Corp.
Filed: December 28, 2001 issuad: May 13, 2008
Title: METHOD OF PUBLIC KEY GENERATION

Docket No.:  87538/00421

.8, Patent & Trademark Office
Commissionsr for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Attention: Carificate of Correction Branch

REQUEST FOR CERTIFICATE OF CORRECTION

Sir
Pursuanito 35 U.8.C. § 25658 and 37 CF.R. § 1.323, Applicant requests that a Certificate of

Corraction be issued in respect of the above-identified patent,

The Patentee corrects a number of misiakes as listed on the Ceriificate of Comrestion, which

are explained in further detall below.

Applicant submits that the errors are of a clerical or lypographical nature. The changes to
sorrect the errors do not constitute new subject matter and do not require reexamination.

Correction of the Drawings

in the drawings, Sheet 7, Fig. 7, reverse the arrow between bax 'K’ “and box "Combine k + &',
delete the box identified as "Combine” and replace with a box identified as "Comb™. This correction
is supported by page 7, lines 26-30 of the appiication as originally filed.

Correction of the Description

i column 1, fine 35, delete "public key is known” and replace with "public key are known”.
fncolumn 2, line 21, delete "r=x," and repiace with "r=xp".
in column 2, ling 80, delels "slse”.

"

in columin 2, ine 81, add "sise” at the baginning of tha ine to read "slsa & + SHA-1{seed).
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in column 3, Hine 81, delels "is generated" and rapiace with “are generated”

incolumn 3, line 61, “itis stored” and replace with "k is stored”.

in colurmt 4, iine 44, dalpte "cocatenation” and replace with "concatenation”.

in column 4, line 44, delete " and replage with "%

»

in column 4, Hne 45, delete boidfaned "157" and replace with normal font "157"

incoluma 5, line 2 and 3, delate "combining” and replace with "combing”. This corraction is
supported by page 7, fine 27 of the application as originally filed.
* This correction

in column 3, ling 14, delete "a” and replace with “a”

of the application as originally filed.

Summary
Enclosed is a duly prepared Certificate of Correction, which the Patentes
100 fee 1o Deposit Account No. §2-

equests to be
issued. Applicant requests that the Office charge the requisite §
2553, Please charge any additional fees that may be required io Daposit Account No. 82-2553

The coopearation of the Office in this regard is appreciated.

\} \ \\\
X

John R.S. Orangs
Agent for Applicant
Registration No. 28,725

W TR -

SO SN 3
Datg, == AN

BLaKe, CASSELS & GRAYDON LLP
185 Bay Strest

Suite 4000, Commerce Court West
Toronto ON MEL 1A%

Canada

Tl 418-883-3164
JOfavp

2211045391

]

3 supported by page 8, line 3
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srwory Raduat

@ o respond 0 2

UNITED STATES PATENT AND TRADEMARK QFFICE
CERTIFICATE OF CORRECTION

of 1

1
©
¢f
54
{

“»3 ‘ ~,‘)\()=
10234924

May 13, 2008

Y AT

STONE,

catt AL et el

it is cartifie
is hareby corected

ad that an erms a\c. ars of erors appear in the above-identifiad patent and that said Latiers Patent
a

“© o

In the drawiags, Sheet 7, Fig. 7_. reverse the avraw debwaen ox "K' ang bex "Tambine K+ K7L defete the o< identified
as Tombias™ and reg iace mﬂs 2 hox identified s "{mmb"

By colnma 1, ine 33, delete “public Kev s known™ and replace with "public Key gve finowa®,

fn cohsmn 2, fine 21, delete "r=y," and replace with "r=xp".

fa goluma 2, hae 30, delete Melse",

fn column 2, fine 51, add "else™ at the beginning of the line to read "alge & « SHA-1{seed).”
fneatums 3, dine 61, dulete Vi generated” and replice with “are generated”,

In columa 3, line 61, delete it iy stored” sad replace with "K is stored™.

b eolum 4, Yioe 44, delete "cocatenailon’ and replace with “concatenation’.

Re7a

I3 columa 4, line 44, defeie and veplace with ",
In volamn 4, tine 45, delete boldfaced 1877 and veplace with novmat font 1577
incolumn 5, linge 2 and 3, delete "combining” and replace with “combing”.

4

 line 14, defete "o and replacewith "o

In column 3

MAILING ADDRESS OF SENDER {Please do not use customer number below):

sion of information is required by 37 CFR 1.
and by the USPTO to peor

1.324, The information is zeo“neo kc obtati o vetain 2 -benaf
cess) an application. \,ow*-cem .ry »s governad by 35 B.8.C. 122 7 CFR 1.14. This coliection is estimated to take

i . and submitting the completed appiication fo io *’:e U3PTO Time will vary depending upon the
lete this form andior sug ns Tor reducing this burden, should de sent to the
Depardmant of Sommercs, P.0. Pox 1450, Alexandris, VA 22313-1450. DO NOT
JEND TO: Atention Dertificate of Corrections Qranch, Commissioner for

the public wiy

1 tie
bY

{7

Ohief h:’mnam«" ut‘mvﬁr
SEND FEES DR COMPL FORMS TO T
Pmems £.0. Box 1450, Alexandria, VA ?2.)“? 31 50
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Replacement Sheet
Application No. 10/025,024
Patent No. 7,372,931

Outpat BNG e
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H
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LODIIULe 1
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Electronic Patent Application Fee Transmittal

Application Number: 10025924

Filing Date: 26-Dec-2001

Title of Invention: METHOD OF PUBLIC KEY GENERATION
First Named Inventor/Applicant Name: Scott A. Vanstone

Filer: John Robert Scoley Orange/Judith Martin
Attorney Docket Number: 00001-0417

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz—;'g(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Certificate of correction 1811 1 100 100

Extension-of-Time:
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o . Sub-Total in
Description Fee Code Quantity Amount UsD($)
Miscellaneous:
Total in USD ($) 100
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Electronic Acknowledgement Receipt

EFS ID: 10230542
Application Number: 10025924
International Application Number:
Confirmation Number: 7632

Title of Invention:

METHOD OF PUBLIC KEY GENERATION

First Named Inventor/Applicant Name:

Scott A. Vanstone

Customer Number:

27871

Filer:

John Robert Scoley Orange/Judith Martin

Filer Authorized By:

John Robert Scoley Orange

Attorney Docket Number: 00001-0417
Receipt Date: 03-JUN-2011
Filing Date: 26-DEC-2001
Time Stamp: 16:24:28

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $100
RAM confirmation Number 3334
Deposit Account 022553
Authorized User
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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35371-US- 1626044
1 Request for Certificate of Correction PAT_Request_Cert_Correction. no 4
pdf 3b41eab6Mb89daba319edefbabdbf1dfd59
<163¢
Warnings:
Information:
30245
2 Fee Worksheet (SB06) fee-info.pdf no 2
€1008406fc048402f9a0602cf72a4f8c8b2b
3b2
Warnings:

Information:

Total Files Size (in bytes):i 1656289

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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- SPE RESPONSE FOR CERTIFICATE OF CORRECTION

DATE : 6/10/11
TO SPE OF :ART UNIT 2455 ~
SUBJECT : Request for Certificate of Correction for Appl. No.: 10025924  Patent No.: 7372961

CofC mailroom date;__6/03/11

Please respond to this request for a certificate of correction within 7 days.
FOR IFW FILES: '

Please review the requested changes/corrections as shown in the COCIN document(s) in
the IFW application image. No new matter should be introduced, nor should the scope or
meaning of the claims be changed.

Please complete the response (see below) and forward the completed response to scanning
using document code COCX.

FOR PAPER FILES:

Please review the requested changes/corrections as shown in the attached certificate of
correction. Please complete this form (see below) and forward it with the file to:

Certificates of Correction Branch (CofC)
Randolph Square - 9D10-A
Palm Location 7580

Note:
Drawing

%ncm&‘e %Jcmw

Certificates of Correction Branch

571-272:3421

Thank You For Youf Assistance

The request for issuing the above-identified correction(s) is hereby:
Note your decision on the appropriate box.

O Approved All changes apply.
Q Approved in Part Specify below which changes do not apply.
O Denied State the reasons for denial below.
PTOL-306 (REV. 7/03) US. DEPARTMENT OF COMMERCE Patent and Trademark Office
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L4 SPE RESPONSE FOR CERTIFICATE OF CORRECTION

Comments:

SPE Art Unit

PTOL-306 (REV. 7/03) U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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o
S P E IFICATE OF CORRECTION

DATE : 6/10/11

TOSPEOF  :ARTUNIT __2455 _

SUBJECT : Request for Certificate of Correction for Appl. No.: 10025924  Patent No.: 7372961

CofC mailroom date; _6/03/11

Please respond to this request for a certificate of correction within 7 days.
FOR IFW FILES:

Please review the requested changes/corrections as shown in the COCIN document(s) in
the IFW application image. No new matter should be introduced, nor should the scope or
meaning of the claims be changed.

Please complete the response (see below) and forward the completed response to scanning
using document code COCX.

FOR PAPER FILES:

Please review the requested changes/corrections as shown in the attached certificate of
correction. Please complete this form (see below) and forward it with the file to:

Certificates of Correction Branch (CofC)
Randolph Square — 9D10-A
Palm Location 7580

Note:
Drawing

~

%ﬂcfm %ﬂdamw

Certificates of Correction Branch

571-272-3421

Thank You For Your Assistance

The request for issuing the above-identified correction(s) is hereby:
Note your decision on the appropriate box.

O Approved All changes apply.
Q Approved in Part Specify below which changes do not apply.
QO Denied State the reasons for denial below.

PTOL-306 (REV. 7/03) U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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b

SPE RESPONSE FOR CERTIFICATE OF CORRECTION

Comments:

SPE Art Unit

PTOL-306 (REV. 7/03) U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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PTO/SBI44 (09-07)

Approved for use through 08/31/2013. OMB 0651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
{Also Form PTO-1050)

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

Page 1 of 1

PATENT NO. © 7,372,961 @’a\ : —

APPLICATION NO. :  10/025,924
ISSUE DATE . May 13,2008
INVENTOR(S) © VANSTONE, Scott A. et al.

Itis certified that an error appears or errors appear in the above-identified patent and that said Letters Patent
is hereby corrected as shown below:

In the drawings, Sheet 7, Fig. 7, reverse the arrow between box "K' ™" and box "Combine k + k' ", delete the box identified
as "Combine" and replace with a box identified as "Comb".

In column 1, line 35, dglegg "public key is known" and replace with "public key are known".
In column 2, line 21, delete "r=xy," and replace with "r=x,p".

In column 2, line 50, delete "else". .

In column 2, line 51, add "else” at the beginning of the line to read "else k «— SHA-1(seed)."
In column 3, line 61, delete "is generated” and replace with "are generated”. .

In column 3, line 61, delete "it is stored™ and replace with "k is stored".

In column 4, line 44, delete "cocatenation” and replace with "concatenation”.

In column 4, line 44, delete "'//"" and replace with "1 1",

In column 4, line 45, delete boldfaced " 157" and replace with normal font " 157",

In column 5, line 2 and 3, delete "combining” and replace with “combing”.

In column S, line 14, delete "a" and replacewith gt .

MAILING ADDRESS OF SENDER (Please do not use customer number below):

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is
to fite (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take
1.0 hour to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the
individual case. Any comments on the amount of time you require o complete this form and/or suggestions for reducing this burden, should be sent to the
Chief information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 27,372,961 B2 Page 1 of 1
APPLICATION NO. : 10/025924

DATED : May 13, 2008

INVENTOR(S) : Scott A. Vanstone et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the drawings, Sheet 7, Fig. 7, reverse the arrow between box “k”™ and box “Combine k + k', delete
the box identified as “Combine” and replace with a box identified as “Comb”.

In column 1, line 35, delete “public key is known™ and replace with “public key are known™.
In column 2, line 21, delete “r=xy,” and replace with “r=x.".

In column 2, line 50, delete “else”.

In column 2, line 51, add “else” at the beginning of the line to read “else k£ < SHA-1(seed).”
In column 3, line 61, delete “is generated” and replace with “are generated”.

In column 3, line 61, delete “it is stored” and replace with “k is stored”.

In column 4, line 44, delete “cocatenation™ and replace with “concatenation”.

In column 4, line 44, delete “//” and replace with “11”,

In column 4, line 45, delete “157” and replace with “157”.

In column 5, line 2 and 3, delete “combining” and replace with “combing”.

In column 5, line 14, delete “o” and replace with “ol,

Signed and Sealed this
Twelfth Day of July, 2011

David J. Kappos
Director of the United States Patent and Trademark Office
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SPE RESPONSE FOR CERTIFICATE OF CORRECTION

DATE : 6/10/11

TO SPE OF :ART UNIT __2455

SUBJECT : Request for Certificate of Correction for Appl. No.: 10025924  Patent No.: 7372961

CofC mailroom date; __6/03/11

Please respond to this request for a certificate of correction within 7 days.
FOR IFW FILES:

Please review the requested changes/corrections as shown in the COCIN document(s) in
the IFW application image. No new matter should be introduced, nor should the scope or
meaning of the claims be changed.

Please complete the response (see below) and forward the completed response to scanning
using document code COCX.

FOR PAPER FILES:

Please review the requested changes/corrections as shown in the attached certificate of
correction. Please complete this form (see below) and forward it with the file to:

Certificates of Correction Branch (CofC)
Randolph Square - 9D10-A
Palm Location 7580

Note:
Drawing

%wm %dam

Centificates of Correction Branch

571-272-3421

Thank You For Your Assistance

The request for issuing the above-identified correction(s) is hereby:
Note your decision on the appropriate box.

XApproved All changes apply.
Q Approved in Part Specify below which changes do not apply.
O Denied State the reasons for denial below.
PTOL-306 (REV. 7/03) U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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SPE RESPONSE FOR CERTIFICATE OF CORRECTION

Comments:

Eleni Shiferaw ___ 2437

SPE

PTOL-306 (REV. 7/03)

Art Unit

U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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PTO/AIA/BIA {02-15)
Approvid for use through 01/31/203.8. DMB H851-5035
U.s 5’61&--[:’nd T'a 3 3 ‘ﬁ‘ ice; WS, DEF‘ARTME'\.T QFf COMMERCE

o badustion ol AT o petany ‘b; S

Patent :\iumber ‘ 7 372 981
PATENT - POWER OF ATTORNEY il 7372,
OR Issue Date 05-13-2008
First Named inventor ol A Varet
REVOCATION OF POWER OF ATTORNEY b ot VA0
WITH A NEW POWER OF ATTORNEY METHOD OF PUBLIC
AND KEY GENERATION
\ CHANGE OF CORRESPONDENCE ADDRESS ey s | soomionny Y,

| hereby revoke all previous powers of attorney given in the above-identifiad patent.

m A Power of Attarney is submitted herewith,

______ i hereby appoint Practitioner(s} associated with the Customer Number identified In the box at right as my/four
attorneyis} or agent{s} with respect to the patent identified above, and to transact alf business in the United 54120
States Patent and Trademark Office connacted therewith:

OR ;
{ hereby appoint Practitioner{s) named below as myfour attorney(s) or agent(s) with raspect to the patent identifizd above, and to transact
3l business in the United States Patent and Trademark Office comnnectad therewith:

........ N O practitioner(s) Name Registration Number

Please recoghize or change the carrespondence address for the shove-identified patent taz

OR
{j The address associated with the Customer Number identified in the box at right:
OR

m Firm ot
individual Name

Addrass

ity ) o ) ) | State | i s
Country -
Talephone : - i Email |

tam the:
mAppiicant,
OR

Patent owner.

Stotement under 37 CFR 3.73{cd (Form PTO/AIASSE] submitted herewith or filed on 3
$ N STCNAT URE of BBDICARE of Patent C}wnev
- Sigeature RN Date TR S Sl
ame § Telophane T )

THE and Comaany. | Authiazsd Sl Oficer, BiaokBerry Ui irnied

rures of alf the applicants or patent owners cf the entire *nterett or their representative(s) are reqt--red if more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

D A total of forms are submitted.

This coliection of infarmation is regquired by 37 OFR 1.3, 1.32, and 1.33. The mfu:mot.un is reguived to cbtain or retain a benefit ‘1\, the pubinc, whi
{and by the USPTQ to p of a patent or reexamination proceeding. Confid +US.C, 127 snd 37 CFR 1340
estimated to take 3 min . preparing, snd submittin on form to the USPTO. Time v y depending
upsh the individual case: Any comim on the amount of time you require to complete this rorm ng/or suggestions for reducing this burden, should be sentto
the Chief information Officer, (LS. Patent and Trademark Offine, W5 Departmant of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. D0 NOT SEND FEES O
COMPLETED FORMS TO THIS ADDRESS, SERD TO: Commissioner for Patents, P.Q, Box 1450, Alexandria, VA 22323-1430,

if you need gssistance in completing the form, coft 1-800-PTO-3159 and select option 2.

wanptsrss’
Z
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PTG 0812

Approved for uee through AHATRM Y, OMB 08810083

118, Palent and Trademark Office; 1.8, DEPARTMENT OF COMMERCE

Urider the Peperwart Saduation At of 1888, no persons Qe mguingd o respond o & colisction of nlormation untess i displays R valid OME conirol number.

STATEMENT UNDER 37 CFR 3.73(c)

ApplicantPatent Owner:  iackBerry Limited

Application No.Patent Mo.: 7,372,961 Filedfissue Date; 00-13-2008

Titeg: METHOD OF PUBLIC KEY GENERATION

BlackBerry Limited _ a Corporation

Nmme of Assignesi Ty of Asslgnes, s, sorporation, parineship, wiversity, govaiment agency, 8t}

siates hal, for the patent application/patent identified above, it is {choose ghe of options 1, 2, & or 4 below):
1. The assignee of the entire right, tille, and interest.

2. m An assignee of less than the entire right, title, and interest {check applicable box}:

M The exient (by perceniage) of its ownership interest is %. Additional Statement(s} by the owners
holding the balanpce of the interest must be submitted o account for 100% of the ownership interest.

L There are unspecifind patcentages of ownership. The clher parties, including inventars, who togather own the entire
right, fitle and interest are:

Additional Siateeni{s} by the owner{s] haiding the balance of the interest must be submilled o scsotnt for the ertire
right, title, and interest.

3. L The assignes of an undivided interes! in the entirely {3 complete assignment from one of the joint inveniors was made),
The other parties, including inventors, who fogether own the entire right, title, and interest are;

Additional Btalemeni(s) by the owner{s) holding the balance of the interesi must be submilled o account for the endire
right, fitle, and interest.

4. fm The recipient, via a court proceeding or the like {a.g9., bankruptey, probate}, of an undivided inferest in the entirety {a
complete transfer of ownership interest was made). The certified document{s} showing the transler is altached.

The interest ideniified in oplion 1. 2 or 3 above {not option 4} is avidenced by aither {choose gne of options A or B below}:

ihe Umied Siales P’steni and Tradem’srk Cifice at Peﬂi _________________________________ Frame , orfor whmh a ropy
thereof is altached.

8. {z A chain of title from the hventor{a), of the patent application/patent identified above, 1o the current assignee as follows:

1. From: nventors 1o Derticom Corp.
The document was recorded in the United States Patent and Trademark Difice at
Ree 012?25 » Frame QD.:%E , o for which a copy thereof is attached.
2. From: Certicom Corp. to, BlackBerry Limited

The document was recorded in the United States Patent and Trademark Office at
Reael {339“‘6% . Frame ™ 0855 _ ar for which & copy thereof is attached.

{Page 1 of 2]
This vullss! *mﬁ o‘ ntorration is vequived by 37 LFR 3.78b). The irdormation s maguisd 1o o
ination. Contidentiafity is governed by 38 U.S.0. 122 and 37 CFR 111 and i

broitting the cmn;,idezd PP t foren 1o the USPTO, Tieme will vary ﬁ 5] . Awy comments on the amount
& *‘am‘ an fim sm;:qes e reducing this busden, shoold be sentto thz Chiet n.‘orme‘ a:’)ﬁ D'h‘acer LS. Fatent snd Trademark
drig, VA 223151450 DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
‘TO: Ccmmxssmner for Patenis, P 0 an 1450. Alexandria, VA 223131350,

SRR re*a Y oefr#* by the public which s to fife {ard by the USPTO 0
12 tos o compats, incluging

3 v need qssistanse in completing the form, call £-800-PTQ-919% and sefect option 2.
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 PTO/RIAGS {DR-13

Appraved for 1 G130 OB 0851303

# Trademark Oities; L YERAR iT OF COMMERCE
information unless & ayve & velid OME contvol mumber,

Ul the Pagereok Reduotion Act of 1885, do persons dre reguired to respond o & colls

STATEMENT UNDER 37 CFR 3.73(c)

3. From: T
The document was recorded in the United States Fatent and Trademark Office at
FReel ey FrAame . of for which a copy therea! fs altachad.
4, Frarm Tar
The document was recordad in the United States Patent and Trademark Office at
Reosl . Frame . of for which a copy thereol is altached.
5. Frony T

The document waa recorded in the Unitad States Patent and Trademark Office at

Reel , Frame . of for wiich a copy thereo! is aliached,
&, Front Tor
The documsnt was recorded in the United States Patent and Trademark Offics at
Rest , Frame . of for widch & copy thereot is attached.
(71 Additional documents in the chain of tite are listed on a supplemental sheetia),
{ As requirad by 37 GFR 3.72{03(1 {1, the documentary evidence of the chain of tille from the originad owner 1o the

assignes was, of concurtantly is being, submitted {or recordation pursuant to 37 CFR 311,

INOTE: A separale copy {i.e., 8 rue copy of the ariginal assignment document{s}} must be submitied to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08}

The undersigned {whose tiils is supplied bedow) is authorized 10 act an behalf of the assignes.

fDavid S. Furbeck/ March 8, 2018
Signature - ' ' - ' Date

David S. Furbeck 72,197

Prirtad or Typed Name Title or Regisiration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given cerlain information ib connection with your
submission of the attached form related to a patent application o patent.. Accordingly, pursuant ko the
requiremants of the Act, please be advised that: {1} the genaral authority for the collection of s information s 38
U.S.C. 2(b}2); (2} furnishing of the Information solicited is voluntary, and {3} the principal purpose for which the
information is used by the U.B. Patent and Trademark Dffice is 1o procass andior examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may ot ba able to process andfor examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be sublect to the {ollowing rouline usex:

1. The information on this form will be tresded confidentially to the extent alfowed under the Freedom of
information Act {5 LLS.C. 552} and the Privacy Aot (5 LLS.C 552a). Records from this system of records
may be disclosad to the Departmant of Justice to determine whether dizsclosurs of thess records is
raquired by the Freedom of Information Act,

Arecord from this system of records may be disclosad, as a routine use, in the course of presenting

evidence i & court, magistrate, or adminisirative tribunad, including disclosures to opposing counssl in the

oourse of settlament negotiations.

3. Arecord in this system of records may be disclosed, a5 a routing use; o a Member of Congrass
submilting a reques! involving an individual, to whomthe record partaing, whan the individual has
requested assistance from the Member with respect to the subject matter of the record,

4,  Arecord in this system of records may be disclosed, as a rouling use, to 8 contractor of the Agency
having need for the information in order to perform a contract, Recipients of information shall be required
to comply with the requiremants of the Privacy Act of 1874, as amended, pursuant to 5 U.5.C. 552a{m).

8,  Arecord related fo an International Application filed undar the Patent Cooperation Trealy in this system of
records may be disclosed, as a routine use, 1o the International Bureau of the World Intelfectual Property
Qrganization, pursuant o the Patent Cooperation Treaty.

6. Arecord in this sysiem of records may be disclosed, as a routine use, to another federal agenoy for

purposes of National Security review (3% U.8.C. 181} and for review pursuant to the Atomic Energy Act

{42 U.5.C. 218{c}).

A record from this system of records may be disclosed, as a rouline use, 1o the Administrator, General

Servicas, or histher designee, during an inspection of records conducted by GSA as pant of that agenay's

respansibifity to recommand improvements in racords management practicas and programs, undear

authority of 44 U.S.C. 2804 and 2806. Such disclosure shall be made in accordance with the G8A
regulations governing inspaction of records for this purpose, and any other relevant (le., GBA or

Commarcs} directive. Such disclosure shall not be used to make delerminations about individuals,

8. Arecord from this system of records may be disclosed, as a rouline use, o the public alter gither

publication of the application pursuant to 38 U.B.C. 122{b) or issuance of a patent pursuant to 35 UB.0.

181, Further, a record may be disclosed, subject to the imitations of 37 CFR 1.14, as a routine use, to the

public if the record was filed in an application which becams abandoned or in which the proceadings wera

terminated and which application is referenced by aithar a published application, an application open to
public inspaction or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

anforcement agenoy, # the USFTQ becomes aware of a violation or potential violation of law or reguiation,

1

~d

@
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Electronic Acknowledgement Receipt

EFS ID: 31997921
Application Number: 10025924
International Application Number:
Confirmation Number: 7632

Title of Invention:

METHOD OF PUBLIC KEY GENERATION

First Named Inventor/Applicant Name:

Scott A. Vanstone

Customer Number:

27871

Filer:

David S. Furbeck/Krista Luft

Filer Authorized By:

David S. Furbeck

Attorney Docket Number: 00001-0417
Receipt Date: 08-MAR-2018
Filing Date: 26-DEC-2001
Time Stamp: 15:16:53

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

Document . . File Size(Bytes Multi Pages
u Document Description File Name ile Size( y M " I. . 9
Number Message Digest | Part/.zip| (if appl.)

89339
1 Power of Attorney 35371 —US—PAT_ngA_Executed. no 1
p 64aefal2a0e8392219b72105b54de43c7f8d
c6d2
Warnings:

MOBILEIRON, INC. - EXHIBIT 1003

Page 303




Information:

1629802
) Assignee showing of ownership per 37 35371-US- no 3
CFR3.73 PAT_37CFR_executed.pdf | @ @ @ csdimiiectcrsesacsinn
Warnings:
Information:
Total Files Size (in bytes){ 1719141

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417
CONFIRMATION NO. 7632
54120 POA ACCEPTANCE LETTER
BlackBerry Limited - Direct Practice - (US Team)
ATTN: PATENT TEAM N AR
00000009796608

2200 University Avenue E.
Waterloo, ON N2K 0A7

CANADA
Date Mailed: 03/12/2018

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/08/2018.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/tmwilliams/

page 1 of 1
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450
Alexandria, Virginia 22313-1450

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417

CONFIRMATION NO. 7632

27871 POWER OF ATTORNEY NOTICE

BLAKE, CASSELS & GRAYDON LLP

COMMERCE COURT WEST IR TSI e

199 BAY STREET, SUITE 4000 000000057956080

TORONTO, ON M5L 1A9

CANADA

Date Mailed: 03/12/2018

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 03/08/2018.

+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/tmwilliams/

page 1 of 1
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