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METHOD OF PUBLIC KEY GENERATION 

5 The present invention relates lo public key cryptosystems and more particularly to key 

generation within such systems. 

10 

BACKGROUND OF THE INVENTION 

The basic structure of a public key cryptosystem is well known and has become ubiquitous with 

security in data communication systems. Such systems use a private key k and a corresponding 

public key a k where a is a generator of the group. Thus one party may encrypt a message m 

with the intended recipients public key and the recipient may apply his private key to decrypt it. 

Similarly, the cryptosystems may be used for key agreement protocols where each party 

exponentiates the other party's public key with their own private key. Thus party A will take B's 

public key cl and exponentiate it with A's private key a to obtain a session key aab_ Similarly, B 

will take A's ·public key a.a and exponentiate it with B's private key b to obtain the same session 

key a.ab_ Thereafter data may be transferred using a symmetric key protocol utilizing the common 

20 session key. 

Public key cryptosystems may also be used to sign messages to authenticate the author 

and/or the contents. In this case the sender will sign a message using his private key and a 

recipient can verify the message by applying the public key of the sender. If the received 

25 message and the recovered message correspond then the authenticity is verified. 

The public key cryptosystems rely on the intractability of the discrete log problem in 

finite field arithmetic, that is even when the generator a and public key is known, it is 

computationally infeasible to obtain the corresponding private key. The security of such systems 

30 does therefore depend on the private key remaining secret. To mitigate the opportunity of 

disclosing the private key, protocols have been developed that use a pair of private keys and 
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correspo,nding public keys, referred to as long term and short term or ephemeral key pairs 

respectively. The '-I-'•'"'·•''~•,... ,.,,, is generated at the start of each session between a pc,:r uf 

correspondents, usually by a ranaom number generator. The correspondi:1g ephemeral public key 

is generated and the resuitant key pair used in one of the possible operations described above. 

5 The long-tenn public key is utilized to authenticate the correspondent through an appropriate 

protocol. Once the session is terminated, the ephemeral key is securely discarded ar.d a new 

ephemeral key generated for a new session. 

Some of,he more popular protocols for signature are the ElGamal family of signature 

schemes such as the Digital Signature Algorithm or DSA. The DSA algorithm utilizes both long 

tenn and ephemeral keys to generate a signature of the message. The DSA domain parameters 

are preselected. They consist of a prime number p of a predetermined length, by way of example 

1024 bits; a prime number q of a predetermined bit length, by way of example! 60 bits, where q 

divides p-1; a generator a lying between 2 and p-1 and which satisfies the condition 

(a9modp)=l, and; a cryptographic hash function H, such as SHA-1. 

The DSA requires the signatory to select an ephemeral key k lying between 1 and q-1. A 

first signature component r is generated from the generator a such that r = ( cl mod p) mod q, A 

second signature components is generated such thats= k-1(H(m)+dr) mod q, and dis the long 

t! term private key of the signatory. The signature on the message mis (r,s). The signature maybe 

;:,'.120 verified by computing 
~~A 

H(m), 

u1 = s"1H(m)mod q 

u2 = s·1r modq 

v == au1Pu:mod p, where p == ad mod pis the long term public key of the signatory and 

25 finally verifying that r = v mod q. The use of both the ephemeral and long-term keys in the 

signature binds the identity of the signatory to the ephemeral key but does not render the long­

tem1 key vulnerable. 

A similar signature protocol known as ECDSA may be used for elliptic curve 

30 cryptosystems. In this protocol k is selected in the interval l to n-1 where n is an l bit prime. The 

signature component r is generated by converting the x coordinate of the public key kP, where P 

- 2 -
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:.:: :>: seed point on the cui-:...:, ~o J.n integer mu<l n, i.e. r = XkP .noJ n. ihe components== k. 

1(H(m)+dr) mod n and tl1e signature on the message mis (r,s). 

It will be apparent in ElGamal signature schemes such as the DSA and ECDSA, that if an 

5 ephemer;:;.i ;..;.-:1 :.<. an.l :::.:: associated message m and signature (r,s) is obtained it may be used to 

yield the long term private key d and thereafter each of the ephemeral keys k can be obtained. 

Neither the DSA nor the ECDSA inherently disclose any information about the public key k. 

They both require the selection ofk to be performed by a random number generator and it will 

therefore have a uniform distribution throughout the defined interval. However the 

10 implementation of the DSA may be done in such a way as to inadvertently introduce a bjas in to 

the selection of k. This small bias may be exploited to extract a value of the private key d and 

thereafter render the security of the system vulnerable. One such implementation is the DSS 

mandated by the National Institute of Standards and Technology (NIST) FIPS 186-2 Standard. 

The DSS stipulates the manner in which an integer is to be selected for use as a private key. A 

seed value, SV, is generated from a random number generator which is then hashed by a SHA-1 

hash function to yield a bit string of predetermined length, typically 160 bits. The bit string 

represents an integer between O and 2160-1. However this integer could be greater than the prime 

q and so the DSS requires the reduction of the integer mod q, i.e. k=SHA-l(seed) mod q. 

t~o Accordingly the algorithm for selecting k may be expressed as :-

25 

30 

if SHA-l(seed) 2:: q then k+- SHA-l(seed)-q 

else k+-SHA-l(seed). 

With this algorithm it is to be expected that more values will lie in the first interval than the 

second and therefore there is a potential bias in the selection of k. 

Recent work by Daniel Bleichenbacher suggests that the modular reduction to obtain k 

introduces sufficient bias in to the selection ofk that an examination of 222 signatures could yield 

the private key din 264 steps using l4° memory units. This suggests that there is a need for the 

careful selection of the ephemeral key k. 

.., - .., -
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Su1.iIMARY OF THE INVE~TIC>f 

It is th;;:-:::fore J.11 object of the present invention to 0c•, 

disadvantages in the generation of a private key. 

.... 

or mitigate the above 

In general terms the present invention provides a key generation teclL.'1ique in which any 

bias is eliminated during the selection of the key. 

BRlEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the invention will now be described by way of example only with reference to 

the accompanying drawings in which:-

Figure 1 is a schematic representation of a data communication system; 

Figure 2 is a flow chart showing a first embodiment of key generation; 

Figure 3 is a flow chart showing a second embodiment; 

Figure 4 is a flow chart showing a third embodiment; 

Figure 5 is a flow chart showing a fourth embodiment; 

Figure 6 is a flow chart showing a fifth embodiment; and 

Figure 7 is a flow chart showing a sixth embodiment. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

30 

Referring, therefore to figure 1, a data communication system 10 includes a pair of 

correspondents 12, 14 connected by a communication link 16. The link 16may be a dedicated 

link, a multipurpose link such as a telephone connection or a wireless link depending on the 

particular applications. Similarly, the correspondents 12, 14 may be computer terminals, point-

35 of-sale devices, automated teller machines, constrained devices such as PDA's, cellphones, 

pagers or any other device enabled for communication over a link 16. 
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Each of the correspondents 12, 14 includes a secure cryptographic function:~ .1.1.,~ilding 

a secure memory 22, an arithmetic processor 24 for performing finite fieid operations, a random 

number generator :6 and a cryptographic hash function 28 for perfonning a secure cryptographic 

5 hash such as SHA-1. The outpl:t of the function 23 will be a bit string of predetermined length, 

typically 160 bits a1ti1ough other lengths such as 256, 384 or 5 i2 are being used more frequently. 

It will be appreci:ited that each of these functions is controlled by a processor executing 

instructions to provide functionality and ;nter-oper2.bility as is ·vell '.mown in the art. 

10 The secure memory 22 includes a register 30 for storing a long-term private key1 d, and a 

25 

register 32 for storing an ephemeral private key k. The contents of the registers 30, 32 may be 

retrieved for use by the processor 24 for performing signatures, key exchange and key transport 

functions in accordance with the particular protocols to be executed under control of the 

processor. 

The long term private key, d, is generated and embedded at the time of manufacture or 

initialization of the cryptographic function and has a corresponding long-term public key a.ct. 

The long-term public key ad is stored in the memory 22 and is generally made available to other 

correspondents of the system 10. 

The ephemeral key, k, is generated at each signature or other cryptographic exchange by 

one of the routines disclosed below with reference to figures 2 to 9. Once the key, k, and 

corresponding public key a.k is generated, it is stored in the register 32 for use in the 

cryptographic protocol, such as the DSA or ECDSA described above. 

Referring, therefore, to figure 2, a first method of generating a key, k, originates by 

obtaining a seed value (SV) from the random number generator 26. For the purposes of an 

example, it will be assumed that the cryptographic function is performed over a group of order q, 

where q is a prime represented as a bit string of predetennined length/. By way of example only 

30 it will be assumed that the length l is 160 bits, although, of course, other orders of the field may 

be used. 
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10 

To provide a value of k of the appropriate order, the hash function 28 has an l bit output, 

e.2. a 1 l)n l:,it outout. The bit string generated by the random number generator 26 is greater than 

l bits and is therefore hashed by the function 28 to produce an output H(seed) of l bits. 

The resultant output H(seed) is tested against the value of q and a decision made based on 

the relative values. If H(seed) < q then it is accepted for use ask. If not. the value is rejected 

and the random number generator is conditioned to generate a new value which is again hashed 

by the function 28 and tested. This loop continues until a satisfactory value is obtained. 

A further embodiment is shown in figure 3. In this embodiment, the output of the 

random number generator 26 is hashed by hash function 28 as before and tested against the value 

of q. If the H(seed) value is not accepted, the output of the random number generator 26 is 

incremented by a deterministic function and rehashed by function 28. 

The resultant value H(seed) is again tested and the procedure repeated until a satisfactory 

value of k is obtained. 

The output may be incremented by adding a particular value to the seed value at each 

iteration, or may be incremented by applying a non-linear deterministic function to the seed 

value. For example, the output may be incremented by applying the function JC seed) a.seed2 +b 

mod i160
, where a and bare integer constants. 

25 A further embodiment is shown in figure 4 which has particular applicability to an elliptic 

curve cryptosystem. By way of example it will be assumed that a 163 bit string is required and 

that the output of the hash function 28 is 160 bits. 

The random number generator 26 generates a seed value SV which is processed by the 

30 hash function 28 to obtain a first output H(seed). 
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The seed value SV is incremented by a selected function to provide a seed value SV+ 

:3 ::.::-:her precessed ½y t-he hash function 28 to provide a second output H(seed+). 

The two outputs are then combined, typically by cocatenation, to produce a 320 bit string 

5 H(seed)//H(seed..:...). The excess bits, in this case 157 are rejected :ind the resuitant value tested 

::ig2inst the value of q. If the resultant value is less than q, it is accepted as the key k, if not the 

value is rejected. 

Upon rejection, the random number generator may generate a new value as disclosed in 

figure 2 or may increment the seed value as disclosed in figure 3. 

A further embodiment is shown in figure 5 which is similar to that of figure 4. In the 

embodiment of figure 5, the selection of the required l bit string is obtained by applying a !-bit 

wide masking window to the combined bit string. 

This is tested against the value of q and if acceptable is used as the value of k. If it is not 

acceptable it is rejected and the l bit window incremented along the combined bit string to obtain 

nJ a new value. 

25 

The values are tested and the window incremented until a satisfactory value is obtained. 

A similar procedure may be used directly on an extended output of the hash function 28 

as shown in figure 6 by applying a window to obtain the required l bit string. The bit string is 

tested against q and the window incremented until a satisfactory value ofk is obtained. 

As shown in_ figure 7, the value ofk may be generated by utilizing a low Hamming 

weight integer obtained by combing the output of the random number generator 26 to facilitate 

computation of an intem1ediate public key rl. The integer is masked by combination with 

predetennined precomputed value k' to obtain the requisite Hamming weight for security. Such 

30 a procedure is disclosed in copending Cmadian application 2,217,925. This procedure is 

mo<lifoed to generate the low Hamming weight integer k as a bit string greater than l, for 

- 7 -



MOBILEIRON, INC. - EXHIBIT 1003 
Page 012

5 

example, a l 30 !Jit string. The masking value k' ~s dist;ibuted throughout the 180 1:J,: .)~:-::;,g and 

the resultant vaiue reduced mod q to obtain a 163 bit value k". Note that the value a.'i<" can be 

efficiently computed by combining the precomputed valuecl' With the effic:cntly compmabie 

value cl. 

A similar technique may be used by relying on multiplicative masking. In this embodiment the 

value cf:( is combined with a value~ where . The value of u is a secret value that is used 

to mask the low Hamming weight ofk. Again, the values ofu and the low H~~i",,s .veigh.: 

number k can be chosen to have bit lengths greater than l, for example, bit lengths of 180. The 

10 resultant value is k" = uk mod q. It will be appreciated that cl" can be efficiently computed since 

~=c/1 is precomputed, and since k has low Hamming weight. 

Although the invention has been described with reference to certain specific 

embodiments, various modifications thereof will be apparent to those skilled in the art without 

departing from the spirit and scope of the invention as outlined in the claims appended hereto. 

- 8 -
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THE EMBODIMENTS OF THE INVENTION IN WIDCH AN EXCLUSIVE 

PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS: 

I. A method of generating a key over a group of order q, said method including the 

steps of: 

generating a seed value from a random number generator; 

performing a hash function on said seed number to provide an output; 

determining whether said output is less than said prime number q; 

accepting said output for use as a key if the value thereof is less than said 

prime number q; and 

rejecting said output as a key if said value is not less than said order q. 

2. The method of claim I wherein another seed value is generated by said random 

number generator if said output is rejected. 

3. 

4. 

5. 

6. 

7. 

The method of claim I wherein the step of accepting said output as a key includes 

a further step of storing said key. 

The method of claim 1 wherein said key is used for generation of a public key. 

The method of claim 1 wherein said order q is prime number represented by a bit 

string of predetermined length I. 

The method of claim 5 wherein said output from said hash function is a bit string 

of predetermined length I. 

The method of claim 1 wherein if said output is rejected, said output is 

incremented by a deterministic function and a hash function is performed on said 

incremented output to produce a new output; a determination being made as to 

whether said new output is acceptable as a key. 

8. The method of claim 7, wherein said step of incrementing includes a further step 

of adding a particular value to said seed value. 

9. A method of generating a key over a group of order q, said method including the 

steps of: 

generating a seed value from a random number generator; 

performing a hash function on said seed number to provide a first output; 

9 
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incrementing said seed value by a predetermined function and performing 

said hash function on said incremented seed value to provide a second 

output; 

combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q; 

accepting said new output as a key k if said new output has a value less 

than order q; and rejecting said new output as a key if said new output has 

a value less than order q 

10. The method of claim 9 wherein upon rejection of said new output a new seed 

value is generated by said random number generator. 

11. The method of claim 9 wherein upon rejection of said new output said seed value 

is incremented by a predetermined function and revised values for said first output 

and said second output are obtained. 

12. 

13. 

14. 

The method of claim 9 wherein a bit string greater than a predetermined length I 

is obtained and an I bit string selected therefrom for comparison with said order q. 

The method of claim 12 wherein upon rejection of said bit string of predetermined 

length I, a further I bit string is selected. 

The method of claim 9 wherein said step of combining said first and second 

outputs includes a further step ofrejecting excess bits such that said new output is 

a bit string of length I. 
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ABSTRACT 

A potential bias in the generation or a private key is avoided by selecthl5 c1lc iey and comparing 

ic against the system parameters. If a predetermined condition is attained it is accepted. If not it is 

rejected and a new key is generated. 
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.dir 

Express Mair Label No. Page 1 of 4 

Docket No. 

00001-0417 

Declaration and Power of Attorney For Patent Application 
English Language Declaration 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name, 

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, 
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for 
which a patent is sought on the invention entitled 

METHOD OF PUBLIC KEY GENERATION 

the specification of which 

::1 ( check one) 

~ is attached hereto. 

----------□ was filed on 

Application Number 

as United States Application No. or PCT International 

--------------------------
and was amended on 

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above identified specification, 
including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose to the United States Patent and Trademark Office all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1. 56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or 
Section 365(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(a) of 
any PCT International application which designated at least one country other than the United States, 
listed below and have also identified below, by checking the box, any foreign application for patent or 
inventor's certificate or PCT International application having a filing date before that of the application 
on which priority is claimed. 

Prior Foreign Application(s) 

2,329,590 

(Number) 

(Number) 

(Number) 

Form PTO-SB-01 (9-95) (Modified) 

Canada 27/12/2000 

(Country) (Day/Month/Year Filed) 

(Country) (Day/Month/Year Filed) 

(Country) (Day/Month/Year Filed) 

Priority Not Claimed 

0 

0 

D 

P021REV02 Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE 
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Page 2 of 4 

I hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States provisional 
{ application(s) listed below: 

I (Application Serial No.) (Filing Date) 

(Application Serial No.) (Filing Date) 

(Application Serial No.) (Filing Date) 

I hereby claim the benefit under 35 U. S. C. Section 120 of any United States application(s), or 
Section 365(c) of any PCT International application designating the United States, listed below and, 
insofar as the subject matter of each of the claims of this application is not disclosed in the prior 
United States or PCT International application in the manner provided by the first paragraph of 35 

~·"" U.S.C. Section 112, I acknowledge the duty to disclose to the United States Patent and Trademark 
~J Office all information known to me to be material to patentability as defined in Title 37, C. F. R., 
b:1 Section 1.56 which became available between the filing date of the prior application and the national 
l11. or PCT International filing date of this application: 

(Application Serial No.) (Filing Date) (Status) 
(patented, pending, abandoned) 

(Application Serial No.) (Filing Date) (Status) 
(patented, pending, abandoned) 

(Application Serial No.) (Filing Date) (Status) 
(patented, pending, abandoned) 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made an information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like so made are punishable by 
fine or imprisonment, or bath, under Section 1001 of Title 18 of the United States Code and that such 
willful false statements may jeopardize the validity of the application or any patent issued thereon. 

Form PTO-SB-01 (6-95) (Modified) Patent and Trademark Office•U.S. DEPARTMENT OF COMMERCE 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 025

Page 3 of 4 

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorney(s) and/or 
agent(s) to prosecute this application and transact all business in the Patent and Trademark Office 
connected therewith. (Nst name and registration number) 

John R.S. Orange 29,725 
Santosh K. Chari 41,477 
Jeffrey Wong 46,414 

Send Correspondence to: Orange & Chari 
Suite 4900, P.O. Box 190 

66 Wellington Street West 

Toronto, Ontario M5K 1H6 Canada 

Direct Telephone Calls to: (name and telephone number) 
John R.S. Orange (416)601-8440 

Full name of sole or first inventor 
Scott A. Vanstone 
Sole or first inventor's signature 

Residence 

Date 

10140 Pineview Trail, P.O. Box 490, Campbellville, Ontario LOP lBO Canada 

Citizenship 
Canadian 

Post Office Address 
Same As Above 

Full name of second inventor, if any 
Ashok Vadekar 
Second inventor's signature Date 

Residence 
250 Harris Street, R.R. 4, Rockwood, Ontario NOB 2KO Canada 

Citizenship 
Canadian 
Post Office Address 
Same As Above 

Form PTO-SB-01 (6-95) (Modified) Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE 
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Page 4 of 4 

Full name of third inventor, if any 
Robert J. Lambert 

Third inventor's signature Date 

Residence 
630 Holm Street, Cambridge, Ontario LSM SNl Canada 

Citizenship 
Canadian 
Post Office Address 

Same As Above 

Full name of fourth inventor, if any 
Robert P. Gallant 

Fourth inventor's signature Date 

Residence 
4788 Rosebush Road, Mississauga, Ontario LSM SNl Canada 

Citizenship 

Canadian 
Post Office Address 

Same As Above 

Full name of fifth inventor, if any 
Daniel R. Brown 

Fifth inventor's signature Date 

Tl Residence 
106 Banstock Drive, Toronto, Ontario M2K 2H6 Canada 

Citizenship 
Canadian 
Post Office Address 
Same As Above 

Full name of sixth inventor, if any 
Alfred Menezes 

Sixth inventor's signature Date 

Residence 
1302-2267 Lakeshore Blvd. West Canada 

Citizenship 
Canadian 

Post Office Address 
Same As Above 

Form PTO-SB-01 (6-95) (Modified) Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE 
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COMMISSIONER FOR PATENTS 
UNITED STATES PATENT ANO TRADEMARK OFFICE 

Wo\sHING,ON, 0.C. 202.31 
www.uspto.gov 

APPLICA TIOX XUMBER Flll:NGIRECEIPT DA TE FIRST NA!\.f:ED APPLICANT ATTORNEY DOCKET NUMBER 
10/025,924 12/26/2001 Scott A. Vanstone 00001-0417 

Orange & Chari 
66 Wellington Street West, Suite 4900 
P.O. Box 190 
Toronto, ON M5K 1 H6 
CANADA 

CONFIRMATION NO. 7632 
FORMALITIES LETTER 

I lllfilll ~, 1111 UI UII u~ Oil Oil DIii Oil UII IUll 11111m11~111~1111111111111 
·ocoooooooo1s42113• 

Date Mailed: 02/27/2002 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The oath or declaration is unsigned. 
• To avoid abandonment; a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(1) of 

$130 for a non-small entity, must be submitted with the missing items identified in this letter. 
• The balance due by applicant is$ 130. 

A copy r~f this notice M11S..I. be returned with the reply. 

Initial Patent Examination Division (703) 308-1202 
PART 3 - OFFICE COPY 
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COMMISSIONER FOR PATENTS 
UNITED STATES PATENT ANO TRADEMARK OFFICE 

W-\sHINC"ION, 0.C. 20231 
www.uspto.gov 

APPLICATION NU1\1BER FILING/RECEIPT DA TE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER 
10/025.924 12/26/2001 

Orange & Chari 
66 Wellington Street West, Suite 4900 
P.O. Box 190 
Toronto, ON M5K 1 H6 
CANADA 

Scott A. Vanstone 00001-0417 

CONFIRMATION NO. 7632 
FORMALITIES LETTER 

11um11 ~111111 ml OIi DIii ml Oil DIii m1 ml 1011 ~II 1m1 ljll 1i11 m11111u1 
·ocoooooooo1s42113• 

Date Mailed: 02/27/2002 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

An application number and filing date have been accorded to this application. The item(s) indicated below, however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The oath or declaration is unsigned. 
• To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(1) of $130 for a non-small entity, must be submitted with the missing items identified in this letter. 
• The balance due by applicant is $ 130. 

A copy of this notice MUST be returned with the reply. 

Initial Paient Examination Di vision (703) 308-1202 
PART 2 - COPY TO BE RETURNED WITH RESPONSE 

03/28/2002 NBERHE 00000049 10025924 
01 FC:105 130.00 OP 
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Response To Notice To File Missing Parts Of Application 
Filing Date G;uir,tcW TO•l533)(Large Entity) 

In Re Application Of: 

VANSTONE, Scott A. et ~- ~ 1 6 11}Ul ~ 

Serial No. 

10/025,924 

Invention: 

METHOD OF PUBLIC KEY GENERATION 

Examiner 

Not Yet Assigned 

TO THE ASSISTANT COMMISSIONER FOR PATENTS: 

Box Missing Parts 

Docket No. 

00001-0417 

Group Art Unit 

2131 

This is a response to the Notice to File Missing Parts of Application - Filing Date Granted (PTO-1533) mailed on 

.J February 27, 2002 · 
Date 

Enclosed herewith for filing are the following: 

181 A copy of the Notice to File Missing Parts of Application - Filing Date Granted (PTO-1533). (REQUIRED) 

181 An oath or declaration in compliance with 37 CFR 1.63, including residence information and identifying the 

application by the above Application Number and Filing Date. 

□ A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above 

Application Number and Filing Date. 

□ An oath or declaration in compliance with 37 CFR 1.63 listing the names of all inventors and signed by the 

omitted inventor(s}, identifying this application by the above Application Number and Filing Date. · 

□ A verified English translation of the non-English language application papers as originally filed. It is requested 

that this translation be used as the copy for examination purposes in the United States Patent and Trademark 

Office. 

□ Other {list): 

[Page 1 of 3) P31LARGE/REV03 

/ 
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Response To Notice To File Missing Parts Of Application 
Filing Date Granted (PT0-1533)(Large Entity) 

In Re Application Of: 

VANSTONE, Scott A. et al. 

Serial No. 

10/025,924 

Invention: 

Filing Date 

December 26, 2001 

METHOD OF PUBLIC KEY GENERATION 

Examiner 

Not Yet Assigned 

TO THE ASSISTANT COMMISSIONER FOR PATENTS: 

Box Missing Parts 

181 Completion of application fees as calculated below: 

0 Utility application filing fee 

□ Design application filing fee 

□ Total number of independent claims = 

□ Total number of claims = 

□ Multiple dependent claims 

181 Surcharge for late payment of filing fee and/or late filing of original declaration or oath 

0 Petition and fee for filing by other than all the inventors or a person not the inventor 

□ Fee for processing an application filed with a non-English language specification 

□ Fee for processing and retention of application 

Docket No. 

00001•0417 

Group Art Unit 

2131 

$130.00 

Total completion of application fees $130.00 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the 
above-identified Notice to File Missing Parts of Application. The requested extension is as follows {check time period 

desired). If an additional time extension is required, please consider this a petition therefor. 

D One month 

from: 

□ Two months 

Date 

D Three months 

until: 

D Four months D Five months 

Date 

Total time extension fees 

Total fees due $130.00 

[Page 2 of 3) P31LARGE/REV02 
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Response To Notice To File Missing Parts Of Application 
Filing Date Granted (PTO•l533) (Large Entity) 

Docket No. 

00001-0417 

In Re Application Of: 

VANSTONE, Scott A. et al. 

Serial No. 

10/025,924 

Invention: 

Filing Date 

December 26, 2001 

METHOD OF PUBLIC KEY GENERATION 

Examiner 

Not Yet Assigned 

Group Art Unit 

2131 

TO THE ASSISTANT COMMISSIONER FOR PATENTS: 

Box Missing Parts 

The fee of $130.00 is to be paid as follows: 

181 A check in the amount of the fee is enclosed. 

181 The Commissioner is hereby authorized to charge any fees which may be required, or credit any 

overpayment, to Deposit Account No. 150633 

A duplicate copy of this sheet is enclosed. 

O If an additional extension of time is required, please consider this a petition therefor and charge 

any additional fees which may be required to Deposit Account No. 

A duplicate copy of this sheet is enclosed. 

Jeffrey Wong 46,414 
Orange & Chari 
Suite 4900, P.O. Box 190 
66 Wellington St. W., 
Toronto, Ontario M5K 1H6 
CANADA 

Tel.: (416) 601-8440 Fax: (416) 601-8454 

cc: 

Dated: March 25, 2002 

(Page 3 of3) 

I certify that this document and fee is being deposited 
on with the U.S. Postal Service as 
first class mail under 37 C.F.R. 1.8 and is addressed to the 
Assistant Commissioner for Patents, Washington, O.C. 
20231. 

Signature of Person Mailing Correspondence 

Typed or Printed Name of Person Mailing Correspondence 

P31LARGE/REV02 
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Docket No. 
00001-0417 

Declaration and Pb·~ of Attorney For Patent Application 

English Language Declaration 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name, 

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, 
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for 
which a patent is sought on the invention entitled 

METHOD OF PUBLIC KEY GENERATION 

the specification of which 

(check one) 

□ is attached hereto. 

181 was filed on December 26, 2001 

Application Number 10/025,924 

as United States Application No. or PCT International 

---------------------------
and was amended on --------------------------

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above identified specification, 
including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose to the United States Patent and Trademark Office all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or 
Section 365(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(a) of 
any PCT International application which designated at least one country other than the United States, 
listed below and have also identified below, by checking the box, any foreign application for patent or 
inventor's certificate or PCT International application having a filing date before that of the application 
on which priority is claimed. 

Prior Foreign Application(s) 

2,329,590 

(Number) 

(Number) 

(Number) 

Form PTO.SB.01 (9-95) (Modified) 

Canada 27/12/2000 

(Country) (Day/Month/Year Filed) 

(Country) (Day/Month/Year Filed) 

(Country) (Day/Month/Year Filed) 

Priority Not Claimed 
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□ 

□ 
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I hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States provisional 
application(s) listed below: 

(Application Serial No.) (Filing Date) 

(Application Serial No.) (Filing Date) 

(Application Serial No.) (Filing Date) 

I hereby claim the benefit under 35 U. S. C. Section 120 of any United States application(s), or 
Section 365(c) of any PCT International application designating the United States, listed below and, 
insofar as the subject matter of each of the claims of this application is not disclosed in the prior 
United States or PCT International application in the manner provided by the first paragraph of 35 
U.S.C. Section 112, I acknowledge the duty to disclose to the United States Patent and Trademark 
Office all information known to me to be material to patentability as defined in Title 37, C. F. R., 
Section 1.56 which became available between the filing date of the prior application and the national 
or PCT International filing date of this application: 

(Application Serial No.) (Filing Date) {Status) 
{patented, pending, abandoned) 

{Application Serial No.} (Filing Date} (Status) 
(patented, pending, abandoned} 

(Application Serial No.) {Filing Date) (Status} 
(patented, pending, abandoned} 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true: and further that these statements 
were made with the knowledge that willful false statements and the like so made are punishable by 
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such 
willful false statements may jeopardize the validity of the application or any patent issued thereon. 
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POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorney(s) and/or 
agent(s) to prosecute this application and transact all business in the Patent and Trademark Office 
connected therewith. (list name and registration number) 

Orange & Chari (Customer No. 27,155) 

Send Correspondence to: Orange & Chari 
Suite 4900, P.O. Box 190 

66 Wellington Street West 

Toronto, Ontario MSK 1H6 Canada 

Direct Telephone Calls to: (name and telephone number) 

John R.S. Orange (416)601-8440 

Full name of sole or first inventor 
VANSTONE, Scott A. 
Sole or first inventor's signature 

Residence 
10140 Pineview Trail, P.O. Box 490, Campbellville, Ontario LOP IBO Canada 

Citizenship 
Canadian 

Post Office Address 
Same As Above 

Full name of second inventor, if any 
V ADEKAR, Ashok 

Resi ce 
250 Harris Street, R.R. 4, Rockwood, Ontario NOB 2K0 Canada 

Citizenship 
Canadian 
Post Office Address 
Same As Above 
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Residence 
630 Holm Street, Cambridge, Ontario L5M 5N1 Canada 

Citizenship 
Canadian 

Post Office Address 
Same As Above 

Full name of fourth inventor, if any 
GALLANT, Robert P. 

Fourth inventor's signature 

Residence 
4788 Rosebush Road, Mississauga, Ontario L5M 5Nl Canada 

Citizenship 
Canadian 

Post Office Address 
Same As Above 

Full name of fifth invent r, 
BROWN, Daniel R. 

Residence 
106 Banstock Drive, 

Citizenship 
Canadian 

Post Office Address 
Same As Above 

Full name of sixth inventor, if any 
MENEZES, Alfred 

Residence 
1302-2267 Lakeshore Blvd. West Canada 

Citizenship 
Canadian 
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~ jl . 
-~ patent application of: 

VANSTONE, Scott A. et al. 

Serial No.: 10/025,924 Group Art Unit: 2131 

Filed: December 26, 2001 Examiner: · Unassigned 

Title: METHOD OF PUBLIC KEY GENERATION 

Assistant Commissioner for Patents 
Washington, D.C. 20231 
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PRIORITY CLAIM UNDER RULE 55 

Dear Sir: 

The benefit of the filing date in Canada of a patent application corresponding to the 
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ABSTRACT 

A potential bias in the generation of a private key is avoided by selecting the key and comparing 

it against the system parameters. If a predetermined condition is attained it is accepted. If not it is 

rejected and a new key is generated. 

-9-
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METHOD OF PUBLIC KEY GENERATION 

FIELD OF THE INVENTION 

5 The present invention relates to public key cryptosystems and more particularly to key 

generation within such systems. 

BACKGROUND OF THE INVENTION 

10 The basic structure of a public key cryptosystem is well known and has become ubiquitous with 
security in data communication systems. Such systems use a private key k and a corresponding 

public key a k where a. is a generator of the group. Thus one party may encrypt a message m 

with the intended recipients public key and the recipient may apply his private key to decrypt it. 

15 Similarly, the cryptosystems may be used for key agreement protocols where each party 
exponentiates the other party's public key with their own private key. Thus party A will take B's 
public key cl and exponentiate it with A's private key a to obtain a session key ex.ab. Similarly, B 

will take A's public key a.a and exponentiate it with B's private key b to obtain the same session 

key a.ab. Thereafter data may be transferred using a symmetric key protocol utilizing the common 

20 session key. 

Public key cryptosystems may also be used to sign messages to authenticate the author 
and/or the contents. In this case the sender will sign a message using his private key and a 
recipient can verify the message by applying the public key of the sender. If the received 

25 message and the recovered message correspond then the authenticity is verified. 

The public key cryptosystems rely on the intractability of the discrete log problem in 

finite field arithmetic, that is even when the generator a and public key is known, it is 

computationally infeasible to obtain the corresponding private key. The security of such systems 
30 does therefore depend on the private key remaining secret. To mitigate the opportunity of 

disclosing the private key, protocols have been developed that use a pair of private keys and 

- 1 -
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corresponding public keys, referred to as long tenn and short term or ephemeral key pairs 

respectively. The ephemeral private key is generated at the start of each session between a pair of 

correspondents, usually by a random number generator. The corresponding ephemeral public key 

is generated and the resultant key pair used in one of the possible operations described above. 

5 The long-term public key is utilized to authenticate the correspondent through an appropriate 

protocol. Once the session is terminated, the ephemeral key is securely discarded and a new 

ephemeral key generated for a new session. 

Some of the more popular protocols for signature are the EIGamal family of signature 

10 schemes such as the Digital Signature Algorithm or DSA. The DSA algorithm utilizes both long 

tenn and ephemeral keys to generate a signature of the message. The DSA domain parameters 

are preselected. They consist of a prime number p of a predetennincd length, by way of example 

l 024 bits; a prime number q of a prcdetennined bit length, by way of example 160 bits, where q 

divides p-1; a generator a. lying between 2 and p-1 and which satisfies the condition 

15 ( aqmodp )= 1, and; a cryptographic hash function H, such as SHA-I. 

The DSA requires the signatory to select an ephemeral key k lying between land q-1. A 

first signature component r is generated from the generator a. such that r = (a.k mod p) mod q, A 

second signature components is generated such thats= k" 1(H(m)+dr) mod q, and dis the long 

tenn private key of the signatory. The signature on the message mis (r,s). Toe signature may be 

20 verified by computing 

H(m), 

u1 s"1H(m)mod q 

u2 = s·1r modq 

v = a.u,pu2mod p, where P = cxd mod pis the long term public key of the signatory and 

25 finally verifying that r = v mod q. The use of both the ephemeral and long-tenn keys in the 

signature binds the identity of the signatory to the ephemeral key but does not render the long­

term key vulnerable. 

A similar signature protocol known as ECDSA may be used for elliptic curve 

30 cryptosysterns. In this protocol k is selected in the interval 1 to n-1 where n is an/ bit prime. The 

signature component r is generated by converting the x coordinate of the public key kP, where P 

-2-
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is the seed point on the curve, to an integer mod n, i.e. r = XkP mod n. The component s = k" 
1(H(m)+dr) mod n and the signature on the message mis (r,s). 

It will be apparent in ElGamal signature schemes such as the DSA and ECDSA, that if an 

5 ephemeral key k and the associated message m and signature (r,s) is obtained it may be used to 

yield the long term private key d and thereafter each of the ephemeral keys k can be obtained. 
Neither the DSA nor the ECDSA inherently disclose any infonnation about the public key k. 
They both require the selection ofk to be perfonned by a random number generator and it will 
therefore have a uniform distribution throughout the defined interval. However the 

10 implementation of the DSA may be done in such a way as to inadvertently introduce a bias in to 
the selection of k. This small bias may be exploited to extract a value of the private key d and 

thereafter render the security of the system vulnerable. One such implementation is the DSS 
mandated by the National Institute of Standards and Technology (NIST) FIPS 186-2 Standard. 
The DSS stipulates the manner in which an integer is to be selected for use as a private key. A 

15 seed value, SV, is generated from a random number generator which is then hashed by a SHA-1 

hash function to yield a bit string of predetennined length, typically 160 bits. The bit string 

represents an integer between O and i1 60-1. However this integer could be greater than the prime 
q and so the DSS requires the reduction of the integer mod q, i.e. k=SHA-l(seed) mod q. 

20 Accordingly the algorithm for selecting k may be expressed as :-

25 

30 

if SHA-l{seed) ~ q then k._ SHA-l(seed)- q 

else k._SHA-1 (seed). 

With this algorithm it is to be expected that more values will lie in the first interval than the 

second and therefore there is a potential bias in the selection ofk. 

Recent work by Daniel Bleichenbacher suggests that the modular reduction to obtain k 
introduces sufficient bias in to the selection of k that an examination of 222 signatures could yield 
the private key d in 264 steps using 240 memory units. This suggests that there is a need for the 
careful selection of the ephemeral key k. 

- 3 -



MOBILEIRON, INC. - EXHIBIT 1003 
Page 046

5 

10 

15 

CA 02329S90 2000-12-27 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to obviate or mitigate the above 
disadvantages in the generation of a private key. 

In general terms the present invention provides a key generation technique in which any 
bias is eliminated during the selection of the key. 

BRJEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the invention will now be described by way of example only with reference to 
the accompanying drawings in which:-

Figure 1 is a schematic representation of a data communication system; 

Figure 2 is a flow chart showing a first embodiment of key generation; 

Figure 3 is a flow chart showing a second embodiment; 

20 Figure 4 is a flow chart showing a third embodiment; 

Figure 5 is a flow chart showing a fourth embodiment; 

Figure 6 is a flow chart showing a fifth embodiment; and 
25 

Figure 7 is a flow chart showing a sixth embodiment. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
30 

Referring, therefore to figure 1, a data communication system 10 includes a pair of 
correspondents 12, 14 connected by a communication link 16. The link 16may be a dedicated 
link, a multipurpose link such as a telephone connection or a wireless link depending on the 
particular applications. Similarly, the correspondents 12, 14 may be computer terminals, point-

35 of-sale devices, automated teller machines, constrained devices such as PDA's, cellphones, 
pagers or any other device enabled for communication over a link 16. 

-4-
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Each of the correspondents 12, 14 includes a secure cryptographic function 20 including 

a secure memory 22, an arithmetic processor 24 for perfonning finite field operations, a random 

number generator 26 and a cryptographic hash function 28 for performing a secure cryptographic 

5 hash such as SHA-1. The output of the function 28 will be a bit string of predetermined length, 

typically 160 bits although other lengths such as 256, 384 or 512 are being used more frequently. 

It will be appreciated that each of these functions is controlled by a processor executing 

instructions to provide functionality and inter-operability as is well known in the art. 

10 The secure memory 22 includes a register 30 for storing a long-term private key, d, and a 

15 

20 

25 

register 32 for storing an ephemera] private key k. The contents of the registers 30, 32 may be 

retrieved for use by the processor 24 for performing signatures, key exchange and key transport 

functions in accordance with the particular protocols to be executed under control of the 

processor. 

The long tenn private key, d, is generated and embedded at the time of manufacture or 

initialization of the cryptographic function and has a corresponding long-term public key cxd. 

The long-term public key cxd is stored in the memory 22 and is generally made available to other 

correspondents of the system 10. 

The ephemeral key, k, is generated at each signature or other cryptographic exchange by 

one of the routines disclosed below with reference to figures 2 to 9. Once the key, k, and 

corresponding public key cl is generated, it is stored in the register 32 for use in the 

cryptographic protocol, such as the DSA or ECDSA described above. 

Referring, therefore, to figure 2, a first method of generating a key, k, originates by 

obtaining a seed value (SV) from the random number generator 26. For the purposes of an 

example, it wilt be assumed that the cryptographic function is perfonned over a group of order q, 

where q is a prime represented as a bit string of predetermined length I. By way of example only 
30 it will be assumed that the length / is 160 bits, although, of course, other orders of the field may 

be used. 
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To provide a value ofk of the appropriate order, the hash function 28 has an/ bit output, 

e.g. a 160 bit output. The bit string generated by the random number generator 26 is greater than 

l bits and is therefore hashed by the function 28 to produce an output H(seed) of/ bits. 

The resultant output H(seed) is tested against the value of q and a decision made based on 

the relative values. If H(seed) < q then it is accepted for use ask. lfnot, the value is rejected 

and the random number generator is conditioned to generate a new value which is again hashed 

by the function 28 and tested. This loop continues until a satisfactory value is obtained. 

A further embodiment is shown in figure 3. In this embodiment, the output of the 

random number generator 26 is hashed by hash function 28 as before and tested against the value 

of q. If the H(seed) value is not accepted, the output of the random number generator 26 is 

incremented by a deterministic function and rehashed by function 28. 

The resultant value H(seed) is again tested and the procedure repeated until a satisfactory 

value ofk is obtained. 

The output may be incremented by adding a particular value to the seed value at each 

20 iteration, or may be incremented by applying a non-linear deterministic function to the seed 

value. For example, the output may be incremented by applying the function/(seed) = a.seed2 +b 

mod i160
, where a and bare integer constants. 

25 A further embodiment is shown in figure 4 which has particular applicability to an elliptic 

curve cryptosystem. By way of example it will be assumed that a 163 bit string is required and 

that the output of the hash function 28 is 160 bits. 

The random number generator 26 generates a seed value SV which is processed by the 

30 hash function 28 to obtain a first output H(seed). 

- 6 -
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The seed value SV is incremented by a selected function to provide a seed value SV+ 
which is further processed by the hash function 28 to provide a second output H(seed+). 

The two outputs are then combined, typically by cocatenation, to produce a 320 bit string 
5 H(seed)//H(seed+). The excess bits, in this case 157 are rejected and the resultant value tested 

against the value of q. If the resultant value is less than q, it is accepted as the key k, if not the 
value is rejected. 

Upon rejection, the random number generator may generate a new value as disclosed in 
l 0 figure 2 or may increment the seed value as disclosed in figure 3. 

15 

A further embodiment is shown in figure 5 which is similar to that of figure 4. In the 
embodiment of figure 5, the selection of the required/ bit string is obtained by applying a /-bit 
wide masking window to the combined bit string. 

This is tested against the value of q and if acceptable is used as the value of k. If it is not 
acceptable it is rejected and the/ bit window incremented along the combined bit string to obtain 
anew value. 

20 The values are tested and the window incremented until a satisfactory value is obtained. 

25 

A similar procedure may be used directly on an extended output of the hash function 28 
as shown in figure 6 by applying a window to obtain the required I bit string. The bit string is 
tested against q and the window incremented until a satisfactory value of k is obtained. 

As shown in figure 7, the value of k may be generated by utilizing a low Hamming 
weight integer obtained by combing the output of the random number generator 26 to facilitate 

computation of an intermediate public key cl. The integer is masked by combination with 
predetennined precomputed value k' to obtain the requisite Hamming weight for security. Such 

30 a procedure is disclosed in copending Canadian application 2,217,925. This procedure is 
modified to generate the low Hamming weight integer k as a bit string greater than/, for 
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example, a 180 bit string. The masking value k' is distributed throughout the 180 bit string and 

the resultant value reduced mod q to obtain a 163 bit value k". Note that the value ak" can be 

efficiently computed by combining the precomputed valueak' with the efficiently computable 

value ak. 

A similar technique may be used by relying on multiplicative masking. In this embodiment the 

value ofk is combined with a value P where J.3= a.u. The value ofu is a secret value that is used 

to mask the Jow Hamming weight of k. Again, the values of u and the low Hamming weight 

number k can be chosen to have bit lengths greater than/, for example, bit lengths of 180. The 

10 resultant value is k" uk mod q. It will be appreciated that ak" can be efficiently computed since 

P=a.u is precomputed, and since k has low Hamming weight. 

Although the invention has been described with reference to certain specific 

embodiments, various modifications thereof will be apparent to those skilled in the art without 

15 departing from the spirit and scope of the invention as outlined in the claims appended hereto. 

-8-
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S3 1 Sl and ((ephemeral adj2 key)) US-PG PUB; OR ON 2005/02/28 15:01 
USPAT 

S4 410 380/277.ccls. and @ad<"20001201" US·PGPUB; OR ON 2005/02/28 15:03 
USPAT 

S5 280 331/78.ccls. and @ad<"20001201" US·PGPUB; OR ON 2005/02/28 15:03 
USPAT 

S6 274 708/250.ccls. and @ad<"20001201" US·PGPUB; OR ON 2005/02/28 15:04 
U5PAT 

S8 6 "2217925" U5-PGPUB; OR ON 2005/02/28 15:42 
U5PAT 

59 287 380/44.ccls. and @ad<"20001201" US·PGPUB; OR ON 2005/02/28 16:30 
and (key with generat$4) U5PAT 

511 13 380/44.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 16:48 
and (key with generat$4) with U5PAT 
(generat$4 with (seed near3 (value 
or number))) 

512 1 ("5963646").PN. U5-PGPUB; OR OFF 2005/02/28 16:34 
U5PAT 

513 1 380/44.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 17:24 
and (key with generat$4) with U5PAT 
(generat$4 with (seed near3 (value 
or number))) with (hash$4 or sha-1 
or sha) 

514 14 380/44.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 17:25 
and ((elgamal near3 signature) or U5PAT 
dsa or ecdsa) 

516 287 380/44.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 17:28 
and (generat$4 with key) U5PAT 

518 94 380/44.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 17:28 
and (generat$4 with key) with U5PAT 
(random adj2 number) 

521 8 380/44.ccls. and @ad<"20001201" US·PGPUB; OR ON 2005/02/28 17:45 
and (generat$4 with key) with U5PAT 
(random adj2 number) same (hash 
or mdS or sha-1 or sha) 

523 2 "380"/$.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 17:45 
and (generat$4 with key) with U5PAT 
(random adj2 number) same (hash 
or md5 or sha-1 or sha) with (prime 
adj2 (number or no)) 

524 3 "380"/$.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/02/28 17:45 
and (generat$4 with key) with U5PAT 
(random adj2 number) same (hash 
or md5 or sha-1 or sha) same 
(prime adj2 (number or no)) 

Search History 3/4/05 12:48:56 PM Page 1 
C: \APPS\EAST\ Workspaces\10025924. wsp 
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525 9 "380"/$.ccls. and (generat$4 with U5-PGPUB; OR ON 2005/02/28 17:31 
key) with (random adj2 number) U5PAT 
same (hash or md5 or sha-1 or sha) 
same (prime adj2 (number or no)) 

526 2 380/44.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/03/01 08:18 
and ( ephemeral with key) U5PAT 

527 24 "380"/$.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/03/01 10:36 
and (ephemeral with key) U5PAT 

529 2 "380"/44.ccls. and U5-PGPUB; OR ON 2005/03/01 08:22 
@ad<"20001201" and (ecdsa) U5PAT 

531 1 "380"/$.ccls. and @ad<"20001201" U5-PGPUB; OR ON 2005/03/01 08:25 
and (generat$4 near3 key) with U5PAT 
(hash or digest or sha or sha-1) 
with (seed) with (random adj2 
(number or no)) 

532 1 (generat$4 near3 key) with (hash U5-PGPUB; OR ON 2005/03/01 08:25 
or digest or sha or sha-1) with U5PAT 
(seed) with (random adj2 (number 
or no)) and @ad<"20001201" 

S33 5 (generat$4 near3 key) with (hash US-PGPUB; OR ON 2005/03/01 08:32 
or digest or sha or sha-1) same U5PAT 
(random adj2 (number or no)) and 
@ad<"20001201" and 380/44.ccls. 

534 36 (generat$4 near3 key) with (hash US-PGPUB; OR ON 2005/03/01 08:39 
or digest or sha or sha-1) same U5PAT 
(random adj2 (number or no)) and 
@ad<"20001201" and "380"/$.ccls. 

535 2 (generat$4 near3 key) with (hash U5-PGPUB; OR ON 2005/03/01 08:44 
or digest or sha or sha-1) same USPAT 
(random adj2 (number or no)) 
same prime and @ad<"20001201" 
and "380"/$.ccls. 

S36 2 (generat$4 near3 key) with (hash US-PG PUB; OR ON 2005/03/01 08:44 
or digest or sha or sha-1) same U5PAT 
(random adj2 (number or no)) 
same prime and @ad<"20001201" 

537 2 (generat$4 near3 key) with (hash U5-PGPUB; OR ON 2005/03/01 08:45 
or digest or sha or sha-1) same USPAT; 
(random adj2 (number or no)) USOCR; 
same prime and @ad<"20001201" · EPO; JPO; 

DERWENT; 
IBM_TDB 

538 4 (generat$4 near3 key) same (hash U5-PGPUB; OR ON 2005/03/01 08:47 
or digest or sha or sha-1) same USPAT; 
(random adj2 (number or no)) USOCR; 
same prime and @ad<"20001201" EPO; JPO; 

DERWENT; 
IBM_TDB 

Search History 3/4/05 12:48:56 PM Page 2 
C: \APPS\EAST\ Workspaces\10025924. wsp 
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S41 9 ( dsa or ecdsa or "elliptic curve 
digital signature alogorithm" or 
"digital signature algorithm") and 
380/44.ccls. and @ad<"20001201" 

542 2 ( dsa or ecdsa or "elliptic curve 
digital signature alogorithm" or 
"digital signature algorithm") same 
(generat$4 near3 key) and 380/44. 
eels. and @ad<"20001201" 

544 235 (generat$4 with random) and 
380/44.ccls. and @ad<"20001201" 

545 16 (generat$4 with random) with 
(hash or sha or sha-1 or digest) and 
380/44.ccls. and @ad<"20001201" 

546 3 (generat$4 with random) with 
(hash or sha or sha-1 or digest) 
same prime and 380/44.ccls. and 
@ad<"20001201" 

S47 17 elgamal and 380/44.ccls. and 
@ad<"20001201" 

548 13 380/44.ccls. and @ad<"20001201" 
and (dsa or dss or "digital signature 
algorithm") 

S49 14 380/44.ccls. and @ad<"20001201" 
and ( dsa or dss or "digital signature 
algorithm" or "digital signature 
standard") 

552 13 "fips-186" 

S53 565 "380"/$.ccls. and @ad<"20001201" 
and (generat$4 near3 (public adj2 
key)) 

554 54 "380"/44.ccls. and 
@ad<"20001201" and (generat$4 
near3 (public adj2 key)) 

Search History 3/4/05 12:48:56 PM Page 3 
C:\APPS\EAST\Workspaces\10025924.wsp 

US-PG PUB; OR ON 2005/03/01 08:59 
U5PAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; OR ON 2005/03/01 08:51 
U5PAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

U5-PGPUB; OR ON 2005/03/01 09:01 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

U5-PGPUB; OR ON 2005/03/01 09:01 
U5PAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; OR ON 2005/03/01 09:30 
U5PAT; 
U5OCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; OR ON 2005/03/01 09:30 
USPAT; 
U5OCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; OR ON 2005/03/0110:14 
USPAT 

US-PG PUB; OR ON 2005/03/01 10:26 
U5PAT 

U5-PGPUB; OR ON 2005/03/01 10:27 
USPAT 

U5-PGPUB; OR ON 2005/03/01 10:36 
USPAT 

US-PGPUB; OR ON 2005/03/01 10:36 
USPAT 
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555 2 "380"/44.ccls. and 
@ad<"20001201" and (generat$4 
near3 (public adj2 key)) with seed 

557 1 "380"/44.ccls. and 
@ad<"20001201" and (generat$4 
near3 (public adj2 key)) same 
random same hash 

558 21 "380"/44.ccls. and 
@ad<"20001201" and (generat$4 
near3 (public adj2 key)) same 
random 

559 1 "380"/44.ccls. and 
@ad<"20001201" and (generat$4 
near3 (public adj2 key)) same 
random same hash 

560 16 "380"/$.ccls. and @ad<"20001201" 
and (generat$4 near3 (public adj2 
key)) same random same hash 

561 4 (("5214703") or ("6490680") or 
("6128737") or ("6195433")).PN. 

562 545 "380"/$.ccls. and (increment$4 or 
increas$4 or add$4) with ((seed 
adj2 value) or (random adj2 (no or 
number))) 

563 44 "380"/44.ccls. and (increment$4 or 
increas$4 or add$4) with ((seed 
adj2 value) or (random adj2 (no or 
number))) 

564 1 "380"/44.ccls. and (increment$4 or 
increas$4 or add$4) with ((seed 
adj2 value) or (random adj2 (no or 
number))) same (perform$4 near3 
(hash or digest or sha or sha-1)) 

565 4 "380"/44.ccls. and (increment$4 or 
increas$4 or add$4) with ((seed 
adj2 value) or (random adj2 (no or 
number))) and (perform$4 near3 
(hash or digest or sha or sha-1)) 

566 6 "380"/44.ccls. and {increment$4 or 
increas$4 or add$4) with ((seed 
adj2 value) or (random adj2 (no or 
number))) same (combin$4 or 
join$4) 

567 44 "380"/44.ccls. and (increment$4 or 
increas$4 or add$4) with ((seed 
adj2 value) or (random adj2 (no or 
number))) 

568 16 "380"/44.ccls. and (increment$4 or 
increas$4 ) with ((seed adj2 value) 
or (random adj2 (no or number))) 

Search History 3/4/05 12:48:56 PM Page 4 
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U5-PGPUB; OR ON 2005/03/01 10:36 
U5PAT 

·U5-PGPUB; OR ON 2005/03/01 10:37 
U5PAT 

U5-PGPUB; OR ON 2005/03/01 10:39 
U5PAT 

U5-PGPUB; OR ON 2005/03/01 10:40 
U5PAT 

U5-PGPUB; OR ON 2005/03/01 11:06 
U5PAT 

U5-PGPUB; OR OFF 2005/03/01 11:07 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 10:03 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 10:06 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 10:04 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 10:04 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 10:28 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 10:29 
U5PAT 

U5-PGPUB; OR ON 2005/03/04 11:30 
U5PAT 
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569 8 "380"/44.ccls. and (increment$4) 
with ((seed adj2 value) or (random 
adj2 (no or number))) 

S70 28 (increment$4) adj ((seed adj2 
value) or (random adj2 (no or 
number))) 

Search History 3/4/05 12:48:56 PM Page 5 
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US-PGPUB; OR ON 2005/03/04 11:32 
USPAT 

US-PGPUB; OR ON 2005/03/04 11:32 
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Office Action Summary 

Application No. 

10/025,924 

Examiner 

Shewaye Gelagay 

Applicant(s) 

VANSTONE ET AL. 

Art Unit 

2133 

•· The MAILING DA TE of this communication appears on the cover sheet with the correspondence address •· 
Period for Reply " 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )[8] Responsive to communication(s) filed on December 26. 2001. 

2a)O This action is FINAL. 2b)[8] This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4 )[8] Claim(s) 1-14 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8] Claim(s) 1-14 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9)[8] The specification is objected to by the Examiner. 

10)[8] The drawing(s) filed on 26 December 2001 is/are: a)O accepted or b)l:8] objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority-under 35 U.S.C. § 119 

12)[8] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)l:8] All b)O Some* c)O None of: 

1.[8] Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) [8] Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) 0 Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 
Paper No(s)/Mail Date __ . 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application (PTO-152) 
6) 0 Other: __ . 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 03042005 
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Application/Control Number: 10/025,924 

Art Unit: 2133 

DETAILED ACTION 

1. Claims 1-14 have been examined. 

Oath/Declaration 

Page 2 

2. The oath or declaration is defective. A new oath or declaration in compliance 

with 37 CFR 1.67(a) identifying this application by application number and filing date is 

required. See MPEP §§ 602.01 and 602.02. 

The oath or declaration is defective because: It is not signed by the inventors. 

Drawings 

3. The drawings are objected to as failing to comply with 37 CFR 1.84(p)(5) 

because they do not include the following reference sign(s) mentioned in the 

description: On Page 4, line 31 and Page 5, line 19, "a system 10". Corrected drawing 

sheets in compliance with 37 CFR 1.121 (d) are required in reply to the Office action to 

avoid abandonment of the ·application. Any amended replacement drawing sheet should 

include all of the figures appearing on the immediate prior version of the sheet, even if 

only one figure is being amended. Each drawing sheet submitted after the filing date of 

an application must be labeled in the top margin as either "Replacement Sheet" or "New 

Sheet" pursuant to 37 CFR 1.121 (d). If the changes are not accepted by the examiner, 
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Page 3 

the applicant will be notified and informed of any required corrective action in the next 

Office action. The objection to the drawings will not be held in abeyance. 

4. The drawings are objected to as failing to comply with 37 CFR 1.84(p)(5) 

because they do not include the following reference sign(s) mentioned in the 

description: On Page 4, line 33, "a communication link 16". Corrected drawing sheets in 

compliance with 37 CFR 1.121 (d) are required in reply to the Office action to avoid 

abandonment of the application. Any amended replacement drawing sheet should 

include all of the figures appearing on the immediate prior version of the sheet, even if 

only one figure is being amended. Each drawing sheet submitted after the filing date of 

an application must be labeled in the top margin as either "Replacement Sheet" or "New 

Sheet" pursuant to 37 CFR 1.121 (d). If the changes are not accepted by the examiner, 

the applicant will be notified and informed of any required corrective action in the next 

Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 3~ USC§ 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1-2 and 4-5 are rejected under 35 U.S.C. 102(b) as being anticipated by 

Schneier "Applied Cryptography", (Pages 483-490). 

As per claim 1: 
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Schneier teaches a method of generating a key over a group of order q, said 

method including the steps of: 

generating a seed value from a random number generator; (Page 487, line 11; 

Page 489, lines 15-16) 

performing a hash function on said seed number to provide an output; (Page 

487, lines 7-8; Page 489, lines 17-18) 

determining whether said output is less than said prime number q; (Page 487, 

line 11; ... k less than q) 

accepting said output for use as a key if the value thereof is less than said prime 

number q; (Page 487, lines 12-15) and 

rejecting said output as a key if said value is not less than said order q. (Page 

487, line 11) 

As per claim 2: 

Schneier teaches all the subject matter as discussed above. In addition, Schneier 

further discloses a method wherein another seed value is generated by said random 

number generator if said output is rejected. (Page 487, line 11; Page 4_89, line 22) 

As per claim 4: 

Schneier teaches all the subject matter as discussed above. In addition, Schneier 

further discloses a method wherein said key is used for generation of a public key. 

(Page 487, lines 8-15; Page 488, line 3-8) 

As per claim 5: 
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Schneier teaches all the subject matter as discussed above. In addition, Schneier 

further discloses a method wherein said order q is prime number represented by a bit 

string of predetermined length I. (Page 487, line 1 and Page 488, line 5) 

Claim Rejections - 35 USC§ 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 

consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 

prior art under 35 U.S.C. 103(a). 

8. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Sackal United States 

Letter Patent Number 6,219,421. 

As per claim 7: 
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Schneier teaches all the subject matter as discussed above. Schneier does not 

explicitly disclose a method wherein if said output is rejected, said output is incremented 

by a deterministic function and a hash function is performed on said incremented output 

to produce a new output; a determination being made as to whether said new output is 

acceptable as a key. 

Sackal in analogous art, however, disclose a method wherein if said output is 

rejected, said output is incremented by a deterministic function and a hash function is 

performed on said incremented output to produce a new output; a determination being 

made as to whether said new output is acceptable as a key. (Col. 5, lines 61-67) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method of wherein if said output is rejected, said output is incremented by a 

deterministic function and a hash function is performed on said incremented output to 

produce a new output; a determination being made as to whether said new output is 

acceptable as a key. This modification would have been obvious because a person 

having ordinary skill in the art would have been motivated to do so, as suggested by, 

Sackal (Col. 1, lines 50-51) in order to provide an exceptional degree of security. This 

way, the keys generated using the above method of seed value generation will protect 

any unauthorized person from having access to the digitally signed document. 

As per claim 8: 
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Schenier and Sackal teach all the subject matter as discussed above. In addition, 

Sackal further discloses a method wherein said step of incrementing includes a further 

step of adding a particular value to said seed value. (Col. 5, lines 61-67) 

As per claim 9: 

Schneier teaches a method of generating a key over a group of order q, said 

method including the steps of: 

generating a seed value from a random number generator; (Page 487, line 11; 

Page 489, lines 15-16) 

performing a hash function on said seed number to provide a first output; (Page 

487, lines 7-8; Page 489, lines 17-18) 

accepting said new output as a key k if said new output has a value less than 

order q; (Page 487, line 11; ... k less than q) and 

rejecting said new output as a key if said new output has a value less than order 

q . (Page 487, line 11) 

Schneier does not explicitly disclose a method of incrementing said seed value 

by a predetermined function and performing said hash function on said incremented 

seed value to provide a second output; and combining said first output and second 

output to produce a new output; determining whether said new output has a value less 

than said order q. -

Sackal in analogous art, however, disclose a method of 
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incrementing said seed value by a predetermined function and performing said 

hash function on said incremented seed value to provide a second output; (Col. 5, lines 

61-67) and 

combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q; (Col. 5, lines 

54-60) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method of incrementing said seed value by a predetermined function and 

performing said hash function on said incremented seed value to provide a second 

output; and combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q. This 

modification would have been obvious because a person having ordinary skill in the art 

would have been motivated to do so, as suggested by, Backal (Col. 1, lines 50-51) in 

order to provide an exceptional degree of security. This way, the keys generated using 

the above method of seed value generation will protect any unauthorized person from 

having access to the digitally signed document. 

As per claim 10: 

Schenier and Backal teach all the subject matter as discussed above. In addition, 

Schenier further discloses a method wherein upon rejection of said new output a new 

seed value is generated by said random number generator. (Page 487, line 11; Page 

489, line 22) 
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Schenier and Sackal teach all the subject matter as discussed above. In addition, 

Sackal further discloses a method wherein upon rejection of said new output said seed 

value is incremented by a predetermined function and revised values for said first output 

and said second output are obtained. (Col. 5, lines 61-67) 

As per claim 12: 

Schenier and Sackal teach all the subject matter as discussed above. In addition, 

Schenier further d_iscloses a method wherein a bit string greater than a predetermined 

length I is obtained and an I bit string selected therefrom for comparison with said order 

q. (Page 487, line 1 and Page 488, line 5) 

As per claim 13: 

Schenier and Sackal teach all the subject matter as discussed above. In addition, 

Schenier further discloses a method wherein upon rejection of said bit string of 

predetermined length I, a further I bit string is selected. (Page 487, line 1 and .Page 488, 

line 5) 

9. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Nel et al. "Generatiion of 

Keys for use with the Digital Signature Standard (DSS)" (Pages 6-10). 

As per claim 3: 

Schneier teaches all the subject matter as discussed above. Both references do 

not explicitly disclose a method wherein the step of accepting said output as a key 

includes a further step of storing said key. 
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Nel et al. in analogous art, however, discloses a method wherein the step of 

accepting said output as a key includes a further step of storing said key. (Page 10, Col. 

1, lines 3-4) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method wherein the step of accepting said output as a key includes a further 

step of storing said key. This modification would have been obvious because a person 

having ordinary skill in the art would have been motivated to do so in order to be able to 

reuse the key and also to perform auditing on the key generation process. 

As per claim 6: 

Schneier teaches all the subject matter as discussed above. Schneier does not 

explicitly disclose a method wherein said output from said hash function is a bit string of 

predetermined length I. 

Nel et al. in analogous art, however, discloses a method wherein said output 

from said hash function is a bit string of predetermined length I. (Page 8, Col. 2, lines 8-

11) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method wherein said output from said hash function is a bit string of 

predetermined length I. This modification would have been obvious because a person 

having ordinary skill in the art would have been motivated to do so as suggested by Nel 
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et al. (Page 8, Col. 2, lines 6-7) in order to prevent constructing a message which will 

yield a known value of message digest. 

10. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier 

"Applied Cryptography", (Pages 483-490) in view of Sackal United States Letter Patent 

Number 6,219,421 and further in_view of Nel et al. "Generatiion of Keys for use with the 

Digital Signature Standard (DSS)" (Pages 6-10). 

As per claim 14: 

Schenier and Sackal teach all the subject matter as discussed above. Both 

references do not explicitly disclose method wherein said step of combining said first 

and second outputs includes a further step of rejecting excess bits such that said new 

output is a bit string of length I. 

Nel et al. in analogous art, however, discloses a method wherein said step of 

combining said first and second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length L (Page 8, Col. 2, lines 8-11) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method wherein said step of combining said first and second outputs includes 

a further step of rejecting excess bits such that said new output is a bit string of length I. 

This modification would have been obvious because a person having ordinary skill in 

the art would have been motivated to do so as suggested by Nel et al. (Page 8, Col. 2, 

lines 6-7) in order to prevent constructing a message which will yield a known value of 

message digest. 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Shewaye Gelagay whose telephone number is 571-272-

4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Albert Decady can be reached on 571-272-3819. The fax phone number for 

the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 

03/04/05 

Shewaye Gelagay 
Exminer 
Art Unit 2133 
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Applicant: VANSTONE, Scott et al 

Filed: December 26, 2001 

Title: METHOD OF PUBLIC KEY GENERATION 

Art Unit: 2133 

Examiner: GELAGAY, Shewaye 

Docket No.: 67539/00421 

Mail Stop Amendment 
U.S. Patent & Trademark Office 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

RESPONSE 

NO. 0354 P. 4 

This is further to the Office Action dated March 24, 200S. Applicant advises that a 

petition for a 3-month extension of time is being filed contemporaneously herewith. Applicant 

wishes to amend the above-identified application as follows: 

Amendments to the Specfflcatlon: begin on page 2 of this paper. 

Amendments to the Claims: are reflected in the listing of claims which begins on page 5 of this 

paper. 

Amendments to the Drawings: begin on page 8 of this paper and include an attached 

replacement sheet containing an amended Figure l, 

Remarks: begin: on page 9 of this paper. 
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Amendments to the Spedftcation 

Please replace paragraph [0001] with the following replacement paragraph: 

(000:1] The present invention relates [[Lo]] m public key cryptosystems and more particularly to 

key generation within such systems. 

Please replace paragraph [0033] with the following replacement paragraph: 

[0033] Referring, therefore, to FIG. 2, a first method of generating a key, k, originates by 

obtaining a seed value (SV) from the random number generator 26. For the purposes of an 

example, it will be assumed that the cryptographic function is performed over a group of order q, 

where q is a prime represented as a bit string ofpredetennined length [[1]] L. By way of exampl 

only it will be assumed that the length [[IJ] L is 160 bits, although, of course, other orders of the 

field· may be used 

Please replace paragraph [0034] with the following replacement paragraph: 

[0034] To provide a value ofk of the appropriate order, the bash function 28 has an [[1]] Is bit 

output, e.g. a 160 bit output. The bit string generated by the random number generator 26 is 

greater than [[1]] ~ bits and is therefore hashed by the function 28 to produce an output H(seed) 

of[[l]J ~ bits. 

Please replace paragraph [0044] with the following replacement paragraph: 

[0044) A further embodiment is shown in FIG. S which is similar to that of FIG. 4. In the 

embodiment of PIO. S, the selection of the required [[1]] L bit string is obtained by applying a 

((1-bit]] L-bit wide masking window to the combined bit string. 

Please replace paragraph [0045] with the following replacement paragraph: 

BEST AVAILABLE COPY 
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[0045] This is tested against the value of q and if acceptable is used as the value of k. If it is not 

acceptable it is rejected and the [[ 1]] L bit window incremented along the combined bit string to i 
I 
I 

obtain anew value. 

Please replace paragraph [0047] with the following replacement paragraph: 

(0047] A similar procedure may be used directly on an extended output of the hash function 28 
I 

as shown in FIG. 6 by applying a window to obtain the required [[I]] L bit string. The bit string i$ 
I 

tested against q and the window incremented until a satisfactory value ofk is obtained. ! 

Please replace paragraph [0048] with the following replacement paragraph: 

[0048] As shown in FIG. 7, the value of k may be generated by utilizing a low Hamming weight i 

integer obtained· by eet:'B&ifte combining the output of the random number generator 26 to 

facilitate computation of an intermediate public key a.k, The integer is masked by combination 

with·predetennined precomputed value k' to obtain the requisite Hamming weight for secwity. 

Such a procedure is disclosed in copending Canadian application 2,217,925. This procedure is 

modified to generate the low Hamming weight integer k as a bit string greater than [[ 1 ]] I.:, for 

example a 180 bit string The masking value k' is distributed throughout the 180 bit string and the: 

resultant value reduced mod q to obtain a 163 bit value k11
• Note that the value ,l·" can be 

efficiently computed by combining the precomputed value [[ a']] g with the efficiently 

computable value o.k, 

Please replace paragraph [0049] with the following replacement paragraph: 

[0049] A similar technique may be used by relying on multiplicative masking. In this 

emb?diment the value ofk is combined with a value p where ~=a". The value ofu is a secret 

value that is used to mask the low Hamming weight ofk. Again, the values ofu and the low 

Hamming weig~t number k can be chosen to have bit lengths greater than [[ 1 ]] ~ for example, 

bit lengths of 180. The resultant value is k11=u1c mo!! q. It will be appreciated that ak" can be 

qFST AVAILABLE COPY 
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Amendments to the Claims 
This listing of claims will replace all prior versions and listings of claims in the application: 

Listing of claims: 

1. ( currently amended) A method of generating a key over a group of order q, said method 

including the steps of: 

generating a seed value from a random number generator; 

performing a hash function on said seed n\¼ff.tber value to provide an output; 

determining whether said output is less than said prime number q; 

accepting said output for use as a key if the value thereof is less than said prime number 

q;and 
rejecting said output as a key if said value is not less than said order q. 

2. (original) The method of claim 1 wherein another seed value is generated by said random 

number generator if said output is rejected. 

3. ( original) The method of claim 1 wherein the step of accepting said output as a key includes a • 

further step of storing said key. 

4. ( original) The method of claim 1 wherein said key is used for generation of a public key. 

S. (currently amended) The method of claim 1 wherein said order q is prime number represented: 

by a bit string of predetermined length [[1]] ,L, 

6, ( CWTently amended) The method of claim S wherein said output from said hash function is a 

bit string of predetermined length [[ 1 ]] L, 

7. (original) The method of claim 1 wherein if said output is rejected, said output is incremented 

by a ~etenninistic function and a hash function is performed on said incremented output to 

produce a new output; a determination being made as to whether said new output is acceptable as 

I It, I I• , ■ II 
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8. ( original) The method of claim 7, wherein said step of incrementing includes a further step of ! 

adding a particular value to said seed value. 

9. ( c1DTently amended) A method of generating a key over a group of order q, said method 

including the steps of: 

generating a seed value from a random number generator; 

perfonning a hash function on said seed number to provide a first output; 

incrementing said seed value by a predetennined function and performing said hash 
function on said incremented seed value to provide a second output; 

combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q; 

accepting said new output as a key k if said new output has a value less than order q; and ! 

rejecting said new output as a key if said new output has a value less than order q.. 

i 
10, ( original) The method of claim 9 wherein upon rejection of said new output a new seed value! 

is generated by said random number generator. ' 

11. (original) The method of claim 9 wherein upon rejection of said new output said seed value i, 
incremented by a predetermined function and revised values for said first output and said second ; 
output are obtained. 

12. (currently amended) The method of claim 9 wherein a bit string greater than a predetermined 1 

I 

length [[1)] ~ is obtained and an [[l)] ~ bit string selected therefrom for comparison with said 

order q. 

13. ( currently amended) The method of claim 12 wherein upon rejection of said bit string of 

predetermined length [[1]] L, a further [[1]] 1= bit string is selected. 

14. ( currently amended) The method of claim 9 wherein said step of combining said first and 

BEST AVArt AALE r,opv 
'I.: I, .Ill 
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second outputs includes a further step ofrejecting excess bits such that said new output is a bit 

string of length [[ 1]] L, 

BEST AVAILABLE COPV 
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Amendments to the Drawings 

' 
Please replace the drawing sheet currently on file containing Figure 1, with the replacement sheet 

containing an amended Figure 1, submitted herewith. 
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REMARKS 

Applicant wishes to thank the Examiner for reviewing the present application. 

Amendments to the Specification 
The specification is amended to correct several typographical errors. The specification i~ 

also amended replacing the character "1" 1 which represents a bitstring of a predetermined length 

(introduced at paragraph [0033]), with its uppercase alternative "L" in order to distinguish same• 

from the numeral 1 (one). The character "I" was chosen to represent an arbitrary value for the 

length of the bitstring. Applicant believes that the uppercase alternative is an appropriate 

substitute, and in no way adds subject matter to the subject application. Applicant advises that 

each instance of "l" has been amended accordingly for consistency. 

Amendments to the Claims 
Various typographical errors are amended in the claims, and the character "l" has been 

replaced by "L" in each instance, consistent with the above amendments to the specification. NQ 

new matter is added by way of these amendments. 

Amendments to the Drawings 

Figure 1 is amended to include the reference numerals "10" and "16" as recited in 

paragraph [0028] of the specification. No new matter is added by way of these amendments. 

Oath/Declaration 

The Examiner believes that the oath or declaration for the present application is defective; 

particularly that it does not identify this application by application number and filing date (MPEP: 

§602.01 and §602.02), and is not signed by the inventors. Applicant advises that a combined 

Declaration and Power of Attorney meeting the above requirements was filed on February 12, 

2002. However, Applicant respectfully re-submits a copy of said document with this response. 

Objections to the Drawings 

The Examiner rejected the Figures for failing to comply with 37 CFR 1.84(p)(S), 

specifically for failing to identify reference numerals "10" and 1116" mentioned in the 

BEST AVAILABLE COPY 
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specification. Accordingly, Figure 1 is amended to include numerals 10 and 16 consistent with ' 

paragraph (0028] of the specification. Applicant believes the drawings comply with 37 

1.84(p)(S), and are of acceptable fonn. 

Claim Rejections - 35 u.s.c §1.QW;u 

Claims 1-2 and 4-S have been rejected under 35 U.S.C. §102(b) as being anticipated by 

Schneier "Applied Cryptography", pages 483-490 {hereinafter "Schneier"). Applicant 

respectfully traverses the rejections as follows. 

In paragraphs [0013] to [0017] of the subject application, the implementation of the 

Digital Signature Algorithm (DSA) is discussed, specifically, a bias that is introduced in the 

selection of the key k. This bias may be exploited to extract a value of, e.g., the private key d 

and thereafter render the security of the system vulnerable (see paragraph [0013]). Moreover, 

the work of Daniel Bleichenbacher is discussed in paragraph [0017], which suggests that the 

modular reduction to obtain k introduces sufficient bias into the selection of k, such that an 

examination of 222 signatures could yield the private key d in 264 steps, using 240 memory units. ! 

Bleichenbacher's work suggests that the key kneed be chosen carefully, or the above 
vulnerability may be exploited. 

The present invention provides a key generation technique that intends to eliminate such : 

a bias during the selection of the key. In particular, claim 1 recites a method of generating a key; 

over a group of order q, having the following steps: 

( a) generating a seed value from a random number generator; 

(b) performing a hash function on said seed value to provide an output; 

(c) determining whether said output is less than said prime number q; 

( d) accepting said output for use as a key if the value thereof is less than said prime 
number q; and 

(e) rejecting said output as a key if said value is not less than said order q. 

{identifiers added for discussion purposes herein only] 

Applicant respectfully submits that Schneier does not teach all steps of claim 1 recited 
above, and therefore, cannot anticipate claim 1. 

Schneier describes the DSA that was proposed for use in the Digital Signature Standard 

(DSS) by the National Institute of Standards and Technology (NIST). The Examiner relies on 

I 11 I II I II 
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the following passages: page 487, lines 7-15; and page 489, lines 15-18. On page 487, Schneier 

discusses a procedure for signing and then verifying a message. There is defined, among others, t 

a private key x, a public key y, a message m, a random number k, and a value q. To sign the 

message m, Alice first generates a random number k that is less than q. The Examiner believes 

that this step is equivalent to step (c) above. Applicant respectfully disagrees, and believes that 

the Examiner has misconstrued what Scbneier teaches in this passage. 

Step (c) of claim 1 involves determining whether the out,put is less than q, where the 

output is a resuh of a hash on a seed number that is chosen at random. In Schneier, k is a random 

number that is generated by Alice, and is said to be less than q. This value k is not an output that 

is a result of a hash on a seed number chosen at random, it is a random number in itself. In fact, : 

k is actually an input used in generating a signature, not an output that is compared with a prime 

number q for generating a key. Moreover, no comparison is even perfonned in this step by 

Scbneier. In claim 1, the comparison of the output with q is done so to exclude keys that have 

the vulnerability discussed above. Schneier simply does not teach such a step. 

Moreover, the Examiner believes that lines 12-15 of the passage of page 487 teaches step; 

(d) above. Applicant believes this is entirely incorrect. At lines 12-15, Schneier describes 

generating signature components rands. Schneier does not teach accepting an output as a key if 

its value is less than q. A key has not even been generated by Schneier in these steps. Signature 

components are in fact created for signing the message m, 

The passage taken from page 489 includes steps of checking whether or not q is prime. 

This in no way teaches the step of determining whether an output is less than a prime q. In fact, : 

Schneier teaches the determination of the nature of q, not a comparison with another value. 

Applicant believes that the Examiner has misconstrued the teachings of Schneier. 

Schneier does not teach at least steps (c) and (d) recited above. Accordingly, Schneier cannot 

anticipate claim 1. Therefore, claim 1 is believed to be patentable over Schneier. Claims 2 and 

4-5 are dependent on claim 1, and as such are also believed to b.e patentable over Schneier. 

Claim Rejections - 35 u.s.c. § 103(a) 

Claims 7.13 

Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 
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Schneier, in view of US Patent No. 6,219,421 to Backal. Applicant respectfully traverses the 

rejections as follows. 

Firstly, claim 7 is dependent on claim 1, and claim 8 is dependent on claim 7. Applicant 

has shown above that Schneier does not anticipate claim 1. The Examiner has indicated that 

Schneier does not teach the subject matter of claims 7 and 8. In order to establish a prlmafacie . 
case of obviousness, one of the criteria that must be met is that the references relied upon must · 
teach all elements of the claim (§2143 MPEP). For the combination relied upon by the Examiner 

to teach all elements of claims 7 and 8, Backal would not only have to teach the subject matter of 

claims 7 and 8, but also what is missing from Schneier regarding claim 1. Applicant respectfully 

submits that Backal does not teach what is missing from claim 1, and for at least that reason, 

claims 7 and 8 are patentable over the combination of Schneier and Backal. 

Backal teaches a virtual key method using a virtual matrix to avoid sending large keys 

over a communication channel. Back.al does not teach the step of detemrining whether an output 

is less than a prime number q, where the output is provided by perfonning a hash function on a 

seed value generated at random. Backal also does not teach the step of accepting the output as a . 

key if the value thereof is less than q. Accordingly, Sackal does not teach what is missing from 

Schneier, Therefore, Applicant believes that claims 7 and 8 are patentable over the combination i 

of Schneier and Sackal. 

Secondly, claim 9 is an independent claim that, in part, teaches the step of determining 

whether an output has a value less than q, As shown above, neither Schneier nor Backal teach 

such a step. Therefore, for at least that reason, Applicant believes that claim 9 is patentable over 

the combination of Schneier and Backal. Claims 10-13 are either directly or indirectly 

dependent on claim 9, and as such, are also believed to be patentable over the combination of 
Schneier and Backal. 

In summary, Applicant respectfully submits that neither Schneier, nor Backal teaches a 

step of determining whether an output is less than a prime number q, and therefore, for at least 

that reason, claims 7-13 are patentable over such a combination. 

Claims 3 & 6 
Claims 3 and 6 have been rejected under 3S U.S.C. 103(a) as being unpatentable over 

Schneier, in view ofNel et al. "Generation of Keys for use with the Digital Signature Standard 

BEST AVAILABLE COPY 
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Claims 3 and 6 are both dependent on claim 1. Applicant has shown above that Schneier 

does not anticipate claim 1. The Examiner has indicated that Schneier does not teach the subject 

matter of claims 3 and 6. Therefore, similar to the above, Net must not only teach the subject 

matter of claims 3 and 6, but also what is missing from Schneier regarding claim 1. Applicant 

respectfully submits that Nel does not teach what is missing from claim 1, and for at least that 

reason, claims 3 and 6 are patentable over the combination of Schneier and Nel. 

Nel teaches key generation for the DSS, specifically, a summary of the private-key 

generation method found in the original draft DSA proposal by NIST. In section S.B, viz., the 

critically flawed step of k""' G(t, XKBY) mod q is shown. This reduction modulo q introduces 

the bias discussed earlier in the value k. The present invention avoids this bias by rejecting 

values for a key that are not less than q, in part, using the step of determining whether an output 

is less than the prime number q. Nel does not teach such a step, but in fact teaches the 

wlnerability that the present invention avoids. Nel in no way teaches the step of detennining 

whether an output (to potentially be used as a key) is less than the prime number q. 

Accordingly, Nel does not teach what is missing from Schneier. Therefore, for at least 

that reason, Applicant believes that claims 3 and 6 are patentable over the combination of 

Schneier and Nel. 

Claim 14 
Claim 14 has been rejected under 3S U.S.C. 103(a) as being unpatentable over Schneier, 

in view ofBackal1 and further in view ofNel. Applicant respectfully traverses the rejection as 

follows. 

Claim 14 is dependent on claim 9. Applicant has shown above that none of Schneier, 

Sackal, nor Nel teach a step of detennining whether an output is less than a prime number q. 

Accordingly, the combination of Schneier, Backal and Nel does not teach all of the subject 

matter of claim 1, let alone claim 9, which is dependent on claim 1. Therefore, for at least that 

reason, Applicant believes that claim 14 is patentable over the combination of prior art cited by 

the Examiner. 

I I: ' 11 I ll 
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Su,mmazy 
In view of the foregoing, Applicant believes that claims 1-14 clearly and patentably 

distinguish over the prior art relied upon by the Examiner, and are in condition for allowance. 

Applicant requests early reconsideration and allowance of the present application. 

JohnR.S, 0 e 
Agent for Applicant 
Registration No. 29,725 

Date: S'eptember.22. 2005 

BLAKE, CASSELS & ORA YDON LLP 
Suite 2800, P.O. Box 25 
199 Bay Street, Commerce Court West 
Toronto, Ontario MSL 1A9 
CANADA 

Tel: 416.'863.3164 
JRO/BSL 
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Declaration an'° of Attorney For Patent Application 
English Language Declaration 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name, 

i believe I am the original, first and sole inventor {if only one name is listed below) or an original, 
first and joint Inventor (if plural names are listed below) of the subject matter which is claimed and: for 
which a patent is sought on the invention entitled · 

METHOD OF PUBUC KEY GENERATION 

the specification of which 

(check one) 

D is attached hereto. 
!El was flied on December 26, 2001 as United States Application No. or PCT International 

Application Number _1_0,_02_s_,9_24 _____________________ _ 

and was amended on ----------------------~-(if applicable) 

I hereby state that I have reviewed and understand the contents of the above identified specification, 
including the claims, as amended by any amendment referred to above, 

I acknowledge the duty to disclose to t~e United States Patent and Trademark Office all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d) or 
Section 365(b) of any foreign application(s) for patent or inventor's certificate, or Section 365(8)' of 
any PCT International application which designated at least one country other than the United States, 
listed below and have also identified below, by checking the box, any foreign application for patent or 
inventor's certificate or PCT International application having a filing date before that of the applicatfon 
on which priority is claimed. 

Prior Foreign Applieation(s) 

2,329,590 

(Number) 

(Number) 

(Number) 

Canada 

(Country) 

(Country) 

(Country) 

27/12/2000 

(Day/Month/Year Filed) 

(Day/Month/Year Filed) 

(Day/Month/Year Filed) 

!=>riority Not Claimed 

D 

□ 

□ 

Form PTO.SB-41 (9-95) (Modiflod) 

BEST AVAILARLE
02el~PV Patent and Tr:idemarlc Offlc;N.l,S, DEPARTMENT OF (i;OMMERC: 
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"• I ·hereby claim the benefit under 35 U.S.C. Section 119(e) of any United States provisiqnal 
application(s) listed below: 

(Application Serial No.) (Filing Date) 

(Applicatlon Serial No.) (Filing Date) 

(Appllcatlon Serlal No.) (Filing Date) 

I hereby claim the benefit under 35 U. S. C. Section 120 of any United States application(s), or 
Section 365(c) of ·any PCT International application designating the United States, listed below and, 
insofar as the subject matter of each of the claims of this application is not disclosed in the prior 
United States or PCT International application in the manner provided by the first paragraph of35 
U.S.C. Section 112, I acknowledge the duty to disclose to the United States Patent and Trademark 
Office all information known to me to be material to patentability as defined in Title 37, C. F. ft, 
Section 1.56 which became available between the filing date of the prior application and the national 
or PCT International filing date of this application:· 

(Application Serial No.) (Filing Date) (Status) 
(patented, pending, abandoned} 

(Application Serial No.) (Filing Date) (Status) 
(patented. pending, abandoned) 

(Application Serial No.) (Filing Date) (Status) 
(patented, pending, abandoned) 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on Information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like so made are punishable py 
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that subh 
willful false statements may jeopardize the validity of the application or any patent issued thereon. · 

BEST AVAILABLE COPY 

Form PTO-SS-01 (G-SS) (Modlfloc:I) Patent .a11d Tradom::ark Offlce-U.S, DEPARTMENT OF C MMERCE 

1, •• , 
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POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorney(s) and/or 
agent(s) to prosecute this application and transact all business In the Patent and Trademark Office 
connected therewith. (Jfst name and registration number) 
Oranae & Chari (Customer No, 27,155) 

Send Correspondence to: Orange & Chari 
Suite 49001 P.O. Bo:r 190 
66 Wellington Street West 
Toronto, Ontario MSK 1H6 Canada 

Direct Telephone Calls to: (name and telephone number) 
John R.S. Orange (416)601-8440 

Full name of sole or flrst Inventor 
VANSTONE, Scott A, 

Residence 
10140 Pineview Trail, P.O. Box 490, Campbellville, Ontario LOP lBO Canada 
Citizenship 
Canadian 
Post Offlc:e Address 
Same As Above 

Full name of second inventor, if any 
V ADEKAR, Ashok 

Resl c:e 
250 Harris Street, R.R. 4, Rockwood, Ontario NOB 2KO Canada 
CIUien;hip 
Canadian 
Post Office Addres; 
Same As Above 

Form PTO-SB-41 (8-95) (Modified) 

.. BEST .. ~VAllABLE COPY 
Pa1on1 and Trademark Offlca-u,s, DEPARTMENT OF cl MMERCE 

! 
I 
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Full name of third Inventor, if any 
LAMBERT, Robert J, 
Third inventor's signature ,,? / .,t _ c::.--;;_ ~ 

~~C.~·~''"~ 
Reaidenee 
1530 Holm Street, Cambridge, Ontario LSM 5Nl Canada 
Cill%ensnlp 
Canadian 
Post Office Address 
Same As Above 

Full name of fourt.1'1 Inventor, If any 
GALLANT, Robert P, 
Fourth inventor's signatvre ; 

Residence 
4788 Rosebush Road, Mississauga, Ontan 
Citizenship 
Canadian 
Post Office Address 
Same As Above 

Residence 
1015 Banstock Drive, 
Cltizenship 
Canadian 
Post Office Address 
Same As Above 

Full name of shdh inventor, if any 
MENEZES, Alfred 

Residenc:e 
1302-22157 Lakeshore Blvd. West Canada 
CIUzenshlp 
Canadian 
Post Office Address 
Same As Above 

Porm PTO.SS.01 (8•95) (Modlnod) 

BEST A\IAJ' 
· ·· · ~v.,, lABLE COPv 

Date 
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·· .. PETmON FOR EXTENSION OF TIME UNDE~ 37 CFR 1.136(a) 
(Large Entity) /0 I P~"'-..... 

In Re Application Of: 

NO 0354 P 23 

Docket No. 
67539/00421 

Application No. 

10/025,924 

Filing Cate 

12/26/2001 
E~ Customer No. Group Art Unit Confirmation No. 

GELAGA Y, Shew aye 27871 2133 7632 

Invention: METHOD O:F PUBLIC KEY GENERATION 

COMMISSIONER FOR PATENTS: 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for fillng a response to the Office 
Action of 03/24/l00S in the above-identified application. 

DAie 

The requested extension Is as follows (check time period desired): 

□ One month O TWo months 181 Three months □ Four months O Five montHs 

from: June 14, 2005 until: September 24, 2005 
Date Dale 

The tee for the extension of time is Sl,020 and is to be paid as follows: 
0 A check in the amount of the fee is enclosed. 
181 The Director is hereby authorized to charge any fees which may be required, or credit any overpayment. to 

Deposit Account No. 02-25SJ 

□ If an additional extension of time is required, please consider this a petition therefor and charge 
any additional fees which may be required to Deposit Account No. 02-2~53 

0 Paym~nt by credit card. Form PTO-2038 is attached. 
WARN~G~nfonnation on this form may become public. Credit card infonnatton should not 
be inclu~c:f\qn this form. Provide credit card infonnation and authorization on PTO-2038, 

\, "\.. 
\, ··" . 

'\ \ "-, Dated: Sept. 22 , 2005 

John R.S, Orange (Re~~~~;S) ..._. 
Blake, Cassels & Graydon L.LP 
Box 25, Commerce Court West 
199 Bay Street 
Toronto, Ontario M5L 1A9 
CANADA 
Tel: (416) 863-3164 
Fax: (416) 863-2653 

09/211/2005 HAL111 00000102 022553 10025924 

01 Fl : 1253 1020. 00 DA 
cc: 

I hereby certify that this correspondence is being deposited 
with the United States Postal SeNioe with sufncient :postage 
as first class mail In an envelope addressed to "Com~isaioner 
ror Patents, P.O. Box 1450, Alexandria, VA 22313-~450" [37 
CFR 1.8(a)J on 1 

i 
I 

I 
(Dare) 

Sicnotu.re a/ Penan Mai/Jn1 c,me,ponduu:e. 

T_yped o, Printed Name of Per1on Moi.lin1 Cor,upo➔d,nce 

P121.AAQE!RE:Vp8 

! 
i 
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CHANGE OF 
CORRESPOND EN 

App/i 
Address to: 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-145 

Filing Date 12/26/2001 

First Named Inventor V ANSTON&, ~ott A-

Art Unit 213J 

Examiner Name GELAOAY, Shewaye 

Attorney Docket Number 67539/00421 

Please change the Correspondence Address for the above-identified application to: 

[X] The address associated with I 27871 I customer Number: 

OR 

□ Firm or 
lndi'vidual Name 

Address 

City I State I I ZIP I 
Country 

Telephone I Email I 

i 

' 

' 
i 

I 
I 

i 

; 

' 

This form cannot be used to change the data associated with a Customer Number. To change the data 
associated with an existing Customer Number use "Request for Customer Number Data Change• 
(PTO/SB/124). 

I am the: ' 
I 

i 

□ Applicant/Inventor i 
i 

□ 
Assignee of record of the entire interest. 
Statement under 37 CFR 3.73(b) Is enclosed. (Form PTO/SB/96). 

[Z] Attorney or Agent of record. Registration Number 29,725 

{:J Registered practitioner named in the application transmittal letter in an application without ap 
'\. exe~ed oath or declaration, See 37 CFR 1.33(a)(1). Registration Number : 

\'. ~ ,·.~ 

\~~'-- ' Signature 
I 

Typed or Printed John·,.s. Orange (Reg. #29, 725) ' ; 
Date September 2 2 , 200S I Telephone (416) 863-3164 

NOTE: Signatures of all the inventors or assignees of record or the entire lnterast or their repreaentative(s) are required. Submit multiple 
forms if more than one signature is required, see balow•. 

I:&] •Total or 1 forms are submined, 

Ttila c:ollec:tion of inrorma1ion is required by 37 C:FR 1.33. The Information is requiNld to obtain or retain a benefit by the public whll:h Is to file (and by lhe us l»TO 
lo prooass) an applioe1ion. Confidentlallty Is governed by 3S U,S,C, 122 and 37 CFR 1,11 and 1,14. Thia collecllon Is e~ll'lllllted 10 t11kc 3 minU1es to com1 lele, 
fncludfng galh111nns, proparing, and aubmil1ing lhe completed application rorm to lhc USPTO. Time will vary depending on the individual ca!le. Any comrnen ~on 
the amount of lime you require lo complme this form and/or &uggeslion11 for reducing this burden, !lhould be sent lo lho Chillf lnforma1ion Officer, U.S. Palen and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, AlelCBndrie, VA 22313-1450. DO NOT SEND FEES OR COMPLETEC FORMS TO "HIS 
ACCRESS. SENI) To: C:ommlaslo11er for P.11tent.s, P.O. Box 1450, Alexandria, VA Z231lM4CO. 

If you ne«J essl&tance in completing m~ form, call 1•BOO-PT0•9199 a.nd 8/'ill'ict option 2 

. ' ' ..... 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 102

SEP. 22. 2 
,1 

005 3:07PM NO, 0354 P, 3 kV 
FTOISl'J/21 :~ I .s S Doc: Code: Apprcwed tor U&e lhPt:lugh 07131/200$, OMEI 0651-CJ 1,., .-u.s, Paten, and Tradern~ Olf,eA: U,S. DEPARTMENT OF COMM e .~ Under the P:1~erwar11 RAdl.lC!tiC111 Ac:'t ol 1995, no pMons :ire roequirl>d tr, rnp011d to a eollectlon of infcrmi:rtia" unl115-9 It dlep/e)'9 a lllllid 0MB control number, ffJ1 

·r I'! 
Applic:alion Number J0/02S,92d 

~t"'fte"A ~SMITTAL FIiing Date U/26/2001 

O , "- RM 
First Named Inventor VANSTONE, Scott A. ~ 

I SEH 2 1111ll ~ J Art Unit 2133 

-0 " ! ~btJ IICSd tor Qndonee .:inor Initial m;ngJ Ei<aminer Name GELAGAY, Shew11ye 
! 

"--! l'l,\Oe,I'_/" I I 
\. Total Num6erof Pagff in This Submission Attorney Ooc:kel Number 67539/00421 J,,j 

ENCI.OSURES ~,ck all dlat aoo/11 

D Fee Tra~ml~I Form l8] □ Aller Allowance Communiciation Orawlng(s) to TC 

□ Fee Attached □ Llcenslng-related Papers □ Appeal Communication lo 80111'11 
of ~peals ancl Interferences 

18] Amendment I Reply □ P81ition □ Appeal Communieetion lo TC 
{Appeiil Nollet, Brief, Fleply Bl1ef) 

□ 
' □ AnerFinal □ Pelilh>n lo Con\/911 lo a Proprietary lnformeuon 
i 

Provisional Applic:sllan 

D Affidavlts/doclaration(e) ~ Powor of An1:1rnev, R8V0ca1lan 

□ Slatus Letter Change or Correspondence Address 

· ~ EJ<1an&i011 of Time Reque!lt □ □ 
0\hor Enmo&LU'e(e) (please 

Tanninal Cisclaimer Identify below): 

:□ Expre!$ Abandonmont Roq1.1asI □ Request ror Refund I 
I D Information Oiscl1:1aure Stalerrienl 

D CO, Number of CD(s:) ___ i n Llilndscapo Table on CO I 
□ 

Certiliod Copy of Priori1y 

I I Documenl(s) Remarks 
I 

□ 
Respon1~e lo Missing Pans/ 

i fncomplele Appllcallon 

□ 
Reply to Mi"ing Pans Under 
37 CFR 1,52 or 1,53 

; 

\ SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
FlrmNamo ~ Culll!}s & Gnyclon LLP 

Slg11aluro \~ 
Printed neme JohnR,~ 

! 
Cate September 2.2.. , zoos I Rog, No, 29,72S I 

i 
r t"'t=RTIFICATE OF TR4NSMISSION/MAIL/NG ""I 

I here!JV certify thal this COl'l'9apondence la being facsimile ll'Bnamitted to tho US PTO or deposited wllh the Unhed Slates ?ostal Service with aufllcle"I pos,age•as fin.I claaa mall In an envolope addre!l!lecl to: Commissioner lot ?atenta, P.O. Box 1450, AlalCBndrla,VA 22313-1450 on Iha .date ehown below. 

SIQnaluro 

\:,.TVlll9d or printed name I Dale I .. 
Thia collecllon of ~formation ie re~ulred bY- 37 CFR 1,5, The Information is tejuired to ob1aln or rocain a benefit by the public _which ra lo file (an b~ lhe USPTO lo ocess) an 11ppl cation. Confidential~ is governed by 35 U. ,c. 122 and 37 CFR 1.11 and 1.14. This collection luisllmatad 1, 2 hourn to compll!lit, including gathering. pr!!paring, an aubmltlln9 the compl8tecl a~licallon form to lho USPTO, Time will va~ 4opending upo1 the individual caoe, Any c:ommenls on the emounl of tlm~ you roqutre lo complete I i$ fonn and/or eugges1ion11 lor reducinf. lh s burden, shourc be sent lo lhe Chief Information Officer, U.S. Patsnt and Trademark Office, U,S, De$artment of Commerce, P.O. Box 450, Alexenclria, VJ 22313,1450. 00 NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRE;SS, END TO: commissioner for Patenta, P.O. Bo111450l A1111andria, VA 22313-1450. \ 

"you need aasl1tinco In completing the form, t:1111/ 1•800-PT0-9199 snd llOl9Crt>ptiOn 2. i 

' I I I •I II 
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570 28 (increment$4) adj ((seed adj2 U5-PGPUB; OR ON 2005/03/04 11:32 
value) or (random adj2 (no or U5PAT 
number))) 

571 1 ("6934392").PN. U5-PGPUB; OR OFF 2005/11/15 15:28 
U5PAT 

572 1 ("6618483").PN. U5-PGPUB; OR OFF 2005/11/15 15:50 
U5PAT 

573 1 ("6705517").PN. US-PGPUB; OR OFF 2005/11/15 16:59 
U5PAT 

575 1837 (boundary adj2 limit) U5-PGPUB; OR ON 2005/11/15 17:00 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S76 29 (boundary adj2 limit) same key US-PGPUB; OR ON 2005/11/15 17:00 
U5PAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

577 1285 (perform$4 or generat$4) same US-PGPUB; OR ON 2005/11/29 18:09 
(hash with (seed or random)) U5PAT; 

USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S78 12 (perform$4 or generat$4) same US-PGPUB; OR ON 2005/11/29 18:16 
(hash with (seed or random)) and USPAT; 
((determin$4 or verify$4 or USOCR; 
compar$4 or check$4) same ((less EPO; JPO; 
or lower) with (q or prime))) DERWENT; 

IBM_TDB 

579 15 (perform$4 or generat$4) same U5-PGPUB; OR ON 2005/11/29 18:39 
(hash with (seed or random)) and USPAT; 
((determin$4 or verify$4 or U5OCR; 
compar$4 or check$4 or test$4 ) EPO; JPO; 
same ((less or lower) with (q or DERWENT; 
prime))) IBM_TDB 

580 2 (perform$4 or generat$4) adjlO US-PGPUB; OR ON 2005/11/29 18:40 
(hash with (seed or random)) and U5PAT; 
(( determin$4 or verify$4 or USOCR; 
compar$4 or check$4 or test$4) EPO; JPO; 
adjl0 ((less or lower) with (q or DERWENT; 
prime))) IBM_TDB 

S81 2 (("6078667") or ("6337909")).PN. US-PGPUB; OR OFF 2005/11/30 06:49 
USPAT 

Search History 12/1/05 10:56:48 AM Page 5 
C: \Documents and Settings\sgelagay\My Documents\EAST\ Workspaces\10025924. wsp 
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S82 17 Bleichenbacher US-PGPUB; OR ON 2005/11/30 07:37 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S83 3 "security builder" US-PGPUB; OR ON 2005/11/30 07:46 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

588 5 (generat$4 with ((hash or digest) US-PGPUB; OR ON 2005/11/30 07:49 
same (seed or random))) and USPAT; 
(( compar$4 or test$4 or verify$4 or USOCR; 
check$4) with ((less or lower) with EPO; JPO; 
(q or prime))) DERWENT; 

IBM_TDB 

Search History 12/1/05 10:56:48 AM Page 6 
C:\Documents and Settings\sgelagay\My Documents\EAST\Workspaces\10025924.wsp 
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Application No. 

10/025,924 

Applicant(s) 

VANSTONE ET AL. 

Office Action Summary Examiner Art Unit 

Shewaye Gelagay 2137 I 
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )[81 Responsive to communication(s) filed on 22 September 2005. 

2a)0 This action is FINAL. 2b)[81 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O.G. 213. 

Disposition of Claims 

4)[81 Claim(s) 1-14 is/are ·pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) is/are allowed. 

6)[81 Claim(s) 1-14 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

• See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) [81 Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) 0 Information Disclosure Statement(s} (PTO-1449 or PTO/SB/08} 
Paper No(s}/Mail Date 

4} 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application (PTO-152) 
6) 0 Other: __ . 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 11302005 
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Application/Control Number: 10/025,924 

Art Unit: 2137 

DETAILED ACTION 

Page 2 

1. This office action is in response to Applicant's amendment filed on September 

22, 2005. Claims 1, 5, 6, 9, 12-14 have been amended. Claims 1-14 are pending. 

Oath/Declaration 

2. In view of the amendment filed September 22, 2005, the Examiner withdraws the 

objection to the Oath/Declaration. 

Drawings 

In view of the amendment filed September 22, 2005, the Examiner withdraws the 

objection to the Drawings. 

Specification 

3. In view of the amendment filed September 22, 2005, the Examiner withdraws the 

objection to the Specification. 

Response to Arguments 

4. Applicant's arguments, see Remarks, filed September 22, 2005, with respect to 

the rejection(s) of claim(s) 1-4 under 35 U.S.C. 102(b) and 103(a) have been fully 

considered and are persuasive. Therefore, the rejection has been withdrawn. 

However, upon further consideration, a new ground(s) of rejection is made. 

Claim Rejections - 35 USC § 112 
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5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Page 3 

6. Claim 1 recites the limitation "said prime number q" in lines 5 and 6. There is 

insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC§ 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 1-2, 4-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Matyas, Jr. et al. 

(hereinafter Matyas) United States Letter Patent Number 6,307,938. 

As per claim 1: 

Schneier teaches a method of generating a key over a group of order q, said 

method including the steps of: 

generating a seed value from a random number generator; (Page 487, line 11; 

Page 489, lines 15-16) 

accepting said output for use as a key if the value thereof is less than said prime 

number q; (Page 487, lines 12-15) and 
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Page 4 

rejecting said output as a key if said value is not less than said order q. (Page 

487, line 11) 

In addition, Schneier further discloses performing a hash function (Page 487, 

lines 7-8; Page 489, lines 17-18) and determining whether a random number is less 

than q. (Page 487, line 11; ... k less than q) 

Schneier does not explicitly disclose a method of performing a hash function on 

seed number to provide an output and determining whether said output is less than said 

prime number q. 

Matyas in analogous art, however, discloses a method of performing a hash of 

each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and 

generating seed involving a test to ensure that it falls within a specified range of allowed 

values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method of performing a hash function on seed number to provide an output 

and determining whether said output is less than said prime number q. This modification 

would have been obvious because a person having ordinary skill in the art would have 

been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide 

a system to avoid attack because it is not possible to invert the hash function to 

determine the required input seed. 

As per claim 2: 
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Page 5 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. In addition, Schneier further discloses a method wherein another 

seed value is generated by said random number generator if said output is rejected. 

(Page 487, line 11; Page 489, line 22) 

As per claim 4: 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. In addition, Schneier discloses a method wherein said key is used for 

generation of a public key. (Page 487, lines 8-15; Page 488, line 3-8) 

As per claim 5: 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. In addition, Schneier further discloses a method wherein said order q 

is prime number represented by a bit string of predetermined length I. (Page 487, line 1 

and Page 488, line 5) 

9. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Matyas, Jr. et al. 

(hereinafter Matyas) United States Letter Patent Number 6,307,938 and further in view 

of Sackal United States Letter Patent Number 6,219,421. 

As per claim 7: 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. Both references do not explicitly disclose a method wherein if said 

output is rejected, said output is incremented by a deterministic function and a hash 
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function is performed on said incremented output to produce a new output; a 

determination being made as to whether said new output is acceptable as a key. 

Page 6 

Sackal in analogous art, however, disclose a method wherein if said output is 

rejected, said output is incremented by a deterministic function and a hash function is 

performed on said incremented output to produce a new output; a determination being 

made as to whether said new output is acceptable as a key. (Col. 5, lines 61-67) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method of wherein if said output is rejected, said output is 

incremented by a deterministic function and a hash function is performed on said 

incremented output to produce a new output; a determination being made as to whether 

said new output is acceptable as a key. This modification would have been obvious 

because a person having ordinary skill in the art would have been motivated to do so, 

as suggested by, Sackal (Col. 1, lines 50-51) in order to provide an exceptional degree 

of security. This way, the keys generated using the above method of seed value 

generation will protect any unauthorized person from having access to the digitally 

signed document. 

As per claim 8: 

The combination of Schneier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Sackal further discloses a method wherein said step of 

incrementing includes a further step of adding a particular value to said seed value. 

(Col. 5, lines 61-67) 
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As per claim 9: 

Page 7 

Schneier teaches a method of generating a key over a group of order q, said 

method including the steps of: 

generating a seed value from a random number generator; (Page 487, line 11; 

Page 489, lines 15-16) 

accepting said new output as a key k if said new output has a value less than 

order q; (Page 487, line 11; ... k less than q) and 

rejecting said new output as a key if said new output has a value less than order 

q. (Page 487, line 11) 

In addition, Schneier further discloses performing a hash function (Page 487, 

lines 7-8; Page 489, lines 17-18) and determining whether a random number is less 

than q. (Page 487, line 11; ... k less than q) 

Schneier does not explicitly disclose a method of performing a hash function on 

seed number to provide an output; determining whether said output is less than said 

prime number q; incrementing said seed value by a predetermined function and 

performing said hash function on said incremented seed value to provide a second 

output; and combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q. 

Matyas in analogous art, however, discloses a method of performing a hash of 

each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and 

generating seed involving a test to ensure that it falls within a specified range of allowed 

values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method of performing a hash function on seed number to provide an output 

and determining whether said output is less than said prime number q. This modification 

would have been obvious because a person having ordinary skill in the art would have 

been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide 

a system to avoid attack because it is not possible to invert the hash function to 

determine the required input seed. 

Both references do not explicitly disclose incrementing said seed value by a 

predetermined function and performing said hash function on said incremented seed 

value to provide a second output; and combining said first output and second output to 

produce a new output; determining whether said new output has a value less than said 

order q. 

Sackal in analogous art, however, disclose a method of 

incrementing said seed value by a predetermined function and performing said 

hash function on said incremented seed value to provide a second output; (Col. 5, lines 

61-67) and 

combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q; (Col. 5, lines 

54-60) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 
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Matyas to include a method of incrementing said seed value by a predetermined 

function and performing said hash function on said incremented seed value to provide a 

second output; and combining said first output and second output to produce a new 

output; determining whether said new output has a value less than said order q. This 

modification would have been obvious because a person having ordinary skill in the art 

would have been motivated to do so, as suggested by, Sackal (Col. 1, lines 50-51) in 

order to provide an exceptional degree of security. This way, the keys generated using 

the above method of seed value generation will protect any unauthorized person from 

having access to the digitally signed document. 

As per claim 10: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Schenier further discloses a method wherein upon 

rejection of said new output a new seed value is generated by said random number 

generator. (Page 487, line 11; Page 489, line 22) 

As per claim 11 : 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Sackal further discloses a method wherein upon rejection 

of said new output said seed value is incremented by a predetermined function and 

revised values for said first output and said second output are obtained. (Col. 5, lines 

61-67) 

As per claim 12: 
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The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Schenier further discloses a method wherein a bit string 

greater than a predetermined length I is obtained and an I bit string selected therefrom 

for comparison with said order q. (Page 487, line 1 and Page 488, line 5) 

As per claim 13: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Schenier further discloses a method wherein upon 

rejection of said bit string of predetermined length I, a further I bit string is selected. 

(Page 487, line 1 and Page 488, line 5) 

10. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Matyas, Jr. et al. 

(hereinafter Matyas) United States Letter Patent Number 6,307,938 in view of Nel et al. 

(hereinafter Nel) "Generation of Keys for use with the Digital Signature Standard (DSS)" 

(Pages 6-10). 

As per claim 3: 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. Both references do not explicitly disclose a method wherein the step 

of accepting said output as a key includes a further step of storing said key. 

Nel in analogous art, however, discloses a method wherein the step of accepting 

said output as a key includes a further step of storing said key. (Page 10, Col. 1, lines 3-

4) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method wherein the step of accepting said output as a key includes 

a further step of storing said key. This modification would have been obvious because a 

person having ordinary skill in the art would have been motivated to do so in order to be 

able to reuse the key and also to perform auditing on the key generation process. 

As per claim 6: 

The combination of Schneier, Matyas and Nel teach all the subject matter as 

discussed above. Both references do not explicitly disclose a method wherein said 

output from said hash function is a bit string of predetermined length L. 

Nel in analogous art, however, discloses a method wherein said output from said 

hash function is a bit string of predetermined length L. (Page 8, Col. 2, lines 8-11) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method wherein said output from said hash function is a bit string of 

predetermined length L. This modification would have been obvious because a person 

having ordinary skill in the art would have been motivated to do so as suggested by Nel 

et al. (Page 8, Col. 2, lines 6-7) in order to prevent constructing a message which will 

yield a known value of message digest. 

11. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier 

"Applied Cryptography", (Pages 483-490) in view of Sackal United States Letter Patent 
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Number 6,219,421 and further in view of Nel et al. (hereinafter Nel) "Generatiion of Keys 

for use with the Digital Signature Standard (DSS)" (Pages 6-10). 

As per claim 14: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. Both references do not e~plicitly disclose method wherein said step of 

combining said first and second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length I. 

Nel in analogous art, however, discloses a method wherein said step of 

combining said first and second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length I. (Page 8, Col. 2, lines 8-11) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method wherein said step of combining said first and second 

outputs includes a further step of rejecting excess bits such that said new output is a bit 

string of length I. This modification would have been obvious because a person having 

ordinary skill in the art would have been motivated to do so as suggested by Nel (Page 

8, Col. 2, lines 6-7) in order to prevent constructing a message which will yield a known 

value of message digest. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Shewaye Gelagay whose telephone number is 571-272-

4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free) . 

Shewaye Gelagay 
11/30/05 . EMlu~ 

SUPERVISORY PATENT EXAMINER 
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BEST AVAILABLE COPY 

Appl. No.: 10/025,924 

Applicant: VANSTONE, Scott et al. 

Filed: December 26, 2001 

Title: METHOD OF PUBLIC KEY GENERATION 

Art Unit: 2137 

Examiner: GELAGA Y, Shewaye 

Docket No.: 67539/00421 

Mail Stop Amendment 
U.S. Patent & Trademark Office 
Commissioner for Patents 
P.O. Box 1450 
Alexandria. VA 22313-1450 

Sir: 

RESPONSE 

This is further to the Office Action mailed December 6, 2005. Applicant wishes to 

amend the above-identified application as follows: 

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of this 

paper. 

Remarks: begin on page S of this paper. 

1 
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Amendments to the Claims 

This listing of claims will replace all prior versions and listings of claims in the application: 

Listing of claims: 

1. ( currently amended) A method of generating a key over a group of order q, said method 

including the steps of: 

generating a seed value from a random number generator; 

performing a hash function on said seed value to provide an output; 

determining whether said output is less than said 13rime ffi:lmhef order q; 

accepting said output for use as a key if the value thereof is less than said prime eemeer 

order q; and 

rejecting said output as a key if said value is not less than said order q. 

2. (original) The method of claim 1 wherein another seed value is generated by said random 

number generator if said output is rejected. 

3. (original) The method of claim 1 wherein the step of accepting said output as a key includes a 

further step of storing said key. 

4, (original) The method of claim 1 wherein said key is used for generation of a public key. 

S. (currently amended) The method of claim l wherein said order q is!!: prime number 

represented by a bit string of predetennined length L. 

6. (previously presented) The method of claim 5 wherein said output from said hash function is a/ 
I 

bit string of predetermined length L. 
! 

7. (original) The method of claim 1 wherein if said output is rejected, said output is increme~ted: 

by a deterministic function and a hash function is performed on said incremented output to i 

2 
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produce a new output; a detennination being made as to whether said new output is acceptable .as 

a key, 

8. (original) The method of claim 7, wherein said step of incrementing includes a further step of 

adding a particular value to said seed value. 

9. (currently amended) A method of generating a key over a group of order q, said method 

including the steps of: 

generating a seed value from a random number generator; 

performing a hash function on said seed number to provide a first output; 

incrementing said seed value by a predetermined function and perfonning said hash 

function on said incremented seed value to provide a second output; 

combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q; 

accepting said new output as a key k if said new output has a value less than llid, order q; 

and 

rejecting said new output as a key if said new output has a value less than said order q. 

10. (original) The method of claim 9 wherein upon rejection of said new output a new seed value 

is generated by said random number generator. 

11. (original) The method of claim 9 wherein upon rejection of said new output said seed vaJue is 

incremented by a predetermined function and revised values for said first output and said second 

output are obtained. 

12. (previously presented) The method of claim 9 wherein a bit string greater than a 

predetermined length L is obtained and an L bit string selected therefrom for comparison with 

said order q. 

13. (previously presented) The method of claim 12 wherein upon rejection of said bit string Ci>f 

predetermined length L, a further L bit string is selected. 

3 
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14. (previously presented) The method of claim 9 wherein said step of combining said first and 

second outputs includes a further step of rejecting excess bits such that said new output is a bit 

string of length L. 

4 
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REMARKS 
Applicant wishes to thank the Examiner for reviewing the present application. 

Amendments to the Claims 

Claim l is amended replacing the expression "prime number'' with "order" on lines 5 and 

6. 

Claim 5 is amended inserting "a" between "is" and "prime" on line 1. 

Claim 9 is amended inserting ''said" between "than" and ''order" on lines 9 and 10. 

Claim Rejections - 35 U.S.C. § 112 

Claim 1 has been rejected under 35 U.S.C. § 112, second paragraph as being indefinite 

due to an alleged lack of antecedence for the expression "said prime number q". Applicant 

amends claim 1 replacing "said prime number q" with "said order q". The expression "order q,, 

is introduced in the preamble of claim 1. Therefore, Applicant believes that claim l as amended 

complies with 35 U.S.C. § 112, second paragraph. 

Claim Rejections - 3S u.s.c. § 103 

Regarding aaims 1-2, 4 .. 5: 

Claims 1-2, and 4-S have been rejected under 35 U.S.C. § 103(a) as being unpatentable 

over Schneier (pages 483-490) in view of US Patent No. 6,307,938 to Matyas Jr. et al. 

(hereinafter Matyas). Applicant respectfully traverses the rejections as follows. 

Schneier teaches the digital signature algorithm (DSA) proposed for use in the Digital 

Signature Standard (DSS) by the National Institute of Standards and Technology (NIST). The 

Examiner relies primarily on page 487, line 11, where Alice generates a random number kwhich 

is less than q. Based on this step, the Examiner believes that Schneier teaches the step of 
i 

generating a seed value from a random number (i.e. k), and the steps of accepting or rejecting thJ 

output based on whether or not it is less than a prime q. Applicant acknowledges that the 

Examiner admits that Schneier does not teach comparing a hashed version of a seed value with a 

value q. The Examiner relies on Matyas as teaching what is missing from Schneier, specifically,! 

the passage from column 6, line 65 to column 8, line 35. 

In the above-noted passage, Matyas outlines the ANSI X9.31 method of prime number 

s 
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generation involving hashing SEED values to generate the needed random numbers for 

generating the primes p and q. Assuming one SEED, the method proceeds to choose a SEED, 

hash the SEED, generate a random number (RN) from the hashed SEED, generate a prime (p) 

from the RN, and perform a primality test on the prime p. In practice, several SEED values are 

used to generate the RN and prime p. The prime p is chosen from an iterative process that 

applies the primality test to the value chosen for p until certain criteria are met. 

Applicant respectfully submits that: 

1) Matyas does not teach performing a hash as asserted by the Examiner, let alone as 

recited in claim 1 ; and 

2) Even if for the sake of argument Matyas did teach pelforming a hash as the Examiner 

asserts, there is no motivation to combine Matyas with Schneier. 

Regarding 1), as noted above. the ANSI X9.31 procedure generates a prime from random 

numbers derived from the hash of a SEED value. However, there is no step of comparing an 

output (let alone ai, output destined to be a key) with an established value of order q to determine 

if that output is less than the prime, as the Examiner assens. It is the Applicant's recognition that 

by choosing the key as recited in claim 1, the bias in the selection of k (identified by the work of 

Daniel Bleichenbacher) can be minimized. 

The ANSI X9 .31 method taught by Matyas does not recognize this bias nor provide any 

steps to avoid the bias, let alone hash a seed value and use this hashed value as an output to 

detennine if the output is less than a predetermined value of a certain order as claimed. In fact, 

the ANSI method taught by Matyas teaches generating a random number from a hashed SEED, 

whereas claim l recites generating a seed from a random number and then hashing the seed value 

to produce an output. Therefore the teachings of Matyas relied upon by the Examiner are quite 

contrary to what is recited in claim 1. 

According to MPEP 2143, one of the criteria for establishing aprimafacie case of 

obviousness is that the relied upon references teach every element in the claim. Clearly, neither 

Schneier nor Matyas teach performing a hash function on a seed value that is chosen from a 

random number generator as recited in claim 1. In fact, the teachings of Matyas that are relied 

upon by the Examiner teach performing a hash on a seed first and then generating a random 

number from the hash value, which is quite contrary to what is claimed. 

Regarding 2). Schneier teaches in the realm of digital signatures, wherein a number q is , 

6 
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used in generating signature components r and s, whereas Matyas teaches in the realm of 

generating prime numbers from a series of seed values. Clearly there is no direction in the 

teachings of Schneier to look to the teachings of Matyas since they teach entirely different 

schemes for achieving entirely different results. In fact, there is nothing in either Schneier or 

Matyas that would encourage a person skilled in the art to combine the teachings. The 

Examiner relies on column 7, lines 5•6 from Matyas as providing the motivation to combine the 

references. In this passage Matyas merely states that it is not possible to invert the hash to 

determine the required input SEED(s). Applicant believes that this does not provide sufficient 

motivation since the mere acknowledgement that a hash function is theoretically irreversible 

does not teach how to implement the hash in generating a key as recited in claim l. There is 

simply no suggestion or motivation to make such a leap of logic. 

Applicants respectfully submit that not only do Schneier and Matyas, either in 

combination or alone, fail to teach every element recited in claim l, but there is no suggestion or 

motivation to even make such a combination. Therefore, Applicants believe that claim 1 clearly 

and patentably distinguishes over the combination of Schneier in view of Matyas and as such is 

in condition for allowance. 

Claims 2 and 4.5 being ultimately dependent on claim 1 are also believed to distinguish 

over the prior art cited. 

Regarding Claims 7-13: 

Claims 7.13 have been rejected under 35 U.S.C. § l03(a) as being unpatentable over 

Schneier in view of Matyas, in further view ofBackal. Applicant respectfully traverses the 

rejections as follows. 

Backal teaches a virtual key method using a virtual matrix to avoid sending large keys 

over a communication channel. Claims 7-8 are ultimately dependent on claim 1, which 

Applicant submits, distinguishes over Schneier in view of Matyas. Therefore, Backal must not 

only teach the subject matter of claims 7 .g but also what is missing from Schneier and Matyas. 

Backal does not teach determining whether an output is less than a number of order q, where the ! 

output is provided by performing a hash function on a seed number generated from a random 

number generator. Therefore, Backal at least fails to teach what is missing from Schneier and 

Matyas, and as such, claims 7-8 are believed to distinguish over the Schneier in view of Matyas, ; 
i 

7 
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in further view ofBackal, for at least that reason. 

Claim 9 is an independent claim that, similar to claim 1, determines whether an output is 

less than a number of order q, where the output is provided in part by performing a hash function 

on a seed number generated from a random number generator. Therefore, arguments made 

regarding claim 1 over Schnejer and Matyas equally apply to claim 9. As noted above, Backal 

does not teach what is missing from Schneier and Matyas. Therefore, claim 9 is believed to 

patentably distinguish over Schneier, in view of Matyas, in further view of Backal for at least 

that reason. 

Claims 10-13 being ultimately dependent on claim 9 are also believed to distinguish over 

the prior art cited. 

Regarding Claims 3 and 6: 

Claims 3 and 6 have been rejected under 35 U.S.C. § 103(a) as being unpatentable over 

Schneier in view of Matyas, in further view of Ne!. Applicant respectfully traverses the 

rejections as follows. 

Nel teaches key generation for the DSS, specifically, a summary of the private key 

generation method found in the original draft DSA proposal by NIST. Claims 3 and 6 are 

ultimately dependent on claim 1, which Applicant submits, distinguishes over Schneier in view 

of Matyas. Therefore, Net must not only teach the subject matter of claims 3 and 6 but also what 

is missing from Schneier and Matyas. Nel does not teach determining whether an output is less 

than a number of order q, where the output is provided by performing a hash function on a seed 

number generated from a random number generator. Therefore, Nel at least fails to teach what is 

missing from Schneier and Matyas, and as such, claims 3 and 6 are believed to distinguish over 

the Schneier in view of Matyas, in further view ofNel, for at least that reason. 

Regarding Claim 14: 

Claim 14 has been rejected under 35 U.S.C. § 103(a) as being unpatentable over Schneier 

in view ofBackal, in further view ofNel. Applicant respectfully traverses the rejections as 

follows. Applicant notes that the Examiner also mentions Matyas in this rejection. Applicant 

assumes that the Examiner intended to include Matayas, and thus claim 14 is assumed to hav_e 

been rejected over Schneier, in view of Matyas, in further view ofBackal, in further view ofNel.: 
i 

8 
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Claim 14 is ultimately dependent on claim 9, which Applicant submits, distinguishes over 

Schneier in view of Matyas, in further view of Backal. Therefore, Nel must not only teach the 

subject matter of claim 14 but also what is missing from Schneier, Matyas, and Backal. As noted 

above, Nel does not teach determining whether an output is less than a number of order q, where 

the output is provided by performing a hash function on a seed number generated from a random 

number generator. Therefore, Nel at least fails to teach what is missing from Schneier, Matyas, 

and Sackal, and as such, claim 14 is believed to distinguish over Schneier, in view of Matyas, in 

further view ofBackal, in further view ofNel, for at least that reason. 

Summary 
In view of the foregoing, Applicant respectfully submits that all pending claims, namely 

claims 1-14 patentably distinguish over the prior a.rt cited by the Examiner, and as such are in 

condition for allowance. 

Applicant requests early reconsideration and allowance of the present application. 

Respectfully submitted, 

~:;: :::?:::: 
/'-=~--~~"""---

Sean X. Zhang 
Agent for Applicant 
Registration No. 56,058 

J;We: J1n,-d,._ '3 , 2006 

BLAKE, CASSELS & ORA YDON LLP 
Suite 2800, P .0. Box 25 
199 Bay Street, Commerce Court West 

Toronto, Ontario MSL 1A9 

CANADA 

Tel: 416.863.5839 
SZH/BSL 
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Application No. 

10/025,924 

Applicant(s) 

VANSTONE ET AL. 

Office Action Summary Examiner Art Unit 

Shewaye Gelagay 2137 I 
•· The MAILING DA TE of this communication appears on the cover sheet with the correspondence address •· 

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1-14 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1. 136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1. 704(b). 

Status 

1)~ Responsive to communication(s) filed on 03 March 2006. 

2a)~ This action is FINAL. 2b)O This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)~ Claim(s) 1-14 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) is/are allowed. 

6)~ Claim(s) 1-14 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1. 0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) 0 Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) 0 Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademarl< Office 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. 

5) 0 Notice of Informal Patent Application (PTO-152) 

6) 0 Other: 

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 04042006 
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1. This office action is in response to Applicant's amendment filed on March 3, 

2006. Claims 1 and 9 have been amended. Claims 1-14 are pending. 

Claim Rejections - 35 USC § 112 

2. In view of the amendment filed March 3, 2006, the Examiner withdraws the 

rejection of.claim 1 under 35 USC 112. 

Response to Arguments 

3. Applicant's arguments filed March 3, 2006 have been fully considered but they 

are not persuasive. In response to the arguments concerning the previously rejected 

claims, the following comments are made: 

The applicant argued Matyas does not teach, "performing a hash". The Examiner 

disagrees. Matyas teaches generating a seed value and hashing each of these seed 

values with SHA-1 to produce corresponding hash values. Therefore, Matyas teaches 

generating a seed and generating hash value by performing a hash function on the 

seed value. (Col. 5, line 65- Col. 6, line 8). In addition, Matyas further disclose the seed 

values are also kept secret. (Col. 6, line 24) 

In response to applicant's argument that there is no suggestion to combine the 

references, the examiner recognizes that obviousness can only be established by 

combining or modifying the teachings of the prior art to produce the claimed invention 
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where there is some teaching, suggestion, or motivation to do so found either in the 

references themselves or in the knowledge generally available to one of ordinary skill in 

the art. See In re Fine, 837 F .2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re 

Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, it would have 

been obvious to a person having ordinary skill in the art in order to provide a system to 

avoid attack because it is not possible to invert the hash function to determine the 

required input seed. Matyas (Col. 7, lines 5-6) This way, further protection is given to 

the generated key. 

In response to applicant's argument that the references fail to show certain 

features of applicant's invention, it is noted that the features upon which applicant relies 

(i.e., "recognize minimize the bias in selection of k and use this bias not provide any 

steps to avoid the bias") are not recited in the rejected claim(s). Although the claims are 

interpreted in light of the specification, limitations from the specification are not read into 

the claims. See In re Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

In response to applicant's arguments against the references individually, one 

cannot show nonobviousness by attacking references individually where the rejections 

are based on combinations of references. See In re Keller, 642 F.2d 413, 208 

USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 

1986). In this case, Schneier teaches generating a seed value and determining if it is 

less than order q and Matyas teaches generating a seed value and performing a hash. 

Therefore, the combination of Schneier and Matyas teaches the limitations of claim 1. 
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Therefore, all the elements of the claims limitation are explicitly or implicitly or 

inherently suggested and disclosed by the combination of the references on the record 

and the previous rejection remains valid unless an·d otherwise the Applicant added a 

specific limitation in to the present independent claims, to overcome the rejection 

without introducing a new matter. 

Claim Rejections - 35 USC§ 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-2, 4-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Matyas, Jr. et al. 

(hereinafter Matyas) United States Letter Patent Number 6,307,938. 

As per claim 1: 

Schneier tea_ches a method of generating a key over a group of order q, said 

method including the steps of: 

generating a seed value from a random number generator; (Page 487, line 11; 

Page 489, lines 15-16) 

accepting said output for use as a key if the value thereof is less than said prime 

number q; (Page 487, lines 12-15) and 
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rejecting said output as a key if said value is not less than said order q. (Page 

487, line 11) 

In addition, Schneier further discloses performing a hash function (Page 487, 

lines 7-8; Page 489, lines 17-18) and determining whether a random number is less 

than q. (Page 487, line 11; ... k less than q) 

Schneier does not explicitly disclose a method of performing a hash function on 

seed number to provide an output and determining whether said output is less than said 

prime number q. 

Matyas in analogous art, however, discloses a method of performing a hash of 

each of seed values with SHA-1 to produce hash values; (Col. 6, ·Iines 7-9) and 

generating seed involving a test to ensure that it falls within a specified range of allowed 

values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35) 

Therefore, it would have been obvious to_ a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method of performing a hash function on seed number to provide an output 

and determining whether said output is less than said prime number q. This modification 

would have been obvious because a person having ordinary skill in the art would have 

been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide 

a system to avoid attack because it is not possible to invert the hash function to 

determine the required input seed. 

As per claim 2: 
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The combination of Schneier and Matyas teach all the subject matter as 

discussed above. In addition, Schneier further discloses a method wherein another 

seed value is generated by said random number generator if said output is rejected. 

(Page 487, line 11; Page 489, line 22) 

As per claim 4: 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. In addition, Schneier discloses a method wherein said key is used for 

generation of a public key. (Page 487, lines 8-15; Page 488, line 3-8) 

As per claim 5: 

The combination of Schneier and Matyas teach all the subject matter as 

discus~ed above. In addition, Schneier further discloses a method wherein said order q 

is prime number represented by a bit string of predetermined length I. (Page 487, line 1 

and Page 488, line 5) 

6. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Matyas, Jr. et al. 

(hereinafter Matyas) United States Letter Patent Number 6,307,938 and further in view 

of Backal United States Letter Patent Number 6,219,421. 

As per claim 7:. 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. Both references do not explicitly disclose a method wherein if said 

output is rejected, said output is incremented by a deterministic function and a hash 
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Sackal in analogous art, however, disclose a method wherein if said output is 

rejected, said output is incremented by a deterministic function and a hash function is 

performed on said incremented output to produce a new output; a determination being 

made as to whether said new output is acceptable as a key. (Col. 5, lines 61-67) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method of wherein if said output is rejected, said output is 

incremented by a deterministic function and a hash function is performed on said 

incremented output to produce a new output; a determination being made as to whether 

said new output is acceptable as a key. This modification would have been obvious 

because a person having ordinary skill in the art would have been motivated to do so, 

as suggested by, Sackal (Col. 1, lines 50-51) in order to provide an exceptional degree 

of security. This way, the keys generated using the above method of seed value 

generation will protect any unauthorized person from having access to the digitally 

signed document. 

As per claim 8: 

The combination of Schneier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Sackal further discloses a method wherein said step of 

incrementing includes a further step of adding a particular value to said seed value. 

(Col. 5, lines 61-67) 
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Schneier teaches a method of generating a key over a group of order q, said 

method including the steps of: 

generating a seed value from a random number generator; (Page 487, line 11; 

Page 489, lines 15-16) 

accepting said new output as a key k if said new output has a value less than 

order q; (Page 487, line 11; ... k less than q) ·and 

rejecting said new output as a key if said new output has a value less than order 

q . (Page 487, line 11) 

In addition, Schneier further discloses performing a hash function (Page 487, 

lines 7-8; Page 489, lines 17-18) and determining whether a random number is less 

than q. (Page 487, line 11; ... k less than q) 

Schneier does not explicitly disclose a method of performing a hash function on 

seed number to provide an output; determining whether said output is less than said 

prime number q; incrementing said seed value by a predetermined function and 

performing said hash function on said incremented seed value to provide a second 

output; and combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q. 

Matyas in analogous art, however, discloses a method of performing a hash of 

each of seed values with SHA-1 to produce hash values; (Col. 6, lines 7-9) and 

generating seed involving a test to ensure that it falls within a specified range of allowed 

values and until it satisfies primality test. (Col. 6, line 65-Col. 8, line 35) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner to 

include a method of performing a hash function on seed number to provide an output 

and determining whether said output is less than said prime number q. This modification 

would have been obvious because a person having ordinary skill in the art would have 

been motivated to do so, as suggested by, Matyas (Col. 7, lines 5-6) in order to provide 

a system to avoid attack because it is not possible to invert the hash function to 

determine the required input seed. 

Both references do not explicitly disclose incrementing said seed value by a 

predetermined function and performing said hash function on said incremented seed 

value to provide a second output; and combining said first output _and second output to 

produce a new output; determining whether said new output has a value less than said 

order q. 

Sackal in analogous art, however, disclose a method of 

incrementing said seed value by a predetermined function and performing said 

hash function on said incremented seed value to provide a second output; (Col. 5, lines 

61-67) and 

combining said first output and second output to produce a new output; 

determining whether said new output has a value less than said order q; (Col. 5, lines 

54-60) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 
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Matyas to include a method of incrementing said seed value by a predetermined 

function and performing said hash function on said incremented seed value to provide a 

second output; and combining said first output and second output to produce a new 

output; determining whether said new output has a value less than said order q. This 

modification would have been obvious because a person having ordinary skill in the art 

would have been motivated to do so, as suggested by, Sackal (Col. 1, lines 50-51) in 

order to provide an exceptional degree of security. This way, the keys generated using 

the above method of seed value generation will protect any unauthorized person from 

having access to the digitally signed document. 

As per claim 10: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Schenier further discloses a method wherein upon 

rejection of said new output a new seed value is generated by said random number 

generator. (Page 487, line 11; Page 489, line 22) 

As per claim 11: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Sackal further discloses a method wherein upon rejection 

of said new output said seed value is incremented by a predetermined function and 

revised values for said first output and said second output are obtained. (Col. 5, lines 

61-67) 

As per claim 12: 
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The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Schenier further discloses a method wherein a bit string 

greater than a predetermined length I is obtained and an I bit string selected therefrom 

for comparison with said order q. (Page 487, line 1 and Page 488, line 5) 

As per claim 13: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. In addition, Schenier further discloses a method wherein upon 

rejection of said bit string of predetermined length I, a further I bit string is selected. 

(Page 487, line 1 and Page 488, line 5) 

7. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier "Applied Cryptography", (Pages 483-490) in view of Matyas, Jr. et al. 

(hereinafter Matyas) United States Letter Patent Number 6,307,938 in view of Nel et al. 

(hereinafter Nel) "Generation of Keys for use with the Digital Signature Standard (DSS)" 

(Pages 6-10). 

As per claim 3: 

The combination of Schneier and Matyas teach all the subject matter as 

discussed above. Both references do not explicitly disclose a method wherein the step 

of accepting said output as a key includes a further step of storing said key. 

Nel in analogous art, however, discloses a method wherein the step of accepting 

said output as a key includes a further step of storing said key. (Page 16, Col. 1, lines 3-

4) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method wherein the step of accepting said output as a key includes 

a further step of storing said key. This modification would have been obvious because a 

person having ordinary skill in the art would have been motivated to do so in order to be 

able to reuse the key and also to perform auditing on the key generation process. 

As per claim 6: 

The combination of Schneier, Matyas and Nel teach all the subject matter as 

discussed above. Both references do not explicitly disclose a method wherein said 

output from said hash function is a bit string of predetermined length L. 

Nel in analogous art, however, discloses a method wherein said output from said 

hash function is a bit string of predetermined length L. (Page 8, Col. 2, lines 8-11) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method wherein said output from said hash function is a bit string of 

predetermined length L. This modification would have been obvious because a person 

having ordinary skill in the art would have been motivated to do so as suggested by Nel 

et al. (Page 8, Col. 2, lines 6-7) in order to prevent constructing a message which will 

yield a known value of message digest. 

8. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier 

"Applied Cryptography", (Pages 483-490) in view of Backal United States Letter Patent 
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Number 6,219,421 and further in view of Nel et al. (hereinafter Nel) "Generatiion of Keys 

for use with the Digital Signature Standard (DSS)" (Pages 6-10). 

As per claim 14: 

The combination of Schenier, Matyas and Sackal teach all the subject matter as 

discussed above. Both references do not explicitly disclose method wherein said step of 

combining said first and second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length I. 

Nel in analogous art, however, discloses a method wherein said step of 

combining said first and second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length I. (Page 8, Col. 2, lines 8-11) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the method disclosed by Scheiner and 

Matyas to include a method wherein said step of combining said first and second 

outputs includes a further step of rejecting excess bits such that said new output is a bit 

string of length I. This modification would have been obvious because a person having 

ordinary skill in the art would have been motivated to do so as suggested by Nel (Page 

8, Col. 2, lines 6-7) in order to prevent constructing a message which will yield a known 

value of message digest. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 
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Application/Control Number: 10/025,924 

Art Unit: 2137 

Page 14 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Shewaye Gelagay whose telephone number is 571-272-

4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 
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Search Notes Application No. Applicant(s) 

111 11 111111111111 II 
10/025,924 VANSTONE ET AL. 
Examiner Art Unit -
Shewave Gelaqav 2133 

SEARCHED SEARCH NOTES 
(INCLUDING SEARCH STRATEGY) 

Class Subclass Date Examiner DATE EXMR 

380 44 3/4/2005 SG 
East Searched 3/4/2005 sg 

380 277 3/4/2005 SG 
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ACM searched 
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(incrementing seed value) 

IEEE searched 
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Updated East search 11/30/2005 SG 
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INTERFERENCE SEARCHED updated East search 4/4/2006 SG 
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U.S. Patent and Trademark Office Part of Paper No. 03042005 
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Application No. 

10/025,924 

Applicant(s) 

VANSTONE ET Al. 

Office Action Summary Examiner 

Shewaye Gelagay 

Art Unit 

2137 I 
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -· 

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
• Extensions of lime may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 

after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)[8J Responsive to communication(s) filed on 03 March 2006. 

2a)[8J This action is FINAL. 2b)0 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O_.G. 213. 

Disposition of Claims 

4)[8J Claim(s) 1-14 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1-14 is/are rejected. 

7)0 Claim(s) is/are objected to. 

8)0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have beeri received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) 0 Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) 0 Information Disclosure Statement{s) (PTO-1449 or PTOISB/08) 
Paper No{s)/Mail Date __ . _ 

U.S. Patent and Trademar1< Office 

4) 0 Interview Summary {PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application {PTO-152) 
6) 0 Other: __ . 

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 04042006 
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Interview Summary 

Application No. 

10/025,924 

Examiner 

Shewaye Gelagay 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Shewaye Gelagay. 

(2) Brett Slaney. 

Date of Interview: 27 April 2006. 

Type: a)[8] Telephonic b)O Video Conference 

(3) __ . 

(4) __ . 

Applicant(s) 

VANSTONE ET AL. 

Art Unit 

2137 

c)O Personal [copy given to: 1 )0 applicant 2)0 applicant's representative] 

Exhibit shown or demonstration conducted: d)O Yes 
If Yes, brief description: __ . 

Claim(s) discussed: NONE. 

Identification of prior art discussed: NONE. 

e)O No. 

Agreement with respect to the claims f)[8] was reached. g)O was not reached. h)O N/A. 

Substance of Interview including description of the general nature of what was agreed to if an agreement was 
reached, or any other comments: Examiner discussed with Mr. Slaney the 1-14 months Repla,, Date in the final office 
action mailed 4113106 is a typo.1he correct Reply Date is 3 months instead of 1-14 months. Examiner has attached 
herewith the corrected Office Action Summary PTOL-326. 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims 
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims 
allowable is available, a summary thereof must be attached.) 

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE 
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed,·APPLICANT IS 
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS 
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO 
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview 
requirements on reverse side or on attached sheet. 

Examiner Note: You must sign this form unless it is an 
Attachment to a signed Office action. 

U.S. Patent end Trademark Office 
PTOL-413 (Rev. 04-03) Interview Summary 

7_--21.· 
EMMANEIEL ~E 

SUPERVISORY PATENT EXAMINER 

Examiner's signature, if required 

PaperNo.04272006 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face. video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise. stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rathe·r than with the next official communication. 

The Form provides for recordation of the following information: 
- Application Number (Series Code and Serial Number) 

Name of applicant 
Name of examiner 
Date of interview 
Type of interview (telephonic, video-conference, or personal) 
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
An indication whether or not an exhibit was shown or a demonstration conducted 
An identification of the specific prior art discussed 
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 
accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 

2 
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Interview Summary 

Application No. 

10/025,924 

Examiner 

Shewaye Gelagay 

Applicant(s) 

VANSTONE ET AL. 

Art Unit 

2137 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Shewaye Gelagay. 

(2) Brett J. Slaney. 

Date of Interview: 6/16106. 

Type: a)C8] Telephonic b)O Video Conference 

(3) __ . 

(4) __ . 

c)O Personal [copy given to: 1 )0 applicant 2)0 applicant's representative] 

Exhibit shown or demonstration conducted: d)O Yes 
If Yes, brief description: __ . 

Claim(s) discussed: 1-

Identification of prior art discussed: Schneierand Matyas. 

e)cg] No. 

Agreement with respect to the claims f)0 was reached. g)cg] was not reached. h)O NIA. 

Substance of Interview including description of the general nature of what was agreed to if an agreement was 
reached, or any other comments: Applicant argued the reference applied do not teach accepting the output if it is less 
than order q and reiecting it otherwise. The Examiner explained the combination of Schneier and Matyas still reads on 
the claim limitations. Applicant agreed to file a response for the final office action . 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims 
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims 
allowable is available, a, summary thereof must be attached.) 

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE 
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS 
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS 
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO 
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview 
requirements on reverse side or on attached sheet. 

Examiner Note: You must sign this form unless it is an 
Attachment to a signed Office action. 

U.S. Patent and Trademark Office 
PTOL-413 (Rev. 04-03) Interview Summary 

~z~ 
EMMANUefCiOISE­

SUPERVISORY PATENT EXAMINER 

Examiner's signature, if required 

PaperNo.20060616 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
- Application Number (Series Code and Serial Number) 

Name of applicant 
Name of examiner 
Date of interview 
Type of interview (telephonic, video-conference, or personal) 
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
An indication whether or not an exhibit was shown or a demonstration conducted 
An identification of the specific prior art discussed 
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 
accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 

2 
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Appl. No.: 10/025,924 

Applicant: VANSTONE, Scott et al. 

Filed: December 26, 2001 

Title: METHOD OF PUBLIC KEY GENERATION 

Art Unit: 2137 

Examiner: GELGAY, Shewaye 

Docket No.; 67539/00421 

Mail Stop AF 
U.S. Patent & Trademark Office 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

RESPONSE AFTER FINAL REJECTION 
Sir: 

N0.0351 P. 4 

OFFICE 

This is further to the Final Office Action mailed April 13, 2006. Applicant wishes to 
amend the above-identified application as follows: 

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of this 
paper. 

Remarks: begin on page 5 of this paper. 
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Amendments to the Claims 
This listing of claims will replace all prior versions and listings of claims in the application: 

Listing of claims: 

1. (cUITently amended) A method of generating a key k for use in a cryptographic function 
gerformed over a group of order q, said method including the steps of: 

generating a seed value SV from a random number generator~ 

performing a hash function li1l on said seed value SE to provide an output ~; 

determining whether said output~ is less than said order q; 

accepting said output H(SVJ for use as [[a]] Mi4 key ls. if the value thefeef of said output 
H{SVJ is less than said order q~ [[and]] 

rejecting said output~ as [[a]] said key if said value is not less than said order q[[.]1. 

if said output HCSVJ is rejected repeating said method: and 
if said output HCSVJ is accepted providing said key k for use in performing said 

CU'J)tographic function. wherein said key k is equal to said output H{SVJ. 

2. (original) The method of claim 1 wherein another seed value is generated by said random 
number generator if said output is rejected. 

3. ( original) The method of claim 1 wherein the step of accepting said output as a key includes a 
further step of storing said key. 

4. (original) The method of claim 1 wherein said key is used for generation of a public key. 

5. (previously presented) The method of claim 1 wherein said order q is a prime number 

represented by a bit string of predetennined length L. 

6. (previously presented) The method of claim S wherein said output from said hash function is a 
bit string of predetermined length L. 

7, ( original) The method of claim 1 wherein if said output is rejected. said output is incremented 

2 
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by a deterministic function and a hash function is performed on said incremented output to 
produce a new output; a detennination being made as to whether said new output is acceptable as 

a key. 

8. (original) The method of claim 7, wherein said step of incrementing includes a further step of 
adding a particular value to said seed value. 

9. (currently amended) A method of generating a key k for use in a cryptographic function 
performed over a group of order q, said method including the steps of: 

generating a seed value SV from a random number generator; 

performing a hash function lJ1l on said seed number SVto provide a first output H(SV); 

incrementing said seed value ~by a predetermined function.fQ. and performing said 

hash function !:Jfl on said incremented seed value to provide a second output 

H(f(SVJJ: 

combining said first output H/SV) and second output H(f(SV)) to produce a new output; 

determining whether said new output has a value less than said order q; 

accepting said new output for use as [[a]] .uig key [[k]] !J. if said new output has a value 

less than said order q; [[and]] 

rejecting said new output as [(a]] ui.Q key Is. if said aew eutput hes a value i1..run less than 
said order q[[.]] 

if said new output is rejected repeating said method and 

if said new output is accepted providing sa1d key k for use in performing said 

cryptographic function, wherein said key k is equal to said new output. 

10. (original) The method of claim 9 wherein upon rejection of said new output a new seed value 
is generated by said random number generator. 

11. ( original) The method of claim 9 wherein upon rejection of said new output said seed value is 
incremented by a predetermined function and revised values for said first output and said second 
output are obtained. 

3 
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12. (previously presented) The method of claim 9 wherein a bit string greater than a 
predetermined length L is obtained and an L bit string selected therefrom for comparison with 
said order q. 

13. (previously presented) The method of claim 12 wherein upon rejection of said bit string of 
predetermined length L, a further L bit string is selected. 

14. (previously presented) The method of claim 9 wherein said step of combining said first and 
second outputs includes a further step of rejecting excess bits such that said new output is a bit 
string of length L. 

4 
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REMARKS 

Applicant wishes to thank the Examiner for reviewing the present application. 
Applicant also wishes to thank the Examiner for taking the time to participate in the 

Applicant initiated telephone interview of June 16, 2006. In the telephone interview, the 
inventiveness of the claims of the present application was discussed, in particular, arguments 
were presented-with respect to the rejections under 35 U.S.C. 103 regarding Schneier in view of 
Matyas. In summary> it was argued that neither of the references cited by the Examiner 
recognize the source of the bias discovered by Daniel Bleichenbacher, as the Applicants have 
recognized, let alone teach choosing a key such that an output not less than q is rejected for use 
as the key as churned in the present application. The Examiner suggested that the claims be 
amended to include linking language for the key and the steps that are used to generate the key, 
in order to emphasize this distinction and to put the claims in better form for reconsideration. 

Applicant believes that the amendments made to claims 1 and 9, described below and 
outlined above, serve to clarify the nature of the methods claimed and to clearly distinguish over 

the references cited by the Examiner. 

Claim Amendments 

Claim 1 is amended to identify the key by "Ir\ the seed value by "SV', and the output by 
,cH(SV)". 

Claim 1 is also amended inserting "k for use in a cryptographic function performed" 
following "key" on line 1, and inserting the steps ''if said output H(SV) is rejected) repeating said 
method; and if said output H(SV) is accepted, providing said key k for use in performing said 
cryptographic function, wherein said key k is equal to said output H (SV)." at the end of the claim. 

Claim 9 is amended to identify the key by "Ir' 1 the seed value by "SV', and the first 
output by "H(SV)", and the second output by "H(f(SV))". 

Claim 9 is also amended inserting "k for use in a cryptographic function performed" 
following "key" on line 1, and inserting the steps "if said new output is rejected, repeating said 
method; and if said new output is accepted, providing said key k for use in perfonning said 
cryptographic function, wherein said key k is equal to said new output." at the end of the claim. 

s 
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Claim Rejections 

Claims 1-2 and 4.5 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier in view of Matyas. Applicant respectfully traverses the rejections as follows. 

The present application describes and claims a method of generating a key that avoids the 

bias discovered by Daniel Bleichenbacher. Applicant has discovered the source of the bias, 

namely the way in which the key is chosen. Claim 1, as amended, includes determining iftbe 

output (hash of seed value) is less than the order q and if so, the output is accepted as the key. 

However, if the output is not less than q, the output is rejected. Accordingly, the bias is avoided 

by rejecting the key if not less than q. Applicant advises that amended claim 1 includes the steps 

of repeating the method if the output is rejected and, if the output is accepted, the key k is 

provided for use in performing the cryptographic function whereby the key k is equal to the 

output that has been compared to q. Applicant believes that these additional steps clearly 

specify how the key is generated, namely by comparing the output with q until it has a value that 

is less than q. 

In previous cryptosystems, e.g. DSS, if the value chosen to be used as the key is greater 

than q then a mod reduction is performed, which is susceptible to the bias identified by 

Bleichenbacher. Applicant has recognized the source of the bias and rejects the output instead of 

performing a reduction to avoid potential attacks. The references relied upon have not 

recognized this let alone provide any suggestion as to how the bias could be avoided (i.e. the 

source of the bias). Further, the references cited by the Examiner also do not teach repeating the 

generation of a seed value and hash thereof until the output is less than q and do not teach 

providing the output as the key kif the output is less than q. Both Schneier and Matyas are 

entirely silent in that regard. 

Therefore, Applicant believes that the amendments made to claim 1 clearly emphasize 

the above distinction and as such, claims 1-2 and 4-5 are believed to be patentable over the 

references cited by the Examiner. 

Claims 1 .. 13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier in view of Matyas, in further view ofBackal; claims 3 and 6 have been rejected under 

35 U.S.C. 103(a) as being unpatentable over Schneier in view of Matyas, in further view ofNel; 

and claim 14 has been rejected under 35 U.S.C. 103(a) as being unpatentable over Schneier in 

view ofBackal, in further view ofNel. 

6 
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As noted above, claim 9 is amended in a manner similar to claim 1 and also includes 

rejecting an output for use as the key if the output is not less than q. Claims 7-8, and 10-14 are 

ultimately dependent on one of claims 1 and 9. Applicant respectfully submits that neither 

Backal nor Nel teach rejecting an output for use as the key if the output is not less than q. 

Accordingly, neither Backal nor Nel teach what Applicant is believed to have shown is missing 

ftom both Schneier and Matyas. Therefore, for at least that reason, claims 3, 6 and 7-14 are 

believed to be patentable over the references cited by the Examiner. 

In view of the foregoing, Applicant respectfully submits that all pending claims, namely 

claims 1-14, are patentably distinguished over the references cited by the Examiner and, as such, 

are in condition for allowance. 

Applicant requests early reconsideration and allowance of the present application. 

Respectfully submitted, 

John R.S. Oran 
Agent for Applica t 
Registration No. 29,725 

Date· U 5J,::j□06 

BLAKE, CASSELS & GR.A YDON LLP 
Suite 2800, P.O. Box 2S 
199 Bay Street, Commerce Court West 
Toronto, Ontario MSL 1A9 
CANADA 

Tel: 416.863.3164 
JRO/BSL 

7 
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Application No. Applicant(s) 

Advisory Action 10/025,924 VANSTONE ET AL. 

Before the Filing of an Appeal Brief Examiner 

Kevin Schubert 

Art Unit 

2137 

•· The MAILING DA TE of this communication appears on the cover sheet with the correspondence address •• 

THE REPLY FILED 28 June 2006 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE. 

1. [8J The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of 
this application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which 
places the application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) 
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following 
time periods: 

a) D The period for reply expires __ months from the mailing date of the final rejection. 
b) ~ The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In 

no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection. 
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN 
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706.07(1). 

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee 
have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee 
under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as 
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed, 
may reduce any earned patent term adjustment. See 37 CFR 1. 704(b). 
NOTICE OF APPEAL 

2. D The Notice of Appeal was filed on __ . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of 
filing the Notice of Appeal (37 CFR 41.37(a)), or any ex1ension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since 
a Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a). 

AMENDMENTS 

3. ~ The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will not be entered because 
(a)~ They raise new issues that would require further consideration and/or search (see NOTE below); 
(b) D They raise the issue of new matter (see NOTE below); 
(c) D They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for 

appeal; and/or 
(d) D They present additional claims without canceling a corresponding number of finally rejected claims. 

NOTE: See Continuation Sheet. (See 37 CFR 1.116 and 41.33(a)). 

4. D The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324). 

5. D Applicant's reply has overcome the following rejection(s): __ . 

6. D Newly proposed or amended claim(s) __ would be allowable if submitted in a separate, timely filed amendment canceling the 
non-allowable claim(s). 

7. D For purposes of appeal, the proposed amendment(s): a) D will not be entered, orb) D will be entered and an explanation of 
how the new or amended claims would be rejected is provided below or appended. 
The status of the claim(s) is (or will be) as follows: 
Claim(s) allowed: 
Claim(s) objected to: 
Claim(s) rejected: __ . 
Claim(s) withdrawn from consideration: __ . 

AFFIDAVIT OR OTHER EVIDENCE . 

8. D The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will not be entered 
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and 
was not earlier presented. See 37 CFR 1.116(e). 

9. D The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will not be 
entered because the affidavit or other evidence failed to overcome fill rejections under appeal and/or appellant fails to provide a 
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1 ). 

10. D The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached. 
REQUEST FOR RECONSIDERATION/OTHER 
11. D The request for reconsideration has been considered but does NOT place the application in condition for allowance because: 

12. D Note the attached Information Disclosure Statement(s). (PTO/SB/08 or PTO-1449) Paper No(s). __ 

13. D Other: ';f -7~ 
EMMANUEL'f: MOISE 

SUPERVISORY PATENT EXAMINER 

U.S. Patent and Trademark Office 
PTOL-303 (Rev. 7-05) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20060807 
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Continuation of 3. NOTE: Independent claims 1 and 9 have been amended to recite new limitations. Such amendment of the claims 
requires further search and/or consideration. 
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THE UNITED PATENT & TRADE 

Appl. No.: 10/025,92-4 

Applicant: VANSTONE, Scott et al. 

Filed: December 26, 2001 

Title: METHOD OF PUBLIC KEY GENERA TJON 

Art Unit: 2137 · 

Examiner: GELGA Y, Shewaye 

Docket No.: 67539/00421 

Mail Stop AF 
U.S. Patent & Trademark Office 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

RESPONSE AFTER FINAL REJECTION 
Sir: 

N0.0351 P. 4 

OFFICE 

This is further to the FinaJ Office Action mailed April 13, 2006. Applicant wishes to 
amend the above-identified application as follows: .. 

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of this 
~~paper. 

~ 
0" ~ 

'{:,L, Remark,: begin on page 5 of this paper. 
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l Doc Code· 

REQUEST 
FOR 

CONTINUED EXAMINATION (RCE) 
TRANSMITTAL 

Address to: 

Applicatlon Number 

Filing Oate 

i:'lrst Named Inventor 

Art Unit 

10/025,924 

12/26/2001 

V A.NS.TONll,, Scutt A-

2137 

' Mall Stop RCE 
! Commissioner for Patents 
! P.O. Box 1450 

Examiner Name SCHUBERT. K1:vb1 ,R. 

'""' Alexandria, VA 22313-1450 Attorney Docket Number 6753!>/00421 

! This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
! Request for Continued Examination (RCE) practice under 37 CFR t .114 does not apply to any utlllty or plant application filed prior to June a. 
1 t 995, or to any design applleation. See Jnstn.lction Sheet for RC Es (not to be submitted to the US PTO ) on page 2. 

1. I Submission required under 37 CFR 1.114 ] Note; If the RCE is proper, any previously flied unentered amendmerits 

and amendments enclosed with the RCE:'. wlll be entered in the order in which they were filed unless al'plicant instructs otherwise. If 
applicant does not wish to have any previously tiled unentered amendrnent(s) entered, applicant mU&t request non-entry of suoh 
amendment(s). 

a. ~ Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action 
may be considered as a submission even if this box is not checked. 

i. O Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

ii. 0 Other 

b. O Enclosed 
i. O Amendment/Reply 

ii. O Affidavit(s)/Declaration(s) 
iii. □ 
iv. D 

Information Disclosure Statement (IDS) 
Other 

! 
1 2. I Miscellaneous I 
1 a. O Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for 

a period of months. (Period of suspension shall not exceed 3 months; Fee under 37 CFR t .17(i) required) 
j b. D Other _-_·_-_-____________________________ _ 

i 3. I Fees ! The Ree. tee under37 CFR 1.17(e) is required by37 CFR 1.114When the RCE is filed. 

a. ~ The Director is hereby authorized to charge the following fees, any underpayment of fees, or credit any 
overpayments to Deposit Account No. 02~2553 I h.ave enclosed a d®lioate co1;1y of this sheet 

I. 181 RCE fee required under 37 CFR 1.17(e) '08731/2006 l'IAHl'IED1 0'0000034 022553 10025924 

ii. ~ Extensionoftimefee(37Cl=R 1.136and1.17) 01 FC:1801 790.00 DA 
iii. D Other 

b. O Check in the amount of$ enclosed 
c. O Payment by credit card (FoITTI PT0-2038 enolosed) 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

C"' 
r·.,1 

"> -I 

~ 
~ 

► cc.· 
r-':".:.r::;1111---------------------------------~,, m 

Sl~RF 5JF ,.APPLJCANT, ATTORNEY, OR AGENT REQUIRED C) 
r ~xf'-- _ Date Augusta'J,1006 0 

Br•cttJJ~;,,su_1Ln'>'l'~':...,-•------- Registration No. ~772 ~·r. 7 .,. l 7 ~ ~ 

CERT/FICA TE OF MA/UNG OR TRANSMISSION -, 

Signature 

1111.s Name (Print t Type) 

1 I hereby certify that this corre.spomfetice Is being deposited with the United Stales Postal Service with sufficient postage as lirst class mail in an 
! envelope addressed to: Mail Stop RCE, Commissioner For Patents. P.O. Bo)( 1450, Alexandria, VA. 22313-1450 or racsimile transmitted to the U.S. 
: Patent andTrademark Ollice on the date shown belc,w, ' 

Signature 

! '-. Name (Print/ Type) Date I 
I i This collection of information is required by 37 CFR 1.114. The inlo011,:tUon ia required to obtain or tctw1in a benefh by the public whic:h i$ lo lite (and by lhe USPTO to 
:!pro=) an appllc::allon. CcnfidentiaOty is gCM:f1'14'd by 3S U.S.C. 122 and 37 CFR 1.11 and 1.14. This collcc;lion Is 8!.llm:aled to take 12 minul..s ta complete, 
: I Including gathenng, prepal'ing, and submitting the complsled appl(c:ltion form lo the USPTO. Time win vary depending Upol'l lhe individual case. Arr/. comment:, on 
! 'I the amount of time you ~urre to c:omplc\e this form and/or i;uggesliom11 for reducing the burden, should l:tc ~nl to the Chief Information Officer, U.S. Palen! end 
, Tradermuk Office, U,S. Oepanment cif Comm=c, P.O. Box 1450, Alexandria, VA 22313.1450. 00 NOT SEND FEES OR COMPLETED FORMS TO THIS : I ADDRESS. SEN0 TO: Mall Stop RCI:, Commissioner ror Palents, P.O. Box 1450, AIUiJJlclfli\, VA 2231s.14So. 

: ! If you nFJed ,1$$/S~nce In completillrJ the rorm. can 1•800-Pf0-9199 and ~elect opl:ton 2. 

:! 
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08/29/2006 16:39 FAX 4168632653 
I . ' 

'1 

j ' 
I -·: 

iaJ 006 

fp~TITJON FOR EXTENSION OF Til.\1E UNDER....17 CFR 1.136(a) 
L.l__ (Large~ntity) /6\-P E~~ 

Docket No. 

67S39/00421 

In ~e Application Of: VAN STONE, Scott A. 
! 

I. . 
APP,hcatIon No. Filing Date 

~;: 
Exam .. __ ~- ,,,../ 

1~/025,924 12/26/2001 SCBUBERT, Kc\l'in R. 

lnv~ntion: METHOD OF PUBLIC KEY GENERATION 

Customer No. Group Art Unit Confirmation No. 

2787) 2137 7632 

I 
I 
i 
I 

COMMISSIONER FOR PATENTS: 

Thi~ is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the Office 
Action of 04/13/2006 in the above-identified application. 

/ Date 
I 

The1requested extension is as follows (check time period desired): 

□ One month 181 Two months □ Three months □ Four months O Five months 

! 
i 
' 

from: _____ J~ly 13. 2006 
Dau 

until: September 13, 2006 ____ ....;;... _ _,.,... _____ ,.,_ 

1Jate 

The fee for the extension of time is $450 and is to be paid as follows: 

d A check in the amount of the fee is enclosed. 

~ The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to 
! Deposit Account No. 0l-2553 
I 

D If an additional extension of time is required, please consider this a petition therefor and charge 

I 
any additional fees which may be required to Deposit Account No. 0l-2553 

□ Payment by credit card. Form PTO-2038 is attached. 

j WARNING: Information on this form may become public. Credit card infonnation should not 
! be included on this fonn. Provide credit card infonnation and atiriUlrlWtitiWl"oti P~m22553 10025924 

-~-~-:n-1111Ue ____ _ 
BrJ~~ No. 58,771) 
Blake, Cassels & Graydon LLP 
BoX1 lS, Commerce Court West 
199 ;Bay Street 
Totj>nto, Ontario M5L lA9 
Canada 
Tel; (416) 863-2518 
Fa1: (416) 86J-26S3 

I 

cc: 

I 
C 

02 FC:1252 450.00 DA 

Dated: August z::J , 2006 

I hereby certify that this correspondence is being depo5ited 
with the United Stat~ Poat.ii Service with sufficient postage 
a5 first class mail in an envelope addressed to "Commissioner 
for Patents, P.O. eox 1450, Alexandrla, VA 22313-1450" (37 
CFR 1.8(a)J on 

Sit:,nlllMr.s uf />,;no,a Maili.ng Corr~ondtmcs 

T'ypsd or PrinuJ NtuM of P-nn MailiJlg Com!Spondffle8 

P121.ARGE/REVIO 
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! 
I t 

PT0/56121 (09-04) 

Doc Code: ApproYll<I fgr '"'" through 07/3112008. 0MB Q(ilj1-0031 
U,S P::>tent •nd Trademark onlc:•· US. 01:PARTMGNT OF COMM!:RcE 

Under 1h11 Paperwork R<l<luc:tion AGl ol 1885, no 081$0ns "'" n::quiri,d ti:, responc:t 10 e c,;,llc::c:lian of inlanrnilicrn unleS6 It Cl1Splar,;" valid 0MB c;antn,I number. 

TRANSMITTAL 
FORM 

(to be u:sfld rot all correspondence afler inili;il ntlng) 

Total Number of Pag0:s in This Submiasion 

Application Number 

Filing Date 

First Named Inventor 

Art Unit 

Examiner Name 

Attorney Docket Number 

l 0/02 5,.91~ 

1212Gnoo1 

VANSTONE, Sc,ult A-

2137 

SCHUBERT, Kevin& 

67539/00421 

ENCLOSURES (Check all th11t ilDDIY) 

□ Fee Transinll'l'al Form □ 
□ Aftsr A1Iovr.,11ce Communication 

Drawing(s) lo Tc 

□ Fee Attached □ Lh:::cn$lng-related Papen; 
□ Appeal Communi~lion lo Board 

i or App&al$ and Interferences 

□ Amendment / Rcp!y □ Petition 
□ Ap~I communication to TC 

(Appeal Notice, Brief, ReplY Brief) 

D AfterFinal □ 
l>~tltion to Convert lo a □ Proprietary Information 
Provisional Applii;.;tllon 

D Affidavill!/dcdara~on(11) □ 
Power or Allomey, Revocation 

□ Slalu.i; Lener 
Chanee of Correspondence Addi= 

~ l:ldcmion of Time Request □ ~ 
Other Enclosure(&) (please 

Terminal Disclaime, identify below): 

D Expres:s Abandonment Request D Request for Refund 

1) Reque!lt for Continued 
F.,xantlnation (RCE) Trumnu.tt::tl 

D lnlormalion Disclosure Statement 
D CO, Number of CO(s) ---n Landscape Table on CO 

□ 
Certified Copy or Priority 

I Doc.umool(s) Remarks 

□ 
Rcspon~ 10 Mlaalng Paris/ 

Incomplete Application 

□ Reply to Missing Part:s under 
'37 Cf"R 1.52 or 1.53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 

Firm Name Bl~ Casscl.5 & Gruydon LLP 
.......,-,., /J 

Signature r I - -~ 6 ,·~ 
/ /1 •, 

l_. ;,r ,} 

Printed name Rw,/tl. ml -L...J I - ~ ,- ' ....., 
C>ate Angmt-=:rf,2006 I Reg. No.1511.7?2 

~ CERTIFICATE OF TRANSMISSION/MAILING 
I hereby certify that this corresp011dence is being Caasimils lransmltted 111 the USPTO or depositD<I wllh the United Slates Postal SlilTVi..e with 

"' 
eufficienl po&1age as first class m:iil in an envelope addre$$ed 10: Commi&aioner for Palants, P.O. Box 1450, Alemndria,VA 2231ll-1450 on the 

dale shawn below: 

Signature 

~yped or printed name I Dale I ..J 

This corlec\10n of Information is reguircd ti>' 37 CFR 1.5. The inronnalion is re,qutred lo obtain or retain a b1mclil bl,' lhe publlc which i& lo fih1 (and 
by Iha USPTO to prcce.sa) an epphcetion. Conndenllallll,' Is governed by 35 U.S.C. 122 and '37 CFR 1.11 end 1.14. This c:ollectiOl'l i'!I eatirnatad to 
2 houre to complete, including gathering, preparing, and $Ubmlttlng the completed application lorm 10 lhe USPTO. Time will VSft dq;,i::ndlng upon 
lhe lndMdU31 cas&. Any comments on lite :imount or time you rG:quiri:: lo complete this form and/or suggcsUon:s for reducing lh111 burd811, should 
be IMllll lo lhc Cftlef Information Officer, U.S. PQ\i::nl and Trademar11 Oirice. U.S. Di:p;1n,r1enl of Commerce, P.O. 8ox 1450, ,Ale,candria, VA 
22313-1450. DO NOT si:::Nt> FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: comml.saloner for Patents, P.O. SOX 14.SD, 
Alexandria, VA 22S13-1450. 

If you nlffll aSSlstance In comp/sling 1.11/!J rorm. call 1•800-PT'0-!1199 and sell!JCI op'llon 2, 
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EAST Search History 

Ref Hits Search Query DBs Default Plurals Time Stamp 
# Operator 

L2 861 (VANSTONE near SCOTT) US-PGPUB; OR OFF 2006/10/10 09:44 .. 
(VADEKAR near ASHOK) (LAMBERT USPAT; 
near ROBERT) (GALLANT near EPO; JPO; 
ROBERT) (BROWN near DANIEL) DERWENT; 
(MENEZES near ALFRED) IBM_TDB 

L3 32 2 and hash$4 same order US-PGPUB; OR OFF 2006/10/10 09:45 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L4 781 380/44.ccls. US-PGPUB; OR OFF 2006/10/10 09:45 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

LS 1110 380/277 .eels. US-PGPUB; OR OFF 2006/10/10 09:46 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

LG 636 708/250.ccls. US-PG PUB; OR OFF 2006/10/10 09:46 
USPAT; 
EPO;JPO; 
DERWENT; 
IBM_TDB 

51 0 hash$4 same key with generat$4 US-PGPUB; OR ON 2006/10/10 06:14 
same repeat$4 with reject$4 USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

52 10 key with generat$4 same repeat$4 US-PGPUB; OR ON 2006/10/10 06:15 
with reject$4 USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

53 10 key with generat$4 same repeat$4 US-PG PUB; OR ON 2006/10/10 06:18 
same reject$4 with (key output) USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

S4 148 debellis.in. US-PGPUB; OR ON 2006/10/10 06:17 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

10/10/06 9:46:35 AM Page 1 
C:\Documents and Settings\mpyzochal \My Documents\EAST\Workspaces\10025924.wsp 
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EAST Search History 

55 9 54 and hash$4 U5-PGPUB; OR ON 2006/10/10 06:17 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

56 42 key with generat$4 and repeat$4 U5-PGPUB; OR ON 2006/10/10 06:19 
same reject$4 with (key output) U5PAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

57 25 56 and @ad<"20001227" U5-PGPUB; OR ON 2006/10/10 06:21 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

58 3340 hash$4 with key with generat$4 U5-PGPUB; OR ON 2006/10/10 06:21 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

59 110 58 same repeat$4 U5-PGPUB; OR ON 2006/10/10 06:27 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

510 44 59 and @ad<"20001227" U5-PGPUB; OR ON 2006/10/10 06:21 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

511 0 58 and repeat$4 with weak U5-PGPUB; OR ON 2006/10/10 06:27 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

512 10 key with generat$4 same repeat$4 U5-PGPUB; OR ON 2006/10/10 06:27 
with weak U5PAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

513 19 weak with key with repeat$4 U5-PGPUB; OR OFF 2006/10/10 06:34 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

514 37 weak with key same repeat$4 U5-PGPUB; OR OFF 2006/10/10 06:36 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

10/10/06 9:46:35 AM Page 2 
C:\Documents and Settings\mpyzocha 1 \My Documents\EAST\ Workspaces\10025924. wsp 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 179

EAST Search History 

515 40 (insecure invalid) with key with U5-PGPUB; OR OFF 2006/10/10 06:57 
repeat$4 U5PAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

516 0 hash$4 with seed same repeat$4 U5-PGPUB; OR OFF 2006/10/10 06:58 
with (weak reject$4 invalid U5PAT; 
insecure) EPO; JPO; 

DERWENT; 
IBM_TDB 

517 44 hash$4 with seed same repeat$4 US-PGPUB; OR OFF 2006/10/10 07:04 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

518 1 (PRNG ("psuedo random number U5-PGPUB; OR OFF 2006/10/10 07:07 
generator")) same hash$4 same U5PAT; 
seed same repeat$4 EPO; JPO; 

DERWENT; 
IBM_TDB 

519 4 (PRNG ("psuedo random number U5-PGPUB; OR OFF 2006/10/10 07:07 
generator")) and hash$4 same seed USPAT; 
same repeat$4 EPO; JPO; 

DERWENT; 
IBM_TDB 

520 0 hash$4 same seed same repeat$4 US-PG PUB; OR ON 2006/10/10 07:07 
with (reject$4 weak) U5PAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

521 0 (PRNG ("psuedo random number US-PGPUB; OR OFF 2006/10/10 07:07 
generator")) same hash$4 same USPAT; 
seed same weak EPO; JPO; 

DERWENT; 
IBM_TDB 

S22 0 (PRNG ("psuedo random number US-PGPUB; OR OFF 2006/10/10 07:08 
generator")) same weak U5PAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

S23 50 (PRNG ("psuedo random number US-PG PUB; OR OFF 2006/10/10 07:44 
generator")) and weak USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

524 1 ("6307938").PN. US-PGPUB; OR OFF 2006/10/10 07:46 
U5PAT 

525 1 ("6219421").PN. U5-PGPUB; OR OFF 2006/10/10 07:46 
USPAT 

10/10/06 9:46:35 AM 
C:\Documents and Settings\mpyzochal \My Documents\EAST\Workspaces\10025924.wsp 

Page 3 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. 

10/025,924 

27871 7590 

FILING DATE 

12/26/2001 

11/03/2006 

BLAKE, CASSELS & GRAYDON LLP 
BOX 25, COMMERCE COURT WEST 
199 BAY STREET, SUITE 2800 
TORONTO, ON M5LlA9 
CANADA 

FIRST NAMED INVENTOR 

Scott A. Vanstone 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Addrtss:COMMISSIONER FOR PATENTS 

P.O. Box 14S0 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

I ATTORNEY DOCKET NO. I CONFIRMATION NO. 

00001-0417 7632 

EXAMINER 

PYZOCHA, MICHAEL J 

ART UNIT PAPER NUMBER 

2137 

DATE MAILED: 11/03/2006 

Please find below and/or attached an Office communication concerning this application or proceeding. 

PTO-90C (Rev. 10/03) 
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Application No. 

10/025,924 

Applicant(s) 

VANSTONE ET AL. 

Office Action Summary Examiner 

Michael Pyzocha 

Art Unit 

2137 I 
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 

after SIX (6) MONTHS from the mailing date of this communication. 
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1. 704(b). 

Status 

1)~ Responsive to communication(s) filed on 29 August 2006. 

2a)O This action is FINAL. 2b)~ This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)~ Claim(s) 1-14 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) .-- is/are allowed. 

6)~ Claim(s) 1-14 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents·have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) ~ Notice of References Cited {PTO-892) 
2) 0 Notice of Draftsperson's Patent Drawing Review {PTO-948) 

3) 0 Information Disclosure Statement(s) {PTO/SB/08) 
Paper No{s)/Mail Date __ . 

4) 0 Interview Summary {PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 
6) 0 Other: __ . 

U.S. Patent and Trademark Office 
PTOL-326 {Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20061010 
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Application/Control Number: 10/025,924 

Art Unit: 2137 

DETAILED ACTION 

1. Claims 1-14 are pending. 

Page 2 

2. A request for continued examination under 37 CFR 1.114, 

including the fee set forth in 37 CFR 1.17(e), was filed in this 

application after final rejection. Since this application is 

eligible for continued examination under 37 CFR 1.114, and the 

fee set forth in 37 CFR 1.17(e) has been timely paid, the 

finality of the previous Office action has been withdrawn 

pursuant to 37 CFR 1.114. Applicant's submission· filed on 

08/29/2006 has been eitered. 

Claim Rejections - 35 USC§ 103 

3. The following is a quotation of 35 U.S.C. 103(a) which 

forms the basis for all obviousness rejections set forth in this 

Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a) 

as being unpatentable over Vanstone et al. (US 6195433) 

(hereinafter Vanstone) in view of Schneier (Applied 
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Application/Control Number: 10/025,924 

Art Unit: 2137 

Cryptography) and further in view of Matyas Jr. et al. (US 

6307 938) (hereinafter Matyas) . 

·Page 3 

As per claim 1, Vanstone discloses a method for generating 

a k for use in a cryptographic function including the steps of: 

generating a seed value from a random number generator (see 

column 3 lines 37-39); performing a hash function on said seed 

value to provide an output (see column 3 lines 41-45); 

determining if the outputted value is accepted or rejected• (see 

column 3 line 51 through column 4 line 44); repeating the method 

if the output is rejected (see column 3 line 51 through column 4 

line 44); and if the output is accepted, providing the key for 

use in performing said cryptographic function wherein said key 

is equal to said output (see column 3 lines 37-45). 

Vanstone fails to disclose the steps of determining and 

accepting/rejecting based on an order q. 

However, Schneier teaches the steps of accepting/ ecting 

based on an order q (see page 487 lines 12-15 and line 11) and 

Matyas teaches determining whether an output is less than a 

prime number q (see column 6 line 65 through column 8 line 35). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to us~ the tests of 

Schneier and Matyas in the. key generation system of Vanstone. 
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Application/Control Number: 10/025,924 

Art Unit: 2137 
Page 4 

Motivation to do so would have been to use the well-known 

DSA (see Schneier pages 486-487) and in order to provide a 

system to avoid attack because it is not possible to invert the 

hash function to determine the required input seed (see Matyas 

column 7 lines 5-6). 

As per claim 2, the modified Vanstone, Schneier, and Matyas 

system discloses another seed value is generated by said random 

number generator if said output is rejected (see Schneier page 

487 line 11; Page 489, line 22 and Vanstone column 3 line 51 

through column 4 line 44). 

As per claim 4, the modified Vanstone, Schneier, and Matyas 

system discloses said key is used for generation of a public key 

(see Schneier page 487 lines 8-15; page 488 lines 3-8 and 

Vanstone column 4 lines 45-48). 

As per claim 5, the modified Vanstone, Schneier, and Matyas 

system discloses a method wherein said order q is prime number 

represented by a bit string of predetermined length L (see 

Schneier age 487, line 1 and Page 488, line 5). 

5. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over the modified Vanstone, Schneier, and Matyas 

system as applied to claim 1 above, and further in view of 

Backal (US 6219421). 
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As per claim 7, the modified Vanstone, Schneier, and Matyas 

system fails to disclose if said output is rejected, said output 

is incremented by a deterministic function and a hash function 

is performed on said incremented output to produce a new output; 

a determination being made as to whether said new output is 

acceptable as a key. 

However, Backal teaches this limitation (see column 5 lines 

61-67). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the incremental 

by a deterministic function in the modified Vanstone, Schneier, 

and Matyas system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Backal column 1 lines 50-51). 

As per claim 8, the modified Vanstone, Schneier, Matyas, 

and Backal system incrementing includes a further step of adding 

a particular value to said seed value (see Backal column 5, 

lines 61-67). 

As per claim 9, the modified Vanstone, Schneier, and Matyas 

system discloses a method for generating a k for use in a 
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cryptographic function including the steps of: generating a seed 

value from a random number generator (see Vanstone column 3 

lines 37-39); performing a hash function on said seed value to 

provide an output (see Vanstone column 3 lines 41-45); 

determining if the outputted value is accepted or rejected (see 

Vanstone column 3 line 51 through column 4 line 44); repeating 

the method if the output is rejected (see Vanstone column 3 line 

51 through column 4 line 44); and if the output is accepted, 

providing the key for use in performing said cryptographic 

function wherein said key is equal to said output (see Vanstone 

column 3 lines 37-45). The determination and 

accepting/rejection based on the order q being taught by 

Schneier and Matyas as applied to claim 1. 

The modified Vanstone, Schneier, and Matyas system fails to 

disclose incrementing said seed value by a predetermined 

function and performing said hash function on said incremented 

seed value to provide a second output; and combining said first 

output and second output to produce a new output; determining 

whether said new output has a value less than said order q. 

However, Backal teaches incrementing said seed value by a 

predetermined function and performing said hash function on said 

incremented seed value to provide a second output (see column 5, 

lines 61-67); and combining said first output and second output 
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to produce a new output; determining whether said new output has 

a value less than said order q (see column 5, lines 54-60). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

incrementing and combining of Backal in the modified Vanstone, 

Schneier, and Matyas system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Backal column 1 lines 50-51). 

As per claim 10, the modified Vanstone, Schneier, Matyas, 

and Backal system discloses wherein upon rejection of said new 

output a new seed value is generated by said random number 

generator (see Schneier page 487, line 11 and Page 489, line 

22). 

As per claim 11, the modified Vanstone, Schneier, Matyas, 

and Backal system discloses wherein upon rejection of said new 

output said seed value is incremented by a predetermined 

function and revised values for said first output and said 

second output are obtained (see Backal column 5, lines 61-67). 

As per ciaim 12, the modified Vanstone, Schneier, Matyas, 

and Backal system wherein a bit string greater than a 
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predetermined length Lis obtained and an L bit string selected 

therefrom for comparison with said order q (see Schneier age 

487, line 1 and Page 488, line 5). 

As per claim 13, the modified Vanstone, Schneier, Matyas, 

and Backal system wherein upon rejection of said bit string of 

predetermined length L, a further L bit string.is selected (see 

Schneier age 487, line 1 and Page 488, line 5). 

6. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over the modified Vanstone, Schneier, and 

Matyas system (alone or in combination with Backal) as applied 

to claims 1 and 9 above, and further in view of Nel et al. 

(Gen'eration of Keys for use with the Digital Signature Standard 

(DSS)) (hereinafter Nel). 

As per claim 3, the modified Vanstone, Schneier, and Matyas 

system fails to disclose storing the key. 

However, Nel teaches storing the key (see page 10 column 1 

lines 3-4) . 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to store the key of the 

modified Vanstone, Schneier, and Matyas system. 

Motivation to do so would have been to be able to reuse the 

key and also perform auditing on the key generation process. 
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As per claim 6, the modified Vanstone, Schneier, and Matyas 

system fails to disclose the output from said hash function is a 

bit string of predetermined length L. 

However, Nel teaches the output from said hash function is 

a bit string of predetermined length L (see page 8, column 2, 

lines 8-11). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

predetermined output length in the modified Vanstone, Schneier, 

and Matyas system. 

Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

As per claim 14, the modified Vanstone, Schneier, Matyas, 

and Backal system fails to disclose combining said first and 

second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length L. 

However, Nel teaches combining said first and second 

outputs includes a further step of rejecting excess bits such 

that said new output is a bit string of length L (see page 8, 

column 2, lines 8-11). 

At the time of the invention it would have been obvious to 
' 

a person of ordinary skill in. the art to reject excess bits to 
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form a predetermined length in the modified Vanstone, Schneier; 

Matyas, and Sackal system. 

Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

7. Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a) 

as being unpatentable over Schneier (Applied Cryptography) in 

view of Matyas Jr. et al. (US 6307938) (hereinafter Matyas) and 

further in view of Patel (US 6327660). 

As per claim 1, Schneier discloses a method for generating 

a k for use in a cryptographic function including the steps of: 

generating a seed value from a random number generator (see page 

487 line 11 and page 489 lines 15-16); determining if the 

outputted value is accepted or rejected based on an order q (see 

page 487 lines 12-15). 

Schneier fails to disclose performing a hash function on 

seed number to provide an output, determining whether said 

output is less than said prime number q and repeating the method 

if the key is rejected and using the accepted key to perform a 

cryptographic function. 

However, Matyas teaches performing a hash of each of seed 

values with SHA-I to produce hash values (see column 6, lines 7-
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9) and determining whether an output is less than-a prime number 

q (see column 6 line 65 through column 8 line 35) and Patel 

teaches repeating the method if the key is rejected and using 

the accepted key to perform a cryptographic function (see column 

6 lines 26-47). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to use the tests of Matyas 

and the repeating of Patel in the system of Schneier. 

Motivation to do so would have been to and in order to 

provide a system to avoid attack because it is not possible to 

invert the hash function to determine the required input seed 

(see Matyas column 7 lines 5-6) and to produce keys which are 

not weak (see Patel column 6 lines 26-47). 

As per claim 2, the modified Schneier, Matyas, and Patel 

system discloses another seed value is generated by said random 

number generator if said output is rejected (see Schneier page 

487 line 11; Page 489, line 22). 

As per claim 4, the modified Schneier, Matyas, and Patel 

system discloses said key is used for generation of a public key 

(see Schneier page 487 lines 8-15; page 488 lines 3-8). 

As per claim 5, the modified Schneier, Matyas, and Patel 

system discloses a method wherein said order q is prime number 
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8. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over the modified Schneier, Matyas, and Patel 

system as applied to claim 1 above, and further in view of 

Sackal (US 6219421). 

As per claim 7, the modified Schneier, Matyas, and Patel 

system fails to disclose if said output is rejected, said output 

is incremented by a deterministic function and a hash function 

is performed on said incremented output to produce a new output; 

a determination being made as to whether said new output is 

acceptable ·as a key. 

However, Sackal teaches this limitation (see column 5 lines 

61-67). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the incremental 

by a deterministic function in the modified Schneier, Matyas, 

and Patel system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Sackal column 1 lines 50-51). 
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As per claim 8, the modified Schneier, Matyas, Patel, and 

Backal system incrementing includes a further step of adding a 

particular value to said seed value (see Backal column 5, lines 

61 67) . 

As per claim 9, the modified Schneier, Matyas, and Patel 

system discloses a method for generating a k for use in a 

cryptographic function including the steps of: generating a seed 

value from a random number generator (see page 487 line 11 and 

page 489 lines 15-16); determining if the outputted value is 

accepted or rejected based on an order q (see page 487 lines 12-

15). The hashing, determining and repeating are as taught in 

claim 1 by Matyas and Patel. 

The modified Schneier, Matyas, and Patel system fails to 

disclose incrementing said seed value by a predetermined 

function and performing said hash function on said incremented 

seed value to provide a second output; and combining said first 

output and second output to produce a new output; determining 

whether said new output has a value less than said order q. 

However, Backal teaches incrementing said seed value by a 

predetermined function and performing said hash function on said 

incremented seed value to provide a second output (see column 5, 

lines 61-67); and combining said first output and second output 
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to produce a new output; determining wheth~r said new output has 

a value less than said order q (see column 5, lines 54-60). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

incrementing and combining of Backal in the modified Schneier, 

Matyas, and Patel system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Backal column 1 lines 50-51). 

As per claim 10, the modified Schneier, Matyas, Patel, and 

Backal system discloses wh~rein upon rejection of said new 

output a new seed value is generated by said random number 

generator (see Schneier page 487, line 11 and Page 489, line 

22). 

As per claim 11, the modified Schneier, Matyas, Patel, and 

Backal system discloses wherein upon rejection of said new 

output said seed value is incremented by a predetermined 

function and revised values for said first output and said 

second output are obtained (see Backal column 5, lines 61-67). 

As per claim 12, the modified Schneier, Matyas, Patel, and 

Backal system wherein a bit string greater than a predetermined 
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length Lis obtained and an L bit string selected therefrom for 

comparison with said order q (see Schneier age 487, line 1 and 

Page 488, line 5). 

As per claim 13, the modified Schneier, Matyas, Patel, and 

Backal system wherein upon rejection of said bit string of 

predetermined length L, a further L bit string is selected (see 

Schneier age 487, line 1 and Page 488, line 5). 

9. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over the modified Schneier, Matyas, and Patel 

system (alone or in combination with Backal) as applied to 

claims 1 and 9 above, and further in view of Nel et al. 

(Generation of Keys for use with the Digital Signature Standard 

(DSS)) (hereinafter Nel). 

As per claim 3, the modified Schneier, Matyas, and Patel 

system fails to disclose storing the key. 

However, Nel teaches storing the key (see page 10 column 1 

lines 3-4) . 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to store the key of the 

modified Schneier, Matyas, and Patel system: 

Motivation to do so would have been to be able to reuse the 

key and also perform auditing on the key generation process. 
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As per claim 6, the modified Schneier, Matyas, and Patel 

system fails to disclose the output from said hash function is a 

bit string of predetermined length L. 

However, Nel teaches the output from said hash function is 

a bit string of predetermined length L (see page 8, column 2, 

lines 8-11). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

predetermined output length in the modified Schneier, Matyas, 

and Patel system. 

Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

As per claim 14, the modified Schneier, Matyas, and Patel 

system fails to disclose combining said first and second outputs 

includes a further step of rejecting excess bits such that said 

new output is a bit string of length L. 

However, Nel teaches combining said first and second 

outputs includes a further step of rejecting excess bits such 

that said new output is a bit string of length L (see page 8, 

column 2, lines 8-11). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to reject excess bits to 
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form a predetermined length in the modified Schneier, Matyas, 

and Patel system. 

Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

Response to Arguments 

10. Applicant's arguments with respect to claims 1-14 have been 

considered but are moot in view of the new ground(s) of 

rejection. 

Conclusion 

11. The prior art made of record and not relied upon is 

considered pertinent to applicant's disclosure. Krasinski et al. 

(US 20030084332) and Chen et al. (US 20020116527) teach a method 

of repeating a method when a key is rejected. 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Michael 

Pyzocha whose telephone number is (571) 272-3875. The examiner 

can normally be reached on 7:00am - 4:30pm first Fridays of the 

bi-week off. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Emmanuel Moise can be 
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organization where this application or proceeding is assigned is 

571-273 8300. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll free). If you would 

like assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800-786-9199 

(IN USA OR CANADA) or 571-272-1000. 

MJP 

EM~EL~ 
SUPERVISORY PATENT EXAMINER 
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Sir: 

RESPONSE 

This is further to the Office Action dated November 3, 2006. Applicant advises that a 

request for a one-month extension of time is being filed concurrently herewith. Applicant wishes 

to present the following remarks: 

Remarks: begin on page 2 of this paper. 
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REMARKS 

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable 

over Vanstone (US 6,195,433), in view of Schneier (Applied Cryptography), in further view of 

Matyas (6,307,938). Applicant respectfully traverses the rejections as follows. 

Vanstone teaches a private key validation scheme that comprises generating a private key 

from a random number and testing the number against a predetem1ined set of criteria. As noted 

by the Examiner, Vanstone teaches generating a seed value, hashing the seed value and then 

shaping the output of the hash to be used as a private key. The Examiner acknowledges that 

Vanstone does not teach accepting/rejecting the key based on an order q. However, the 

Examiner turns to Schneier and Matyas as teaching accepting/rejecting a key based on an order 

q. 

Upon a careful review of Vanstone (as explained below), it is clear that not only does 

Vanstone not teach choosing a key that is less than q but there is clear direction to do the 

opposite. Also, even if, for the sake of argument, one were to combine Vanstone with either or 

both Schneier and Matyas, neither Sclmeier nor Matyas teach testing an output to be used as a 

kev if the value is less than an order q. 

As Applicant has noted several times in previous responses, the present application 

describes and claims a method of gene1·at1ng a key that avoids the bias discovered by Daniel 

Bleichenbacher. The inventors have recognized the source of the bias, namely in how the key is 

chosen and have recognized that by choosing the key to be of an order less than q, the bias can 

be avoided. 

Vanstone does not acknowledge this bias and is not concerned with choosing a key if the 

computed output is less than an order q. In fact, upon a careful read of Vanstone, it is clear that 

one of the tests for choosing the key involves validating the length of the seed (which is hashed 

to ge1ner·ate the key), to ensure that it is lare:er than n - the prime order of the generating point G 

(see col. 5, lines 16-17). Therefore, not only does Vanstone not teach detem1ining whether to 

choose an output as a key based on whether the output is less than an order q, but clearly teaches 

adopting a criterion that looks for quite the opposite relationship. As such, there is nothing to 

suggest that the key be accepted if less than a prime order only to accept the seed value if it is 

larger than a prime order. 

Notwithstanding the above, Applicant also believes that the Examiner has misconstrued 

2 
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the secondary reference Schneier and the tertiary reference Matyas. In particular, the Examiner 

points again to page 487 of Schneier (lines 12-I 5). However, in this passage, Schneier teaches 

choosing a random value k that is less than q which is used to generate signature components r 

ands. Applicant believes that the Examiner has again made a leap of logic in modifying the 

teachings of Schneier to fit with what is missing from the primary reJen:!nc:e Vanstone. Vanstone 

teaches choosing a kev whereas the passage in Schneier teaches choosing a random value used in 

generating sir.mature components. Sclmeier does not suggest that the value k can be used as a 

key. In fact, on page 487 of Schneier, the private key is said to be x and the public key is said to 

bey, not k. 

In any event, Vanstone still teaches accepting a seed value used to generate the key based 

on the seed value being larger than an order n. As such, there would be no motivation to 

combine the teachings relied on by the Examiner as they would be contradictory. Moreover, 

there is no suggestion in Sclmeier that the random number k should be used for anything other 

than generating signature components r and s. Accordingly, Applicant believes that the 

Examiner has combined the cited references without fully considering how the respective 

teachings would \Vork together. It is believed that the Examiner has read too much into the 

references cited on the basis of hindsight in view of Applicant's disclosure. 

None of the cited references have recognized the bias recognized by the inventors let 

alone teach how such bias can be avoided. It is therefore believed that claims 1, 2, 4 and 5 

clearly and patentably distinguish over the combination of cited references. 

Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Vanstone, in viC\v of Sclmeier, in further view of Matyas (Vanstone/Schneier/Matyas ), in further 

view of Backal (US 6,219,421). Applicant respectfully traverses the rejections as follows. 

Backal appears to have been cited as teaching incrementing a seed value by a 

predete1111ined function. Claims 7 and 8 are dependent on claim I, which Applicant is believed 

to have shown distinguishes over Vanstone/Sclmeier/Matyas. Therefore, Backal must at least 

teach what is missing from Vanstone/Schneier/Matyas. Applicant respectfully submits that 

Backal does not teach choosing a key based on whether or not it is than an order q. 

Therefore, Backal does not teach what is missing from Vanstone/Schneier/Matyas and 

claims 7 and 8 are believed to distinguish over Vanstone/Sclmeier/Matyas in further view of 

Backal. Similar arguments apply with respect to claims 9-13. As such, claims 7-13 are believed 

3 
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to be patentably distinguished over the references cited by the Examiner. 

Claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Vanstone, in view of Sclmeier, in further view of Matyas (Vanstone/Schneier/Matyas ), in further 

view of Ne! (Generation of Keys for use with the Digital Signature Standard (DSS)). Applicant 

respectfully traverses the rejections as follows. 

Claims 3, 6 and 14 are dependent on either claim 1 or claim 9, which Applicant is 

believed to have shown distinguish over Vanstone/Schneier/Matyas. Therefore, Nel must at least 

teach what is missing from Vanstone/Schneier/Matyas. Applicant respectfully submits that Ne! 

does not teach choosing a key based on whether or not it is less than an order q. Therefore, Nel 

does not teach what is missing from Vanstone/Sclmeier/Matyas and claims 3, 6 and 14 are 

believed to distinguish over Vanstone/Schneier/Matyas in further view ofNel. As such, claims 

3, 6 and 14 are believed to be patentably distinguished over the references cited by the Examiner. 

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable 

over Schneier, in view of Matyas, in further view of Patel (US 6,327,660) 

As noted above, the present application describes and claims a method of generating a 

key that avoids the bias discovered by Daniel Bleichenbacher. The inventors have recognized 

the source of the bias, namely in how the key is chosen and have recognized that by choosing the 

key to be of an order less than q, the bias can be avoided. 

Again, the Examiner points to page 487 of Schneier (lines 12-15) as teaching choosing a 

key based on a value being less than an order q. However, in this passage, Schneier teaches 

choosing a random value k that is less than q which is used to generate signature components r 

ands_ The Examiner acknowledges that Sclmeier does not teach computing a hash of a seed 

value and points to Matyas as teaching such a feature. However, Applicant again points out that 

there is nothing in Matyas to suggest modifying Schneier such that the value k is used as a key. It 

is believed that the Examiner has again made a leap of logic in saying that it would be obvious to 

combine and/or modify these references to fit what is claimed. None of the references suggest 

the claimed feature of detem1ining \vhether an output is less than an order q and if so, using that 

output as a key. 

Patel teaches securing a communication link before boot. However, Patel clearly does 

not teach what Applicant believes is missing from Schneier and Matyas. Therefore, the 

arguments regarding Vanstone/Schneier/Matyas equally apply to Schneier/Matyas/Patel and 

4 
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Applicant believes these rejections are no more relevant than those regarding 

Vanstone/Schneier/Matyas. 

alone teach how such bias can be avoided. It is therefore believed that claims 1, 2, 4 and 5 also 

clearly and patentably distinguish over Schneier/Matyas/Patel. 

Claims 7-13 have been rejected under 35 U.S.C. 103(a) regarding Sclmeier, Matyas, Patel 

and Backal; and claims 3, 6 and 14 have been rejected under 35 U.S.C. l 03(a) regarding 

Schneier, Matyas, Patel and Nel. As noted above, the combination of Schneier/Matyas/Patel is 

believed to be no more relevant than the combination of Vanstone/Sclmeier/Matyas and, as such, 

similar arguments presented above equally apply in respect of claims 7-13 and 3, 6 and 14. 

In vie,v of the foregoing, Applicant believes that claims 1-14 clearly and patentably 

distinguish over the references cited by the Examiner and are in condition for allowance. 

Applicant requests early reconsideration and allowance of the present application. 

Respectfully submitted, 

7llr : 5 
Bret7: 
Agent for Applicant 
Registration No. 58,772 

Date: March 5, 2007 

BLAKE, CASSELS & GRAYDON LLP 
Suite 2800, P.O. Box 25 
199 Bay Commerce Court West 
Toronto, Ontario MSL 1 A9 
CANADA 

Tel: 416-863-2518 
BSL/ 

5 
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PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136 .. (a). .. I 
(Large Entity) 

Docket No. 

67539/00421 

In Re Application Of: VANSTONE, Scott A.; et al. 

Application No. 

10/025.924 

Filing Date 

Dec. 26, 2001 

Examiner 

PYZOCHA, Michael J. 

Invention: I\IETHOD OF PUBLIC KEY GENERATION 

Customer No. Group Art Unit Confirmation No. 

27871 2137 7632 

COMMISSIONER FOR PATENTS: 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a response to the Office 

Action of 11/03/2006 in the above-identified application. 
Dare 

The requested extension is as follows (check time period -~· -· , 

[81 One month D Two months D Three months 

from: February 3, 2007 
-------~~---~·--~-

until: 
Date 

D Four months 

!\·larch 3, 2007 
Dme 

□ Five months 

The fee for the extension of time is $120 and is to be paid as follows: 

0 A check in the amount of the fee is enclosed. 

iZl The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to 
Deposit Account No. 02-2553 

igJ If an additional extension of time is required, please consider this a petition therefor and charge 
any additional fees which may be required to Deposit Account No. 02-2553 

0 Payment by credit card. Form PTO-2038 is attached. 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

1 I / /'_ 
i L /~-J--::::1;, · -- ... "":'"" 

Brett ,J. la y·· ( cg. No. :,8,772) 
Blake, Cassels & Graydon LLP 
Box 25, Commerce Court West, 199 Bay Street 
Toronto, Ontario, M5L 1A9, Canada 

Tel: (416) 863-2518 
Fax: (416) 863-2653 

cc: 

Dated: March 5, 2007 

J hereby certify that this correspondence is beilll!J:posited 
with the United States Postal Service with sufficient postage 
as first class mail in an envelope addressed fl:Commissioner 
for Patents,P.O. Box 1450, Alexandria,VA 22313-1450"[37 
CFR 1.8(a)! on 

(Dale) 

Sig,wlure of Perso11 ;1/ailing Correspm1d,mee 

1)7wd or Pri11111d Name 11/ Persm1 Mailing Cm,esp1mde11£·1• 

P 12LAf'!:GE. P.El/11 
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Application Number: 10025924 

Filing Date: 26-Dec-2001 

Title of Invention: Method of public key generation 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Filer: Brett Joseph Slaney/Judith Martin 

Attorney Docket Number: 00001-0417 

Filed as Large Entity 

Utility Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Fi Ii ng: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al I owance-and-Post-lssu ance: 

Extension-of-Time: 

Extension - 1 month with $0 paid 1251 1 120 120 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 209
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EFSID: 1563424 

Application Number: 10025924 

International Application Number: 

Confirmation Number: 7632 

Title of Invention: Method of public key generation 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Customer Number: 27871 

Filer: Brett Joseph Slaney/Judith Martin 

Filer Authorized By: Brett Joseph Slaney 

Attorney Docket Number: 00001-0417 

Receipt Date: 05-MAR-2007 

Filing Date: 26-DEC-2001 

Time Stamp: 13:16:32 

Application Type: Utility 

Payment information: 

Submitted with Payment yes 

Payment was successfully received in RAM $120 

RAM confirmation Number 1721 

Deposit Account 022553 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1 .17 

File Listing: 
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Document Document Description File Name File Size(Bytes) Multi Pages 
Number Part /.zip (if appl.} 

1 
certicom421 _ OAresponse _ w 

254573 yes 6 
_ext.pdf 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment - After Non-Final Rejection 1 1 

Applicant Arguments/Remarks Made in an Amendment 2 5 

Extension of Time 6 6 

Warnings: 

Information: 

2 Fee Worksheet (PTO-06) fee-info.pdf 8135 no 2 

Warnings: 

Information: 

Total Files Size (in bytes): 262708 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt 
similar to a Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date 
shown on this Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions 
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the 
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, 
in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary 
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the 
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due 
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement 
Receipt will establish the international filing date of the application. 
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,..1 

EAST Search History 
. 

Ref Hits Search Query DBs Default Plurals Time Stamp 
# Operator 

L2 839 380/44.ccls. US-PG PUB; OR OFF 2007/03/15 09:28 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L3 8 L2 and @ad<"20001227" and US-PGPUB; OR OFF 2007/03/15 09:28 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L4 1180 380/277.ccls. US-PGPUB; OR OFF 2007/03/15 09:28 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

LS 9 L4 and @ad<"20001227" and US-PG PUB; OR ON 2007/03/15 09:28 
@pd>"20061010" USPAT; 

· EPO; JPO; 
DERWENT; 
IBM_TDB 

L6 662 708/250.ccls. US-PGPUB; OR OFF 2007/03/15 09:28 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L7 1 L6 and @ad<"20001227" and US-PG PUB; OR ON 2007/03/15 09:28 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

LS 10 key with generat$4 same repeat$4 US-PGPUB; OR ON 2007/03/15 09:28 
with reject$4 USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L9 0 LS and @ad<"20001227" and US-PGPUB; OR ON 2007/03/15 09:29 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

LlO 45 key with generat$4 and repeat$4 US-PGPUB; OR ON 2007/03/15 09:29 
same reject$4 with (key output) USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

3/15/07 9:31:13 AM Page 1 
C:\Documents and Settings\mpyzochal \My Documents\EAST\ Workspaces\10025924-1.wsp 
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Lll 0 LlO and @ad<"20001227" and US-PG PUB; OR ON 2007/03/15 09:29 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L12 3711 hash$4 with key with generat$4 US-PGPUB; OR ON 2007/03/15 09:29 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L13 123 L12 same repeat$4 US-PG PUB; OR ON 2007/03/15 09:29 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L14 1 L13 and @ad<"20001227" and US-PGPUB; OR ON 2007/03/15 09:29 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L15 10 key with generat$4 same repeat$4 US-PGPUB; OR ON 2007/03/15 09:29 
with weak USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L16 0 L15 and @ad<"20001227" and US-PGPUB; OR ON 2007/03/15 09:29 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L17 19 weak with key with repeat$4 US-PG PUB; OR OFF 2007/03/15 09:29 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L18 0 L17 and @ad<"20001227" and US-PG PUB; OR ON 2007/03/15 09:29 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L19 54 (PRNG ("psuedo random number US-PGPUB; OR OFF 2007/03/15 09:29 
generator")) and weak USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L20 0 L19 and @ad<"20001227" and US-PG PUB; OR ON 2007/03/15 09:29 
@pd>"20061010" USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

3/15/07 9:31:13 AM Page 2 
C: \Documents and Settings\mpyzocha 1 \My Documents\EAST\ Workspaces\10025924-1. wsp 
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EAST Search History 

L21 928 (VANSTONE near SCOTT) US-PG PUB; OR OFF 2007/03/15 09:29 
(VADEKAR near ASHOK) (LAMBERT USPAT; 
near ROBERT) (GALLANT near EPO; JPO; 
ROBERT) (BROWN near DANIEL) DERWENT; 
(MENEZES near ALFRED) IBM_TDB 

L22 36 L21 and hash$4 same order US-PGPUB; OR OFF 2007/03/15 09:29 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L23 102 generat$4 with key same less with US-PGPUB; OR ON 2007/03/15 09:30 
order USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L24 so L23 and @ad<"20001227" US-PG PUB; OR ON 2007/03/15 09:30 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L25 677 generat$4 with key and less near3 US-PGPUB; OR ON 2007/03/15 09:30 
order USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L26 12 generat$4 with key and less near3 US-PGPUB; OR ON 2007/03/15 09:30 
order same hash$4 USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

3/15/07 9:31:13 AM Page 3 
C:\Documents and Settings\mpyzocha 1 \My Documents\EAST\Workspaces\10025924-1.wsp 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

10/025,924 12/26/2001 

27871 7590 03/20/2007 
BLAKE, CASSELS & GRAYDON LLP 
BOX 25, COMMERCE COURT WEST 
199 BAY STREET, SUITE 2800 
TORONTO, ON M5L 1A9 
CANADA 

SHORTENED STATUTORY PERIOD OF RESPONSE 

3 MONTHS 

FIRST NAMED INVENTOR 

Scott A. Vanstone 

MAIL DATE 

03/20/2007 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PA TENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

00001-0417 7632 

EXAMINER 

PYZOCHA,MICHAELJ 

ART UNIT PAPER NUMBER 

2137 

DELIVERY MODE 

PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

If NO period for reply is specified above, the maximum statutory period will apply and will expire 6 MONTHS 
from the mailing date of this communication. 
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Application No. 

10/025,924 

Applicant(s) 

VANSTONE ET AL. 

Office Action Summary Examiner 

Michael Pyzocha 

Art Unit 

2137 I 
•• The MAILING DA TE of this communication appears on the cover sheet with the correspondence address •· 

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1. 136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )i;gj Responsive to communication(s) filed on 05 March 2007. 
2a)i;gj This action is FINAL. 2b)0 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O.G. 213. 

Disposition of Claims 

4)i;gj Claim(s) 1-14 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) is/are allowed. 

6)i;gj Claim(s) 1-14 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on is/are: a)O accepted or b)O objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 
2.0 Certified copies of the priority documents have been received in Application No. __ . 
3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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Paper No(s)/Mail Date __ . 

4) 0 lnteiview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 

6) 0 Other: 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20070315 
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2. Response filed 03/05/2007 has been received and considered. 

Claim Rejections - 35 USC§ 103 

3. The following is a quotation of 35 U.S.C. 103(a) which 

forms the basis for all obviousness rejections set forth in this 

Office action: 

(a) A patent may not be obtained though the invention is not identically 
discldsed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a) 

as being unpatentable over Vanstone et al. (US 6195433) 

(hereinafter Vanstone) in view of Schneier (Applied 

Cryptography) and further in view of Matyas Jr. et al. (US 

6307938) (hereinafter Matyas). 

As per Claim 1, Vanstone discloses a method for generating 

a k for use in a cryptographic function including the steps of: 

generating a seed value from a random number generator (see 

column 3 lines 37-39); performing a hash function on said seed 

value to provide an output (see column 3 lines 41-45); 

determining if the outputted value is accepted or rejected (see 
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column 3 line 51 through column 4 line 44); repeating the method 

if the output is rejected (see column 3 line 51 through column 4 

line 44); and if the output is accepted, providing the key for 

use in performing said cryptographic function wherein said key 

is equal to said output (see column 3 lines 37-45). 

Vanstone fails to disclose the steps of determining and 

accepting/rejecting based on an order q. 

However, Schneier teaches the steps of accepting/rejecting 

based on an order q (see page 487 lines 12-15 and line 11) and 

Matyas teaches determining whether an output is less than a 

prime number q (see column 6 line 65 through column 8 line 35). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to use the tests of 

Schneier and Matyas in the key generation system of Vanstone. 

Motivation to do so would have been to use the well-known 

DSA (see Schneier pages 486-487) and in order to provide a 

system to avoid attack because it is not possible to invert the 

hash function to determine the required input seed (see Matyas 

co 1 umn 7 1 in es 5 6 ) . 

As per claim 2, the modified Vanstone, Schneier, and Matyas 

system discloses another seed value is generated by said random 

number generator if said output is rejected (see Schneier page 
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487 line 11; Page 489, line 22 and Vanstone column 3 line 51 

through column 4 line 44). 

As per claim 4, the modified Vanstone, Schneier, and Matyas 

system discloses said key is used for generation of a public key 

(see Schneier page 487 lines 8-15; page 488 lines 3-8 and 

Vanstone column 4 lines 45-48). 

As per claim 5, the modified Vanstone, Schneier, and Matyas 

system discloses a method wherein said order q is prime number 

represented by a bit string of predetermined length L (see 

Schneier age 487, line 1 and Page 488, line 5). 

5. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over the modified Vanstone, Schneier, and Matyas 

system as applied to claim 1 above, and further in view of 

Backal (US 6219421). 

As per claim 7, the modified Vanstone, Schneier, and Matyas 

system. fails to disclose if said output is rejected, said output 

is incremented by a deterministic function and a hash function 

is performed on said incremented output to produce a new output; 

a determination being made as to whether said new output is 

acceptable as a key. 

However, Backal teaches this limitation (see column 5 lines 

61-67). 
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At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the incremental 

by a deterministic function in the modified Vanstone, Schneier, 

and Matyas system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Sackal column 1 lines 50 51). 

As per claim 8, the modified Vanstone, Schneier, Matyas, 

and Sackal system incrementing includes a further step of adding 

a particular value to said seed value (see Sackal column 5, 

lines 61-67). 

As per claim 9, the modified Vanstone, Schneier, and Matyas 

sy$tem discloses a method for generating a k for use in a 

cryptographic function including the steps of: generating a seed 

value from a random number generator (see Vanstone column 3 

lines 37-39); performing a hash function on said seed value to 

provide an output (see Vanstone column 3 lines 41-45); 

determining if the outputted value is accepted or rejected (see 

Vanstone column 3 line 51 through column 4 line 44); repeating 

the method if the output is rejected (see Vanstone column 3 line 

51 through column 4 line 44); and if the output is accepted, 
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providing the key for use in performing said cryptographic 

function wherein said key is equal to said output (see Vanstone 

column 3 lines 37-45). The determination and 

accepting/rejection based on the order q being taught by 

Schneier and Matyas as applied to claim 1. 

The modified Vanstone, Schneier, and Matyas system fails to 

disclose incrementing said seed value by a predetermined 

function and performing said hash function on said incremented 

seed value to provide a second output; and combining said first 

output and second output to produce a new output; determining 

whether said new output has a value less than said order q. 

However, Backal teaches incrementing said seed value by a 

predetermined function and performing said hash function on said 

incremented seed value to provide a second output (see column 5, 

lines 61-67); and combining said first output and second output 

to produce a new output; determining whether said riew output has 

a value less than said order q (see column 5, lines 54-60). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

incrementing and combining of Backal in the modified Vanstone, 

Schneier, and Matyas system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 
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the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Backal column 1 lines 50-51). 

As per claim 10, the modified Vanstone, Schneier, Matyas, 

and Bac~al system discloses wherein upon rejection of said new 

output a new seed value is generated by said.random number 

generator (see Schneier page 487, line 11 and Page 489, line 

22). 

As per claim 11, the modified Vanstone, Schneier, Matyas, 

and Sackal system discloses wherein upon rejection of said new 

output said seed value is incremented by a predetermined 

function and revised values for said first output and said 

second output are obtained (see Sackal column 5, lines 61-67). 

As per claim 12, the modified Vanstone, Schneier, Matyas, 

and Backal system wherein a bit string greater than a 

predetermined length Lis obtained and an L bit string selected 

therefrom for comparison with said order q (see Schneier age 

487, line 1 and Page 488, line 5). 

As per claim 13, the modified Vanstone, Schneier, Matyas, 

and Backal system wherein upon rejection of said bit string of 

predetermined length L, a further L bit string is selected (see 

Schneier age 487, line 1 and Page 488, line 5). 
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6. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over the modified Vanstone, Schneier, and 

Matyas system (alone or in combination with Backal) as applied 

to claims 1 and 9 above, and further in view of Nel et al. 

(Generation of Keys for use with the Digital Signature Standard 

( DSS) ) ( hereinafter Nel) . 

As per claim 3, the modified Vanstone, Schneier, and Matyas 

system fails to disclose storing the key. 

However, Nel teaches storing the key (see page 10 column 1 

lines 3-4) . 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to store the key of the 

modified Vanstone, Schneier, a~d Matyas system. 

Motivation to do so would have been to be able to reuse the 

key and also perform auditing on the key generation process. 

As per claim 6, the modified Vanstone, Schneier, and Matyas 

system fails to disclose the output from said hash function is a 

bit string of pr~determined length L. 

However, Nel teaches the output from said hash function is 

a bit string of predetermined length L (see page 8, column 2,. 

lines 8-11). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 
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predetermined output length in the modified Vanstone, Schneier, 

and Matyas system. 

Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

As per claim 14, the modified Vanstone, Schneier, Matyas, 

and Backal system fails to disclose combining said first and 

second outputs includes a further step of rejecting excess bits 

such that said new output is a bit string of length L. 

However, Nel teaches combining said first and second 

outputs includes a further step of rejecting excess bits such 

that said new output is a bit string of length L (see page 8, 

column 2, lines 8-11). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to reject excess bits to 

form a predetermined length in the modified Vanstone, Schneier, 

Matyas, and Backal system. 

Motivation ~o do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

7. Claims 1, 2, 4, and 5 are rejected under 35 U.S.C. 103(a) 

as being unpatentable over Schneier (Applied Cryptography) in 
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view of Matyas Jr. et al. (US 6307938) (hereinafter Matyas) and 

further in view of Patel (US 6327660). 

As per claim 1, Schneier discloses a method for generating 

a k for use in a cryptographic function including the steps of: 

generating a seed value from a random number generator (see page 

487 line 11 and page 489 lines 15-16); determining if the 

outputted value is accepted or rejected based on an order q (see 

page 487 lines 12-15). 

Schneier fails to disclose performing a hash function on 

seed number to provide an output, determining whether said 

output is less than said prime number q and repeating the method 

if the key is rejected and using the accepted key to perform a 

cryptographic function. 

However, Matyas teaches performing a hash of each of seed 

values with SHA-I to produce hash values (see column 6, lines 7-

9) and determining whether an output is less than a prime number 

q (see column 6 line 65 through column 8 line 35) and Patel 

teaches repeating the method if the key is rejected and using 

the accepted key to perform a cryptographic function (see column 

6 lines 26-47). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to use the tests of Matyas 

and the repeating of Patel in the system of Schneier. 
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Motivation to do so would have been to and in order to 

provide a system to avoid attack because it is not possible to 

invert the hash function to determine the required input seed 

(see Matyas column 7 lines 5-6) and to produce keys which are 

not weak (see Patel column 6 lines 26-47). 

As per claim 2, the modified Schneier, Matyas, and Patel 

system discloses another seed value is generated by said random 

number generator if said output is rejected (see Schneier page 

487 line 11; Page 489, line 22). 

As per claim 4, the modified Schneier, Matyas, and Patel 

system discloses said key is used for generation of a public key 

(see Schneier page 487 lines 8-15; page 488 lines 3-8). 

As per claim 5, the modified Schneier, Matyas, and Patel 

system discloses a method wherein said order q is prime number 

represented by a bit string of predetermined length L (see 

Schneier age 487, line 1 and Page 488, line 5). 

8. Claims 7-13 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over the modified Schneier, Matyas, and Patel 

system as applied to claim 1 above, and further in view of 

Sackal (US 6219421). 

As per claim 7, the modified Schneier, Matyas, and Patel 

system fails to disclose if said output is rejected, said output 

is incremented by a deterministic function and a hash function 
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is performed on said incremented output to produce a new output; 

a determination being made as to whether said new output is 

acceptable as a key. 

However, Backal teaches this limitation (see column 5 lines 

61-67). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the incremental 

by a deterministic function in the modified Schneier, Matyas, 

and Patel system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 

unauthorized person from having access to the digitally signed 

document (see Backal column 1 lines 50-51). 

As per claim 8, the modified Schneier, Matyas, Patel, and 

Backal system incrementing includes a further step of adding a 

particular value to said seed value (see Backal column 5, lines 

61-67). 

As per claim 9; the modified Schneier, Matyas, and Patel 

system discloses a method for generating a k for use in a 

cryptographic function including the steps of: generating a seed 

value from a random number generator (see page 487 line 11 and 

page 489 lines 15-16); determining if the outputted value is 
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accepted or rejected based on an order q (see page 487 lines 12-

15). The hashing, determining and repeating are as taught in 

claim 1 by Matyas and Patel. 

The modified Schneier, Matyas, and Patel system fails to 

disclose incrementing said seed value by a predetermined 

function and performing said hash function on said incremented 

seed value to provide a second output; and combining said first 

output and second output to produce a new output; determining 

whether said new output has a value less than said order q. 

However, Backal teaches incrementing said seed value by a 

predetermined function and performing said hash function on said 

incremented seed value to provide a second output (see column 5, 

lines 61-67); and combining said first output and second output 

to produce a new output; determining whether said new output has 

a value less than said order q (see column 5, lines 54-60). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

incrementing and combining of Backal in the modified Schneier, 

Matyas, and Patel system. 

Motivation to do so would have been to provide an 

exceptional degree of security because the keys generated using 

the above method of seed value generation will protect any 
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unauthorized person from having access to the digitally signed 

document (see Backal column 1 lines 50-51). 

As per claim 10, the modified Schneier, Matyas, Patel, and 

Backal system discloses wherein upon rejection of said new 

output a new seed value is generated by said random number 

generator (see Schneier page 487, line 11 and Page 489, line 

22) . 

As per claim 11, the modified Schneier, Matyas, Patel, and 

Backal system discloses wherein upon rejection of said new 

output said seed value is incremented by a predetermined 

function and revised values for said first output and said 

second output are obtained (see Backal column 5, lines 61-67). 

As per claim 12, the modified Schneier, Matyas, Patel, and 

Backal system wherein a bit string greater than a predetermined 

length Lis obtained and an L bit string selected therefrom for 

comparison with said order q (see Schneier age 487, line 1 and 

Page 488, line 5). 

As per claim 13, the modified Schneier, Matyas, Patel, and 

Backal system wherein upon rejection of said bit stiing of 

predetermined length L, a further L bit string is selected (see 

Schneier age 487, line 1 and Page 488, line 5). 

9. Claims 3, 6 and 14 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over the modified Schneier, Matyas, and Patel 
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(Generation of Keys for use with the Digital Signature Standard 

( DSS) ) ( hereinafter Nel) . 

As per claim 3, the modified Schneier, Matyas, and Patel 

system fails to disclose storing the key. 

However, Nel teaches storing the key (see page 10 column 1 

line·s 3-4) . 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to store the key of the 

modified Schneier, Matyas, and Patel system. 

Motivation to do so would have been to be able to reuse the 

key and also perform auditing on the key generation process. 

As per claim 6, the modified Schneier, Matyas, and Patel 

system fails to disclose the output from said hash function is a 

bit string of predetermined length L. 

However, Nel teaches the output from said hash function is 

a bit string of predetermined length L (see page 8, column 2, 

lines 8-11). 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to include the 

predetermined output length in the modified Schneier, Matyas, 

and Patel system. 
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Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

As per claim 14, the modified Schneier, Matyas, and Patel 

system fails to disclose combining said first and second outputs 

includes a further step of rejecting excess bits such that said 

new output is a bit string of length L. 

However, Nel teaches combining said first and second 

outputs includes a further step of rejecting excess bits such 

that said new output is a bit string of length L (see page 8, 

column 2 , lines 8 -11 ) . 

At the time of the invention it would have been obvious to 

a person of ordinary skill in the art to reject excess bits to 

form a predetermined length in the modified Schneier, Matyas, 

and Patel system. 

Motivation to do so would have been to prevent constructing 

a message, which will yield a known value of message digest (see 

Nel page 8, column 2, lines 6-7). 

Response to Arguments 

10. Applicant's arguments filed 03/05/2007 have been fully 

considered but they are not persuasive. Applicant argues 

Schneier fails to teach using the output value as a key; 
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Vanstone teaches checking that the order is greater than a 

value, not lower; and the remaining references fail to make up 

for these deficiencies. 

With respect to Applicant's argument that Schneier (when 

combine with Vanstone and Matyas or Matyas and Patel) fails to 

use the random value k as a key, this section of Schneier is 

describing the DSA algorithm and the value k is an ephemeral 

key. Applicant's ~pecification also describes the DSA algorithm 

in a similar manner as Schneier and in line 16 specifically 

discloses that the value k is an ephemeral key. Therefore, the 

value kin Schneier is used as a key for use in a cryptographic 

function. 

With respect to Applicant's argument that Vanstone teaches 

checking that the order is greater than a value, not lower, 

Examiner agrees, but when combined with Schneier (and Matyas) 

the system teaches choosing a value to be a key,when it is 

greater than a value and less than a value. The~efore, the 

combination of Vanstone, Schneier and Matyas teach all of the 

limitations of claims 1, 2, 4, and 5. 

Applicant's arguments that the remaining references fail to 

make up for the described deficiencies are moot in view of the 

above response. 
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11. THIS ACTION IS MADE FINAL. Applicant is reminded of the 

extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action 

is set to expire THREE MONTHS from the mailing date of this 

action. In the event a first reply is filed within TWO MONTHS 

of the mailing date of this final action and the advisory action 

is not mailed until after the end of the THREE-MONTH shortened 

statutory period, then the shortened statutory period will 

expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated 

from the mailing date of the advisory action. In no event, 

however, will the statutory period for reply expire later than 

SIX MONTHS from the mailing date of this final action. 

12. The prior art made of record and not relied upon is 

considered pertinent to applicant's disclosure. Shimbo and 

Pastor disclose methods of checking the order of a value before 

using it in a cryptographic system. 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Michael 

Pyzocha whose telephone number is (571) 272-3875. The examiner 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 235

Application/Control Number: 10/025,924 

Art Unit: 2137 

Page 19 

can normally be reached on 7:00am - 4:30pm first Fridays of the 

bi-week off. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Emmanuel Moise can be 

reached on (571) 272-3865. The fax phone number for the 

organization where this application or proceeding is assigned is 

571-273-8300. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR sjstem, 

see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or 
I 

access to the automated information system, call 800-786-9199 

(IN USA OR CANADA) or 571-272-1000. 

MJP 

eM3~se 
SUPERVISORY PATENT EXAMINER 
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NOTICE OF APPEAL FROM THE PRIIVIARY EXAMINER TO Docket No. 
67539/00421 THE BOARD OF PATENT APPEALS AND INTERFERENCES (Large Entity) 

In Re Application Of: VANSTONE, Scott A., et al. 

Application No. 

10/025,924 

Filing Date 

12/26/2001 

Examiner 

PYZOCHA, Michael J. 

Invention: METHOD OF PUBLIC KEY GENERATION 

Customer No. Group Art Unit Confirmation No. 

27871 2137 7632 

COMMISSIONER FOR PATENTS: 

Applicant(s) hereby appeal(s) to the Board of Patent Appeals and Interferences from the decision of the Primary 

Examiner dated 03/20/2007 finally rejecting C!aim(s) 1-14 

The fee for this Notice of Appeal is: $500.00 

□ A check in the amount of the fee is enclosed. 

□ The Director has already been authorized to charge fees in t11is application to a Deposit Account. 

IZl The Director is hereby authorized to charge any fees which may be required, or credit any 
overpayment to Deposit Account No. 02-2553 

□ Payment by credlt card. Form PTO-2038 is attached. 

WARNING: Information on this form may become public. Credit card information should not be 
included on this form. Provide credit card information and authorization on PTO-2038. 

Brett J. Slaney (Reg. No. 58,772) 
Blake, Cassels & Graydon LLP 
Box 25, Commerce Court West, 199 Bay Street 
Toronto, Ontario, M5L 1A9, Canada 

Tel: (416) 863-2518 
Fax: (416) 863-2653 

cc: 

Dated: July /7 , 2007 

I herebycetUfy that this correspondenceis being deposited 
with the United States Postal Service wilh sufficient postage 
as first class mail in an envelope addressed to the 
"Commissioner for Patents, P.O. Box 1450, Alexandria, VA 
22313-1450" [37 CFR 1.8(a)) on 

(Date) 

Sig11arure tJJ Persall Maili11g Corre.~pmulence 

Typed ,1r Printed Name 11/ Person Jlfailing Correspmufc11e11 

P13LARGEIREV09 
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PETITION FOR EXTENSION OF TIIVIE TO FILE 
NOTICE OF APPEAL (Large Entity) 

Docket No. 

67539/00421 

In Re Application Of: VANSTONE, Scott A., et al. 

Application No. 

10/025,924 

Filing Date 

12/26/2001 

Examiner 

PYZOCHA, Michael J. 

Invention: METHOD OF PUBLIC KEY GENERATION 

Customer No. Group Art Unit Confirmation No. 

27871 2137 7632 

COMMISSIONER FOR PATENTS: 

This is a request under the provisions of 37 CFR 1.136(a} to extend the period for filing a response to the Office Action 

of 03/20/2007 in the above-identified application. 
Date 

The requested extension is as follows (check time period desired}: 

(81 One month □ Two months □ Three months 

from: June 20, 2007 until: 
Date 

□ Four months 

July 20, 2007 
Date 

□ Five months 

The fee for the extension of time is $120 and is to be paid as follows: 

□ A check in the amount of the fee is enclosed. 

(81 The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to 
Deposit Account No. 02-2553 

□ Payment by credit card. Form PTO-2038 is attached. 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

Brett J. Slaney (Reg. No. 58,772) 
Blake, Cassels & Graydon LLP 
Box 25, Commerce Court West, 199 Bay Street 
Toronto, Ontario, MSL 1A9, Canada 

Tel: {416) 863-2518 
Fax: (416) 863-2653 

cc: 

Dated: July }7 , 2007 

I herebycertify lhat lhis correspondence is being;leposited 
with the United States Postal Service with sufficient postage 

as first class mall in an envelope addressed l'cCommissioner 
for Patents, P.O. Box 1450, Alexandria.VA 22313-1450"[37 
CFR 1.B(a}] on 

(Date) 

Sig11awre of Perso11 Maili11g Correspomi,mce 

Ty1wd or Prlme,i Name 1if Person Mailing Correspm11le11ce 

P1~l.f'RGE!REV08 
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Electronic Patent Application Fee Transmittal 

Application Number: 10025924 

Filing Date: 26-Dec-2001 

Title of Invention: Method of public key generation 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Filer: Brett Joseph Slaney/Judith Martin 

Attorney Docket Number: 00001-0417 

Filed as Large Entity 

Utility Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Fi Ii ng: 

Petition: 

Patent-Appeals-and-Interference: 

Notice of appeal 1401 1 500 500 

Post-Al I owance-and-Post-lssu ance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension - 1 month with $0 paid 1251 1 120 120 

Miscellaneous: 

Total in USD ($) 620 
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Electronic Acknowledgement Receipt 

EFSID: 

Application Number: 

International Application Number: 

Confirmation Number: 

Title of Invention: 

First Named Inventor/Applicant Name: 

Customer Number: 

Filer: 

Filer Authorized By: 

Attorney Docket Number: 

Receipt Date: 

Filing Date: 

Time Stamp: 

Application Type: 

Payment information: 

Submitted with Payment 

Payment was successfully received in RAM 

RAM confirmation Number 

Deposit Account 

File Listing: 

Document 
Number Document Description 

1978480 

10025924 

7632 

Method of public key generation 

Scott A. Vanstone 

27871 

Brett Joseph Slaney/Judith Martin 

Brett Joseph Slaney 

00001-0417 

17-JUL-2007 

26-DEC-2001 

11 :14:25 

Utility under 35 USC 111 (a) 

yes 

$620 

5081 

022553 

File Name File Size(Bytes) 
/Message Digest 

Multi Pages 
Part /.zip (if appl.} 
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94204 

1 
certicom421 _ noticeappeal_ w 

yes 2 
_ext.pdf 

114c31 eb1 ae61 a0b38736dc25aedf0c0 
0a11 ae32 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Notice of Appeal Filed 1 1 

Extension of Time 2 2 

Warnings: 

Information: 

8289 

2 Fee Worksheet (PTO-06) fee-info.pdf no 2 
634 7 497 4ad 1307f32d0f49921 9cf81 aec 

f6949c1 

Warnings: 

Information: 

Total Files Size (in bytes): 102493 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt 
similar to a Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date 
shown on this Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions 
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the 
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, 
in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary 
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the 
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due 
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement 
Receipt will establish the international filing date of the application. 
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PTOIS13/30 (04-07) 

Approved for use through 09/30/2007. 0MB 0651-0031 
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under lhe Paperwork Reduction Act of 1995, no persons are required to respond lo a collection of information unless it displays a valid 0MB control number. 

REQUEST Application Number 10/025,924 " 
FOR Filing Date Dee. 26, 2001 

CONTINUED EXAM! NATI ON (RCE) 
TRANSMITTAL 

First Named Inventor VANSTONE, Scntt A. 

Address ta: Art Unit 2137 

Man Stop RCE 
Commissioner for Patents Examiner Name PYZOCHA, i\Iichncl J. 
P.O. Sox 1450 
Alexandria, VA 22313-1450 Attorney Docket Number 67539/00421 _) 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination(RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 
1995, or to any design application. See Instruction Sheet for RCEs (not to be submil!ed to the USPTO) on page 2. 

1. I Submission required under 37 CFR 1.114 I Note: If the RCE is proper, any previously filed unentered amendments 

and amendments enclosed with the RCE will be entered in the order in which they were filed unless applicant instructs otherwise. IF 

applicant does not wish to have any previously filed unentered amendment(s) entered, applicant must request non-entry of such 

amendment(s). 

a.O Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action 
may be considered as a submission even if this box is not checked, 

i. D Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

ii. O Other 

b, 18.J Enclosed 
i. 18.l Amendment/Reply iiL 0 Information Disclosure Statement (JDS) 
ii. □ Affidavi!(s)/Declaration(s) iv. D other 

2. I Miscellaneous I 
a. D Suspension of action on the above-identified application ls requested under 37 CFR 1.103(c) for 

a period of months. (Period of suspension shall not exceed 3 months; Fee ued37 CFR 1.1 ?(i) required) 

b. D Other 

3. I Fees ! The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1. 114 when the RCE is filed. 

a. 18.l The Director is hereby authorized lo charge the following fees, any underpayment of fees, or credit any 

overpayments to Deposit Account No. 02~2553 . I have enclosed a duplicate copy of this sheet 

i. [8] RCE fee required under 37 CFR 1.17(e) 

ii. [8] Extension of time fee (37 CFR 1 .136 and 1. q 
iii. other 

b. O Check in the amount of $ enclosed 
C. O Payment by credit card (Form PT0-2038 enclosed) 

WARNING: Information on this fonn may become public. Credit card information should not be included on this 
fonn. Provide credit card information and authorization on PTO-2038. 

r SIGfJ41J.!.RE Of: APPLICANT, ATTORNEY, OR AGENT REQUIRED " 
Signature 

( 

/<"'.£t7V~- Date October 3C1, l0D7 

\. Name (Print/ Type) Brett J.) i11 ~) __) Registration No. Sll,77l ..J 

, v / caefTIFICATE OF MAILING OR TRANSMISSION 

I hereby certify that this correspondence is being deposiledwilh the United States Postal Service with sufficient postage as first class mail in an 

envelopeaddressedto: Mail Stop RCE, Commissioner For Patents, P.O. Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted to tbeS. 

Patent andTrademark Office on the date shown below. 

Signature 

Name (Print I Type) Date I 
This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to file (and by !he USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and -r.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and subm!lling the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on 
the amount of lime you require to complete this form and/or suggestions for reducing !he burden, should be senl lo the Chief Information Officer. U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Sox 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Mail Stop RCE, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need Msrstance in completing the iorm. ca/11-800-PTO-9199 and select option 2" 
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PTOISB/22 (04-07) 
Approved for use through 09130/2007. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Acl of 1995, no persons are required to respond to a collection of information unless it displays a valid OMS control number. 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 
FY 2006 

Fees ursuant to the Consolidated A ro riations Act, 2005 H.R. 4818).) 

Docket Number (Optional) 

67539/00421 

Application Number 10/025,924 Filed Dec. 26. 2001 

For VANSTONE. Scott A. et al 

Art Unit 2137 Examiner PYZOCHA, M 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above 

identified application. 

The requested extension and fee are as follows {check time 

□ One month (37 CFR 1.17(a)(1 )) $120 

[gl Two months {37 CFR 1. 17(a)(2)) $460 

□ Three months (37 CFR 1.17(a)(3)) $1050 

□ Four months (37 CFR 1.17(a)(4)) $1640 

□ Five months (37 CFR 1.17(a)(5)) $2230 

D Applicant claims small entity status. See 37 CFR 1.27. 

D A check in the amount of the fee is enclosed. 

D Payment by credit card. Form PTO-2038 is attached. 

desired and enter the fee 

Small Entit}'. Fee 

$60 $ 

$230 $ 

$525 $ 

$820 $ 

$1115 $ 

D The Director has already been authorized to charge fees in this application to a Deposit Account. 

0 

460 

0 

0 

0 

[gl The Director is hereby authorized lo charge any fees which may be required, or credit any overpayment, 

to Deposit Account Number 02-2553 . I have enclosed a duplicate copy of this sheet. 

WARNING: Information on thls form mny become public. Credit card information should not be included on this form 
Provide credit card information and authorization on PTO-2038. 

I am the □ 
□ 
(g] 

□ 

appl icant/inven!or 

assignee of record of the entire interest. See 37 CFR 3. 71. 
Statement under 37 CFR 3.73(b) is enclosed (Form PTO/~SB/!96\ 

aHorney or agent of record. Registration Number _58_._77_2 ______ _ 

attorney or agent under 37 CFR 1.34. 
;}ft · number if acting under 37 CFR 1.34 

' 

Typed or printed name 

October 30 . 2007 

Date 

416-863-2518 

Telephone Number 

NOTE: Sign.-itures cf all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit m,dliple forms if more 

than one signature is required, see below. 

[8J Total of forms are submitted. 

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by lhe public which is to filfl' (and by 
the USPTO t □ process) an application. Confidentiality is governed by 35 U.S.C. 122 .ind 37 CFR 1.11 and 1.14. This collection is estimated to take 6 
minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the 
individual case. Any comments on the amount of time you are required to complete this form and/or suggestions for reducin;i this burden. should be sent 
ta the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO 1H!S ADDRESS. SEND TO: C:ommlssionor for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, 

If you need assistance in compleling the form, call 1-800-PTO-9199 and select option 2. 
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Electronic Patent Application Fee Transmittal 

Application Number: 10025924 

Filing Date: 26-Dec-2001 

Title of Invention: Method of public key generation 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Filer: Brett Joseph Slaney/Judith Martin 

Attorney Docket Number: 00001-0417 

Filed as Large Entity 

Utility Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Claims in excess of 20 1202 10 50 500 

Independent claims in excess of 3 1201 1 210 210 

Miscellaneous-Fi Ii ng: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al I owance-and-Post-lssu ance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Extension - 2 months with $0 paid 1252 1 460 460 

Miscellaneous: 

Request for continued examination 1801 1 810 810 

Total in USD ($) 1980 
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Electronic Acknowledgement Receipt 

EFSID: 2396454 

Application Number: 10025924 

International Application Number: 

Confirmation Number: 7632 

Title of Invention: Method of public key generation 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Customer Number: 27871 

Filer: Brett Joseph Slaney/Judith Martin 

Filer Authorized By: Brett Joseph Slaney 

Attorney Docket Number: 00001-0417 

Receipt Date: 30-OCT-2007 

Filing Date: 26-DEC-2001 

Time Stamp: 17:25:18 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment was successfully received in RAM $1980 

RAM confirmation Number 3524 

Deposit Account 022553 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1 .17 

File Listing: 
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Document 
Document Description File Name File Size(Bytes) Multi Pages 

Number /Message Digest Part /.zip (if appl.} 

476553 

1 
certicom421_OAresponse.pd 

yes 11 
f 

32085678b51 e05b0e3c73e8e0ede851 
ea9d8b65c 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment After Final 1 1 

Claims 2 6 

Applicant Arguments/Remarks Made in an Amendment 7 9 

Request for Continued Examination (RCE) 10 10 

Extension of Time 11 11 

Warnings: 

Information: 

8548 

2 Fee Worksheet (PTO-06) fee-info.pdf no 2 
fbec6d41684ff386418b039e6651 e6f25 

4156def 

Warnings: 

Information: 

Total Files Size (in bytes): 485101 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt 
similar to a Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date 
shown on this Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions 
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the 
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, 
in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary 
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the 
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due 
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement 
Receipt will establish the international filing date of the application. 
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Application No. 10/025,924 
Reply to Office Action of: March 20, 2007 

IN THE UNITED STATES PATENT & TRADEMARK OFFICE 

Appl. No.: 10/025,924 

Applicant: VANSTONE, Scott et al. 

Filed: December 26, 2001 

Title: METHOD OF PUBLIC KEY GENERATION 

Art Unit: 2137 

Examiner: PYZOCHA, Michael J. 

Docket No.: 67539/00421 

Mail Stop AF 
U.S. Patent & Trademark Office 
Commissioner for Patents 
P.O. Box 1450 
Alexandrla, VA 22313-1450 

RESPONSE AFTER FINAL REJECTION 

Sir: 

This is further to the Office Action dated March 20, 2007. Applicant advises that a 

request for continued examination and a request for a two-month extension of time are being 

filed concurrently herewith. Applicant wishes to amend the above-identified application as 

follows: 

Amendments to the Claims: are reflected in the listing of claims which begins on page 2 of 

this paper. 

Remarks: begin on page 7 of this paper. 
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Application No. 10/025,924 
Reply to Office Action of: March 20, 2007 

Amendments to the Claims 

This listing of claims will replace all prior versions and listings of claims in the application: 

Listing of claims: 

1. (currently amended) A method of generating a key k for use in a cryptographic function 

performed over a group of order q, said method including the steps of: 

generating a seed value SV from a random number generator; 

performing a hash function H() on said seed value SV to provide an output H(SV); 

determining whether said output H(SV) is less than said order q prior to reducing mod g; 

accepting said output H(SV) for use as said key kif the value of said output H(SV) is 

less than said order q; 

rejecting said output H(SV) as said key if said value is not less than said order q; 

if said output H(SV) is rejected, repeating said method; and 

if said output H(SV) is accepted, providing said key k for use in performing said 

cryptographic function, wherein said key k is equal to said output H(SV). 

2. (original) The method of claim 1 wherein another seed value is generated by said random 

number generator if said output is rejected. 

3. (original) The method of claim 1 wherein the step of accepting said output as a key includes a 

further step of storing said key. 

4. (original) The method of claim 1 wherein said key is used for generation of a public key. 

5. (previously presented) The method of claim 1 wherein said order q is a prime number 

represented by a bit string of predetermined length L. 

6. (previously presented) The method of claim 5 wherein said output from said hash function is 

a bit string of predetermined length L. 

7. (original) The method of claim 1 wherein if said output is rejected, said output is incremented 

by a deterministic function and a hash function is performed on said incremented output to 

2 
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Application No. 10/025,924 
Reply to Office Action of: March 20, 2007 

produce a new output; a determination being made as to whether said new output is acceptable 

as a key. 

8. (original) The method of claim 7, wherein said step of incrementing includes a further step of 

adding a particular value to said seed value. 

9. (currently amended) A method of generating a key k for use in a cryptographic function 

performed over a group of order q, said method including the steps of: 

generating a seed value SV from a random number generator; 

performing a hash function H() on said seed number SV to provide a first output H(SV); 

incrementing said seed value SV by a predetermined function f() and performing said 

hash function H() on said incremented seed value to provide a second output 

H(f(SV)); 

combining said first output H(SV) and second output H(f(SV)) to produce a new output; 

determining whether said new output has a value less than said order q prior to reducing 

mod q; 

accepting said new output for use as said key k if said new output has a value less than 

said order q; 

rejecting said new output as said key kif said value is not less than said order q; 

if said new output is rejected, repeating said method, and 

if said new output is accepted, providing said key k for use in performing said 

cryptographic function, wherein said key k is equal to said new output. 

10. (original) The method of claim 9 wherein upon rejection of said new output a new seed value 

is generated by said random number generator. 

11. (original) The method of claim 9 wherein upon rejection of said new output said seed value 

is incremented by a predetermined function and revised values for said first output and said 

second output are obtained. 

12. (previously presented) The method of claim 9 wherein a bit string greater than a 

predetermined length L is obtained and an L bit string selected therefrom for comparison with 

said order q. 

3 
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Reply to Office Action of: March 20, 2007 

13. (previously presented) The method of claim 12 wherein upon rejection of said bit string of 

predetermined length L, a further L bit string is selected. 

14. (previously presented) The method of claim 9 wherein said step of combining said first and 

second outputs includes a further step of rejecting excess bits such that said new output is a bit 

string of length L. 

15. (new) A computer readable medium comprising computer executable instructions for 

generating a key k for use in a cryptographic function performed over a group of order q, said 

instructions including instructions for: 

generating a seed value SV from a random number generator; 

performing a hash function HO on said seed value SV to provide an output H(SV); 

determining whether said output H(SV) is less than said order q prior to reducing mod q; 

accepting said output H(SV) for use as said key kif the value of said output H(SV) is 

less than said order q; 

rejecting said output H(SV) as said key if said value is not less than said order q; 

if said output H(SV) is rejected, repeating said method; and 

if said output H(SV) is accepted, providing said key k for use in performing said 

cryptographic function, wherein said key k is equal to said output H(SV). 

16. (new) The computer readable medium of claim 15 wherein another seed value is generated 

by said random number generator if said output is rejected. 

17. (new) The computer readable medium of claim 15 wherein the step of accepting said output 

as a key includes a further step of storing said key. 

18. (new) The computer readable medium of claim 15 wherein said key is used for generation of 

a public key. 

19. (new) The computer readable medium of claim 15 wherein said order q is a prime number 

represented by a bit string of predetermined length L. 

20. (new) The computer readable medium of claim 19 wherein said output from said hash 

4 
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Reply to Office Action of: March 20, 2007 

function is a bit string of predetermined length L. 

21. (new) The computer readable medium of claim 15 wherein if said output is rejected, said 

output is incremented by a deterministic function and a hash function is performed on said 

incremented output to produce a new output; a determination being made as to whether said 

new output is acceptable as a key. 

22. (new) The computer readable medium of claim 21, wherein said step of incrementing 

includes a further step of adding a particular value to said seed value. 

23. (new) A cryptographic unit configured for generating a key k for use in a cryptographic 

function performed over a group of order q, said cryptographic unit having access to computer 

readable instructions for: 

generating a seed value SV from a random number generator; 

performing a hash function H() on said seed value SV to provide an output H(SV); 

determining whether said output H(SV) is less than said order q prior to reducing mod q; 

accepting said output H(SV) for use as said key kif the value of said output H(SV) is 

less than said order q; 

rejecting said output H(SV) as said key if said value is not less than said order q; 

if said output H(SV) is rejected, repeating said method; and 

if said output H(SV) is accepted, providing said key k for use in performing said 

cryptographic function, wherein said key k is equal to said output H(SV). 

24. (new) The cryptographic unit of claim 23 wherein another seed value is generated by said 

random number generator if said output is rejected. 

25. (new) The cryptographic unit of claim 23 wherein the step of accepting said output as a key 

includes a further step of storing said key. 

26. (new) The cryptographic unit of claim 23 wherein said key is used for generation of a public 

key. 

27. (new) The cryptographic unit of claim 23 wherein said order q is a prime number 
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represented by a bit string of predetermined length L. 

28. (new) The cryptographic unit of claim 27 wherein said output from said hash function is a bit 

string of predetermined length L. 

29. (new) The cryptographic unit of claim 23 wherein if said output is rejected, said output is 

incremented by a deterministic function and a hash function is performed on said incremented 

output to produce a new output; a determination being made as to whether said new output is 

acceptable as a key. 

30, (new) The cryptographic unit of claim 29, wherein said step of incrementing includes a 

further step of adding a particular value to said seed value. 

6 
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REMARKS 

Applicant wishes to thank the Examiner for reviewing the present application. 

Personal Interview 

Applicant wishes to also thank the Examiner for taking the time to meet with the 

undersigned, John R.S. Orange (29,725), and Dr. Scott Vanstone in a personal interview on 

October 18, 2007. ln the personal interview, proposed claim amendments were discussed to 

clarify the distinctions over the references previously cited against the current claims. It was 

agreed that the references cited do not recognize the bias that may be introduced by the 

selection of k. To clarify this distinction, amendments to claims 1 and 9 were proposed that 

specify that the step of determining whether or not the output is less than the order q is done 

prior to reducing mod q. The Schneier reference does not teach accepting or rejecting a key by 

checking that it is less than q before reducing mod q. As explained by Dr. Vanstone, and 

discussed in the background of the present application, the Schneier reference, which refers to 

DSA and the DSS, requires the reduction of the integer mod q which can expect that more 

values will lie in the first interval than the second, hence the bias. It has been recognized by 

Applicant that by first checking that the output to be used as the key is less than q and then 

accepting or rejecting based on this determination can avoid the bias altogether. Again, the 

proposed amendments are believed to clarify this distinction. lt was agreed in the personal 

interview that neither the Vanstone reference, nor the Schneier paper recognize the bias let 

alone teach the making such a determination prior to reducing mod q, As such, it is believed 

that the amendments outlined above clearly and patentably distinguish over the references cited 

in the final rejection. 

Status of Application 

Applicant advises that a Notice of Appeal was filed on July 17, 2007 along with a request 

for a one-month extension of time. The present response is being filed concurrently with a 

request for continued examination (RCE) and a request for a two-month extension of time to 

reopen prosecution. It is believed that the present application should now be taken out of the 

appeal process and that in view of the present response, the RCE is proper. As such, the 

above-noted amendments should be entered and prosecution be continued on the basis of such 

amendments. 

Claim Amendments 

As discussed above, claims 1 and 9 have been amended to clarify that the step of 

determining if the output is less than the order q is done "prior to reducing mod q". New claims 
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15-22 have been added, which are directed to a computer readable medium with instructions for 

performing the steps which are believed to be allowable in claims 1-14. New claims 23-30 have 

been added, which are similar to claims 15-22 but are directed to a cryptographic unit. 

No new subject matter is believed to have been added by way of these amendments. 

Claim Rejections 

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable 

over Vanstone (US 6,195,433) in view of Schneier (Applied Cryptography). As discussed 

above, claim 1 has been amended to specify that the step of determining whether or not the 

output is less than the order q is done prior to reducing mod q. The Schneier reference does 

not teach accepting or rejecting a key by checking that it is less than q before reducing mod q. 

As explained by Dr. Vanstone in the personal interview, and discussed in the background of the 

present application, the Schneier reference, which refers to DSA and the DSS, requires the 

reduction of the integer mod q which can expect that more values will lie in the first interval than 

the second, hence the bias. lt has been recognized by Applicant that by first checking that the 

output to be used as the key is less than q and then accepting or rejecting based on this 

determination can avoid the bias altogether. As such, claim 1, as amended, is believed to 

clearly and patentably distinguish over the cited references. Claims 2, 4 and 5 being ultimately 

dependent on claim 1 are also believed to be distinguished. 

Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Vanstone, in view of Schneier, in further view of Matyas, in further view of Sackal. It is believed 

to have been shown above that claims 1 and 9 clearly and patentably distinguish over Vanstone 

in view of Schneier. As previously argued, neither Matyas nor Sackal have recognized the bias 

discussed above, let alone teach accepting or rejecting an output to be used as a key prior to 

reducing mod q. As such, neither Matyas nor Backal teach what is missing from Vanstone and 

Scheier. Claims 7-13, are therefore also believed to be patentably distinguished over the cited 

references. 

Claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) as being unpatentable 

over Vanstone, in view of Schneier, in further view of Matyas (alone or in combination with 

Sackal). Claims 3, 6 and 14 being ultimately dependent on either claim 1 or claim 9 are 

believed to be distinguished for reasons similar to those expressed above. 

Claims 1, 2, 4 and 5 have been rejected under 35 U.S.C. 103(a) as being unpatentable 

over Schneier view of Matyas, in further view of Patel (US 6,327,660). Again, as previously 

argued, Patel does not teach what is believed to have been shown to be missing from Schneier 
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Claims 7-13 have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Schneier view of Matyas, in further view of Patel, in further view of Sackal. Similar arguments 

equally apply to this rejection as this is simply another combination of references that fails to 

teach the bias recognized by Applicant and the features recited in claims 1 and 9. 

Claims 3, 6 and 14 have been rejected under 35 U.S.C. 103(a) as being unpatentable 

over Schneier view of Matyas, in further view of Patel (alone or in combination with Sackal). 

Similar arguments equally apply to this rejection as this is simply another combination of 

references that fails to teach the bias recognized by Applicant and the features recited in claims 

1 and 9. 

Summary 

In view of the foregoing, it is believed that claims 1, 9, as amended, and those claims 

dependent thereon, are clearly and patentably distinguished over the references cited by the 

Examiner and thus are in condition for allowance. New claims 15-30 are also believed to be 

patentably distinguished for similar reasons. 

Applicant requests early reconsideration and allowance of the present application. 

Respectfully submitted, 

Bre J. I n 
Agen or Applicant 
Registration No. 58,772 

Date: October 30 . 2007 

BLAKE, CASSELS & GRAYDON LLP 
Suite 2800, P.O. Box 25 
199 Bay Street, Commerce Court West 
Toronto, Ontario M5L 1 A9 
CANADA 

Tel: 416-863-2518 
BS/ 
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PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an enveloP.e 
addressed to the Mail Stop ISSUE FEff address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

FIRST NAMED INVENTOR ATTORNEY DOCK.ET NO. 

Scott A. Vanstone 00001-0417 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE 
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CLASS-SUBCLASS 

380-044000 

2. For_ printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
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(Depositor's name) 

(Signature) 

(Date) 

CONFIRMATION NO. 

7632 

DATE DUE 

04/22/2008 

(2) the name of a single finn (having as a member a 2 ____________ .,..-
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 3 
listecl, no name will be printed. -------------

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual D Corporation or other private group entity D Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount pennitted) 
0 Advance Order - # of Copies ________ _ 
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CANADA 
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Scott A. Vanstone 

UNITED STATES DEPARTMENT OF COMMERCE 
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P.O. Box 1450 
Alexandria, Virginia 22313-1450 
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ATTORNEY DOCKET NO. CONFIRMATION NO. 

00001-0417 7632 

EXAMINER 

PYZOCHA,MICHAELJ 

.,__ __ A_R_T_UN_IT __ ......__P_A_PE_R_NU_M_B_E_R__.l 
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DATE MAILED: 01/22/2008 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 563 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 563 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571 )-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or 
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Notice of A/lowability 

Application No. 

10/025,924 
Examiner 

Michael Pyzocha 

Applicant(s) 

VANSTONE ET AL. 
Art Unit 

2137 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8J This communication is responsive to amendment filed 10/3012007. 

2. [8J The allowed claim(s) is/are 1-30. 

3. [8J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) [8J All b) D Some* c) D None of the: 

1. [8J Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

• Certified copies riot received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. 0 CORRECTED DRAWINGS ( as "replacement sheets") must be submitted . 

• (a).O, including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

·,:. · '.,\ 1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

5. D Notice of Informal Patent Application 

6. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

7. [8J Examiner's AmendmenUComment 

8. [8J Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

U.S. Patent and Trademark Office 
PTOL-37 (Rev 08-06) Notice of Allowability Part of Paper No./Mail Date 20080109 

S) 
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EXAMINER'S AMENDMENT 
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1. An examiner's amendment to the record appears below. 

Should the changes and/or additions be unacceptable to 

applicant, an amendment may be filed as provided by 37 CFR 

1.312. To ensure consideration of such an amendment, it 

MUST be submitted no later than the payment of the issue 

fee. 

Authorization for this examiner's amendment was given 

in a telephone interview with Brett J. Slaney (Reg. No. 

58,772) on 01/09/2008. 

The application has been amended as follows: 
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23. A cryptographic unit configured for generating a key k 

for use in a cryptographic function performed over a group 

of order q, said cryptographic unit having access to 

computer readable instructions -f..e-r+ and comprises: 

an arithmetic processor for: 

generating a seed value SV from a random number 

generator; 

performing a hash function H() on said seed value SV 

to provide an output H(SV); 

determining whether said output H(SV) is less than 

said order q prior to reducing mod q; 

accepting said output H(SV) for use as said key kif 

the value of said output H(SV) is less than said order q; 

rejecting said output H(SV) as said key if said value 

is not less than said order q; 

if said output H(SV) is rejected, repeating said 

method; and 

if said output H(SV) is accepted, providing said key k 

for use in performing said cryptographic function, wherein 

said key k is equal to said output H(SV). 
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2. The following is an examiner's statement of reasons 

for allowance: Applicant's arguments put forth in the 

response filed 10/30/2007 are persuasive. Specifically the 

prior art generally teaches the steps of generating a key 

using a seed and hash function. However, the prior art 

fails to teach determining whether the output of the hash 

value is less than an order q prior to reducing mod q. 

Any comments considered necessary by applicant must be 

submitted no later than the payment of the issue fee and, 

to avoid processing delays, should preferably accompany the 

issue fee. Such submissions should be clearly labeled 

"Comments on Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to 

Michael Pyzocha whose telephone number is (571) 272 3875. 

The examiner can normally be reached on 7:00am - 4:30pm 

first Fridays of the bi-week off. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Emmanuel Moise can 

be reached on (571) 272-3865. The fax phone number for the 
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organization where this application or proceeding is 

assigned is 571-273-8300. 

Information regarding the status of an application may 

be obtained from the Patent Application Information 

Retrieval (PAIR) system. Status information for published 

applications may be obtained from either Private PAIR or 

Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For 

more information about the PAIR system, see http://pair­

direct.uspto.gov. Should you have questions on access to 

the Private PAIR system, contact the Electronic Business 

Center (EBC) at 866-217 9197 (toll free). If you would like 

assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800 786 

9199 (IN USA OR CANADA) or 571-272-1000. 

MJP 
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ORIGINAL INTERNATIONAL CLASSIFICATION 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 
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Pyzocha, Michael 2137 
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94600 

1 Issue Fee Payment (PTO-85B) 
certicom421_issue_pub_fee 

no 1 
s.pdf 

4e06e4abc8c1 c53b5660d53ec0136877 
3c1380d8 

Warnings: 

Information: 

8281 

2 Fee Worksheet (PTO-06) fee-info.pdf no 2 
9b90538959619f34efff400c6ea 1 01 e91 f 

87cad7 

Warnings: 

Information: 

Total Files Size (in bytes): 102881 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt 
similar to a Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date 
shown on this Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions 
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the 
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, 
in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary 
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the 
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due 
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement 
Receipt will establish the international filing date of the application. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

10/025,924 05/13/2008 

27871 7590 04/23/2008 

BLAKE, CASSELS & GRAYDON LLP 
BOX 25, COMMERCE COURT WEST 
199 BAY STREET, SUITE 2800 
TORONTO, ON M5L 1A9 
CANADA 

PATENT NO. 

7372961 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

00001-0417 7632 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 563 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Customer Service Center of the Office of Patent Publication at 
(571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Scott A. Vanstone, Campbellville, CANADA; 
Ashok Vadekar, Rockwood, CA; 
Robert J. Lambert, Cambridge, CANADA; 
Robert P. Gallant, Mississauga, CANADA; 
Daniel R. Brown, Toronto, CANADA; 
Alfred Menezes, West Canada, CANADA; 

IR103 (Rev. 11/05) 
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE 

App!. No.: 

Applicant: 

Filed: 

10/025,924 

VANSTONE, Scott A. et al. 

December 26, 2001 

Patent No.: 7,372,93·1 

Assignee: Certicorn Corp, 

Issued: May ·13, 2008 

Title: METHOD OF PUBUC KEY GENERA T!ON 

Docket No.: 67539/00421 

U.S. Patent & Trademark Office 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, \/A 223"!3-1450 

Attention: Certificate of Correction Branch 

REQUEST FOR CERT!F!CA TE OF CORRECTION 

Sir: 

Pursuant to 35 U.S.C. § 255 and 37 C. F.R. § 1.323, .A,pp!icant requests that a Certificate of 

Correction be issued in respect of the above-identified patent. 

The Patentee corrects a number of mistakes as iisted on the Certificate of Correction. which 

are explained in further detail below. 

Applicant submits that the errors are of a clerical or typographical nature. The changes to 

correct the errors do not constitute new subject matter and do not require reexamination. 

Correction of the Drawings 

ln the drawings, Sheet 7, Fig. 7, reverse the arrow between box "k'" and box "Combine k + k' ", 

delete the box identlfied as "Combine" and replace with a box identified as "Comb". This correction 

is supported by page 7, !ines 26-30 of the appiicafon as originally Wed. 

Correction of the Description 

ln column 1, iine 35, delete "public key is known" and replace with "public key are known". 

In column 2. iine 2-1, delete "r=x:-:p" and replace with "r=x:-:p". 

ln column 2, !ine 50, delete "else". 

ln coiumn 2, iine 51, add "eise" at the beginning of the line to read "e!se k ,_ -SH1-'\-'1 (seed)» 
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in co!urnn 3, line G ·1, delete "is generated" and repiace with "are generated" 

in co!umn 3, line G 1, delete "It is stored" and rep!ace with "k is stored". 

in column 4, line 44, delete "cocatenatlon" and rep!ace with "concatenation". 

In column 4, line 44, delete;)/" and replace with "l !". 

in co!urnn 4, line 45, delete boldfaced "157" and replace with nom,a! font ''157". 

in column 5, line 2 and 3, delete ··combining" and replace with ·'combinq". This correction is 
supported by page 7, line 27 of the application as originaiiy filed. 

ln column 5, line ~4, delete "a;• and replace with ;;a.\ ·· This correction ls :~upported by page 8, line 3 
of the application as origina!ty flied. 

Summary 

Enclosed is a duly prepared Certificate of Correction, which the Patentee requests to be 

issued. Applicant requests that the Office charge the requisite $100 fee to Deposit Account No. 02-

2553. Please charge any additional fees that may be required to Deposit Account No. 02--2553. 

The cooperation of the Office in this regard is appreciated. 

John R.S. O~ange 
Agent for Applicant 
Registration No. 29,725 

Date: 

•' j: 

~~; '·, :1 '"·',,.",J~~-

BLAKE, CASSELS 8, GRAYDON LLP 
199 Bay Street 
Suite 4000. Commerce Court West 
Toronto ON M5L 1A9 
Canada 

Te!: 416-B63-3i64 
JO/avp 

2 
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PTC..'/SB/44 (03-0?J 

:JS P1~ 11nf an•J r~:~~:~\;~~i;~;)~~·8t/;t=t}t~~~~~~~~?i~~_:~ (~;1~,c~~:}f~~c;l~ 
Und:::r :F·•s- F'~lt.t•.::r·\'\l~>ft.: Re1,_itk';!;0n ,.:\:_:; ,_.f ·: 189":-, p:; (J~fs:-.-:-i:; ... ~rt: :-9q~~:r.8ci to rf:spond tea cotl~c.:ti:Jn :_;f :ni:;:-;;~a:ic,:-} ~.,:-des::; it rk:.pl:~·{s ~~ vaid 0MB CfJ(1t:-0~ :-r~::-:·:b8r. 

lSSUE DATE 

INVE-J-JTOR(S) 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

Page 

U\::;o Fc,rr:'-- PT•:) .. 1 QSOJ 

of l 

it is cerMied that an error aopea;·s or errors appear iri the above-kient,fied patent C:lf'ld ti:at said Letters Patent 
is ,,e,eby corrected as s!1own below: 
Jn tht drawir,g~'t Shttt 7\ Fig. 7~ r~versr thi~ :.3rrov.; b~:hvecn box r:i/ ir and hux H(\)nJbjnf: k + k' :\ dfl~te th~ box id:!ntit!cd 
a, "Cnmbiiw" and replace with a box idt>nfrfied a, ''Cnmh", 

ln column 2, line 2 L delete "F':-t/ and replace with "rc:c~p". 

ln column 2, line 5 l. add "else" at the beginning of the line to read "else k <-~ SHA-1 (seed)." 

ln ro1umn 4, line 44. delete "cocate;rntion" and replace ,,vith "com:atenation", 

hi column 4, line 44, delete"!!" and replace with "I l". 

In eo!umn 4, line 45, delete boldfaced "157" and replace with :wn1rnl font "157". 

ln column 5, line 2 and 3, delete "combining" and replace with ''combing", 

• • • H k -~ 
ln column 5, line 14, delete "a'' and rep1acev"1tfl a 

MAiL!NG ADDRESS OF SENDER (Please do not use customer number beiow) 

Thi:s coneo;on of irrfo:matio~ is required by 37 CF'R l .322. 1 323, ::t:1d 1.324 Tne mformat;on fs required tc obtain o: retain~ benefit tJy t!"1e pu!-Jl:G wh:ch :s 
tc fi:e (imd by me USP'f Oto process} an apr:,licai10~. Contideniia'ity is goveme,j by 35 U.S C. ': 22 and 37 Cf R 1 14. 'fhis cci'ect:on is est;maled to take 
:.o :1our to complete, !nch;cHnq gathering, preparing. a:1d subm:ttlng t!1e ::ornpieted application foi~ to t:-:e USPTO Tirne wrn vary depending upon the 
indlvidual cas•.3. Any cornrrmnts on tti& amount C•f time you requf:e to r,>:.•rripls-te this form ar.dicr sugg,1stions for rt-duc:r:g this burden. should be sent to the 
Ch1~;f i:-ifot:rtatior; Ottic,;r, US. Patent :,nd Trade-rr.,'3rk Office, U.S D0part:11e:1t of C0mmerc~:. P.G. Box ·1450_ .A.IE'.x=3r:dr:.=3, VA 223-13 .. ·;450 DO NOT 
SEN:J '"t.:ES DR COMPLETED FORMS TO THIS ADDf\tSS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for 
Patents. P.O. Box ·1450, Alexandria, VA 2231~~--145!)_ 
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c:on1pute 
L _ ---;-·-··---- ; 

Replacement Sheet 
Application No. 10/025,924 
Patent No. 7,372,931 

-----------·-; . 

1-> Omput RNG 

Comb 

k 

C:ornbjnc 
k -1- k' ~--------------------------------' -----------· 

Reduct rnod q 
·----··--.---------·__j 

' :-------- ~>l 
----···--···' 
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Electronic Patent Application Fee Transmittal 

Application Number: 10025924 

Filing Date: 26-Dec-2001 

Title of Invention: METHOD OF PUBLIC KEY GENERATION 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Filer: John Robert Sealey Orange/Judith Martin 

Attorney Docket Number: 00001-0417 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Certificate of correction 1811 1 100 100 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous: 

Total in USD ($) 100 
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Electronic Acknowledgement Receipt 

EFSID: 10230542 

Application Number: 10025924 

International Application Number: 

Confirmation Number: 7632 

Title of Invention: METHOD OF PUBLIC KEY GENERATION 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Customer Number: 27871 

Filer: John Robert Sealey Orange/Judith Martin 

Filer Authorized By: John Robert Sealey Orange 

Attorney Docket Number: 00001-0417 

Receipt Date: 03-JUN-2011 

Filing Date: 26-DEC-2001 

Time Stamp: 16:24:28 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $100 

RAM confirmation Number 3334 

Deposit Account 022553 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size(Bytes)/ I Multi I Pages 
Number Message Digest Part /.zip (if appl.) 
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35371-US- 1626044 

1 Request for Certificate of Correction PAT _Req uest_Cert_Correction. no 4 
pdf 3b41 eab6fb89daba319edefb4bdbf1 dfd59 

c163c 

Warnings: 

Information: 

30245 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
cl 008406fc048402f9a0602cf72a4f8c8b2bE 

3b2 

Warnings: 

Information: 

Total Files Size (in bytes) 1656289 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 291

DATE 6/10/11 

TO SPE OF : ART UNIT 2455 

SUBJECT : Request for Certificate of Correction for Appl. No.: 10025924 Patent No.: ____ 7 ...... 3 __ 7=29 .... 6 ___ 1 

CofC mailroom date: 6/03/11 

Please respond to this request for a certificate of correction within 7 days. 

FOR IFW FILES: 

Please review the requested changes/corrections as shown in the COCIN document(s) in 
the IFW application image. No new matter should be introduced, nor should the scope or 
meaning of the claims be changed. 

Please complete the response (see below) and forward the completed response to scanning 
using document code CCCX. 

FOR PAPER FILES: 

Please review the requested changes/corrections as shown in the attached certificate of 
correction. Please complete this form (see below) and forward it with the file to: 

Certificates of Correction Branch (CofC) 
Randolph Square - 9D10-A 
Palm Location 7580 

Note: 

Drawing 

Certificates of Correction Branch 

571-272-3421 

Thank You For Your Assistance 

The request for issuing the above-identified correction(s) is hereby: 
Note your decision on the appropriate box. 

□ Approved 

□ Approved in Part 

□ Denied 

PTOL-306 (REV. 7/03) 

All changes apply. 

Specify below which changes do not apply. 

State the reasons for denial below. 

U.S. EPARTMENT OF OMMERCE Patent and rademark Office 
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Comments: ___________________________ _ 

Art Unit 
PTOL-306 (REV. 7/03) ERCE Patent and Trademark Office 
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• .1 

DATE 6/10/11 

TO SPE OF : ART UNIT 2455 

SUBJECT : Request for Certificate of Correction for Appl. No.: 10025924 Patent No.: ____ 7:..-3 ...... 7=29;;..;:6;;..;:.1 

CoOC mailroom date: 6/03/11 

Please respond to this request for a certificate of correction within 7 days. 

FOR IFW FILES: 

Please review the requested changes/corrections as shown in the COCIN document(s) in 
the IFW application image. No new matter should be.introduced, nor should the scope or 
meaning of the claims be changed. 

Please complete the response (see below) and forward the completed response to scanning 
using document code COCX. 

FOR PAPER FILES: 

Please review the requested changes/corrections as shown in the attached certificate of 
correction. Please complete this form (see below) and forward it with the file to: 

Certificates of Correction Branch (CofC) 
Randolph Square -9D10-A 
Palm Location 7580 

Note: 

Drawing 

Certificates of Correction Branch 

571-272-3421 

Thank You For Your Assistance 

The request for issuing the above-identified correction(s) is hereby: 
Note your decision on the appropriate box. 

□ Approved 

□ Approved in Part 

□ Denied 

PTOL-306 (REV. 7/03) 

All changes apply. 

Specify below which changes do not apply. 

State the reasons for denial below. 

U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office 
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Comments: __________________________ _ 

SPE Art Unit 
PTOL-306 (REV. 7/03) OMMERCE Patent and ra emark Office 
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/ 

, PTO/SB/44 (09-07) 
Approved for use through 08/31/2013. 0MB 0651-0033 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

(Also Form PTO-1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENT NO. 

APPLICATION NO. 

ISSUE DATE 

INVENTOR($} 

7,372,961 0d'-­
l0/025,924 

May 13, 2008 

VANSTONE, Scott A. et al. 

Page 1 of I 

It is certified that an error appears or errors appear in the above-identified patent and that said Letters Patent 
is hereby corrected as shown below: 
In the drawings, Sheet 7, Fig. 7, reverse the arrow between box "k'" and box "Combine k + k' ", delete the box identified 
11s "Combine" and replace with a box identified as "Comb". 

In column I, line 35, delete "public key is known'' and replace with "public key are known". 

In column 2, line 21, delete "r=xkp" and replace with "r=xkP" 

In column 2, line 50, delete "else''. 

In column 2, line 51, add ''else" at the beginning of the line to read "else k .- SHA-I (seed)." 

In column 3, line 61, delete "is generated" and replace with "are generated". 

Jn column 3, line 61, delete "it is stored" and replace with "k is stored". 

In column 4, line 44, delete "cocatenation" and replace with "concatenation". 

In column 4, line 44, delete "II" and replace with "I I''. 

In column 4, line 45, delete boldfaced "I 57" and replace with normal font '' 157". 

In column 5, line 2 and 3, delete "combining" and replace with "combing". 

In column 5, line 14, delete "a" and replacewith "u.k ". 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 

This collection of information is required by 37 CFR 1.322. 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is 
to file (and by the USPTO to process) an application. Confidentiality is governed by 35 u.s C. 122 and 37 CFR 1.14. This collection is estimated to take 
1.0 hour to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the 
individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the 
Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department or Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Attention Certificate of Corrections Branch, Commissioner for 
Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assislance io completing the form. call 1·800-PTO-'J 199 aod select option 2. 
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PATENT NO. 
APPLICATION NO. 
DATED 
INVENTOR(S) 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

: 7,372,961 B2 
: 10/025924 
: May 13, 2008 
: Scott A. Vanstone et al. 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

In the drawings, Sheet 7, Fig. 7, reverse the arrow between box "k"' and box "Combine k + k"', delete 
the box identified as "Combine" and replace with a box identified as "Comb". 

In column 1, line 35, delete "public key is known" and replace with "public key are known". 

In column 2, line 21, delete "r=xkp" and replace with "r=xkP"• 

In column 2, line 50, delete "else". 

In column 2, line 51, add "else" at the beginning of the line to read "else k ~ SHA-l(seed)." 

In column 3, line 61, delete "is generated" and replace with "are generated". 

In column 3, line 61, delete "it is stored" and replace with "k is stored". 

In column 4, line 44, delete "cocatenation" and replace with "concatenation". 

In column 4, line 44, delete "//" and replace with "11 ". 

In column 4, line 45, delete "157" and replace with "157". 

In column 5, line 2 and 3, delete "combining" and replace with "combing". 

In column 5, line 14, delete "a" and replace with "ak". 

Signed and Sealed this 
Twelfth Day of July, 2011 

[)w:.13:•k~ 
David J. Kappos 

Director of the United States Patent and Trademark Office 
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.I 

DATE 6/10/11 

TO SPE OF : ART UNIT 2455 

SUBJECT : Request for Certificate of Correction for Appl. No.: 10025924 Patent No.:. ____ 7 __ 3..;.;72=9....:6=1 

CofC mailroom date: 6/03/11 

Please respond to this request for a certificate of correction within 7 days. 

FOR IFW FILES: 

Please review the requested changes/corrections as shown in the COCIN document(s) in 
the IFW application image. No new matter should be introduced, nor should the scope or 
meaning of the claims be changed. 

Please complete the response (see below) and forward the completed response to scanning 
using document code COCX. 

FOR PAPER FILES: 

Please review the requested changes/corrections as shown in the attached certificate of 
correction. Please complete this form (see below) and forward it with the file to: 

Certificates of Correction Branch (CofC) 
Randolph Square - 9010-A 
Palm Location 7580 

Note: 

Drawing 

Certificates of Correction Branch 

571-272-3421 

Thank You For Your Assistance 

The request for issuing the above-identified correction(s) is hereby: 
Note your decision on the appropriate box. 

><Approved 

□ Approved in Part 

□ Denied 

All changes apply. 

Specify below which changes do not apply. 

State the reasons for denial below. 

PTOL-306 (REV. 7/03) U.S. Office 
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Comments: ___________________________ _ 

Eleni Shiferaw __ _2437 __ 

SPE Art Unit 
PTOL-306 (REV. 7/03) U.S. F COMMERCE Patent and Trademar Office 
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PTO/AIA/811\ (G2-1S) 

Approved for use \'1roagh 01/31/2018. 0MB 0651-003.5 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

:.:~~~~~r·W~ ~;1wr~~tk~l~lS£tk;'i b~tc&Ll~~t"...Q t):;!(~pl'l$....dt.~·i'I~--:·:: .. ,{{ ~a·t.~..;:i::{t,r(~<f,·--=· ;,:._ -~n:t~~~t:n~ ri~ iti:titm· ·tfo"i:'◄ : :d~~~ ~~- d~~n:?,.-.~· ~ -~~~: ~ '1~ .. -~:Et tnntrr:r~~mh~-~ 

Patent Number 7,372,961 •.'I_ 
PATENT- POWER OF ATTORNEY 

Issue Date 05-13-2008 
OR 

First Named invento• Scott A. Var.stone 
REVOCATION OF POWER OF ATTORNEY 

Titie 

WITH A NEW POWER Of ATTORNEY METHOD OF PUBUC 

AND KEY GENERATION 

\.. CHANGE OF CORRESPONDENCE ADDRESS Attorriey Dorket No. 00001-0417 

I hereby revoke all previous powers of attorney given in the above-identified patent. 

0 A Power of Attorney is submitted herewith. 

OR i hereby appoint Practitioner(sl a;;sociated with the Customer Number identified in the box at right as myjour 

[8J attorney(s) or agent(s) with respect to the patent identified above, and to transact ali business in the United 154120 
} States Patent arid Trademark Office connected therewith: 

OR 

./ 

□ ! hereby appoint Practitioner(s) named below as myjour attorney(s) or agent(s) w!th respect to the patent ident!fied above, and to transact 

all business in the United States Patent and Trademark Office connected therewith: 

Practitioner(s) Name 

Please recognize or change the correspondence addre;;s for the above-identified patent to, 

[8J The address associated with the above-identified Customer Number, 

Re~istration Number 

g The address associated with the Customer Number identified in the box at right: ["'"""""""""" ____________ ' 

□ Firm or 
Individual Name 

Address 

----------------•I 

State I 

.•• countn,__, ____ -+------.----------------~--~--------------------t 
re!ephone Email j 

I am the: 

□Applicant. 
OR [8J Patent owner. 

5totement under 37 CFIZ 3.l3{i:.! (form PTQ/;4/A/96} submitted herewith or filed on . 

NOTE: Signatures of aii the applicants or patent owners of the entire interest or their ,epresentative(s) are required. If rnore than one signature 

is required, submit multi pie forms, check the box below, and identify the total number of forrns submitted iri the blank beiow. 

D l\ total of ________ forms are ,ubmitterL 

This conectiof'I of ir..fvrrnatian !s required 'oV 3? CFR 1.31; 1.32, and 1..33 .. The lnformot:ori h required to obta!n or retain 3 benefit t-v the pubnc, >Nhkh •s to update 

(and bv the USPTO to pmcess} the file of a p~t-:-nt or reeM3mlrim::icn proce.:::ding, Ccnfidemta:ity Is governed by' :Ei U.S.C. 122 ond 3? en~ 1.14. Th:s colk:ctim• !s 

estimated to take 3 minutes to r.omp!ete, indudi;;g gatherlnJt preparing, and submitting the c.ompl~ted applkarion form to the USPTO. Time wrn v~ry depending 

upon the :nd!virfoa! c.a.se. Any com:ne!'!ts ori the 3mount of tlme you require to complete this farm ond/or sugge.stkms f 01 redud11g thi.s burden, ~hould be sent to 

the Chief \;;form?.tfcn Officer, U.S, Patent r.ind Trademdrk Office, U.S.. Depnrtment of Commerce, P.O. Box 1450, Ale>:andria, VA 22313-1450. 00 NOT SEND FU:5 OR 

COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commis;ione, for rat~nts, P.O, Box t<iSO, .l\le,andria, VA 22113•1450. 

if ym: need as5i,;trmce in comple:ing the jorm, cafJ 1-800·.PT0-9199 and select option 2. 
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PTO/AiM16 i00, 1 Zl 
t,wrove<l tor use tnrc:,ugtl 01i3ii2013, OMS 0651 ·W.31 

U.S. Paian! an,i T,·a,fama;k omr.a: U.S. DEPAFlTMENT OF COMMH~CE 
Under t!1s P~ rw(H"k. R:~dt_Nj;ion Aci of 19951 r~o rsons ars ml. i,.tir~d tQ respond to a colJ'6cllon of :nforrrmtfOn t.miess tt o;s Ja: .... a val:rci 0MB l:·QnHot nl:mber. 

STATEMENT UNDER 37 CFR 3.73{c) 
Applicant/Patent 011vner: _B_!a_c_k_B_e_r_ry_L_·m_i_te_d __________________________ _ 

Application No./Patent No.: 7,372,96·1 Fi!edllssue Dat1:l: _0_5_-1_3_-_2_0_0_8 ________ _ 

Titled: METHOD OF PUBLIC KEY GENERATION 

BlackBerry Umited , a corporation 
----------------------------

states that, for the patent application/patent identified above, it is (choose Q!J2 of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, tille, and interest. 

2, D An assignee of !ess than the entire right, title, and interest {check applicable box): 

LJ The extent (by ~rcentage} of its ownership interest is ______ %, Additional Staternent(s) by the owners 
holding the balance of the interest must be submitted lo accounl for 1 om-:, of !he ownership interest. 

C There are unspecified percentages of ownership. The other parties, including inventors, who tO{jether own the entire 
right, title and interest arff 

Additional Statement{s) by the owner(s) holding the balance of the interest mustbe Sllbrnitted to account for the entire 
right title, and interest. 

3. C The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made), 
The other parties. including inventors, who together own the entire right, title, and interest are: 

Additiona! Statement{s) by the owner(s) holding the balance of !he interest must be submitted to account for !he entire 
right, tit!e,. and interest. 

4. D The recipient, via a court proceeding or the like (e,g., bankruptcy, probate), o! an undivided interest in the entiret>' (a 
complete transfer o! mvnership interest was made). The certified document(s} showing the transfer is attached, 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either {choose~ of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the Uniled Slates Patent and Trademark Ofiice at Reel ______ , Frame , or for which a copy 

thereof is attached, 

B, E A chain of title from the inventor{s). of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: Inventors To: Certlcom Corp, 
---------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel 012725 , Frame 0042 , or for which a copy thereof is attached, 

2_ From: Certicom Corp. To: BlackBerry Limited 
--------------------

The document was recorded in the United States Patent and Trademark Office at 

Ree! 039269 , Frame 0856 , or tor which a copy thereof is attached. 

[Page 1 of 2] 
Thfs coHscHon of ir.tormation is rE.'qtjlfed by 37 CFR :3..73(b}. The infr.:i:rma.tkm is r~quir~J K1 t1btain t1~ r.etatn a ben-efit by the pt~b:li.·c \\(h:Ch i-s tQ file (and by th~ USPTO to 
proc<:lss) ar. appiicm;or,. Conlioontial,ty is gov<:lrned by 35 U.S.C 122 and 37 CFB I. 11 and 1.14. This col!ection is ssi;mmect 10 ia~e 12 mmut,m tc< complete, inciuci11g 
ga;~1,J:"ing,. prepari,ng~ and subrn:tttng the cornpleted apphcafo:m form to lhe USPTO, Tirna \S/4ll vary dey~nd!ng upon th{~ fndh,1 tdual ,~as;J, Any commei1is t1n me amour~t 
o~ Hme '.'l◊U n::quffe to C►JmpJ~te· ~Mis torm andlor suggesti=cJns to.r reducing this b:urd~n .. shc,w!d be zent to the Chte-t lr~t-orrnafo)n o·mcer~ U.S, Paient a:r::d Trademilt~ 
Office. U,S. Depm;m,,nt of Comm,,tce. POc Bo:< 14W .. Al,,xMrJtfil, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

{{you need assiswnce in completing tfu.',fi".mn, call 1-800-PT0-9!99 and select option 2, 
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PT0iAlAi9:t'l (08-12} 
Approved!,:,, c;se t1'1rough 01/31/2013. OMS 0651-0031 

U.S Patent tmd Trademark Ottics: U.S DEP,<\ffl'MENT Ob COMMEBCE 
U!idt1 the Pa:osr1t,.<ork Redt.K-=tkin Act of 1995, no oersot1s ar~ F~~1uired: to res· n<l to a: coHaction of frih:-fmatiQ:n L.m!8ss it dis.plays a: vafa.i 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: 

The document was recorded in the United States Patent and Trademark Office at 

Ree! ______ , Frame ______ , or for which a copy thereol is a!tached. 

4, From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Ree! _____ , Frame ______ , or for whlch a copy thereof is attached. 

5, From: To: ------------------- -------------------
The document was recorded in the United States Patent and Trademark Office- at 

Ree! _____ , Frame ______ , or for whlch a copy thereof is attached. 

6. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel _______ , Frame _____ , or for whlch a copy thereof is attached. 

[J Additional documents in the chaln of title are listed on a supplemental sheet(s), 

C---i As required by 37 CFR 3. 73(c)(1 )(l), the documentary evidence of the chain ol ti!le from the original owner to the 
assignee was, or concurrently is being, submitted !or recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy ol the original assignment document(s)} rnust be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/David S, Furbeck/ March 8, 2018 
Signature Date 

David S, Furbeck 72,197 

Printed or Typed Name Title or Regis!ration Number 

[Page 2 of 2] 



MOBILEIRON, INC. - EXHIBIT 1003 
Page 302

Privacy Act Statement 

The Privacy A.ct of 1974 {P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached farm related to a patent application or patent Accordingly, pursuant to the 
requirements o! the Act, please be advised that {1) the general authority !or the collection of this information is 35 
USC. 2(b)(2); (2) furnishing of the information solicited is voluntary; and {3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. II you do not furnish the requested information, the U-5. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment ol the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom o1 Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course ot presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4, A record in this system of records may be disclosed, as a routirn~ use., to a contractor of the Agen<::y 
having need !or the information in order to perform a contract Recipients of information shall be reqwred 
to comply with the requirements of the Privacy Act of 1974., as amended, pursuant to 5 U.S.G. 552a{m). 

5, A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau ot the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6, A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review {35 U,S.C. 181} and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the ,l\dministrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant {i.e,, GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals, 

8, A record from this system of records may be disclosed, as a routine use, to the public after elther 
publ.ication of the application pursuant to 35 U.S.C. 122{b} or issuance of a patent pursuant to 35 U.S,C. 
15L Further, a record may be disclosed, subject to the limitations of 37 CFR U4, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as ;3. roufa1e use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation ol !aw or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 31997921 

Application Number: 10025924 

International Application Number: 

Confirmation Number: 7632 

Title of Invention: METHOD OF PUBLIC KEY GENERATION 

First Named Inventor/Applicant Name: Scott A. Vanstone 

Customer Number: 27871 

Filer: David S. Furbeck/Krista Luft 

Filer Authorized By: David S. Furbeck 

Attorney Docket Number: 00001-0417 

Receipt Date: 08-MAR-2018 

Filing Date: 26-DEC-2001 

Time Stamp: 15:16:53 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

89339 

1 Power of Attorney 
35371-US-PAT _POA_Executed. 

no 1 
pdf 

64aefa 12a0e8392219b721 0Sb54de43c7f8E 
c6d2 

Warnings: 
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Information: 

1629802 

2 
Assignee showing of ownership per 37 35371-US-

3 
CFR 3.73 PAT _37CFR_executed.pdf 

no 
e04982e372f1 Sa46Sd4a 1 f6c1 c76e6ae3ff77 

56b 

Warnings: 

Information: 

Total Files Size (in bytes) 1719141 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

10/025,924 12/26/2001 

54120 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addn,ss. ~?1:f!JI:'3,~i~O'.!ER FOR PATENTS 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Scott A Vanstone 00001-0417 
CONFIRMATION NO. 7632 

POA ACCEPTANCE LETTER 
BlackBerry Limited - Direct Practice - (US Team) 
ATTN: PATENT TEAM 11111111111111111 lllll ll]~!l]!~l!~l!~Ul!ll!!I) 1111111111111111111111111111 
2200 University Avenue E. 
Waterloo, ON N2K 0A7 
CANADA 

Date Mailed: 03/12/2018 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 03/08/2018. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/tmwilliams/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

10/025,924 12/26/2001 

27871 
BLAKE, CASSELS & GRAYDON LLP 
COMMERCE COURT WEST 
199 BAY STREET, SUITE 4000 
TORONTO, ON M5L 1A9 
CANADA 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. ~Sl1:fM[;3.~~Cl'JER FOR PATENTS 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Scott A Vanstone 00001-0417 
CONFIRMATION NO. 7632 

POWER OF ATTORNEY NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~Ul!ll!!Hll lllll 111111111111111111 

Date Mailed: 03/12/2018 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 03/08/2018. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/tmwilliams/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 1 of 1 
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