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(57) ABSTRACT 
A system and method for providing quality-of-service based 
network resource allocation and utilization in a dynamic net 
work environment. For example, a wireless communication 
network may comprise a first system and a second system. 
The first system may provide a current service to a user at a 
current quality level. The first system and second system may 
establish a wireless communication link. At least one of the 
first and second systems may determine whether utilizing one 
or more resources of the second system will provide the 
current service to the user at a higher level of quality than the 
current quality level. One or more resources of the second 
system may be allocated for providing the current service to 
a user at a higher quality level. The allocated resources may be 
utilized to provide the current service to the user at a higher 
quality level than the current quality level. 

20 Claims, 5 Drawing Sheets 
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1. 

AUTOMATIC QUALITY OF SERVICE BASED 
RESOURCE ALLOCATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS/INCORPORATION BY 5 

REFERENCE 

This patent application is a CONTINUATION of U.S. 
patent application Ser. No. 12/464,255, filed May 12, 2009, 
now U.S. Pat. No. 7,983,689, which is a CONTINUATION of 
U.S. patent application Ser. No. 1 1/689,995, filed Mar. 22, 
2007, now U.S. Pat. No. 7,532,893, which is a CONTINUA 
TION of U.S. patent application Ser. No. 10/875,891, filed 
Jun. 24, 2004, now U.S. Pat. No. 7,221,946, which is related 
to and claims priority from provisional patent application Ser. 
No. 60/504.876, filed Sep. 22, 2003. The above-identified 
applications are hereby incorporated herein by reference in 
their entirety. 
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BACKGROUND OF THE INVENTION 

In a dynamic network environment, various processing 35 
resources may freely enter and leave a network. Such 
resources may have Superior or inferior service providing 
capabilities to other resources already present in the dynamic 
network. For example, a system providing relatively low 
quality audio service may enter a dynamic wireless network 
that includes one or more systems capable of providing a 
relatively high quality audio service. Also, for example, a 
system entering a dynamic wireless network may have the 
capability to deliver relatively high quality video, email, or 
numerical processing capability to a user. Additionally, for 
example, a system with access to relatively low quality infor 
mation may enter a dynamic wireless network having a sys 
tem resource with access to relatively high quality informa 
tion. 

Further limitations and disadvantages of conventional and 
traditional approaches will become apparent to one of skill in 
the art, through comparison of such systems with the present 
invention as set forth in the remainder of the present applica 
tion with reference to the drawings. 

40 
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50 

55 

BRIEF SUMMARY OF THE INVENTION 

Various aspects of the present invention provide a system 
and method for allocating and utilizing resources in a 
dynamic communication network. For example, a wireless 
communication network may comprise a first system and a 
second system. The first and second systems may, for 
example, be portable or stationary systems. The first system 
may provide a current service to a user at a current quality 
level. Such a current service may, for example, include any of 65 
a variety of audio, video, textual, graphical or communication 
services. 

60 

2 
A wireless communication link may be established 

between the first and second systems. For example, the first 
and second systems may comprise respective communication 
modules to establish Sucha wireless communication link. The 
wireless communication link may be based on any of a num 
ber of standard and proprietary wireless communication pro 
tocols. 
The first and second systems may, for example, communi 

cate capability information, and at least one of the first and 
second systems may determine whether utilizing one or more 
resources of the second system will provide the current ser 
vice to the user at a higher level of quality than the current 
quality level. For example, the first and second systems may 
comprise respective quality control modules that utilize 
respective communication modules to communicate capabil 
ity information. Such capability information may comprise, 
for example and without limitation, processing capability, 
communication capability, and information access capability 
information. One or both of the quality control modules may, 
for example, determine whether utilizing one or more 
resources of the second system will provide the current ser 
Vice to the user at a higher quality level. 
One or more resources of the second system may be allo 

cated for providing the current service to a user at a higher 
quality level. Such an allocation may, for example, be in 
response to a determination (e.g., made by a quality control 
module) that utilization of the allocated resource(s) will pro 
vide the current service to the user at a higher quality level. 
For example, at least one of the first and second systems may 
comprise a resource allocation module to perform Such a 
resource allocation. 
The allocated resource(s) may be utilized to provide the 

current service to the user at a higher quality level than the 
current quality level. For example, the first and second sys 
tems may comprise respective distributed processing mod 
ules that manage such resource utilization. For example, the 
respective distributed processing modules may communicate 
information of pre-processed and post-processed information 
between the first and second systems. 

These and other advantages, aspects and novel features of 
the present invention, as well as details of illustrative aspects 
thereof, will be more fully understood from the following 
description and drawings. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF 
THE DRAWINGS 

FIG. 1 is a flow diagram illustrating a method for quality of 
service based resource allocation and utilization in a dynamic 
wireless network environment, in accordance with various 
aspects of the present invention. 

FIG. 2 is a flow diagram illustrating a method in a first 
system for quality of service based resource allocation and 
utilization in a dynamic wireless network environment, in 
accordance with various aspects of the present invention. 

FIG. 3 is a flow diagram illustrating a method in a second 
system for quality of service based resource allocation and 
utilization in a dynamic wireless network environment, in 
accordance with various aspects of the present invention. 

FIG. 4 is a diagram showing a system that implements 
quality of service based resource allocation and utilization in 
a dynamic wireless network environment, in accordance with 
various aspects of the present invention. 

FIG. 5 is a diagram showing an exemplary audio resource 
allocation scenario, in accordance with various aspects of the 
present invention. 
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DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 is a flow diagram illustrating a method 100 for 
quality of service based resource allocation and utilization in 
a dynamic wireless network environment, in accordance with 
various aspects of the present invention. The method 100 
begins at Step 110. Various events and conditions may cause 
the method 100 to begin. For example, a user may request that 
a first system provide a service to the user, or the first system 
may automatically decide to provide a service to a user. Gen 
erally, the method 100 may be initiated for a variety of rea 
sons. Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar initiating events or conditions. 
The method, at step 120, may comprise the first system 

providing a service to the user. A 'service' is generally a 
function performed by the first system for the ultimate benefit 
of the user. For example and without limitation, a service may 
comprise an audio output service, a video output service, a 
textual interface service, an audio interface service, a video 
interface service, a data processing service, an email service, 
etc. Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of a par 
ticular provided service. 

FIG. 5 illustrates an exemplary network scenario 500 
where the first system 510 comprises a personal digital assis 
tant ("PDA") 515 initially providing music to a user through 
a headset 520 communicatively coupled to the PDA 515 
through a communication link 525, which may be a tethered 
or non-tethered link. The user may, for example, have 
requested at step 110 that the first system 510 provide music 
to the user from a song play list, which represents a portion of 
a store of music information local to the PDA 515. It is to be 
stressed at this point that the following discussion will often 
refer to the exemplary scenario 500 shown in FIG. 5 as an 
exemplary illustration of various aspects of the present inven 
tion that are in fact of much broaderscope than aspects of the 
exemplary scenario 500 may demonstrate. Accordingly, by 
no means is the scope of various aspects of the present inven 
tion to be limited by characteristics of the exemplary scenario 
500 shown in FIG. 5. 

Referring back to FIG. 1, the method 100, at step 130, 
comprises determining whether a second system is accessible 
to the first system in the dynamic wireless communication 
network. Such a determination may be made, for example, 
utilizing various “hello,” “advertising and “beacon' proto 
cols that wireless systems may utilize to maintain their net 
works. Systems of a dynamic network may utilize a variety of 
methods to detect the presence and availability of other sys 
tems. Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of a par 
ticular method, standard or protocol for detecting the pres 
ence or availability of a system in a wireless communication 
network. 

If step 130 determines that there is not a second system 
accessible to the first system, then the flow of the method 100 
may return to step 120, where the first system may continue to 
deliver the current service to the user. Alternatively, if step 
130 determines that there is a second system accessible to the 
first system, then the flow of the method 100 may proceed to 
step 140. Note that step 130 may, for example, be initiated 
automatically (e.g., without real-time user interaction) or 
may be initiated by request (e.g., by a user requesting a higher 
quality service). 

For example and without limitation, refer to the exemplary 
scenario 500 of FIG.5. The user and the first system 510 may, 
for example, be mobile and may move within the boundaries 
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4 
of a wireless communication network of which the second 
system 550 is a member. The first 510 and/or second 550 
systems may, for example, periodically transmit an advertis 
ing message. For example, in an exemplary scenario, the 
second system 550 may transmit a periodic advertising mes 
sage. The first system 510 may move within range to hear the 
advertising message and respond to the second system 550. 

Referring back to FIG. 1, the method 100, at step 140, may 
comprise establishing a wireless communication link 
between the first system and the second system. Such a com 
munication link may be based on any of a variety of wireless 
communication protocols and standards. For example, the 
first system and second system may establish a communica 
tion link based on standards, such as IEEE 802.11, 802.15, 
UWB, Bluetooth, or other standard or proprietary protocols. 
Such a communication link may also, for example, include 
aspects of USB and Ethernet communication links. Accord 
ingly, the scope of various aspects of the present invention 
should not be limited by characteristics of a particular com 
munication protocol, standard or method. 

Referring to the exemplary scenario 500 of FIG. 5, the first 
system 510 and second system 550 may, for example, estab 
lish a wireless communication link 5.51 between the first 
system 510 and the second system 550 based on IEEE 802.11. 

Referring back to FIG. 1, the method 100, at step 150, may 
determine whether utilizing the second system (or various 
resources thereof) will increase the quality at which the cur 
rent service is being provided to the user. The first system and 
second system may, for example, communicate a variety of 
information over the communication link established at step 
140 to make such a determination. Generally, the quality 
determination may involve any of a large variety of quality 
metrics (e.g., audio/video output quality, rate of response to 
user input, duration over which the service may be provided, 
number of information consumption options available to a 
user, variety of information that may be accessed, quality of 
information that may be accessed, rate at which Such infor 
mation may be accessed, etc.). Accordingly, the scope of 
various aspects of the present invention should not be limited 
by characteristics of one or more particular service quality 
metrics. 
The determination at step 150 may, for example, include 

determining an indication of the current quality level at which 
the first system is currently providing the current service to 
the user. Such a current quality level may, for example, be 
compared to the expected quality at which the current service 
may be provided to the user by utilizing various resources of 
the second system. 

In the exemplary scenario 500 illustrated in FIG. 5, the 
PDA 515 may be communicating audio information to the 
headset 520 over the communication link 525. The current 
service (e.g., the communication of audio information to the 
user) may, for example, utilize audio information obtained 
from 64Kbps MP3 encoded information residing on the PDA 
515. For example, the user of the PDA515 may have decided 
to store MP3 information in the PDA515 memory in a highly 
compressed State, thereby trading audio quality for the ability 
to store more music. The first system 510 or the second 
system 550 may determine the current quality of the audio 
information being provided to the user. 

Referring back to FIG. 1, step 150 may comprise commu 
nicating quality of service information between the first sys 
tem and the second system. Such quality of service informa 
tion may take any of a variety of forms. For example and 
without limitation, the quality of service information may 
include information of the quality of the current service being 
provided to the user by the first system or the potential quality 
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at which the current service may be provided to the user by 
utilizing various resources of the second system. 

Step 150 may comprise communicating information 
between the first and second systems of whether the first or 
second system has processing capability, which if utilized, 
would result in the current service being provided to the user 
at a higher level of quality than the current quality level. For 
example and without limitation, the first and second systems 
may communicate information of data decoding and process 
ing capability. Such processing capability may be, for 
example, related to available hardware or software resources. 
The first and second systems may, for example, communicate 
information of various computer applications that the first and 
second systems may execute. Such computer applications 
may, for example, comprise audio processing applications, 
Video processing applications, text processing applications, 
numerical processing applications, etc. 

Referring to FIG. 5, as an example, the PDA 515 and the 
desktop computing station 555 may communicate informa 
tion of audio decoding capability. For example, the desktop 
computing system 555 may communicate information to the 
PDA 515 indicating that the desktop computing system 555 
has the processing capability to decode and provide audio 
information to the PDA 515. 

Referring back to FIG. 1, step 150 may, for example, com 
prise the first and second systems communicating informa 
tion of communication capability. The first and/or second 
system may utilize such information to determine whether 
utilizing various resources of the second system will result in 
the current service being provided to the user at a higher 
quality level than the current quality level. For example, pro 
viding the current service to the user at a higher quality level 
than the current quality level may require a communication 
channel between the first and second system to have a mini 
mum communication bandwidth. Also, for example, provid 
ing the current service to the user at a higher quality level than 
the current quality level may require a communication chan 
nel to have a particular level of reliability. Further, for 
example, providing the current service to the user at a higher 
quality level than the current quality level may require com 
munication utilizing a particular set of communication pro 
tocols. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the PDA 515 and desktop computing system 555 may 
communicate information of communication capability. For 
example, the desktop computing system 555 and the PDA515 
may communicate information of the type of communication 
links that may be established between the desktop computing 
system 555 of the second system 550 and the PDA515 of the 
first system 510. Such communication capability information 
may, for example, comprise information of audio information 
streaming capability. 

Referring back to FIG. 1, the communication capability 
information may also, for example, comprise information of 
secure communication capability. For example, in an exem 
plary scenario, the user or one of the first and second systems 
may require that communication between the systems, or 
from one of the systems to a user interface device, be con 
ducted securely (e.g., utilizing at least a certain level of 
encryption). Such secure communication capability may then 
be considered when determining whether various resources 
of the second system may be utilized to provide the current 
service to the user at a higher quality level than the current 
quality level. 

In general, step 150 may comprise communicating infor 
mation of communication capability and utilizing such infor 
mation to determine whether utilizing various resources of 
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6 
the second system will provide the current service to the user 
at a higher level of quality than the current level of quality. 
Such information of communication capability may include 
any of a large number of communication characteristics. 
Accordingly, the scope of various aspects of the present 
invention should not be limited by particular communication 
or communication link characteristics. 

Step 150 may comprise communicating information 
between the first and second systems regarding information 
Sources to which at least one of the first and second systems 
has access. For example, the second system may have access 
to higher quality information than the first system. As an 
example, Such higher quality information may include infor 
mation encoded utilizing a lower loss encoding technique 
than used to encode the information to which the first system 
has access. As another example. Such higher quality informa 
tion may include information to which the second system has 
access and to which the first system has no access. 
The information regarding access to various information 

Sources may also include information of the media over 
which Such access exists. For example, access to various 
information sources may comprise local access or networked 
access. The type of access to various information sources, as 
well as the quality of the information, may be considered in 
determining whether utilizing various resources of the second 
system will provide the current service to the user at a higher 
quality level. For example, access to high quality information 
over a communication network may be of little value in cer 
tain scenarios if the communication network is slow or unre 
liable. 

In general, step 150 may comprise the first and/or second 
system determining, based at least in part on the source infor 
mation, whether utilizing various resources of the second 
system will result in the current service being provided to the 
user at a higher quality level than the current quality level. 
Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar information, information sources, or particular links to 
Such information sources. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the PDA 515 may have access to a local memory device 
having MP3 audio information encoded at 64 Kbps encoding, 
while the desktop computing system 555 may have access to 
CD-quality music information stored in a local memory 
device 560 or through a network 565. The first 510 or second 
550 systems may consider such information access when 
determining whether utilizing resources of the second system 
550 will provide the current service to the user at a higher 
level of quality. 

Referring back to FIG. 1, step 150 may comprise commu 
nicating access control information between the first and 
second systems. Such access control information may, for 
example, comprise digital certificate, certificate authority 
(CA) key, management/access control, CA Verification infor 
mation, and a variety of user or system identification infor 
mation. 
The first and/or second system may utilize such informa 

tion to determine whether various resources of the second 
system may be utilized to provide the current service to the 
user at a higher quality level. For example, the second system 
may require the first system (or a user thereof) to be autho 
rized and/or authenticated to utilize various resources of the 
second system. Also, for example, the user or the first system 
may require that the second system be authorized to provide 
access to various resources for use in providing the current 
service to the user. Such authorization may, for example, be 
system, service or user dependent. 
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In general, step 150 may comprise the first and second 
systems communicating access control information and ulti 
lizing Such information to determine whether various 
resources of the second system may be utilized to provide the 
current service to the user. Accordingly, the scope of various 
aspects of the present invention should not be limited by 
characteristics of particular access control requirements, 
strategies or implementations. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the second system 550 may, for example, have a list of users 
or systems to which the second system 550 may allocate 
resources. If the user of the first system 510 is not an autho 
rized user, the second 550 or first 510 system may determine 
that various resources of the second system 550 are not avail 
able for providing the current service to the user. 

In general, step 150 determines whether utilizing various 
resources of the second system will increase the quality at 
which the current service is being provided to the user. As 
mentioned previously, such a determination may, for 
example, include analyzing information related to processing 
capability, communication capability (including secure com 
munication capability), information access, and access con 
trol. The information that step 150 may analyze to determine 
whether utilizing various resources of the second system will 
provide the current service to the user at a higher quality level 
is by no means limited to the previous examples. Accordingly, 
the scope of various aspects of the present invention should 
not be limited by characteristics of particular information that 
may be considered in making Such a determination. 
The method 100, at step 160, may comprise determining 

whether to allocate or utilize various resources of the second 
system to provide the current service to the user, based at least 
in part on the determination made at step 150. For example, if 
step 150 determined that utilizing various resources of the 
second system is not allowed or not possible, step 160 may 
direct the flow of the method 100 to step 170, which may 
provide for the first system to continue providing the current 
service to the user at the current quality level. Also for 
example, if step 150 determined that utilizing various 
resources of the second system would not result in the current 
service being provided to the user at a higher quality level. 
then step 160 may direct the flow of the method 100 to step 
180. 

Referring to FIG. 5, in the exemplary scenario 500, the first 
510 or second 550 system may determine that utilizing an 
information resource (e.g., the local storage device 560 or 
network access 565) and desktop computer 555 audio decod 
ing capability will provide the current service (e.g., music) to 
the user at a higher level of quality than is currently being 
provided to the user. 

Referring back to FIG. 1, the method 100, at step 180, may 
comprise allocating various resources of the second system 
for providing the current service to the user at a higher level of 
quality than the current level of quality. Note that such allo 
cation may or may not, depending on the nature of the allo 
cated resource, impact the availability of the allocated 
resource for utilization with other systems. The first and sec 
ond systems may, for example, communicate resource allo 
cation information in preparation for utilizing the allocated 
resources to provide the current service to the user at a higher 
quality level. 

Referring to the exemplary scenario 500 of FIG. 5, the 
desktop computing system 555 of the second system 550 may 
allocate a portion of information access resources, audio 
information processing resources, and audio information 
communication resources for use in providing the current 
service to the user at a higher quality level. The desktop 
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computing system 555 may communicate information of 
such allocation to the PDA 515, along with information 
related to the effective utilization of such allocated resources 
to provide the current service to the user. 

Referring back to FIG. 1, the method 100, at step 190, 
generally follows the resource allocation of step 180 with 
utilization of such resources of the second system to provide 
the current service to the user at a higher quality level. Such 
utilization may be accomplished in a variety of manners 
depending on the particular system configuration and allo 
cated resources. 

For example, various communication links may be estab 
lished between the first and second systems. The first and 
second systems may, for example, utilize Such communica 
tion links to communicate a variety of information depending 
on the service being provided and the system configuration. 
For example, the second system may provide raw data to the 
first system for further processing, or the second system may 
provide processed data to the first system for immediate pre 
sentation to the user. Alternatively, for example, the second 
system may provide processed information directly to the 
user through a user interface device. 

Such resource utilization may comprise a variety of pro 
cessing activities on the part of the first and/or second sys 
tems. For example and without limitation, the allocated 
resources of the second system may process information pro 
vided by the first system. For example, the allocated resources 
of the second system may acquire information from a source 
other than the first system and process Such information. Also 
for example, the allocated resources of the second system 
may acquire information from a source other than the first 
system and pass such information to the first system for 
further processing. 

Referring to the exemplary scenario 500 shown in FIG. 5, 
the desktop computing system 555 may, for example, retrieve 
raw audio information from local storage 560 or the network 
565 and process such information for delivery to the PDA515 
over the communication link 551. Alternatively, for example, 
the desktop computing system 555 may establish a direct 
communication link 5.52 to the headset 520 to provide music 
information directly to the headset 520 of the user. The desk 
top computing system 555 may, for example, provide audio 
output through an audio output device 570 coupled to the 
second system 555, if the first 510 and/or second 555 system 
determines that such action would increase the level of qual 
ity at which the current service is being provided to the user. 

Referring back to FIG. 1, step 190 may, for example, com 
prise communicating control information between the first 
and second systems. For example, the user may utilize the 
first system to control the utilization of resources of the sec 
ond system. Alternatively, for example, the user may utilize 
resources of the second system (e.g., keyboard, mouse and 
display resources) to control the utilization of the allocated 
resources of the second system. 

Referring to the exemplary scenario 500 shown in FIG. 5, 
a user may, for example, use various U/I devices to control the 
manner in which the current service is being provided to the 
user. For example, the user may utilize the display 516 and 
input 517 of the PDA 515 to control the manner in which the 
current service is being delivered to the user. Alternatively, for 
example, the user may utilize the display 580, keyboard 581 
or mouse 582 resources of the second system 550 to control 
the manner in which the current service is being delivered to 
the user. 

In general, step 190 comprises utilizing the allocated 
resources of the second system to provide the current service 
to the user at a higher level of quality than the current quality 
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level. Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar information obtaining, processing or communication sce 
narios. 

Various aspects of the method 100 illustrated in FIG.1 may 
be performed by either of the first and second systems. 
Accordingly, the scope of various aspects of the present 
invention should not be limited to which particular system 
may be performing the various aspects of the method 100. 
Refer to FIG. 2 for an exemplary method 200 that may, for 
example, be performed in a first system of a dynamic wireless 
communication network. The fact that the first system may 
perform the various aspects of the method 200 illustrated in 
FIG. 2 and discussed below is not to be taken as an indication 
that the first system is required to performany or all of such 
various aspects. 

FIG. 2 is a flow diagram illustrating a method 200, which 
may, for example, be performed by a first system for quality 
of service based resource allocation and utilization in a 
dynamic wireless network environment, in accordance with 
various aspects of the present invention. The method 200 
shares various aspects with the method 100 illustrated in FIG. 
1 and discussed previously. The method 200 is presented 
herein to provide an exemplary perspective and to demon 
strate one of the many options for how various aspects of the 
present invention may be allocated between the first and 
second systems. Accordingly, the scope of various aspects of 
the present invention should not be limited by the following 
example performing various aspects of the present invention 
in either of the first or second systems, or in a third system. 
The method 200 begins at step 210. Various events and 

conditions may cause the method 200 to begin. For example, 
a user may request that a first system provide a service to the 
user, or the first system may automatically decide to provide 
a service to a user. Accordingly, the scope of various aspects 
of the present invention should not be limited by characteris 
tics of particular initiating causes or conditions. 

The method, at step 220, may comprise the first system 
providing a service to the user. As mentioned previously, a 
“service' is generally a function performed by the first system 
for the ultimate benefit of the user. For example and without 
limitation, a service may comprise an audio output service, a 
Video output service, a textual interface service, an audio 
interface service, a video interface service, a data processing 
service, an email service, etc. Accordingly, the scope of vari 
ous aspects of the present invention should not be limited by 
characteristics of a particular service provided. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the first system 510 may comprise a personal digital assis 
tant ("PDA") 515 initially providing music to a user through 
a headset 520 communicatively coupled to the PDA 515 
through a communication link 525, which may be a tethered 
or non-tethered link. The user may, for example, have 
requested at step 210 that the first system 510 provide music 
to the user from a song play list, which represents a portion of 
a store of music information local to the PDA 515. It is to be 
stressed at this time that the following discussion will often 
refer to the exemplary first system 510 shown in FIG. 5 as an 
exemplary illustration of various aspects of the present inven 
tion that are in fact of much broaderscope than aspects of the 
exemplary first system 510. Accordingly, by no means is the 
Scope of various aspects of the present invention to be limited 
by characteristics of the exemplary first system 510 shown in 
FIG.S. 

Referring back to FIG. 2, the method 200, at step 230, 
comprises determining whether a second system is accessible 
in the dynamic wireless communication network. Such a 
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10 
determination may be made, for example, utilizing various 
“hello,” “advertising or “beacon' protocols that wireless 
systems may utilize to maintain their networks. Systems of a 
dynamic network may utilize a variety of methods to detect 
the presence and availability of other systems. For example, 
the first system may, at step 230, periodically transmit a 
“hello' message or listen for “hello” messages from other 
systems to determine the presence or availability of a second 
system. Accordingly, the scope of various aspects of the 
present invention should not be limited by characteristics of a 
particular method, standard or protocol for detecting the pres 
ence or availability of a system. 

If step 230 determines that there is not a second system 
accessible to the first system, then the flow of the method 200 
may return to step 220, where the first system may continue to 
deliver the current service to the user. Alternatively, if step 
230 determines that there is a second system accessible to the 
first system, then the flow of the method 200 may proceed to 
step 240. Note that step 230 may, for example, be initiated 
automatically (e.g., without real-time user interaction) or 
may be initiated by request (e.g., by a user requesting a higher 
quality service). 

For example and without limitation, refer to the exemplary 
first system 510 shown in FIG. 5. The user and the first system 
510 may be mobile and may move within the boundaries of a 
wireless communication network of which the second system 
550 is a member. The first 510 and/or second 550 systems 
may, for example, periodically transmit an “advertisement' 
message. For example, in an exemplary scenario, the second 
system 550 may transmit a periodic “advertisement’ mes 
sage, for which the first system 510 automatically listens. The 
first system 510 may move within range to hear the “adver 
tisement’ message and respond to the second system 550. 
Alternatively, for example, the user may interact with the 
PDA515 to request that the PDA 515 of the first system 510 
attempt to improve the quality of service currently being 
provided to the user. 

Referring back to FIG. 2, the method 200, at step 240, may 
comprise the first system establishing a wireless communi 
cation link with the second system. Such a communication 
link may be based on any of a variety of wireless communi 
cation protocols and standards. For example, the first system 
may establish a communication link with the second system 
based on standards, such as IEEE 802.11, 802.15, UWB, 
Bluetooth, or other standard or proprietary protocols. Such a 
communication link may also, for example, include aspects 
of USB and Ethernet communication links. Accordingly, the 
Scope of various aspects of the present invention should not be 
limited by characteristics of a particular communication pro 
tocol or method. 

Referring to the exemplary first system 510 of FIG. 5, the 
PDA515 of the first system 510 may, for example, establish 
a communication link 551 with the second system 550 based 
On IEEE 802.11. 

Referring back to FIG. 2, the method 200, at step 250, may 
comprise the first system determining (e.g., determining 
directly through its own computations, or by receiving an 
indication from another system) whether utilizing the second 
system (or various resources thereof) will increase the quality 
at which the current service is being provided to the user. The 
first system may, for example, communicate a variety of 
information with the second system over the communication 
link established at step 240 to make such a determination. 
Generally, the quality determination may involve any of a 
large variety of quality metrics (e.g., audio/video output qual 
ity, rate of response to user input, duration over which the 
service may be provided, number of information consump 
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tion options available to a user, variety of information that 
may be accessed, quality of information that may be 
accessed, rate at which Such information may be accessed, 
etc.). Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of one or 
more particular service quality metrics. 
The determination at step 250 may, for example, include 

determining an indication of the current quality level at which 
the first system is currently providing the current service to 
the user. Such current quality level may, for example, be 
compared to the expected quality level at which the current 
service may be provided to the user by utilizing various 
resources of the second system. 

In the exemplary scenario 500 illustrated in FIG. 5, the 
PDA 515 may, for example, be communicating audio infor 
mation to the headset 520 over the communication link 525. 
The current service (e.g., the communication of audio infor 
mation to the user) may, for example, occur utilizing audio 
information obtained from 64 Kbps MP3 encoded informa 
tion residing on the PDA515. The first system 510 (directly or 
indirectly) may determine the current quality level of the 
audio information being provided to the user. 

Referring back to FIG. 2, step 250 may comprise the first 
system communicating quality of service information with 
the second system. Such quality of service information may 
take any of a variety of forms. For example and without 
limitation, the quality of service information may include 
information of the quality of the current service being pro 
vided to the user by the first system or the potential quality at 
which the current service may be provided to the user by 
utilizing various resources of the second system. 

Step 250 may comprise communicating information with 
the second system of whether the first or second system has 
processing capability, which if utilized, would result in the 
current service being provided to the user at a higher level of 
quality than the current quality level. For example and with 
out limitation, the first system may communicate information 
of data decoding and processing capability with the second 
system. Such processing capability may be, for example, 
related to available hardware or software resources. The first 
system may, for example, communicate with the second sys 
tem information of various computer applications that the 
first and second systems may execute. Such computer appli 
cations may, for example, comprise audio processing appli 
cations, video processing applications, text processing appli 
cations, numerical processing applications, email processing 
applications, etc. 

Referring to FIG. 5, as an example, the PDA 515 may 
communicate with the desktop computing station 555 infor 
mation of audio decoding capability. For example, the PDA 
515 may communicate with the desktop computing system 
555 information indicating that the desktop computing sys 
tem 555 has the processing capability to decode and provide 
audio information to the PDA 515. 

Referring back to FIG. 2, step 250 may, for example, com 
prise the first system communicating information of commu 
nication capability with the second system. The first system 
may, for example, utilize Such information to determine 
whether utilizing various resources of the second system will 
result in the current service being provided to the user at a 
higher quality level than the current quality level. For 
example, providing the current service to the user at a higher 
quality level than the current quality level may require a 
communication channel between the first and second system 
to have a minimum communication bandwidth. Also, for 
example, providing the current service to the user at a higher 
quality level than the current quality level may require a 
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communication channel to have a particular level of reliabil 
ity. Further, for example, providing the current service to the 
user at a higher quality level than the current quality level may 
require communication utilizing a particular set of commu 
nication protocols. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the PDA 515 may communicate information of communi 
cation capability with the desktop computing system 555. For 
example, the PDA 515 may communicate with the desktop 
computing system 555 information of the type of communi 
cation links that may be established between the first system 
510 and the second system 550. Such communication capa 
bility information may, for example, comprise information of 
audio information streaming capability. 

Referring back to FIG. 2, the communication capability 
information may also, for example, comprise information of 
secure communication capability. For example, in aparticular 
scenario, the user, or one of the first and second systems, may 
require that communication with and between the systems be 
conducted securely (e.g., utilizing at least a certain level of 
encryption). Such secure communication capability may then 
be considered when determining whether various resources 
of the second system may be utilized to provide the current 
service to the user at a higher quality level than the current 
quality level. 

In general, step 250 may comprise the first system com 
municating information of communication capability with 
the second system and utilizing Such information to deter 
mine (directly or indirectly) whether utilizing various 
resources of the second system will provide the current ser 
vice to the user at a higher level of quality than the current 
level of quality. Such information of communication capabil 
ity may include any of a large variety of communication 
characteristics. Accordingly, the scope of various aspects of 
the present invention should not be limited by particular com 
munication or communication link characteristics. 

Step 250 may, for example, comprise the first system com 
municating information with the second system regarding 
information sources to which at least one of the first and 
second systems has access. For example, the second system 
may have access to higher quality information than the first 
system. As an example, such higher quality information may 
include information encoded utilizing a lower loss or lossless 
encoding technique than used to encode the information to 
which the first system has access. As another example, Such 
higher quality information may include information to which 
the second system has access and to which the first system has 
O acCCSS, 

The information regarding access to various information 
Sources may also include information of the media over 
which Such access exists. For example, access to various 
information sources may comprise local access or networked 
access. The type of access to various information sources, as 
well as the quality of the information, may be considered in 
determining whether utilizing various resources of the second 
system will provide the current service to the user at a higher 
quality level. For example and without limitation, access to 
high quality information over a communication network may 
be of little value if the network is slow or unreliable. 

In general, step 250 may comprise the first system deter 
mining (directly or indirectly), based at least in part on the 
Source information, whether utilizing various resources of the 
second system will result in the current service being pro 
vided to the user at a higher quality level than the current 
quality level. Accordingly, the scope of various aspects of the 
present invention should not be limited by characteristics of 
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particular information, information Sources, or particular 
links to Such information sources. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the PDA 515 may have access to a local memory device 
having MP3 audio information encoded at 64 Kbps encoding, 
while the desktop computing system 555 may have access to 
CD-quality music information stored in a local memory 
device 560 or through a network 565. The first 510 or second 
550 systems may consider such information access when 
determining whether utilizing resources of the second system 
550 will provide the current service to the user at a higher 
level of quality. 

Referring back to FIG. 2, step 250 may comprise the first 
system communicating access control information with the 
second system. Such access control information may, for 
example, comprise digital certificate, certificate authority 
(CA) key, management/access control, CA verification, and 
various user/System identification information. 
The first system may, for example, utilize Such information 

to determine whether various resources of the second system 
may be utilized to provide the current service to the user at a 
higher quality level. For example, the user or the first system 
may require that the second system be authorized to provide 
access to various resources for use in providing the current 
service to the user. Such authorization may, for example, be 
system, service or user dependent. 

In general, step 250 may comprise the first system com 
municating access control information with the second sys 
temand utilizing Such information to determine whether vari 
ous resources of the second system may be utilized to provide 
the current service to the user. Accordingly, the scope of 
various aspects of the present invention should not be limited 
by characteristics of particular access control requirements, 
strategies or implementations. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the first system 510 may, for example, have a list of systems 
and/or resources of other systems that the first system 510 will 
allow to be utilized to provide the current service to the user. 
If the second system 550 is not an authorized system, then the 
first system 510 may determine that various resources of the 
second system 550 are not available for providing the current 
service to the user. 

In general, step 250 comprises the first system determining 
whether utilizing various resources of the second system will 
increase the quality at which the current service is being 
provided to the user. As mentioned previously, such a deter 
mination may, for example, include analyzing information 
related to processing capability, communication capability 
(including secure communication capability), information 
access, and access control. The information that step 250 may 
analyze to determine whether utilizing various resources of 
the second system will provide the current service to the user 
at a higher quality level is by no means limited to the previous 
example. Accordingly, the scope of various aspects of the 
present invention should not be limited by characteristics of 
particular information that may be considered in making Such 
a determination. 
The method 200, at step 260, may comprise the first system 

determining whether to utilize various resources of the sec 
ond system to provide the current service to the user, based at 
least in part on the determination made at step 250. For 
example, if the first system, in step 250, determined that 
utilizing various resources of the second system is not 
allowed or not possible, then step 260 may direct the flow of 
the method 200 to step 270, in which the first system may, for 
example, continue providing the current service to the user at 
the current quality level. Also for example, if the first system, 
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at step 250, determined that utilizing various resources of the 
second system would not result in the current service being 
provided to the user at a higher quality level, then step 260 
may direct the flow of the method 200 to step 280. 

Referring to FIG. 5, in the exemplary scenario 500, the first 
system 510 (directly or indirectly) may determine that utiliz 
ing an information resource of the second system 550 (e.g., 
the local storage device 560 or network access 565) and 
desktop computer 555 audio decoding capability will provide 
the current service (e.g., music) to the user at a higher level of 
quality than is currently being provided to the user. 

Referring back to FIG. 2, the method 200, at step 280, may 
comprise the first system requesting and/or receiving an allo 
cation of various resources of the second system for providing 
the current service to the user at a higher level of quality than 
the current level of quality. Alternatively, the first system may 
control the allocation of the resources of the second system. 
However, for this example, the first system is receiving the 
allocation of resources from another system (e.g., from the 
second system). Note that Such allocation may or may not, 
depending on the nature of the allocated resource, impact the 
availability of the allocated resource for utilization with other 
systems. 

Referring to the exemplary scenario 500 of FIG.5, the PDA 
515 of the first system 510 may receive an allocation of 
resources from the desktop computing system 555. Such 
allocated resources may comprise, for example, audio data 
storage resources, audio information processing resources 
and audio information communication resources for use in 
providing the current service to the user at a higher quality 
level. In addition to resource allocation information, the PDA 
515 may receive from the desktop computing system 555 
information related to the effective utilization of such allo 
cated resources to provide the current service to the user. 

Referring back to FIG. 2, the method 200, at step 290, 
generally follows the resource allocation of step 280 with 
utilization of such resources of the second system to provide 
the current service to the user at a higher quality level. Such 
utilization may be accomplished in a variety of manners 
depending on the particular system configuration and allo 
cated resources. 

For example, various communication links may be estab 
lished between the first and second systems. The first and 
second systems may, for example, utilize Such communica 
tion links to communicate a variety of information depending 
on the service being provided and the system configuration. 
For example, the first system may receive raw data from the 
second system for further processing, or the first system may 
receive processed data from the second system for immediate 
presentation to the user. Alternatively, for example, the first 
system may direct the second system to provide processed 
information directly to the user through a user interface 
device. 

Such resource utilization may comprise a variety of pro 
cessing activities on the part of the first system. For example 
and without limitation, the first system may provide informa 
tion to the allocated resources of the second system for pro 
cessing. For example, the first system may direct the allocated 
resources of the second system to acquire information from a 
Source other than the first system and process such informa 
tion. Also for example, the first system may receive informa 
tion from the allocated resources of the second system on 
which the first system is to perform further processing. 

Referring to the exemplary scenario 500 shown in FIG. 5, 
the PDA515 may receive raw or processed audio information 
over the communication link 551 from the desktop computing 
system 555. The desktop computing system 555 may have 
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obtained such audio information from local storage 560 or the 
network 565. Alternatively, for example, the first system 510 
may establish a direct communication link 5.52 between the 
headset 520 and the desktop computing system 555. The PDA 
515 may alternatively, for example, direct the desktop com 
puting system 555 to provide audio output through an audio 
output device 570 coupled to the desktop computing system 
555, if the PDA 515 determines that such action would 
increase the level of quality at which the current service is 
being provided to the user. 

Referring back to FIG. 2, step 290 may, for example, com 
prise the first system communicating control information 
with the second system. For example, the user may utilize the 
first system to control the utilization of resources of the sec 
ond system. Alternatively, for example, the user may utilize 
resources of the second system (e.g., keyboard, mouse and 
display resources) to control the utilization of the allocated 
resources of the second system. In Such a scenario, the first 
system may receive control information from the second sys 
tem that the first system may utilize to control its own behav 
1O. 

Referring to the exemplary scenario 500 shown in FIG. 5, 
a user may, for example, use various U/I devices to control the 
manner in which the current service is being provided to the 
user. For example, the user may utilize the display 516 and 
input 517 of the PDA 515 to control the manner in which the 
current service is being delivered to the user. Alternatively, for 
example, the user may utilize the display 580, keyboard 581 
and mouse 582 resources of the second system 550 to control 
the manner in which the current service is being delivered to 
the user. In such a scenario, PDA 515 may, for example, 
receive control information from the desktop computing sys 
tem 555 over the wireless communication link 5.51. 

In general, step 290 comprises utilizing the allocated 
resources of the second system to provide the current service 
to the user at a higher level of quality than the current quality 
level. Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar information obtaining, distributed processing or commu 
nication scenarios. 

Various aspects of the methods 100, 200 illustrated in 
FIGS. 1-2 may be performed by either of the first and second 
systems, and alternatively a third system. Accordingly, the 
Scope of various aspects of the present invention should not be 
limited to which particular system may be performing the 
various aspects of the methods 100, 200. As an example, refer 
to FIG.3 for an exemplary method 300 that may be performed 
in a second system of a dynamic communication network. 
The fact that the second system may perform the various 
aspects of the method 300 illustrated in FIG.3 and discussed 
below is not to be taken as an indication that the second 
system is required to perform any or all of Such various 
aspects. 

FIG. 3 is a flow diagram illustrating a method 300 in a 
second system for quality of service based resource allocation 
and utilization in a dynamic wireless network environment, in 
accordance with various aspects of the present invention. The 
method 300 begins at step 310. Various events and conditions 
may cause the method 300 to begin. For example, a user may 
request that a first system in a wireless communication net 
work of the second system provide a current service to the 
user. Alternatively, for example, a user may be utilizing a first 
system to provide a current service to the user when the first 
system moves within range of a wireless communication 
network of the second system. 
The second system may, for example, detect the first sys 

tem being within the boundaries of the wireless communica 
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tion network (e.g., by receiving a beacon signal from the first 
system). Alternatively, for example the first system may send 
a signal to the second system in response to the first system 
receiving a beacon signal from the second system. In general, 
a variety of conditions may trigger the beginning of the 
method 300, and accordingly, the scope of various aspects of 
the present invention should not be limited by characteristics 
of a particular triggering event for the method 300. 
The method 300, at step 320, may comprise the second 

system establishing a wireless communication link with the 
first system. Such a communication link may be based on any 
of a variety of wireless communication protocols and stan 
dards. For example, the first system and second system may 
establish a communication link based on standards, Such as 
IEEE 802.11, 802.15, UWB, Bluetooth, or other standard or 
proprietary protocols. Such a communication link may also, 
for example, include aspects of USB and Ethernet communi 
cation links. Accordingly, the scope of various aspects of the 
present invention should not be limited by characteristics of a 
particular communication protocol or method. 

Referring to the exemplary scenario 500 of FIG. 5, the 
exemplary second system 550 may, for example, establish a 
wireless communication link 551 with the first system 510 
based on IEEE 802.11. 

Referring back to FIG.3, the method 300, at step 330, may 
comprise the second system communicating with the first 
system to determine whether utilizing resources of the second 
system will increase the quality at which the current service is 
being provided to the user. The second system may, for 
example, communicate a variety of information with the first 
system over the communication link established at step 320 to 
make such a determination. In various aspects of the present 
invention, the first system or second system may make the 
ultimate determination as to whether utilizing resources of 
the second system will increase the level of quality at which 
the current service is being provided to the user. The follow 
ing discussion will focus generally on the first system making 
Such ultimate determination. However, by no means is the 
Scope of various aspects of the present invention to be limited 
to characteristics of the second system making the ultimate 
determination. 

Generally, quality determination may involve any of a large 
variety of quality metrics (e.g., audio/video output quality, 
rate of response to user input, duration over which the service 
may be provided, number of information consumption 
options available to a user, variety of information that may be 
accessed, quality of information that may be accessed, rate at 
which Such information may be accessed, etc.). Accordingly, 
the scope of various aspects of the present invention should 
not be limited by characteristics of one or more particular 
service quality metrics. 

Step 330 may, for example, comprise the second system 
communicating quality of service information with the first 
system. Such quality of service information may take any of 
a variety of forms. For example and without limitation, the 
quality of service information may include information of the 
potential quality at which the current service may be provided 
to the user by utilizing various resources of the second sys 
tem. 

Step 330 may, for example, comprise the second system 
communicating information with the first system of whether 
the first or second system has processing capability, which if 
utilized, would result in the current service being provided to 
the user at a higher level of quality than the current quality 
level. For example and without limitation, the second system 
may communicate with the first system information of data 
decoding and processing capability of the second system. 
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Such processing capability may be, for example, related to 
available hardware or software resources. The second system 
may, for example, communicate with the first system infor 
mation of various computer applications that the first and 
second systems may execute. Such computer applications 5 
may, for example, comprise audio processing applications, 
Video processing applications, text processing applications, 
numerical processing applications, etc. 

Referring to FIG. 5, as an example, the desktop computing 
station 555 may communicate with the PDA515 information 10 
of audio decoding capability. For example, the desktop com 
puting system 555 may communicate information with the 
PDA 515 indicating that the desktop computing system 555 
has the processing capability to decode and provide audio 
information to the PDA 515. 15 

Referring back to FIG.3, step 330 may, for example, com 
prise the second system communicating with the first system 
information of communication capability. The first system 
may, for example, utilize Such information to determine 
whether utilizing various resources of the second system will 20 
result in the current service being provided to the user at a 
higher quality level than the current quality level. For 
example, providing the current service to the user at a higher 
quality level than the current quality level may require a 
communication channel between the second and first systems 25 
to have a minimum communication bandwidth. Also, for 
example, providing the current service to the user at a higher 
quality level than the current quality level may require a 
communication channel to have a particular level of reliabil 
ity. Further, for example, providing the current service to the 30 
user at a higher quality level than the current quality level may 
require communication utilizing a particular set of commu 
nication protocols. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the desktop computing system 555 may communicate with 35 
the PDA 515 information of communication capability. For 
example, the desktop computing system 555 and the PDA515 
may communicate information of the type of communication 
links that may be established between the first system 510 and 
the second system 550. Such communication capability infor- 40 
mation may, in the exemplary scenario 500, comprise infor 
mation of audio information streaming capability. 

Referring back to FIG. 3, the communication capability 
information may also, for example, comprise information of 
secure communication capability. For example, in aparticular 45 
scenario, the user or one of the first and second systems may 
require that communication between the systems, or from one 
of the systems to a user interface device, be conducted 
securely (e.g., utilizing at least a certain level of encryption). 
Such secure communication capability may then be consid- 50 
ered when determining whether various resources of the sec 
ond system may be utilized to provide the current service to 
the user at a higher quality level than the current quality level. 

In general, various aspects of step 330 may comprise com 
municating information of communication capability, where 55 
such information may be utilized to determine whether uti 
lizing various resources of the second system will provide the 
current service to the user at a higher level of quality than the 
current level of quality. Such information of communication 
capability may include any of a large variety of communica- 60 
tion characteristics. Accordingly, the scope of various aspects 
of the present invention should not be limited by particular 
communication or communication link characteristics. 

Step 330 may, for example, comprise the second system 
communicating information with the first system regarding 65 
information sources to which at least one of the first and 
second systems have access. For example, the second system 
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may have access to higher quality information than the first 
system. As an example, such higher quality information may 
include information encoded utilizing a lower loss encoding 
technique than used to encode the information to which the 
first system has access. As another example, Such higher 
quality information may include information to which the 
second system has access and to which the first system has no 
aCCCSS, 

The information regarding access to various information 
Sources may also include information of the media over 
which Such access exists. For example, access to various 
information sources may comprise local access or networked 
access. The type of access to various information sources, as 
well as the quality of the information, may be considered in 
determining whether utilizing various resources of the second 
system will provide the current service to the user at a higher 
quality level. For example and without limitation, access to 
high quality information over a communication network may 
be of little value if the network is slow or unreliable. 

In general, various aspects of step 330 may comprise the 
second system and first system communicating information 
related to access to sources of information, where such infor 
mation may be analyzed to determine whether utilizing vari 
ous resources of the second system will result in the current 
service being provided to the user at a higher quality level 
than the current quality level. Accordingly, the scope of vari 
ous aspects of the present invention should not be limited by 
characteristics of particular information, information 
Sources, or particular links to Such information sources. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the PDA 515 may have access to a local memory device 
having MP3 audio information encoded at 64 Kbps encoding, 
while the desktop computing system 555 may have access to 
CD-quality music information stored in a local memory 
device 560 or through a network 565. The second system 550 
may, for example, communicate to the first system 510 infor 
mation related to the second system 550 having access to 
CD-quality music, which the first system 510 may consider 
when determining whether utilizing resources of the second 
system 550 will provide the current service to the user at a 
higher level of quality. 

Referring back to FIG. 3, step 330 may, for example, com 
prise the second system communicating access control infor 
mation with the first system. Such access control information 
may, for example, comprise digital certificate, certificate 
authority (CA) key, management/access control, CA Verifi 
cation information, and a variety of user/system identification 
information. 
The first and/or second system may utilize such informa 

tion to determine whether various resources of the second 
system may be utilized to provide the current service to the 
user at a higher quality level. For example, the second system 
may require the first system (or a user thereof) to be autho 
rized to utilize various resources of the second system. Also, 
for example, the user or the first system may require that the 
second system be authorized to provide access to various 
resources for use in providing the current service to the user. 
Such authorization may, for example, be system, service or 
user dependent. 

In general, step 330 may, for example, comprise the second 
system communicating access control information with the 
first system, where Such information may be analyzed to 
determine whether various resources of the second system 
may be utilized to provide the current service to the user. 
Accordingly, the scope of various aspects of the present 
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invention should not be limited by characteristics of particu 
lar authorization requirements, strategies or implementa 
tions. 

Referring to the exemplary scenario 500 illustrated in FIG. 
5, the second system 550 may, for example, have a list of users 5 
or systems to which the second system 550 may allocate 
resources. If the user of the first system 510 is not an autho 
rized user, the second system (or alternatively, the first 510 
system) may determine that various resources of the second 
system 550 are not available for providing the current service 
to the user. 

In general, step 330 comprises the second system commu 
nicating information with the first system to determine 
whether utilizing various resources of the second system will 
increase the quality at which the current service is being 
provided to the user. As mentioned previously, such a deter 
mination may, for example, include communicating and ana 
lyzing information related to processing capability, commu 
nication capability (including secure communication 
capability), information access, and access control. The infor 
mation that may be communicated and analyzed in step 330 to 
determine whether utilizing various resources of the second 
system will provide the current service to the user at a higher 
quality level is by no means limited to the previous examples. 
Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar information that may be considered in making Such a 
determination. 
The method 300, at step 340, may comprise the second 

system receiving a request (e.g., from the first system) for 
allocation of one or more resources of the second system for 
providing the current service to the user. In an alternative 
example, step 340 may comprise the second system commu 
nicating a message to the first system offering an allocation of 
one or more resources of the second system for providing the 
current service to the user. 

Referring to FIG. 5, in the exemplary scenario 500, the first 
system 510 may, for example, determine that utilizing an 
information resource (e.g., the local storage device 560 or 
network access 565) and desktop computer 555 audio decod 
ing capability of the second system 550 will provide the 
current service (e.g., music) to the user at a higher level of 
quality than is currently being provided to the user. The first 45 
system 510 may then, for example, communicate a request to 
the second system 550 for allocation of the resources for 
providing the current service to the user. 

Referring back to FIG.3, the method 300, at step 350, may 
comprise the second system allocating various resources of 50 
the second system for providing the current service to the user 
at a higher level of quality than the current level of quality. 
Note that such allocation may or may not, depending on the 
nature of the allocated resource, impact the availability of the 
allocated resource for utilization with other systems. The first 55 
and second systems may, for example, communicate resource 
allocation information in preparation for utilizing the allo 
cated resources to provide the current service to the user at a 
higher quality level. 

Referring to the exemplary scenario 500 and scenario of 60 
FIG. 5, the desktop computing system 555 of the second 
system 550 may, for example, allocate a portion of informa 
tion access resources, audio information processing 
resources, and audio information communication resources 
for use in providing the current service to the user at a higher 65 
quality level. The desktop computing system 555 may com 
municate information of such allocation to the PDA 515, 
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along with information related to the effective utilization of 
such allocated resources to provide the current service to the 
USC. 

Referring back to FIG. 3, the method 300, at step 360, 
generally follows the resource allocation of step 350 with 
utilizing the allocated resources of the second system to pro 
vide the current service to the user at a higher quality level. 
Such utilization may be accomplished in a variety of manners 
depending on the particular system configuration and allo 
cated resources. 

For example, the second system may establish various 
communication links with the first system. The second sys 
tem may, for example, utilize such communication links to 
communicate a variety of information with the first system 
depending on the service being provided and the system 
configuration. For example, the second system may provide 
raw data to the first system for further processing, or the 
second system may provide processed data to the first system 
for immediate presentation to the user. Alternatively, for 
example, the second system may provide processed informa 
tion directly to the user through a user interface device. 

Such resource utilization may comprise a variety of pro 
cessing activities on the part of the second system and/or first 
system. For example and without limitation, the allocated 
resources of the second system may process information pro 
vided by the first system. For example, the allocated resources 
of the second system may acquire information from a source 
other than the first system and process Such acquired infor 
mation. Also for example, the allocated resources of the sec 
ond system may acquire information from a source other than 
the first system and pass such information to the first system 
for processing. 

Referring to the exemplary scenario 500 shown in FIG. 5, 
the desktop computing system 555 may, for example, retrieve 
raw audio information from local storage 560 or the network 
565 and process such information for delivery to the PDA515 
over the communication link 551. Alternatively, for example, 
the desktop computing system 555 may establish a direct 
communication link 5.52 to the headset 520 to provide music 
information directly to the headset 520 of the user. The desk 
top computing system 555 may, for example, provide audio 
output through an audio output device 570 coupled to the 
second system 555, if the first 510 and/or second 555 system 
determines that such action would increase the level of qual 
ity at which the current service is being provided to the user. 

Referring back to FIG. 3, step 360 may, for example, com 
prise the second system communicating control information 
with the first system. For example, the user may utilize the 
first system to control the utilization of resources of the sec 
ond system. In such a scenario, the second system may 
receive control information from the first system. Alterna 
tively, for example, the user may utilize resources of the 
second system (e.g., keyboard, mouse and display resources) 
to control the utilization of the allocated resources of the 
second system. In Such a scenario, the second system may 
transmit control information to the first system for the first 
system to utilize. 

Referring to the exemplary scenario 500 shown in FIG. 5, 
a user may, for example, use various U/I devices to control the 
manner in which the current service is being provided to the 
user. For example, the user may utilize the display 516 and 
input 517 of the PDA 515 to control the manner in which the 
current service is being delivered to the user. Alternatively, for 
example, the user may utilize the display 580, keyboard 581 
and mouse 582 resources of the second system 550 to control 
the manner in which the current service is being delivered to 
the user. 
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Referring back to FIG. 3, in general, step 360 comprises 
utilizing the allocated resources of the second system to pro 
vide the current service to the user at a higher level of quality 
than the current quality level. Accordingly, the scope of vari 
ous aspects of the present invention should not be limited by 
characteristics of particular information obtaining, process 
ing or communication scenarios. 

FIG. 4 is a diagram showing a system 400 that implements 
quality of service based resource allocation and utilization in 
a dynamic wireless network environment, in accordance with 
various aspects of the present invention. The system 400 
includes a first system 410 and a second system. 450. The first 
system 400 may comprise a local processing module 415. 
user interface module 420 coupled to a user interface device 
425, data storage module 430, communication module 435, 
quality control module 440, access control module 442 and a 
distributed processing module 445. The second system. 450 
may comprise a communication module 455, quality control 
module 460, access control module 462, resource allocation 
module 465, distributed processing module 470, data storage 
module 475, and user interface module 485 coupled to a user 
interface device 490. 
The first system 410 may, for example, utilize the local 

processing module 415 to provide a current service to a user. 
The local processing module 415 may, for example, utilize 
the user interface module 420 to provide service information 
to a user through the user interface device 425. As mentioned 
previously, a “service' is generally a function performed by 
the first system for the ultimate benefit of the user. For 
example and without limitation, a service may comprise an 
audio output service, a video output service, a textual inter 
face service, an audio interface service, a video interface 
service, a data processing service, an email service, etc. 
Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of a par 
ticular provided service. 

The first system 410 may comprise a communication mod 
ule 435 that establishes a wireless communication link with a 
corresponding communication module 455 of the second sys 
tem. 450. The communication module 435 may, for example, 
determine whethera second system is accessible in a dynamic 
wireless communication network. The communication mod 
ule 435 may, for example, utilize various “hello,” “advertis 
ing” and “beacon' protocols that dynamic wireless systems 
may utilize to maintain their networks. The communication 
module 435 may, for example, utilize a variety of methods to 
detect the presence and availability of other systems. Accord 
ingly, the scope of various aspects of the present invention 
should not be limited by characteristics of a particular 
method, standard or protocol for detecting the presence or 
availability of a system. 
The communication module 435 may establish a wireless 

communication link based on any of a variety of wireless 
communication protocols and standards. For example, the 
communication module 435 of the first system 410 and the 
communication module 455 of the second system may estab 
lish a communication link based on standards, such as IEEE 
802.11, 802.15, UWB, Bluetooth, or other standard or pro 
prietary protocols. Such a communication link may also, for 
example, include aspects of USB and Ethernet communica 
tion links. Accordingly, the scope of various aspects of the 
present invention should not be limited by characteristics of a 
particular communication protocol or method. 
The first system 410 may comprise a quality control mod 

ule 440, and the second system 450 may comprise a quality 
control module 460. It should be noted that though the fol 
lowing discussion may at times refer to one or both of the 
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particular quality control modules 440, 460 performing par 
ticular processing, such processing may readily be shared and 
distributed between the quality control modules 440, 460. 
The quality control modules 440, 460 may, for example, be 

communicatively coupled to respective communication mod 
ules 435, 455, which the quality control modules 440, 460 
may utilize to communicate with each other over a wireless 
communication link. One or both of the quality control mod 
ules 440, 460 may determine whether utilizing the second 
system. 450 (or various resources thereof) will increase the 
quality at which the current service is being provided to the 
USC. 

The quality control modules 440, 460 may, for example, 
communicate a variety of information over the communica 
tion link established between the communication modules 
435, 455 make such a determination. Generally, the quality 
determination may involve any of a large variety of quality 
metrics (e.g., audio/video output quality, rate of response to 
user input, duration over which the service may be provided, 
number of information consumption options available to a 
user, variety of information that may be accessed, quality of 
information that may be accessed, rate at which Such infor 
mation may be accessed, etc.). Accordingly, the scope of 
various aspects of the present invention should not be limited 
by characteristics of one or more particular service quality 
metrics. 
The quality control modules 440, 460 may, for example, 

determine the current quality level at which the first system 
410 is providing the current service to the user. One or both of 
the quality control modules 440, 460 may, for example, uti 
lize such current quality level to compare with the expected 
quality at which the current service may be provided to the 
user by utilizing various resources of the second system. 450. 

For example, the quality control modules 440, 460 may 
communicate quality of service information with each other. 
Such quality of service information may take any of a variety 
of forms. For example and without limitation, the quality of 
service information may include information of the quality of 
the current service being provided to the user by the first 
system 410 or the potential quality at which the current ser 
vice may be provided to the user by utilizing various 
resources of the second system. 450. 
The quality control modules 440, 460 may, for example, 

communicate information of whether the first 410 or second 
450 system has processing capability, which if utilized, 
would result in the current service being provided to the user 
at a higher level of quality than the current quality level. For 
example and without limitation, the quality control modules 
440, 460 may communicate information of data decoding and 
processing capability. Such processing capability may, for 
example, be related to available hardware or software pro 
cessing resources. The quality control modules 440, 460 may, 
for example, communicate information of various computer 
applications that the first 410 and second 450 systems may 
execute. Such computer applications may, for example, com 
prise audio processing applications, video processing appli 
cations, text processing applications, numerical processing 
applications, email processing applications, etc. 
The quality control modules 440, 460 may, for example, 

communicate information of communication capability. The 
quality control modules 440, 460 may, for example, utilize 
Such information to determine whether utilizing various 
resources of the second system will result in the current 
service being provided to the user at a higher quality level 
than the current quality level. For example, providing the 
current service to the user at a higher quality level than the 
current quality level may require a communication channel 
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between the communication modules 435, 455 to have a 
minimum communication bandwidth. Also, for example, 
providing the current service to the user at a higher quality 
level than the current quality level may require a communi 
cation channel between the communication modules 435, 
455 to have a particular level of reliability. Further, for 
example, providing the current service to the user at a higher 
quality level than the current quality level may require that the 
communication modules 435, 455 (or processing modules 
utilizing such communication modules) communicate utiliz 
ing a particular set of communication protocols. 
The quality control modules 440, 460 may, for example, 

communication information of secure communication capa 
bility. For example, in a particular scenario, the user or one of 
the first 410 and second 450 systems may require that com 
munication between the systems, or between one of the sys 
tems and a user interface device, be conducted securely (e.g., 
utilizing at least a certain level of encryption). Such secure 
communication capability may then be considered when 
determining whether various resources of the second system 
450 may be utilized to provide the current service to the user 
at a higher quality level than the current quality level. 

In general, the quality control modules 440, 460 may com 
municate information of communication capability and ulti 
lize such information to determine whether utilizing various 
resources of the second system. 450 will provide the current 
service to the user at a higher level of quality than the current 
level of quality. Such information of communication capabil 
ity may include any of a large variety of communication 
characteristics. Accordingly, the scope of various aspects of 
the present invention should not be limited by particular com 
munication or communication link characteristics. 
The quality control modules 440, 460 may, for example, 

communicate information regarding information sources to 
which at least one of the first 410 and second 450 systems 
have access. For example, the second system. 450 may have 
access to higher quality information than the first system 410. 
As an example, such higher quality information may include 
information encoded utilizing a lower loss encoding tech 
nique than used to encode the information to which the first 
system 410 has access. As another example, Such higher 
quality information may include information to which the 
second system. 450 has access and to which the first system 
has no access 410. 

The information regarding access to various information 
Sources may also include information of the media over 
which Such access exists. For example, access to various 
information sources may comprise local access or networked 
access. The second system. 450, for example, may comprise a 
data storage module 475 for local storage of information, and 
may comprise a network interface module 480 through which 
the second system 450 may access information over a net 
work. 

The quality control modules 440, 460 may, for example, 
communicate and consider the type of access to various infor 
mation sources, as well as the quality of the information, in 
determining whether utilizing various resources of the second 
system will provide the current service to the user at a higher 
quality level. For example and without limitation, access to 
high quality information over a network may, in a particular 
scenario, be of little value if the network is slow or unreliable. 

In general, one or both of the quality control modules 440, 
460 may determine, based at least in part on access to various 
information sources, whether utilizing various resources of 
the second system. 450 will result in the current service being 
provided to the user at a higher quality level than the current 
quality level. Accordingly, the scope of various aspects of the 
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present invention should not be limited by characteristics of 
particular information, information Sources, or particular 
links to Such information sources. 

In general, the quality control modules 440, 460 may deter 
mine whether utilizing various resources of the second sys 
tem. 450 will increase the quality at which the current service 
is being provided to the user. As mentioned previously, Such 
a determination may, for example, comprise communicating 
and/or analyzing information related to processing capability, 
communication capability (including secure communication 
capability), and information access. The information that the 
quality control modules 440, 460 may analyze to determine 
whether utilizing various resources of the second system. 450 
will provide the current service to the user at a higher quality 
level is by no means limited to the previous examples. 
Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar information that may be considered in making Such a 
determination. 
The first system 410 may comprise an access control mod 

ule 442, and the second system 450 may comprise an access 
control module 462. The access control modules 442, 462 
may be communicatively coupled to respective communica 
tion modules 435, 455 of the first 410 and second 450 sys 
tems. The access control modules 442, 462 may, for example, 
communicate access control (e.g., authorization or authenti 
cation information). Such access control information may, for 
example, comprise digital certificate, certificate authority 
(CA) key, management/access control, CA verification, and 
various user or system identification or authorization infor 
mation. 
The access control modules 442, 462 may utilize such 

information to determine whether various resources of the 
second system. 450 may be utilized to provide the current 
service to the user at a higher quality level. For example, the 
second system. 450 may require the first system 410 (or a user 
thereof) to be authorized and/or authenticated to utilize vari 
ous resources of the second system. 450. Also, for example, 
the user or the first system 410 may require that the second 
system. 450 be authorized and/or authenticated to provide 
access to various resources for use in providing the current 
service to the user. Such access control may, for example, be 
system, service or user dependent. 

In general, the access control modules 442, 462 may com 
municate access control information and utilize such infor 
mation to determine whether various resources of the second 
system. 450 may be utilized to provide the current service to 
the user. Accordingly, the scope of various aspects of the 
present invention should not be limited by characteristics of 
particular access control requirements, strategies or imple 
mentations. 
The second system 450 may comprise a resource allocation 

module 465. Alternatively, the first system 410 may also 
comprise a resource allocation module. Though the following 
discussion will focus on the second system 450 resource 
allocation module 465, this exemplary configuration should 
by no means limit the scope of various aspects of the present 
invention to a particular logical or physical location of a 
resource allocation module. 
The resource allocation module 450 may, for example, 

allocate various resources of the second system. 450 for pro 
viding the current service to the user at a higher level of 
quality than the current level of quality. Note that such allo 
cation may or may not, depending on the nature of the allo 
cated resource, impact the availability of the allocated 
resource for utilization with other systems. The resource allo 
cation module 450 may, for example, communicate resource 
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allocation information to respective distributed processing 
445, 470 of the first 410 and second 450 systems. 
The resource allocation module 465 may, for example, 

allocate various resources of the second system. 450 based on 
information obtained from the quality control modules 440, 
460 and/or the access control modules 442, 462. For example, 
if one or both of the quality control modules 440, 460 indicate 
that utilization of a resource of the second system. 450 will 
provide the current service to the user at a higher level of 
quality; one or both of the access control modules 442, 462 
indicate that Such resource use is authorized; and the desired 
resource of the second system 450 is available for use, then 
the resource allocation module 465 may, for example, allo 
cate the resource for use in providing the current service to the 
USC. 

The first 410 and second 450 systems may comprise 
respective distributed processing modules 445, 470. The dis 
tributed processing modules 445, 470 may generally manage 
the utilization of allocated resources of the second system 450 
to provide the current service to the user. The distributed 
processing modules 445, 470 may provide for such resource 
utilization in a variety of manners depending on the particular 
system configuration and the specific allocated resources. 

For example, distributed processing modules 445, 470 
may, for example, utilize respective communication modules 
435, 455 to establish various communication links between 
the first 410 and second 450 systems. The distributed process 
ing modules 445, 470 may, for example, utilize such commu 
nication links to communicate a variety of information 
depending on the service being provided and the system 
configuration. For example, the distributed processing mod 
ule 470 of the second system 450 may provide raw data to the 
first system 410 (e.g., to the distributed processing module 
445 of the first system 410) for further processing, or the 
distributed processing module 470 of the second system. 450 
may provide processed data to the distributed processing 
module 445 of the first system 410 for immediate presenta 
tion to the user. Alternatively, for example, the distributed 
processing module 470 of the second system 450 may provide 
processed information directly to the userby utilizing the user 
interface module 485 of the second system. 450. 

Such resource utilization may comprise a variety of pro 
cessing activities on the part of the first 410 and/or second 450 
systems. For example and without limitation, the allocated 
resources of the second system. 450 may process information 
provided by the first system 410. For example, the allocated 
resources of the second system 450 may acquire information 
from a source other than the first system 410 and process such 
information. Also for example, the allocated resources of the 
second system 450 may acquire information from a source 
other than the first system 410 and pass such information to 
the first system 410 for further processing. 

The distributed processing modules 445, 470 may, for 
example, communicate service control information. For 
example, the user may utilize the user interface device 425 
and user interface module 420 of the first system 410 to 
control how the current service is provided to the user. Alter 
natively, for example, the user may utilize the user interface 
device 490 and user interface module 485 of the second 
system. 450 to control how the current service is provided to 
the user. The distributed processing modules 445, 470 may 
receive such control information from the user and modify the 
utilization of the allocated resources of the second system 450 
accordingly. 

In general, one or both of the distributed processing mod 
ules 445, 470 manage utilization of the allocated resources of 
the second system. 450 to provide the current service to the 
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user. Accordingly, the scope of various aspects of the present 
invention should not be limited by characteristics of particu 
lar information obtaining, distributed processing or commu 
nication scenarios. 
The various systems and modules illustrated in FIG.4 may, 

for example, be implemented in hardware or software. For 
example, various modules may be integrated into a single 
integrated circuit. Also, for example, various modules may be 
implemented in Software applications or operating system 
functionality. Accordingly, the scope of various aspects of the 
present invention should by no means be limited to particular 
hardware or software implementations of the various mod 
ules and components discussed previously. 

In Summary, aspects of the present invention provide a 
system and method for quality-of-service based network 
resource allocation and utilization in a dynamic wireless net 
work environment. While the invention has been described 
with reference to certain aspects and embodiments, it will be 
understood by those skilled in the art that various changes 
may be made and equivalents may be substituted without 
departing from the scope of the invention. In addition, many 
modifications may be made to adapt a particular situation or 
material to the teachings of the invention without departing 
from its scope. Therefore, it is intended that the invention not 
be limited to the particular embodiment disclosed, but that the 
invention will include all embodiments falling within the 
Scope of the appended claims. 
What is claimed is: 
1. In a portable system, a method for providing a digital 

media service to a user, the method comprising: 
delivering digital media content having a current quality 

level to a user; 
determining that a network connection with a second sys 
tem is available and is characterized by a communica 
tion bandwidth that is high enough to provide the digital 
media content to the user at a quality level higher than 
the current quality level; 

using the network connection to obtain the digital media 
content at the higher quality level from the second sys 
tem; and 

delivering the digital media content at the higher quality 
level to the user instead of the digital media content at the 
current quality level. 

2. The method of claim 1, where the digital media content 
is video media. 

3. The method of claim 1, where the digital media content 
is audio media. 

4. The method of claim 1, wherein said determining com 
prises communicating information of the communication 
bandwidth with the second system. 

5. The method of claim 1, where the portable system auto 
matically performs, without user interaction, said determin 
ing, said using, and said delivering the digital media content 
at the higher quality level to the user. 

6. A portable system for providing a digital media service 
to a user, the portable system comprising: 

at least one component operable to, at least: 
deliver digital media content having a current quality 

level to a user; 
determine that a network connection with a second sys 
tem is available and is characterized by a communi 
cation bandwidth that is high enough to provide the 
digital media content to the user at a quality level 
higher than the current quality level; 

use the network connection to obtain the digital media 
content at the higher quality level from the second 
system; and 
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deliver the digital media content at the higher quality 
level to the user instead of the digital media content at 
the current quality level. 

7. The portable system of claim 6, where the digital media 
content is video media. 

8. The portable system of claim 6, where the digital media 
content is audio media. 

9. The portable system of claim 6, where said at least one 
component is operable to determine that a network connec 
tion is available and characterized by a communication band 
width that is high enough to provide the digital media service 
to the user at a quality level higher than the current quality 
level by, at least in part, operating to communicate informa 
tion of the communication bandwidth with the second sys 
tem. 

10. The portable system of claim 6, where the at least one 
component is operable to automatically perform, without 
user interaction, said determining, said using, and said deliv 
ering the digital media content at the higher quality level to 
the user. 

11. In a portable system, a method for providing a digital 
media service to a user, the method comprising: 

delivering digital media content having a current quality 
level to a user; 

communicating with a second system regarding commu 
nication bandwidth of a network connection with the 
second system; 

determining, based at least in part on said communicating, 
that the network connection is available and character 
ized by at least a minimum determined communication 
bandwidth: 

in response to at least said determining, utilizing the net 
work connection to receive the digital media contentata 
quality level higher than the current quality level; and 

delivering the digital media content at the higher quality 
level to the user instead of the digital media content at the 
current quality level. 

12. The method of claim 11 where the digital media content 
is video media. 
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13. The method of claim 11, where the digital media con 

tent is audio media. 
14. The method of claim 11, where the portable system 

automatically performs, without user interaction, said com 
municating, said determining and said utilizing. 

15. The method of claim 11, comprising communicating 
with the second system regarding Sources of information to 
which the second system has access. 

16. A portable system for providing a digital media service 
to a user, the portable system comprising: 

at least one component operable to, at least: 
deliver digital media content having a current quality level 

to a user, 
communicate with a second system regarding communi 

cation bandwidth of a network connection with the sec 
ond system; 

determine, based at least in part on said communicating, 
that the network connection is available and character 
ized by at least a minimum determined communication 
bandwidth: 

in response to at least said determining, utilize the network 
connection to receive the digital media contentata qual 
ity level higher than the current quality level; and 

deliver the digital media content at the higher quality level 
to the user instead of the digital media content at the 
current quality level. 

17. The portable system of claim 16, where the digital 
media content is video media. 

18. The portable system of claim 16, where the digital 
media content is audio media. 

19. The portable system of claim 16, where the at least one 
component is operable to automatically perform, without 
user interaction, said communicating, said determining and 
said utilizing. 

20. The portable system of claim 16, where the at least one 
component is operable to communicate with the second sys 
tem regarding sources of information to which the second 
system has access. 
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