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Communicating in a peer-to-peer computer environment. A
tracker peer is contacted and a list of peer nodes are obtained
at a user device. A subset of peer nodes are selected from the
list of peer nodes to act as relay nodes for a communication.
An appropriate compression scheme is selected for the com-
munication at the user device. Data is transmitted to at least
one relay node for the at least one relay node to forward to at
least one other user device, wherein the relay node is one of
the subset of the peer nodes. Data is received at the user device
from the at least one relay node forwarded from the at least
one other user.
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Process
200

A tracker peer is contacted and a list of peer nodes are obtained at a user device.
202

!

An optimization procedure based on factors relating to the peer nodes of the list of peer
nodes is employed.
204

!

A subset of peer nodes are selected from the list of peer nodes to act as relay nodes for a
communication.
206

!

An appropriate compression scheme is selected for the communication at said user device.
208

v

A media format is selected for the communication.
210

Y

A type of encoding is selected for the communication.
212

v

Data is transmitted to at least one relay node for the at least one relay node to forward to at
least one other user device, wherein the relay node is one of the subset of the peer nodes.
214

Y

Data is received at the user device from the at least one relay node forwarded from the at least
one other user.
216

Y

Data is transmitted to a second relay node for the second relay node to forward to the at least
one other user device, wherein the second relay node is one of the subset of the peer nodes.
218

Y

Data is received from the second relay node forwarded from the at least one other user.
220

FIG. 2
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Process
400

A portion of a communication is received from a first user device at a relay peer, wherein the
relay peer is one of a list of potential peers and wherein the first user device and a second
user device have disparate CPU power and bandwidth capabilities.

402

!

The portion of the communication is transcoded to comprise a base layer and an enhanced
layer.
404

!

The base layer of the portion of the communication is sent to the second user device from the
relay peer.
406

!

The enhanced layer of the portion of the communication is selectively sent to the second user
device depending upon a set of capabilities of the second user device.
408

!

The receiving the portion of the communication from the first user device is terminated at the
relay peer during the communication.
410

!

The portion of the communication from the first user device is received at a second relay peer.
412

!

The portion of the communication is sent to the second user from the second relay peer.
414

!

The base layer and the enhanced layer are sent to a third user device.

416

FIG. 4
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Process
800

Data captured from a first image receiving device is displayed in a first display region
disposed in a first position on a display of the communication device.

802

v

Data captured from a second image receiving device is displayed in a first display region
disposed in a second position on the display of the communication device.
804

!

Selective swapping of said first position of said first display region with said second position
of said second display region, upon receiving a selection for said swapping from a user, is
enabled.

806

l

Selective swapping of the data captured from the first image receiving device with data
captured from a third image receiving device, upon receiving a selection for the swapping
from the user, is enabled.

808

l

Terminating a first portion of a communication on the communication device while
maintaining a second portion of the communication upon receiving a selection for the
terminating from the user, is enabled.

810

'

Receiving and transmitting an additional communication on the communication device
without terminating an existing communication upon receiving a selection for the additional
communication from the user, is enabled.

812

FIG. 8
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Process
9200

A request is received at a first device to communicate with a second device.
202

v

Contact is initiated with the second device via a data center.
9204

v

A first form of communication is transmitted to the second device without requiring the
transmitting to be routed through a central server.

206

Y

The first form of communication is received from the second device without requiring the
receiving to be routed through a central server.
208

v

A second form of communication is transmitted to the second device without requiring the
transmitting to be routed through a central server.
210

v

The second form of communication is received from the second device.
912

L]

The transmitted second form of communication is displayed on the first device.
914

v

The received second form of communication is displayed on the first device.
916

v

The transmitted second form of communication is terminated while maintaining the
transmitting the first form of communication.
218

FIG.9
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Process
1000

Data associated with a contact list is received at a computer system from a handheld
device, wherein the data was sent automatically from the handheld device without
requiring actions from a user.

1002

Y

The data associated with the contact list is normalized using an algorithm.
1004

!

The normalized data is compared with data in a database.
1006

!

Contact matches are established between the data associated with the contact list and
contacts in the database.
1008

!

The matches are reported to the handheld device.
1010

FIG. 10
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Process
1100

A tracker peer is contacted and obtaining a list of peer nodes at a user device.
1102

v

A subset of peer nodes are selected from the list of peer nodes to act as relay
nodes for a communication.
1104

!

A first form of communication is transmitted to at least one relay node for the
at least one relay node to forward to at least one other user device, wherein
the relay node is one of the subset of the peer nodes.

1106

!

The first form of communication is received at the user device from the at
least one relay node forwarded from the at least one other user.
1108

l

A second form of communication is transmitted to the at least one relay node
for the at least one relay node to forward to the at least one other user device,
wherein the relay node is one of the subset of the peer nodes.

1110

FIG. 11
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COMMUNICATING IN A COMPUTER
ENVIRONMENT

RELATED APPLICATIONS

[0001] This application claims priority to the copending
U.S. Provisional Patent Application 61/240,223, Attorney
Docket No. SGIG-001.PRO, entitled “System for Multi-Way
Communication” with the filing date of Sep. 6, 2009, which is
herein incorporated by reference in its entirety.

BACKGROUND

[0002] Modern technology provides for a variety of com-
munication means and methods. For example, there are many
types of communications including voice calls, video calls,
text messages, photo messages, etc. Additionally, communi-
cation may be one-to-one or multi-party communications.
Typically multi-party communications are accomplished by a
plurality of devices communicating with a central infrastruc-
ture. For example, a central infrastructure may be a central
computer server or a group of computer servers maintained in
a server farm. A central infrastructure may be expensive to
establish, maintain and operate.

[0003] Many advances have been made in mobile handheld
technology. Specifically smart phones have increasingly
more features. There is an increased demand to develop the
functionality of the smart phones and their components. For
example, some smart phones now have two cameras, one
mounted on the front and one on the back. Additionally, smart
phones may have more than one method of connecting to a
network to transmit data. These features can be used to pro-
vide a more comprehensive communication experience.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1 illustrates a block diagram of an example
environment for communicating in a peer-to-peer computer
environment in accordance with embodiments of the present
technology.

[0005] FIG. 2 illustrates a flowchart of an example method
for communicating in a peer-to-peer computer environment
in accordance with embodiments of the present technology.
[0006] FIG. 3 illustrates a diagram of an example computer
system upon which embodiments of the present technology
may be implemented.

[0007] FIG. 4 illustrates a flowchart of an example method
for communicating in a peer-to-peer computer environment
in accordance with embodiments of the present technology.
[0008] FIG. 5 illustrates a block diagram of an example
user device in accordance with embodiments of the present
technology.

[0009] FIG. 6 illustrates a block diagram of an example
environment for communicating with a user device in accor-
dance with embodiments of the present technology.

[0010] FIG. 7 illustrates a block diagram of example user
devices in accordance with embodiments of the present tech-
nology.

[0011] FIG. 8 illustrates a flowchart of an example method
for manipulating images on a display of a communication
device in accordance with embodiments of the present tech-
nology.

[0012] FIG. 9 illustrates a flowchart of an example method
for communicating in accordance with embodiments of the
present technology.

Mar. 17,2011

[0013] FIG. 10 illustrates a flowchart of an example method
for automatic contact filtering in accordance with embodi-
ments of the present technology.

[0014] FIG. 11 illustrates a flowchart of an example method
for communicating in accordance with embodiments of the
present technology.

[0015] The drawings referred to in this description of
embodiments should be understood as not being drawn to
scale except if specifically noted.

DESCRIPTION OF EMBODIMENTS

[0016] Reference will now be made in detail to embodi-
ments of the present technology, examples of which are illus-
trated in the accompanying drawings. While the technology
will be described in conjunction with various embodiment(s),
it will be understood that they are not intended to limit the
present technology to these embodiments. On the contrary,
the present technology is intended to cover alternatives,
modifications and equivalents, which may be included within
the spirit and scope of the various embodiments as defined by
the appended claims.

[0017] Furthermore, in the following description of
embodiments, numerous specific details are set forth in order
to provide a thorough understanding of the present technol-
ogy. However, the present technology may be practiced with-
out these specific details. In other instances, well known
methods, procedures, components, and circuits have not been
described in detail as not to unnecessarily obscure aspects of
the present embodiments.

[0018] Unless specifically stated otherwise as apparent
from the following discussions, it is appreciated that through-
out the present description of embodiments, discussions uti-

lizing terms such as “contacting,” “selecting,” “employing,”
“receiving,” “providing,” “sending,” “terminating,” “trans-
mitting,” “communicating,” “transcoding,” “displaying,”
“enabling,” “initiating,” “normalizing,” “establishing,”

“reporting,” or the like, refer to the actions and processes of a
computer system, or similar electronic computing device.
The computer system or similar electronic computing device,
such as a telephone, smartphone, or handheld mobile device,
manipulates and transforms data represented as physical
(electronic) quantities within the computer system’s registers
and memories into other data similarly represented as physi-
cal quantities within the computer system memories or reg-
isters or other such information storage, transmission, or dis-
play devices. Embodiments ofthe present technology are also
well suited to the use of other computer systems such as, for
example, optical and mechanical computers.

Overview of Communicating in a Computer
Environment

[0019] Embodiments of the present technology are for
communicating in a computer environment. A single user
may be capable of communicating one-to-one with another
user via user devices using no relays. However, such a con-
nection without a relay may not be possible or may be poor
quality, unreliable and lack effective scalability to extend a
call to a multiparty call.

[0020] Embodiments ofthe present technology allow a user
to communicate to at least one other user via user devices
associated with a peer-to-peer computer environment. In one
embodiment, a user obtains a list of potential relay peers from
a tracker peer. The user device then selects at least one relay
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peer based on the availability and capabilities of the relay
peers. An optimization scheme may be employed to make
such a selection. A user device may employ one or several
relay peers to communicate with a second user device.
[0021] In one embodiment, pluralities of relay peers are
employed to transmit the communication to a second user
device. The user device may divide the communication into
portions and each portion is sent via a different relay peer. For
example, the audio portion of a communication is divided
from the video portion of the communication and sent over
different relay peers. In one embodiment, the communication
is relayed using a first relay peer and then switches to a second
relay peer seamlessly during the communication.

[0022] In one embodiment, the relay peers each receive a
portion of the communication and replicate the portion. The
replicated portions may be sent to a plurality of user devices
each being employed by a user. Thus, scalability is achieved
and a multi-party communication may be achieved without
loss of quality or reliability. Additionally, operations tradi-
tionally performed by central servers and infrastructure may
be performed by the idle computers of end users.

[0023] In one embodiment, the user devices that are com-
municating have disparate capabilities. For example, the first
user device may be a personal computer with a high speed
Internet connection and the second user device may be a
smart phone connected to a mobile network. In one embodi-
ment, a relay peer may transcode the communication so that
the communication comprises a base layer and an enhanced
layer. The base layer may be sent to devices with lower
capabilities and the base layer with the enhanced layer may be
sent to the devices with higher capabilities.

[0024] A communication as used in the present disclosure
may refer to several types of communications, including but
not limited to, real-time audio and/or video communication,
text messages, photo messages, video messages, error correc-
tion codes etc. wherein the communication and messages are
sent and received via electronic communication devices. User
devices may be, but are not limited to, telephones, computer
systems, netbooks, notebooks, televisions, hand held devices,
mobile devices, smart phones, cellular phones, personal digi-
tal assistants, connected televisions, etc. In the present dis-
closure the terms relay peer(s) or storage peer(s) refer to
electronic devices that are nodes or peers in a peer-to-peer
computer environment. The term tracker peer may refer to
either a peer in a peer-to-peer computer environment or a
server computer system.

[0025] It should be appreciated that a peer-to-peer com-
puter environment is well known in the art and is also known
as a peer-to-peer network and is often abbreviated as P2P. It
should be understood that a peer-to-peer computer environ-
ment may comprise multiple computer systems, and may
include routers and switches, of varying types that commu-
nicate with each other using designated protocols. In one
embodiment, a peer-to-peer computer environment is a dis-
tributed network architecture that is composed of participants
that make a portion of their resources (such as processing
power, disk storage, and network bandwidth) available
directly to their peers without intermediary network hosts or
servers. Participants may be known as nodes or peers. In one
embodiment, peer-to-peer technology is used to manage a
cluster of nodes.

[0026] The following discussion will demonstrate various
hardware, software, and firmware components that are used
with and in computer systems for communicating in a peer-
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to-peer computer environment using various embodiments of
the present technology. Furthermore, the systems and meth-
ods may include some, all, or none of the hardware, software,
and firmware components discussed below.

Embodiments of Communicating in a Computer
Environment

[0027] With reference now to FIG. 1, ablock diagram of an
environment 100 for communicating in a peer-to-peer com-
puter environment. Environment 100 includes first user
device 105, tracker peer 110, first relay peer 120, second relay
peer 125, third relay peer 130, central server 135, second user
device 140, third user device 145, connection line 150, and
communication lines 160, 165,170, 175, 180, and 185. Envi-
ronment 100 comprises components that may or may not be
used with different embodiments of the present technology
and should not be construed to limit the present technology.
[0028] In one embodiment, environment 100 comprises a
peer-to-peer computer environment that includes, but is not
limited to, first user device 105, tracker peer 110, first relay
peer 120, second relay peer 125, third relay peer 130, central
server 135, second user device 140, and third user device 145.
In one embodiment, each of the components is able to connect
with and communicate with any other device or peer in the
peer-to-peer computer environment. In one embodiment,
every device or peer is not able to connect with or communi-
cate with every other device or peer, but is at least able to
connect with and communicate with one other device or peer.
[0029] Inone embodiment, first user device 105 is an elec-
tronic device used for communicating in a peer-to-peer com-
puter environment. First user device 105 may be a computer
system, a netbook, a notebook, a hand held device, a mobile
device, a smart phone, a cellular phone, a personal digital
assistant, etc. First user device 105 must have some type of
connectivity to a network such as Ethernet, WiFi, WiMax, a
cellular network, 3G etc. In one embodiment, first user device
105 is required to install an application for purposes of the
present technology. In one embodiment, first user device 105
is not required to install any additional application and instead
may practice the present technology using technology
already installed on first user device 105. For example, first
user device 105 may use a web browser application to practice
the present technology. In one embodiment, second user
device 140 and third user device 145 comprise the same
features as first user device 105.

[0030] Inoneembodiment,the peer-to-peer computer envi-
ronment comprises a tracker peer computer system such as
tracker peer 110. The purpose of tracker peer 110 is to receive
a request from a user device such as first user device 105. In
one embodiment, tracker peer 110 provides potential relay
peers to first user device 105. For example, tracker peer 110
may provide data identifying first relay peer 120, second relay
peer 125, and third relay peer 130 as peers or nodes associated
with the peer-to-peer computer environment. Tracker peer
110 may be combined with other components of environment
100 to provide data to users. Tracker peer 110 also has the
ability to be updated by the peer-to-peer computer environ-
ment with data regarding potential peers and central servers.
In one embodiment, the peer-to-peer computer environment
comprises more than one tracker peer. In one embodiment,
tracker peer 110 may also operate as a relay peer or as a
central server.

[0031] In one embodiment, first user device 105 identifies
potential peers associated with the peer-to-peer computer
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environment using the list of potential peers obtained from
tracker peer 110. First user device 105 then contacts each of
the potential peers and assesses the potential peers’ availabil-
ity and capabilities. In one embodiment, an optimization
scheme is employed to select relay peers from the list of
potential peers.

[0032] First user device 105 may make a determination,
based on user requirements, as to which potential peers may
be utilized as relays peers. Such a determination may be made
using an algorithm based optimization schemed factors
related to the capabilities and availability of the potential
peers. The capabilities of the potential peer may include the
potential peer’s available downlink throughput and uplink
throughput as well as processing power and speed. It should
be appreciated that the factors for the optimization scheme
may include, but are not limited to an estimated geographical
length of a path taken by a communication through the peer-
to-peer computer environment, the number of hops taken by
a communication through the peer-to-peer computer environ-
ment, the round trip time of a communication through the
peer-to-peer computer environment, the compatibility of a
network address translator (NAT) or firewall between a relay
peer and the user devices, amount of available resource of the
relay peer, the historic reliability of the relay peer, and the
length of time the relay peer has been running the protocol.

[0033] In one embodiment, a peer may provide first user
device with data identifying potential relays. First user device
105 may then contact the potential relay peers identified by
the peer that were not identified by tracker peer 110 to deter-
mine if such potential relay peers may be utilized by first user
device 105 as a relay peer for communications. This process
may be repeated with a subset or with all of the potential relay
peers identified by the peers that were not identified by tracker
peer 110. In this manner first user device 105 may increase the
number of potential peers that may be utilized as relay peers.
In one embodiment, a list of potential relay peers is stored on
user device 105 between sessions and is used to avoid having
to contact tracker peer 110 for a new list every session. In one
embodiment, the process of identitying additional potential
relay peers is performed during idle times when first user
device 105 is not performing a communication.

[0034] Inoneembodiment, first user device 105 may deter-
mine that first relay peer 120 may be utilized as a relay peer
for communication. First relay peer 120 may be a computer
system or other device associated with the peer-to-peer com-
puter environment. In one embodiment, first relay peer 120
receives a communication from first user device 105 over
communication line 160 and relays the communication to
second user device 140 over communication line 180 in a
one-to-one communication. In one embodiment, first relay
peer 120 may receive a communication from first user device
105 and replicate the communication. The replicated com-
munication may also be used to send the communication to
both second user device 140 and third user device 145 in a
multi-party communication. Thus replicating and relaying a
communication to both second user device 140 and third user
device 145 comprise relaying or sending a communication to
a plurality of devices. It should be appreciated that a relay
may require verification from a user device for each action it
takes. In other words, a relay peer may require a communi-
cation sent to a relay peer from a user device to be signed by
an encryption key. The encryption key is then verified using a
second key. Such a step may take place each time data is
received at a relay peer.
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[0035] First user device 105 may send information regard-
ing the presence status of a user to a relay peer. This infor-
mation may in turn be relayed to the contacts of a user. The
information may also be updated each time a user changes
status.

[0036] In one embodiment, first relay peer 120 receives
only a portion of a communication, second relay peer 125
receives a different portion of the communication, and third
relay peer 130 receives yet a different portion of the commu-
nication from first user device 105. First relay peer 120,
second relay peer 125, and third relay peer 130 then send or
relay their respective portions of the communication to sec-
ond user device 140. Thus a communication is relayed using
a plurality of relay peers. It should be appreciated that a
communication may be relayed using any number of peers
and is not limited to first relay peer 120, second relay peer
125, and third relay peer 130 of FIG. 1. Additionally, first
relay peer 120, second relay peer 125, and third relay peer 130
may each replicate their respective portions of the communi-
cation. In one embodiment, the replicated portions are sent to
third user device 145 and the original portions are sent to
second user device 140 for a multi-party communication.
[0037] In one embodiment, a communication may be
divided such that one portion is audio and one portion is
video. An audio or video portion may also be divided into
multiple portions to be sent over multiple relay peers. For
example, a communication may be divided such that the
audio is divided into three portions where one portion is
considered the base portion and is given priority or protection
over the other portions. The two other audio portions provide
additional details to the base portion such that if only the base
portion is relayed to second user device 140, the audio com-
munication will be accomplished, but each additional portion
that is relayed to second user device 140 will increase the
quality of the audio communication. Additionally, an audio
portion may be given priority or protection over a video
portion. A video portion divided into to sub-portions may
similarly provide a low-resolution portion and a hi-resolution
portion.

[0038] In one embodiment, the communication also
includes error correcting codes. For example, forward error
correction (FEC) may be employed to protect the communi-
cation data stream in the event where at least of the relay peers
used for the communication is terminated. Such a termination
may occur to an error, the relay peer being disconnected from
the network, the relay peer being shut down, or other reasons.
In one embodiment, layered coding is used to in combination
with multiple path transmission for the communication.
Thus, different levels of communication may be sent to dif-
ferent devices with different capabilities.

[0039] Inone embodiment, the relay peer has the ability to
transcode the communication stream before it relay the com-
munication stream to another user device. In one embodi-
ment, the transcoding comprises separating the communica-
tion stream into a base layer and an enhanced layer. The relay
peer may send only the base layer or the base layer and the
enhanced layer to a user device. In one embodiment, the relay
peer has the ability to selectively determine which layers to
send to which user devices based on the capabilities of the
user devices. In one embodiment, the base layer comprises
enough data for both a video and audio transmission at a
lower resolution or data rate than the original communication.
In one embodiment, the base layer comprises only audio and
no video. In one embodiment, the enhanced layer is used in
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conjunction with the base layer at an end user device to
recreate the original communication. For example, a multi-
way call may include three devices two personal computers
and one smart phone. In such an example, the relay peer may
send the base layer and the enhanced layers to the personal
computers and only the base layer to the smart phone. Thus,
the relay peer may act as an effective relay for at least two
heterogeneous devices that have disparate resources and
capabilities.

[0040] In one embodiment, the transmitting user device
may select an appropriate compression scheme for the com-
munication. It should be appreciated that such compression
scheme for digital media are well known in the art. A com-
munication stream may comprises a combination of text,
audio, video, and error correction code.

[0041] It should be appreciated that the described relay
processes performed by first relay peer 120, second relay peer
125, and third relay peer 130 may be reversed where the relay
peers are receiving communications or portions of commu-
nications from second user device 140 or third user device
145 and then relayed to other user devices such as first user
device 105. Therefore a given relay peer in the peer-to-peer
computer environment may receive a communication from a
first user device then relay the communication to a second
user device and also receive a communication from the sec-
ond user device and relay it to the first user device. Thus a
multi-party communication may include two-way communi-
cations for each user device involved. Additionally, the num-
ber of user devices in a multi-party call is not limited to first
user device 105, second user device 140 and third user device
145, but may be performed using any number of user devices.
[0042] In one embodiment, relay peers may be added or
removed during the communication. For example, a commu-
nication may begin utilizing two relay peers and subsequently
removes arelay peer. This may be useful if second user device
140 is receiving an audio portion over first relay peer 120 and
a video portion over second relay peer 120 and the video
portion is terminated during the communication. Then second
relay peer 125 may be removed from relaying or sending the
communication. Another example may be a communication
using both first relay peer 120 and second relay peer 125 to
communicate to both second user device 140 and third user
device 145 in a multi-party communication. In this example,
if either second user device 140 or third user device 145
terminates the communication, the other user devices may
continue the communication using only first relay peer 120.
Conversely, more relay peers may be added to a communica-
tion as additional portions of communication are added or
additional user devices are added to a multi-party communi-
cation during a communication. Adding a relay peer to
replace a failed relay peer may be considered a failover relay.
Thus the ability to add relay peers to a communication in
progress provides scalability and reliability to a communica-
tion sent over a peer-to-peer computer environment.

[0043] Inoneembodiment, a relay peer sending or relaying
a given portion of a communication may terminate the relay-
ing during a communication and a second relay peer may be
selected to continue relaying the remaining portion of the
communication. Thus reliability for the communication is
maintained during the regular churn of a peer-to-peer com-
puter environment as peers join and leave the peer-to-peer
computer environment.

[0044] In one embodiment, a relay peer may receive feed-
back from a user device that is receiving a communication
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from the relay peer. The feedback may comprise information
such as the quality of the call or an amount of the communi-
cation not being received at the receiving user device. This
feedback may be relayed to the sending user device. First user
device 105 may decide to change relays or the number of relay
peers may be adjusted based on the feedback. For example,
first user device 105 may utilize first relay peer 120 and
second relay peer 125 to relay a communication divided into
two portions to second user device 140. In this example first
relay peer 120 may receive feedback from second user device
140 that the communication quality is below a threshold. At
this point in the communication, first user device 105 divides
the remainder of the communication into three portions and
send the three portions over first relay peer 120, second relay
peer 125, and third relay peer 130 respectively. Thus third
relay peer 130 was added to increase the diversity of paths
used for communicating or the redundancy in the data relayed
across the peer-to-peer computer environment in an attempt
to increase the quality of the communication. Any number of
relay peers may be added or removed in this manner during a
communication.

[0045] Additionally, user device may adjust a parameter of
the communication based on a feedback received from
another user device via a relay peer. In one embodiment,
adjusting a parameter may be adjusting an encoding rate of
the communication. In one embodiment, adjusting a param-
eter may be adjusting a resolution communication In one
embodiment, adjusting a parameter may be changing a codec
used for the communication. In one embodiment, adjusting a
parameter may be changing the error protection scheme of the
communication.

[0046] Inone embodiment, first user device 105 may com-
municate with second user device 140 in a one-to-one com-
munication. For such a one-to-one communication, the
present technology may be employed with or without relay
peers. If a relay peer is not used, there must be compatibility
of NATs and firewalls between the user devices. A protocol
such as Interactive Connectivity Establishment (ICE), Tra-
versal Using Relay NAT (TURN) or Session Traversal Utili-
ties for NAT (STUN) may be used to accomplish a one-to-one
communication without a relay peer. Layered coding and
unequal error protection for the different layers is used to
ensure sufficient protection for the lower layers in case of data
loss. Encoding rates may also be increased or reduced during
a communication.

[0047] Inone embodiment, environment 100 includes cen-
tral server 135. Central server 135 represents a server com-
puter system or a group of server computer systems such as a
server farm. In one embodiment, central server 135 is not
employed. In one embodiment, central server 135 is utilized
as a back-up system for tracker peer 110, storage peer 115,
first relay peer 120, second relay peer 125, and/or third relay
peer 130. Thus central server 135 may perform any of the
tasks functions or services of tracker peer 110, first relay peer
120, second relay peer 125, and/or third relay peer 130.
Therefore if one of the components of the peer-to-peer com-
puter environment fails to perform its task, service or opera-
tion, central server 135 may be utilized as a failover to per-
form the task, service or operation. Central server 135
provides an additional layer of reliability in a peer-to-peer
computer environment where peers and nodes join and leave
the environment due to regular churn. In one embodiment,
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central server 135 is utilized as a component of routine opera-
tions in the course of a communication.

Operations of Communicating in Computer
Environment

[0048] FIG. 2 is a flowchart illustrating process 200 for
communicating in a peer-to-peer computer environment, in
accordance with one embodiment of the present invention. In
one embodiment, process 200 is a computer implemented
method that is carried out by processors and electrical com-
ponents under the control of computer usable and computer
executable instructions. The computer usable and computer
executable instructions reside, for example, in data storage
features such as computer usable volatile and non-volatile
memory. However, the computer usable and computer
executable instructions may reside in any type of computer
usable storage medium. In one embodiment, process 200 is
performed by tracker peer 110, and first relay 120 of FIG. 1.
In one embodiment, the methods may reside in a computer
usable storage medium having instructions embodied therein
that when executed cause a computer system to perform the
method.

[0049] At 202, a tracker peer is contacted and a list of peer
nodes are obtained at a user device. In one embodiment, the
user device may be first user device 105 and the tracker peer
may be tracker peer 110 of FIG. 1. In one embodiment, the
tracker peer may be a central server.

[0050] At 204, an optimization procedure based on factors
relating to the peer nodes of the list of peer nodes is employed.
The optimization procedure may include an algorithm and
use factors related to the capabilities and resources, such as
CPU and bandwidth, of the relay peers as described above in
reference to FIG. 1.

[0051] At 206, a subset of peer nodes are selected from the
list of peer nodes to act as relay nodes for a communication.
At208, an appropriate compression scheme is selected for the
communication at the user device.

[0052] At 210, a media format is selected for the commu-
nication. The media formats used may be those well known in
the art for digital communications comprising speech, audio,
video, images, text, error correction code and other digital
media. For example h.264 video format may be employed,
speex for audio and parity codes for error correction.

[0053] At 212, a type of encoding is selected for the com-
munication. Encoding and decoding procedures and proto-
cols may those that are well known in the art or may based on
unique algorithms. At 214, employing error correcting code.
In one embodiment, the error correction code is Forward
Error Correction (FEC).

[0054] At 214, data is transmitted to at least one relay node
for the at least one relay node to forward to at least one other
user device, wherein the relay node is one of the subset of the
peer nodes. In one embodiment, the at least one relay node
and the user devices may be the user devices and relay peers
described in FIG. 1.

[0055] At216, data is received at the user device from the at
least one relay node forwarded from the at least one other
user.

[0056] At218, data is transmitted to a second relay node for
the second relay node to forward to the at least one other user
device, wherein the second relay node is one of the subset of
the peer nodes. In such a step, the first relay node may have
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been terminated either at the request of the user device or at
the request of the relay peer at which point the second relay
peer acts as a failover.

[0057] At220, data is received from the second relay node
forwarded from the at least one other user.

[0058] FIG. 4 is a flowchart illustrating process 400 for
communicating in a peer-to-peer computer environment, in
accordance with one embodiment of the present invention. In
one embodiment, process 400 is a computer implemented
method that is carried out by processors and electrical com-
ponents under the control of computer usable and computer
executable instructions. The computer usable and computer
executable instructions reside, for example, in data storage
features such as computer usable volatile and non-volatile
memory. However, the computer usable and computer
executable instructions may reside in any type of computer
usable storage medium. In one embodiment, process 200 is
performed by tracker peer 110, and first relay 120 of FIG. 1.
In one embodiment, the methods may reside in a computer
usable storage medium having instructions embodied therein
that when executed cause a computer system to perform the
method.

[0059] At 402, a portion of a communication is received
from a first user device at a relay peer, wherein the relay peer
is one of a list of potential peers and wherein the first user
device and a second user device have disparate CPU power
and bandwidth capabilities.

[0060] At 404, the portion of the communication is
transcoded to comprise a base layer and an enhanced layer. In
one embodiment, transcoding encompasses changing the
resolution of the communication.

[0061] At 406, the base layer of the portion of the commu-
nication is sent to the second user device from the relay peer.
[0062] At 408, the enhanced layer of the portion of the
communication is selectively sent to the second user device
depending upon a set of capabilities of the second user device.
[0063] At 410, the receiving the portion of the communi-
cation from the first user device is terminated at the relay peer
during the communication.

[0064] At 412, the portion of the communication from the
first user device is received at a second relay peer.

[0065] At 414, the portion of the communication is sent to
the second user from the second relay peer.

[0066] At 416, the base layer and the enhanced layer are
sent to a third user device.

[0067] It should be appreciated that processes 200 and 400
need not carry out each of the described steps to complete its
operation. Nor do the steps need to be carried out in the order
described. For example, these process may be for a live com-
munication scenario where the steps take place continuously
for portion after portion of the communication. In another
example, in the case of video communication: one picture is
encoded and transmitted by a first user device then it is sepa-
rated into two layers by a relay peer. The relay peer transmits
the base layer to a second user device and the base and
enhancement layers to a third user device. This all takes place
in no particular order. During this time the first user device is
already encoding the next picture and so on.

Example Computer System Environment

[0068] With reference now to FIG. 3, portions of the tech-
nology for providing a communication composed of com-
puter-readable and computer-executable instructions that
reside, for example, in computer-usable media of a computer
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system. That is, FIG. 3 illustrates one example of a type of
computer that can be used to implement embodiments of the
present technology.

[0069] FIG. 3 illustrates an example computer system 300
used in accordance with embodiments of the present technol-
ogy. It is appreciated that system 300 of FIG. 3 is an example
only and that the present technology can operate on or within
a number of different computer systems including general
purpose networked computer systems, embedded computer
systems, routers, switches, server devices, user devices, vari-
ous intermediate devices/artifacts, stand alone computer sys-
tems, mobile phones, personal data assistants, televisions and
the like. As shown in FIG. 3, computer system 300 of FIG. 3
is well adapted to having peripheral computer readable media
302 such as, for example, a floppy disk, a compact disc, and
the like coupled thereto.

[0070] System 300 of FIG. 3 includes an address/data bus
304 for communicating information, and a processor 306A
coupled to bus 304 for processing information and instruc-
tions. As depicted in FIG. 3, system 300 is also well suited to
amulti-processor environment in which a plurality of proces-
sors 306 A, 3068, and 306C are present. Conversely, system
300is also well suited to having a single processor such as, for
example, processor 306 A. Processors 306A, 306B, and 306C
may be any of various types of microprocessors. System 300
also includes data storage features such as a computer usable
volatile memory 308, e.g. random access memory (RAM),
coupled to bus 304 for storing information and instructions
for processors 306A, 3068, and 306C.

[0071] System 300 also includes computer usable non-
volatile memory 310, e.g. read only memory (ROM), coupled
to bus 304 for storing static information and instructions for
processors 306A, 3068, and 306C. Also present in system
300 is a data storage unit 312 (e.g., a magnetic or optical disk
and disk drive) coupled to bus 304 for storing information and
instructions. System 300 also includes an optional alpha-
numeric input device 314 including alphanumeric and func-
tion keys coupled to bus 304 for communicating information
and command selections to processor 306A or processors
306A,306B, and 306C. System 300 also includes an optional
cursor control device 316 coupled to bus 304 for communi-
cating user input information and command selections to
processor 306A or processors 306A,306B, and 306C. System
300 of the present embodiment also includes an optional
display device 318 coupled to bus 304 for displaying infor-
mation.

[0072] Referring still to FIG. 3, optional display device 318
of FIG. 3 may be a liquid crystal device, cathode ray tube,
plasma display device or other display device suitable for
creating graphic images and alpha-numeric characters recog-
nizable to a user. Optional cursor control device 316 allows
the computer user to dynamically signal the movement of a
visible symbol (cursor) on a display screen of display device
318. Many implementations of cursor control device 316 are
known in the art including a trackball, mouse, touch pad,
joystick or special keys on alpha-numeric input device 314
capable of signaling movement of a given direction or manner
of displacement. Alternatively, it will be appreciated that a
cursor can be directed and/or activated via input from alpha-
numeric input device 314 using special keys and key
sequence commands.

[0073] System 300 is also well suited to having a cursor
directed by other means such as, for example, voice com-
mands. System 300 also includes an I/O device 320 for cou-
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pling system 300 with external entities. For example, in one
embodiment, I/O device 320 is amodem for enabling wired or
wireless communications between system 300 and an exter-
nal network such as, but not limited to, the Internet. A more
detailed discussion of the present technology is found below.
[0074] Referring still to FIG. 3, various other components
are depicted for system 300. Specifically, when present, an
operating system 322, applications 324, modules 326, and
data 328 are shown as typically residing in one or some
combination of computer usable volatile memory 308, e.g.
random access memory (RAM), and data storage unit 312.
However, it is appreciated that in some embodiments, oper-
ating system 322 may be stored in other locations such as on
a network or on a flash drive; and that further, operating
system 322 may be accessed from a remote location via, for
example, a coupling to the internet. In one embodiment, the
present technology, for example, is stored as an application
324 or module 326 in memory locations within RAM 308 and
memory areas within data storage unit 312. The present tech-
nology may be applied to one or more elements of described
system 300. For example, a method of modifying user inter-
face 225A of device 115A may be applied to operating system
322, applications 324, modules 326, and/or data 328.

[0075] System 300 also includes one or more signal gener-
ating and receiving device(s) 330 coupled with bus 304 for
enabling system 300 to interface with other electronic devices
and computer systems. Signal generating and receiving
device(s) 330 of the present embodiment may include wired
serial adaptors, modems, and network adaptors, wireless
modems, and wireless network adaptors, and other such com-
munication technology. The signal generating and receiving
device(s) 330 may work in conjunction with one or more
communication interface(s) 332 for coupling information to
and/or from system 300. Communication interface 332 may
include a serial port, parallel port, Universal Serial Bus
(USB), Ethernet port, antenna, or other input/output inter-
face. Communication interface 332 may physically, electri-
cally, optically, or wirelessly (e.g. viaradio frequency) couple
system 300 with another device, such as a cellular telephone,
radio, or computer system.

[0076] The computing system 300 is only one example ofa
suitable computing environment and is not intended to sug-
gest any limitation as to the scope of use or functionality of the
present technology. Neither should the computing environ-
ment 300 be interpreted as having any dependency or require-
ment relating to any one or combination of components illus-
trated in the example computing system 300.

[0077] The present technology may be described in the
general context of computer-executable instructions, such as
program modules, being executed by a computer. Generally,
program modules include routines, programs, objects, com-
ponents, data structures, etc., that perform particular tasks or
implement particular abstract data types. The present tech-
nology may also be practiced in distributed computing envi-
ronments where tasks are performed by remote processing
devices that are linked through a communications network. In
a distributed computing environment, program modules may
be located in both local and remote computer-storage media
including memory-storage devices.

[0078] Embodiments of the present technology may be
described in the general context of computer-executable
instructions, such as program modules, being executed by a
computer. Generally, program modules include routines, pro-
grams, objects, components, data structures, etc., that per-
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form particular tasks or implement particular abstract data
types. Embodiments of the present technology may also be
practiced in distributed computing environments where tasks
are performed by remote processing devices that are linked
through a communications network. In a distributed comput-
ing environment, program modules may be located in both
local and remote computer-storage media including memory-
storage devices.

[0079] Although the subject matter is described in a lan-
guage specific to structural features and/or methodological
acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

Overview of Communicating with a User Device

[0080] Embodiments of the present technology are for with
a user device. Modern technology provides a variety of
mobile handheld device. Smart phones, for example, may
have more than one camera and more than one method of
connecting to a network. Additionally the bandwidth and
display capabilities of such devices are increasing.

[0081] Many users of computer systems have the ability to
easily send real-time audio and video communication streams
using their computer systems over a network. Such activities
may be considered video messaging, video conferencing or
the like. Embodiments of the present technology are for send-
ing and receiving multiple communication streams using a
handheld device over a network. Embodiments of the present
technology may comprise both the use of handheld technol-
ogy manipulating communication streams and the use of
peer-to-peer computer environments for communicating.
[0082] Such communications streams may include video,
audio, text and error correction code. Embodiments of the
present technology allow a user to easily add or remove
communications streams to an existing communication
stream. For example, a user may employ a handheld device to
communicate a second handheld device operated by a second
user. The initial communication may start with only an audio
communication stream. However, either user may initiate a
second form of communication, e.g. a video stream, enabling
each user to view the other user without ending the audio
communication stream.

[0083] Embodiments of the present technology allow for
flexibility in adding and removing communication streams to
an existing communication. During an audio communication,
a video communication may be initiated and terminated sev-
eral times while maintaining an uninterrupted audio commu-
nication stream. Additionally, only one video stream may be
sent so that a first user may view a second user without the
second user viewing the first. Additionally, an audio stream
may be terminated while maintaining a video communica-
tion.

[0084] Embodiments of the present technology also allow
for flexibility in selecting which camera to use for a video
communication stream. For example, a communication may
begin with an audio stream and a video stream where the
video is captured from a camera located on the front of a
handheld device. During the communication the video stream
may be seamlessly swapped to video that is captured from a
camera located on the back of a handheld device without
disrupting the audio stream. Additionally, a first user may
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send two video streams to a second user comprising video
from both the front camera and back camera of the handheld
device.

[0085] Embodiments of the present technology also allow
for a seamless transition between networks. For example a
user may employ a smart phone to initiate a communication
with a second smart phone using a wireless card in the first
smart phone. The user may then move out of range to effec-
tively use the wireless card during the communication. At that
point the smart phone may switch to a cellular network to
seamlessly continue the communication. In one embodiment,
the communication may change the level of resolution or
level of quality to communicate more or less data depending
on the difference in capabilities between the two networks.
[0086] Inoneembodiment, a handheld device may display
a video stream that is being transmitted and simultaneously
display a second video display that is being received from
another handheld device. In one embodiment, the hand held
device has the ability to swap the position of the two video
streams being displayed on the handheld device.

[0087] In one embodiment, a handheld device is able to
initiate a communication with a second handheld device by
initiating contact with a data center. After the initial contact
with the data center, in one embodiment, the two handheld
devices are able to communicate with each other without
requiring the use of the data center or another central server,
but rather send and receive the communication over a net-
work.

[0088] Inoneembodiment, a handheld device may provide
seamless contact matching. Most smart phones employ a
contact list or address book. Upon executing an application
for the present technology on a smart phone, the smart phone
may seamlessly filter the contacts in the contact list of smart
phone to match the smart phone with other smart phones
which also have installed an application for the present tech-
nology in an automatic fashion requiring no intervention from
a user. Such a technique may require the use of a data center
or server computer system.

[0089] These techniques may all be used in combination to
allow an endless variety of initiating and terminating com-
munication streams all during the course of one communica-
tion.

Embodiments of Communicating with a User Device

[0090] With reference now to FIG. 5, a block diagram of a
front and back view of device 500 used for communicating
with a user device. Device 500 includes display 505, image
receiving device 510, first display region 515, second display
region 520 and image receiving device 525. Device 500 com-
prises components that may or may not be used with different
embodiments of the present technology and should not be
construed to limit the present technology.

[0091] In one embodiment, device 500 also comprises at
least one means for connecting to a network. It should be
appreciated that device 500 is a user device that may be, but is
not limited to, a smart phone, a pda, a handheld computer, a
cell phone, an iPhone®, or a smart phone with the Android®
operating system by Google®.

[0092] In one embodiment, device 500 has two cameras,
image receiving device 510 on the front of device 500 such
that images of a user may be captured while a user is viewing
display 505 and image receiving device 525 on the back of
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device 500. It should be appreciated that an image receiving
device may be a digital camera capable of capturing either
still images or video.

[0093] In one embodiment, display 505 is integrated with
device 500 and is capable of displaying digital data including
text, images and video. Device 500 may be a liquid crystal
display or an equivalent type display. In one embodiment,
display 505 is also a touch screen that is able to receive input
data from a user and to display regions that allow a user to
input different data into the device. In one embodiment, dis-
play 505 has a first display region 515 and a second display
region 520 used for displaying video. In one embodiment,
video that is being displayed in first display region 515 may
be swapped with video being displayed in second display
region 520. It should be appreciated that either first display
region 515 or second display region 520 may display video
that is captured from an image receiving device associated
with device 500 or video that is captured from an image
receiving device not associated with device 500.

[0094] With reference now to FIG. 6, a block diagram of
environment 600 used for communicating with a user device.
Environment 600 includes data center 605, network path 610,
central server 615, device 620, user 625, device 630, user 635,
image 640, image 645, image 650, and image 655. Environ-
ment 600 comprises components that may or may not be used
with different embodiments of the present technology and
should not be construed to limit the present technology.
[0095] In one embodiment, device 620 and device 630 are
the same as device 500 of FIG. 5 have all of the same features
and capabilities. In one embodiment, device 620 initiates a
communication with device 630 by first contacting data cen-
ter 605. Data center 605 then contacts device 630 and a
communication is started involving at least one communica-
tion stream. It should be appreciated that the communication
stream may be audio, images, text, pictures or error correction
code relating to other communication streams. In one
embodiment, after data center 605 initiates the communica-
tion between the devices, data center 605 no longer plays any
role in the communication. In such a technique, device 620
and device 630 only use data center 605 to initiate the com-
munication and then continue the communication over an
established network without requiring the communication to
be routed through a particular server. Thus communications
can be hosted using very little central infrastructure.

[0096] In one embodiment, device 620 and device 630 are
unable to use network path 610 for communicating with each
other. This may be due to firewalls, which ports are openin a
particular network, etc. In one embodiment, device 620 and
device 630 may then use central server 615 which is a server
computer system designed to relay the communication
between the two devices. In one embodiment, central server
615 may be replaced by a peer-to-peer computer network that
is described above. In one embodiment, device 620 and
device 630 may not require the use of central server 615 for a
length of time during a communication and may require the
use of central server 615 for a different length of time during
the communication. In such an example, the communication
may be seamlessly routed between network path 610 and
central server 615 without terminating the communication.
[0097] FIG. 6 depicts a typical arrangement of two users
each using a device to communicate video and audio streams.
For example, user 625 uses an image receiving device to
capture video of user 625°s head. This video is then displayed
as image 640 on device 620 and is transmitted to device 630
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where it is displayed as image 645. In turn, user 635 uses an
image receiving device to capture video of user 635’s head.
This video is then displayed as image 655 on device 630 and
is transmitted to device 620 where it is displayed as image
650. In one embodiment, device 620 is able to swap the
position of image 640 and image 650. Such a swap may be
performed upon receiving a request from a user. Such a
request may be obtained by displaying a region superimposed
over image 650. When a user touches the region, then the
images will be swapped.

[0098] FIG. 6 shows device 620 which displays image 650
as a large image which comprises most of the available dis-
play and image 640 as being superimposed over image 640
and obscuring a portion of image 650. Such an arraignment is
sometimes known as picture in picture. It should be appreci-
ated that the present technology is not limited to such an
arraignment but may instead display the two images such that
one is not overlapping or superimposed over the other. The
images may be the same size and shape or different from each
other.

[0099] With reference now to FIG. 7, a series of block
diagrams illustrating example devices in accordance with the
present technology. The images are examples and should not
be construed to limit the present technology.

[0100] Inoneembodiment, device 705 and 710 illustrate an
example of a one-way video communication where device
705 captures images or a video, displays the video on device
705, and transmits the video to device 710 and device 710
displays the video. A one-way video communication may
also include an audio communication that is either one-way or
two ways. Additionally, one-way video may include more
than one video stream. For example, device 705 may capture
images or video from two distinct image receiving devices
and transmit both video streams to device 710. It should be
appreciated that a one-way video communication make take
place as only a portion of a communication. In other words,
during the duration of a communication, portions of the com-
munication may freely switch between two-way video, one-
way video, and no video and may or may not include two-way
audio.

[0101] In one embodiment, device 715 and device 720
illustrate other possible video communications. For example,
device 715 may capture two video streams and transmit them
to device 720, one video stream of a rectangle and one of a
triangle. Device 715 is shown as displaying the rectangle in
the smaller display region on the lower left portion of the
display, but does not display the video of the triangle. Device
720 displays both video streams which it receives from device
715, one portion of the display shows the triangle and another
portion of the display shows the rectangle. Device 720, in
turns captures a video stream of a circle which it does not
display but transmits to device 715 where it is shown in a large
portion of the display associated with device 715. Moreover,
devices 715 and 720 may also be communicating using other
forms of communication, such as audio or text, simultaneous
to the described video communications. Such additional
communications may be one-way or two way and may start
and stop during the overall communication and may take
place simultaneous to a video communication or may take
place during a time period in between two video communi-
cations.

[0102] Therefore it is demonstrated that a communication
may employ a plurality of video streams, a plurality of audio
streams, and/or a plurality of other communication streams.
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Additionally, the streams may start or stop periodically
throughout the communication and the streams may be one-
way or two-way. Additionally a communication is not limited
to only two device but may include more than two devices in
a multi-party communication where an endless possibility
communication streams may be employed during a single
communication.

[0103] In one example, a communication may begin with
only audio streams. A video stream or streams may then be
added. Later the video stream or streams may be terminated
while maintaining the audio streams. Video streams may then
be added again later.

[0104] In one embodiment, a touchscreen may be used as
part of a device. Portions of the display on the touchscreen
may be display regions designated to receive input from auser
using techniques well known in the art of touchscreens. For
example, three regions may be employed at the bottom of the
display and a fourth region the top right portion of the display
that may be used with the touchscreen device to control to
manipulate which communications streams are displayed,
received and transmitted and also the position of the dis-
played images. This may include regions which act as buttons
to mute or terminate an audio stream or video stream. It
should be appreciated that a touchscreen is not required to use
the present technology. In one embodiment, hardware buttons
are used to manipulate and control the communication
streams. Additionally a combination of a touchscreen and
hardware buttons may be used.

Operations of Communicating with a User Device

[0105] FIG. 8 is a flowchart illustrating process 800 for
communicating with a user device, in accordance with one
embodiment of the present invention. In one embodiment,
process 800 is a computer implemented method that is carried
out by processors and electrical components under the control
of computer usable and computer executable instructions.
The computer usable and computer executable instructions
reside, for example, in data storage features such as computer
usable volatile and non-volatile memory. However, the com-
puter usable and computer executable instructions may reside
in any type of computer usable storage medium. In various
embodiments, process 800 may be performed by the devices
and components depicted in FIGS. 1, 3, 5, 6 and 7. In one
embodiment, the methods may reside in a computer usable
storage medium having instructions embodied therein that
when executed cause a computer system to perform the
method.

[0106] At 802, data captured from a first image receiving
device is displayed in a first display region disposed in a first
position on a display of the communication device. For
example, the first image receiving device may be a camera
associated with the communication device which may be a
smart phone and the data captured and displayed is a video.

[0107] At 804, data captured from a second image receiv-
ing device is displayed in a first display region disposed in a
second position on the display of the communication device.
For example, the second image receiving device may be a
camera not associated with the communication device which
may be a smart phone and the data captured and displayed is
a video.

[0108] At 806, selective swapping of said first position of
said first display region with said second position of said
second display region, upon receiving a selection for said
swapping from a user, is enabled. This feature may be useful
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if a user is transmitting a video while simultaneously receiv-
ing a video. The user may be more concerned with what the
image being transmitted looks like and may therefore desire
to have the image being transmitted displayed as the larger
image.

[0109] At808, selective swapping of the data captured from
the first image receiving device with data captured from a
third image receiving device, upon receiving a selection for
the swapping from the user, is enabled. In one embodiment,
this feature allows a device to either display two sets of data
both captured with image receiving devices associated with
the communication device or display data from two image
receiving devices not associated with the communication
device. In one embodiment, this feature allows a communi-
cation device to terminate data being captured and displayed
by an image receiving device with another image receiving
device.

[0110] At 810, terminating a first portion of a communica-
tion on the communication device while maintaining a second
portion of the communication upon receiving a selection for
the terminating from the user, is enabled.

[0111] At 812, receiving and transmitting an additional
communication on the communication device without termi-
nating an existing communication upon receiving a selection
for the additional communication from the user, is enabled.
[0112] FIG. 9 is a flowchart illustrating process 900 for
communicating, in accordance with one embodiment of the
present invention. In one embodiment, process 900 is a com-
puter implemented method that is carried out by processors
and electrical components under the control of computer
usable and computer executable instructions. The computer
usable and computer executable instructions reside, for
example, in data storage features such as computer usable
volatile and non-volatile memory. However, the computer
usable and computer executable instructions may reside in
any type of computer usable storage medium. In various
embodiments, process 900 may be performed by the devices
and components depicted in FIGS. 1, 3, 5, 6 and 7. In one
embodiment, the methods may reside in a computer usable
storage medium having instructions embodied therein that
when executed cause a computer system to perform the
method.

[0113] At 902, a request is received at a first device to
communicate with a second device.

[0114] At 904, contact is initiated with the second device
via a data center.

[0115] At 906, a first form of communication is transmitted
to the second device without requiring the transmitting to be
routed through a central server.

[0116] At 908, the first form of communication is received
from the second device without requiring the receiving to be
routed through a central server.

[0117] At 910, a second form of communication is trans-
mitted to the second device without requiring the transmitting
to be routed through a central server.

[0118] At 912, the second form of communication is
received from the second device.

[0119] At 914, the transmitted second form of communica-
tion is displayed on the first device.

[0120] At 916, the received second form of communication
is displayed on the first device.

[0121] At 918, the transmitted second form of communica-
tion is terminated while maintaining the transmitted first form
of communication.
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[0122] FIG. 10 is a flowchart illustrating process 1000 for
automatic contact filtering, in accordance with one embodi-
ment of the present invention. In one embodiment, process
1000 is a computer implemented method that is carried out by
processors and electrical components under the control of
computer usable and computer executable instructions. The
computer usable and computer executable instructions reside,
for example, in data storage features such as computer usable
volatile and non-volatile memory. However, the computer
usable and computer executable instructions may reside in
any type of computer usable storage medium. In various
embodiments, process 1000 may be performed by the devices
and components depicted in FIGS. 1, 3, 5, 6 and 7. In one
embodiment, the methods may reside in a computer usable
storage medium having instructions embodied therein that
when executed cause a computer system to perform the
method.

[0123] At 1002, data associated with a contact list is
received at a computer system from a handheld device,
wherein the data was sent automatically from the handheld
device without requiring actions from a user. In one embodi-
ment, an application in accordance with the present technol-
ogy is installed on a device. The application may access a
contact list or address book associated with the device. The
contact list may have information regarding names, phone
numbers, email addresses, etc. This data is then sent to a
computer system. For example the computer system could be
data center 605 of FIG. 6. The data may be sent automatically
without require a user to request or send the data manually. In
one embodiment, the application will seek and receive per-
mission from the user before accessing the contact list.
[0124] At 1004, the data associated with the contact list is
normalized using an algorithm. In one embodiment, this takes
place in a computer system. The normalizing may include
reorganizing the data associated with the contact list such that
it can be easily compared to other contact data. For example,
a contact list may have phone numbers that include local
phone numbers and international phone number that include
a prefix. The normalizing can identify items such as area
codes and international prefixes and then properly classify or
organize this data to be compared with other data.

[0125] At 1006, the normalized data is compared with data
in a database. The other data in the database may be informa-
tion regarding other devices that also have installed an appli-
cation in accordance with embodiments of the present tech-
nology.

[0126] At 1008, contact matches are established between
the data associated with the contact list and contacts in the
database. It should be appreciated that the present technology
is not limited to a database and may also use some other type
of electronic records. For example, a first user may install the
application on a first device at which point the name of the
user and phone number for the device are sent to the database.
Then a second user may input the name and phone number of
the first user in a second device. Once the second user installs
the application, the contact data regarding the first user, which
is stored in the second device, is normalized and compared
with the data base. A match to the first user will be found.
Then, at 1010, the matches are reported to the handheld
device. Thus the second user will be able to contact the first
user via the installed application and the components of the
device.

[0127] FIG. 11 is a flowchart illustrating process 1100 for
communicating, in accordance with one embodiment of the
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present invention. In one embodiment, process 1100 is a
computer implemented method that is carried out by proces-
sors and electrical components under the control of computer
usable and computer executable instructions. The computer
usable and computer executable instructions reside, for
example, in data storage features such as computer usable
volatile and non-volatile memory. However, the computer
usable and computer executable instructions may reside in
any type of computer usable storage medium. In various
embodiments, process 1100 may be performed by the devices
and components depicted in FIGS. 1, 3, 5, 6 and 7. In one
embodiment, the methods may reside in a computer usable
storage medium having instructions embodied therein that
when executed cause a computer system to perform the
method.

[0128] At 1102, a tracker peer is contacted and obtaining a
list of peer nodes at a user device.

[0129] At1104,asubset of peer nodes are selected from the
list of peer nodes to act as relay nodes for a communication.
[0130] At 1106, a first form of communication is transmit-
ted to at least one relay node for the at least one relay node to
forward to at least one other user device, wherein the relay
node is one of the subset of the peer nodes.

[0131] At1108, the first form of communication is received
at the user device from the at least one relay node forwarded
from the at least one other user.

[0132] At 1110, a second form of communication is trans-
mitted to the at least one relay node for the at least one relay
node to forward to the at least one other user device, wherein
the relay node is one of the subset of the peer nodes.

[0133] It should be appreciated that processes 800, 900,
1000, and 1100 need not carry out each of the described steps
to complete its operation. Nor do the steps need to be carried
out in the order described.

1. A computer implemented method for communicating in
a peer-to-peer computer environment, said method compris-
ing:

contacting a tracker peer and obtaining a list of peer nodes

at a user device;

selecting a subset of peer nodes from said list of peer nodes

to act as relay nodes for a communication;

selecting an appropriate compression scheme for said com-

munication at said user device;

transmitting data to at least one relay node for said at least

one relay node to forward to at least one other user
device, wherein said relay node is one of said subset of
said peer nodes; and

receiving data at said user device from said at least one

relay node forwarded from said at least one other user.

2. The computer-implemented method of claim 1 wherein
said selecting a subset of peer nodes to act as relay nodes
further comprises:

employing an optimization procedure based on factors

relating to said peer nodes of said list of peer nodes.

3. The computer-implemented method of claim 2 wherein
said factors relating to said peer nodes comprises an amount
of available resources of said peer nodes, wherein said
resources are CPU and bandwidth.

4. The computer-implemented method of claim 2 wherein
said factors relating to said peer nodes comprises a type of
Internet connection of said peer nodes.

5. The computer-implemented method of claim 2 wherein
said factors relating to said peer nodes comprises a distance
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between a user and said peer nodes, wherein said distance
comprises round trip time, hops, and forward trip time.

6. The computer-implemented method of claim 2 wherein
said factors relating to said peer nodes comprises a length of
time a relay protocol has been running on one of said peer
nodes.

7. The computer-implemented method of claim 2 wherein
said factors relating to said peer nodes comprises a historic
reliability of one of said peer nodes.

8. The computer-implemented method of claim 1 wherein
said selecting appropriate compression scheme for said com-
munication further comprises:

selecting a media format for said communication.

9. The computer-implemented method of claim 1 wherein
said selecting appropriate compression scheme for said com-
munication further comprises:

selecting a type of encoding for said communication.

10. The computer-implemented method of claim 1 wherein
said selecting appropriate compression scheme for said com-
munication further comprises:

employing error correcting code.

11. The computer-implemented method of claim 10
wherein said error correcting code is packet level Forward
Error Correction (FEC).

12. The computer-implemented method of claim 1, further
comprising:

transmitting data to a second relay node for said second

relay node to forward to said at least one other user
device, wherein said second relay node is one of said
subset of said peer nodes; and

receiving data from said second relay node forwarded from

said at least one other user.

13. A computer-usable storage medium having instructions
embodied therein for causing a computer system to perform
the steps of communicating in a peer-to-peer computer envi-
ronment:

contacting a tracker peer and obtaining a list of peer nodes

at a user device;

selecting a subset of peer nodes from said list of peer nodes

to act as relay nodes for a communication;

selecting an appropriate compression scheme for said com-

munication at said user device;

transmitting data to at least one relay node for said at least

one relay node to forward to at least one other user
device, wherein said relay node is one of said subset of
said peer nodes; and

receiving data at said user device from said at least one

relay node forwarded from said at least one other user.

14. The computer-usable storage medium of claim 13
wherein said selecting a subset of peer nodes to act as relay
nodes further comprises:

employing an optimization procedure based on factors

relating to said peer nodes of said list of peer nodes.

15. The computer-usable storage medium of claim 14
wherein said factors relating to said peer nodes comprises an
amount of available resources of said peer nodes, wherein
said resources are CPU and bandwidth.

16. The computer-usable storage medium of claim 14
wherein said factors relating to said peer nodes comprises a
type of Internet connection of said peer nodes.

17. The computer-usable storage medium of claim 14
wherein said factors relating to said peer nodes comprises a
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distance between a user and said peer nodes, wherein said
distance comprises round trip time, hops, and forward trip
time.

18. The computer-usable storage medium of claim 14
wherein said factors relating to said peer nodes comprises a
length of time a relay protocol has been running on one of said
peer nodes.

19. The computer-usable storage medium of claim 14
wherein said factors relating to said peer nodes comprises a
historic reliability of one of said peer nodes.

20. The computer-usable storage medium of claim 13
wherein said selecting appropriate compression scheme for
said communication further comprises:

selecting a media format for said communication.

21. The computer-usable storage medium of claim 13
wherein said selecting appropriate compression scheme for
said communication further comprises:

selecting a type of encoding for said communication.

22. The computer-usable storage medium of claim 13
wherein said selecting appropriate compression scheme for
said communication further comprises:

employing error correcting code.

23. The computer-usable storage medium of claim 22
wherein said error correcting code is packet level Forward
Error Correction (FEC).

24. The computer-usable storage medium of claim 13,
further comprising:

transmitting data to a second relay node for said second

relay node to forward to said at least one other user
device, wherein said second relay node is one of said
subset of said peer nodes; and

receiving data from said second relay node forwarded from

said at least one other user.

25. A computer implemented method for communicating
in a peer-to-peer computer environment, said method com-
prising:

receiving a portion of a communication from a first user

device at a relay peer, wherein said relay peer is one of a
list of potential peers and wherein said first user device
and a second user device have disparate CPU power and
bandwidth capabilities;

transcoding said portion of said communication to com-

prise a base layer and an enhanced layer;

sending said base layer of said portion of said communi-

cation to said second user device from said relay peer;
and

selectively sending said enhanced layer of said portion of

said communication to said second user device depend-
ing upon a set of capabilities of said second user device.

26. The computer implemented method as recited in claim
25, further comprising:

terminating said receiving said portion of said communi-

cation from said first user device at said relay peer during
said communication;

receiving said portion of said communication from said

first user device at a second relay peer; and

sending said portion of said communication to said second

user from said second relay peer.

27. The computer implemented method as recited in claim
25 wherein said relay peer replicates said portion of said
communication and sends said replicated said portion to a
plurality of other user devices.

NetNut's Exhibit 1211

NetNut Ltd. v. Bright Data Ltd.
IPR2021-00465

Page Page 23 of 24



US 2011/0066924 Al

28. The computer implemented method as recited in claim
25 wherein said first user device is a user computer system
and said second user device is a handheld mobile device.

29. The computer implemented method as recited in claim
25 wherein said receiving said portion of said communication
from said first user further comprises:

transcoding said portion of said communication to change

a resolution of said communication.

30. The computer implemented method as recited in claim
25 wherein said sending said portion of said communication
further comprises:

sending only said base layer to said second user device; and

sending said base layer and said enhanced layer to a third

user device.

31. A computer-usable storage medium having instructions
embodied therein for causing a computer system to perform
the steps of communicating in a peer-to-peer computer envi-
ronment:

receiving a portion of a communication from a first user

device at a relay peer, wherein said relay peer is one of a
list of potential peers and wherein said first user device
and a second user device have disparate CPU power and
bandwidth capabilities;

transcoding said portion of said communication to com-

prise a base layer and an enhanced layer;

sending said base layer of said portion of said communi-

cation to said second user device from said relay peer;
and

selectively sending said enhanced layer of said portion of

said communication to said second user device depend-
ing upon a set of capabilities of said second user device.

32. The computer-usable storage medium as recited in
claim 31, further comprising:

terminating said receiving said portion of said communi-

cation from said first user device at said relay peer during
said communication;

receiving said portion of said communication from said

first user device at a second relay peer; and

sending said portion of said communication to said second

user from said second relay peer.

33. The computer-usable storage medium as recited in
claim 31 wherein said relay peer replicates said portion of
said communication and sends said replicated said portion to
a plurality of other user devices.
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34. The computer-usable storage medium as recited in
claim 31 wherein said first user device is a user computer
system and said second user device is a handheld mobile
device.

35. The computer-usable storage medium as recited in
claim 31 wherein said receiving

said portion of said communication from said first user
further comprises:
transcoding said portion of said communication to

change a resolution of said communication.

36. The computer-usable storage medium as recited in
claim 31 wherein said sending said portion of said commu-
nication further comprises:

sending only said base layer to said second user device; and

sending said base layer and said enhanced layer to a third
user device.

37. A system for communicating in a peer-to-peer com-

puter environment, said system comprising:

a tracker peer configured to send a list of potential relay
peers upon a request from a user device;

a first user device configured to contact said tracker peer to
obtain said list of potential relay peer and further con-
figured to send and receive a communication to at least
one relay peer selected from said list of potential relay
peers;

a second user device configured to send and receive said
communication from said at least one relay peer,
wherein said second user device has capabilities dispar-
ate to the capabilities of said first user device;

said at least one relay peer configured to receive said com-
munication from said first user device and transcode said
communication into a base layer and an enhanced layer
and sending base layer to said second user device and
sending said enhanced layer to said second user device
upon a confirmation of said second user device that
second user device meets a minimum capability require-
ment.

38. The system of claim 37, further comprising:

a central server configured to replace said tracker upon a
failure of said tracker peer and configured to replace said
at least one relay peer upon failure of said at least one
relay peer.

39. The system of claim 37, further comprising:

a second relay peer configured to replace said at least one
relay peer upon failure of said at least one relay peer.
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