US005845077A

United States Patent [ (1] Patent Number: 5,845,077
Fawcett 451 Date of Patent: *Dec. 1, 1998
[54] METHOD AND SYSTEM FOR IDENTIFYING 5,495,411  2/1996 Ananda .........cececvenennnne 395/232
AND OBTAINING COMPUTER SOFTWARE 5,528,490  6/1996 Hill .
FROM A REMOTE COMPUTER 5,548,645  8/1996 Ananda .......c..ecceoveevieieieniienienne 380/4
5,586,304 12/1996 Stupeck, Jr. et al. .
[75] InVentOr: Philip E. Fawcett, DuVaH, waSh. 22222233% 1;;1223 E(C)(I)jl(aital .............................. 707/200
[73] Assignee: Microsoft Corporation, Redmond, OTHER PUBLICATIONS
Wash. Mori et al., “Superdistribution: The Concept and the Archi-
[*] Notice:  This patent issued on a continued pros- tecture”, The Transaction of the Ieice, vol. E73, No. 7, pp.
ecution application filed under 37 CFR 11.33._1146 (Jul. 1990).
1.53(d), and is subject to the twenty year Williams, “Internet Component Download,” Microsoft
patent term provisions of 35 U.S.C. Interactive Development, 49-52, Summer, 1996.
154(a)(2). Rozenbilt, “O,A & M Capabilities for Switching Software
Management” IEEE Global Telecommunications Confer-
[21] Appl. No.: 562,929 ence, 1993, pp. 357-361.
. Primary Examiner—Tod R. Swann
[22]  Filed: Nov. 27, 1995 Assistait Examiner—Fred F. Tzeng
[51] TNt CLO oo GOGF 7/00  Attorney, Agent, or Firm—Klarquist Sparkman Campbell
[52] US.CL ... 395/200.51; 364/221; 364/221.7, ~ Leigh & Whinston, LLP
364/222.81; 364/259; 395/712; 395/200.09 [57] ABSTRACT
[58] Field of Search ..........ccccoecnueee. 395/712, 200.09,
395/200.51, 232; 364/479.01; 380/4 Creators of computer software provide the most up-to-date
versions of their computer software on an update service. A
[56] References Cited user who has purchased computer software calls the update
service on a periodic basis. The update service automatically
U.S. PATENT DOCUMENTS inventories the user computer to determine what computer
4,796,181  1/1989 Wiedemer .....coooooooooercerveroerie, 364/406 ~ software may be out-of-date, and/or need maintenance
5,047,928  9/1991 Wiedemer ... 364/406 updates. If so desired by the user, the update service com-
5,142,680  8/1992 Ottman et al. .c..cooverrerecrerecenne 395/712 puter automatically downloads and installs computer soft-
5,155,484 10/1992 Chambers, IV . ware to the user computer. By making periodic calls to the
5,155,680 10/1992 Wiedemer ............................... 364/406 update service, the user always has the most up-to-date
5,155,847 10/1992 Klroua.c etal. i, 395/200.09 computer software immediately available. The update ser-
g’gg;’gé %ﬁggz Eilszcl;llzlr elal s 364/479.04 vice may also alert the user to new products (i.e. in(.:luding
5367686 11 /1994 Fisher ei al. . new help files, etc.), and new and enhanced versions of
5388211  2/1995 Hornbuckle .......ooovcrr. 39s/712  existing products which can be purchased electronically by
5,300,247  2/1995 Fischer . a user from the update service.
5421,009  5/1995 PLAtt oo 395/712
5,473,772 12/1995 Halliwell et al. . 24 Claims, 5 Drawing Sheets

10
/ -
j———————————— = === ——n INPUT
I Kts COMPUTER 12 14 l DEVICE
I £ I'| (KEYBOARD
| [MEMORY SYSTEM CPU { ,
| 24 1| POINTING
~ AN DEVICE,
: ALU- 17| MODEM,
MAIN 22] | NETWORK
' MEMORY 22 | | CONNECTION,
| ze\ | ETC.)
| N " ( > REGISTERS | | |
! 30 l
| || oureut
I 28 DEVICE
| SECONDARY ™ conTroL !
| STORAGE unm  [TCP  (DispLAy,
| 22! | PRINTER,
| 2 I MODEM,
| || NETWORK
L | | CONNECTION,
———————————————————— ETC.)
20"

Peloton Interactive, Inc.
Exhibit 1020
Page 001



U.S. Patent Dec. 1, 1998 Sheet 1 of 5 5,845,077

10
/ -
j————————————————= — =" INPUT
| ¢  COMPUTER 12 14 | DEVICE
| /1 ‘ : OARD
| [MEMORY SYSTEM CPU (KEYB ;
| 24 || POINTING
l N oA kel DEVICE,
| MODEM,
| MAIN 22| | NETWORK
| MEMORY 99 | | CONNECTION,
I 26\\ | ETC.)
' N ) ( , REGISTERS |
I 30 l
| || ourpur
I 28 DEVICE
| SECONDARY ™ CONTROL |
| STORAGE unit  [TC™  (DisPLAY,
| 22| | PRINTER,
| 29 || MODEM,
| || NETWORK
L | | CONNECTION,
———————————————————— ETC.)

20"

Peloton Interactive, Inc.
Exhibit 1020
Page 002



U.S. Patent Dec. 1, 1998

Sheet 2 of 5 5,845,077

FIG. 2

/_38

UPDATE SERVICE
COMPUTER1__ 4,
-

SERVER

USER COMPUTER 1

Ao

/40 34
»
= =
UPDATE SERVICE @ED\
COMPUTER N USER COMPUTER N
UPDATE SERVICE
COMPUTER USER COMPUTER

- 52\ 34

54 50

Peloton Interactive, Inc.
Exhibit 1020
Page 003



U.S. Patent Dec. 1, 1998 Sheet 3 of 5 5,845,077

(START) FIG. 4A SERVICE /76

UPDATE
APPLICATION 5
SENDS Fio
USER BEGINS SUMMARY s
UPDATE L REPORT TO
ACCESS 56 USER UPDATE
SEQUENCE APPLICATION
A
USER LAUNCHES USER SERVICE UPDATE
UPDATE APPLICATION | . APPLICATION FLAGS |—,
58 AVAILABLE SOFTWARE
A 4
USER CHOOSES P i
CO;;'E:JI'DON 60 SERVICE UPDATE
APPLICATION Y,
ANALYZES USER
INVENTORY DATA
y
USER UPDATE ]
APPLICATION TRIES TO
CONNECT TO UPDATE /—\62

SERVICE COMPUTER
USER UPDATE

APPLICATION SENDS )
70

INVENTORY DATA TO
SERVICE UPDATE
UPDATE SERVICE APPLICATION
COMPUTER LAUNCHES | —
SERVICE UPDATE 64
APPLICATION :
A
TWO-WAY SERVICE UPDATE
COMMUNICATIONS > APPLICATION
PATH SET UP BETWEEN REQUESTS USER |/ 3o
USER AND UPDATE ™ UPDATE APPLICATION
SERVICE COMPUTER INVENTORY USER

66 COMPUTER

Peloton Interactive, Inc.
Exhibit 1020
Page 004



U.S. Patent

USER UPDATE
APPLICATION
CREATES
OUTPUT
REPORT

OUTPUT
REPORT
EMPTY?

Dec. 1, 1998 Sheet 4 of 5 5,845,077
—78 _
EROM FI1G. 4B
FIG. 4A
8
80 e
USER

COMPUTER IS
CURRENT AND
UP TO DATE

A

A

NO
Y %i%‘:?g SERVICE
DISPLAY APPLICATION UPDATE
DESCRIPTIONS DOWNLOADS APPLICATION
OF AVAILABLE ALL COMPUTER DOWNLOADS
COMPUTER |—82 SOFTWARE AND INSTALLS
SOFTWARE CHOSEN ALL COMPUTER
BASED ON . SOFTWARE
OUTPUT REPORT NO o6 CHOSEN
A
! 94J
USER CHOOSES YES—|
WHICH
COMPUTER
SOFTWARE TO | 86 92
DOWNLOAD YES
USER UPDATE
APPLICATION
MAKES BACKUP UPDATE
COPIES AND USER
LOGS ALL COMPUTER
AFFECTED IMMEDIATELY? 90
SOFTWARE
COMPONENTS
NO
\ 4 /—98
COLLECT
END L RE-CONNECT
f INFORMATION
FROM USER

Peloton Interactive, Inc.
Exhibit 1020
Page 005



U.S. Patent Dec. 1, 1998 Sheet 5 of 5 5,845,077

FIG. 5

DELAYED TRANSFER
( START )

UPDATE
SERVICE
COMPUTER RE- -~
CONNECTS TO 100
USER
COMPUTER

v

SERVICE
UPDATE
APPLICATION
REQUESTS
USER UPDATE |~
APPLICATION | 402
BE LAUNCHED
ON USER
COMPUTER

v
USER UPDATE
APPLICATION
CREATES NEW
DIRECTORY FOR |
COMPUTER 104
SOFTWARE
Y
COMPUTER
SOFTWARE AND
INSTALLATION
APPLICATION |~
DOWNLOADED | 106
TO THE USER
COMPUTER
Y

UPDATE

SERVICE
COMPUTER
DISCONNECTS

FROM USER
COMPUTER

108

Peloton Interactive, Inc.
Exhibit 1020
Page 006



5,845,077

1

METHOD AND SYSTEM FOR IDENTIFYING
AND OBTAINING COMPUTER SOFTWARE
FROM A REMOTE COMPUTER

FIELD OF INVENTION

The present invention relates to a system for automati-
cally identifying software that may be appropriate for instal-
lation on a computer and for making that software available
to that computer. In particular the invention relates to a
remote system that inventories software installed on a
computer, identifies additional software that may be appro-
priate for the computer (e.g. patches, fixes, new versions of
existing software, new software, etc.), and makes the iden-
tified software available to that computer.

BACKGROUND AND SUMMARY OF THE
INVENTION

The continual and rapid development of computers, com-
puter software and related technology has revealed many
problems with the typical distribution channels for computer
software. For example, computer software, the coded
instructions that control a computer’s operation, are con-
stantly and incrementally being upgraded and improved.
The computer hardware and operating system environment
on which the computer software is used is continually being
changed, which requires additional changes in the computer
software (e.g. new device drivers, new operating system
calls, etc.).

A computer software developer will typically release an
initial version of a software product. Thereafter, as new and
improved computers and peripherals are developed, the
software product will commonly be upgraded so as to take
full advantage of the increased capabilities of the hardware.
In addition, a software developer, to remain competitive,
will often upgrade the software product to provide new
features and functionality.

With the ever increasing pace of advancement in com-
puter related technologies, software developers compete to
be the first to offer a new feature or upgrade. As a result,
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users. However, given the rapid pace of software
development, this manner of distribution is frequently insuf-
ficient. For example, it is not uncommon that defects are
detected and fixes created shortly after a software product is
introduced to the public. However, the software products
that remain in the distribution chain contain the defect
without the fix. This situation is frustrating for users who
subsequently purchase the software product that is already
obsolete (i.e. because of the defects).

Software can also be distributed over electronic bulletin
board systems, the Internet, etc. In such systems, a user
connects to the bulletin board and then selects and down-
loads desired software. Such systems allow for rapid updat-
ing of software by simply supplying a new updated version
of the software to the bulletin board. However, such systems
also require a degree of user sophistication and technical
expertise in the selection, downloading and installation of
the new software. Moreover, such systems do not provide a
user that has already obtained a software product with a
simple, automatic way of learning of or obtaining upgrades
or fixes for that product. The software provider may also
have updated help files and other help utilities about which
a user would have no way of knowing.

In accordance with an illustrated embodiment of the
present invention, many of the problems associated with
obtaining computer software are overcome. A user, with a
user computer is allowed to access (e.g. with a modem, an
Internet connection, etc.) an update service at a remote
location on which is stored a variety of computer software.
When a user accesses the remote update service, an update
service computer conducts an automatic inventory of the
computer software on the user computer. The data collected
from the inventory of the user computer software is then
used to make comparisons to database entries from a data-
base on the update service computer. The database entries
contain information about computer software available on
the update service computer. The comparison is conducted
to identify software available from the remote update service
that might be appropriate for installation on the user com-
puter (i.e. new computer software, new versions of existing

40

sometimes software products are made available to the computer software, patches or fixes for existing computer
public with unknown errors or defects. Similarly, software software, new help files, etc.). After the comparison is
products that work as intended on a particular computer with completed, the update service computer makes the computer
a particular configuration, may fail when installed on a software stored at the remote update service computer
different computer having a different configuration (e.g. 45 available to the user.
different hardware, peripherals, operating systems, etc.). In one aspect of the invention, available computer soft-
Software developers frequently provide fixes for their soft- ware can be downloaded from the remote update service
ware products to correct defects that were undetected or computer and installed immediately on the user computer.
unanticipated at the time the software product was released. Another aspect of the invention allows the update service
Fixes are also provided to allow the software pI'OdU.Ct to 50 Computer to contact the user Computer at a later, more
function correctly on a new computer or with a different convenient time, re-establish two-way communications,
operating system environment. then download and install available computer software on

However, it is often difficult for software developers to the user computer. If a delayed download is requested, the
make upgrades and fixes available to users. This difficulty user will provide access information (e.g. phone number,
not only deprives the user of access to the most reliable and 55 network address, a file of commands to execute to logon the
up-to-date software products, it can result in lost sales to the user computer, etc.) to the update service computer which
software developer and can damage the goodwill and the allows the remote update service computer to re-connect to
development of a long term relationship with a customer by the user computer. The transfer may use an encryption
releasing a flawed or deficient software product. scheme to permit safe transfer of the software to the user

Commonly, mass distribution of commercial software 60 computer.
products is accomplished by copying the software product In yet another aspect of the invention, the system will
onto storage media (e.g. CD-ROMs, floppy disks, magnetic allow a user to purchase the available computer software
tapes, etc.). To take advantage of economies of scale, electronically. The user, for example, provides credit card
typically a large number of copies of the software product information, debit card information, an account number to
are made during the manufacture of a particular software 65 bill, etc. to the update service computer. Secure transaction

product. Then, the storage media containing the software
product is provided to distributors and retailers for sale to

technology and/or digital signatures are used to safeguard
the payment information. After verifying the payment

Peloton Interactive, Inc.
Exhibit 1020
Page 007



5,845,077

3

information, the update service computer permits transfer of
the computer software.

The update service has several advantages. A user is
automatically provided with information about the available
versions of computer software as result of the inventory
conducted by the update center computer. If the version of
the computer software on the user computer has defects that
are known and have been corrected, the user is alerted to this
fact and is offered an up-to-date version of the computer
software. The user is also alerted to the availability of new

4

puter system 10 with a computer 12 that comprises at least
one high speed processing unit (CPU) 14, in conjunction
with a memory system 16, an input device 18, and an output
device 20. These elements are interconnected by a bus
structure 22.

The illustrated CPU 14 is of familiar design and includes
an ALU 24 for performing computations, a collection of
registers 26 for temporary storage of data and instructions,
and a control unit 28 for controlling operation of the system
10. Any of a variety of processors, including those from

. N 10 0 .

computer software, or enhanced versions of existing com- Digital Equipment, Sun, MIPS, IBM, Motorola, NEC, Intel,
puter software, and can purchase them electronically. In Cyrix, AMD, Nexgen and others are equally preferred for
either case, the most up-to-date versions of computer soft- CPU 14. Although shown with one CPU 14, computer
ware are available for downloading to users. system 10 may alternatively include multiple processing

The available versions of the computer software can also is units.
be automatically installed on the user computer. Since it is The memory system 16 includes main memory 30 and
no longer necessary for the user to install the computer secondary storage 32. Illustrated main memory 30 is high
software, the incidence of user related installation problems speed random access memory (RAM) and read only
is greatly reduced. It is also not necessary for the user to memory (ROM). Main memory 30 can include any addi-
obtain or save any storage media since the computer soft- tional or alternative high speed memory device or memory
ware is downloaded directly to the user computer. If the 20 circuitry. Secondary storage 32 takes the form of long term
computer software installed on the user computer ever gets storage, such as ROM, optical or magnetic disks, organic
gormpted, the user can cal.l the update service (e.g. for some memory or any other volatile or non-volatile mass storage
limited number of iterations) and download a new (and tem. Th Killed in the art will iz that
up-to-date) copy of the computer software. system. 1hose skified I the art Wil recogiuze thal memory

¢ sy . 16 can comprise a variety and/or combination of alternative
In addition to providing benefits for the user, the illus- 25

trated embodiment of the invention provides benefits to the
developers of the software. The developers of the computer
software save support, distribution, and advertising costs. A
user who calls the update service automatically obtains
up-to-date versions of available computer software, and may

components.

The input and output devices 18, 20 are also familiar. The
input device 18 can comprise a keyboard, mouse, pointing
device, sound device (e.g. a microphone, etc.), or any other
device providing input to the computer system 10. The

never encounter defects which would have been encountered * output device 20 can comprise a display, a printer, a sound
using an earlier, defective version of the computer software. device (e.g. a speaker, etc.), or other device providing output
As a result, a user will require less support from the to the computer system 10. The input/output devices 18, 20
developers of the software will be more satisfied, and be can also include network connections, modems, or other
more willing to purchase future versions of computer soft- 35 devices used for communications with other computer sys-
ware. Since the computer software is downloaded to the user tems or devices.

g?f??tl)ltir, the d::velofpers of the Compfutther softwaie ma%’t save As is familiar to those skilled in the art, the computer
have 10 be copied 10 storage media and disirbuted. 11 ol n e 17 OPerAting system and at least
addition, since the user is also alerted when new computer software which controls. the computer system’s operation
software, and/or new versions of existing computer software 40 d the allocati £ Th Licati .
are available, the software developers may also save adver- and the allocalion of resources. Ahe appication program 15
tising costs. a set of software that performs a task desued by the user,

The foregoing and other features and advantages of the making use of computer resources rpade e}vallabl.e through
illustrated embodiment of the present invention will be more the operating system. Both are resident in the illustrated
readily apparent from the following detailed description, 45 MEMOTY system 16.' . . .
which proceeds with reference to the accompanying draw- In accordance with the practices of persons skilled in the
ings. art of computer programming, the present invention is

described below with reference to symbolic representations
BRIEF DESCRIPTION OF THE DRAWINGS of operations that are performed by computer system 10,

FIG. 1 is a block diagram of a computer system used to 5o unless indicated otherwise. Such operations are sometimes
implement an illustrated embodiment of the present inven- referred to as being computer-executed. It will be appreci-
tion. ated that the operations which are symbolically represented

FIG. 2 is a block diagram showing the update service include the manipulation by CPU 14 of electrical signals
center and the remote user computers. representing data bits and the maintenance of data bits at

FIG. 3 is a block diagram showing the access processes on 55 MeEmory locatipns In memory system 1.6, as well as oth.er
the user and update service computers. processing of signals. The memory locations where data bits

FIGS. 4A—4B are a flow chart showing an illustrative are rqaintained are physi.cal locations Fhat have particular
sequence which is followed when a user calls the update electrl.cal, magnetic, OPncaL Or 0rganic propertics corre-
service. sponding to the data bits.

FIG. 5 is a flow chart showing an illustrative sequence 0 As is shown in FIG. 2, the illustrated embodiment of the
which is followed when the update service re-connects to a invention consists of one or more user computers 34 which
user computer. are connected over communications links 36 to an update

service center 38. The update service center consists of one
DETAILED DESCRIPTION OF AN or more second remote computer(s) 40, one or more com-
ILLUSTRATED EMBODIMENT 65 munications links 36, and one or more databases 42.

Referring to FIG. 1, an operating environment for the
illustrated embodiment of the present invention is a com-

The update service center 38 consists of one or more
computers 40 (e.g. the computer that was described in FIG.
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1) which are capable of simultaneous access by a plurality
of user computers. If a plurality of update service computers
are used, then the update service computers may be con-
nected by a local area network (LAN) 44 or any other similar
connection technology. However, it is also possible for an
update service center to have other configurations. For
example, a smaller number of larger computers (i.e. a few
mainframe, mini, etc. computers) with a number of internal
programs or processes running on the larger computers
capable of establishing communications links to the user

6

two-way data transfer. As the user update application 48 on
the user computer 34 tries to establish a two-way commu-
nications link 36 to the update service computer 40, the
update service computer starts a service update application
(SUA) 48. The service update application on the update
service computer then tries to establish a two-way commu-
nications link to the user update application on the user
computer. This is shown by the dashed lines 52 in FIG. 3.
This communications link can be established with a network

L 10 protocol stack, (e.g. TCP/IP) through sockets, or any other
computers. The update service center may also be connected two-way communications technique known in the art.
toa relrlr}ote nett\lyo;k.(e.g. thf;llnterget) ora rzemotfl site (¢.g. After establishing a two-way communications link, the
a satellite) (whic 18 Ot shown 1n FIG. 2). .T ¢ remote service update application conducts an automatic inventory
netwo tk or remote site allows the update service center to (i.e. without input from the user) of the computer software
provide a wider variety of computer software than could be on the user computer. The data collected during the inven-
stored at the update service center. One or more databases 42 tory is sent from the. user computer fo the remote update
connected to the update center compuler(s) 40 are used to service computer. The service update application on the
store database entries consisting of computer software avail- update service co.mpu ter compares the inventory data col-
able on the update Service computer(s). The updat.e Service lected from the user computer to data stored in a database on
compuier(s) also contain gph.lrahty of communications links -, the update service computer. The database contains infor-
igms:;zzofs teIlSe]c)ol\rIn rgg;;zi?lgiss CZ%ngﬁiegi%}lmf(; ifnrz mation on available computer software available from the
. ’ ; ¢ update service. The update service computer then creates a
relay connections, etc.), network connections (e.g. Internet, summary and sends the summary to the user computer. The
etc.), satellite connections (e.g. Digital Satellite Services, summarv 54 is then presented to the user b the.user
etc.), wireless connections, two way paging connections, ,s y P y

etc., to allow one or more user computers to simultaneously
connect to the update service computer(s). The connections
are managed by an update server 46.

After a user computer establishes two-way communica-
tions with the update service computer, an inventory of
computer software on the user computer is completed with-
out interaction from the user, sent to the update service
computer, and compared to database entries on the update
service computer. The database entries from the database
connected to the update service computer contain informa-
tion about computer software which is available to a user.
After the comparison, the user computer is sent back a
summary of available computer software which is displayed
for the user. The summary contains information such as the
availability of patches and fixes for existing computer
software, new versions of existing computer software, and
brand new computer software, new help files, etc. The user
is then able to make one or more choices from the summary
of available computer software, and have the computer
software transferred from the update service computer to the
user computer. The user may choose to update on the fly, or
store update information for future update needs.

As is shown in FIG. 3, running on the update service
computer(s) 40 is one or more service update applications
(SUA) 48 that will communicate with a user update appli-
cation (UUA) 50 on the user computer when the update
service is contacted by the a user with a user computer. The
user update application 50 is a computer software program
that is capable of initiating, establishing and terminating
two-way communications with an update service application
on the update service computer. The service update appli-
cation 48 is a computer software program which is also
capable of initiating, establishing and terminating two-way
communications with a user update application on a user
computer.

To access the update service center 38, a user starts a user
update application (UUA) 50 on the user computer 34 to
begin the access process. The user update application 50
tries to establish a two-way communications link 36 with an
update service computer 40 using a modem, a network
connection (e.g. Internet), etc. However, this access can also
be completed by a variety of other methods which provide

30

35

40

45

50

55

60

65

computer. The summary contains information about com-
puter software available on the update service computer
such as the availability of patches and fixes for existing
computer software, new versions of existing computer
software, and brand new computer software, etc. In addition,
the availability of agent help files, wizards, inference engine,
and other operating system components will be listed in the
summary.

The illustrated embodiment of the invention is imple-
mented in the Microsoft Windows 95 operating system by
the Microsoft Corporation of Redmond, Wash. using a
modem, or an Internet network connection, for access to the
update service computer. The invention can likewise be
practiced with other operating systems and other access
technologies that allow two-way data transfer.

As is shown in the flowchart in FIG. 4A, a user begins the
access sequence (56) to an update service by launching a
user update application included in the Windows® 95 oper-
ating system. However, the user update application can also
be any application that is capable of two-way
communications, and run under other operating systems.
The user update application allows the user computer to
establish a two-way communications path for access to the
update service computer.

When the user update application starts (58), the user is
shown optional help information which instructs the user on
how to establish a connection between the user computer
and the update service computer. The actual connection
configuration is completed by allowing a user to choose the
appropriate connection method (60). For example, the user
may choose to establish the connection with a modem. If a
modem is chosen, the phone number to dial, modem (e.g.
speed, line type, etc.) and communications parameters (e.g.
parity, stop bits, etc.) are then configured. If the user chooses
to make a network connection (e.g. Internet, etc.) to access
the update service, the network address of the update service
and other network parameters are configured. A similar
sequence would be completed for other connection tech-
nologies.

When the user update application attempts to make the
desired connection (60), the update service computer
launches a service update application (64). A two-way
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communications path (66) is set up between the service
update application on the update service computer and the
user update application on the user computer. The service
update application on the update service computer then
requests that the user update application on the user com-
puter conduct an automatic inventory of all computer soft-
ware installed (68) on the user computer.

In the illustrated system, this inventory is done automati-
cally (i.e. without input from the user), and is completed by
assigning the inventory task to a Windows 95 operating
system process thread on the user computer. The operating
system thread completes the task in the “background” while
the user is performing other activities in the “foreground”
(e.g. choosing options from the user update application). In
reality, there are no real background and foreground

10

8

software available from the update service. A fourth option
may be to check only for new versions of specific computer
software or groupings of computer software installed on the
user computer. A fifth option may be to check the update
service computer for information on new computer software
(i.e. brand new products, not new or enhanced versions of
existing products). A sixth option may be to check only if
there are new help files, or other new support data available.
This list of options is not intended to be all inclusive, as
other options can be added to provide additional update
service functionality. Based on user input, the user update
application creates an output report (78) (FIG. 4B) based on
the option(s) chosen by the user and the summary report
created by the service update application. The service update

’ ' 15 application can also create the output report directly, using
processes,h]us(ti a nltllr.n?ler of opereEtlon system prpffle(iss and default choices with no input at all from a user.
povs il whih e i, fr s petied 1y cutput rport s ot mpy (80, second opios
the art ar}lld arc puse d i%l Zther '0 cratine svstems such as report is created and displayed for the user providing a short
Windows NT bv Microsoft. an deS ” tg> %/BM However description that summarizes the computer software available
other operatin ys stem tect,lni s coulg also Be used tc; 20 from the update service (82). This second optional report is
accom Iljish th eg in}\lfentor on tt?e user computor used by the user to determine what computer software on the
P ) yon putet. user computer will be updated, if any. If the output report is
During the inventory, data is collected about all computer empty, the computer software on the user computer is
software 1pstalled on th? user computer. Data such as the current and up-to-date (84), so no further action by either the
software t.1tle, date, version, file size, file checksum, direc- ,5 update service computer or the user computer is required.
tory location on the user computer, etc. are col.lect.ed. After If the output report is not empty, then the user is asked fo
the inventory is complete, the user update application segds choose which available computer, software shown in the
(7(()1) the 1nvi:p tory data fr?lm theduser compuer to the serwﬁe output report, if any, will be downloaded and installed on the
update application on the update service computer. The i > . .

: S : user computer (86). No software is downloaded without the
service update application compares the user inventory data 3; user’s e?missi(on )I f one or more computer software Comm.
from the user computer to database entries in the computer pert o putel
software database to automatically analyze the computer ponents (i.e. pieces or parts of the available computer
software stored on the user computer (72). The database §0ftware) are chosen by the user, the user update application
connected to the update service computer has entries which 15 Enstructed to make backuﬁ) copies of all of th; Comﬁufr
contain information about available computer software. The 35 scf)ftwage cognponents lon ; © Eser corgputer that w1 hi E
database entrifshalso identify eflnd des.critl)ea.for example, 20;§itérasrz)ft$§:;iv ?llct))% rsglzczdu(sgg) E}%f%?éﬁﬁ% Zz)plizs
components of the computer software, including new com- ) A

. : and the log can be used by the user to restore the original
puter software, patches, fixes, new help files, wizards, infer- version ofgthe computer Sthware components on theguser
ence engines, other operating system components, updates " dp . p) P
as well as enhancements and new features of existing 4q computer if a nee arlse§ to do so. )
computer software. The database entries describing new The user has the option of choosing none, one, or a
computer software may also include entries describing brand ~ humber of computer software components to download and
new cc(;mpu(;er softwar.e (i.le. corppute)r software that is newly gi)s\fjélbifieéhz nl(;Stin(;fa ﬁ;’gll{asbllz ] ;ng;teis :r()f:lzgreh at: tEZ
created, and not previously existing). " : » W

Any computer software installed on the user computer 45 zﬁgc())sne:fa?lelizgleg(itigfeuggiiilfaz lit;; tlllrsI:; (izog.sllqictih?futs;é
which is listed in the database on the update service com- ) >
putf;r (e.g. out-of-date and/or (req;lire a maintenance update, zsgéc:hggsstﬁﬁﬁf;:;Ol(l;g)ﬂ?&ﬁﬂﬁ%&ﬁ?mer soft-
etc.) is flagged as available (74). The user computer may :
also contain computer software that is not known by the If immediate installation is chosen, the service update
update service. If the user computer contains computer so application on the update service computer downloads the
software which is unknown to the update service computer, available .software to the user computer and 1pstalls the
this computer software is marked as unknown by the update software in the proper place (.. in the proper directory or
service computer. After the service update application com- subdirectory) on the user computer (94). Alog is also created
pletes the analysis of user computer software, a summary that records what computer software was downloaded to the
report is sent back to the user computer from the update 55 USEr computer. If immediate installation is not chosen by the

service computer (76).

In the illustrated system, the user can choose from several
update service options. One option may be to check for
maintenance updates for all computer software installed on
the user computer that is known by the update service. A
second option may be to check only specific computer
software, or a specific group of computer software stored on
the user computer for maintenance updates. For example, if
the user wanted to check and see if there were any mainte-
nance updates for a particular word processing program,
option two would be selected. A third option may be to check
whether there are any new or enhanced versions of computer

60

65

user, the user can save any update information, and continue
with other tasks before deciding when to download any
software chosen by the user.

If the user chooses a delayed update, the user provides
re-connect information (98) that allows the update service
computer to re-connect to the user computer at a more
convenient time (e.g. midnight, etc.) and complete the
downloading and installation at that time.

As part of the re-connect information, the user may create
alogon script using an automated macro language to provide
the logon sequence to be used, and the directory to be used
to download the software chosen by the user. The logon
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script and the time the user wishes to have the chosen
software downloaded are then sent to the update service
computer, and stored in an update service computer data-
base. At the appropriate time chosen by the user, the update
service will execute the logon script to re-connect to the user
computer, and download the chosen software in the proper
directory. An encryption scheme may also be used to permit
safe transfer of the software to the user computer.

The user also has the option of choosing a logon method

10

the user can also choose to have the computer software
automatically installed by the update service when it
re-connects to the user computer (but, user permission is
always obtained and recorded first). In this case, the instal-
lation application is not downloaded to the user computer.
However a log is created so a user can determine what
available computer software was downloaded and installed.

As was described above, the third, fourth, and fifth
options allow a user to check for new versions of existing

different then the one they are currently connected to the 10 computer software, or new computer software available
update service center with. For example, if a user is con- from the update service. If a new version of existing
nected to the update service center with a modem, the user computer software, or new computer software is available,
may choose to have the chosen software downloaded at a the user is asked if they wish to purchase the computer
later time using a network connection (e.g. Internet, etc.) software. If so, the appropriate fee is requested from the
However, the user’s computer must be capable of accepting 15 user. The user can pay the fee electronically by transmitting
software with a different connection method. credit card information, debit card information, billing

To allow a re-connection using a modem, the user would account information, etc. to the update service computer
enter the phone number of the phone line attached to the user ~ from the user computer. Digital signatures, secure (ransac-
computer and send this information to the update service 0 tion technology, or an encryption scheme may also be used

computer. The user would leave the user computer and
modem on, and set the communications software in an
answer mode to answer any incoming calls. For a network
re-connection, the user would provide the update service
computer the user network address and set the network

to collect payment information from the user. Once the fee
information is collected by the update service computer and
is verified, the user can choose between immediate or
delayed downloading of the new, or new version of the
computer software following steps (88-98) (FIG. 4B)

software in a host mode to process any network connection 25 described above.
attempts. Since new versions of computer software are typically
The delayed downloading is illustrated in the flow chartin ~ very large, the user will be informed that a delayed instal-
FIG. 5. To complete the delayed downloading, the update lation is probably most efficient for the user. If a delayed
service computer launches a service update application that 0 installation Pf a new product is chosen, the update service
tries to re-connect (100) to the user computer. The update computer will then re-connect to the user computer at a later
service application will use the information provided at an ~ time and download the new version of the computer soft-
carlier time by a user (eg modem logon informaﬁon, ware as was shown in FIG. 5. In the illustrated embodiment,
network logon informaﬁon, a logon Script, etc.). If the the update service uses a dlgltal satellite service hl'lk, or
connection is successful, a service update application on the . Some other higher bandwidth connection to transfer the
update service computer asks the user computer to launch a computer software to the user computer whenever possible.
user update application to re-establish a two-way commu- If the user chooses not to pay for a new version of
nications path (102). The re-connect to the user computer computer software when the update service is called, addi-
may be completed using a different access method than was tional data from which the user can obtain more information
used during the original user computer-update service com- 40 0D the new computer software is displayed. For example, the
puter connection. For example, the update service computer information may contain a summary of the features of the
may request a digital satellite system re-connect to the user new computer software and the information may also con-
computer instead of the update service computer. A different tain a list of retail outlets close to the user where the user
access method is typically chosen to provide the most may then purchase a new version of computer software on
efficient and greatest bandwidth data transfer between the 45 Storage media if desired. Some users may prefer to obtain
update service computer and the user computer. the computer software on storage media and call the update
After establishing a new two-way communications path, service to obtain up-to-date versions of the computer soft-
the user update application creates a new directory (104) on ware.
the user computer, where the computer software is trans- With automatic downloading and installation of computer
ferred and stored (106). A log is also created to document 5, software from the update service, the user is relieved from
what available computer software was transferred to the user the burden of obtaining computer software (e.g. on storage
computer. Included with the downloaded computer software media, by downloading from a bulletin board or on-line
is an installation application that will be used later by the service, etc.), and installing the computer software on the
user to install the computer software. When the transfers are user computer. Once a user purchases computer software,
complete, the update service computer terminates the con- 55 periodic calls to the update service will keep the user current
nection to the user computer (108). An encryption scheme and up-to-date.
may also be used to permit safe automated transfer of the It should be understood that the programs, processes, or
software to the user computer. methods described herein are not related or limited to any
When the user is ready to install the computer software particular type of computer apparatus, unless indicated oth-
(e.g. the next morning if the computer software was trans- g erwise. Various types of general purpose or specialized
ferred and installed in the middle of the night), the user computer apparatus may be used with or perform operations
simply launches the installation application supplied by in accordance with the teachings described herein.
update service computer. Having illustrated and described the principles of the
Leaving the user an installation application to execute is present invention in an illustrated embodiment, it should be
an added safety and security measure for both the user and 65 apparent to those skilled in the art that the embodiment can

the update service. The user computer is not updated unless
the user personally starts the installation process. However,

be modified in arrangement and detail without departing
from such principles. For example, elements of the illus-
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trated embodiment shown in software may be implemented
in hardware and vice versa. Similarly, hardware and soft-
ware components can be interchanged with other compo-
nents providing the same functionality.

In view of the wide variety of embodiments to which the
principles of this invention can be applied, it should be
understood that the illustrated embodiments are exemplary
only, and should not be taken as limiting the scope of my
invention. Rather, I claim as my invention all such embodi-

12

9. The method of claim 7 wherein the software indicated
by the user software selection is transferred to the first
computer in an encrypted format over a public network.

10. In a computer system having a first computer in
communication with a remote second computer, the second
computer having access to a database identifying software
available to the first computer, wherein at least one item in
the database identifies software installable on the first
computer, a computer implemented method for identifying

ments as come within the scope and spirit of the following 10 computer software available for installation on the first
claims and equivalents thereto. computer, the method comprising, at the first computer:
I claim: conducting an inventory of the first computer, the inven-
1. In a computer system having a first computer in tory identifying at least certain computer software
communication with a remote second computer, the second installed on the first computer;
computer having access to a database identifying software 15 gending from the first computer to the second computer
remotely available to the first computer, wherein at least one the inventory for comparison to the database;
item in the database identifies software installable on the receiving from the second computer a software summary
first computer, a computer implemented method for identi- indicating software available to the second computer
fying computer software available for installation on the first and not installed on the first computer, said software
computer, the method comprising, at the second computer: 20 summary including an alert about a def,ect in soffware
retrieving from the first computer to the second computer on the first computer correctable by software available
an an.entolrly édemglyngg it least ctertam computer soft- to the first computer but not installed thereon; and
ware installed on the first computer; .

comparing the inventory of computer software with the presenting the software Summary on the ﬁ.rst compuer.
deﬁaba;ge to identify chputer s%ftware available to the 2° 1L. A computer readable medlum having computer

. executable instructions for performing the method recited in

first computer and not installed on the first computer; claim 10.

preparing for presentation at the first computer software 12. The method of claim 10 wherein the database iden-
information 1nd1ca.t1ng software available to the first tifies at least one new software product.
cgmput;:r an(f:l not 1n.stfalled on the ﬁ;St (;lomputer; and . 13, The method of claim 10 further comprising:

sending the software intormation to the first computer, .
saidginformation including an alert about a deffI:)ct in recrzls\;filcgﬁgt ﬂisgrrli:: dccs)lrlnnyl)rliltzrr i&iﬁ;ﬁ?o;?ffg ry for
software on the first computer correctable by software .. &P Y ’ .
available to the first computer and not installed thereon. resstéllzztr;% égfegsoorf;ware summary to software in the

2. A computer readable medium having computer execut- g ..
able instrucIt)ions for performing the methgod re(?ited in claim 35 14.The method of claim 10 further comprising:

1. receiving at the first computer a user selection from the

3. The method of claim 1 wherein the software informa- software summary, the user selection indicating desired
tion comprises purchase information associated with soft- software;
ware available to the first computer and not installed on the ,,  backing up software components on the first computer
first computer. affected by the desired software;

4. The method of claim 1 wherein the software informa- downloading the desired software to the first computer;
tion comprises a description summarizing features of new and
software available to the first computer and not installed on installing the desired software on the first computer.
the first computer. . . . 45 15. The method of claim 14 wherein the desired software

. 5. The mpthod of claim 1 wherein the software informa- is downloaded to the first computer with a digital signature
tion comprises a software .tltle, a software date,.a software over a public network.
gersu.)ni. a sofftwgre ﬁlequIZte,’ a 1§?ftware location, and a 16. The method of claim 10 further comprising:
escription of software functionality.

6. T%e method of claim 1 Whereinythe second computer is 50 receiving at the first computer a user s.elec.:tiop from.the
in communication with a third remote computer, the third software summary, the user selection indicating desired
computer having a second database containing database software; and
entries listing a plurality of computer software available to downloading the desired software to the first computer.
the first computer, the method further comprising: 17. In a computer system having a user computer in

consulting the third remote computer to compare the .. communication with a remote update service computer

inventory with the second database, thereby identifying having access toa database 1dent1fy.1ng software ayallable to
computer software available to the first computer and the updatfz service computer, wherein at least one item in the
not installed on the first computer. database 1dept1ﬁes software installable on the user computer,

7. The method of claim 1 further comprising: a computer implemented method for transferring computer

receiving at the second computer a user software selection g software to the user computer, the method comprising:

indicative of desired software; and establishing a first communications s.ession between the
transferring from the second computer to the first com- user computer and the update service computer;
puter software indicated by the user software selection. collecting an inventory during the first session from the

8. The method of claim 7 further comprising: user computer to identify at least certain computer

collecting payment information from the first computer to 65 software installed on the user computer;

pay for the software indicated by the user software
selection.

comparing the inventory of computer software on the user
computer with the database to identify software avail-
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able to the update service computer and not installed on
the user computer;

presenting at the user computer software information
indicating software available to the update service

14
a database containing entries indicative of software avail-

able to the remote computer;

an inventory collector operable for receiving from the
remote computer an inventory of software indicating at

fsgf;i;oin?ngﬁlt diirrllsmilne(ilzrrlt t:tfollllie; (ézrfrégltng’ ssoafitd : least certain software installed at the remote computer;
ware on the user cc%mputer correctable by software a comparer operable for identifying software in the data-
available to the user computer and not installed base and not in the inventory; and
thereon; a report generator operable for generating a summary of
receiving a selection of software from the software infor- 10 the software in the database and not in the inventory for
mation during the first session; presentation to a user at the remote computer, the
saving a list indicating the software selected; summary including an alert about a defect in software
during the first session, retrieving reconnection informa- on the remote computer correctable by software avail-
tion to the update service computer from the user qs able to the remote computer and not installed thereon,
computer for establishing a second communications the report generator further operable for sending the
session with the user computer; summary to the remote computer.
terminating the first communications session, 23. The delivery system of claim 22 further comprising:
est&lblishing a secc;nd co&ngllunica(;ic;ns segsion betweten w 2 selection receiver operable for receiving a user selection
e user computer and the update service computer .
using the recoI;mection informgtion; and i from the summeTry, .. .
transferring during the second communications session ‘ s;)lftv(;farebcollectcliop Coﬁl Ii)rllsmg Eofitiware mdlcate.d bg
software indicated by the saved list from the update the database and insfallable at.t ¢ first computer; an.
service computer to the user computer. a transferor operat?le .for transferring computer s.oftware in
18. The method of claim 17 wherein the second commu- 2° the collection indicated by the user selection to the

nications session is scheduled by a user to automatically take
place at a time more convenient for transferring software
than the first.

19. The method of claim 17 wherein the reconnection

remote computer.
24. A method of updating software earlier installed on a
first computer from a library of software stored on a second
computer, comprising:

: : : i 30 . e L

1pf0rmat10n comprises computer softwar.e billing informa- identifying software earlier installed on the first computer;
?on fOILeCtTd from the user computer using secure transac- identifying to a user of the first computer a software
ion technology. . -

20. The m%:}t/hod of claim 17 wherein the reconnection updatf% that is avallablf? on t.he second c.omputer corre-
information comprises a list of commands executable to sponding fo software 1dent1fled as carlier installed on
establish the second communications session 35 the first computer, and alerting the user to a defect in

21. The method of claim 17 wherein the s e.c ond commu- the earlier installed software that would be correctable
nications session is completed using an access method by installation of said software update; and
different from the first. in response to user authorization, sending said software

22. In a computer, a software delivery system for provid- 0 update from the second computer to the first computer.

ing software to a remote computer, the delivery system
comprising:
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