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(57) ABSTRACT

A data processing device having data input unit for inputting
data, a first processor, and a second processor. The first
processor is set up for receiving and processing data which
are input into the data input unit in a first data input mode,
and the second processor is set up for receiving and pro-
cessing data which are input into the data input unit in a
second, security-related data input mode.
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DATA PROCESSING DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority to German Patent
Application Serial No. 10 2004 062 203.5-53, which was
filed on Dec. 23, 2004, and is incorporated herein by
reference in its entirety.

FIELD OF THE INVENTION

[0002] The invention relates to a data processing device, a
telecommunication terminal and a method for processing
data by means of a data processing device.

BACKGROUND OF THE INVENTION

[0003] Security aspects, especially in the context of data
transmission and data processing, generally in the context of
data communication between two or more telecommunica-
tion terminals are gaining ever increasing importance both in
landline network applications and in mobile applications.

[0004] 1t is of continuously increasing importance for
users of a telecommunication system to protect their per-
sonal data without endangering their private sphere and the
privacy of the personal data. In the context of electronic
business traffic it is also important to reliably protect data
and company asset components and relevant confidential
information and, in particular, to be able to make a remote
access very secure and to perform electronic business trans-
actions in a secure manner.

[0005] Many attacks on computers or, respectively, the
communication between computers, are based on or exploit
weaknesses which, in particular, are inherent in so-called
open operating systems, in particular the possibility in an
open operating system to execute downloaded computer
programs (software) on a respective computer on which the
open operating system is installed. In this connection, par-
ticularly devices having such a computer which provide a
radio interface and have an open operating system installed
such as, for example, a Linux operating system, a UNIX
operating system, a Symbian operating system, a Windows
operating system or a Java platform, are at risk.

[0006] Since malicious computer programs, i.e. computer
programs which cause damage (also-called damaging com-
puter programs in the text which follows) such as, for
example, computer viruses, computer worms or Trojan
Horses have the potential of very rapidly spreading in a
telecommunication network, it is of considerable signifi-
cance to take suitable countermeasures against such threats.

[0007] In many application computer programs in which
financial electronic transactions are provided between one or
more users, it is common to ask a user for his authentication
data such as, for example, a so-called PIN (personal iden-
tification number) code, or, in other words, a sequence of
digits unambiguously identifying a user. A typical example
of this is a mobile radio telecommunication terminal, for
example a GSM mobile radio telephone or a UMTS mobile
radio telephone in which the user enters a PIN code into the
telecommunication terminal and in which the code input is
compared with a corresponding value stored on a smart card
(called SIM (subscriber identify module) in this case) and
the user only obtains access to the functions of the mobile
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radio telecommunication terminal when the PIN code input
corresponds to the stored code. In other application com-
puter programs, it may be required to provide a so-called
WIM (wireless identity module) in order to perform cryp-
tographic operations by using private cryptographic keys.

[0008] As soon as a security-related computer program is
executed on a processor or, in other words, on a computer,
it is of great importance to ensure that no damaging com-
puter program is executed on the platform, i.e. by the
processor, which, for example, monitors data as part of the
authentication procedure, generally as part of a security
service provided. If this cannot be guaranteed, the monitored
authentication data can be used by means of the damaging
computer program during actually unwanted and unautho-
rized electronic financial transactions without the user, who
is actually the only one authorized for such transactions by
using the authentication data, obtaining knowledge of this.

[0009] In general, the problem described above can be
formulated in the following manner:

[0010] How is it possible to achieve a secure authentica-
tion procedure in a system having a number of processors,
where an open operating system is installed in at least one
of the processors.

[0011] According to the prior art, different approaches to
this are known.

[0012] On the one hand, a strict software installation
security policy is provided for safeguarding the authentica-
tion, which reduces the probability of downloading damag-
ing computer programs. This solution is usually based on
utilizing so-called computer program certificates. Only cor-
rectly digitally signed computer programs (application com-
puter programs) may be installed on the system and
executed by the respective processor. This means that the
system must be capable of verifying the digital signature via
the respective computer program and checking the validity
of the software certificate belonging to the computer pro-
gram. The disadvantageous factor in this procedure is, in
particular, the complexity of the security model used. In the
certification process, a large number of different entities are
involved which are not recognizable by the user. This can
finally lead to the user being overtaxed with regard to the
decision whether he trusts a respective software certificate,
and thus a respective computer program, or not.

[0013] According to another approach, so-called antivirus
software is used for protecting a computer against damaging
computer programs, i.e., computer programs are used which
recognize damaging computer programs and provide suit-
able countermeasures for combating the damaging computer
program. In this concept, it is attempted to recognize the
damaging computer programs which have already been
downloaded to the system and to delete these again. This
approach has the disadvantage, in particular, that only
known risks, and thus only known damaging computer
programs, can be countered. In the case of damaging com-
puter programs not yet known to the antivirus computer
program, the system on which the antivirus computer pro-
gram is installed is unprotected against the hazard originat-
ing from the damaging computer program until the antivirus
computer program has been correspondingly updated, in
which update, for example, the new signatures of the dam-
aging computer program are contained and thus recognition
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of this damaging computer program is made possible and
then corresponding countermeasures can be taken.

[0014] In summary, according to the two approaches
described above, it is not easily possible to guarantee that
software downloaded to a computer will not compromise the
computer system security.

[0015] From Tom R. Halfhill, ARM Dons Armor Micro-
processor Report, Aug. 25, 2003, a security expansion called
“trust zone” for the ARMV6 architecture of a microproces-
sor by ARM is known. It is described both there and in EP
1 329 787 A2, that for a single processor, this processor
changes from a non-security-related operating mode into a
security operating mode where in the security operating
mode data, for example passwords, can be input, processed
and displayed in a secure manner. According to Tom R.
Halthill, ARM Dons Armor Microprocessor Report, Aug.
25,2003 and EP 1 329 787 A2, a multiplicity of commands
are necessary for changing into the security operating mode
or to leave this mode. This leads to restrictions with regard
to the data processing speed of the respective computer
system. Furthermore, these approaches require the provision
of special countermeasures, for example the deactivation of
insecure interrupts in the microprocessor, so that the security
operating mode can not be left during the inputting or
processing of the security-related data. For inputting pass-
words or other security-related data, it is necessary to
guarantee that an application computer program can recog-
nize the keys pressed, or access these, or can manipulate the
display of the data input in order to mislead the user into
inputting his password as is the case with Trojan Horse. For
this reason, it is necessary that a data input unit and a data
display unit in the security operating mode can be operated
completely in the security operating mode for guaranteeing
the secure data input or data output, respectively. Mixing
non-secure data and security-related data on the same dis-
play unit, particularly on the same screen, is not possible
according to Tom R. Halthill, ARM Dons Armor Micropro-
cessor Report, Aug. 25, 2003 and EP 1 329 787 A2. Thus,
when inputting the security-related data into a computer
system, it is only possible to a limited extent to convey to the
user a sense of “look and feel” for the application computer
program in the context of the display of the data input.
Furthermore, according to these approaches, it is only pos-
sible with great difficulty and with great technical complex-
ity to develop a suitable interrupt handling for the micro-
processor so that the performance of real-time-critical tasks
is not blocked, for example, due to a data input by a user. For
this reason, it is not sufficient merely to provide a security
operating mode, rather it is necessary to improve the capa-
bilities of the peripheral devices for inputting and for
outputting data in a computer system.

[0016] For safeguarding a personal computer whilst main-
taining openness and flexibility of one of the personal
computers, the “Trusted Computing Group” (TCG) has been
created. The Trusted Computing Group is focused on the
specification of important areas of an overall security solu-
tion, especially a hardware computer chip called “Trusted
Platform Module” (TPM) as described in TPM Main Part 1
Design Principals, Specification Version 1.2, Revision 62,
Oct. 2, 2003. The Trusted Platform Module is a hardware
device by means of which a location which is cryptographi-
cally secure is provided for storing information and by
means of which, furthermore, a set of cryptographic opera-
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tions is provided which are performed in a secured envi-
ronment and by means of which, furthermore, integrity
metrics are stored and reported. A Trusted Platform Module
is only part of the overall security solution for a computer
system. Current trusted keyboards and trusted graphics
display units and processors with improved security features
and corresponding chip sets do not lie within its domain.
Furthermore, it must be noted that the Trusted Computing
Group has focused on the specification of a Trusted Platform
Module for a personal computer. Recently, however, the
Trusted Computer Group has begun to define Trusted Plat-
form Modules also for mobile telecommunication terminals,
for handheld computers and server computers as can be
seen, for example, from R. Meinschein, Trusted Computing
Group Helping Intel Secure the PC, Technology Intel Maga-
zine, January 2004-12-01.

[0017] From EP 1 329 787 A2, a display of a security
operating mode is also known by which the user of the
computer system is informed that the computer is in a
security operating mode. The security display there is a
light-emitting diode which, however, may possibly be over-
looked by a user.

[0018] EP 1056 014 Al describes a system for providing
a trusted user interface. According to this system, a trusted
data display processor is provided, the trusted processor and
a trusted memory being physically and functionally sepa-
rated from the processor and the memory of the actual
computer system.

[0019] Furthermore, a computer-supported games console
is known from US 2002/0068627 Al, in which a security
controller executes a games computer program and conveys
a stream of data display commands to a data display engine
which, in turn, then generates the video display of the game
by means of a video output signal. The video output signal
is transmitted to a video multiplexer within the security
controller. The video multiplexer selects between the games
video output and an audit operating mode video output
under the control of an output selection function. The output
selection function is controlled by the security controller.
According to US 2002/0068627 Al, however, it is not
possible to divide the video output into different areas as part
of the data display, i.e. of the video output to a user, where
the divided data streams can be controlled by different
sources.

[0020] WO 02/100016 Al describes a device for the
secure input of data by means of a keyboard by using a
graphic user interface, the user inputting a security code by
moving a cursor and characters or symbols being selected on
a graphic user interface display by means of a computer
mouse, a touch-sensitive screen or other devices suitable for
this purpose. After each new selection, the symbols and
characters of the graphic user interface are rearranged on the
screens so that the input of the security code cannot be
reconstructed even in the case where the cursor movement
on the screen is detected during input of the security code by
a user.

[0021] In the system described in WO 99/61989 Al, a
trusted data input unit is coupled to a co-processor and a
non-trusted keyboard has a security information display for
indicating a security operating mode.

[0022] US 2003/110402 A1 describes a method for input-
ting a password in a mobile radio telecommunication ter-
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minal. In this method, certain characters are sought in a
password character table which correspond to a counted
number of indications of a specific character key.

[0023] U.S. Pat. No. 5,920,730 describes a computer key-
board arrangement with a chip card interface and with a
keyboard and chip card controller, the signals generated by
means of the keyboard being forwarded by the controller
either to a personal computer or to the chip card interface.

SUMMARY OF THE INVENTION

[0024] A data processing device having a data input unit
for inputting data into the data processing device, a first
processor set up such that, in a first data input mode, it
receives and processes the data input into the data input unit,
the first processor having control over the data input unit in
the first data input mode, and a second processor set up such
that, in a second, security-related data input mode, it
receives and processes the data input into the data input unit,
the second processor having control over the data input unit
in the second data input mode.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] Exemplary embodiments of the invention are
shown in the figures and will be explained in greater detail
in the text which follows.

[0026] FIG. 1 shows a block diagram in which the archi-
tecture of a data processing device according to an exem-
plary embodiment of the invention is shown;

[0027] FIG. 2 shows a sketch of a mobile radio telecom-
munication terminal according to an exemplary embodiment
of the invention;

[0028] FIG. 3 shows a sketch of a mobile radio telecom-
munication terminal according to a further exemplary
embodiment of the invention;

[0029] FIG. 4 shows a sketch of a data processing device
according to yet another exemplary embodiment of the
invention;

[0030] FIG. 5 shows a block diagram of a further data
processing device according to another exemplary embodi-
ment of the invention;

[0031] FIG. 6 shows a message flow chart in which a
variant of the switching between two data input modes is
shown;

[0032] FIG. 7 shows a flow chart in which individual
method steps for providing a secure input in the second data
input mode according to an exemplary embodiment of the
invention is shown; and

[0033] FIG. 8 shows a block diagram in which an alter-
native embodiment of a data processing device is shown.

[0034] If necessary, the same or identical elements are
provided with identical reference symbols in the figures.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS OF THE INVENTION

[0035] The invention is based on an object of creating a
secure input of data in a data processing device.
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[0036] The object is achieved by a data processing device,
a telecommunication terminal and by a method for process-
ing data by means of a data processing device.

[0037] The embodiments of the invention as described
relate both to the data processing device and to the telecom-
munication terminal and the method for processing data by
means of a data processing device.

[0038] A data processing device comprises a data input
unit for inputting data into the data processing device.
Furthermore, a first processor and a second processor are
provided in the data processing device. The first processor is
set up in such a manner that, in a first, preferably non-
security-related data input mode, it receives and processes
the data input into the data input unit. The second processor
is set up in such a manner that, in a second, security-related
data input mode, it receives and processes the data input into
the data input unit.

[0039] A telecommunication terminal comprises a data
processing device described above.

[0040] Furthermore, in a method for processing data, data
are input into the data processing device by means of a data
input unit. The data input into the data input unit are received
and processed by a first processor in a first, preferably
non-security-related data input mode. The data input into the
data input unit are received and processed by a second
processor in a second, security-related data input mode.

[0041] In contrast to the procedures according to the prior
art as described above, the invention does not have the aim
of recognizing, and removing from a computer system,
damaging computer programs or program components
which can monitor confidential data input in an open oper-
ating system environment.

[0042] In contrast to the prior art, an aspect of the inven-
tion is illustratively based on the inputting of confidential,
and thus sensitive data into the system, i.e. into the data
processing system being controlled by means of a trusted
entity within the data processing device, preferably by
means of the second processor. Since it is exclusively trusted
computer programs which run on the second processor,
which is why the second processor is also-called “trusted
core” processor, the implementation according to the inven-
tion guarantees that only trusted computer programs, i.e.
only trusted software, which is used for dealing with and
processing confidential data, can be executed on the second
processor.

[0043] Compared with the general use of software certifi-
cates, the approach according to the invention is particularly
characterized by the fact that it has been recognized that only
a relatively small part of computer programs is security-
related in such a manner that only this small part needs to be
protected with corresponding certificates or other security
measures, for example by the second processor having
stored a small and limited number of computer programs in
a memory only accessible to it, and executing these, where
these computer programs implement and thus provide secu-
rity-related services which will be explained in more detail
in the text which follows. This ensures that only software
with proven and reliable data integrity is executed by the
second processor.

[0044] An aspect of the invention can illustratively be seen
in that a trusted mechanism for secure input of security-
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related, i.e. confidential data such as, for example, of a PIN
code or of a password etc. can be provided to a user of the
system, this mechanism being protected against monitoring
in an open operating system, i.e. in an open computer
environment. Means are provided which define and provide
an operation of the data processing device in a secure
operating mode (second, security-related data input mode)
and an unsecured operating mode (first data input mode).

[0045] The data processing device preferably has the
following components:

[0046] a data input unit, for example a keyboard which,
in the normal operating mode (first data input mode) is
allocated to the first processor, which is preferably set
up as application processor, and which is temporarily
allocated to the second processor (trusted core) within
the data processing device, i.e. is allocated by the latter.

[0047] As an alternative, in the normal operating mode,
the data input unit can forward the symbol input (for
example the data symbol allocated to the key pressed)
directly to the application processor. Once the second
processor is activated for receiving a data input accord-
ing to a request, the data input unit, following an input
of data, will not directly forward these to the applica-
tion processor as in the normal operating mode but
transmits a predetermined adjustable character/data
symbol, preferably for each key pressed, i.e. for each
data symbol input, for example an “*” symbol instead
of the data symbol or character actually input, to the
application processor which outputs it, for example in
a PIN input field in an input mask which is provided by
the application processor and/or the second processor
in a graphical user interface. In this case, it is preferably
provided that control keys, which can be predetermined
for the application processor, for example a deletion
key, are still transferred in their functionality. The data
input, i.e. more accurately each character or data sym-
bol input, are accumulated, i.e. collected, in a memory
or in a part of a memory, where this memory or the part
of the memory can only be written to or read by the
second processor, i.e. it is only the second processor
which has access to this memory or part of the memory.
Once the input of the confidential data has been con-
cluded, the data sequence input is processed by the
second processor, for example compared with a corre-
sponding value or with a plurality of corresponding
values in a comparison table, where the value or values
can be stored, for example, on a smart card or in a flash
memory in plain text or even encrypted. If the com-
parison data are stored in encrypted form, the second
processor has access to a corresponding cryptographic
key and decryption process suitable for decryption. The
normal interrupt mode of the microprocessor is deac-
tivated for these program steps described above, thus
ensuring that only the security service provided for the
data input of confidential data cannot be interrupted and
thus the data input is illustratively “encapsulated”.
Generally, the security service provided in each case is
thus “encapsulated”.

[0048] The second processor preferably displays on a
data display unit that the data processing unit is in the
second data input mode, for example optically (pref-
erably by means of a light-emitting diode, by back-
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ground illumination of the keys etc. or by means of a
symbol (seal) displayed on the data display unit) or by
means of the representation of audio information (pref-
erably of an alarm signal or by means of a sequence of
tones unambiguously identifying the second data input
mode), where it is ensured that the data display unit
(graphical or for outputting audio information) can only
be controlled by the second processor and not by the
first processor, i.e. not by the application processor.
This provides the user in a reliable and simple manner
with the information that the data processing device is
in the second data input mode and the user can thus also
input trusted or confidential data without second
thoughts.

[0049] The data input unit can be one of the following data
input units:

[0050] a keyboard,;

[0051] a data communication interface;

[0052] a touchpad;

[0053] a touch screen;

[0054] a computer mouse; or

[0055] a microphone including a unit for voice recog-

nition, for example a unit for speaker-dependent voice
recognition, and/or a unit for speaker-independent
voice recognition.

[0056] This means that the invention is suitable for any
type of data input, either directly at the data processing
device or via a telecommunication network (landline com-
munication network or mobile radio telecommunication
network). As soon as the input of security-related data has to
be protected, the data processing device, for the purpose of
receiving and processing the confidential data input,
switches to the second processor which is correspondingly
set up and protected for trusted processing of the data input.

[0057] The first processor is preferably an application
processor which is set up for executing application computer
programs in an open operating system, an open operating
system, in this sense, being an operating system which
preferably has at least one communication interface external
to the operating system and is thus vulnerable to external
attacks, for example by means of a computer virus, by means
of a Trojan Horse, by means of a computer worm or
generally by means of damaging computer programs.

[0058] Examples of an open operating system are the
Windows operating system, the Linux operating system, the
Unix operating system, the Symbian operating system or a
Java platform.

[0059] According to another embodiment of the invention,
it is provided that the second processor is set up as so-called
trusted core processor. The second processor is thus illus-
tratively set up in such a manner that it can only execute one
or more trusted computer programs. This can be imple-
mented, for example, by either a certain set of a predeter-
mined number of procedures implementing security in the
form of computer programs being stored by the manufac-
turer in a memory only accessible to the second processor or
by software certificates, which are applied to the security
services to be implemented in each case, i.e. the software
certificates associated with the respective computer pro-
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grams implementing security services, being checked by the
second processor before they are executed in each case and
the program only being executed on the second processor
when the software certificates have been successfully
checked.

[0060] A trusted computer program is preferably an integ-
rity-protected, preferably cryptographically integrity-pro-
tected computer program which, in particular, implements at
least one security-related service, preferably at least one
cryptographic security service.

[0061] The second processor is, particularly when the data
processing device is constructed as telecommunication ter-
minal, especially as mobile telecommunication terminal, a
digital signal processor which is set up for performing one
or more respective security services.

[0062] The second processor is preferably a microcontrol-
ler, for example in the case where a number of microcon-
trollers and possibly also an additional digital signal pro-
cessor are provided in the data processing device, that is to
say, for example, a microcontroller for applications, a micro-
controller for trusted services, for modem services and a
digital signal processor for real-time-critical services, par-
ticularly in the context of digital signal processing.

[0063] It must be pointed out in this connection that it
should be ensured that the operations of the trusted second
processor must not be disturbed by the untrusted first
processor. This can be achieved, for example, by dedicated
main memories for the two processors or when a common
main memory is used by using a memory controller which
is controlled by the “trusted” second processor and can issue
explicit access rights for certain address areas.

[0064] The cryptographic security service is preferably
provided by using at least one cryptographic key, for
example by using at least one private cryptographic key
and/or at least one public cryptographic key.

[0065] In other words, this means that the cryptographic
security service can be implemented both by using a sym-
metric key mechanism and by an asymmetric key mecha-
nism in the respective security service.

[0066] At least one of the following security services is
provided as cryptographic security service:

[0067] digital signature; and/or

[0068] digital seal; and/or

[0069] authentication; and/or

[0070] encryption of data; and/or

[0071] admission control; and/or

[0072] access control; and/or

[0073] prevention of traffic analyses during a data com-

munication; and/or
[0074] hash process.

[0075] In principle, any cryptographic security service
which, in particular, involves an input of security-related,
and thus confidential information by a user into the data
processing device by means of the data input unit, can be
implemented as computer program which is performed by
the second processor.
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[0076] In this manner, a very flexible extendibility of the
data processing device with regard to its cryptographic
usability whilst guaranteeing the protection of the user data
input is implemented, particularly due to the programma-
bility of the second processor.

[0077] According to another embodiment of the invention,
a data display unit is provided for displaying at least a part
of the data input to a user.

[0078] Inthis manner, in particular, an operating “look and
feel” has been achieved for the user for inputs of security-
related data or non-security-related data into the data pro-
cessing device.

[0079] The data processing device is preferably set up in
such a manner that in the second data input mode, the second
processor receives the data input and transmits data, which
are different from the data input, preferably with the same
number of data symbols, to the first processor and/or the data
display unit. In this manner, the usability and, in particular,
the operating “look and feel” is further improved for the user
since he is immediately shown an acknowledgement with
regard to the input made for each input made, for example
for each key pressed even if he is not shown which input he
has actually performed, for example which key he has
actually pressed.

[0080] The data processing device is preferably set up in
such a manner that the data transmitted from the second
processor to the first processor and/or the data display unit
are a sequence of predetermined data symbols, particularly
a sequence of a predetermined data symbol, the number of
data symbols being identical to the number of data symbols
of the data input. Furthermore, the second processor can be
set up in such a manner that it transmits a security mode
display information item in the first processor and/or the
data display unit in the second data input mode. The result
is that the user is reliably provided in a simple manner with
the information that he can input confidential information by
means of the data input unit into the data processing device
without risk.

[0081] The security mode display information is prefer-
ably visual information and/or audio information.

[0082] Furthermore, a process communication unit can be
provided for performing the communication between the
first processor and the second processor during the transfer
of control of the data input unit from the first processor to the
second processor or from the second processor to the first
processor. In other words, this means that according to this
embodiment of the invention, the transfer of the control of
the data input unit or of the receiving and processing of the
data input takes place by means of an inter-processor com-
munication between the two processors.

[0083] This implementation has the advantage, in particu-
lar, that due to the use of mechanisms, known per se, for
communication between two processors, the transfer of
rights can take place in a simple and inexpensive manner in
the context of the secure data input.

[0084] Furthermore, a data input unit driver unit can be
provided which is preferably set up as a computer program
and which is set up in such a manner that

[0085] the data input in the first data input mode are
transmitted to the first processor; and
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[0086] the data input in the second data input mode are
transmitted to the second processor.

[0087] Thus, according to this embodiment of the inven-
tion, the data input driver unit represents a type of switch in
which it is decided whether the data input are of confidential
type and thus to be supplied to the second processor or if the
data input are not security-related, in which case the data are
transmitted directly to the first processor, preferably the
application processor.

[0088] The data input unit driver unit can be set up in such
a manner that data, which are different from the data input
in the second data input mode, are transmitted preferably
with the same number of data symbols, to the first processor
and/or the data display unit.

[0089] According to this embodiment of the invention, it
is preferred that the data transmitted to the first processor
and/or the data display unit are a sequence of predetermined
data symbols, particularly a sequence, i.e. a plurality of an
identical predetermined data symbol, the number of data
symbols being equal to the number of data symbols of the
data input.

[0090] According to another embodiment of the invention,
the second processor is set up as chip card processor, in other
words the second processor is implemented on a chip card
which is brought into communication with the first processor
and the data input unit by means of a chip card reader which
is connected, for example, to a personal computer or also to
a telecommunication device. In this manner, the processor
provided on a chip card is used even for a conventional
personal computer for guaranteeing the secure data input
into, for example, the personal computer, using a chip card
reader which is frequently provided these days, particularly
in the context of a corresponding security architecture,
achieving a secure data input.

[0091] In one embodiment of the invention it is provided,
particularly for the case where the data processing device is
set up as a telecommunication terminal, particularly as a
mobile radio telecommunication terminal, that the processor
provided in a SIM (subscriber identity module) is utilized as
the second processor for implementing the security services
provided in each case.

[0092] The invention is particularly suitable for use in the
course of inputting a password or a PIN code, ie. an
authentication symbol sequence which is preferably only
known to one user, or also for encrypting or digitally signing
data, for example for encrypting or digitally signing an
electronic message (electronic mail (e-mail)) by using cryp-
tographic material which needs a user input in the form of
a PIN code or of a password. The respective electronic
message can be transmitted to a receiver by means of the
telecommunication terminal, preferably an air interface, but
it can also be only temporarily stored in a corresponding list
in a computer system itself and interrogated again by the
user or another user when required and, if necessary can be
decrypted again there.

[0093] FIG. 2 shows a mobile radio telecommunication
terminal 200 which is set up for communication according
to a cell-based mobile radio standard, for example according
to GSM, a 3GPP standard, for example UMTS, etc.

[0094] The mobile radio telecommunication terminal 200
comprises a housing 201 in which an antenna 202 is accom-
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modated, and a display 203, a loudspeaker 204, a micro-
phone 205 and, in a keypad 206, a multiplicity of keys,
among these numerical keys or symbol keys 207 for input-
ting digits, symbols or letters in a manner known per se, and
special function keys such as a communication set-up key
208 and a communication terminating key 209 for setting up
and terminating a telecommunication link, for example.
Furthermore, at least one special function key 210 is pro-
vided which can be allocated predeterminable special func-
tions such as, for example, the calling up of an address
book/telephone book stored in the mobile radio telecommu-
nication terminal 200.

[0095] Furthermore, the mobile radio telecommunication
terminal 200 contains a SIM (subscriber identity module)
card 211 in which information unambiguously identifying a
user, also-called user identifier, is stored.

[0096] As will be explained in greater detail in the text
which follows, the mobile radio telecommunication terminal
200 comprises two processors (not shown), namely a first
processor for executing application programs (also-called
application processor in the text which follows) and a digital
signal processor (DSP) for providing, in particular, the
functions of the physical interface, i.e. the functionality of
the radio signal transmission, for example for decoding
mobile radio signals, etc. Furthermore, a memory, not
shown, is provided, the two processors and the memory
being coupled to one another by means of a computer bus.

[0097] In an alternative embodiment of the invention, the
mobile radio telecommunication terminal 200 comprises a
second processor set up as microcontroller. Furthermore, at
least one additional microcontroller is provided in this
embodiment, and possibly also an additional digital signal
processor. In one microcontroller, the application computer
programs are executed, in another microcontroller, the
trusted services and possibly also modem services are
executed, i.e. provided. Furthermore, a digital signal pro-
cessor for real-time-critical services, particularly in the
context of digital signal processing, is provided.

[0098] If a user wants to register with the mobile radio
telecommunication network after switching on the mobile
radio telecommunication terminal 200, the user is asked by
the mobile radio telecommunication terminal 200 to input a
personal identification number (PIN) by means of the keys
207. In this case, the security-related function or procedure,
described in the text which follows, is the inputting of a PIN
into the mobile radio telecommunication terminal 200.

[0099] The personal identification number input is com-
pared with the user identity (UID) stored in the SIM card 211
and the subscriber is accepted as authorized subscriber by
the mobile radio telecommunication network and thus reg-
istered as authorized subscriber with the mobile radio tele-
communication network, when the number input corre-
sponds to the user identity stored in the SIM card 211.

[0100] The switching, according to the invention, between
overall control via the keys 207, 208, 209, 210, particularly
the digit keys in the keypad 206 during the registration
procedure will be explained in greater detail in the text
which follows.

[0101] FIG. 3 describes a mobile radio telecommunica-
tion terminal 300 according to a second exemplary embodi-
ment of the invention.
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[0102] Structurally, the mobile radio telecommunication
terminal 300 is constructed in the same manner as the mobile
radio telecommunication terminal 200 according to the first
exemplary embodiment of the invention, the difference
being that the digital signal processor can be optionally
omitted and the second processor, provided according to the
invention for the security-related data input of the personal
identification number is contained as microprocessor on the
SIM card 303 which comprises a microprocessor 302 and a
non-volatile memory 303, and not only a non-volatile
memory for storing the user identity like the SIM card 211
according to the first exemplary embodiment.

[0103] According to a third application scenario, a block
diagram 400 in FIG. 4 shows a personal computer 401
which contains an application processor (not shown), and
one or more memory elements, the processor and the memo-
ries being coupled to one another via a computer bus and to
external communication interfaces and via these to a plu-
rality of peripheral devices, for example a keyboard 402, a
computer mouse 403, a screen 404 as data display unit and
to a chip card reader 405 by means of which a chip card 406,
and thus the information stored in the chip card, can be read
and transmitted to the personal computer 401.

[0104] In the text which follows, different scenarios are
explained by means of the arrangement 400 shown in FIG.
4:

[0105] According to a first alternative, the first proces-
sor is contained in the personal computer 401 and the
second processor is contained in the chip card reader
405 which provide the services described in the text
which follows.

[0106] According to an alternative embodiment, the
chip card 406 comprises its own microprocessor which
is used as second processor in the method described in
the text which follows.

[0107] According to another embodiment, it is provided
that two processors are contained in the personal com-
puter 401.

[0108] According to yet another embodiment, it is pro-
vided that a processor is provided in the data display
unit 404 and is used as second processor during the
protected data input of confidential data.

[0109] It must be pointed out that, depending on require-
ment, one or more of the data input units shown in FIG. 4
can be used for inputting security-related data into the
personal computer 401 via a respective peripheral interface
407, 408, 409, 410.

[0110] It must be pointed out that data can be input by
means of the keyboard 402, by means of the computer
mouse 403, by means of the data device 404 possibly
constructed as touch-sensitive screen, or by means of the
chip card reader 405.

[0111] FIG. 5 shows another data processing device
arrangement 500 according to another exemplary embodi-
ment of the invention.

[0112] According to this arrangement 500, a multiplicity
of client computers 501, 502, 503, 504, 505 are provided
which in each. case comprise a keyboard 506, 507, 508, 509,
510 and/or a computer mouse (not shown) as data input unit,
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the client computer 501, 502, 503, 504, 505 being coupled
to a server computer 512 by means of a telecommunication
network 511.

[0113] In this case, security-related data, particularly
authentication data, are transmitted via the telecommunica-
tion network, preferably the internet/intranet 511 to the
server computer 512, where they are used during the authen-
tication of a client computer 501 to 505. In this case, the
server computer 512 comprises two processors and the input
unit is the input/output interface of the server computer 512
to the telecommunication network 511, since it is via this
that a sequence of data symbols is supplied to the server
computer 512.

[0114] The procedures described generally in the text
which follows apply to all application scenarios described
above and it is only required for two processors to be
provided which can communicate with one another, or that
optionally the data input can be supplied, if necessary, to one
of the two processors provided.

[0115] As described above, the respective data input unit
can be a keyboard, a data communication interface or an
input/output interface to a communication network or to
another peripheral device of the data processing device, a
touchpad, a touch screen, a computer mouse or a micro-
phone, where voice signals spoken into the data processing
device by means of the microphone are converted by means
of a voice recognition unit into data symbols which repre-
sent the data input.

[0116] Thus, the system architecture 100 shown by way of
example in FIG. 1 is used as a basis for all application
scenarios described above and arrangements linked to these.

[0117] Most of the application computer programs which
also have a user interface, for example the input/output
interface for receiving and transmitting data from and to a
peripheral device, respectively, are executed by an applica-
tion processor 101 (first processor). In the application pro-
cessor 101, an open operating system, preferably a Windows
operating system or, as an alternative, a Linux operating
system, a Unix operating system, a Symbian operating
system or a Java platform is installed and executed.

[0118] Furthermore, a second processor 102 is provided
which runs in a trusted mode. The second processor 102 is
also-called trusted core processor and thus runs in a trusted,
preferably cryptographically protected environment and is
used in the following for providing security-related services,
particularly cryptographic security services, alternatively or
additionally for other services, for example for providing
functions of the physical interface during a data transmis-
sion, particularly a mobile radio data transmission. In the
case of an application where the data processing device is
constructed as mobile radio telecommunication terminal
(compare FIG. 1 and FIG. 2), this usually comprises two
processors, namely the application processor and a digital
signal processor (DSP).

[0119] In a first operating mode (normal operating mode),
the keyboard 103, generally the data input unit, is allocated
to the application processor 101 and is controlled by the
latter. The application processor 101 is thus responsible for
controlling and processing the data 104, input by means of
a keyboard 106, generally an alternative data input unit
described above, by means of a keyboard peripheral block
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105 which is jointly arranged preferably with the application
processor 101 and the second processor 102, coupled by
means of a system bus 106, in a common integrated system
controller circuit 107.

[0120] In the application scenarios described above, in
which the second processor 102 is not provided jointly with
the application processor 101 in an integrated circuit 107,
the two processors 101, 102 are coupled to one another, for
example by means of a cable or another type of communi-
cation link, for example a radio communication link.

[0121] If security-related data are to be input by the user
into the data processing device 100, for example during an
authentication of the user, the control is handed to the second
processor 102 over the data input unit, preferably the key-
board 103, until the inputting of the confidential data is
ended. This makes it possible to achieve that a confidential
data input will not leave the trusted environment of the
system 100.

[0122] In the embodiments in which the data processing
device is integrated in a mobile radio telecommunication
terminal, the processors are, for example, both ARM926
processors; as an alternative, the application processor is an
ARMI11 processor.

[0123] In the text which follows, different alternatives for
implementing a security-related data input mode within the
data processing device are represented.

[0124] According to a first preferred embodiment, an
explicit handover of control over the data input unit, pref-
erably the keyboard 103 from the application processor 101
to the trusted second processor 102 and from the latter back
to the application processor 101 is provided.

[0125] In this case, the possession, i.e. illustratively the
control over the data input unit, preferably the keyboard 103,
is transferred from the application processor 101 to the
second processor 102 and, respectively, back from the latter
to the application processor 101 by means of explicit inter-
processor communication.

[0126] This requires that both processors, i.e. both the
application processor 101 and the second processor 102 in
each case contain and can execute a computer program
which enables them to determine which one is actually
currently having control over the data input unit 103, and a
computer program which performs the transfer or, in other
words the hand-over of control over the data input unit 103
to the respective other processor 101 or, respectively, 102.

[0127] During the security-related data input mode, the
trusted core processor (second processor) 102 for a limited
period of time has control over the data input unit 103 by
means of which the security-related, i.e. confidential data are
input into the data processing device 100. During this time,
the trusted core processor 102 preferably activates a secure
input display by means of which a user is informed that the
data processing device 100 is in the second, secure data
input mode. Different options for implementing the display
of the second, i.e. security-related data input mode will be
explained in greater detail further below.

[0128] In this connection, it must be noted that, for a
reliable display of the second data input mode to the user, it
is desirable if the application processor 101 cannot control
this display when this information is displayed to the user.
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[0129] In an information flowchart 600 in FIG. 6, an
example is shown in which a password is input into the data
processing device as confidential data symbol sequence and
is used for digitally signing a file.

[0130] In the sequence shown in the flowchart 600, an
implicit activation of the second data input mode (secure
input mode) into the trusted core processor 102 is triggered
by the reception of an inquiry message for signing an
electronic file.

[0131] As shown in FIG. 6, according to this example, the
application processor 101 generates a signing request mes-
sage 601 and transmits it to the second processor, i.e. the
trusted core processor 102, preferably via the system bus
106. In the signing request message 601, the requested
security service, namely the performance of a digital signa-
ture (sign) 602 over an electronic file is specified, and, as
parameter of the requested service, the electronic file to be
digitally signed (text) 603 and a key identification informa-
tion (key ID) 604.

[0132] Following reception of the signing request message
601, the trusted core processor 102 requests a private key
profile 606 from a non-volatile memory 605, only accessible
to it, and verifies the signing request message 601 by using
the private key profile 606 read out (step 607).

[0133] Up to this time, the data processing device 100 is
still in the first data input mode, i.e. in an unsecure data input
mode, in which the application processor 101 still has
control over the data input unit 103.

[0134] This is indicated to the user on a screen by means
of a first data input mode indication 608 identifying the first
data input mode.

[0135] Following this, the data input mode of the data
processing device 100 changes to the second, security-
related data input mode.

[0136] In asubsequent step, the trusted core processor 102
sends a first mode change request message 609 to the
application processor 101, requesting the change of the data
input mode from the first data input mode to the second data
input mode from the application processor 101 by means of
the first mode change request message 609.

[0137] After receiving the first mode change request mes-
sage 609, the application processor 101 releases its control
over the data input unit 103, particularly over the keyboard
103 (step 610).

[0138] The trusted core processor 102 is informed about
the release of the keyboard control by the application
processor 101 by means of a first mode change acknowl-
edgement message 611.

[0139] Following reception of the first mode change
acknowledge message 611, the trusted core processor 102
takes over control over the data input unit 103, particularly
over the keyboard 103 (step 612).

[0140] After that, the trusted core processor 102 activates
the data input mode indication and sets it to a second data
input mode indication 614 by means of which is specified
that the data processing unit is in the second data input mode
(step 613). This activation is performed exclusively under
control of the trusted core processor 102, i.e. the application
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processor 101 has no access and no possibility of controlling
the data input mode indications 608, 614.

[0141] Following this, the trusted core processor 102
collects the characters or data symbols successively input by
the user, which represent the confidential data input (step
614). For example, the individual symbols of the requested
password are successively temporarily stored in a non-
volatile memory, for example in the non-volatile memory
605 of the trusted core processor 102.

[0142] The password in the non-volatile memory should
be protected against an access by the “untrusted” first
processor. For this process, the “trusted core”, i.e. the second
processor, either has a dedicated reserved non-volatile
memory. The password is preferably stored encrypted in the
non-volatile memory and can only be decrypted by means of
a key which is in the exclusive “possession” of the second
processor, e.g. guaranteed by one or more special hardware
chip(s). This means that only the second processor has
access to the key for decrypting the password.

[0143] In an alternative embodiment or in addition to the
above embodiment, it is provided, for increasing the pro-
cessing efficiency, to perform the temporary storage of the
password in a volatile memory. For this purpose, the volatile
memory should be protected against manipulation of the
“untrusted” first processor.

[0144] In other words, this means that it should be ensured
that the operations of the trusted second processor cannot be
disturbed by the (untrusted) first processor. This can be
achieved, for example, by dedicated main memories of the
two processors or, if a common main memory is used, by
using a memory controller which is controlled by the
“trusted” second processor and can issue explicit access
rights for certain address areas.

[0145] 1In a subsequent step (step 615), the password read
in is compared by the trusted core processor 102 with the
private password 616 previously stored in the non-volatile
memory 605.

[0146] If the password input matches the password 616
stored in the non-volatile memory 605 for the private key of
the user, the trusted core processor 102 then reads the private
key 617 of the user out of the non-volatile memory 605 and
signs the text 603, specified in the request message 601, by
using the private key of the user (step 618).

[0147] After that, the trusted core processor 102 again
hands over control over the data input unit 103 (step 619)
and deactivates the second data mode indication 614 by
means of which the second data input mode is indicated, in
such a manner that now the first data input mode for
inputting non-confidential data is again indicated to the user
by means of the data mode indication 608 (step 620).

[0148] After that, the trusted core processor 102 sends a
second mode change request message 621 to the application
processor 101 and by this means requests another change of
the data input mode, but this time from the second, security-
related data input mode to the first data input mode, i.e. the
normal operating mode for inputting non-confidential data
into the data processing device 100.

[0149] Following receipt of the second mode change
request message 621, the application processor 101 then
takes over control over the data input unit 103 (step 622).
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[0150] The trusted core processor 102 is informed about
the end of the repeated transfer of control over the data input
unit 103 by the application processor 101 by means of a
second mode change acknowledgement message 623, by
which means the second input mode is ended (symbolized in
FIG. 6 by means of the reference symbol 624).

[0151] After that, the trusted core processor 102 conveys
to the application processor 101 the result of the requested
security service, in this exemplary case the digital signature
625 via the electronic file 603 specified in the signature
request message 601.

[0152] According to an alternative embodiment, it is pro-
vided that the data input unit, particularly the keyboard 103,
for the application processor 101 is used transparently both
by the application processor 101 and, if necessary, also by
the trusted core processor 102.

[0153] In this embodiment, it is not known to the appli-
cation processor 101 that the data input unit 103 is tempo-
rarily used by the trusted core processor 102 in the course of
the second data input mode. In other words, the application
processor 101 is not informed that a change of the input
mode from the first data input mode into the second data
input mode and conversely is taking place.

[0154] During the second data input mode, i.e. until the
input of the confidential data is concluded, the following
mechanism for processing and receiving each character or
data symbol input which is input by means of the data input
unit 103 into the data processing device is provided by
means of an data input unit driver computer program,
preferably a keyboard driver computer program which is
implemented in the secure environment of the trusted core
processor 102 and is executed by the trusted core processor
102:

[0155] 1. The connection between the data input unit
103 and the application processor 101 is separated
(“disconnect™).

[0156] 2. In the second data input mode (secure input
mode), a data symbol input is read in.

BT

[0157] 3. A predetermined symbol, preferably an
symbol, is written into a keyboard peripheral register
provided in order to simulate the inputting of a data
symbol for the application processor 101.

[0158] 4. The connection between the data input unit
103 and the application processor 101 is set up again
(“connect”).

[0159] It must be noted that the data input unit peripheral
block 801 of the arrangement 800, shown in FIG. 8, is
preferably used in step 3.

[0160] The implementation on the trusted core processor
102, shown above and in the text which follows in connec-
tion with FIG. 7, has the effect that from the point of view
of the application processor 101, only a predetermined
character is input in the second data input mode, i.e. a
predetermined key is pressed, for example the key with the
symbol “*”. The application processor 101 thus displays the
“*” gymbol received by it from the keyboard driver com-
puter program on the data display unit. In this manner, an
operating “look and feel” is achieved for the user during the
input of a PIN code or of a password.
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[0161] Whilst the data processing device 100 is in the
second data input mode, it is optionally provided to provide
a corresponding security mode indicating information item
for the data display unit whereupon the data display unit
outputs a corresponding data input mode indication 614 to
the user. The different possibilities for representing the data
input mode provided or activated in each case will be
explained in further detail below.

[0162] FIG. 7 shows the procedure according to the
second embodiment described above in a flowchart 700.

[0163] After activating the second data input mode (step
701), the trusted core processor 102 deactivates the perfor-
mance or triggering of data input unit interrupts, particularly
of'keyboard interrupts at the application processor (702) and
also deactivates (step 703) the access by the application
processor 101 to the keyboard peripheral block 801 (com-
pare FIG. 8) (generally to the data input unit peripheral
block).

[0164] After that, the keyboard block registers, in which
the information of the pressed keys is stored, are interro-
gated by the second processor, i.e. by the trusted core
processor 102 (step 704).

[0165] If a secure data input mode conclusion key, pref-
erably provided in the keyboard, is pressed, which is
checked in a test step 705, it is assumed that the secure data
input is ended and one or more confidential input data values
are generated from the interrogated register values (step
706).

[0166] After that, the application processor 101 again
obtains access to the keyboard peripheral block 801 (step
707) and the keyboard interrupts are also activated again for
the application processor 101 (step 708).

[0167] The second data input mode is thus deactivated
again (step 709).

[0168] However, as long as the secure data input mode
conclusion key is not pressed, the value representing the key
pressed in each case is stored for each pressed key in a
memory only accessible to the trusted core processor 102
(step 710).

[0169] After that, an “*” symbol is written into the key-
board block registers for each symbol input (step 711) and
the application processor 101 again obtains access to the
keyboard peripheral block (step 712) and finally, the key-
board interrupts for the application processor 101 are
released again (step 713). After that, the system waits until
the application processor 101 has read the “*” symbol out of
the keyboard peripheral block register (step 714) and con-
tinues in step 702. In other words, it is ensured that the
application processor 101 has read the “*” symbol out of the
keyboard peripheral block register.

[0170] As can be seen in FIG. 8, a scan and debounce
logic 802 is provided in the modified keyboard peripheral
block 801, and a switch unit 803 by means of which the
symbols input are supplied from the scan and debounce
logic 802 to a scan result register 804 according to a first
switch position (A) of the switch unit 803, or, in a second
switch position (B) of the switch unit 803, directly to the
computer bus interface 805 which is additionally coupled to
the output of the scan result register 804. The computer bus
interface 805 is also coupled to a control register 806, the
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data stored in the control register 804 generating a switch
state control signal 807, if necessary, and using it to drive the
switch unit 803.

[0171] According to a third embodiment, it is provided
that in the normal data input mode, the keyboard or the
keypad directly transfers the information via the pressed key
directly to the application processor 101.

[0172] After activation of the second data input mode
(secure data input mode) and after the trusted core processor
102 has requested the input of the confidential data symbols,
the keyboard peripheral driver device outputs, instead of the
information about the pressed key, a predeterminable
exchange data character/data symbol, for example the “*”
symbol, which is displayed to the user, for example in the
PIN input field on the graphical user interface of the data
display unit 103.

[0173] When the digit keys are pressed by the user, this
information is directly forwarded to the application proces-
sor 101 without exchange of the key information. The
application processor 101 thus always obtains valid key
information which it can display to the user on the graphical
user interface, i.e. on the data display unit, and thus provide
the user with an operating “look and feel”. The keys actually
input are sequentially accumulated in a memory or a part of
a memory, the memory or the part of the memory only being
accessible from the trusted core processor 102.

[0174] The application processor 101 does not have access
to this memory or this part of the memory. After the input of
the confidential information has been completely concluded,
the data sequence input is further processed by the trusted
core processor 102 for validating it. Thus, the data sequence
input is compared, for example, with a corresponding value
stored on a smart card or in a flash memory.

[0175] According to this embodiment, it is not required to
deactivate any interrupt in the application processor 101
during the inputting of the confidential data character/data
symbol, preferably during the password input or during the
PIN input. The interrupts should only be deactivated during
the verification of the password by the trusted core processor
102. However, the verification of the password or of the PIN
code can be performed in an additionally provided crypto-
graphically protected block. In this manner, the password
cannot be determined directly by the application processor
101 or, in other words, it does not have any access to the
password which is stored in the cryptographic block.

[0176] The password cannot be determined by the appli-
cation processor 101, in other words, it does not have any
access to the password which is stored in the cryptographic
block.

[0177] The keyboard driver or the keypad driver or its
functionality can be implemented directly in hardware, i.e.
by means of a special electronic circuit, by means of, for
example, an FPGA or an ASIC or in a multi-processor
environment in software, by means of a computer program
or in any hybrid form, i.e. in any proportions in hardware
and in software. If the driver functionality is implemented by
means of a computer program, the computer program is
executed on the trusted core processor 102 and the infor-
mation about the pressed key or the exchange symbol for the
pressed key, respectively, is transmitted to the application
processor 101 by using the inter-processor communication
Ipre).
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[0178] In the text which follows, different variants for
activating the second data input mode are described.

[0179] In a first variant, implicit activation of the second
data input mode is provided. In the case of implicit activa-
tion of the second data input mode, no separate action by the
user is required for changing the data processing device into
the second data input mode. The software executed by the
trusted core processor 102 activates the second data input
mode independently as soon as a function is called up which
contains a security service (as an alternative, the function
can be the security service itself), within the context of
which confidential information input by a user is processed.
This can be done by the trusted core processor 102, for
example by receiving a corresponding request message from
the application processor 101 as has been explained in
connection with the flow chart 500 in FIG. 5.

[0180] In an alternative embodiment, explicit activation of
the second data input mode or its deactivation, respectively,
by using a special data input mode change key provided for
the purpose is provided. In this case, a data input mode
change is effected by the user by pressing a special key, the
key being exclusively under the control of the trusted core
processor 102, i.e., in other words, the information repre-
senting the pressing of this special key can only be received
and processed by the trusted core processor 102. In this case,
the application computer program asks the user for an input
of a password or of a PIN code by using a corresponding
graphical user interface. After the request for inputting
confidential data has been displayed, the user presses the
special key and thus effects the change of the data processing
device from the first data input mode to the second, secure
data input mode and thus transfers control or possession of
the keyboard, generally the data input unit, from the appli-
cation processor 101 to the trusted core processor 102. As
described above in connection with various embodiments,
the trusted core processor 102 activates a corresponding data
input mode indication, for example by using an additionally
provided light-emitting diode or by means of a symbol
which is displayed on the data display unit, and the user can
then input the password into the data processing device in a
secure environment.

[0181] In the text which follows, various possibilities and
alternative embodiments for indicating the second data input
mode, i.e. the secure data input mode for the data processing
device, to the user are described.

[0182] According to a first implementation as described in
EP 1 329 787 A2, the trusted core processor 102 utilizes a
light-emitting diode specially provided for the purpose (or
another, suitable output device) for indicating to the user that
the second, secure data input mode is activated.

[0183] In this connection, it is desired that the data output
device used in each case can only be driven and controlled
by the trusted core processor 102 but not by the application
processor 101. The indication of the secure data input mode
is displayed to the user for as long as the second data input
mode is activated.

[0184] According to an alternative embodiment, it is pro-
vided that a secure display or, as an alternative, a protected
graphical user interface or a protected part of a graphical
user interface is used for indicating the second data display
mode of the data processing device.
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[0185] This can be implemented in the following manner:

[0186] If, for example, a mobile radio telecommunica-
tion terminal is used, the user is requested to input a
personal code (a digit sequence or a password) into the
mobile radio telecommunication terminal.

[0187] The code input is stored in an external flash
memory, preferably in encrypted form, and a flag is set
in the external flash memory so that an initialization
state is detected. This method for secure input of the
confidential data is now initialized and ready for use.
All this is done under the control of the trusted core
processor 102.

[0188] As soon as the ready state is established, the
identical method is performed as described above in
connection with EP 1 329 787 A2, with the following
difference:

[0189] When the user wishes to perform a protected
transaction, the mobile radio telecommunication termi-
nal indicates its secure data input mode by displaying
the user’s own personal code or the user’s own pass-
word to the user on the data display unit instead of a
light-emitting diode being activated.

[0190] The user can now perform his protected trans-
action.

[0191] According to yet another alternative embodiment,
it is provided to use a trusted display for indicating the
secure data input mode of the data processing device.

[0192] In this embodiment, a single data display unit is
provided for indicating trusted application data and for
indicating whether the secure data input mode is activated.

[0193] If the secure data input mode is activated, it is
provided that only a predefinable programmable part area of
the data display unit, preferably of a graphical user interface
or the entire data display unit, preferably the entire graphical
user interface, can only be controlled by the trusted core
processor 102, i.e. can only be accessed by the latter. The
application processor 101 does not have any rights of access
to the content of the information indicated in the data display
unit or the graphical user interface or in the part areas
selected in each case. This prevents damaging computer
program code installed on the application processor 101, for
example a Trojan Horse computer program, from reading or
manipulating the confidential information indicated on the
data display unit or the graphical user interface. To prohibit
the access of the application processor 101 to the relevant
areas, it is provided to prevent computer program code
executed on the application processor 101 from overwriting
data in the data display unit or the corresponding protected
part areas of the data display unit or the graphical user
interface, for example with some type of input request to the
user.

[0194] This can be implemented in the following manner:

[0195] If a mobile radio telecommunication terminal is
used, the user is requested to input a personal code (for
example a digit sequence or a password) into the
mobile radio telecommunication terminal by means of
the data input unit and additionally optionally to select
a symbol representing a digital seal by means of which
the second data input mode (trusted input mode) is
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indicated to the user. When performed, the requested
input by the user is stored in an external flash memory,
preferably in encrypted form, and a flag is set in the
external memory by means of which the initialization
status is indicated. The method is thus initialized for
secure data input and ready to be used. All this is done
under the control of the trusted core processor 102. The
application processor 101 cannot access these data.

[0196] If the second data input mode is activated, the
method is identical to the method described in EP 1 329
787 A2, with the following difference:

[0197] If the user wishes to perform a protected trans-
action, the trusted core processor 102 indicates its
protected status by indicating the personal code of the
user or the personal password of the user to the user or
the symbol selected by the user and representing the
digital seal, in the area of the data display unit which
can only be activated by the trusted core processor 102,
in other words which can only be accessed by the
trusted core processor 102.

[0198] To indicate to the user the areas of the trusted area
on the data display unit or the graphical user interface,
respectively, the symbol or the personal code can be used as
pattern for the boundary line of the trusted area or a
correspondingly changed color or a correspondingly
changed pattern of the background of the data display unit
or the graphical user interface, respectively, can be provided
in the protected area. In EP 1 056 014 A1, these indications
are implemented, for example, by using a trusted image.

[0199] As an alternative, a cursor (masking) can be used.
According to this embodiment, the image of the cursor can
only be programmed or activated by the trusted core pro-
cessor. The image depends on the position of the cursor
within the data display unit or within the graphical user
interface and on whether the position belongs to the trusted
area or not. If the cursor is located in the trusted area, i.e. in
the protected area, the cursor gets the look selected by the
user for indicating the protected data input mode and if the
cursor is outside the protected area, a preset cursor, by means
of which the normal data input mode is indicated, is indi-
cated to the user.

[0200] Inthe second data input mode, the completed input
of data by means of the user is exclusively processed by the
trusted core processor 102.

[0201] According to another embodiment, it is provided to
display a pixel map, representing the trusted image, on the
data display unit or to provide instructions to display the
image to a user in each case differently depending on
whether the data input by the user are input in an unprotected
data input mode and thus supplied to the application pro-
cessor 101 or whether the data are input in a protected data
input mode and are only supplied to the trusted core pro-
cessor 102.

[0202] If programmable graphical user interfaces (mask)
are used which, depending on appearance, unambiguously
represent a respective data input mode, it is possible to
provide a protected and unprotected area for data specifica-
tion within one data display unit.

[0203] The user can then perform his protected transaction
by inputting the confidential data into the data processing
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device or he can be sure that he can trust the information
represented on the screen, generally the data display unit.

What is claimed is:
1. A data processing device, comprising:

a data input unit for inputting data into the data processing
device;

a first processor set up such that, in a first data input mode,
it receives and processes the data input into the data
input unit, the first processor having control over the
data input unit in the first data input mode; and

a second processor set up such that, in a second, security-
related data input mode, it receives and processes the
data input into the data input unit, the second processor
having control over the data input unit in the second
data input mode.

2. The data processing device as claimed in claim 1,
wherein the data input unit is selected from the group
consisting of a keyboard, a data communication interface, a
touchpad, a touch screen, a computer mouse, and a micro-
phone.

3. The data processing device as claimed in claim 1,
wherein the first processor is set up as an application
processor for executing application computer programs.

4. The data processing device as claimed in claim 1,
wherein an open operating system is executed by the first
processor.

5. The data processing device as claimed in claim 4,
wherein the open operating system comprises at least one
communication interface external to the operating system.

6. The data processing device as claimed in claim 4,
wherein the open operating system is selected from the
group consisting of a Windows operating system, a Linux
operating system, a Unix operating system, a Symbian
operating system, and a Java platform.

7. The data processing device as claimed in claim 1,
wherein the second processor is set up such that it can only
execute one or more trusted computer programs.

8. The data processing device as claimed in claim 7,
wherein a trusted computer program is an integrity-protected
computer program.

9. The data processing device as claimed in claim 8§,
wherein an integrity-protected computer program is a cryp-
tographically integrity-protected computer program.

10. The data processing device as claimed in claim 7,
wherein a trusted computer program is set up for providing
at least one security-related service.

11. The data processing device as claimed in claim 10,
wherein the security-related service is a cryptographic secu-
rity service.

12. The data processing device as claimed in claim 11,
wherein the cryptographic security service is provided by
using at least one cryptographic key.

13. The data processing device as claimed in claim 12,
wherein the cryptographic security service is provided by
using at least one private cryptographic key and/or at least
one public cryptographic key.

14. The data processing device as claimed in claim 11,
wherein the cryptographic security service is at least one of
a security service selected from the group consisting of a
digital signature, a digital seal, authentication, an encryption
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of data, an admission control, access control, prevention of
traffic analyses during a data communication, and a hash
process.

15. The data processing device as claimed in claim 1,
comprising a data display unit for indicating at least a part
of the data input.

16. The data processing device as claimed in claim 15, set
up such that in the second data input mode, the second
processor receives the data input and transmits data, which
are different from the data input, to the first processor and/or
the data display unit.

17. The data processing device as claimed in claim 16,
wherein the data transmitted by the second processor has the
same number of data symbols as the data input.

18. The data processing device as claimed in claim 16, set
up such that data transmitted from the second processor to
the first processor and/or the data display unit are a sequence
of predetermined data symbols, the number of data symbols
being identical to the number of data symbols of the data
input.

19. The data processing device as claimed in claim 15,
wherein the second processor is set up such that it transmits
a security mode indicating information item to the first
processor and/or the data display unit in the second data
input mode.

20. The data processing device as claimed in claim 19,
wherein the security mode indicating information is visual
information and/or audio information.

21. The data processing device as claimed in claim 1,
further comprising an inter-process communication unit for
performing communication between the first processor and
the second processor during a transfer of control of the data
input unit from the first processor to the second processor or
from the second processor to the first processor.

22. The data processing device as claimed in claim 1,
further comprising a data input unit driver unit which is set
up such that the data input in the first data input mode are
transmitted to the first processor, and the data input in the
second data input mode are transmitted to the second
processor.

23. The data processing device as claimed in claim 22,
wherein the data input unit driver unit is set up such that
data, which are different from the data input in the second
data input mode, are transmitted to the first processor and/or
the data display unit.

24. The data processing device as claimed in claim 22,
wherein the data input unit driver unit is set up such that
data, which are different from the data input in the second
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data input mode, are transmitted with the same number of
data symbols to the first processor and/or the data display
unit.

25. The data processing device as claimed in claim 23,
wherein the data transmitted to the first processor and/or the
data display unit are a sequence of predetermined data
symbols, the number of data symbols being equal to the
number of data symbols of the data input.

26. The data processing device as claimed in claim 1,
wherein the second processor is set up as a digital signal
processing processor.

27. The data processing device as claimed in claim 1,
wherein the second processor is set up as a chip card
processor.

28. The data processing device as claimed in claim 1,
wherein the second processor is integrated in a subscriber
identification module of a telecommunication terminal.

29. A telecommunication terminal comprising a data
processing device as claimed in claim 1.

30. A method for data processing by means of a data
processing device, comprising the steps of:

inputting data into the data processing device by means of
a data input unit;

receiving and processing by a first processor in a first data
input mode, data input into the data input unit, the first
processor having control over the data input unit in the
first data input mode; and

receiving and processing by a second processor in a
second, security-related data input mode, data input
into the data input unit, the second processor having
control over the data input unit in the second data input
mode.

31. A data processing device, comprising:

a data input means for inputting data into the data pro-
cessing device;

a first processing means for, in a first data input mode,
receiving and processing the data input into the data
input means, the first processing means having control
over the data input means in the first data input mode;
and

a second processing means for, in a second, security-
related data input mode, receiving and processing the
data input into the data input means, the second pro-
cessing means having control over the data input means
in the second data input mode.

#* #* #* #* #*
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