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=t (57) Abstract: Method for the duplication of keys provided with code-based electronic recognition means, said method being based
t on the use of a data read/write unit (13) and telematic data transmission means. The data read/write unit (13) acquires the code of
@2 the original key to be duplicated (10), wherein part of such code is in an encrypted form. The data read/write unit transmits the
& encrypted part of the code in the form of first encrypted and indexed data to a data processing centre (26). These first encrypted
and indexed data are recognized at said data processing centre, which in response processes them into second encrypted data. These
second encrypted data, which will have been indexed in accordance with the first encrypted data, are transmitted back to the sender
O peripheral data read/write unit, where they are associated to the remaining part of the code of the key to be duplicated. The thus
g reconstructed code is decrypted and stored in a blank key (30) that will form the duplicate of the original key.
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METHOD FOR THE DUPLICATION OF ELECTRONIC-CODE KEYS

DESCRIPTION

The present invention refers to a method and an apparatus for the duplication
of keys provided with code-based electronic recognition means. Keys of this kind
are increasingly being used in connection with security locks of various kinds, in

particular in connection with motor-vehicle starting systems.

As largely known in the art, the general problem associated with the duplication
of an electronically coded key is a multi-faceted one with a number of different

aspects that need to be taken into due consideration.

A first such aspect involves the connection and the access to the centres that
keep in store, handle and manage the programming codes of the keys of the
various manufacturers. These centres are in fact located remotely from the site
where a key is materially duplicated, so that the related duplication process has to
be performed under telematic transmission and control conditions, i.e. via a blend

of computer and wireless telecommunications technologies.

A second aspect of said general problem is security; the user, who for any
reason whatsoever needs a duplicate of his/her key, shall be sure and certain that
the duplication of his/her key, or the generation of a new duplicate thereof, will be
solely possible to the legitimate owner of such key and is by no means accessible
to third, possibly ill-intentioned parties.
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A further aspect is the rapidity of the service, considering that, usually, a
duplication request has an urgent nature, since it derives from a particular, specific
need of the user, and — as such — it must therefore be complied with in as short a
time as possible.

Various systems and solutions have in fact been proposed hitherto in view of
solving such problems.

The recently filed patent application WO 2006/032354 describes a telematic
system for the duplication of electronic-code keys, which is based on the use of at
least a central unit containing at least an electronic file, in which to each code
there are associated the data pertaining or relating to the corresponding key to be
duplicated. The duplication process itself requires the code to be transmitted from
a peripheral unit to the central unit, the transmitted code to be recognized in the
central unit, and a composite signal to be finally transmitted from the central unit to
the peripheral unit, where the duplication is performed, i.e. takes place. This
system, which might seem quite simple at a first sight, is rather complicated,
actually, owing to the need arising for the peripheral unit to be provided with
means for hiding or even deleting or erasing the data it receives from the central
unit. Such means are needed in view of ensuring full secrecy and, therefore,

security to the duplication process itself.

In the same way as the above-cited patent application, the US patent no.
5,838,251 refers to a method and an apparatus for programming operative data
into component parts of a motor-vehicle, in particular motor-vehicle keys. The
system covered by this patent calls for the data to be collected and stored in a
central storage unit to be then transmitted in a coded form — via any suitable line,
such as a telephone line — to a peripheral unit where the same data have to be
used. The risk that an unauthorized person may gain access to or come into
possession of the so transmitted data is reduced to a minimum thanks to the fact
that the same data can solely be decoded in the final component part that has to
be programmed with such data. Various information levels are provided along with
special adapters to as best as possible protect the system against possible
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intrusions.

In any case, prior-art systems that have been proposed and used up to these
days make use of a plurality of centralized electronic files, in each one of which the
data are repeatedly checked, i.e. undergo multiple controls by means of
comparisons that are performed between the data transmitted by the peripheral
units in connection with the operative request thereof and the data stored in the
central units that must consent to such operative request being enabled to be

complied with and carried out.

It therefore is a main object of the present invention to provide a method for the
duplication of keys provided with code-based electronic recognition means, which
ensures remote operativeness under conditions of absolute security, wherein any
need for use to be made of special devices, such as proprietary databases with

related inquiry means, is however done away with.

Within this object, a further purpose of the present invention is to provide a
system that makes use of a single data processing centre, which all peripheral
units concerned are connected to, so that these peripheral units are enabled to
carry out the requested duplications through a proper data processing sequence.
This data processing sequence — as performed based on an algorithm — enables
the requested data to be coded and transmitted, without any need arising of
setting up a plurality of files or storage capacities that have to be acceded to for
the comparison and recognition of the requested data.

Still a further purpose of the present invention is to enable users to do away
with the need to make use of a plurality of particularly sophisticated and smart, i.e.
high-performance peripheral units, while limiting such use to a simple read/write

unit of any known type.

Finally, the method according to the present invention can be readily extended
to cover applications involving other security devices operating on the basis of or
through electronic codes, such as in particular remote controls, radio controls,
further to keys equipped with transponder means.
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According to the present invention, these aims, along with further ones that will
be apparent from the following description, are reached in a key duplication
method and apparatus incorporating the features and characteristics as recited in
the appended claims.

Features and advantages of the present invention will anyway be more readily
understood from the description that is given below by way of non-limiting example

with reference to the accompanying drawings, in which:

- Figure 1 is a diagrammatical view of the various functional blocks making up

a code-based electronic recognition means;

- Figure 2 is a schematic view illustrating the method according to the present

invention in a first embodiment thereof;

- Figure 3 is a schematic view illustrating the method according to the present

invention in a second embodiment thereof;

- Figure 4 is a schematic view illustrating the data recognition method

according to the present invention; and

- Figure 5 is a schematic view illustrating the method according to the present
invention in a third, preferred embodiment thereof.

With reference in particular to Figures 1 and 4, the key to be duplicated 10 is
provided with code-based electronic recognition means, such as a transponder.
Figure 1 is a diagrammatical view of the various functional blocks that make up a

code-based electronic recognition means.

The code-based electronic recognition means 11 is made up by a specially
designed, i.e. dedicated microchip contained in a support, where an antenna 12 is
provided for bi-directional radiofrequency communications. The code-based

electronic recognition means is energized via an electromagnetic coupling
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established through an antenna of a read/write unit 13 adapted to receive a key 10
or 30 in a pit or hole 14 (see Figure 4).

A first functional block is formed of an EEPROM programmable memory 5 that
has for instance a capacity of 256 bits. This EEPROM programmable memory 5 is
subdivided into some fragments that are arranged to host, i.e. store some
identification data and a secret code of the key. The identification data of the key
may for instance consist of a recognition code, a code identifying the
manufacturer, a serial number, and the like, in which each one of them occupies a
certain characteristic number of bits, whereas the secret code is an information
consisting of data forming a string in the size of a few Bytes, e.g. five Bytes. The
secret code can be neither copied nor read by the read/write unit 13 lodging the
key, i.e. in which the key is received, but solely and merely interpreted in a mode
that shall be explained in greater detail further on.

A second functional block includes a computing unit 16, in which a protected

proprietary algorithm is implemented.

A third functional block refers to a control logic 17, which assigned the task of
processing the secret code of the key 10 (contained in the block 5) through the
algorithm implemented in the computing unit 16, in response to an inquiry signal
that is sent in by the read/write unit 13 in which the key 10 is received. In addition,
the functional block concerning to the control logic 17 implements a cryptanalysis,
i.e. decryption routine that is retrieved and caused to run whenever and as soon
as data are input in a form that is encrypted with the same protected proprietary
algorithm. In a known manner, the electronic recognition means further contains

some component parts that build up a contactless interface 18 (see Figure 1).

Figure 2 shows a flow diagram of the method according to the present
invention, in which all involved devices are networked through the Internet, i.e.

connect to a communication network such as the Internet.

The peripheral read/write unit 13 is connected to a computer 15, e.g. via a
serial interface RS232 or a Universal Serial Bus (USB). The computer 15 is
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interconnected with the Internet network and is located in proximity of the
read/write unit 13. Installed in the same computer 15 there is an application
program that is adapted to handle the flow of data coming in from the read/write
unit 13.

The read/write unit 13 performs data reading and writing operations and is
capable of identifying the type of key. Provided in the apparatus there is a built-in,
i.e. internal memory having a storage capacity of for instance 64 kilobytes.
Moreover, the read/write unit 13 is provided with a display 20, such as for instance
a display formed of two lines by twenty digits, an antenna (not shown) for receiving
and transmitting data, and two push-buttons, i.e. a read button 21 and a write
button 22, by means of which an operator is able to interact, i.e. intervene

interactively.

A remote service computer, i.e. server 25 is interconnected with the Internet
network and the primary task thereof lies in managing in a queuing mode, such as
for instance in the so-called F.I.F.O mode, the plurality of authentication requests
coming in from the peripheral read/write units 13. Such server is connected to a
data processing centre 26 (SuperComputer) having an elevated computing
capacity as its peculiar property. Furthermore, this data processing centre 26
implements the same protected proprietary algorithm that is set up in the
microchip included in the code-based electronic recognition means 11. All
read/write units 13, irrespective of their actual location, refer to such data
processing centre 26.

Owing to such data processing centre 26 being itself interconnected with the
Internet network via the service computer, i.e. server 25, the telematic, i.e. remote

communication circuit is completed.

According to the inventive method, a key 10 to be duplicated is introduced in
the appropriate receptacle 14 of a read/write unit 13. Via the interactive read
button 21, the read/write unit 13 reads the identification data of the key 10, thereby
recognizing the type of key being handled, and temporarily stores such data in the
internal memory thereof. In the assumption that the key 10 is of the type with a
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secret (encrypted) code, the read/write unit 13 concurrently performs an inquiry
operation to query the key 10. Such query occurs through a code that is
implemented in the read/write unit 13 and is solely known by the manufacturer.
Thus, a wireless communication is then established between the read/write unit 13
and the code-based electronic recognition means 11 of the key 10. The code-
based electronic recognition means 11 processes the secret data, with the aid of
the protected proprietary algorithm that is implemented inside its own microchip, in
response to the inquiry signal. What the read/write unit 13 acquires is therefore a
data-based information that is encrypted at random in a first encryption form,
which shall be defined as INCODE hereinafter.

The read/write unit 13 automatically assigns the key 10 with an index, which
may for instance be allotted following a numerical sequence. The read/write unit
13 transmits the INCODE, which contains also the information that identifies the
key 10 to be duplicated in a univocal manner, owing to its having been assigned a
log, to the computer connected thereto. The computer 15, as duly provided with
the application program, receives such information and sends it to the serving
computer or server 25. At this point, the INCODE contains also the information

relating to the IP (Internet) address of the computer 15.

The INCODE received by the serving computer or server 25 is indexed in a
sequence based on the IP address from which it has arrived, so as to be able to
be classified. Afterwards, the authentication request will be handled and managed
through the F.I.LF.O. queue. As soon as the same authentication request becomes
the first one in the queuing list, the same is served and, as a result, the INCODE is
sent to the data processing centre 26, where a search is performed to find out the
secret code contained in the microchip from which the INCODE has been derived.

The recognition of the secret code occurs following a data processing
operation that requires an elevated computing capacity to be available. The basic
steps thereof can be summarized as set forth below.

In the data processing centre 26, the INCODE is decrypted through the
protected proprietary algorithm and — through an appropriate processing operation
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— a correspondence is found with one of the afore-mentioned plurality of secret
codes within the whole set of possible combinations relating to the size of the
string of the secret code. As soon as this relation of correspondence is
established, the secret code is recognized and authenticated, and — as a result —
the single and sole secret code corresponding to the one contained in the
microchip of the key 10 to be duplicated is acquired. The data processing centre
26 encrypts the corresponding secret code in a random way — through the
protected proprietary algorithm — into a second encryption form, which shall be
defined as OUTCODE hereinafter.

Via the same telematic network, the data processing centre 26 sends the
OUTCODE to the read/write unit 13 from which the related request had originated.
The encrypted response code obtained as OUTCODE will of course be different,
even if to an INPUT code transmitted to the data processing centre there
corresponds a single OUTPUT code. However, the encrypted response code, or
OUTCODE, will be indexed in accordance with the INCODE input code arriving at
the data processing centre 26, so that it is correctly addressed to the actual
read/write unit 13, from which the processing and authentication request had
originated.

The encrypted secret code transmitted by the data processing centre 26 is thus
received by the read/write unit 13, in the receptacle 14 of which there has been
inserted a blank key 30 to be programmed as a replacement, i.e. duplicate of the
original key 10 to be duplicated. The read/write unit 13 is then activated and, by
associating the OUTCODE response code received from the data processing
centre 26 with the other previously stored identification data of the original key 10,
transfers all identification data of such key into the microchip of the new blank key
30, wherein this operation is performed with the aid of the interactive write button
22. The OUTCODE response code — as it has been worked out at the data
processing centre 26 — is decrypted and definitively stored — along with the other
identification data — solely inside the microchip of the blank key 30. Once the
duplication process has been completed, the key 30 turns out as being structurally
constituted by a different recognition configuration that is anyway able to exactly
emulate the functions of the configuration of the original key.
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The read/write unit 13 is programmed to destroy — upon completion of each
programming operation — all temporarily stored information and data. By virtue of
the double encryption, i.e. on transmission and reception, respectively, of the
codes transferred in the key system, the new key 30 is ensured that it will be
identical to the original one and, thanks to the solely temporarily stored data being
eventually destroyed, it is ensured that nobody will be able to gain access to the
secret code of neither the original key nor — similarly — the duplicate one.

Figure 3 illustrates the same flow diagram that has been described in
connection with Figure 2, with the difference, however, that the read/write unit 13
makes in this case use of a mobile telephone communication network 40 to
transmit the INCODE and receive the OUTCODE.

In this case, the INCODE - as shown on the display of the read/write unit 13 -
can be transmitted in a text message mode (SMS) with the aid of a mobile or
cellular phone, and is indexed in a sequence mode with the phone number from

which it has reached the computing server 25, to be classified accordingly.

The OUTCODE, which is received in a SMS mode, too, is input and logged in
the read/write unit 13 through the combination of the two buttons 21 and 22;
thereupon, through the interactive write button 22, the blank key is finally
programmed as this has already been described above, wherein the possibility is
contemplated for the programming operation to be repeated in the case that an

error is made when striking, i.e. writing the OUTCODE.

The illustration in Figure 4 highlights the fact that the identification data of the
key and the secret code, which are required for programming the blank key, are by
no way accessible or available concurrently at any moment and any link of the

communication network whatsoever.

Schematically illustrated in Figure 5 there is a third preferred embodiment of
the method according to the present invention, wherein the transmission of the
INCODE and the reception of the OUTCODE occur via a mobile telephone system
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using a communication protocol, such as GSM.

To this purpose, there has been devised a data transceiving unit 50 that
imitates, i.e. resembles in all parts thereof a GSM transceiving module and, as
such is capable of being activated with a so-called SIM (Subscriber Identity
Module) card that is compatible with those used and available on the international
marketplace; it further implements — with a set of routines — an interface software
for the interconversion of data with the read/write unit 13. The data transceiving
unit 50 operating according to the mobile-telephone standard mode is energized
with an electric current supplied by a power supply 60 connected to the power
mains. Such power supply 60 may for instance be the same one of the read/write
unit 13. A serial I/O interface 58, such as an interface RS232 or a USB, enables
the data transceiving unit 50 operating according to the mobile-telephone standard
mode to be connected with the read/write unit 13. The data transceiving unit 50
operating according to the mobile-telephone standard is provided with an
interactive push-button 52 and two LEDs 54, 56 that have a different colour, e.g.
green and red, respectively. The interactive push-button 52 allows the operator to
perform the operations required to transfer both the INCODE to the data
processing centre 26 and the OUTCODE to the read/write unit 13, whereas the
green LED 54 and the red LED 56 indicate the state of the operations being
carried out in search of a GSM network and to transfer encrypted data,

respectively.

The data transceiving unit 50 operating according to the mobile-telephone
standard mode carries out a search of the available GSM network immediately
after being connected to the read/write unit 13, and indicates that a connection to
the GSM network has been successfully completed by causing the green LED 54
to blink.

The routines provided to initialize the read/write unit 13 and the data
transceiving unit 50 operating according to the mobile-telephone standard mode,
respectively, in view of starting the key duplication process, are retrieved and set
into running when the key 10 to be duplicated, as provided with its own encrypted
transponder, is inserted in the receptacle 14 of the read/write unit 13. At this point,

10
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the read/write unit 13 transmits the INCODE to the data transceiving unit 50
operating according to the mobile-telephone standard mode and — following the
actuation of the interactive button 52 — the related encrypted data are sent via the
GSM telematic network to the data processing centre 26, the latter being of course
duly associated to a proper transceiving means (not shown).

The data processing centre 26 processes the so received encrypted data to
generate the OUTCODE in the manner that has already been described afore in
connection with the other embodiments of the inventive method, and — during the
time interval in which the encrypted data are being transferred through the
telematic network and then processed at the data processing centre 26 — the red
LED 56 illuminates steadily. As soon as the OUTCODE is available, the data
processing centre 26 sends such OUTCODE to the data transceiving unit 50
operating according to the mobile-telephone standard mode and the reception of
such OUTCODE by said unit is indicated by the same red LED 56 switching to a
blinking state. As a result, the blank key 30 can be inserted in the read/write unit
13 and, through the interactive button 52, the related encrypted data can be
transferred to the read/write unit 13 for the OUTCODE to be programmed into the
blank key 30 inserted in the same read/write unit 13, in the same manner as
already described afore in connection with the other embodiments of the inventive
method. In this phase, the red LED 56 is again illuminated steadily and, once
programming the blank key 30 is completed, the red LED 56 goes off.

With reference to the other two embodiments of the inventive method that have
been described afore, it is worth noticing that this further embodiment, based on
the use of a data transceiving unit 50 operating according to the mobile-telephone
standard mode, has the peculiar advantage of allowing for some devices, such as
the computer 15 connected to the Internet and/or the mobile phone, to be
excluded, i.e. done away with, thereby enabling the total time needed for a key to
be duplicated to be drastically cut. In particular, the need is furthermore done away
with for buttons or dials to be struck or actuated manually on the telephone and
the read/write unit 13 (in the second embodiment), thereby eliminating any error

possibility by the operator.

11
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It will of course be readily appreciated that this further embodiment of the
invention, based on the use of a data transceiving unit 50 operating according to
the mobile-telephone standard mode, can be implemented in a number of different
manners as far as both the configuration of the system and the use of other
mobile-telephone standards are concerned. So, for example, the possibility is
given for a data transceiving unit to be provided, which uses the UMTS standard,
while providing the system with related hardware or software interfaces as
appropriate. In addition, the data transceiving unit operating according to the
mobile-telephone standard may be integrated in the read/write unit 13. In other
words, all devices that can be connected to or integrated in the read/write unit 13,
as provided to transmit and receive data to and from the remote data processing
centre 26 and making use — to such purpose — of any communication protocol

whatsoever, fall within the scope of the present invention.

Therefore, the whole key duplication process can be considered as being
effectively and fully protected, since data are in all cases and invariably
transmitted and received in an encrypted form, while the identification data of the
key 10 to be duplicated are available in the read/write unit 13 solely for the time
that is strictly required to complete the programming operation. The whole set of
operations to be carried out requires a time varying from just a few seconds up to
a maximum of three minutes, thanks to the rapidity of the telematic transmission
mode and the huge computing and processing capacity available at the remote
data processing centre.

The particularly important fact should further be noticed that the whole key
duplication process does by no way make use of any fixed database to be
accessed to for a recognition by direct comparison, but is rather based on an
autonomous computing and processing operation dedicated to each single

transaction.

Accordingly, the system according to the present invention fully reaches the
afore-noted aims by in particular allowing electronic keys of the encrypted type to
be duplicated in a process that is handled and managed in a fully centralized
manner, without any need arising for access to be gained to proprietary

12
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databases, which would make it necessary for additional security devices to be
used in view of ensuring the required level of secrecy. Moreover, the use of a
mainframe computer for processing the data enables extremely quick responses

to be obtained for complete user’s satisfaction.

13
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CLAIMS

1. Method for the duplication of keys provided with code-based electronic

recognition means, said method being based on the use of a data read/write unit

(13) and telematic data transmission means, characterized in that:

said data read/write unit (13) acquires the code of the original key to be
duplicated (10), part of such code being in an encrypted form;

the data read/write unit (13) transmits the encrypted part of the code in the
form of first encrypted and indexed data to a data processing centre (26);

such first encrypted and indexed data are recognized at said data processing
centre, which in response processes out second encrypted data bearing
however the same indexation as said first encrypted data;

such second encrypted data are transmitted back to the peripheral data
read/write unit, where they are recognized, based on the indexation thereof,
and are then associated to the remaining part of the code of the key to be
duplicated;

the thus reconstructed code is stored and decrypted in the blank key (30) that

is due to form a duplicate of the original key.

2. Method for the duplication of keys provided with code-based electronic

recognition means according to claim 1, characterized in that the data read/write

unit (13) acquires and stores in a temporary memory the identification data

contained in the code of the key to be duplicated (10), while it receives and

transmits to the data processing centre (26) the encrypted part of the code.

14
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3. Method for the duplication of keys provided with code-based electronic
recognition means according to claim 1, characterized in that said first encrypted
and indexed data reaching the data processing centre (26) are decrypted and
compared with all data that can be processed or are available for processing by
said data processing centre, until they are eventually recognized when a match is
univocally found with one of the data processed by the data processing centre.

4. Method for the duplication of keys provided with code-based electronic
recognition means according to claim 1, characterized in that said data
processing centre (26) performs a second encryption of the thus received and
recognized data and then transmits the resulting second encrypted and indexed
data to the respective data read/write unit (13).

5. Method for the duplication of keys provided with code-based electronic
recognition means according to claim 1, characterized in that said second
encrypted and indexed data are transferred to the data read/write unit (13), where
they are associated to the respective identification data of the key to be duplicated
(10) stored in the temporary memory in view of reconstructing the code that is in
turn transferred to the blank key (30) to complete the key duplication process.

6. Method for the duplication of keys provided with code-based electronic
recognition means according to claim 1, characterized in that the various
encryption and decryption operations are performed based on the use of a

proprietary, protected algorithm.

7. Method for the duplication of keys provided with code-based electronic
recognition means according to claim 1, characterized in that following
completion of the key duplication process, the identification data of the duplicated
key are automatically deleted from the temporary storage memory of the data

read/write unit (13).
8. Apparatus for carrying out the method according to any of the preceding
claims, comprising a data read/write unit (13) provided with a receptacle (14)

adapted to receive a key to be duplicated (10) and a blank key (30),

15
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characterized in that said data read/write unit (13) is further provided with means
to generate a first encrypted code derived from the original data of the key to be
duplicated (10), and is associated to means (15, 40, 50) for transmitting said first
encrypted code to a data processing centre (26), which is adapted to transmit a
5 second encrypted code back to the data read/write unit (13) for the duplication of

the original data into the blank key.

9. Apparatus according to claim 8, characterized in that said data read/write
unit (13) is associated to a transceiving unit (50) that is fitted with a mobile-

10 telephone communication protocol.

16
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