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¢ Policy-Based Network Management

Abdur Rahim Choudhary

Depending on the context, a policy can be a paper document, a table for
selecting options, a sequence of logical assertions to automate operational
decisions, or a tool to articulate business goals and service priorities and
facilitate decisions in enforcing business rules and service priorities. In this
paper, we will analyze these aspects of policies and show how they relate
to each other. We will also analyze industry practices, examine applicable
standards, and explore some advantages that a policy-based system can
offer in such areas as network management, quality of service (QoS), and
network security. © 2004 Lucent Technologies Inc.

Introduction

In its formulation, a policy-based approach [18]
uses three basic constructs: policy events, policy
actions, and policy rules.

Policy events represent the system states that are
of interest in the context of the business objectives
and their operational realization. Examples of a policy
event include the occurrence of congestion in a
router, the failure of a network node, the repeated
failed attempts at logging on to a system, the occur-
rence of an emergency, the arrival of a call from a hot
number, and the detection of a denial of service (DoS)
attack.

Policy actions are the responses that an organi-
zation wishes to enforce in case one or more of the
specified policy events actually take place. Examples
of a policy action include rerouting traffic, switching
on a backup system, suspending a user account, deny-
ing service to all calls except those related to an emer-
gency operation, monitoring a call from and/or to a
hot number, and disconnecting service to those clients
suspected of causing a DoS attack.

Policy rules can be simply explained as the
mechanisms to bind the policy events with the pol-
icy actions. However, this process can be fairly

complicated, except for cases that represent simple
operations. For example, a simple rule may detect
that a router is experiencing congestion, but it may
take a complex ensemble of rules to detect that a DoS
has occurred. The rules to invoke a policy action may
be similarly complicated. Even in a simple case when
a router experiences congestion, the policy action may
depend on a set of defined congestion alert levels and
the policy rules may become somewhat complex for
situations that fall in the middle of the defined alert
levels. Further complications arise for the policy rules
when the consequences of a false-positive or false-
negative detection are considerable, or the conse-
quences of an overreaction or underreaction to a
policy event are crucial. For a detailed discussion of
such factors, their impact on the policies, and an
approach toward mitigation, see [8].

A policy-based approach to management can also
allow the separation of the rules that govern the be-
havior of a system from the functionality provided by
the system. Hence, policy-based management can
make it possible to adapt the behavior of a system
without the need to recode its functionality. Further,
changes can be applied by changing policies without

Bell Labs Technical Journal 9(1), 19-29 (2004) © 2004 Lucent Technologies Inc. Published by Wiley Periodicals, Inc.
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stopping the system or having to restart it. This as-
pect of policy-based management permits the system
to adapt to the evolutionary changes in the system
and to new application requirements [1].

In this paper, we first present a reference archi-
tecture for policy-based management that will also
form the basis for further discussion. Next, we dis-
cuss the policy-based approaches to network man-
agement, quality of service (QoS), and network
security. This discussion is in terms of industry prac-
tices, applicable standards, and ongoing research.
We then describe the potential advantages that the
policy-based approach can offer and, finally, we pres-
ent conclusions.

Reference Architecture for Policy-Based
Management

In this section, we present an architecture that
supports the functionality and behavior described
above for a policy-based approach to management.

Policy Reference Architecture

A simple but powerful architecture for the pur-
pose of policy based systems was formulated [31] in
the context of policy-based admission control man-
agement to enable QoS. The essence of this architec-
ture is shown in Figure 1.

Policies are formulated by a human and intro-
duced in to the policy-based system via the policy

( 4 Policy
management

Policy
administrator

PEP

PDP—Policy decision point
PEP—Policy enforcement point
COPS—Common open policy service

Figure 1.
Policy reference architecture.
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Panel 1. Abbreviations, Acronyms, and Terms

ACL—access control list

CIDF—common intrusion detection
framework

CLI—command line interface

COPS—common open policy service

DARPA—Defense Advanced Research Projects
Agency

DiffServ—differentiated services

DoS—denial of service

FTP—file transfer protocol

IDWG—Intrusion Detection Exchange Format
Working Group

IDXP—intrusion detection exchange protocol

IETF—Internet Engineering Task Force

IPSP—Internet protocol security policy

ITU-T—International Telecommunication
Union, Telecommunication Standardization
Sector

LDAP—lightweight directory access protocol

MIB—management information base

MSL—multiple security level

PCIM—Policy Core Information Model

PCIMe—PCIM extensions

PDP—policy decision point

PEP—policy enforcement point

PHB—per-hop behavior

PIB—policy information base

QoS—quality of service

QPIM—Qo0S Policy Information Model

RFC—request for comments

RSVP—resource reservation protocol

SNMP—simple network management protocol

VolP—voice over Internet protocol '

XML—Extensible Markup Language

management module shown in Figure 1. The policy
decision point (PDP) is the module where the policy
expertise resides. The PDP uses a policy repository that
contains the parameters and data structures that the
PDP needs to evaluate the policy rules to make policy-
based management decisions. The policy repository is
often implemented as a directory that can communi-
cate using lightweight directory access protocol
(LDAP).

Each managed object supports a policy agent
known as a policy enforcement point (PEP). A PEP is

Trend Micro Ex. 1006-0007
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designed and implemented for each managed object
that the policy-based system is supposed to manage.
An example of a managed object is a softswitch or
one of its subsystems such as call control, call detail
records, and low-level communications. The managed
object does not have to be a physical entity such as a
switch or a router. Software systems, subsystems, ap-
plications, and other entities can also be managed by
the policy-based management system using appropri-
ate PEPs. The PEP is a mechanism to abstract the
managed object’s operations and management char-
acteristics using a general and preferably standard data
model. The PEP communicates with the PDP using a
standard protocol called common open policy service
(COPS) [11].

An Example: Policy Management
in the Lucent Softswitch

A somewhat modified version of this architec-
ture was implemented as the policy-based manage-
ment component of the Lucent Softswitch [21]. The
architecture brings forth the generic components
discussed above, as well as some details that are
inevitable in the context of an implementation.
Figure 2 shows this policy-based management in the
Lucent Softswitch. It also shows all the generic com-
ponents of policy-based management, viz., the PDP,
PEP, policy management, and policy repository
(shown in this figure as policy information base
[PIB]), as well as some additional details. In addition
to the COPS interface, the figure also shows support

PEP

Policy client

Policy 0
administrator

Policy server

CLI—Command line interface
COPS—Common open policy service
LDAP—Lightweight directory access protocol
PDP—Policy decision point

PEP—Policy enforcement point
PIB—Policy information base
SNMP—Simple network management protocol

Figure 2.
Policy management in the Lucent Softswitch.
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for simple network management protocol (SNMP). It
is intended for cases where an SNMP agent is avail-
able for the managed object, and some PEPs are so
designed that they can also serve as an SNMP agent.
Other interfaces, such as a command line interface
(CLI) or the file transfer protocol (FTP), are also often
supported. The interface communicates the policy in-
formation, the policy decisions, and data sensed from
the managed object.

The COPS protocol has been extended [6] to add
mechanisms and conventions to facilitate policy
provisioning.

The PDP makes decisions based on the policies it
retrieves from a policy repository and perhaps other
locations such as authentication servers. We also show
some of the internal structure of this PDP. It contains
the policy events that can be used to trigger infor-
mation flow to and from the PEP, an abstracted model
of the managed object in terms of a standardized data
model (see [24, 25]) that can be used to formulate
policy directives for the PEP, and a policy engine that
evaluates the policy rules to make decisions. The pol-
icy management module can be implemented as part
of the PDP, and a policy administration point is used
as a management client with a graphical user inter-
face. Further, the communication with the PEP uses a
protocol service module to use the appropriate proto-
col when multiple protocols are supported.

To make policy decisions, the PDP performs the
following functions: retrieving policy, interpreting pol-
icy, detecting policy conflicts, receiving interface mes-
sages, receiving policy decision requests from PEPs,
receiving policy events (conditions) from PEPs, de-
termining which policy is relevant, applying the pol-
icy, returning the results of policy application (possibly
with other policy elements such as error information),
sending policy elements to the PEP based on policy
updates or requests from external entities, and re-
ceiving policy provisioning messages.

Figure 2 shows only one PDP. However, that is
only for simplicity of representation. In reality, an or-
ganization can have multiple PDPs. These can often be
organized hierarchically so that policy decisions can
be defined and implemented at various levels of in-
creasing abstraction starting from an organization’s

22  Bell Labs Technical Journal

business goals to the configuration settings for an end-
point for the purpose of delivering a service. As an
example, one could have a PDP for each domain
shown in Figure 2. A PDP would serve its PEPs within
the domain that it manages and, at the same time,
the PDP could itself act as a managed object for the
purpose of the PDP at a higher echelon within the
hierarchy ot PDPs.

The PEP enforces the PDP decisions and commu-
nicates the local events to the PDP. The PEP applies ac-
tions according to PDP decisions based on relevant
policies and current network conditions. These con-
ditions may be static, such as source and destination
addresses or ports, and/or dynamic, such as current
bandwidth availability or date and time.

Hierarchical Policy Organizations

The above description of the architecture does not
indicate how the managed objects can be organized,
how the policies can be mapped onto the managed
objects, and how a combination of policies can be
used to manage an object. These issues are addressed
in the ITU-T recommendation “Management Domain
and Management Policy Management Function” [17].
It provides a model for the behavior of the policy
without defining the nature of any interactions that
result in the use of the management domain and
policy function.

For logistic or other management reasons, there is
a requirement to modularize management activities
and groups of managed objects. The need to define
groups of managed objects is associated with the con-
cept of domains. A domain-managed object allows
the specification of a set of objects of interest from
the policy-based management point of view. A policy
defines a set of management activities that apply to
domains, encapsulating any rules and rule combina-
tion semantics used to construct that policy.

For management domains, there is the require-
ment that it be possible to determine which manage-
ment policies apply to the domain. For this purpose,
we introduce the concept of a jurisdiction, which is a
managed object that represents the relationship be-
tween a policy and a domain to which the policy is
applied. The relationship defined by a jurisdiction in-
dicates to which managed objects, identified by the
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Figure 3.

Domain hierarchy and application of policies to managed objects.

domain, the policy applies. Determining which poli-
cies apply to the membership of a domain requires
retrieving the attribute that names its policy from all
jurisdictions that directly or indirectly reference the
domain in question.

Figure 3 shows how the application of policies
to the management objects takes place via the juris-
dictions applied to a hierarchy of domains.

Jurisdiction J1 associates policy P1 with domain D1.
This means that policy P1 applies to objects A, B, C, D, E,
E the members specified directly or indirectly by D1.

Jurisdiction J2 associates policy P2 with domain
D12. This means that policy P2 applies to objects D, E,
and E the members specified directly or indirectly by
D12. Thus, both policies, P1 and P2, are applicable to
objects D, E, and F. Therefore, a change to domain
D12, e.g., changing the membership of the domain,
can affect the applicability of both policy P1 and P2.
Jurisdiction J3 associates policy P3 with domain D13.
Objects F and G are subject to policy P3. Object F is
also subject to policy P1 and to P2.

To summarize, Figure 3 illustrates the hierarchical
domains for administrative convenience, e.g., the

domains D11 and D12 may be administered sepa-
rately. It also illustrates the reuse of a domain for
multiple jurisdictions, e.g., the domain D12 is used
for both jurisdiction J1 and jurisdiction J2. Finally,
Figure 3 demonstrates the application of multiple
policies to a single object, e.g., object F is subject to
policies P1, P2, and P3.

The Parlay Group [26] has defined standard APIs
[13] to enable handling the domains, the managed
objects within the domains, and the jurisdiction rela-
tionship that shows which policies apply to which
managed objects. In particular, the jurisdiction rela-
tionship is realized by explicitly “associating” a set of
policies with a domain or with a sub-entity referred to
as a “group” in the Parlay APL

Policy-Based Network and Services Management
Network management is one of the first areas to
which the policy-based approach has been applied.
The policy-based implementations within the indus-
try are mostly the cases of simple policies. These
include the cases of simple events, rules, and actions
such as a tabular description of decisions that allow or

Bell Labs Technical Journal 23
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drop the traffic that corresponds to certain ports, cer-
tain addresses, or certain protocols. Many policy-based
management schemes that currently exist in the mar-
ket for the firewalls and routers can fall under such a
simple table-based approach. This is because the cur-
rent state of network management is essentially the
management of individual network elements, so the
simple cases of policy-based network management
merely seek to configure the individual devices.
However, the real value of the policy-based approach
to network management is to achieve business objec-
tives by managing services that require the network as
a whole to have a desired overall behavior. In this
sense, managing the services such as QoS or security
is a different challenge from conventional network
management [2].

One of the first industry products in which the
policy-based management approach and a standard
architecture were implemented was the policy-based
IP network monitoring system from Lucent Techno-
logies [23]. The product is also called NetMon. It is
included as the management module within the
Lucent Softswitch. The architecture shown in Figure 2
describes this product. Such products are a good start-
ing point for a more general policy management solu-
tion, deploying policies that are dynamic and enable
real-time network management decisions for network
reconfiguration.

The policy information base (PIB) shown in
Figure 2 is a repository for the policy data. It is not much
different from a management information base (MIB)
that is used for network management using SNMP
management framework [5]. Both PIBs and MIBs
make it possible for vendors to add proprietary infor-
mation. A proliferation of PIBs, just like a proliferation
of MIBs, is likely to complicate the management func-
tion for large heterogeneous networks—e.g., the scripts
in a network management system can breakdown, not
only when a similar product by a different vendor is
used, but also when a different version of the same
product is introduced, and this can cause problems with
scalability, flexibility, and evolvability.

In an attempt to mitigate this situation, the Policy
Framework Working Group of the Internet Engineering
Task Force (IETF) has defined a Policy Core Information

24  Bell Labs Technical Journal

Model (PCIM) [24] and extensions to it (PCIMe) [25].
A framework PIB has also been defined [27] as a
common component of all PIBs. As many policy-based
management systems of today use a directory for policy
repository, the IETF has invested some effort in map-
ping the information model to LDAP schemas [30].
However, these efforts seem to address the tradi-
tional network management problem in terms of
the management of the individual network elements,
while the more sophisticated policy-based approach
for service management continues to pose a challenge.

Policy-Based QoS

Initiatives such as voice over Internet protocol
(VoIP) have helped highlight the importance of the
QoS [14]. To apply the policy framework to the QoS
domain, the Policy Framework Working Group has
extended the PCIM for the QoS domain (QPIM) [28].
A Lucent product called RealNet Rules [29] is a good
example of industry implementation.

The IETF has devised two schemes for QoS in the
IP networks, the differentiated services (DiffServ)
approach [3] and the integrated services approach
with resource reservation protocol (RSVP) [4]. Both
approaches readily benefit from a policy-based
management.

The DiffServ approach works via the use of the
DiffServ byte in the IP header. Six most significant
bits of this byte are used for marking the traffic with
DiffServ code points that correspond to a per-hop be-
havior (PHB). The two least significant bits are used
for explicit congestion notification. The marking of
the DiffServ bits for a desired PHB needs “classifica-
tion” policies; the treatment of the packets with a par-
ticular PHB needs policies to allocate resources for this
segment of the traffic; handling and shaping of traffic
needs policies for those packets that exceed the en-
velope of a service-level agreement profile; and such
DiffServ functions as traffic conditioning (e.g., via re-
marking the DiffServ byte) also need policies. A PIB
has been defined [7] to facilitate the implementation
of DiffServ policies.

The RSVP explicitly includes policy data objects
in its messages. Policy data may include user authen-
tication and user authorization credentials, billing
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information, and service privileges. These require
policies for security, billing, service accessibility, and
access criteria. The RSVP messages also contain the
flow descriptor data, with the flow-spec data and the
filter-spec data. The flow-spec data describe the QoS
needed for the reservation, and the filter-spec data
describe the data flow that must receive the specified
QoS. Clearly, policies are needed for provisioning
the requested QoS and for treating the specified data
flows according to the given QoS description. A set
of extensions to RSVP has been specified [15] to
facilitate policy-based controls.

Policy-Based Security

The approach at the IETF defines a policy frame-
work as is documented in [25, 30], and other related
documents, and further applications of the policy
framework are envisioned to be done under the ap-
propriate working groups in the appropriate areas.
The application to IP security is the charter of the IP
Security Policy (IPSP) Working Group [20] established
for the purpose within the security area of the IETE.
The group has formulated the requirements, an in-
formation model, and a PIB for IP security policies.
These documents are still Internet drafts at the time of
this writing.

The architecture shown in Figure 1 is a general
architecture for policy-based management and, in
particular, it is valid for policy-based security man-
agement. The communication of the security infor-
mation between the PEP and the PDP may be able to
use an evolving standard at the Intrusion Detection
Exchange Format Working Group (IDWG) [19] of the
IETFE. The purpose of the IDWG is to define data for-
mats and exchange procedures for sharing informa-
tion of interest to intrusion detection and response
systems and to the management systems that may
need to interact with them. The working group has
produced the requirements, the intrusion detection
exchange protocol (IDXP), and a data model using
Extensible Markup Language (XML). These results
are documented as Internet drafts, though they are
sufficiently stable, waiting to be issued as RFCs after
review and approval. This work was originated at
the Defense Advanced Research Projects Agency

(DARPA) under the project Common Intrusion

Detection Framework (CIDF) [10].

Multiple security level (MSL) is one area that has
challenged the industry and the research community.
For the present purpose, it means that an organization
may have multiple levels of classification of security,
depending upon the nature of the assets that need to
be protected and the type of users who need to access
those assets in multiple capacities. There are multiple
levels of protection that are used to secure those as-
sets, each level of protection potentially using differ-
ent security technologies and procedures. There are
strict rules for the information flows between these
classified levels and for providing the users authori-
zation to access the classified assets. These rules must
be strictly observed because the cost of violation of
these rules can be significant for national security and
for critical infrastructure protection programs [9].

The MSL problem can be a good challenge for the
policy-based management approach. Of course, the
policies will have to do a lot better than the table-
based representation that is currently dominant in the
industry and also better than the directory-based
schemas that seem to be the current emphasis for the
standards activity in the IETE. Below, we use the MSL
problem to explain the larger potential of policy-based
management as well to as draw attention to some
practical issues [8]:

e The PEPs shown in Figure 1 are the architectural
elements that have two important functions. The
first is to execute actions on the network element
according to the directives received from the PDP.
These actions form part of the policy actions. The
second is to gather information on the events that
occur in the network element. These events form
part of the policy events. The richness of a policy
framework is determined by the set of these
events and actions, and it must suffice for the
MSL requirements.

e The PDP is the heart of the policy decisions. It
performs the desired analysis on the policy
events that are obtained from the various PEPs,
not only from the PEPs in the domain managed
by the PDP but also from the PEPs in other do-
mains via their PDPs. This analysis must be made
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as extensive and as sophisticated as required by

the MSL.

e The PDP examines the policy events that it re-
ceives from the PEPs to carry out logic to decide
whether or not certain policy conditions have
arisen. The logic within the policy rules must ex-
pand well beyond the if-then type of simple logic
that is afforded by the table-based policies. This
logic must now be expressed using full-fledged
programs to evaluate the complicated MSL rules.
Further, certain rules may not be expressible in
terms of statistical and correlative metrics and
simple logic. In such cases, artificial intelligence
techniques such as intelligent agents, pattern
matching, and fuzzy logic may be needed. These
techniques are also very relevant in mitigating
the problem of false positive and false negative
detections, as well as the problem of overreaction
and underreaction in responding to the detected
conditions.

e Policy decisions may be dependent on the con-
text in which the policy events are observed, and
the security metrics [8] are computed. Hence, a
formalism is needed to specify context. A priori-
tization scheme based on this context is also
needed. An obvious example of the need for such
a prioritization scheme is provided by the situa-
tion in which a human is in the loop for making
policy decisions or for executing policy actions.
Thus, high priority can be assigned to the most
serious violations of the policy and the most ur-
gent policy actions. In [8], an architectural
solution that embodies the context and a context-
based service priority is provided.

e The standards activities need to keep pace with
the above requirements and the industry needs
to remain sufficiently motivated to implement
them.

To summarize, the policy events are collected
from the network elements; these events are analyzed
into management metrics; the events and the metrics
are used to model the behavior of interest, e.g., the
occurrence of congestion; the policies are defined
using the events, metrics, and behavior models; the
policy-based management system is used to predict
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or at least to detect the policy violations and to
respond to them using the policy actions that are
performed on the network elements.

Promise of Policy-Based Management

As explained earlier, the true promise of the
policy-based approach to management lies in its value
as a decision support tool and in its ability to support
decision-making in real time, as well as to respond to
the changes in the context of the operations. The
work in the industry and at the standards forums has
not yet realized that potential [12].

Current State

The industry has largely addressed the case of
simple policies, such as those that can be addressed
via a tabular description of ACLs. These cases may
be described as a table-based or an ACL-based
approach to management, with simple if-then type
policy rules and a limited set of policy conditions and
policy actions. The policy conditions and policy
actions are few and only the vendor can introduce
new ones. Further, the rules in these simple cases are
not procedures, so only the very simplest policies can
be expressed.

The IETF seems to have accepted LDAP directories
as the policy repository mechanism, as can be seen
from the emphasis it places on defining LDAP
schemas. Directories are not like databases and lack
many desirable features such as the referential in-
tegrity, the atomicity of transactions, notification serv-
ice, real-time dynamic changes to the directory
conient, and fast retrieval for real-time policy deci-
sions, to name a few.

The conventional operations, administration,
maintenance, and provisioning systems are slow re-
sponse systems with infrequent updates to their in-
formation bases, and a significant part of configuration
changes and provisioning is done manually. The
directory-enabled network allowed a logically central
information base so that the network nodes could
pull their configuration data from it. This allowed a
central administration approach so that changing
the configuration data in the central repository could
change the configuration of the network elements.
Currently, the industry and the IETF tend to view
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policy-based management as a progression in the
same direction.

Challenge of Service Management

The departure comes when one performs service
management [22] versus network element manage-
ment. Some services, such as virtual private networks,
can still be handled under the traditional paradigm
described above because rapid changes and dynamic
responses in real time are not needed. In services such
as QoS, the parameters such as delay, jitter, and loss
need to be kept within prescribed bonds irrespective
of the unpredictable changes in traffic patterns. The
QoS and security services are examples of services
that require the network as a whole to exhibit a
desired aggregate behavior.

One challenge is in the description of the policies
themselves. Policies must be unambiguous, verifiable,
resolving to a single decision, and consistent across
domain boundaries. One approach [16] is to specify
global policy rules and decompose them into local
policy rules using clear methodologies that incorporate
constraints of interacting and collaborating network
elements.

Another challenge is to make policy decisions dy-
namically respond to context information (i.e., the
dynamic part of the business environment), as well as
to changes in the context information due to ongoing
operations [8].

Security service can be challenging, as described
above, for the MSL service. However, not all security
requirements pose the same challenge. Thus, the au-
thentication, authorization, privacy, integrity, and
non-repudiation requirements do not generally re-
quire very complicated policies nor do the policies
change dynamically in real time. However, the re-
quirement of intrusion management, in general, can
pose serious challenges. Intrusion management serv-
ice (not just an intrusion detection system) is one area
where policy-based management is needed. A policy-
based management system can accommodate com-
plex and context-based analysis of the observed
events using sophisticated and intelligent algorithms
to predict and detect the intrusions, and offer reliable
and possibly automated responses to them.

Conclusions

Most policy-based management systems available
in the market today are more accurately described as
table-based systems. Much work is ongoing at the IETF
for policy-based management of networks, QoS, and
security, though it tends to view the policy-based
management as an extension of the directory-enabled
networks with LDAP schemas. It focuses more on the
network elements rather than the aggregate behavior
of the network as a whole within the context of deliv-
ering a service. However, the policy-based approach to
management has great potential not only in managing
simple services such as the network element configu-
ration and virtual private networks, but also in man-
aging complex services such as a multi-level security
service and an intrusion management service. Much
research is still needed to realize its full potential.
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