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ARCHITECTURE FOR MANAGEMENT OF DIGITAL FILES ACROSS 

DISTRIBUTED NETWORK 

This provisional patent application is intended to describe one or more 

embodiments of the present invention. It is to be understood that the use of absolute 

terms, such as "must," "will," and the like, as well as specific quantities, is to be 

construed as being applicable to one or more of such embodiments, but not necessarily to 

all such embodiments. As such, embodiments of the invention may omit or include a 

modification of one or more features or functionalities described in the context of such 

absolute terms. 

TPTC-l-l02IPAP 
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❖ Introduction 

Purpose of this Document 

This document is a description of MediaSpace, a Topia product that 
provides its customers with a seamless experience for administering their 
documents 1 across a distributed network of machines. 

1 This document defines "documents" as files in a particular domain in which a customer works; i.e., a file that a 
customer "cares" about. For example, a document for a photographer can be a TIFF file. A document for a software 
developer may be a text file containing source code. Files not generally considered documents include system 
configuration files, executable binaries, and image files included in a web page (although the web page itself might be 
considered a document). 
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❖ Market Definition and Product Strategy 

Market Overview 

► The problem space 

Customers of the modern computing systems are increasingly finding 
themselves in constantly-connected, high-speed networked 
environments. The Web continues to be a killer app, second only to 
email, on the Internet. Further, customers are increasingly using more 

than one computing device; a customer may have a desktop computer at 
home, one at work, and a constantly connected "smart phone". Due to 
the confluence of these two trends, file management across these devices 
has become a prominent problem. 

Although modern devices are easily connected, they do not provide 
the customer a seamless environment; the customer must manually 
handle many aspects of that connection. With regards to file 

management, customers must manually move files between their devices 
using some protocol like email, ftp, or by posting it on the Web. These 
practices lead to problems that include: 

, The proliferation of redundant file copies-this proliferation creates 
a confusing environment where the customer is unclear where the 
"official" or newest version of a file exists. 

, The creation of an error-prone environment-some documents, 

such as ones for word processing and desktop publishing, 
externally reference other files. Copying such a document can 
break these references causing errors that the customer has to 

handle manually. An example of such a document is a desktop 
publishing document that contains a reference to an image. If that 
image file is not transferred along with the desktop publishing file, 

the image will appear as a broken link. 

• Unnecessary complexity-because devices tend to have their own 
filing system, customers must manage a different filing model on 
each of his devices. For example, instead of having a single "Movies" 

folder, he may have to deal with many "Movies" folders, which may 
be in different locations on each of his devices. Each device may 
also have its own security model, further complicating the matter. 

That a customer has to manually move files around to ensure their 
accessibility on his devices is unnecessary, but is really an indicator of a 
lack of customer-focused design in modern file systems. File systems in 
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use today2 are direct offspring of systems used when graphical customer 
interfaces were non existent. Modern file system customer interfaces, 
such as Windows' Explorer and Mac OS X's Finder are just now starting 

to provide experiences that are more in line to a customer's workflow. 
Whereas before these interfaces were concerned with representing files 
with abstracted icons, the file's actual contents are becoming paramount 
in how files are organized and presented. 
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"Old-style" UI:files are minimally differentiated. All.files treated the same. 

2 We make no distinction between the actually file system layer in an operating system and the way it is presented to 
the customer. For this customer-focused discussion, the difference is unimportant; as far as the customer is 
concerned, the method by which they access the file system is indistinguishable from the file system itself. 
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"New-style" UI:files are organized by type; media is visualized; "searching", not "browsing". 

Problems still exist with how these newer customer interfaces are 
implemented. They are not completely integrated with applications, 

suffer from performance problems, and do not generally work well 
outside of a device's local file system. 

► Current approaches to providing file accessibility 

There are several solutions to this problem that are in one way or 
another inadequate to the task. The solutions discussed here are chosen 

because they are common methods that customers employ for providing 
accessibility to their files. 

REMOTE DESKTOP software allows a customer to remotely "see" his 

desktop. Remote desktop software includes Microsoft RDC, Citrb{, 
GoToMyPC and VNC. Remote desktop software screen-scrapes a remote 

machine's screen (a "server") and displays it on a screen local to the 
customer (a "client"). 

Remote desktop gives a customer access to not only his files, but also 
to his applications. However, this approach requires that the host 

machine be turned on and connected to the internet at all times. 
Consequently, this approach would not be appropriate for mobile hosts 
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such as laptops. Remote desktop does not use the resources of a local 
machine. For full accessibility, the customer would have to keep all files 
and application on the host machine as any files stored on a client are 
not guaranteed to be accessible. 

DISTRIBUTED FILI!: SYSTEMS, like remote desktop software, place 
data on an always-connected host machine. These systems include NFS, 
WebDAV, and Microsoft's SMB. Unlike remote desktop software, the host 
machine is not one on which the customer performs computing tasks. 

The host machine is used as a storage mechanism, and any computation 
performed on that machine serves to supports its use as such. 

Distributed file systems generally provide the right functionality for 
customers to share files between their devices. However, distributed file 
systems are usually deployed as a shared resource; that is, other 
customers have access to it. Because of this sharing, a customer's files 
may be buried deep in a filing structure, and it may not always be 
immediately evident to customers what kind of access they have to a 
particular file. Further, to use a distributed file system, the customer 
must always be connected to it. Files stored on a distributed file system 
are generally inaccessible if the customer's machine is not connected to 
it, unless the customer has copied or moved the files to his machine's 
local hard drive. However, doing so immediately creates the problem of 
having two filing systems for the same file, creating a mental burden on 
the customer. 

Additionally, accessing a file located on a distributed file system 
tends to be slower than accessing files on the local hard drive. Modern 
applications are usually written to assume that the files they access are 
located locally, and thus are not optimized to access remote files. When 
these applications are used with remote files, they can lose performance 
by an order of magnitude. This problem can be fixed by automatically 
caching often-used files on the local file system, and only synchronizing 
them when they have been changed. However, this separate 
synchronization step introduces another problem: because the 
synchronization process can be lengthy, the customer is never entirely 
sure if the file he is remotely accessing is the latest version of the file, 
versus an earlier one that has been marked to be updated. Further, the 
directory may not reflect the existence of the file at all until 
synchronization finishes. 

FTP is similar to a distributed file system with regards to files being 
hosted on a remote server. However FTP generally does manifest as a 
"disk drive" on the customer's desktop; the customer must use special 
FTP client software to access an FTP server. It shares the same problem 
as distributed file systems, with the additional problem of weak 
integration with applications. Applications can generally write and read 
files directly to and from a distributed file system. This is not the case 
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with FTP, as the customer has to manually use the client software to 
perform these operations as a separate task. 

EMAIL was originally invented for messaging. From the beginning, 

the model it employs to make files accessible remotely is necessarily 
inefficient. Email's model for making files accessible is in the form of an 

email "attachment". Attachments are so named because they piggy-back 
on a message sent from one customer to another. A customer can make a 
file remotely available using email by attaching the file to an email and 

sending it to himself. He can then retrieve the file from a remote location 
by accessing the message on the email server. Email used in this way is 
even worse than FTP as the process is even more manual: a customer 

must find the message containing the file before he can even access it. 
Further, the location in which the attachment lives is read only. If the 
customer, for example, were to open the file, change it, then save it back 
out, the results would be ambiguous to the user because the email 

application, not the user, specified its location. Usually, the saved file 
would end up buried in an email file cache in an undisclosed area of the 
file system. 

FLASH DRIVES, EXTERNAL DISK DRIVES AND !PODS, although 
seemingly the most "primitive" way to ensure file availability, avoid all 

the problems related to network latency. However, these devices must be 
physically connected to the computer on which the files will be accessed. 
These restrictions preclude the customer from employing several effective 

work-flows including: using more than one computer to complete a single 
task (the files can only be accessed on one computer) and setting up an 
automated backup (the computer running the backup can't guarantee 

that the storage device will be connected come backup time). Further, to 
ensure full availability of the files, the customer must carry the device 
with them at all times, and must follow the associated protocols for 
mounting and dismounting the device. 

► Current approaches to file presentation 

The two applications that most customer use to interact with their 

filesystems are Windows Explorer and Mac Finder. Although these 
applications {and others of their type) differ in specific implementation, 
they provide the same core functionality: the spatial presentation of a 

folder hierarchy. Although this type of presentation is useful for certain 
tasks, it is only optimal for a small number of use cases. 

A significant technique to organize files is to have an application 

"own" and manage files that belong to a domain in which the application 
has specific expertise. The application itself is the primary interface by 
which to browse its files; that job is not delegated to a different 
application like the Mac Finder or the Windows Explorer. This technique 

allows users to greatly limit the number of files that he must search or 
browse through by limiting his context. 
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A disadvantage to this approach becomes evident when working with 
more than one application to finish a particular task. Because an 
application "owns" its list of files, they are not readily available to other 
applications. For an application to use an image from the album depicted 
above, that application would have to know how to deal with iPhoto. The 
advantage of direct filesystems access over this approach is that the 
filesystem provides a "common ground" for making files available. 

The Product: MediaSpace 

MediaSpace provides a single-access experience. It provides a single 
logical area for customers to store and access their documents. It 
relegates IP addresses, URLs, disk drives, and networks to a position 
secondary to customer experience, accessibility, find-ability, 
collaboration and integration. MediaSpace also provides a customer 
experience in which the customer's files are the most important element. 
It serves as ''common ground"-between applications for accessing each 
others' files. When coupled with its single-storage experience, it also 
provides "common ground" to web-based applications, not just 
applications running locally on a customer's device. 

A core goal ofMediaSpace is to allow user to treat their documents as 
if they exist in a "cloud". If documents could be moved across the 
Internet instantaneously, it would be possible to craft a system in which 
customers would not have to be exposed to a document's locality. 
MediaSpace exposes certain aspects of a document's locality to a 
customer in its user interface. 
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An embodimentinforms the user that a document is not immediately available, and 
advises when and how that document may be made available. 

The MediaSpace is comprised of several notional components. These 
components should not necessarilybe treated as literal components so as to not 
stifle design creativity when creating an implementation. 

► Storage 

MediaSpacemay have a storage component separate from the 
customer's set of "everyday" devices. Having a separate storage 
component provides an "in-between" space for files and configuration 
information. Without this storage component, a file transfer from one of 
the customer's devices to another may require that both devices are 
both on and connected to a network, such is the case with FTP. 

The Storage component is the seat of security and is responsible for 
segregating documents by customer. Unlike traditional filesystems, a 
MediaSpace is a single-customer construct. For a customer to access a 

document, that document can be in his MediaSpace. 

► Cache 

To mitigate document access latency, MediaSpace treats the 
customer device's hard drive as a local document cache for the files 
located in the "cloud". MediaSpace synchronizes documents in the cloud 
with a device's local cache. This feature proactively downloads a 

document so that when a user goes to access it, there is no delay. 
Because hard drives in contemporary machines are large enough to 
contain all of an average user's files, the cache will likely contain all of 

the user's files, ensuring adequate file access performance. 
The entire caching process is invisible to the user, so although files 

are being duplicated locally, the duplicates are being completely 

managed by MediaSpace. 

► Directory 

The Directory is the list of the customer's documents and related 
metadata, as well as any one-to-one or one-to-many relationships 
between the documents and metadata. 

MediaSpace can always provide customers with an accurate 

"picture" of their document collection, regardless of whether his devices 
physically contain the documents. As mentioned earlier, a problem with 
distributed file systems and FTP is the latency between a file being put 

onto a file system and it showing up on a remote machine. To prevent 
this problem, MediaSpace's directory is decoupled from the movement of 
files. 

MediaSpace's directory update system updates at higher priority than 
the documents to be synchronized. This feature ensures that when a 
customer browses or searches through his set of documents, they appear 
even if they have not yet been cached locally on the device. An indicator 
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signifying a document's availability may be prominently displayed adjacent to 
the document's representation in the MediaSpace so that customers are 
aware of the document's availability. 

► Navigator 

The Navigatormay be a stand-alone application that allows customers to 

find and manage documents in the MediaSpace by visualizing 
relationships between documents and their metadata. It allows 
customers to tag documents with any number of identifiers. 

Customers can relate both documents and tags with each other in 

any number of user-specified one-to-one and one-to-many relationships, 
and an embodiment provides a user interface to browse and search on these 
relationships. To mitigate the customers' learning curve, the Navigator can 

implement relationships common to contemporary file systems, 
including a folder hierarchy. In addition to this, the Navigator provides 
direct support for methods that the customer uses to organize 

documents by manifesting them as user interface idioms. This is unlike 
conventional document filing systems which require the customer to 
work within a strict folder metaphor for organization. 

Some alternate methods that Navigator supports for organizing 

documents include: 

• Allow customers to organize their documents by application. Many 
times customers remember the application used to create a 
document instead of the document's name or its location in a 
hierarchy. 

• Allow customers to organize their documents by most recent 

access. Customers are likely to access a document they've accessed 
in the near past. Usually, such documents are part of a task that 
the customer is actively working. 

• Allow customers to organize their documents by project or 

subproject. 

• Allow customers to organize their documents by people. Many 
times, especially in context to a collaboration, a document is 

directly related to one or more people other than the customer. 

• Allow the customer to organize their document by process stage. 
Documents may represent one or more stages of a process. 

Customers need a method for organizing documents by process 
stage, and a mechanism for moving the document through a set of 
predefined stages. 
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• Allow customer to organize their documents by any of the 
aforementioned methods concurrently. These organization methods 
are not mutually exclusive. 

► Document Chooser 

The Document Chooser presents an interface that allows a customer 

to locate one or more documents in the MediaSpace to be opened into an 
application. Since the Document Chooser is intended to be used from 
within an application, that application can know how to invoke it. 

Advantageously, this invocation behavior can beprovided to the application using the 

application's plug-in AP!. 
The Document Chooser visualizes the MediaSpacc using the same 

idioms defined by the Navigator. 

► Document Filer 

The Document Filer presents an interface that allows a customer to 

file a currently-opened document into the MediaSpace. As with the 
Document Chooser, the Document Filer can be invoked within an application 
and can be made available to the application in the same way. Additionally, as 

with the Document Chooser, it can represent the MediaSpace using the 
same idioms defined by the Navigator. 

► Disk Icon Interface 

Not all application will have a plug-in AP! that allows the Document 
Chooser and Filer to be invoked. The Disk Icon Interface is a mounted 
drive that exposes the MediaSpace to the customer as an operating 

system-level filesystem. This interface allows any application to access 
the MediaSpace using a strict folder hierarchy relationship. 

this method for accessing the MediaSpace can be used by 

any application • 

Current approaches provide the potential for document accessibility, 

but they do not directly provide it. 
Strategies for alleviating sharing vs. replicating; a hybrid approach 

mcludes mtethgent caching and customer-directed feTch:. 
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