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(&) ABSTRACT

Applications, systems and methods for efficiently accessing
data and controlling storage devices among multiple com-
puters connected by a network. Upon receiving a request for
access to data originally stored in a remote storage device,
determining whether the data is already available and valid
in a local storage device. Accessing the data from the local
storage device if the data is available and valid. Authenti-
cating a request for a secure connection between a local
computer associated with the local storage device and a
remote computer associated with the remote storage device.
Securely connecting the local computer with the remote
computer. Requesting the data from the remote storage
device, over the network, if the data is not locally available
and valid. Receiving data over the network from the remote
storage device, and storing the data in the local storage
device for direct local access thereto.
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MANAGED PEER-TO-PEER APPLICATIONS,
SYSTEMS AND METHODS FOR DISTRIBUTED
DATA ACCESS AND STORAGE

[0001] The present application is a Continuation-In-Part
of co-pending U.S. application Ser. No. 10/300,500 filed
Nov. 19, 2002, which is a Continuation-In-Part of U.S.
application Ser. No. 09/608,685, filed Jun. 29, 2000, now
U.S. Pat. No. 6,732,158, which is a Continuation-In-Part of
U.S. application Ser. No. 09/454,178, filed Dec. 2, 1999,
now U.S. Pat. No. 6,499,054. The present application also
claims priority to U.S. Provisional Patent Application Ser.
No. 60/520,481 filed Nov. 14, 2003. Further, the present
application claims priority to U.S. Provisional Application
No. 60/331,642 Filed on Nov. 20, 2001 via the claim to
priority of the same by U.S. application Ser. No. 10/300,500.
Each of the afore-mentioned applications and patents are
hereby incorporated herein, in their entireties, be reference
thereto.

BACKGROUND OF THE INVENTION

[0002] Currently, computer systems that run application
programs such as word processor, photo editor or spread
sheet applications may utilize local storage devices with
magnetic or optical storage media for data access and
repository. Another approach is to mount a remote storage
device to the local system. This can be done using standard
Server Message Block (SMB) or also currently known as
Common Internet File System (CIFS) protocol to facilitate
drive sharing over a computer network. In a local scenario,
a user may use a first computer to run an application that
may retrieve and store data on a storage device that is local
to the first computer. Alternatively, the user may mount a
remote storage device (which may be local to a second
computer on the network) on the first computer, such that the
user can run the application to retrieve and store data on the
remote storage device. As a result, the user is not required to
reside and use the second computer to access, read, write,
and/or print data such as such as documents, pictures or
music files stored in a storage device local to the second
computer. In a typical scenario, both the first and second
computers described are located in a local area network
connected via a high-speed data link such as Ethernet, USB,
WIFI, or the like.

[0003] Inboth the examples described above, applications
on the first computer are primarily designed to rely on
having a high-performance (i.e. high bandwidth, low
latency) data access to the local and remote storage devices.
As a result, many applications do not have optimized data
access capabilities because they have insignificant effects on
the overall performance of the applications in a high-
performance data access environment. For example, the
application may query the remote storage device to read or
write blocks of data through numerous rounds of serial local
network trips. As another example, if the user instructs the
application to save the application data (e.g., which may be
a document, digital photo, spreadsheet, multimedia data,
etc.) on a storage device, the application may do so by
rewriting the entire application file without determining
which part of the file actually needs modifications in com-
parison to a previously existing file that the current storage
operation is replacing. Because the computers have high-
performance data access capability, the user may not notice
any significant performance differences in how the applica-

Jun. 2, 2005

tion utilizes the remote storage device. Hence, for many
applications, having a high-performance data access to stor-
age devices is critically important for proper program execu-
tion such as for temporary storage to store intermediate
computation results or to ensure reliability of data transac-
tions.

[0004] These current techniques, however can be imprac-
tical to deploy over a wide area network such as the public
Internet. In a local area network, high bandwidth and low
latency data network pipes between the computers described
above can be provided at relatively low cost. A typical
Ethernet local area network can facilitate 100 mbps for both
upload and download data transfer rate. However, if those
computers were located at different locations in a wide area
network such as the public Internet, there would be recurring
charges associated with the telecommunication services that
would normally be based on bandwidth utilization. As a
result, relatively large costs would be required to run exist-
ing applications on the first computer with the same or
similar high-performance data access to the remote storage
device associated with the second computer over a wide area
network. Further, it is often not even possible to connect the
first and second computers with such high-performance data
access capability, depending upon the geographical loca-
tions of the first and second computers, and publicly avail-
able IP addresses.

[0005] The Internet has made large amounts of informa-
tion available to computer users around the world. A tre-
mendous amount of information is exchanged between
individual users via public computer networks, e.g., the
Internet, and the volume of such information will likely
continue to increase. Additionally, the number and variety of
communications devices capable of accessing the Internet,
as well as other wide area networks not connected to the
Internet are increasing rapidly, as are the number and variety
of networks independent of the Internet, and the complexity,
size and breadth of the Internet itself.

[0006] Since many of these devices operate upon different
standards for operating systems as well as even connection
and transmission softwares, a result is that it is becoming
increasingly complicated and difficult to share files or trans-
fer files from one device to another. For example, it is no
simple task for a user to transfer electronic images from a
home library of still images of his family, stored on a hard
drive of a personal computer (PC), for example, to a
personal digital assistant (PDA) to show them to relatives
when traveling to their home. While it is possible to upload
digitized photos to a web page provided by a photo service
center, this solution leave some things to be desired too,
since many users may be uncomfortable storing photos of
their families on some photo service server in some
unknown location where it is also often unknown what level
of security (if any) such server is provided with.

[0007] Another common problem occurs when an
employee needs access to files on his or her computer at
work, but is at home, and has no direct access to the files.
This often requires a trip to the office to download the files
to a portable storage device, such as a floppy disk, CDR,
CDRW or flash memory. Although some facilities have
installed virtual private networks (VPNs) which would
allow a worker in this situation to access his/her files from
home, VPNs are expensive, awkward and cumbersome to
use, and are simply not currently available to many users
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[0008] It is not uncommon today for a user to have
separate computing systems for business and home use at
home, one or more computer systems at work, one or more
PDA’s, laptops and even one or more cellular phones with
data storage capability, all of which may have overlapping
data files that the user may wish to access at any given time
from any one of these devices. This requires that the
common data all be kept current, i.e., with the latest version
of each common file, as it is typical to update and edit files.
This in itself can be an enormously time consuming and
tedious responsibility to frequently synchronize files
between all of the devices that maintain a local copy.

[0009] Current synchronization solutions, VPNs, as well
as the ability to upload files to a central server location do
not adequately address the above problems, as they are
cumbersome and time consuming to use, and, in the case of
VPNs, expensive and not widely available to the average
user.

[0010] It would be desirable to provide a solution which is
easy to use, relatively inexpensive and widely available to
allow users to access their information (i.e., data files)
wherever they may reside on any network accessible com-
munication device, from any location accessible over that
network, using any network accessible device, in a secure
mode. This would ensure that only that user (and optionally
any other users that the user wished to grant permission to)
can access the user’s files, even though such access may be
made via a public network, such as the Internet, for example.
It would be desirable that such a system would provide
sufficient security so that no unauthorized users can steal or
“hack into” a user’s data files while it travels through the
public network (e.g., Internet).

[0011] It would further be desirable that such a solution
would take little or no time to set up and little or no effort
or capital to maintain, as IT managers are already over-
loaded with complexity and time (and money) consuming
tasks to maintain their current systems.

[0012] Still further, it would be desirable if such a solution
permitted secure access by a variety of methods, including
DSL, dial-up and cable modems, Ethernet ports (such as
from a hotel), wireless (such as wireless Wi-Fi hotspot, or
other wireless technologies) and from an Internet cafe using
a temporary machine, as well as from behind different
firewalls. The Internet is currently quite accessible and
accomplished in offering public access, but is still quite
limited in permitting private access.

[0013] Remote, secure access of devices through the Inter-
net has presented many problems. Providing secure access
to remote devices has typically required setup of a dedicated
private network or dedicated virtual private network (VPN)
for remote device access. A dedicated server within the
private network provides for communication with the Inter-
net, and a dedicated telephone line, digital subscriber line
(DSL) or like communication interface is used to connect
the device to the dedicated server. Such a system involves
costly and difficult installation and maintenance. Connection
to the remote access device is typically through a modem
connection, and data transfer between the device and remote
user is slow. Even where DSL or other broadband capability
is available for connection to the remote device, real time
data transfer of video streams and data intensive operations
cannot be effectively carried out. Remote device access
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systems have also been deficient in that only a single user
can access a remote device at a time. This problem is
particularly acute in situations when a customer and a
support person at different locations both simultaneously
wish to access a remote device at a third location.

[0014] Remote access of devices via the Internet or other
wide area network in many cases involves a user located
within one private local area network, and a device located
within another, different private network. Information
exchange between private computer networks via the Inter-
net has created various security issues associated with
protection of information on the private computer networks.
Connection of a personal computer in a private network to
the Internet can expose confidential data to unauthorized
access or hostile attack from virtually anywhere in the
world. Some of the sophisticated types of security threats
posed by “hackers” include “logic bomb”, “trapdoor”, “Tro-
jan horse”, “virus” and “worm” programs. Such software
programs can work independently or via an invoked host
program to breach security, disrupt activity and cause dam-
age by destruction of electronic files, alteration of databases,
or introduction of computer viruses which affect the oper-
ability of the private computer network, computer hardware
connected to the private network, and network-accessible
devices within the private network.

[0015] One approach to private network security has been
the use of “firewalls” embodied in hardware and/or software
to protect private local area networks from hostile intrusion
from the Internet. A firewall is located generally at the
junction point or gateway between a private network and a
public network such as the Internet and allows a network
administrator to selectively offer access to specific types of
Internet services to specific LAN users by filtering inbound
and outbound traffic. Nearly every private network now has
some form of firewall in place to protect internal data from
outside intrusion.

[0016] Firewalls may operate by inspection of binary data
at different layers of the TCP/IP (Transport Control Protocol/
Internet Protocol) hierarchy in order to use different criteria
for restriction of traffic. Binary data from the highest pro-
tocol layer, i.e., the Application Layer, is encapsulated
within lower-level protocols all the way to the physical layer
for transmission in network media such as twisted pair wire,
fiber optic, cable or wireless channels. Packet filtering
firewalls may be carried out at the Internet Protocol or
Network layer. Circuit level gateway firewalls work at the
TCP or Session Layer, and monitor TCP “handshaking”
between packets to determine whether a requested session is
legitimate. Application level gateway firewalls or “proxies”
are application specific and can filter application specific
commands such as http:post and get, which cannot be
accomplished by packet filtering or circuit level firewalls.
State-full multilayer inspection firewalls can combine the
aspects of the above types of firewalls to provide a high level
of security.

[0017] While firewalls have been largely beneficial for the
security of private networks, the implementation of firewalls
brings some important drawbacks. Particularly, there is an
increasing use of applications that involve data transfer
between different, heterogeneous private networks via the
Internet. Users increasingly need to make connections from
various locations across local-area-networks or wide-area-
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networks to access data. This is currently typical of even a
home user, who may have a local area network in his or her
home with a firewall between it and the Internet. Access to
the user’s work computer presents this problem, as the work
computer is most likely on a network behind a firewall at the
work location. The firewalls involved will typically be
different due to the different security needs and environ-
ments involved in the different private networks, and the
firewall systems can impose serious limitations to data
transfer between the heterogeneous networks.

[0018] As mentioned above, one approach to allowing
secured connection between local area networks is to
employ virtual private network (VPN) systems. However,
such VPN systems require expensive and complex installa-
tion of additional hardware and/or software at network
access locations. The use of VPN systems also require that
network administrators for participating networks imple-
ment some kind of joint network security policy, which is
difficult or impossible in many situations. Furthermore, VPN
systems are still an “emerging” technology, and interoper-
ability among different VPN systems imposes limitations to
connection of multiple private networks. Still further, VPNs
may restrict some wireless access.

[0019] Examples of other efforts at providing remote
access to data include those made by pcAnywhere (Syman-
tec) and GoToMyPC™ (https://www.gotomypc.com/), each
of which offer software solutions that give desktop control;
i.e., allowing the user to control the user’s desktop remotely.
The user logs in to a remote desktop, then accesses a file
structure of the remote machine, clicks on the file or files the
user is interested in accessing, then clicks on the user’s own
local site on the current machine where the user wants the
file or files to be stored. The software then transfers the file
or files to the user’s current (local) machine. When the user
is finished with the files, the files are then re-transmitted
back to the remote machine from which the files were
downloaded. This is not intuitive and it also requires sig-
nificant amounts of bandwidth, since entire files must be
transferred. If the files contain graphics, video or other data
requiring a large amount of storage space, these solutions
can become virtually unusable, particularly if the user is on
a dial up modem connection. Even if the files to be trans-
ferred are strictly text, these solutions require a great deal of
bandwidth just to control the video, since the “remote
desktop” that appears at the user’s device is a video image
of the desktop that is being remotely accessed. These
products are fundamentally dependent upon sending com-
puter screen display data, as noted, and have significant
difficulty, if at all possible, in connecting to various non-
Windows® based devices such as PDAs, cellular phones,
MP3 players, home entertainment equipment, industrial
controls and home appliances.

[0020] To use pcAnywhere or GoToMyPC™ a user must
log in to the web site of either of these services, and then get
a picture of the remote desktop. From the desktop, the user
sees a file structure, and can navigate into the file structure
to select a file or files to be transferred. Once selected, the
file is transferred to the user’s local computer. These solu-
tions do not perform any synchronization or updating, but
merely send the entire file or files, lock, stock and barrel,
both ways. Nor do either of these products address the
problems presented in communicating between two com-
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puters, each of which are located behind firewalls having
different criteria for restricting communications traffic there-
through.

[0021] Many companies do not want their employees to
store all of their sensitive data that they need to use when
away from the office locally on a portable device, because
this poses a security risk with the possibility that the portable
device may be stolen. Although it is possible to encrypt such
data, this requires additional time, expense and effort, and is
cumbersome. Thus, a solution is needed that enables rapid,
secure access to such information from a remote location
(such as the office, in this example) to a local user (e.g., the
employee who is on travel).

[0022] Some Microsoft operating systems provide the
ability to mount drives (e.g., remote devices) other than the
ones that are locally present at the site where a user is
operating from. These “virtual drives” are located physically
on some other computer system and may be accessed
through a central server, wherein each user computer can
connect locally to the central server. In such an arrangement,
a local user can store data at local drive or store it centrally
on the server. However, if a remote device is behind a
firewall, this solution does not allow access to the remote
device, and generally a VPN is installed to permit access.
Further, if a user is not set up with the Micorsoft solution
discussed above, and has two or more devices using the
same data file or files, the user must frequently synchronize
the data among the devices. The synchronization process is
very time consuming, and doesn’t always work on the first
try. If the synchronization stalls or crashes part way through,
the user must start all over again performing the entire
synchronization task. This can be very frustrating when a
crash occurs after 90% completion of a synchronization
operation, for example.

[0023] There is accordingly a need for a system that
allows quick and easy communication between users and
remote, network-enabled devices, that allows collaborative
use of remote devices by multiple users, that is simple and
inexpensive to install and maintain, that provides secure
communication between firewall-protected private net-
works, as well as non-firewall protected computers and
devices, and which is generally compatible with emerging,
increasingly important applications such as remote access to
a user’s files and directories, synchronization of files,
backup of files and controlling and monitoring functions for
remote devices. The present invention satisfies these needs,
as well as others, and generally overcomes the deficiencies
found in the background art.

SUMMARY OF THE INVENTION

[0024] The invention provides applications, systems and
methods for efficiently accessing data and controlling stor-
age devices among multiple computers connected by a wide
area network, including the steps of: upon receiving a
request for access to data originally stored in a remote
storage device, determining whether said data is already
available and valid in a local storage device; accessing the
data from the local storage device if the data is available and
valid; authenticating a request for a secure connection
between a local computer associated with the local storage
device and a remote computer associated with the remote
storage device; securely connecting the local computer with
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the remote computer; requesting the data from the remote
storage device, over the wide area network, if the data is not
available and wvalid; receiving data over the wide area
network from the remote storage device; and storing the data
in the local storage device for direct local access thereto.

[0025] Processes and computer readable media are pro-
vided for efficiently accessing and controlling data of
devices over a wide area network, wherein at least first and
second devices are securely connected to one another over
the wide area network, at least one of the devices being
connectable to the wide area network through a firewall
element, the firewall element adapted to protect the device
from hostile intrusion from the wide area network, the
processes including the steps maintaining version numbers
for various versions of a file data as it is modified; calcu-
lating a Delta file characterizing the differences in data
contained different versions as the file data is modified;
comparing the version numbers between a first version of
the file data at a first location from which the file data is
requested, and a second version of the file data at a second
location from which the file data is to be sent to the first
location; and securely transmitting the differences in data
between the first and second version, from the second
location to the first location, across the wide area network,
rather than the entire file data, to reduce bandwidth require-
ments for the transmission.

[0026] These functionalities are also unaffected by com-
puters located behind different firewalls.

[0027] The present invention permits simultaneous use of
a file by two or more computers located remotely from one
another. A file to be permitted such simultaneous use is
stored locally in a local storage device associated with a
local computer, thereby providing access to the file by at
least one designated remotely located computer which is
connectable to the local computer via a network. The file
may be stored in at least one remotely located storage device
associated with the at least one remotely located computer,
respectively. Synchronization of various versions of the file
contained on the one or more remote storage devices with
the local device may be performed by transmitting over a
network connecting the one or more remote storage devices
with the local device, at least one of Delta files and Inverse
Delta files between the remote storage devices and the local
storage device.

[0028] Persistent network connections are provided
between the computers so that if a connection is broken, the
connection is automatically reconnected to resume function-
ing without any requirement for reconfiguration required to
resume normal functioning.

[0029] Access may be predicated upon a remote user
logging in with password data and/or meeting biodata secu-
rity requirements.

[0030] The computers may be interconnected securely
over a wireless connection, without the need to configure a
firewall. The computers may be connected via a VPN.

[0031] A user of a remote computer may have full access
to and functionality of the files added to the user’s location
equal to those afforded to a user of the computer from which
the files have been remotely accessed. The system further
permits the computers to be located behind different fire-
walls, without effecting the functionality thereof.

Jun. 2, 2005

[0032] By locally storing the files at the location of the
user, the user can work on the files even when the user’s is
no longer actively connected to the remote computer from
which the files were originally accessed. Upon reconnecting
to the remote computer, the files may be automatically
updated at the remote location according to any changes
made by the user of the user’s computer (local location).

[0033] Computer readable media containing instructions
for operating one or more computers to carry out the
methods described herein are also covered by the present
invention.

[0034] These and other features and advantages of the
invention will be apparent from the detailed description
below.

BRIEF DESCRIPTIONS OF THE DRAWINGS

[0035] The invention will be more fully understood by
reference to the following drawings, which are for illustra-
tive purposes only.

[0036] FIG. 1 is a functional block diagram of an access
and control system for network-enabled devices in accor-
dance with the invention.

[0037] FIG. 2 is a functional block diagram of an access
and control system in accordance with the invention with
distributed control infrastructure that includes a plurality of
connection servers.

[0038] FIG. 3 is a functional block diagram of an alter-
native embodiment access and control system in accordance
with the present invention wherein a security server is used
in a connection server system.

[0039] FIG. 4 is a flow chart illustrating user authentica-
tion and connection aspects of the methods of the invention.

[0040] FIG. 5 is a flow chart illustrating authorization and
security aspects of the methods of the invention

[0041] FIG. 6 is a flow chart illustrating load balancing
aspects of server selection in the methods of the invention.

[0042] FIG. 7 is a flow chart illustrating operation of a
client process and device control computer process in accor-
dance with the invention.

[0043] FIG. 8 is a flow chart illustrating operation of a
connection server process in accordance with the invention.

[0044] FIG.9 is a functional block diagram of an embodi-
ment of the present invention illustrated for use in providing
seamless and secure access to data and devices whether or
not they are firewall protected.

[0045] FIG. 10 shows another example of the present
invention, in which only three computers/network-enabled
devices are shown for simplifying the description thereof.

[0046] FIG. 11 is a block diagram for use in illustrating
functionalities of strategic cache management according to
the present invention.

[0047] FIG. 12 is a flow chart illustrating a file overhead
data management process in accordance with the present
invention.
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[0048] FIG. 13 is a flow chart illustrating a file data
management process in accordance with the present inven-
tion.

[0049] FIG. 14A illustrates one view in an example of a
user interface that may be employed with the present sys-
tems and methods.

[0050] FIG. 14B shows another view of the example user
interface of FIG. 14A.

[0051] FIG. 14C shows still another view of the example
user interface of FIG. 14A.

[0052] FIG. 15 shows implementation of a connection
server on a gateway according to the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0053] Before the present systems, methods and record-
able media are described, it is to be understood that this
invention is not limited to particular embodiments
described, as such may, of course, vary. It is also to be
understood that the terminology used herein is for the
purpose of describing particular embodiments only, and is
not intended to be limiting, since the scope of the present
invention will be limited only by the appended claims.

[0054] Where a range of values is provided, it is under-
stood that each intervening value, to the tenth of the unit of
the lower limit unless the context clearly dictates otherwise,
between the upper and lower limits of that range is also
specifically disclosed. Each smaller range between any
stated value or intervening value in a stated range and any
other stated or intervening value in that stated range is
encompassed within the invention. The upper and lower
limits of these smaller ranges may independently be
included or excluded in the range, and each range where
either, neither or both limits are included in the smaller
ranges is also encompassed within the invention, subject to
any specifically excluded limit in the stated range. Where the
stated range includes one or both of the limits, ranges
excluding either or both of those included limits are also
included in the invention.

[0055] Unless defined otherwise, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs. Although any methods and materials
similar or equivalent to those described herein can be used
in the practice or testing of the present invention, the
preferred methods and materials are now described. All
publications mentioned herein are incorporated herein by
reference to disclose and describe the methods and/or mate-
rials in connection with which the publications are cited.

[0056] It must be noted that as used herein and in the
appended claims, the singular forms “a”, “and”, and “the”
include plural referents unless the context clearly dictates
otherwise. Thus, for example, reference to “a device”
includes a plurality of such devices and reference to “the
computer” includes reference to one or more computers and
equivalents thereof known to those skilled in the art, and so
forth.

[0057] The publications discussed herein are provided
solely for their disclosure prior to the filing date of the
present application. Nothing herein is to be construed as an
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admission that the present invention is not entitled to ante-
date such publication by virtue of prior invention. Further,
the dates of publication provided may be different from the
actual publication dates which may need to be independently
confirmed.

[0058] Definitions

[0059] As used herein, the term “remote device” or
“remote computer” refers to a computer and/or device
connected to a computer or network-enabled device located
somewhere other than where the user is currently located,
and D which the user wishes to access data from and/or
remotely control. Note that a remote computer or remote
device includes not only computers/devices that are acces-
sible by the local user only over a public network, but also
may also be a computer/device that is in the same room as
the local user or in another location accessible by a local or
private network.

[0060] The term “remotely located device” or “remotely
located computer” refers to a remote computer or remote
device that can only be accessed by a local computer by
connecting through a public network.

[0061] The term “local device” or “local computer” refers
to a device or computer which is physically in the same
location of the user and physically accessible to the user to
use in performing the functions that it was designed for. All
local devices/local computers also have the ability to access
remote devices/remote computers using the functionality
provided by the present invention.

[0062] The term “computer” generally refers to a mini-
computer, a microcomputer, a UNIX® machine, mainframe
machine, personal computer (PC) such as INTEL®,
APPLE®, or SUN® based processing computer or clone
thereof, laptop computer, notebook computer, tablet com-
puter, personal digital assistant (PDA), cellular phone with
wide area network access capability, MP3 player or other
portable entertainment device having wide area network
access capability (e.g., iPod, available from Apple, Cuper-
tino, Calif.), or other network-enabled portable digital
devices, or other appropriate computer, such as home appli-
ances, televisions, stereos, audio and/or video equipment,
including recording devices, security devices, printers, fax
machines, other office equipment, medical devices, vehicles
cameras, GPS equipment, laboratory equipment, RFID
equipment, manufacturing machinery, and other devices
having an embedded processor capable of wide area network
access, or any machine having or locally associated with
storage capability, and having the ability to access a wide
area network to function with the present invention.

[0063] The term “client computer” generally refers to a
computer locally connected to a local device, although it
may also function as a computer locally connected to a
remote device when a user is accessing it from another
location.

[0064] Similarly, the term “network-enabled device” may
refer to a local device or a remote device, depending upon
the function that it is currently supporting.

[0065] Also, “device control computer” may be used to
refer to means for controlling a remote device, although it
may also be used to refer to means for controlling a local
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device, when the user is physically located in and operating
from the location of such means.

[0066] The term “DataClient” or “device module” refers
to the computer or client computer that incorporates or is
directly connected to the physical drive or other storage
means that is being shared with other computers or clients.

[0067] The term “UserClient” or “user module” refers to
a computer or client computer that is accessing the data
stored by the “DataClient” or “device module”.

[0068] The term “storage device” refers to any type of
device capable of storing digital information, such as hard
drives, CD-ROM/RAM, DVD ROM/RAM, floppy disks,
solid state storage devices such as flash memory or the like,
tape or optical storage, or any other storage device capable
of storing digital data. A storage device may be contained in
or locally operatively connected with any of the types of
computers or devices mentioned above, including, but not
limited to PC’s MP3 players or other personal, portable
digital devices, laptop computers, personal digital assistants
(PDA’s), cellular phones, home appliances, video equip-
ment audio equipment, printers, fax machines, other office
equipment, medical devices, vehicles, cameras, RFID equip-
ment, laboratory equipment, manufacturing machinery, GPS
equipment, and other devices that may be controlled by a
microprocessor, such as devices with embedded micropro-
cessors, for example, or may be a network-attached storage
device, wherein the storage device is connected to one or
more computers over a network.

[0069] A “personal identification device” or “personal
security device” refers to a device configured to personally
authenticate a user prior to authorizing a secure connection.
Such a device may require security information such as user
names, passwords, etc., Alternatively, or additionally,
authentication data may optionally include biometric data,
such as fingerprint identification or retinal scan identifica-
tion, or the like. A camera may be configured with a user
computer to perform a retinal scan of the user for similar
verification. Further alternatively, a computer may be pro-
vided with a touch screen from which fingerprint data may
be read upon a user’s touching of the screen. Another
alternative is to provide a portable device or “portable
security device”, such as a USB stick or other portable
storage device, that must be integrated into the network
connection in order to authenticate the session. Such a
portable security device may include an encrypted key or
other code that is essential to gaining authorization. Addi-
tionally or alternatively, such a portable security device may
also include one or more types of biometric sensor. For
example, a USB stick may be provided with a sensor to read
and input the user’s fingerprint information when the user
plugs the USB stick into a local computer and touches the
sensor appropriately.

[0070] “File” refers to any data structure which can be
stored in a hard-drive or other storage device such as
CD-ROM/RAM, DVD ROM/RAM, floppy disk, solid state
storage device such as flash memory or the like, tape or
optical storage, or any other storage device capable of
storing digital data. Thus the term “file” also includes
folders, directories, and the like.

[0071] The term “file overhead information™ refers to file
attributes or properties that may include but are not limited
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to file name, file size, folder status, last modified date,
created date, etc. Every file or folder has file overhead
information that can be used by local applications to get
properties information about a file or a folder.

[0072] The term “file data” refers to the actual binary
content of a file. For example, the file data of a JPEG picture
file refers to the actual bits that are in the file which represent
the picture.

[0073] The term “Delta” refers to differential data that is
the result of calculating differences between files that is
performed for difference compression used in updating a file
according to the present invention (e.g., the difference
between the file as originally downloaded and the file as
edited, or the difference between the currently edited file and
the most recent previously edited filed).

[0074] The term “Inverse Delta” refers differential data
that is the result of calculating differences between files in
the reverse order to the way in which a “Delta” file is
calculated. Inverse Delta files may be used to revert back to
an earlier version of file data.

[0075] Disclosed herein are systems, applications, meth-
ods and recordable media for efficient data access and
control of storage devices between multiple computers con-
nected by a wide area network or by a local area network.
It will be appreciated that apparatus disclosed herein may
vary as to configuration and as to details of the parts, and that
methods may vary as to details and the order of the acts,
without departing from the basic concepts as disclosed
herein. It should also be understood that the terminology
used herein is for the purpose of describing particular
embodiments only, and is not intended to be limiting, since
the scope of the present invention will be limited only by the
appended claims. The invention may be embodied in net-
worked computer systems in a variety of configurations
other than the exemplary configurations shown herein. The
invention is described primarily in terms of use with HTTP
(Hypertext Transfer Protocol), but may be used with other
data transfer protocols. It should also be apparent to those
skilled in the art that various functional components of the
invention as described herein may share the same logic and
be implemented within the same circuit, or in different
circuit configurations.

[0076] Referring now to FIG. 1, an access and control
system 10 for network-enabled devices is shown which
permits seamless firewall-compliant interconnectivity
between one or more client or user computers 12a, 125, that
may be operatively coupled to a connection server 14 via a
public or global network 16 such as the Internet, with one or
more network-enabled devices 184, 18b that are also opera-
tively coupled to connection server 14 via global network
16. As shown, client computers 12a, 12b are part of a first
private network 20 that is operatively coupled to the global
network 16 through a firewall element 22. Network-enabled
devices 184, 18b are located within a second private network
24 that is operatively coupled to global network 16 via
firewall element 26. In this example, connection server 14 is
located within a private network 28 that is operatively
coupled to global network 16 via firewall element 30. A
more complete and detailed description of the access and
control system 10 shown in FIG. 1 can be obtained in the
parent application Ser. No. 09/608,685.

[0077] User or client computers may comprise any stan-
dard computer such as a minicomputer, a microcomputer, a
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UNIX® machine, mainframe machine, super computer,
personal computer (PC) such as INTEL®, APPLE®, or
SUN® based processing computer or clone thereof, personal
digital assistant (PDA), wearable computer, cellular phone
with wide area network access capability, MP3 player or
other portable entertainment device having wide are network
access capability (e.g., iPod, available from Apple, Cuper-
tino, Calif.), laptop, notebook, or other appropriate com-
puter, such as home appliances, televisions, stereos, audio
and/or video recording devices, security devices and other
devices having an embedded processor capable of wide area
network access. Client computers may also include typical
computer components (not shown), such as a motherboard,
central processing unit (CPU), memory in the form of
random access memory (RAM), hard disk drive, display
adapter, other storage media such as diskette drive, CD-
ROM, DVD-ROM, CD-RW, DVD-RW, flash-ROM, tape
drive, PCMCIA cards and/or other removable media, a
monitor, keyboard, mouse and/or other user interface, a
modem, network interface card (NIC), Bluetooth® and/or
other conventional input/output devices. In many embodi-
ments, client computers comprise conventional desktop or
“tower” machines, but can alternatively comprise portable
or “laptop” computers, notebook computers, handheld per-
sonal digital assistants (PDAs) or “palm-top” computers,
tablet computers, cellular phones capable of browsing Web
pages, “dumb terminals” capable of browsing Web pages,
internet terminals capable of browsing Web pages such as
WEBTV®, or other Web browsing or network-enabled
devices.

[0078] Each user or client computer 124, 12b may com-
prise, loaded in its memory, an operating system (not shown)
such as UNIX®, WINDOWS® 98, WINDOWS® ME,
WINDOWS® 2000, LINUX®, System X®, Apple OS®,
PALM OS® or the like, or a proprietary operating system.
Each client computer 124, 126 may further have loaded in
memory a Web Browser program (not shown) such as
NETSCAPE NAVIGATOR®, INTERNET EXPLORERS,
AOL®, or like browsing software for client computers. In
accordance with the invention, client computers 124, 12b
may each comprise programming 32 stored in memory that
allow client computers 12a, 12b to send instructions to
network-enabled devices 18a, 18b as requests through con-
nection server 14, and receive data from network-enabled
devices 18a, 18b via responses through connection server
14, as described further below. Programming 32 may be the
form of electronically, optically, or magnetically stored code
or other form of computer readable stored code, that is
loaded in the RAM, cache, or other memory of client
computers 12a, 125b.

[0079] Connection server 14 may be any standard data
processing device or computer, including a minicomputer, a
microcomputer, a UNIX® machine, a mainframe machine,
super computer, a personal computer (PC) such as an
INTEL(& based processing computer or clone thereof, an
APPLE® computer or clone thereof or, a SUN® worksta-
tion, wearable computer, or other appropriate computer.
Connection server 14 may include conventional components
(not shown) such as a motherboard, central processing unit
(CPU), random access memory (RAM), hard disk drive,
display adapter, other storage media such as diskette drive,
CD-ROM, DVD-ROM, CD-RW, DVD-RW, flash-ROM,
tape drive, PCMCIA cards and/or other removable media, a
monitor, keyboard, mouse and/or other user interface means,

Jun. 2, 2005

a modem, network interface card (NIC), and/or other con-
ventional input/output devices. Multiple connection servers
14 may be used, as described further below.

[0080] Connection server 14 has stored in its memory a
server operating system (not shown) such as UNIX®, WIN-
DOWS® NT, NOVELL®, SOLARIS®, LINUX® or other
server operating system, or a proprietary sever operating
system (e.g., NEC or other proprietary system). Connection
server 14 also has loaded in its memory web server software
(also not shown) such as NETSCAPE®, INTERNET
INFORMATION SERVER™ (IIS), or other appropriate
web server software loaded for handling HTTP (hypertext
transfer protocol) or Web page requests from client com-
puters 12. Connection server 14 may also comprise a con-
nection handler array 34 configured to establish and main-
tain a plurality of network connections between a plurality
of clients 12 and one or more network-enabled devices 18.
A connection server usable with the invention is also
described in U.S. Pat. No. 6,499,054, which is incorporated
herein by reference thereto.

[0081] Network-enabled devices 184, 185 may comprise
any equipment or components capable of receiving instruc-
tions and transmitting data via a computer network. Such
devices may comprise, in specific embodiments, scientific
instruments, chemical reactors, video security devices, sur-
gical devices, power meters, power generators, automobiles
or other transit machinery, home appliances, manufacturing
equipment, office equipment, or like devices, hard drives,
solid state memory such as flash memory and the like, other
storage media drives, such as CDR/RW and DVDR/RW
drives, floppy drives, network attached storage devices,
other optical or tape drives, routers, or electronic control
modules for virtually any remotely controllable equipment,
that are configured to be controlled, monitored or otherwise
operated remotely. More than one network-enabled device
184, 18b may be used in association with each device
control computer 364, 36b, 36c. Network-enabled devices
184, 18H may be configured for “plug-and-play” operation
wherein the devices 18a, 18b may be coupled to device
control computer 36a, 365, 36c without interruption of
operation of device control computer 36 or other network-
enabled devices 18a, 18b coupled to the device control
computer 36a, 36b, 36¢ via hardwire, USB, IEEE 1394,
“FIREWIRE®”, RS-232, Parallel, PCI, BLUETOOTH®,
802.11 (a, b or g) or like interface.

[0082] The system 10 as shown in FIG. 1 represents only
one of many possible networked computer systems that is
usable with the invention. Only two client computers 124,
12b are shown within private network 20, and two network-
enabled devices 184, 18b and three device control comput-
ers 36a, 36b, 36¢ are shown within private network 24, for
reason of clarity. Additional private networks, client com-
puters, device control computers and network-enabled
devices may be present in the system 10. Further, both user
or client computers and network-enabled devices may be
present within each private network. Numerous variations
will suggest themselves to those skilled in the art. Still
further, the present invention is applicable to only two
computers across a wide area network such as the Internet,
with or without firewall protection.

[0083] FIG. 2 shows another arrangement of an access
and control system 46 that may be used in accordance with
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the present invention for efficient remote access and control
of storage devices. The system 46 includes a distributed
control infrastructure 48 comprising a plurality of connec-
tion servers 14a, 14b, 14c, 14d, 14¢, 14f, 14g, 14k, 14n.
Connection servers 14a-14n each include the same compo-
nents and software described above for the connection
server 14 of FIG. 1. As shown, connection server 14a is
configured to operate as a primary connection server, with
each of servers 14b-14n operatively coupled to connection
server 14a. A complete detailed description of the arrange-
ment shown in FIG. 2 can be obtained in the parent
application Ser. No. 09/608,685.

[0084] FIG. 3 illustrates still another example of an access
and control system 54 that may be used in accordance with
the present invention for efficient remote access and control
of storage devices. As in the examples of FIGS. 1 and 2, the
present invention does not require the access and control
system shown in FIG. 3, or any access control system, as the
invention may be practiced point to point between two
computers over a wide area network for example, with or
without the use of a VPN. However, use of an access and
control system as described greatly enhances the versatility
of the present invention for use across private networks
having diverse firewalls installed, for example. The system
54 has a distributed control infrastructure 56 with a security
server 58. A plurality of connection servers 14a, 14b, 14c,
14d, 14e, 14f, 14g, 14h, 14n are operatively coupled to
security server 58, and to a plurality of databases 52a, 52b,
52n. Security server 58 may be operatively coupled to a
plurality of client computers 12a, 12, 12¢, 121, and to a
plurality of device control computers 36a, 36, 36¢, 364 and
network-enabled devices 18a, 18b, 18¢, 184, 18¢, 18f, 18g,
187 via the Internet or other wide area network in the
manner described above. Client computers 12a-12n each
include the stored client process or program 32, and device
control computers 36a-36n, each including device control
process or program 38. The distributed control infrastructure
56 is scalable and reconfigurable according to the number of
client computers, device control computers and network-
enabled devices that are present in the system 54. Additional
security servers 58 may be included in infrastructure 56 as
well, if needed. A complete detailed description of the
arrangement shown in FIG. 3 can be obtained in the parent
application Ser. No. 09/608,685.

[0085] FIG. 4 is a flowchart describing the operation of
the access and control system 54. The events of FIG. 4, it
should be understood, apply to both client computers 12a-
12n as well as device control computer computers (DCC)
36a-36n. In event 400, the user of a client computer 12a-12n
contacts security server 58 of distributed control infrastruc-
ture 56. This contact may be carried out in a conventional
manner by establishing a TCP socket connection between a
client computer 12a¢-12x and the security server 58. At event
410, a determination is made by security server 58 as to
whether or not the user of client computer 12a4-12n that
made contact in event 400 is authorized. The authentication
application 60 on security server 58 checks to see whether
or not the authentication data in the request has been altered
during transmission from client computer 12a¢-12x, and
whether or not the authentication data verifies the user of
client computer 12g-12x. If authorization is denied, event
400 may be repeated. An HTTP response may be sent by the
security server to the client computer 12a-12#n advising the
user of a security error, and that access to any network-
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enabled devices 18a-18n is denied. If the user of client
computer 12a-12n is authorized in event 410, encryption
keys may be prepared and verified for the user. Following
user authorization, event 420 is then carried out. The autho-
rization process and security aspects of the system 54 are
discussed in greater detail below with reference to the flow
chart of FIG. 5.

[0086] At event 420, security server 58 assigns one of the
connection servers 14a-14n to the user of client computer
12a-12n that was authorized in event 410. In event 430, a
connection is made between the connection server 14a-14n
assigned in event 420, and the network-enabled device
184-18n selected by the user authorized in event 410. This
connection may be in the form of a TCP socket connection
between the security server 58 and the network-enabled
device 18a, 18n sclected by the user.

[0087] In event 440, client computer 12a-127 transmits
instructions or commands to a network-enabled device 18a-
187, and in event 450, network-enabled device 18a-18n
transmits data to client computer 12a-12x. These events may
occur concurrently, as full duplex connections are estab-
lished. Client process 32 on client computers 12a-12# peri-
odically sends HTTP requests to connection server 14a-14n
that include embedded command data. Device control pro-
cess 38 on device control computer 36a-36n also sends
periodic HTTP requests to connection server 14a-14n with
embedded data from network-enabled device 18a-18n. At
event 460, data from network-enabled device 184-18# (or
client computer 12¢-12n ) is stored in database 52a-52n.
This data may be used by other authorized users in the same
session or in subsequent sessions. A complete detailed
description of the arrangement shown in FIG. 4 can be
obtained in the parent application Ser. No. 09/608,685.

[0088] FIG. 5 is a flow chart illustrating user authentica-
tion and encryption aspects of a control and access system
that may be used for efficient remote access and control of
storage devices in accordance with the present invention.
Although the events of FIG. 5 are again described in terms
of use with client computers 12a-12#, it should be under-
stood that the same events may be carried out in association
with device control computers (DCC) 36a-36n. The events
shown in FIG. 5 may occur concurrently with event 410 of
FIG. 4, and illustrate in more detail one embodiment of an
authentication system that may be used with the invention.

[0089] In event 500, process 32 on client computer 12a-
127 prepares authentication data that is to be sent to security
server 58, and calculates a message digest value for the
authentication data. At event 502, process 32 on client
computer 12a-12x encrypts the authentication data, together
with the message digest value calculated in event 100, using
the public key for security server 58. At event 504, process
32 on client computer 12a-12xn sends an HTTP request to
security server 58 that includes, embedded therein, the
encrypted authentication data and message digest value.

[0090] At event 506, security server 58 receives the HTTP
request from client computer 12a-12n, and authentication
process 60 on security server 58 decrypts the embedded
authentication data and corresponding message digest value
from the HTTP request using its private key. The authenti-
cation process 50 separates the authentication data from the
message digest value received in the request. At event 508,
authentication process 60 computes or calculates a message
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digest value from the decrypted authentication data and
compares the computed message digest value to the received
message digest value of event 506. At event 510, authenti-
cation process 60 determines whether the computed message
digest value and the received message digest value match. If
the computed message digest value and received message
digest value are not identical, the authentication data from
client computer 12a¢-12n has been altered or corrupted while
en route to security server 58, and event 512 is carried out.
If the computed message digest value and received message
digest value match or are identical, event 514 occurs.

[0091] At event 512, an HTTP response with a security
error message may be sent to client computer 12a-12#n by
security server 58. The message may advise the user of client
computer 12a-12xn that authentication data could not be
validated, and invite the user of client computer 12a-12x to
re-submit the authentication data. After a selected number of
failed authentication attempts by client computer 124, 12n
by repeating events 500-510, a message may be sent to client
computer 12a-12n to advise the user thereof that the desired
network connection is not available due to authentication
failure. If the computed message digest value and received
message digest value match in event 510, the received
authentication data has not been altered or corrupted, and
event 514 is carried out. Authentication process 60 on
security server 58, in event 514, verifies the authentication
data recovered in event 506 by comparing the username and
password received from client 12a-12# to security informa-
tion stored in database 52a. This security information
includes known usernames and passwords for valid or
permitted users of client computers 12a-12n. Alternatively,
or additionally, authentication data may optionally include
biometric data, such as fingerprint identification or retinal
scan identification, or the like. For example, a key used by
a user to input keystrokes through a computer may be
equipped to read the fingerprint of the user to verify that the
fingerprint data read matches the identity of the purported
user. A camera may be configured with a user computer to
perform a retinal scan of the user for similar verification.
Further alternatively, a computer may be provided with a
touch screen from which fingerprint data may be read upon
a user’s touching of the screen. Another alternative is to
provide a portable device, such as a USB stick or other
portable storage device, that must be integrated into the
network connection in order to authenticate the session.
Such a portable security device may include an encrypted
key or other code that is essential to gaining authorization.
Additionally or alternatively, such a portable security device
may also include one or more types of biometric sensor. For
example, a USB stick may be provided with a sensor to read
and input the user’s fingerprint information when the user
plugs the USB stick into a local computer and touches the
sensor appropriately. Such biometric monitoring may be one
time, upon initiating a user session/active subscription, or
may be configured to periodically recheck the biometric data
to ensure that another user has not replaced the original,
authenticated user.

[0092] At event 516, authentication process 60 makes a
decision as to whether the username and password informa-
tion data represents an authorized user. If the user is autho-
rized, event 518 occurs. If the user is not authorized, event
512 may be carried out. Event 512 may involve an HTTP
response to client computer 12a-12xn with a security error
message as noted above. At event 518, security server 58
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sends an HTTP response to client computer 124-12x with a
message indicating that the user of client computer 12a-12n
is authorized to proceed and that network communication to
the desired network-enabled device 18a-18n and/or other
authorized client computer(s) 12a-12n may be established.

[0093] At event 520, client process 32 generates a secret
key for encryption of data to be transmitted from client
computer 124-12n to the network-enabled device 18a-18n
and/or other authorized client computer(s) 12a-12# of inter-
est. Alternatively, device control computer 36a-36n may
generate its own secret key for transmission of data from
network-enabled device 18a-18x to client computer 12a-
127. In event 522, process 32 on client computer 124-12n
generates or computes a message digest value for the secret
key generated in event 520. In event 524, client process 32
encrypts the secret key generated in event 520, and the
message digest value for the key that was generated in event
522, using the public key for security server 58.

[0094] In event 526, process 32 on client computer 12a-
127 sends an HTTP request to security server 58 that
includes the encrypted secret key and corresponding mes-
sage digest value embedded within the request. At event
528, security server 58 receives the HTTP request from
client computer 12¢-12x that was sent in event 526, and
authentication process 60 on security server 58 decrypts the
embedded secret key data and corresponding message digest
value from the HTTP request using its private key. The
authentication process 50 separates the secret key data from
the message digest value for the secret key that was received
in the request. At event 530, authentication process 60
calculates or computes a message digest value for the
decrypted secret key, and compares the computed message
digest value to the received message digest value for the
secret key from event 528.

[0095] At event 532, authentication process 60 determines
whether the computed message digest value and the received
message digest value for the secret key are matched. If the
computed message digest value and received message digest
value do not match, the secret key transmitted from client
computer 12a-12# in event 526 has been altered or corrupted
during transmission to security server 58, and event 534
occurs. If the computed message digest value and received
message digest value match or are identical, event 536 is
carried out. At event 534, security server 58 may send an
HTTP response to client computer 12¢-12n with a security
error message. The message may advise the user of client
computer 124-12n that the received secret key could not be
verified, and may invite the user to repeat events 522-526.
After a selected number of failed attempts by client com-
puter 12a-12x to send a verifiable secret key, a message may
be sent to client computer 12a-12x to advise the user that the
desired network connection cannot be made.

[0096] At event 536, an HTTP response may be sent by
security server 58 to client computer 124-12n advising the
user thereof that the secret key has been received and
authenticated. At this point, the security server 58 has
successfully authenticated the client computer 12¢-12x and
has securely received the secret key for encryption of data
from the client computer 124-12n. At event 538, a connec-
tion may be established between the authenticated client
computer 124-12n and network-enabled device(s) 18a-18n
and or other client computer(s) 12a-12x. This event may be
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carried out by a selected one of connection servers 14a-14n
according to the load balancing algorithm shown in FIG. 6
and described below.

[0097] Numerous variations on the events, and variations
in the order of events of FIG. 5 are possible, as will be clear
to those skilled in the art. A complete detailed description of
the security applications that may be employed with the
present invention can be obtained in the parent application
Ser. No. 09/608,685. It is further noted that security appli-
cations are not essential to the present invention, but will
likely be employed to ensure that secure communications
are maintained.

[0098] FIG. 6 is a flow chart illustrating the functionality
of a load balancing system that may be employed with an
access and control system, if optimizing server time is a
concern. At event 600, load balancing application 50 on
security server 58 determines the User Type or User Types
that will be involved in a session. Identification information
recovered from requests by security server 58 may be
compared to stored User Type data in database 52b to make
the User Type determination for the session. At event 610,
load balancing process 50 determines the Session Type for
the connection to be created. This determination may, as
noted, be based on identification data requests from client
computer 12a-12# and/or device control computer 36a-36x,
which may be compared to Session Type information in
database 52b.

[0099] Server selection is next carried out by load balanc-
ing process 50 in event 620. Server selection may be based
on a comparison of User Type and Session Type information
determined in events 600, 610, to Server Type information
in database 52b. At event 630, load balancing process 50
determines whether or not the connection server 14a-14n
selected in event 620 is active. If the selected server has
active status, event 640 occurs. If the selected server is not
active, event 620 is repeated and a different connection
server 14a-14n is selected. Selection of servers 14a-14n may
occur according to a predefined selection order, so that any
particular server will not be selected twice by the process
before each server has been selected and analyzed for
purposes of load balancing.

[0100] Atevent 640, load balancing process 50 determines
whether or not the connection server 14a-14n selected in
event 620 supports the particular User Type determined in
event 600. If the selected connection server 14a-14n is not
configured to support the User Type determined in event
600, event 620 is repeated and another, different connection
server is selected. If the selected connection server does
support the User Type, event 650 occurs. At event 650, load
balancing process 50 determines whether or not the connec-
tion server 14a-14n selected in event 620 supports the
particular Session Type determined in event 610. If the
selected connection server 14a-14n is not configured to
support the Session Type determined in event 610, event 620
is repeated and a different connection server is selected, and
events 630-650 are repeated. If the selected connection
server does support the User Type, event 660 is carried out.

[0101] Atevent 660, load balancing process 50 determines
whether or not the connection server 14a-14n selected in
event 620 has adequate Power to support the connections
that will be involved in the session to be established. If the
selected connection server 14a-14n has insufficient Power to
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handle the connections that will be involved in the session
to be established, event 620 is repeated and a different
connection server 14a-14n is selected. If the selected con-
nection server 14a-14n does have sufficient Power, event
670 is carried out, wherein the designation for that selected
server is temporarily stored to be used in a comparison of
potentially available servers to determine which is best for
load balancing purposes. At event 680 it is determined
whether all of the servers have been selected and analyzed
at this stage for load balancing purposes. If the last server
has not yet been selected, processing returns to event 620
where the next server is selected. If the last server has been
selected already, processing goes to event 690.

[0102] At this point, there may still be multiple connection
servers 14a-14n available that will meet the requirements of
the session to be established. In event 690, a determination
is made is to which of the selected connection servers
14a-14n stored at event 670 has the best available power
level for the contemplated session. If only one server was
stored at event 670, then this server is determined to have the
best available server power by default. This event in select-
ing a connection server 14a-14n implements efficient utili-
zation of the connection servers 14a-14n. Since each con-
nection server 14a-14n can support many simultaneous
connections, this calculation takes advantage of the statis-
tically calculated average Power usage that is expected for
each connection.

[0103] After determining the server with the best available
server power in event 690, the server determined as such is
assigned to the current session/client/DCC. At event 695,
having determined the best connection server 14a-14n for
the upcoming session, the connection server 14a-14n is
assigned to the client computer(s) 12a-12n and device
control computer(s) 36a-36x and device(s) 18a-18x that will
be involved in that session. A complete detailed description
of the load balancing applications that may be employed
with the present invention can be obtained in the parent
application Ser. No. 09/608,685.

[0104] Referring now to FIGS. 7 and 8, examples of
processes of data transfer between client computer(s) 12a-
12n and device control computer(s) 36a4-36n and their
coupled network-enabled devices are described. As noted
throughout the specification, processes of data transfer
which are described are also applied to transfers between
client computers 12a-12n, as well as transfers between
device control computers 36a-36x. Data transfers are carried
out by client process 32 and device control process 38 in the
manner shown in the flow chart of FIG. 7, and by the
connection server process 34 as shown in the flow chart of
FIG. 8.

[0105] Referring now more particularly to FIG. 7, data
transmission using client process 32 and device control
process 38 is shown. In event 700, the data transmission
events start. Event 700 may occur, for example, after the
authentication and secret key generation and verification
events of FIG. 5, and the load balancing connection server
selection events of FIG. 6 have been completed. At event
710, client process 32 determines whether or not client
computer 12a-12n has any data to send to network-enabled
device 18a-18n. This event is carried out by checking a
sending buffer (not shown) in the memory of client computer
124-12n wherein are stored data that is to be sent to
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network-enabled device 18a-18x. If no data is present in the
sending buffer, events 720 and 730 occur. If data for net-
work-enabled device 18a-18n is present in the sending
buffer, event 740 is carried out. Client process 32 maintains
communication with connection server 14a-14n by periodi-
cally sending HTTP requests to connection server 14a-14n.
If no data was found in the client computer sending buffer
in event 710, client process 32 waits for a selected period of
time, i.e., n milliseconds, in event 720. This waiting process
allows the processor of client computer to perform other
tasks in a multitasking environment. The system is persis-
tent, in that HTTP requests are sent at maximum predefined
intervals regardless of whether any data is sent from the
sending buffer along with the request. If, in event 730, it is
time to send an HTTP request to connection server 14a-14n,
event 740 is carried out. If not, event 710 is repeated.

[0106] At event 740, client process prepares and sends an
HTTP request to connection server 14a-14n. If data for
network-enabled device 18a-18rn was present in the sending
buffer in event 710, this event may additionally comprise
embedding that data in the HTTP request. The data may be
encrypted using a secret key prepared in the manner
described above. The data embedding may, for example, be
carried out using the HTTP POST method. At event 750,
client process 32 reads an HTTP response from connection
server 14a-14n.

[0107] Atevent 760, client process 32 determines whether
or not there is any embedded data from network-enabled
device 18a-18n for client computer 12g-12n within the
HTTP response of event 750. If there is embedded data in
the HT'TP response, event 760 occurs. If there is no embed-
ded data in the response, event 780 occurs. At event 770,
data embedded in the HTTP response of event 750 is read
and is buffered in the memory of client computer 12a-12n
for use, and client computer 12a-12x is notified that data
from network-enabled device 184-18n has been received. If
the data from network-enabled device 184-18# is encrypted,
this event may additionally comprise decryption of the data.

[0108] At event 780, client process determines whether or
not the operation of data transfer is to be continued. This
determination may be made according to instructions
received from the user of client computer 12¢-12n, or
according to an HTTP response from connection server
144-14n that includes a notification that the connection to
network-enabled device 18a-18n has been broken. If the
operation is to be continued, events 710-780 are repeated. If
the operation will not be continued, the operation is termi-
nated at event 790.

[0109] The connection server 14a-14n may serve as a
bridging medium between client computer(s) 12¢-12n and
network-enabled device(s) 18a-18# (via device control com-
puter(s) 36a-36n), between client computer(s) 12a-12n and
client computer(s) 12a-12n, and between device control
computer(s) 36a-36n and device control computer(s) 36a-
36n. Data from the device(s) 18a-18n that are destined for
client computer(s) 124-12n are posted to the connection
server 14a-14n using an HTTP request as previously
described. Receiving the HTTP request, the connection
server 14a-14n then temporarily stores or buffers any data
from the request in its memory (i.e., the sending buffer). The
next time an HTTP request comes from client computer
12a-12n (in this example, but as noted above, a request
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could also be from another device control computer 36a-
36n), the connection server 14a-14n retrieves the data from
the sending buffer and sends the data to client computer
12a-12n (or other device control computer 36a-36r), along
with the response for the HTTP request. Like the request
sending procedure described above, the response sending
procedure is also efficiently adaptive for sending data sub-
stantially as quickly as it has been received, with persistent
polling also being provided by the HTTP requests which
occur at least within a maximum defined interval, regardless
of whether any data is being sent along with the HTTP
request. Connection server 14a-14n may also maintain a
central log file that logs all of the transmissions and where
and what time they are received, as well as where they are
sent and at what time, for example. The central log file may
be as detailed as to provide each keystroke that was executed
and by which user at which computer. The central log file
may be searchable and used as an audit trail by searching the
central server to identify what has been done and by whom.
The central log file can serve as a valuable monitoring tool,
such as for medical applications, or laboratory protocols, or
even classroom or child monitoring, for example.

[0110] Referring next to FIG. 8, event 800, the data
transfer process is initiated. This event may occur, for
example, once at least two users (e.g., at least two client
computers 12a-12n, at least two device control computers
36a-36n, or, as in this example, at least one client computer
124-12n and one device control computer 36a-36n) have
been authorized and connections to the at least two users
have been opened. In this example, the at least two users are
referred to as a client computer 12a-127 and a device control
computer 36a-36n, although it is again emphasized that the
present invention is not limited to such communications.

[0111] At event 810, connection server process 34 deter-
mines whether or not any HTTP request has been received
from client computer 12a-12n (or device control computer
36a-36n). If no HTTP request has been received, event 820
is carried out wherein process 34 waits for a selected period
of time, and then repeats the query of event 810. If an HTTP
request has been received, event 830 occurs. At event 830,
connection server process 34 reads the HTTP request
received in event 810.

[0112] At event 840, connection server process 34 deter-
mines whether or not any data to or from client computer
124-12n is embedded within the HTTP request. If there is
data embedded in the request, event 850 is carried out. If
there is no data with the HTTP request, event 860 occurs. At
event 850, any data present in the HTTP request is buffered
in the sending buffer (not shown) of connection server
14a-14n. This data may be encrypted, as noted above, but
need not be decrypted by connection server 14a-14n.

[0113] At event 860, connection server process 34 deter-
mines if there is any data present for client computer
124-12n from network-enabled device 184-18x. If no data is
present in the sending buffer, connection server process 34
waits for n milliseconds in event 870. Connection server
process 34 maintains communication with client computer
124-12n by periodically sending HTTP responses to client
computer 12a-12n, which are responsive to the periodic
HTTP requests from client computer 12a-12n described
above. In event 880, connection server process 34 deter-
mines if the time period for sending a periodic HTTP
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response to client computer 12a-12x has expired. If the time
period has expired, event 890 is carried out. If the time
period has not expired, event 860 is repeated. Like the
request sending procedure described above, the response
sending procedure is also efficiently adaptive for sending
data substantially as quickly as it has been received, with
persistent polling also being provided by the HTTP requests
which occur at least within a maximum defined interval,
regardless of whether any data is being sent along with the
HTTP request. Since data in the sending buffer can be sent
with the HTTP response at a time which is any multiple of
“n milliseconds” upon until the maximum time interval at
which an HTTP response must be sent, this acts as an
“adaptive polling” of the sending buffer. That is, if data
appears in the sending buffer at 30 milliseconds where “n”
is 10 milliseconds, then the data will be sent in an HTTP
response at the 30 milliseconds time. Alternatively, if data
does not appear in the sending buffer until 70 milliseconds,
the HTTP response is not sent until the 70 millisecond mark,
when the data is sent along with the response.

[0114] In event 890, an HTTP response is sent to client
computer 12a-12n by connection server 14a-14n. If any data
was present in the connection server sending buffer for client
computer 12a-12#, this data is embedded within the HTTP
response.

[0115] Following event 890, events 810-880 are repeated.
If a connection to client computer 12¢-12x has been termi-
nated, the events of FIG. 8 may be terminated. Once again,
it must be understood that the events of FIG. 8 as described
above are also carried out in association with device control
computer 36a-36n, as well as client computer 12a-12n, to
provide data communication therebetween.

[0116] The events of FIG. 7 and FIG. 8 are described in
more complete detail in parent application Ser. No. 09/608,
685.

[0117] FIG. 9 shows an embodiment of the present inven-
tion for providing managed, peer-to-peer, seamless and
secure access to data and devices whether or not they are
firewall protected, since the present invention enables access
to firewall protected computers and devices as described
above. Shown schematically, are various computers/net-
work-enabled devices, each of which includes or is locally
connected to at least one device capable of storing data and
accessing that data for use by an associated processor. For
example, a home computer may be a standalone computer
with storage device 18a or may be a plurality of networked
computers on a home network, either hardwired or wireless.
Many network accessible home computers/computer net-
works are also currently set up behind a firewall 82 for
enhanced security. Office System 74 will also typically be
located behind a firewall 84, which is typically different
from firewall 82. Office System 82 may be limited to the
user’s work computer and its associated storage device(s)
18b, or accessibility may extend further to one or more
servers networked on the Office System 82, or even to other
user computers that are networked, depending upon the
user’s needs and permission settings according to the present
invention, which will be described in more detail below. In
each of the examples described here, although only one data
storage device is referred to, it is noted that multiple data
storage devices may be employed and accessible via the
present invention.
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[0118] The present arrangement permits access and shar-
ing of data to and from any location throughout the world
which is accessible to a network that the devices/computers
can communicate over. Although the Internet is the most
ubiquitous and common network to be mentioned here, the
present invention is not limited to only use over the Internet,
as other networks, private as well as public may also employ
this functionality. Using the example of the internet, a user
on a laptop or other portable computer, who is traveling, for
example, can access any of the other devices shown, includ-
ing home computer 72 and Office System 74 to obtain
current, up-to-date files that may be needed, which perhaps
the user forgot to take on the trip, or which may have been
edited or updated since the time of the user’s departure.
Further, the present invention allows collaboration, so the
remotely located user can collaboratively work with files in
other locations, with other users.

[0119] Although the example 76 is shown for remote
access to files from a site that is located behind a firewall 86,
the present invention provides the same functionality for
computers/devices which are not located behind a firewall.
Thus, for example, a user who is away from his or her main
stores of data, may access, use and even download files with
a device such as a PDA 77 MP3 player 78 or cell phone 79
with wireless network capability. The security protocol
offered by the present invention ensures secure transmis-
sions between such computers/devices, using the security
facilities described above. It is noted that the present inven-
tion is not limited to the computers/devices shown, but may
be used for any network-accessible devices for communi-
cating data files over a network, examples of which include
cameras, video and/or audio recording equipment, televi-
sions, factory equipment, instruments, office equipment such
as printers, fax machines, scanners, home security equip-
ment, home appliances and others, including those listed
above in the specification. Further, also access and control
system 54 is shown in the example of FIG. 9, it is noted that
any of the other access and control systems or connection
servers described herein may be used for this functionality.

[0120] Using the secure access and control features of the
present invention ensures that only a specified user or users
can gain access to data files across the network, and that any
information sent is encrypted and secure from theft or
reading by unauthorized users. These features are provided
even to computers/devices which are not located behind a
firewall, even those that access the network via wireless
communication. The present invention enables a user to
access devices 18a-18n of all the computers that a user
would normally have access to, from any single location
throughout the world where the user has network access,
assuming all of the computers also have network access.

[0121] Tt is further noted that any of the computers shown
in FIG. 9 may function as a DataClient, the device or
devices of which other computers access to share a file or
files from. Also, this may be a distributed system. For
example, a user from the location of laptop 76 (which is the
local computer or UserClient in this example) may access a
remote device 18« in DataClient 72 (i.e., home computer) to
share a personal financial statement, and also access a
second remote device 18¢ in DataClient 78 (MP3 player) to
share a song or two from its personal storage.

[0122] FIG. 10 shows another example of the present
invention, in which only three computers/network-enabled
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devices 72/18a, 74/18b, 76/18c are shown for simplifying
the description of the functionality. Although FIG. 10 only
shows three computers for the purpose of description sim-
plicity, the current invention can be applied to a larger or
smaller number of computers. As shown in FIG. 10, each of
computers 72, 74 and 76 has its own central processing unit
72¢, 74c and 76c, respectively, storage device 18a, 18b and
18c¢, respectively and I/O device 72i, 74i and 76i, respec-
tively, for network communications. As noted above, any of
computers 72, 74 and 76 may be a desktop computer, laptop
computer, personal digital assistant, network attached stor-
age system, file server or other computing device that has
CPU, storage and connectivity capabilities.

[0123] Connection Server 14 is included in the example of
FIG. 10 in order to provide authenticated, authorized,
secure, encrypted, firewall-compliance and point-to-multi-
point collaborative communications among computers 72,
74 and 76 in the manner described above, and where each of
the computers may be protected behind a firewall or a proxy
system 82, 84, 86 as also described above. It is also
understood that the current invention may also be imple-
mented using a VPN that is set-up to allow computers 72, 74
and/or 76 to securely communicate over a wide area net-
work. Furthermore, in such cases where security is not a
concern, the present invention may be implemented without
a VPN. In the latter two cases described, computers 72, 74
and 76 directly communicate among each other, without use
of a connection server 14.

[0124] The example of FIG. 10 also implements database
52 to manage user information and user devices. Although
database 52 is shown to be connected to connection server
14, variations of this are possible, such as, where database
52 may be connected to any one or more devices or
computers accessible through a computer network, for
example.

[0125] The present system provides a remote file system
that utilizes a strategic data caching management that is
designed for optimized performance in a wide area network.
The system utilizes local storage devices, such as storage
devices 18a, 18b and 18c in the example of FIG. 10, that
have high-performance data access capabilities to provide
local upper layer applications, such as applications 72a, 74a
and 76a in the example of FIG. 10, with similar if not the
same high performance data access to the remote storage
devices. Strategic cache management can be implemented as
a software program that manages operations of cached data
on a local storage device. As shown in FIG. 10, strategic
cache management 72s, 74s and 76s are implemented to
manage operations of cached data on local storage devices
184, 186 and 18c, respectively.

[0126] Functionalities of the strategic cache management
may be divided into two parts, as exemplified in FIG. 11. In
this example, only two computers 72, 74 are shown, again
for purposes of simplicity of explanation. Computers 72 and
74 are connectable across a wide area network by any of the
means described above with regard to FIG. 10, for example,
via a connection server 14, or directly connected, with or
without a VPN. Also as noted previously, more than two
computers can be so connected and function according to the
principles described hereinafter. As shown, strategic cache
management application or process 72 and strategic cache
management application or process 74 are each separated
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between a user module 72su and 74su, respectively, to
manage UserClient operations, and a device module 72sd
and 74sd, respectively, to manage DeviceClient operations.

[0127] User module 72su, 74su may be a software module
that accesses remote data on a remote storage device (i.e., in
the example shown, user module 72su accesses data from
remote storage device 185 and user module 74su accesses
data from remote storage device 184) and manages caching
operations of the remote data on its local storage device (18a
for user module 72su, 186 for user module 74su). Device
module 72sd, 74sd may be a software module that manages
a local storage device (i.e., in the example shown, device
module 72sd manages local storage device 18a and device
module 74sd manages local storage device 18b) that is being
accessed and shared by user modules 72su, 74su over the
network. Device modules 72sd, 74sd also manage caching
operation of the local data on their local storage devices for
the purpose of optimizing data sharing capabilities. For
example, as shown in FIG. 11, a user may operate applica-
tion 72a (e.g., Windows Explorer®) to access remote stor-
age device 18b at computer 74 over a wide area network. In
that case, application 72a would make data access requests
to user module 72su, which in turn will manage the process
of data caching and data transmission from device module
74sd at computer 74.

[0128] User modules 72su, 74su may implement standard
file system functionalities, hence users can operate the user
modules using standard operating system interfaces such as
Windows Explorer®, Netscape Navigator® or the like to
navigate and browse through the remote file system. Con-
sequently, local applications such as Windows Explorer®,
Microsoft Word®, Adobe Acrobat®, etc., may seamlessly
interface with a user module 72su, 74su as if it is an
additional storage device. Local applications may request a
user module to perform file system functionalities that may
include but are not limited to: create file, create directory,
delete file, delete directory, open file, close file, file exists,
flush file, get file information, set file information, is read
only, read file, seek file, rename file, search, copy, write file
and truncate file, as well as viewing and performing any of
the aforementioned functionalities on previous versions of
files. One example of facilitating user modules 72su, 74su to
function like additional storage devices to their local oper-
ating systems to provide standard file system interfaces for
local applications is to implement Server Message Block or
Common Internet File System (SMB/CIFS) server function-
alities. Although the current invention describes the use of
SMB/CIFS protocol, it can be understood that other imple-
mentations that allow the user module to provide file system
functionalities to the local operating system may alterna-
tively be applied. SMB/CIFS protocol is an application-
layer protocol that can provide drive-sharing functionality
over a computer network. SMB/CIFS protocol can be car-
ried by various data transport protocol such as TCP/IP.
Although the current invention describes the use of TCP/IP
protocol for SMB functionalities, other implementation vari-
eties may also use other data transport protocols that have
similar characteristics.

[0129] In cases where a local operating system is already
running an SMB server that listens on a standard TCP/IP
port number for the SMB server (e.g., port 445), the user
module may need to be configured to provide SMB/CIEFS
functionalities by listening on a different TCP/IP port num-
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ber that is not being used. Consequently, to allow local SMB
clients to have TCP/IP connections to user module 72su,
74su on the standard SMB server port, it is necessary to
perform network address translation of IP data packets. A
networking driver may be used to filter all of the inbound
and outbound IP packets on the local system and perform
network address translation. Such filtering capability may be
developed using Microsoft NDIS (Network Driver Interface
Specifications) Network Driver, available from Microsoft,
Inc., Redmond, Wash., for example, or using WinpkFilter
2.0 from NTKernel.com, for example. Other available net-
work drivers may alternatively be used.

[0130] Referring to user module 72su as an illustrative
example, a virtual IP address and port number (e.g.,
10.10.10.10, port: 445) may be designated for user module
72su. However, user module 72su may actually listen on
port 18025 on the local operating system, to avoid conflicts
with an existing SMB server on port 445. All IP packets with
the virtual IP address and port number are modified to have
the local IP address and port number that the user module
uses. Continuing the example, IP packets that contain virtual
IP address and port number such as: 10.10.10.10 port 445 are
modified to have 127.0.0.1 port 18025. Hence, IP data
packets bound for the virtual IP address are routed instead to
local user module 72su that runs the SMB server. In sum-
mary, to the local operating system 72, local user module
72su may appear to be a remote file system by use of the
virtual network address.

[0131] A user module running SMB/CIFS server function-
alities may also be automatically mapped as a network drive
to the local operating system. For example, user module
74su may represent the “C:” drive on remote computer 74,
but be mapped to the “V:” drive on the local system 72. To
help users to better identify storages devices on remote
computers, such drive mapping information may be stored
in a database 52, with a system such as shown in FIG. 10;
hence such information is retrievable via the network to
provide consistent definition throughout the entire system.
For example, an Office Computer 72 drive may always
appear to be the “V:” drive on the a Home Computer 74 and
on a Laptop Computer 76.

[0132] Additionally, database 52 may also store file-access
permission management information. Such permission man-
agement information can be downloaded and stored in the
user module’s local cache to determine what data access
functionalities that the particular user module can perform
and to which files or directories may be accessed on which
remote device modules. Database 52 may also store authen-
tication data, including, but not limited to usemames and
passwords, biometric data, and the like. Accordingly, a
system administrator (or user that controls a private personal
network) may centrally set up permissions and/or authenti-
cation data for users of the network, as well as centrally store
such data. Functionality may extend to the ability to set up
groups or classes of users, where each group or class has a
different set of permissions levels and where all users in the
same group or class are assigned that same set of permis-
sions levels assigned to the group or class. Corrections to
such data can then also be sent out point-to-multipoint to all
users/members of the network affected by the centralized
changes that have been made. Likewise, software updates
(e.g., to the system) and/or messages to the users may be sent
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out point-to-multipoint to all users/members of the network
affected by the centralized changes that have been made.

[0133] A process of strategic data caching will be more
fully understood by reference to the flow charts of FIGS. 12
and 13, as well as to FIGS. 10 and 11. FIG. 12 describes
a file overhead data management process, while FIG. 13
describes a file data management process. Referring to FIG.
11, an example is described in FIG. 12 where a user employs
application 72a (for example, Windows Explorer®,
Microsoft Word®, or Adobe Acrobat®, etc) to access remote
storage device 18b which is local to computer 74. Initially,
user module 72su may be authenticated and authorized to
access device module 74sd via connection server 14 in
instances where a connection server is part of the system.
Otherwise, authentication and authorization protocols may
be implemented on the computers 72,74. Application 72a
makes data access requests to the local user module 72su
that provides SMB/CIFS server functionalities.

[0134] Targets of the data access requests that are made
can generally be classified into two main categories: file
overhead information and file data. File overhead informa-
tion pertains to file attributes or properties that may include
but are not limited to file name, file size, folder status, last
modified date, created date, etc. Every file or folder has file
overhead information that can be used by local applications
to get properties information about a file or a folder. For
example, Windows Explorer® may use file overhead infor-
mation to list or display directory data structures for user
navigation purposes. On the other hand, file data is the actual
binary content of a file. For example, the file data of a digital
photograph contains the actual jpeg binary data that can be
used for graphical display and/or printing.

[0135] The present invention provides a file subscription
process that utilizes the strategic data caching system to
improve data access performance of remote storage devices
over a wide area network. Particularly, the file subscription
process is designed to optimize network bandwidth require-
ments for transmission and validation of both file overhead
information and file data between user modules and device
modules. The strategic data caching system also allows
latency of the overall remote data access activities to be
significantly improved. Both bandwidth and latency
improvements are especially important for an efficient shar-
ing performance of remote storage devices in a wide area
network environment.

[0136] File subscriptions can also generally be divided
into two categories called file overhead subscription and file
data subscription. A user module may use a file overhead
subscription to serve data access requests by local applica-
tions pertaining to overhead information of a file or a folder.
A user module may use a file data subscription to serve data
access requests pertaining to binary data content of a file.

[0137] Event 1202 initiates a file overhead subscription
process, where the user may wish to browse through files
and directory(ies) of the remote file systems of storage
device 18b. Once user module 72su receives a request by the
user to search or list contents of a particular directory, it may
first check its local cache to find whether such file overhead
information is available and valid at event 1202. Validity is
determined by whether or not the user module 72su is
currently engaged in an active subscription to the device
module of the remote storage device holding the information
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that the user desires to access. If an active subscription
period is running, then it is determined at event 1204 that the
file overhead information is available and valid, as deter-
mined by a date time stamp contained in the local cache and
a predefined active subscription period, both of which are
described below. In this case, the process goes to event 1214.
If it is determined at event 1204 that the file overhead
information requested is not available or valid, the user
module 72su sends a request over the network to device
module 74sd to subscribe to authorized overhead informa-
tion of the associated directory and its contents in storage
device 18b, at event 1206.

[0138] In response to the request at event 1206, if user
module 72su is authorized and has permission to receive the
requested file overhead information, device module 74sd
sends the requested file overhead information to user module
74su over the network at event 1208. Once transmission of
the overhead information has been completed, user module
72su stores the file overhead information along with its
arrival time stamp in the local cache of storage device 18a
at event 1210. Hence subsequent requests to the particular
directory can be served directly from the local cache. At
event 1212, device module 74sd also stores in its local cache
(of storage device 18b), file overhead subscription informa-
tion that specifies that user module 72su has an active file
overhead subscription of the associated directory and its
contents. As part of the file overhead subscription informa-
tion, device module 74sd also stores the estimated arrival
time stamp of the associated file overhead information for
user module 72su after the successful transmission.

[0139] The length (i.e., time duration) of an active sub-
scription may be defined for the entire system. For example,
if the length of an active subscription has been defined to be
30 minutes, then starting with the time of the estimated
arrival time stamp and for the next 30 minutes, device
module 74sd is responsible to send any updates to user
module 74su regarding the file overhead information of the
associated directory and its contents, as device module 74sd
and user module 72su are engaged in an active subscription
over that time period, see event 1214. Consequently, starting
on the arrival time stamp and for the next 30 minutes, in this
example, user module 72su can trust the file overhead
information stored in its local cache to be valid and can be
directly used to serve subsequent data access requests to the
particular directory or its contents. Either user module 72su
or device module 74sd may cancel the file overhead sub-
scription at any time during active subscription status, for
example, in an emergency instance where one of the com-
puters involved needs to be shut down.

[0140] The file subscription process described reduces
network bandwidth requirements and latency of the overall
remote data access activities, both of which are especially
advantageous when working across a wide area network.
One of the features that provides these advantages, is that
even if the user uses local applications to continuously or
repeatedly makes data access requests to a remote directory
in remote storage device 18b, user module 72su only needs
to make a network request once during the period of the
active subscription, since after the initial request, the infor-
mation is stored locally at the site of the user. When the file
overhead subscription is no longer active, whether due to
cancellation by the local user module 72su, cancellation by
device module 74sd or expiration of the active subscription
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period, for example, device module 74sd stops updating user
module 72su with changes on file overhead information
associated with the particular directory and its contents. File
overhead information may be accessed and subscribed to
based on one directory at a time, per a user request.
Alternatively, other methods of access and subscription may
be implemented to further optimize transmissions of file
overhead information. For example, device module 74sd
may provide file overhead information not only on the
requested directory and its contents, but also on parts or all
of the sub-directories and their contents stored in storage
device 18b which are authorized and permitted to be sent to
user module 72su. Further, determinations as to which
files/directories of which overhead information will be addi-
tionally sent may be made based on user specifications,
structures of the associated directory or probabilistic analy-
sis of directory-browsing behavior patterns.

[0141] The user, through the use of local applications,
such as application 724, for example, may make changes to
the downloaded file overhead information as well as create
or delete files and folders. When this occurs, user module
72su sends any such modifications, creations and deletions
to device module 74sd . After receiving the modifications,
creations and/or deletions, device module 74sd consults the
file overhead subscription information to identify any other
connected user modules that are actively subscribed to the
modified file overhead information. Subsequently, modifi-
cations of file overhead information are transmitted by
device module 74sd to all of the identified user modules.
Further, device module 74sd may also listen to file access
events from its local operating system to detect any changes
to files and folders that are actively subscribed by connected
user modules. Device module 74sd transmits any locally
detected file overhead modifications (detected through the
described listening) to all connected and actively subscribed
user modules.

[0142] When the user in the example above browses
through remote directory structures as described above, user
module 72su may only subscribe to file overhead informa-
tion of the associated files and folders that are browsed. At
this point, the local application 72a being used by the user
may not yet have requested user module 72su to perform any
data access functionalities such as a read operation of the
actual binary contents of the files, for example. At this time,
the user may only be browsing or navigating through files
and directories before actually accessing any file binary
contents. Consequently, no file binary contents are down-
loaded at this time during the process. This avoids unnec-
essary data transmissions and associated network bandwidth
requirements.

[0143] Once a request is made by an application to per-
form an operation on the actual file data, however, a file data
subscription and management process is run by the system.
Referring now to FIG. 13, a process for file data subscrip-
tion and management is further described. File data sub-
scription shares the same basic principles as the file over-
head subscription described above, in that remote data are
locally cached and considered valid during an active sub-
scription period. In the case of file data subscription how-
ever, the remote data is actual file binary data rather than the
file overhead information, as noted above. Continuing the
example described with regard to FIG. 12, once an active
subscription has been opened and it is assured that the file
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overhead information is available and valid, the user may
launch application 72a (e.g., a word processor program,
spreadsheet, or other utility application, etc.) to open and
read a particular file such as “myDocument.doc” on storage
device 18b. Upon receiving a data access request from
application 72a, user module 72su searches its local cache in
storage device 18a to determine whether file data for
“myDocument.doc” is available and valid at event 1300. If
the file data is determined to be available and valid at event
1302 (i.e., file data is present in local cache and an active
subscription is in progress), user module 72su is able to
provide the data to application 72a directly from the locally
stored data at event 1304. If the file data is not available or
valid at event 1302, then user module 72su sends a network
request to device module 74sd to start a file data subscription
on “myDocument.doc”, at event 1306. Along with the
request, user module 72su may also indicate any version
numbers of“myDocument.doc” that are available in its local
cache.

[0144] At event 1308, upon receiving the request from
user module 72su, device module 74sd searches its local
cache in storage device 18b to determine whether a refer-
ence file for “myDocument.doc” has been previously cre-
ated. If it is determined at event 1310 that a reference file for
“myDocument.doc” has not been previously created, then
device module 74sd makes a copy of “myDocument.doc”
for a reference file in its cache at event 1312. Device module
74sd may also initialize a sequential version numbering
system to officially enumerate versions of file data. For
example, “myDocument.doc” may initially be given an
official version number one. Hence forward, if the actual file
of “myDocument.doc” is changed, device module 74sd can
compare the differences between the changed file and the
original reference file to calculate what is referred to as a
“Delta” which may be used to generate the next version of
the file (in this case, version two).

[0145] As already noted, file data is the actual binary
contents of a file, which may contain, for example a digital
picture, music, text, graphical data, or the like or combina-
tions of these. Unlike file overhead information, file data can
vary greatly in size. For example, an electronic document
may contain a few pages of 2 kilobytes of data or a few
thousand pages of 2000 kilobytes of data. The present
system recognizes that changes that occur to file data are
mostly correlated. For example, when the user edits a 2
megabytes document, there is a high probability that a
significant part of the document remains unchanged from the
original document prior to editing. Since the current inven-
tion utilizes local storage devices to perform caching opera-
tions, the allocated storage size for caching purposes can
also directly affect overall system performance. Because of
the limited capacity of storage devices, the current invention
recognizes that optimizing caching operations to improve
the efficiency of storage device utilization can increase the
overall system performance. Accordingly, spatial and/or
temporal compression of file data may be performed by the
system to optimize cache operations and data transmission.

[0146] Spatial compression may be performed on binary
data to reduce redundancy on the binary data itself. Spatial
compression can be applied for transmitting as well as for
caching of file data. Temporal compression may be per-
formed to extract differences between multiple versions of
file data (binary data) that may be created over time. For
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example, if the original reference file (version one) contains
1800 bytes at the time it is established in the cache, but then
later is modified by a user so that at the time after editing,
it contains 1880 bytes, temporal compression may be per-
formed on both versions of the file to create a difference file
or a “Delta” file that contains the differences in the binary
contents between the original reference file and the edited
file. A Delta file may also extract data redundancy even if
many segments of the reference data have been shifted by
different amounts. Hence by applying a Delta to a reference
file, versions of the associated file can either be upgraded
(e.g., updated to a newer version) or downgraded. For
example, analyzing binary differences between the original
reference file (version one) and the edited file (version two)
may be performed to create a Delta file which may be
referenced as Delta 12. Consequently, file version two can be
reconstructed by applying Delta 12 to the original reference
file (version one). The system uses a table to keep track of
the history of the file and changes that have been made over
that history. If the table is relatively large, then it is more
likely to have a record of previous data in the table and find
more differences between the current file and one or more
previous versions. If the table for this particular file is
relatively small, however, there will likely be little to match
and therefore the resultant Delta is larger, since whatever
cannot be compared to be unchanged, must be sent in the
Delta file. A reversal process is also possible, by creating
Inverse Delta 21 from analysis of Delta 12 and the original
reference file (version one). In such a case, Inverse Delta 21
can be applied to downgrade the edited file (version two) to
the original reference file (version one). Temporal compres-
sion allows significant compression of data when different
versions have much of the same binary content, because a
delta file only contains binary changes. As result, multiple
versions of a file data can be differentially transported or
cached in forms of deltas rather than whole contents. In
addition, multiple deltas based on a common reference file
version may also be merged to further optimize temporal
compression among file versions. For example, Delta 12 and
Delta 23 may be merged to form Delta 13.

[0147] If it is determined that a reference file already
exists at event 1310, a determination is made at event 1314
as to whether user module 72su has any versions of the
requested file in its local cache in storage device 18a. This
determination can be made based upon the request sent to
device module 74sd by user module 72su, since user module
72su sends any version numbers that it has of the requested
file, describing all Delta and Inverse Delta files contained in
it cache for the requested file along with the request. It is
further noted that device module 74sd may also already have
one or more Delta and/or Inverse Delta files that represent
previous file versions available in its cache. In any case,
device module 74sd analyzes any available file version
numbers indicated by user module 72su in the file data
subscription request. If there is at least one Delta or Inverse
Delta based on the available cache information of the
requested file (e.g., “myDocument.doc”), device module
74sd determines at event 1316 whether to send Delta files
(“Deltas™) and/or Inverse Delta files (“Inverse Deltas™) and
use the available file versions that user module 72su cur-
rently has in local cache, or to send a reference file instead
to optimize data transmission. The reference file is also sent
when it has to be newly created, as at event 1312. Alterna-
tively, device module 74sd simply instructs user module
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72su to use a particular file version that user module 72su
already has in local cache when it is determined that that
version is the same as the current reference file (“current
official version”). This might be the case when the associ-
ated file data has not changed since the previous active
subscription to the file data by user module 72su, for
example.

[0148] If, at event 1314, it is determined that user module
72su does not have any file data regarding the requested file
stored in cache memory in storage device 18a, the device
module 74sd transmits the reference file to user module 72su
at event 1318. Device module 74sd and user module 72su
both record time stamp data as to when the transmission of
reference file(s), Delta file(s), Inverse Delta file(s) or file
instructions have been successfully completed; at event
1320, to mark the starting time of an active file data
subscription. Device module 74sd also stores file data sub-
scription information in its local cache that indicates that
user module 72su has a file data subscription starting on the
associated time stamp to “myDocument.doc” and the par-
ticular file version that is being subscribed to (e.g., file
version number one in the case where the original reference
file is sent). By recording file data subscription information
that contains file version numbers that are transmitted to user
modules, a device module can use this to later analyze the
level of significance of previously stored file versions for
optimizing utilization efficiency of local storage devices for
caching operations.

[0149] As user module 72su receives the file data from
device module 74sd , the file (i.e., file data that makes up the
file) is stored in the local cache of storage device 18a. Just
as described above with regard to file overhead subscription,
once the file data has been locally cached, the file data may
be used directly by user module 72su to serve data access
requests pertaining to the file’s binary contents during the
active file data subscription period without making any
network requests to device module 74sd . Also similarly,
device module 74sd is responsible to send file data updates
associated with the file(s) having been transmitted (e.g.,
“myDocument.doc”) to user module 72su during the active
file data subscription period (e.g., 30 minutes). In this
example, the active file subscription period may have offi-
cially started when user module 72su has successfully
received the entire content of the reference file.

[0150] It should be noted here, that although the descrip-
tions provided with regard to the example above and below
refer to user module 72su and device module 74sd , this is
for exemplary description only, as the same functionality is
provided by user module 74su and device module 72sd. That
is, a user from computer 74 may use user module 74su, in
the same manner as described above by a user of computer
72 employing user module 72su, to access and control
subscriptions to remote devices such as remote module 72sd
controlling remote storage device 18a. Also, it is noted that
subscriptions may be processed in both directions, i.c., use
of computer 72 to access remote files from computer 74 and
use of computer 74 to access remote files from computer 72,
concurrently. Furthermore, it is noted that the invention is by
no means limited to access of remote files from a single
remote storage device, as any user module that is connect-
able over a wide area network may remotely access data
from multiple remote storage devices, as long as each
remote storage device is connectable with the wide area
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network and each is associated with a device module,
respectively. Similarly, any device module associated with a
storage device may provide remote access to multiple user
modules over the wide area network.

[0151] As noted above, user module 72su provides data
access functionalities to the local applications. As a result,
user module 72su is capable of controlling data access
behavior such as controlling the flow of data to the request-
ing local applications. For example, when a local application
72a performs read requests for parts of file data, user module
72su can accept the requests and wait for the entire file data
to be successfully received before completing the requests.
This method provides additional data access reliability by
preventing any local application from experiencing possible
interruptions of file data transmissions over the network.
However, by this method, local application 72a has to wait
for all of the file data making up the requested file to arrive
before being able to perform any read operation. Depending
upon the application usage, user module 72su may alterna-
tively serve and complete one or more read requests for file
data as soon as the requested parts of the file data are
received from device module 74sd . In this case, local
application 724 can begin reading parts of the file data
during transmission of the remainder of the file data.

[0152] During file data transmission, user module 72su
may also request device module 74sd to prioritize transmis-
sion of file data parts, based on data access behavior patterns
of local application 72a. For example, local applications
may request to read file data sequentially from beginning to
end or disorderedly through out the entirety of the file data.
By minimizing the waiting period for read requests, user
module 72su reduces the overall data access latency, com-
pared to simply waiting for an entire file to be transmitted
before beginning any serving operations to the local appli-
cations. For example, local application 72a¢ may open, read
and play a music file such as an mp3 file. By serving portions
of the file data as they are transmitted, the user is able to hear
the music being played by local application 72a as soon as
the requested parts of the file data are received by user
module 72su, while the remainder of the mp3 file continues
to transmit. Consequently, depending on the available net-
work bandwidth, the user may be able to continuously hear
the entire music file without interruptions during transmis-
sion of the associated file data.

[0153] In instances where the user applies a local appli-
cation to modify associated file data by performing writing
requests, user module 72su, upon receiving a writing
request, may check its local cache to see if an associated
final copy of the reference file has been created. A final copy
is initially an exact replica of a reference file before any
modifications. Writing operations performed by user module
72su on behalf of a local application 72a can be applied to
the final copy. The final copy is created for the purpose of
computing temporal compression to create a Delta file
between the final copy and the reference file. A final copy
may only be created as soon as the first writing request is
received to conserve local cache storage capacity. Before
computing temporal compression, user module 72su may
also wait for a sufficient amount of time to elapse, €.g., about
five to about 15 seconds, after the last writing, deleting or
renaming request performed to the associated file data to
ensure that local application 72a has temporarily stopped
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modifying the file data. A local application may typically
request writing operations in a series of multiple attempts.

[0154] Another method of modifying file data contents by
a local application is to request user module 72su to create
a temporary file, perform writing operations on the tempo-
rary file, delete the associated file data and rename the
temporary file accordingly. User module 72su may be able
to detect the creation of a temporary file by inspecting the
creation parameters (e.g. “hidden” attributes) or the associ-
ated file name (e.g., ending with “. tmp”, or the use of certain
characters such as “a”). Thus, user module 72su is able to
detect the temporary characteristics of a newly created file.
Local applications may typically use a temporary file to
store intermediate computation results or to ensure reliabil-
ity of data transactions. In order to minimize network
bandwidth requirements, user module 72su may keep data
access operations of temporary files on its local cache only,
without informing device module 74sd .

[0155] After creating a Delta file by performing temporal
compression between the final copy and a reference file of
a file data (e.g., final copy and reference file of “myDocu-
ment.doc”), user module 72su may then inform device
module 74sd of the new file data update. Device module
74sd may accept the new file data update which in turn
initiates transmission of the Delta file from user module
72su to device module 74sd . After receiving the Delta file,
device module applies the Delta file to update the reference
file of the associated file data in its local cache as well as the
actual file on the remote storage device 18b. Device module
74sd may also enumerate the new file data update with an
official version number, generally the next unused number in
a sequence of numbers for assignment to file versions.
Device module 74sd may also search in file data subscrip-
tion information, in local cache, for other connected user
modules that are actively subscribed to the associated file
data, and transmit the Delta file update to the other actively
subscribed user modules using a point-to-multi-point data
transmission process.

[0156] Device module 74sd may also listen to file access
events from its local operating system to detect any changes
to binary contents of files that are actively subscribed to by
one or more connected user modules. Device module 74sd
may perform temporal compression based on changes to
binary contents of a file discovered during listening, and
transmit the a Delta file resultant from the temporal com-
pression to all connected and actively subscribed user mod-
ules. After receiving the Delta file, each actively subscribed
user module updates the file data stored in each’s respective
local cache with the new version by applying the received
Delta file to the file reference, as well as to the final copy, if
available.

[0157] After updating the file data with a new Delta, both
device module 74sd and the actively subscribed user mod-
ules may also create and store an associated Inverse Delta
file in the local cache associated with each respective
module. An Inverse Delta file allows device module 74sd
and the actively subscribed user modules to undo the updat-
ing process of the file data that was performed when
applying the Delta file, hence returning the file to a previous
version. By storing Inverse Delta files, device modules and
user modules can efficiently keep previous versions of file
data in terms of Inverse Deltas (differential updates) rather
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than storing the entire content for each version of the same
file. This greatly reduces the utilization of local storage
devices for cache operations, making the system markedly
more efficient.

[0158] The ability to reverse to previous versions may also
be used to provide file back up capabilities. Device module
74sd or user module 72su may provide the user with the
ability to restore the file data to a previous version that is
available in the local cache of the module performing the
backup. Device module 74sd may efficiently instruct
actively subscribed user modules to perform such changes
without sending the actual Inverse Delta file or files required
to perform the changes, as long as the necessary Inverse
Delta file(s) are located on the local cache(s) of the user
module(s) actively subscribed. The number of Inverse Delta
files that are stored locally in cache may be varied depending
on user-specified operating parameters or the available local
storage capacity for caching purposes.

[0159] Of course, the present system can alternatively be
used to back up files from one or more computers to a
storage device associated with another computer located
remotely across a wide area network from one of more of the
computers being backed up, and/or to one or more net-
worked attached storage devices, without the use of Delta
and Inverse Delta files, although this process has the poten-
tial to be quite time consuming. Such backup processing can
be carried out securely and even across two or more fire-
walls, even when the two or more firewalls use different
criteria for restriction of communications traffic there-
through.

[0160] Another purpose for storing Inverse Delta files is to
facilitate efficient conflict resolutions among varying file
data versions. Since the processes described above allow a
binary file to be simultaneously used by multiple user
modules over a computer network, a conflicting situation
may arise when multiple user modules submit different
Delta updates to device module 74sd that are based on the
same reference file version of a particular file data, for
example. In this situation, an Inverse Delta file may be
applied to the reference file if a Delta file being submitted by
a user module is based on a previous version of the reference
file, after which the device module applies the Delta file
received from the user module, and then reapplies a Delta
file that is the inverse of the Inverse Delta file originally
applied, thereby merging and applying the Delta files to
make a current, up to date reference file (official version).
Alternatively, the Inverse Delta file and the Delta file
received from the user module may be merged to form
another Delta file that is applied to the reference file to
achieve the same result.

[0161] Another situation that may give rise to file data
version conflict is offline usage. The present invention may
allow user modules to continue to serve data access requests
directly from their respective local caches even after the user
modules are no longer connected to the network, or when
network communication is not available. For example, a
user may take computer 72 on an airplane and continue to
edit “myDocument.doc” even though she or he does not
have any network connection available. During the time that
computer 72 is offline or disconnected from the network,
user module 72su may still be able to store changes that are
made with respect to the file data associated with “myDocu-
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ment.doc” and/or file overhead information in storage
device 18a, hence providing normal storage device func-
tionalities to the local applications. When the network
communications are resumed, user module 724 detects the
online condition and begins contacting device module 74sd
to submit the changes that were made during the offline
period. While user module 72su was offline however, device
module 74sd or one or more other user modules may have
updated the version of “myDocument.doc”. As a result, a
version conflict situation occurs because the Delta update
submitted by user module 72su is not based on the current
official file reference version in this situation. For this
reason, device modules are configured to store only one
version, of a file data to be the current official version. All
other versions are generated based upon Deltas which define
the revisions to the file.

[0162] Version conflicts may be resolved by choosing only
one version to be the official version among the possible
choices or by creating a new file data with a new name to
save the new changes. The decisions on version conflict
resolutions can be made automatically by pre-defined poli-
cies or by the user at the time of conflict. In the example
where a version conflict is to be resolved by choosing only
one version to be the official version among the possible
choices, device module 74sd may implement such resolution
efficiently among the connected and actively subscribed user
modules through use of the previously computed Delta
Inverse files. For example, device module 74sd may be able
to send new Delta files to a user module and instruct that user
module to return to a particular previous version number (by
applying associated Inverse Delta files) before applying the
new Delta files. As a result, the availability of Inverse Delta
files allow device modules to effect conflict resolutions
using differential Delta and/or Inverse Delta files among
user modules with minimum data bandwidth requirement
over a computer network.

[0163] As an alternative to the creation of file data sub-
scriptions that are initiated by data access requests made by
local applications to a user module, as described above, file
data subscriptions may also be created based on user-
specified instructions to always have file data subscriptions
to certain files or/and directories. Consequently, referring to
the example shown in FIG. 11 once again, device module
74sd may initially be required to transmit numerous file data
contents that are requested by user module 72su, so that
these contents are always available in the local cache asso-
ciated with user module 72su. During the initial transmis-
sions, local applications may also ask user module 72su to
perform data access requests to a certain file data that is not
yet stored in its cache. To improve data access performance
for local applications, the system may provide transmission
priorities that can be adjusted based on data access requests
made by local applications. As such, file data that are
requested by local applications are considered high priority
and are requested to be transmitted first to user module 72su
to be stored in the local cache. As a result, user module 72su
may request device module 74sd to temporarily suspend
transmission of file data with lower priorities and to allocate
more network bandwidth for transmission of file data with
higher priorities.

[0164] As previously described, the system utilizes local
storage devices to perform strategic data caching operations.
For security reasons, the stored file data and file overhead
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information can also be encrypted, in a manner as described
above, for example, or according to other known encryption
techniques, and hence readable only to an authorized user.
By having cached file data, both device modules and user
modules are able to perform differential file updates with
minimum network bandwidth requirement. As also noted,
cached file data also facilitates back-up capability in both
device modules and user modules which are able to restore
file data to previous versions. Because of the limited capaci-
ties of storage devices, however, it may be impossible to
cache all data access activities that can accumulate over
time. Accordingly, the system provides for levels of signifi-
cance to be assigned to the stored file data. Hence both
device modules and user modules may decide which file
data to keep or to delete for optimizing utilization efficiency
of the local storage devices for caching operations. A cached
file data may contain multiple file versions where each
version may have a different significance level. The signifi-
cance levels may be set by a user or IT personnel and may
be based on one or more of the following factors: the time
period that has elapsed since a particular file version was last
accessed (e.g., the longer the time period, the lower the
relative significance level); consideration of a particular file
version for backup purposes (e.g., a user may specified a
predefined number of file versions to be kept for backup
purposes); and version conflict probability. With regard to
version conflict probability, device module 74sd is able to
track file data version numbers that each subscribing user
module has in its respective local cache, as noted above.
With this capability device module 74sd can determine
which subscribing user modules do not have the current
official file data version number (for example, a user module
might have been offline, thus unable to receive any file data
updates), and note that there is a possibility of version
conflict. In this case, certain available versions of the
associated file data may be given higher significance levels,
since it is probable that there will be a conflict situation with
the user module(s) that do not have the current official file
data version. Device module 74sd , by tracking, can deter-
mine which official file version each user module currently
has, and from that, determine which Deltas/Inverse Deltas
should be assigned higher priority. Hence if the version
conflict occurs, it can be differentially resolved by using the
higher priority Delta or Inverse delta files which will be
preferentially stored.

[0165] During setup of the system, the user, or other IT
personnel, such as an IT manager in an office setting, selects
the files in each storage device 184-18n that are to be
available to be accessed/shared. Then, when a computer
with an enabled device having settings allowing file access
connects with the network, either through connection server
14, or as otherwise described above, the device module of
that computer accepts requests from any connected, autho-
rized user module of another computer that is connected to
the network and wishes to access the files of the first-
mentioned computer. Note that file access may be permitted
as to an entire drive (e.g., “C drive”) or more than one drive;
to one or more folders; or may be assigned to files on an
individual basis. A noted earlier, access (of various levels)
may also be permitted for remote desktop control and/or to
other devices, such as video cameras, video recorders, or any
of the other devices noted above, for remote control or
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monitoring thereof. As such, granular control of files and/or
devices and/or desktops that are allowed to be accessed is
provided.

[0166] FIG. 14A illustrates an example of a user interface
1400 wherein the “Manage Sharing” function has been
selected, such as by clicking on or otherwise selecting the
tool button 1402. As shown, icons and textual descriptions
of the user’s files/folders/directories/drives that are available
to be shared for access by other computers are displayed.
Additionally, in this example, the user may optionally share
desktop access or desktop control, by clicking on the Desk-
top entry 14044 and selecting the appropriate access set-
tings. Additionally, in this example, the local computer
controls a camera and access or control of the camera may
be given to one or more external users by clicking on the
camera/s icon or textual description 1404¢ and selecting the
desired access settings. Once connection between the com-
puter sharing the file, desktop or device with the computer
being granted access is made, and alert is sent from the
computer granting access to the computer being granted
access (in this example the local user). The user of the
computer being granted access has access to the same type
of user interface 1400. By clicking on or selecting the
“Alerts” function or button, the user can read the alert
describing the fact the a particular remote user has granted
access to a particular file, directory, desktop, device, or the
like. The user is then presented with the option of accepting
the grant of permission, such as by clicking on or selecting
an “I accept” button, for example. The alert is then cleared
and the permission is fully granted. Of course, many other
acceptance/permission schemes may be carried out to con-
firm agreement of sharing between 2 or more users, as would
be readily apparent to one of ordinary skill in the art.

[0167] Once permissions have been set up for particular
files and/or desktop and/or devices, and for particular users,
and fully granted as described, when a user module connects
with the network, icons and/or text representative of files
that are accessible from remote devices may be integrated
into the file structure of the computer associated with that
user module. Thus, the files, folder, directories, etc., that are
accessible from remote devices appear automatically on the
display of the computer associated with that user module.
For example, FIG. 14B shows user interface 1400 wherein
the “Shared With Me” function has been selected, such as by
clicking on or otherwise selecting the tool button 1412. Note
that access has been granted to a music folder of remote
computer 1, while access to the C: drive and the desktop of
remote computer 2 have been granted. As noted before,
different levels of permission may be granted. Thus, depend-
ing on the settings granted by whoever set up remote
computer 1, the local user in this example may be able to
“read only”, in this case, listen to music files only from the
music folder, or may be granted additional privileges, such
as the ability to save new music files to the folder and/or
delete or edit existing files. Similar differences in permis-
sions levels may have been granted regarding the C: drive
from remote computer 2. Further, additional computers and
desktops may also be accessed in the same manner.

[0168] Means for file integration and manipulation may be
run on each computer as a service, or alternatively, as an
application or integrated with a web browser, for example.
Further, means for integration, as well as other features of
the present system may reside on a gateway server, wherein
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all computers connectable through a private network that
access a public network through the gateway server, may run
the features of the present system via the gateway server.
Various other configurations of the system are also possible.
FIG. 15 shows an example of three private networks that are
connectable with each other over a wide area network (e.g.,
a public network, such as the Internet). Under this arrange-
ment, connection server 14 is run on gateway 140 of private
network 130. The system operates with the same function-
ality, so that computers/devices in the three private networks
110,120,130 have access to files/data from the others in
manners already described. What is different about this
arrangement is security server 58 need only be accessed for
authentication purposes to begin a session, and may also be
used for central permissions management as wells as option-
ally, a global directory. Advantageously, the provision of a
centrally/publicly located security server reduces costs so
that each distribute connection server does not have to pay
an authentication service to be verified as a trusted server.
Clearly, many such connection servers may be provided on
a plurality of private networks to function as a distributed
connection server for the system.

[0169] Once access has been granted, communications
over the wide area network bypass security server 58 and go
directly to connection server 14 for directing communica-
tions between the private networks. This may be particularly
advantageous for users within the private network 130 in
this example, since if communications are between two
computers/devices that are both located in private network
130, then, after authentication by security sever 58, all
further communications may be conducted on the private
network, by going through connection server 14 locally. The
bandwidth within private network may be much greater than
that available for communicating over the public network.
Therefore the communications may be carried out much
faster within network 130 using this arrangement. Further,
telecommunications costs are conserved since the commu-
nications do not have to go out over the public network.

[0170] Private network 110 show inclusion of at least one
computer/pc provided with a client module that may be used
to access information from any of networks 110, 120,130
through connection server 14 according to the principles of
the present invention. Network 120 includes a gateway 122
having a client stack that can be locally accessed by any
other computers/devices within the network 120. As such,
the client stack functions as a device for serving files/data to
the users of network 120 that are connectable via the present
system. The client stack can access information from the
other networks in the same way that the client module of the
computer in network 100 functions.

[0171] The client stack may include a client module, and
optionally, other services for interconnecting other devices
to the system through connection sever 14. For example, the
client stack 142 in network 130 includes a client module 144
as well as UPnP service 146 and Network Attached Storage
(NAS) service. UPnP service 146 functionally connects plug
and play devices to the system through server 14 so that any
users of networks 110,120 and 130, in this example, can
access such devices, given the appropriate grants and per-
missions, of course. For example, a user of a computer in
private network 110 may access one or more audio/video
systems 152 via digital receiver(s0150 and gateway 140 to
remotely set up one or more recording sessions, to download
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a music or video file, or to simply play a music or video file
from its current location, among other available functions.

[0172] NAS interface 148 operably connects one or more
storage device(s) 154 to connection server 14, thereby
creating central storage for users of the system. Such central
storage may be extremely useful for backups or other
storage. For example, a user may bypass all of the computers
running on the network and just save directly to the network
addressed storage associated with the gateway 140. This
arrangement also makes it possible to reduce the cost and
complexity of gateway servers, as a storage device does not
have to be built into the gateway server, since storage of
nearly any amount can be flexibly added using NAS inter-
face 148. Other arrangements are also possible as the present
system is flexible and scalable. For example, connection
server 14 may be located behind gateway 140, within
network 130 as just one other variation, though still other
configurations are possible.

[0173] As to the desktop access, the local user in this
example may have been granted only viewing privileges to
the desktop of remote computer 2, or alternatively, the local
user may have been granted desktop control privileges,
which inherently also includes viewing privileges. In either
case, when the local user selects or clicks on the icon or
description for “Remote 2—Desktop” (assuming remote
computer 2 is online), then a full visualization of the current
display of the desktop is displayed in a window on the local
user’s desktop (which refers to any visual display for any of
the types of computers discussed previously, including cell
phones, MP3 players, etc.). If remote desktop control privi-
leges are granted, not only is the desktop of remote computer
2 displayed on the local user’s local computer, but the local
user may also operate the remote computer by manipulating
the desktop in the same manner as if the user were operating
the remote computer 2 locally. Thus, the remote control
desktop functionality is very intuitive and requires no further
training.

[0174] Specifically, the local user, from the local com-
puter, may operate the mouse pointer/cursor of remote
computer 2 in this example, by simply operating the local
mouse, or other instrument that serves to operate a pointer/
cursor on the local computer. Similarly, the local user can
operate the keyboard of the remote computer 2 by operating
the keyboard of the local computer using a keyboard or
alternative device that the local computer may use to enter
keystrokes. Accordingly, the local user may open a file on
the remote computer and run an application on the remote
computer, as well as edit the file and save it back to a storage
device of the remote computer all from the local location.
The control of the remote computer by the remote desktop
control is essentially the same as a user has over his or her
local computer. Further, since the desktop of the remote
computer has been integrated on the local computer, the
desktop is fully functional. For example, the local user may
drag and drop a file from the local computer onto the desktop
of the remote computer that is displayed locally, and that file
is then transferred to the remote computer. Similarly, the
local user may transfer data from the remote computer by
dragging it off of the locally displayed remote desktop and
onto the display or desktop of the local computer.

[0175] Inthe example of FIG. 14B, the local user has also
been granted access to a video folder and a video recorder
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associated with remote computer 3. Once again the permis-
sion levels for access to such may vary. The variance in
levels of permission that may be given for the video folder
are the same as or similar to those described above with
respect to other folders discussed. The video recorder per-
mission may allow the user to view only, or the local user
may be able to set recording information for recording
programs, as well as view the programs, for example. Thus
different levels of granularity with regard to permission may
be set with regard to video devices and other multi-func-
tional devices.

[0176] In the example, access and control of a video
camera associated with remote computer 4 has also been
granted. When the local user clicks on or selects the icon/text
for the camera, the local user can view through the camera
locate in the remote location 4 and, depending upon the
functionality of the camera, may be able to control panning,
zooming, etc. from the local location. Further, since the local
user has been granted access to a video folder associated
with remote computer 4 in this instance, if writing privileges
have been granted, then the local user may choose to record
video from the camera to a video file stored at the remote
location, and/or to store the video to a local file that is the
stored on a local storage device associated with the local
computer.

[0177] FIG. 14C shows a display of the local user’s
accessible files, drives, folders, etc., that are displayed by
clicking on or selecting the “My Resources” button or
function 1432. In this example, the C: Drive, D: Drive and
Local Desktop are available to the local user. Further, by
clicking on Manage Sharing 1402, the local user may share
any of these resources with other computers, and set per-
mission levels that the local user deems appropriate in the
manners described above. Accordingly, the system facili-
tates rapid and easy establishment of one or more personal
networks by a user over a wide area network such as the
Internet or other wide area network, and provides secure
connectivity between the computers on each network. A user
can set up such a personal network to gain access to his or
her own files from any of the computer/device types listed
earlier, which can be as numerous and at as many different
locations as needed. Further, using the integrated file struc-
ture of the files shared by other remote computers, the user
may choose to run a file from the remote computer that the
file is being shared by, but with a local application on the
user’s local computer. In this instance, the file is run locally,
but stored remotely. Alternatively, the user could also store
the file locally, as has been described above. Still further,
using the remote desktop control features, the user could run
a file application remotely by controlling the remote com-
puter with remote desktop control.

[0178] The user can also directly operate remote devices
over one or more such networks through the operation of a
local computer connected with such device or devices over
the network. For example, a digital video camera located
remotely may be operated by a local user accessing the
remote camera from a local computer that has integrated the
controls for the remote camera into the local file structure,
as described above. This functionality applies to all devices
described herein, as the digital camera has been described as
only one example of this functionality of the system.

[0179] The system provides a user a great deal of versa-
tility. For example, a user may be away from home and office
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and need to send a file to a colleague that is remote from
where the user is. The user can then attach the file needing
to be sent, which is remote from the user (i.c., a remote file)
to the user’s email message and send it off to the colleague.
Alternatively, if the colleague and user are already set up on
a private network according to the present system, and the
user has his or her own private personal network, the user
can access the file from his or her own private network
without the need for an email message as the file will be
directly available to the colleague as a remote file to which
permissions of access have been granted.

[0180] As another example, a user who is away from home
and office may need to have a hard copy of a file located on
a storage device associated with the user’s office computer.
The user may connect to the office computer to his or her
cellular phone using the present system, and download the
file that is needed to his or her cell phone. If the user’s cell
phone also contains RF sending capabilities (e.g., Blue-
tooth® equipped) then the user may further print the file for
the desired hard copy, by sending RF signals to a printer
equipped to receive RF commands, which may be located at
an office the user is visiting, or at a photocopy business that
is available to the public, or the like.

[0181] Using the remote desktop control features a user
may directly operate one or more remotely located comput-
ers, by integrating the desktop of each such computer onto
the display of the user’s local computer. A remote desktop
displayed locally can be operated with the same function-
ality that the user operates his or her own local desktop. A
local user may practice point to multipoint connectivity and
remote control over a number of computers by integrating
the desktop of each of those computers onto the display of
the local computer.

[0182] Using the present system, a local user may perform
searches across the one or more personal networks that he or
she has established. For example, using the integrated file
structure capability, a user may perform a search on the
storage devices of the local computer, a remotely located
MP3 player, a remotely located desktop computer, and a
remotely located cell phone for a particular mp3 file that the
user is interested in playing. Upon locating the file, the user
would then be able to play the file locally, while still storing
the file in the storage device at whatever location the search
found it. Alternatively, the user may also wish to store the
file locally before, during or after playing.

[0183] As noted above, when data is updated, such as
when a file is edited, for example, the system may be
configured to automatically update all or some designated
subset of computers on the network as soon as the update has
been performed at one location. Computers that are offline
at such a time will be automatically updated as soon as those
computers go online again. The persistence of the system
ensures that updates are completed for all online computers,
as if there is some failure or problem during the update, the
connection restores itself to ensure that the update is com-
pleted. Alternatively, the system may be configured so that
computers/storage devices that are remote from a file that is
updated are not automatically updated. In this configuration,
the remote storage devices do not receive the updated until
its associated computer contacts the computer associated
with the storage device having the updated file and requests

the file update.
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[0184] User interface 1400 facilitates a fast and easy setup
of a personal network across a wide area network, since
users need simply click on the functionalities desired and
needed for establishing the network as described above. The
installation is intuitive and inexpensive as well. Advanta-
geously, a user can be anywhere in the world that is
accessible to the Internet and the user’s networks will follow
the user there and be accessible to the user over any
network-enabled device, as noted. A user may set up mul-
tiple networks with the described features, and the networks
may be intertwined if desired. Another advantage is that a
user can change access and permission settings, or even
remove shared files, or one or more computers altogether
from a network almost instantaneously by simple click
operations through the user interface 1400.

[0185] In addition to setting up one or more personal
private networks for the user to gain access to his or her own
data on remotely located computers, devices and storage
devices, the system may also be used to share data with other
users as well as allowing other users to share data with the
user. As with personal private networks, a user may also be
joined in multiple shared private networks, which may or
may not be intertwined. Each user has full control over the
access and permission levels that are granted to the other
users regarding that users’ files, devices or desktops that are
to be shared, respectively. The data that is shared may be
encrypted during transfer, as described above, and authen-
tication may be required for each user/member of the shared
network. The network is compatible with multiple firewalls,
but is also secure for use with devices that do not use a
firewall, including wireless devices, for example.

[0186] A shared network may be used for web conferenc-
ing also. For example, using remote desktop control, where
each remote user has viewing privileges of the desktop only,
a local user can produce a point to multipoint power point
presentation. Alternatively a digital camera, or digital video
player may be displayed on the local desktop and viewed by
remote users via remote desktop control viewing. A further
alternative is to share a folder with other users on the
network, so that folder is integrated into the file structure of
the remote users. In combination with telephone or voice
over internet protocol (VOIP), a teleconference may be
conducted while simultaneously working cooperatively on a
shared file or files in the shared folder. Additionally, any user
can drag or save files to the shared folder than can be
accessed by the rest of the conferees for discussion thereof
during the conference.

[0187] If the local computer is running Microsoft Win-
dows®, then once the user module of the local computer
connects with the network for the first time after access has
been granted and thereafter until access is withdrawn, then
the user can go to “My Computer” and see that the file
integration feature displays an icon and/or other indicator or
text for each of the folders, files, drives, directories, etc. that
permission has been granted for. Thus, in this example, in
addition to icons for the local user’s directories, etc., icons
for Remote 1—Music Folder, Remote 2—C Drive, Remote
3—Video Folder, and Remote 4—Video Folder are dis-
played, since these have been integrated into the user’s file
structure, and they appear along with the C drive, A drive,
and any other accessible drives, directories or files that are
displayed under the user’s file structure (e.g., “My Com-
puter”). Similar file structure integration functionality exists
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with other operating systems, although the display location
may not be labeled “My Computer”. Connection with a
system for remote access may be carried out automatically
upon connection with the network, or automatically upon
selection of one of the icons representing a remote file.
Operations on a remote file can be performed equally to
those that may be performed on a local file. For example,
searching, editing, etc. can be performed. Still further the
present invention provides the ability to manually connect
with the system as noted above, as a user option. In this way,
a user may have immediate access to his/her files on any and
all of his/her computers from any location globally that has
Internet or other wide area network access.

[0188] By selecting or “clicking on” a file icon, the user
gains access to that file or files represented by the icon. If the
icon is a directory, when it is clicked on, the entire file
structure of that directory is displayed, from which the user
can select one or more files to work on. To work on a
selected file, the user may choose to transfer the entire file
over from the remote device to the local device, and this
transfer can be done automatically upon receiving the file
data access requests made by local applications, or by
simply selecting a transfer command from a drop down
menu, selection box, or other visual indicator on the display
associated with the user module. Thus, the file may be
accessed and worked on in exactly the same manner that the
user would work if accessing the file directly from the
computer that stores that file locally. No other directions or
complicated procedures are required of the user to take a file
from a remote device, and then transfer it to the local device,
and then open it up, in contrast to software that has been
available heretofore for such purposes. The present system
automatically fetches the file and transfers the file into cache
memory on the local computer, in a manner as described
above. By storing the file in cache memory, this allows the
user to access and use the file more than once, without
having to re-transmit the entire file from the remote device
each time the user wants access to the file.

[0189] As the user works on the file, such as by adding to
the file, modifying or editing, each time that the user saves
his/her work, the system compares the differences between
the saved version of the file and the previous version of the
file, and, as long as the user module remains connected to the
network, the changes/differences are transmitted over the
network to the remote device module, which are saved there,
thereby maintaining the home file (i.e., official reference file,
source file, master file or DataClient file) up to date with the
latest revisions, as described above. This functionality saves
the user a great deal of time, since there is no need to
synchronize files when the user returns to the site of the
device module. Further, there is no concern over having two
different versions of a file, or concern that a user is not using
the latest, most up to date version of a file. Optionally, all
computers that are connected to the network, that share a file
that the user is working on and that have a copy of that file
in cache memory (or on a remote device ) may be automati-
cally updated concurrently with the updates of the device
module file, each time an update is performed, when such
computers are actively subscribed, as noted above. Com-
puters that are not actively subscribed or are offline can be
automatically updated when reconnecting with the network
or initiating an active subscription.
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[0190] With this functionality, when the user works on a
file, it is automatically updated in the remote device by the
device module. Once the file has been put into the cache
memory on the local computer, the user can work locally on
the file via the user module, as described above. Therefore
if the connection to the network is lost, this will not affect
the user’s ability to work on the file. Updates to the official
reference file (and optionally the file as located in other
remote computers) obviously cannot be performed as long
as the connection is broken. Furthermore, the system is
persistent and may be configured on a user computer to
automatically and repeatedly attempt to reconnect with any
and all remote devices which are actively subscribed to
when a connection is broken during an active subscription.
The present software recognizes that the file is in cache and
the user can continue working locally when the connection
is broken. When the network connection is restored, the
software automatically updates the home file (official refer-
ence file) on the remote device via the local user module’s
transmission to the remote device module, as described
above (and optionally, on any other computers where the file
may reside). This feature is useful not only for when a
network connection is accidentally broken, but in situations
where the user moves to a location where the user knows a
network connection is not possible, as in the example
described above, while flying on an airplane, or in some
other location that is not network accessible. Even in these
situations, as soon as the user logs into the network again,
the official reference file may be automatically updated, so
that when the user returns to the location of the home file
(official reference file), the home file is already up to date.

[0191] Thus the present invention functions as if the user
is storing the file on the user’s local device (e.g., local hard
drive), but it is actually functioning as a distributed drive,
since the local file is only being stored in cache, and the file
storage is occurring in the remote device by the device
module. The present system is seamless and transparent,
appearing to the user if he or she is actually working on a
local file. There is no need to transmit video data of an image
of a remote desktop, in contrast to what some prior art
systems use. This greatly reduces bandwidth requirements
and enables the present system to be used even if the user has
access to only a dial-up modem connection. Further, since
the entire file is not transferred, except on the original
transmission of a file, i.e., updates transmit only the differ-
ences between the previous file and the edited file, this
further reduces bandwidth requirements, and reduces
latency of response. It should be noted also, that an original,
complete file transfer is not always necessary over the wide
are network either, since such a file transfer can often be
performed locally, such as over a local area network having
high speed, high bandwidth capability, before a user disem-
barks to another location.

[0192] If the user wants to have a local copy of a file that
has been accessed from a remote storage device, the user
may store a local copy in the local storage device. Such local
storage does not prevent the automatic updates of the file in
the remote storage device each time the user locally saves
the file being worked on in cache. Thus, the user is ensured
of having a completely up to date master copy of each shared
data file at the home location/home locations (since home
locations of shared files may vary). For example, the system
may be set up such that when a user is away, working on
his/her laptop, a personal file is automatically updated at the
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user’s home computer storage device, while a business file
is automatically updated at the user’s work computer storage
device.

[0193] As noted above, both user modules and device
modules support compression of transmitted data, to still
further reduce bandwidth requirements. The compression
used does not depend upon multiple versions of the data,
since only an original file or differences are ever transmitted
in a single transmission, and this compression can also be
used in conjunction with difference (temporal) compression.
The present system supports difference (temporal) compres-
sion by calculating the differences between files (e.g., the
difference between the file as originally downloaded and the
file as edited, or the difference between the currently edited
file and the most recent previously edited filed). The result
of the differences that are determined is referred to as the
“Delta”. By transmitting only the “Delta” when updating a
file, a much smaller file can be transmitted. By spatially
compressing the “Delta” an even further reduction in band-
width requirement is achieved. Further, Deltas can be com-
pressed based on similar data even if many segments of the
data from the file have been shifted by different amounts.
Inverse Deltas may also be calculated to allow reverting to
a previous version of a file, should a transmission be lost,
corrupted or the like. Multiple Deltas may be merged to
determine a net Delta, further conserving storage space
and/or bandwidth requirements.

[0194] Not only are Deltas used to update a file at a remote
location via a device module as a user makes edits to the file
locally, but Deltas are also all that is transmitted from a
device module to a user module when the user module
already has a previous version of the file in its cache. The
device module may keep information of multiple versions
(or multiple Deltas) of each file that is accessible by user
modules, and keep track of which user modules depend on
each version of each file. This is necessary to calculate the
appropriate Delta to be sent to a particular user module when
access is made to update a file in a user module cache. The
different versions of a file may be stored by the device
module in local cache as different Deltas, rather than storing
an entire file for each version. Only one version of each file
is considered to be the current active file version. This is
typically the latest update made to the file, which may be
made by any of a number of user modules, or may be made
at the site of the device module. Any particular version, other
than the current active file version, may be stored by the
device module when some user module has cached that
version of the file data. By maintaining older versions of a
file, such as by storing multiple Deltas, this enables the
device module to be able to accurately update various
versions of the file as they are received from various user
clients. Each file has an associated file ID as well as a
version number for tracking purposes. Hence Delta data may
be particular to each user module, storing the changes made
with regard to that particular user module.

[0195] The system may support subscriptions which help
optimize performance of the system. Each device client
information identifies all files (including folders and direc-
tories) local to the device client which are allowed to be
subscribed to. Additionally, each device client keeps records
of all particular user modules that are allowed access to each
of the files that has been set to be subscribed to. Thus,
subscription control is highly granularized. For example, a
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first user module may be allowed to access the entire C:
drive of a device module, while a second user module may
only be able to access a “Projects” folder within the C: drive
of the same device module, a third user module may be
allowed access to only a particular project file within the
Projects folder, and a fourth user module may only be
allowed access to a financial folder within the C: drive of the
same device module. Subscription assignments are com-
pletely flexible from user module to user module.

[0196] Adding and removing of subscriptions can be per-
formed either at the device module computer, or at the
computer of the particular user module that the subscription
pertains to. It is further noted that any of the subscriptions
data may be managed and set at the connection server 14 and
associated database 52, as one option, when a connection
server is employed in the system. However, the preferred
implementation currently is to manage subscription data at
the user modules and device modules. Updates of subscrip-
tion information are detected by the device module whether
performed at the location of the device module, user module
or connection server. When updates are detected by a device
module, the device module sends the update information
over the network, optionally through a connection server
and to all user modules that subscribe to each file that has
been updated with regard to subscriptions. As long as a
subscription is active for a user module, that user module
can trust that the cached data at the location of the user
module is current, given the automatic updating facilities
described above. Therefore, the user of the user module/
computer does not have to be concerned with synchroniza-
tion, or checking file properties to determine which version
of a file is the latest. Also, since updates of files are sent on
the basis of Delta information (which may further be com-
pressed, as noted above) this provides superior performance,
particularly when the user module is connected via a low
bandwidth connection or is experiencing significantly high
latency of response when communicating over the network.
Decision as to which files to be subscribed to can be made
by the user of the system and/or by a performance optimi-
zation algorithm which can be computed on any of the
computer systems to be used by the user when using the
present system.

[0197] The present system is persistent and therefore
supports user modules that may not always be able to
communicate (i.e., over the network) with the device mod-
ule. Each user module both file data and management
information such as usernames, authentications, device
information, permissions, other subscription information,
and other information that may be used in managing com-
munication with remote devices, in cache memory. Changes
in any of this information that are made by the user at that
user module location while that user module is unable to
connect with the network are stored locally in cache.
Changes that can be stored include all normal drive opera-
tions, thus the interface can support normal functionality.
Once the user module is able to re-establish a connection to
the network, updates (including any updates to file data as
well as updates to management information) may be auto-
matically transmitted from that particular user module to the
appropriate device module(s). In turn, the updated device
module(s) then update any other user modules that are
affected by the changes. Hence when the user works locally
on a file, the user does not need to be concerned with
managing the transmission or other movement of files back
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and forth between the user module (local computer) and the
device module (remote storage device), as the system man-
ages this automatically for the user.

[0198] The system may support access and control of
multiple types of devices that may include but are not
limited to data access to remote storage devices as described
above; viewing of video from remote cameras and control of
camera behavior; access to and control of home video and/or
audio equipment, including digital video recorders, VCR’s
stereos, televisions and the like, home appliances, electronic
equipment in vehicles, printers, fax machines and other
office equipment, personal electronic equipment, including
MP3 players and other portable devices, and desktop inter-
action with remote computers, which includes but is not
limited to desktop viewing, keyboard control, mouse con-
trol, clip-board transmission, sending of special key-strokes
(e.g. Ctrl-Alt-Del).

[0199] Thus, the present system supports remote viewing
of video from cameras and also enables the control of
camera behavior, including, but not limited to panning, title
and editing, zooming, resolution control, aperture control,
focusing, frame rate control and image quality control, as
well as standard play, record, stop, start, on, off, fast forward,
rewind, pause, slow and fast motion operations, etc. Using
the present system for camera control, a user may trigger a
remote camera to begin taping/recording, or set security
cameras to turn on and/or begin recording when triggered by
a motion detector, for example. Images taken by one or more
remote cameras may be viewed in real time on the user’s
local web browser and/or stored to the user’s local hard
drive. Of course, the user may also control such images to
be stored to a remote hard drive, e.g. a camera controlled by
a local computer may be set to store images on remote
storage device associated with another computer in a remote
location.

[0200] A user interface 1400 may also be implemented to
allow managing of multiple devices, including, but not
limited any of the devices described herein. By implemen-
tation of the user interface 1400, a user may see a tree
diagram, which shows different computers, and the devices
that are connected to each computer and accessible to the
user, as noted above. Icons for different types of devices
allow types of devices to be easily observed, and icons may
also be used to communicate device status visually and/or
audibly.

[0201] A user interface provided by the present system
facilitates the management of multiple remote devices. The
user interface may display a tree diagram which shows
different computers that are accessible using the present
system, i.e., which contain at least one file to which the local
computer has access to, as well as each remote device which
is connected to each of the computers shown which is
accessible (e.g., which the user of the user interface has
permissions to), as well as desktops that a user may have
viewing access to or remote control privileges thereto. Icons
which visually and/or audibly distinguish different types of
remote devices may be provided, so that the user can readily
and easily visually distinguish between these types when
viewing the user interface. For example, unique icons may
be provided for remote storage device, remote camera, and
desktop sharing, respectively. Optionally, the icons may also
visually indicate and communicate device status.
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[0202] The user interface also facilitates permission man-
agement, as also noted. Each type of device can include
multiple permissions levels. Grants are assignable to a
device by a user with administrative privileges to that
device. A grant is created to allow a user module to have
associated permissions on one or more device module. A
user module having a grant of permission to a device module
may then perform a subscription to data stored remotely and
associated with/controlled by that device module. A sub-
scription is a real time transaction between the user module
and device module, as described above. Users may view the
permissions that they have been granted via the user inter-
face. Permission and grants may be stored in database 52, as
part of the device management information stored, when a
connection server 14 is included as part of the system. When
a connection server 14 is not included, permission and grant
data may be stored locally in the storage devices of each
computer used in the system. However, authentication may
still be performed at a third party, public address, such as a
security server addressable over a wide area network. This
avoids the necessity of having to verify each computer as a
trusted server on the wide area network, since only the
publicly addressable server will need to be verified in this
case, and the publicly addressable server then authenticates
each computer participating in a secure network for each
session, respectively. In either case the user interface has
access to the stored data regarding permissions and grants.
Changes in permissions and grants may be distributed
globally throughout the system by the server 14, or in cases
where connection server 14 is not employed, by updates
through a user module to affected device modules, and
subsequent global updating to all other user modules via the
updated device modules, similar to the update procedures
for file data described above. Alternatively, changes to
permissions and grants data may be updated at a device
module and changes can be sent directly to all affected user
modules. As noted above, each device (local or remote) may
have multiple subscriptions which allow various levels of
access to various user modules. Each user module may have
one or more permissions with regard to one or more device
modules.

[0203] The software of the system may be deployed as a
service on Microsoft Windows® or other common operating
system, and may be set to automatically start upon start up
of the operating system. Software for system may alterna-
tively be run as an applet rather than a service, so as not to
require full installation on a particular computer. Optionally,
this service or applet may also automatically connect to
connection server 14, or directly to one or more other
computers or may connect through a web browser, so that a
user has instant access to remote devices when needed.
Thus, the present software can run in the background.
Optionally, a tray icon may be provided on the desktop of the
operating system, which the user can click on for easy access
to the present system, whether it is running in the back-
ground or not. Further alternatively, the present system may
be run as an applet rather than a service and in this case, does
not require full installation on a user computer.

[0204] The software of the system may allow integration
or be integrated with a voice over internet protocol (VOIP)
service for operation therewith during teleconferencing. The
software may be integrated with a web browser, such as
Microsoft’s Internet Explorer® or Netscape Navigator®, or
the like. Further, integration with chat software may be
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performed to facilitate file sharing during a chat session
and/or remote operation of devices or the like. The software
may be integrated with a whiteboard for direct input through
the whiteboard into a network for conferencing purposes,
thereby removing the need to train a video camera on the
whiteboard. Likewise, video recording may be performed
while conferencing. For example, a video stream may be
recorded on one of the participant’s computers or on a
remote computer that is connected to the video camera or the
network so that a video stream can record the session or
portions thereof, such as a PowerPoint® or other presenta-
tion. It should be noted that recoding of both or either of the
video streams coming from the video camera and the remote
desktop may be recorded. Still further, an API may be
provided for connectivity to other external devices or appli-
cations.

[0205] The present invention provides many advantages
over currently existing system for remote data access. For
example, local access to pictures, such as jpeg images, mpeg
clips and the like may be provided by the system. Thus, for
example, a user could subscribe or grant permission to his
parents to access a portion of his home computer drive
containing pictures of the parents’ grandchildren. Upon
logging into the present system at their own home or some
other location remote from the computer drive containing
the pictures, the grandparents (i.e., user module with grant
and permission) have one or more icons displayed on their
user interface for access to one or more files containing the
pictures of the grandchildren located on the remote com-
puter or in the local cache of the computer used by the
grandparents. By clicking on one of these icons, the grand-
parents can view the pictures contained in the remote device.
The pictures are initially sent to the user module in com-
pressed form, for example. By this arrangement, the user is
relieved of the extra time and expense that is currently
required to upload pictures to a personal website hosted by
a web-hosting company, and the grandparents can also
access the pictures more easily, since they don’t have to log
onto such a personal website or go through any other special
procedures to download the pictures. Rather, they simply
click on an icon that is already appearing on their user
interface, and the pictures automatically open up on their
display. Optionally, the grandparents in this example may
choose to store one or more pictures to their local device,
such as a local hard drive or the like.

[0206] As noted above, the system may also provide
remote access to music, whereby music files that are per-
mitted to the user show up on the display of the user’s
computer and may be selected to be played from the remote
storage device on which the selected music is located, or
from local cache if the selected music has already been
downloaded locally. Selective transmission of the file from
a remote location allows the user to begin listening to the
music before the entire file has been downloaded.

[0207] As another example, the system may provide local
access to remote printers. For example, by connecting
printers (such as by wireless connection or CATV wired
connection, for example) to one ore more user computers,
the system provides a peer-to-peer connection between each
user computer and all printers that may be accessed by that
user computer, without the need for an access point. By
connecting according to the present methods, a user of a user
computer may visualize an icon and/or text or other indica-
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tor on the user computer for each printer that is accessible,
and may print to any of these printers, directly from the local
user computer. Any device, computer, or data can be com-
pletely controlled in the network, even when the local
computer and the device computer or data being controlled
are behind different firewalls. The remote computers may be
connected via a local network and/or wide area network.
Among the many advantages provided by this arrangement,
an extension of the file/picture sharing example discussed
above would allow the user to print a photograph directly to
the remote printer located at the grandparent’s remote loca-
tion, without the need to email the photo, or to require any
active participation of the grandparents whatsoever.

[0208] Such capabilities may be provided to any of the
remote devices discussed herein. As a further example, a
digital video recorder may be connected to other remote
digital video recorders for file sharing, even when various
recorders are located behind different firewalls. Also, if one
recorder has recorded only a portion of an event, another
recorder may transmit a Delta file to complete the recording.
A user computer connected to one or more digital video
recorders or other video/audio devices may also direct
recording and transmission of recordings among remote
devices. Additionally, display devices may be connected to
the above-described computer network and may be selected
in a similar fashion as the printers described above. In this
manner, a user may, for example, display pictures or video
on a large display in the living room, while the data is
located on another connected computer in the bedroom.
Also, a user may operate a remotely located digital video
recorder or other video player to play back a video locally
on the user’s local computer.

[0209] The present invention provides many advantages
over currently existing systems for remote data access. For
example, local access to pictures, such as jpeg images, mpeg
clips and the like may be provided by the system. Thus, for
example, a user could subscribe or grant permission to his
parents to access a portion of his home computer drive
containing pictures of the parents’ grandchildren. Upon
logging into the present system at their own home or some
other location remote from the computer drive containing
the pictures, the grandparents (i.e., user module with grant
and permission) have one or more icons displayed on their
user interface for access to one or more files containing the
pictures of the grandchildren located on the remote com-
puter and in the local cache of the computer used by the
grandparents. By clicking on one of these icons, the grand-
parents can view the pictures contained in the remote device.
The pictures are initially sent to the user module in com-
pressed form, for example. By this arrangement, the user is
relieved of the extra time and expense that is currently
required to upload pictures to a personal website hosted by
a web-hosting company, and the grandparents can also
access the pictures more easily, since they don’t have to log
onto such a personal website or go through any other special
procedures to download the pictures. Rather, they simply
click on an icon that is already appearing on their user
interface, and the pictures automatically open up on their
display. Optionally, the grandparents in this example may
choose to store one or more pictures to their local device,
such as a local hard drive or the like.

[0210] The present system may also be optionally
employed to perform synchronization of files among a user’s
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multiple computers. Referring back to the operations
described above, the system is designed to automatically
update at least the “master copy” of a file at a remote
location (i.e., the file at the location of the device module
from where the file was accessed by the user module) as the
user makes changes to the file locally on the computer
associated with the user module. However, the user may be
provided with alternative synchronization options by the
present system. For example, the user may choose to always
synchronize all copies of a file, wherein, whenever the user
makes a change to that file locally, at any location, then all
of the devices which subscribe to that file are automatically
updated immediately. This option, and all others described
below, may be set to apply to only one file or any number
of files to which the user module is subscribed. At the device
module end, such options may be chosen to apply in the
same way. Another synchronization option provided by the
present system is one in which a local copy of the file is
stored on the local computer, and changes with at least one
other remote device are automatically synched.

[0211] The present system may also be employed to use
one computer at one location to run files that are on one or
more remotely located computers or storage devices asso-
ciated with remote computers. This can be very useful when
an application is loaded on only one computer, but is needed
for files in other locations, for example. As one example, a
user may have virus checking software on the local com-
puter, and access files remotely located on storage devices
and associated with computers at three other remote loca-
tions. With the use of the present system, the user can virus
check all files in all four locations using the local virus check
application. Of course, this feature is not limited to virus
checking, but applies to locally running any application with
respect to remotely located data.

[0212] The features of the present invention can also be
employed as a backup service, as already noted above. A
device module may be designated as a central storage for
backup services, so that a backup copy is always synched at
a specified device location. All of the foregoing options may
also be applied to data files such as email, address book files,
business cards, and the like, so that a user can be ensured that
contacts, telephone numbers and the like are always up to
date on all the user’s machines.

[0213] The synchronization and backup functions pro-
vided by the present system, like the remote access and
updating functions, can be set to function according to
different options. For example, synchronization or backup
according to any of the above-described schemes can be set
to run on startup of a local computer, power down of the
local computer, or on demand (i.c., at the user’s request or
command). A synchronization or backup operation may be
paused and resumed, since the present system is persistent.
Synchronization and backup are based on the size of the last
modified user preference, therefore these processes are dif-
ferential updates done at the file level of granularity, which
reduces bandwidth requirements, since a significant portion
of the data need not be transmitted. Hence, these operations
provide significant advantages over currently available
products, since there is no need to copy the files from one
location to another.

[0214] As noted above, synchronization and/or backup
processes may be performed as point-to-multipoint opera-
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tions, i.e., synchronization and/or backup may be performed
with regard to all computers connected and subscribed
simultaneously. Alternatively these processes may be set as
to selective computers, which may be any subset of the full
set of computers that are connected and subscribed. Thus, in
the example provided above with allowing access of a user’s
pictures by his parents, the user may set the system so that
when the user saves pictures to his local computer, in a file
that has been granted permission to his parents, the system
simultaneously also saves the pictures to the parents’ hard
drive (remote device) Further, there is granular control of
these processes, as a set or subset for one file may be
different from a set or subset specified for another file. Thus,
continuing the example, although the user may also share a
file containing recipes with his parents, the user may choose
to merely allow his parents access to the recipe file, but not
automatically save new recipes directly to the parents’ hard
drive each time the use saves a new recipe to his local
storage device.

[0215] Another mode for performing backups allows a
user to set the system so that a first time a backup is
performed, it is stored on a first remote device. On the next
performance of a backup, the data can be stored to a second
remote device, which may be connected to the same remote
computer or a different remote computer. A third backup
could be performed on still a different remote device, with
the fourth backup cycling back to the same remote device
where the backup was performed during the first backup.
Any number of remote devices can be employed in this type
of backup mode, with any order and any number of remote
computers, as desired to be set by the user.

[0216] Another benefit of the systems ability to provide
granular settings, is that updates, synchronizations and back-
ups can be set to ensure segregation of files. For example,
the system can be set to ensure that files identified as
business files will never be stored on a home computer and
files designated as personal files (such as the pictures
described above, for example) will never be stored on a
work computer. This ensures that business files and personal
files can be kept completely separate without the user having
to take efforts to ensure that the file he is currently working
on is correctly routed each time the user is finished using the
file. This feature does not require the user to copy business
files to a “briefcase” or other special folder as an aid to
segregating business files from personal files, but is auto-
matic, once the settings have been put in place.

[0217] Third party access to files can be centrally con-
trolled with the present system, since management informa-
tion such as permissions can be set at the DataClient. The
present invention provides a viable alternative to the use of
VPN’s since it provides a “tunnel-through” capability that
can be used even when two or more computers or networks
are located behind firewalls having different settings, is also
useable by computers that connect to the network via
wireless, with no firewall and can still provide secure
communications, and is therefore useable from anywhere in
the world to send and receive secure, encrypted information.
Further, the system does not require a complicated setup to
a fixed location, in contrast to VPNs, which may require
extensive hardware and/or software setups. With the present
invention, there is no VPN information that needs to be set
up. All that is required is to set up device module files to
allow a specified user or users access to specified files on the
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DataClient computer. The owner or other authorized user of
the DataClient/device module files can set up permissions by
merely specifying which user name(s) to grant permission to
or by assigning a login number and a password (referred to
as the “adhoc method”) to a user and then clicking on
particular files or directories to indicate which files can be
accessed by a particular user and which files cannot. The
user (UserClient/user module) only need to log into the
Access and Control System (connection server 14), down-
load self-executing software to operate the system, and
access the DataClient files using his or her user name or the
login number and password (in the case of the adhoc
method) provided by the owner of the DataClient files.
Optionally, this method may be additionally or alternatively
configured to require confirmation of biometric data such as
fingerprint or retinal scan data from the user. Icons repre-
senting the files that can be accessed are then automatically
displayed on the user interface of the UserClient, and the
user simply double clicks on these to access the DataClient
files that the user wishes to obtain access to.

[0218] With the ability to define granular settings, com-
mand filtering is supported. Thus, for example, the Data-
Client owner can set files that are to be accessed with
specificity. For example, even within a particular folder, the
owner can set certain particular files for access by one or
more UserClients and decide not to allow access by any
UserClients to certain other files within the same folder.
Once certain files such as folders or one or more directories
have been set for particular access, it becomes an easy
matter to simply drag and drop an additional file into such
folder or directory, wherein that file automatically takes on
the settings assigned to the folder or directory that it was
dragged to. Copying or cutting and pasting to such a folder
or directory obtains the same results. Searching of the
contents of such folder, directory or even individual files
may also be performed. Command filtering allows central
management of file access permissions, such as by IT
managers, and the like.

[0219] During an active subscription, actions taken on a
file by a user who has accessed a file from a remote storage
device may be observed by the computer associated with
that remote storage device. This functionality may be use-
fully applied as a remote observation system, such as for
child protection functionality. For example, a parent or
teacher may provide a child or student access to files on the
parent or teacher’s storage device(s). When the child is using
such files (i.e., actively subscribed), the parent or teacher can
monitor which files the child is accessing and what is being
done with those files. Optionally, the teacher or parent can
monitor the usage of the remote computer the child is
working on in real time. Remote observation may be con-
figured to be unobtrusive and not visible to the child, or it
may be configured such that the child is aware that the
remote real-time monitoring function is enabled. Thus, for
example, a teacher may determine whether a student is doing
homework or playing video games. Of course, additionally,
the system may be used to prevent a child’s access to
selected files. Additionally, the system may be configured to
send a log file of the user’s activities to the computer
associated with the remote storage device from which a file
or files were accessed, so that the user of the computer
having the files that were accessed is notified of the activity.
The log file provides an audit trail that is searchable to
provide monitoring details. The local file may be as detailed
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as to provide each keystroke that was executed. Alterna-
tively, the system may alert a remote observer, such as a
teacher or parent, for example, that certain activities are
being initiated on the remote computer by having the remote
computer send out an email or phone message to the parent
or teacher, or other remote observer. The use of a warning
signal is particularly useful for the remote parent or teacher,
as this provides a time specific message as to when remote
activity takes place.

[0220] As described above, the present system functions
so that a user can work with remote devices/data as if the
user were working locally on the computer to which such
remote device is locally connected to. When saving data, the
user save that data to the remote device from which the data
file was originally accessed, as the system makes it appear
that the user is locally saving the data. The system is
extremely efficient and supports encrypted transmissions,
multiple users, on demand and scheduled tasks, and func-
tions even with computers located behind firewalls having
different, potentially incompatible settings. In addition to
hard drives and other remote data storage devices, the
present system functions to control remote devices such as
cameras, printers, fax machines, scanners, home video and/
or audio equipment, home appliances such as refrigerators,
furnaces, air conditioning units, toasters, water heaters and
any other devices operatively connected to a microproces-
sor. Synchronizations/backups of files as well as applica-
tions containing data (e.g., Microsoft Outlook®, Project)
may be performed. Antivirus software may be updated on a
remote device from a local operation. The system further
supports presentation sharing, application sharing and col-
laboration in parallel on a file.

[0221] Varying security levels and/or permissions may be
set granularly, down to the single file level.

[0222] The present system facilitates device integration, as
a host of different devices may be remotely controlled from
a single, or multiple access points at any global locations
that have network access. For example, home appliances
which are locally controllable via one or more micropro-
cessors may be remotely controlled as long as those micro-
processors have network access. Similarly, cameras (includ-
ing security cameras), home entertainment devices, and
other “smart house” devices may be remotely controlled
using the present system. For example, content stored by a
VCR, DVR or the like can be shared using the present
system. Also, the ability to set permissions with high granu-
larity allows a user to prevent sharing of files containing
copyrighted subject matter.

[0223] The present system is also applicable to factory
automation. For example, many current machines store
operating information and other data in a local storage area.
To gain access to such data, it is typically necessary to
download it to a portable storage device, if access is required
at another location, or to format such data to be emailed or
FTP’s to another location. Using the present invention, such
data can be accessed directly from another computer after
the appropriate permission settings have been put into place,
without the need for a file transfer or email.

[0224] Any devices or appliances which are connectable
to a computer via USB, serial or parallel port connection,
Firewire® (IEEE 1394), Bluetooth®, or other hard wired or
wireless connection can also be remotely accessed and
controlled according to the present system.
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[0225] The present invention provides many features and
functions which have not heretofore been available in
remote desktop applications, as discussed above. Access to
the file systems of remote storage devices is provided, along
with full functionality for using the file systems just as you
would if you were locally accessing the file system. More
efficient transfer of files is facilitated in that Delta and/or
Inverse Delta files are all that is required to be transmitted
once a file has already been downloaded and then modified.
Additionally remote desktop control may be performed
simultaneously, with multiple remote computers and/or
remote devices, as opposed to prior art systems that are
limited to one-to-one connections. The control that is pro-
vided allows full functionality and control of a remote
storage device, including searching capability. Uploading
and downloading can be performed in a distributed manner,
from multiple locations, so that centralized storing of all
data, whether business, or personal is not required. File
sharing, including photos, videos and music are facilitated.
Backup of data may be carried out centrally from one
computer, with regard to multiple remotely located devices
which may be behind different firewalls. The backups may
be performed simultaneously.

[0226] While the present invention has been described
with reference to the specific embodiments thereof, it should
be understood by those skilled in the art that various changes
may be made and equivalents may be substituted without
departing from the true spirit and scope of the invention. In
addition, many modifications may be made to adapt a
particular situation, material, composition of matter, pro-
cess, process step or steps, to the objective, spirit and scope
of the present invention. All such modifications are intended
to be within the scope of the claims appended hereto.

That which is claimed is:

1. A method for efficiently accessing data and controlling
storage devices among multiple computers connected by a
wide area network, said method comprising:

upon receiving a request for access to data originally
stored in a remote storage device, determining whether
said data is already available and valid in a local storage
device;

accessing said data from the local storage device if said
data is available and valid;

authenticating a request for a secure connection between
a local computer associated with said local storage
device and a remote computer associated with said
remote storage device;

securely connecting said local computer with said remote
computer;

requesting said data from the remote storage device, over
the wide area network, if said data is not available and
valid;

receiving data over the wide area network from the
remote storage device; and

storing said data in the local storage device for direct local
access thereto.
2. The method of claim 1, wherein said determining is
carried out in cache memory of the local storage device.
3. The method of claim 1, wherein said requesting is
processed in cache memory of the remote storage device.
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4. The method of claim 1, wherein said local computer is
connectable to the wide area network through a first firewall
element, said first firewall element adapted to protect said
local computer from hostile intrusion from the wide area
network, and wherein said remote computer is connectable
to the wide area network through a second firewall element,
said second firewall element adapted to protect said second
computer from hostile intrusion from the wide area network.

5. The method of claim 1, further comprising establishing
an active subscription period, wherein said data is already
available and valid if the local storage device is actively
subscribed to the remote storage device, and wherein, if said
data is not already available and valid in the local storage
device, the remote storage device actively subscribes the
local storage device in response to said requesting.

6. The method of claim 5, wherein said active subscription
is timed and monitored via a timestamp stored by both the
local storage device and the remote storage device.

7. The method of claim 1, wherein said data is file
overhead information and, upon receiving said data, said
data is stored in cache memory of the local storage device.

8. The method of claim 7, wherein said file overhead
information characterizes a requested directory stored on the
remote storage device.

9. The method of claim 8, wherein file overhead infor-
mation characterizing additional subdirectories or other files
are received in addition to the requested data, based on at
least one of user specifications, structures of the directory
characterized by the requested data, and probabilistic analy-
sis of directory-browsing patterns.

10. The method of claim 1, further comprising modifying
said data on said local storage device and sending the
modifications to the remote storage device, wherein said
data is updated with the modifications in the cache memory
of the remote storage device.

11. The method of claim 10, further comprising sending
the modifications from the cache memory of the remote
storage device, over the wide area network, to at least one
additional storage device actively subscribed to the remote
storage device, wherein said data is updated with the modi-
fications in cache memory of the at least one additional
storage device.

12. The method of claim 1, further comprising listening to
file access events from an operating system locally con-
nected to said remote storage device, and, upon detection of
modification to said data, sending the modification, over the
wide area network, to all storage devices actively subscribed
to said data.

13. The method of claim 1, wherein said data is file data,
and said requesting includes sending identifiers of any
versions of said data which are locally stored in the local
storage device.

14. The method of claim 13, wherein said identifiers of
any versions are sent as Delta files.

15. The method of claim 13, further comprising deter-
mining whether to send said data, or differential data to
update a locally stored version of said data, based upon
minimizing bandwidth requirements, and sending said data
or said differential data to the local storage device.

16. The method of claim 15, further comprising tempo-
rally compressing said differential data prior to said sending.

17. The method of claim 15, further comprising spatially
compressing said data or said differential data prior to said
sending.
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18. The method of claim 15, further comprising encrypt-
ing said data or said differential data prior to said sending.

19. The method of c¢laim 15, wherein an official reference
file of said file data is maintained in cache memory of the
remote storage device, and a version number is maintained
with the official reference file to a current status of the file
data.

20. The method of claim 19, wherein, upon receiving said
data or said differential data, a current version of said file
data is made available and stored in cache memory of said
local storage device.

21. The method of claim 20, further comprising monitor-
ing an active subscription period based on time stamp
information received with said data or said differential data.

22. The method of claim 21, further comprising monitor-
ing a version of said file data that is actively subscribed to
by the local storage device.

23. The method of claim 22, further comprising sending
updates of said file data from the remote storage device to all
the local storage device, while the locally storage device is
actively subscribed to said file data, over the wide area
network.

24. The method of claim 22, further comprising modify-
ing said file data on the local storage device and sending the
modifications to the remote storage device, wherein said file
data is updated with the modifications in the cache memory
of the remote storage device.

25. The method of claim 24, wherein said modifications
are sent as a Delta file.

26. The method of claim 24, further comprising assigning
a new version number to the updated file data.

27. The method of claim 24, further comprising sending
the modifications from the cache memory of the remote
storage device, over the wide area network, to at least one
additional storage device actively subscribed to the remote
storage device, wherein said file data is updated with the
modifications in cache memory of the at least one additional
storage device.

28. The method of claim 23, including listening to file
access events from an operating system locally connected to
said remote storage device, and, upon detection of modifi-
cation to said file data, sending the modification, over the
wide area network, to all storage devices actively subscribed
to said file data.

29. The method of claim 13, further comprising control-
ling access, in the cache memory of the local storage device,
to said file data by local applications.
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30. The method of claim 13, further comprising priori-
tizing an order in which of portions of said file data are
received.

31. The method of claim 25, further comprising creating
an Inverse Delta file relative to said Delta file, and storing
the Inverse Delta file in the cache memories of both the local
storage device and the remote storage device.

32. The method of claim 31, further comprising restoring
a previous version of said file data by applying said Inverse
Delta file to a current version of said file data.

33. A process for efficiently accessing and controlling data
of devices over a wide area network, wherein at least first
and second devices are securely connected to one another
over the wide area network, at least one of said devices being
connectable to the wide area network through a firewall
element, said firewall element adapted to protect said device
from hostile intrusion from the wide area network, said
process comprising:

maintaining version numbers for various versions of a file
data as it is modified;

calculating a Delta file characterizing the differences in
data contained different versions as the file data is
modified;

comparing said version numbers between a first version of
said file data at a first location from which said file data
is requested , and a second version of said file data at
a second location from which said file data is to be sent
to said first location; and

securely transmitting the differences in data between the
first and second version, from the second location to the
first location, across the wide area network, rather than
the entire file data, to reduce bandwidth requirements
for the transmission.

34. The process of claim 33, wherein at least said first and
second devices are connectable to the wide area network
through first and second firewall elements, respectively, said
first firewall element adapted to protect said first device from
hostile intrusion from the wide area network, and said
second firewall element adapted to protect said second
device from hostile intrusion from the wide area network.

35. The process of claim 33, further comprising calculat-
ing an Inverse Delta file for each said Delta file, wherein said
Inverse Delta file facilitates reversion to an earlier version
number of said file data.
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