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CONTEXT DATA 

LOCATION.Granularity 
HIGH= N37.38812 W-121.96343 
MID= Building 5B 
LOW= Work 

LOCATION .Confidence 

302 

J 
304 

HIGH= Room 5B.23 RFID Door Scanner 
MID= Building 5B RFID Door Scanner 
LOW = Wireless Access point 5B-3 

J 
LOCATION.Currency 

HIGH= 15:30:26 (Room 5B.23 RFID Door Scanner) 
MID= 13:20:02 (Wireless Access point 5B-3) 
LOW= 08:01 :43 (Building 5B RFID Door Scanner) 

ACTIVITY.Granularity 
HIGH = Researching Project X 
MID= Researching 
LOW = Working 

ACTIVITY.Confidence 

308 

J 
310 

HIGH = File ProjectX.doc Accessed 
MID= Employee Login J 
LOW= Building 5B RFID Door Scanner 

ACTIVITY. Currency 
HIGH= 15:42:10 (File ProjectX.docAccessed) 
MID= 08:13:22 (Employee Login) 
LOW= January 15, 2009 (Employee Login) 

FIG. 3 

US 8,359,629 B2 

r300 

306 

J 

312 

J 
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/400 

CONTEXT POLICY RULES SCHEMA 

If Requester.Group= "Work" & Context.Location= "Work" 
Context.Location.Confidence= HIGH 
Context.Location.Granularity= HIGH 
Context.Location.Currency= HIGH 
Context.Activity.Access= ALLOW 

If Requester.Group= "Family" & Context.Location= "Work" 
Context.Location.Confidence= LOW 
Context.Location.Granularity= HIGH 
Context.Location.Currency= MID 
Context.Activity = ALLOW 

402 

J 

404 

J 

US 8,359,629 B2 

406 
If Requester.Group= "Public" & Context.Location = "Work" 

Context.Location.Confidence= LOW 
Context.Location.Granularity= LOW 
Context.Location.Currency= LOW 
Context.Activity = DENY 

J 

If Requester.Application.Group= "Work" & Context.Location= "Work" 
Context.Location.Confidence= TOKEN 
Context.Location.Granularity= HIGH 
Context.Location.Currency= HIGH 

If Requester.Application.Group= "Family" & Context.Location = "Work" 
Context.Location.Confidence= LOW 
Context.Location.Granularity= HIGH 
Context.Location.Currency= MID 
Context.Activity = ALLOW 

If Request.Group.Person = "Spouse" & Context.Activity= "Shopping" & 
Context.Location = "Flower Shop" 

Context.Location.Confidence= MID 
Context.Location.Granularity= LOW 
Context.Location.Currency= MID 
Context.Activity = ALLOW 

FIG. 4 

408 

J 
410 

J 
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METHOD AND DEVICE FOR CONTROLLING 
USE OF CONTEXT INFORMATION OF A 

USER 

BACKGROUND 

Location-aware computing allows computing devices, 
especially mobile computing devices such as cellular phones 
and mobile computers, to perform various functions based on 
the location of the location-aware enabled computing device. 
Such functions may include, for example, adapting user inter­
faces, tailoring software applications and/or application data, 
and publishing data related to or based on the location of the 
computing device. Additionally, other devices remote from 
the location-aware enabled computing device may interact 
with the enabled device to obtain location information and 
perform remote functions based on such location information 
such as publishing the location of the user of the device. 

The location of a computing device may be derived from 
the device itself ( e.g., the computing device includes global 
positioning system (GPS) circuitry) or may be calculated 
based on functions or use of the device. In typical location­
aware computing devices and associated systems, no control 
of the dissemination of the location information is available. 
As such, the use of the location information may be publicly 
available with little control or, in some cases, knowledge by 
the user of the computing device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention described herein is illustrated by way of 
example and not by way of limitation in the accompanying 
figures. For simplicity and clarity of illustration, elements 
illustrated in the figures are not necessarily drawn to scale. 
For example, the dimensions of some elements may be exag­
gerated relative to other elements for clarity. Further, where 
considered appropriate, reference labels have been repeated 
among the figures to indicate corresponding or analogous 
elements. 

FIG. 1 is a simplified block diagram of one embodiment of 
a mobile computing device for controlling use of context 
information of a user; 

FIG. 2 is a simplified block diagram of a software environ­
ment of the mobile computing device of FIG. 1; 

FIG. 3 is a simplified data structure of one embodiment of 
a context database; 

FIG. 4 is a simplified data structure of one embodiment of 
a context policy database; and 

FIG. 5 is a simplified flow diagram of one embodiment of 
a method for controlling use of context information of a user 
executed by the mobile computing device of FIG. 1. 

DETAILED DESCRIPTION OF THE DRAWINGS 

While the concepts of the present disclosure are suscep­
tible to various modifications and alternative forms, specific 
exemplary embodiments thereof have been shown by way of 
example in the drawings and will herein be described in 
detail. It should be understood, however, that there is no intent 
to limit the concepts of the present disclosure to the particular 
forms disclosed, but on the contrary, the intention is to cover 
all modifications, equivalents, and alternatives falling within 
the spirit and scope of the invention as defined by the 
appended claims. 

In the following description, numerous specific details 
such as logic implementations, opcodes, means to specify 
operands, resource partitioning/sharing/duplication imple-

2 
mentations, types and interrelationships of system compo­
nents, and logic partitioning/integration choices are set forth 
in order to provide a more thorough understanding of the 
present disclosure. It will be appreciated, however, by one 

5 skilled in the art that embodiments of the disclosure may be 
practiced without such specific details. In other instances, 
control structures, gate level circuits and full software instruc­
tion sequences have not been shown in detail in order not to 
obscure the invention. Those of ordinary skill in the art, with 

10 the included descriptions, will be able to implement appro­
priate functionality without undue experimentation. 

References in the specification to "one embodiment", "an 
embodiment", "an example embodiment", etc., indicate that 
the embodiment described may include a particular feature, 

15 structure, or characteristic, but every embodiment may not 
necessarily include the particular feature, structure, or char­
acteristic. Moreover, such phrases are not necessarily refer­
ring to the same embodiment. Further, when a particular 
feature, structure, or characteristic is described in connection 

20 with an embodiment, it is submitted that it is within the 
knowledge of one skilled in the art to effect such feature, 
structure, or characteristic in connection with other embodi­
ments whether or not explicitly described. 

Embodiments of the invention may be implemented in 
25 hardware, firmware, software, or any combination thereof. 

Embodiments of the invention implemented in a computer 
system may include one or more bus-based interconnects 
between components and/or one or more point-to-point inter­
connects between components. Embodiments of the inven-

30 tion may also be implemented as instructions stored on a 
machine-readable medium, which may be read and executed 
by one or more processors. A machine-readable medium may 
include any mechanism for storing or transmitting informa­
tion in a form readable by a machine (e.g., a computing 

35 device). For example, a machine-readable medium may 
include read only memory (ROM); random access memory 
(RAM); magnetic disk storage media; optical storage media; 
flash memory devices; and others. 

Referring now to FIG. 1, a mobile computing device 100 
40 configured to control use of context data related to a user of 

the device 100 includes a context policy enforcement engine 
102, a processor 104, a chipset 106, and memory 108. The 
computing device 100 may be embodied as any type of por­
table computing device capable of performing the functions 

45 described herein. For example, in some embodiments, the 
computing device 100 is embodied a cellular phone, a per­
sonal data assistant, a laptop computer, a mobile internet 
device, or other computer-based mobile device. 

The context policy enforcement engine 102 may be 
50 embodied as a plurality of components including hardware 

components, firmware components, and software compo­
nents that interact cooperatively to provide amount of privacy 
and control over context data related to a user of the device 
100 as described in more detail herein. As such, the context 

55 policy enforcement engine 102 may include a dedicated hard­
ware processor and/or other circuitry separate from the pro­
cessor 104 of the device 100. Additionally, the policy enforce­
ment engine may include firmware instructions configured to 
initialize or otherwise "boot" the policy enforcement engine 

60 in a secured environment. In some embodiments, the policy 
enforcement engine 102 may include or otherwise be com­
municatively coupled to memory (not shown) separate from 
the main memory 108 for increased security. 

The processor 104 is illustratively embodied as a single 
65 core processor having a processor core 110. However, in other 

embodiments, the processor 104 may be embodied as a multi­
core processor having multiple processor cores 110. Addi-
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wired and/or wireless. Additionally or alternatively, a remote 
device 140 may communicate with the mobile computing 
device 100 over a communication path 142, which may be 
wired and/or wireless, via a network 1344. 

tionally, the computing device 100 may include additional 
processors 104 having one or more processor cores 110. The 
processor 104 is communicatively coupled to the chipset 106 
via a numberof signal paths 112. The signal paths 112 may be 
embodied as any type of signal paths capable of facilitating 5 

communication between the processor 104 and the chipset 
106. For example, the signal paths 112 may be embodied as 
any number of wires, printed circuit board traces, via, bus, 
intervening devices, and/or the like. The chipset 106 may 
include a memory controller hub (MCH) or northbridge, an 
input/output controller hub (ICH) or southbridge, and a firm­
ware device. In such embodiments, the firmware device may 
be embodied as a memory storage device for storing Basic 
Input/Output System (BIOS) data and/or instructions and/or 
other information. 

The network 144 may be embodied as any type of wired 
and/or wireless network such as a local area network, a wide 
area network, a publicly available global network ( e.g., the 
Internet), or other network. Additionally, the network 144 
may include any number of additional devices to facilitate the 

10 communication between the mobile computing device 100 
and the remote device 140 such as routers, switches, inter­
vening computers, and the like. The remote devices 130, 140 
may be embodied as any type of computing devices separate 

15 
from the computing device 100. For example, the remote 
devices 130, 140 may be embodied as one or more computers, 
mobile devices such as laptops, cell phones, and mobile inter­
net devices, or other computing devices configured to com-

The chipset 106 is communicatively coupled to the 
memory 108 via a number of signal paths 114. Similar to the 
signal paths 112, the signal paths 114 may be embodied as any 
type of signal paths capable of facilitating communication 
between the chip set 111222 and the memory device 108 such 20 

as, for example, any number of wires, printed circuit board 
traces, via, bus, intervening devices, and/or the like. The 
memory 108 may be embodied as one or more memory 
devices or data storage locations including, for example, 
dynamic random access memory devices (DRAM), synchro­
nous dynamic random access memory devices (SDRAM), 
double-data rate dynamic random access memory device 
(DDR SDRAM), and/or other volatile memory devices. 
Additionally, although only a single memory device 108 is 
illustrated in FIG. 1, in other embodiments, the mobile com­
puting device 100 may include additional memory devices. 

municate with the mobile computing device 100. 
In some embodiments, the mobile computing device 100 

may also include one or more sensors 150 communicatively 
coupled to the context policy enforcement engine 102 via 
signal paths 152. Similar to the signal paths 112,114,116, the 
signal paths 152 may be embodied as any type of signal paths 

25 capable of facilitating communication between the sensors 
150 and the policy enforcement engine 102. The sensors 150 
may be embodied as any type of sensor or sensor network 
configured to determine one or more parameters of the con­
text of a user. For example, the sensors 150 may be embodied 

In some embodiments, the computing device 100 may 
include a data storage device(s) 118, one or more peripheral 
devices 120, and communication circuitry 124. In such 
embodiments, the chipset 106 is also communicatively 
coupled to the data storage device(s) 118 peripheral devices 
120, communication circuitry 124, and the context policy 
enforcement engine 102 via signal paths 116. Again, similar 

30 as any number of location sensors for determining the loca­
tion of the user, biometric sensors for determining biometric 
data of the user, temperature sensors, altitude sensors, radio 
frequency identification (RFID) transmitters and/or receiv-

to the signal paths 112, 114, the signal paths 116 may be 
embodied as any type of signal paths capable of facilitating 
communication between the chipset 112 and the data storage 
device(s) 118 peripheral devices 120, communication cir­
cuitry 124, and the context policy enforcement engine 102 
such as, for example, any number of wires, printed circuit 
board traces, via, bus, intervening devices, and/or the like. 

35 ers, data scanners or readers, and/or other sensors and/or 
devices for configured to sense or otherwise gather data 
indicative of a parameter of the context of the user. Further, it 
should be appreciated that the computing device 100 may 
include other components, sub-components, and devices not 

40 illustrated in FIG. 1 for clarity of the description. 
As discussed above, the computing device 100 is config­

ured to facilitate control of the use of context information of 
the user. For example, the computing device 100 may control 
the use of context information requested by the remote 

45 devices 130, 140 and/or otherwise provided by the mobile 
computing device 100 and/or other devices and/or sensors. 
The context information may include any information or data 
that defines the context of the user such as, for example, the 

The data storage device(s) 118 may be embodied as any 
type of device configured for the short-term or long-term 
storage data such as, for example, memory devices and cir­
cuits, memory card, hard disk drives, solid-state drive, or 
other data storage device. The peripheral devices 120 may 50 

include any number of peripheral devices including input 
devices, output devices, and other interface devices. For 
example, the peripheral devices 120 may include a display 
screen and keyboard of the computing device 100. The par­
ticular devices included in the peripheral devices 120 may 55 

depend upon, for example, the intended use of the computing 
device. 
The Communication Circuitry 

The communication circuitry 124 may be embodied as any 
number of devices and circuitry for enabling communications 60 

between the mobile computing device 100 and one or more 
remote devices. For example, the communication circuitry 
124 may include one or more wired or wireless network 
interfaces to facilitate wired or wireless communications with 
the remote devices 130, 140. In some embodiments, a remote 65 

device 130 may communicate with the mobile computing 
device 100 over a communication path 132, which may be 

location, activity, or environment of the user. For example, in 
some embodiments, the context of the user may be defined by 
a plurality of context parameters that each defines a particular 
aspect of the context of the user at a particular point in time. 
Such context parameters may include, for example, the loca­
tion of the user, the current activity of the user, environmental 
data of the environment in which the user is located, biometric 
data of the user, and the like. Additionally, each context 
parameter may have one or more characteristics associated 
therewith that define the level of specificity of the context 
parameter. Such characteristics may include, for example, the 
granularity of the context parameter data ( e.g., what city is the 
user located in, what building is the user located in, what are 
the GPS coordinates of the user, etc.), the confidence of the 
context parameter ( e.g., what is the likelihood that the context 
parameter data is accurate, what data collection methods were 
used, etc.), and the currency of the context parameter data 
( e.g., when was the data collected, how old is the data, when 
is the next context update, etc.). Of course, it should be 
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appreciated that the context of the user may be defined other 
context schemas, data structures, and data in other embodi­
ments. 

6 
confidence characteristic of the location context parameter. 
The illustrative confidence characteristic includes a high 
granularity level indicating the user swiped his RFID tag at an 
entry door to a particular room, which provides a high degree 

5 of confidence that the user is actually within the room or at a 
GPS coordinate within the room. The illustrative confidence 

Referring now to FIG. 2, in use, the mobile computing 
device 100 includes a plurality of software modules, applica­
tions, and/or programs to facilitate control of the use of con­
text information of the user. As discussed above, the context 
policy enforcement engine 102 may be embodied as hard­
ware, firmware, and/or software modules and devices. In the 
illustrative embodiment, the context policy enforcement 10 

engine 102 includes an application program interface 200 to 
facilitate interaction between the context policy enforcement 
engine 102 and local applications 202 and/or remote applica­
tions 204, 206. The local applications 202 may be embodied 

characteristic also includes a middle granularity level indi­
cating that the user swiped his RFID inside at an entry door to 
a particular building at work, which provides a degree of 
confidence that the user is within that particular building. 
Additionally, the illustrative confidence characteristic 
includes a low confidence level indicating the user accessed a 
wireless access point that includes the building (but may 
include other buildings within the work campus area). 

as any software or firmware applications executed on the 15 

mobile computing device 100 that request context informa­
tionrelated to the userofthe device 100. Similarly, the remote 
applications 204, 206 may be embodied as any software or 
firmware applications executed on the remote devices 130, 
140 that request context information related to the user of the 20 

device 100. The remote application 204 may request such 
context information from the mobile computing device 100 
over the communication path 132 and the remote application 
206 may request the context information from the device 100 
over the communication path 142. 25 

The illustrative context data structure 300 additionally 
includes a context data 306 that defines three levels of speci­
ficity for the currency of the location context parameter. The 
illustrative currency characteristic includes a high currency 
level indicating that a room entry door RFID scarmer was 
activated recently, a middle currency level indicating that a 
wireless access point was accessed a particular time prior to 
the high currency level event, and a low currency level indi­
cating that the user activated the entry door RFID scanner to 
the building earlier that morning. 

The illustrative context data structure 300 may include 
additional data related to additional context parameters the 
define the context of the user of the mobile computing device 
100. For example, as shown in FIG. 3, the context data struc­
ture may include context data 308 defining the granularity 
characteristic of the activity context parameter, a context data 
310 defining the confidence characteristic of the activity con­
text parameter, a context data 320 defining the currency char­
acteristic of the activity context parameter, and any other 
context data used to define the current or historical context of 

The mobile computing device 100 also includes a context 
database 220 and a context policy database 222. The data­
bases 220, 222 may be embodied as data stored in a suitable 
data structure and location such as, for example, a relational 
database, a flat file database, or data stored in the memory 108 30 

and/or data storage 118. In some embodiments, the context 
database 220 and/or the context policy database 222 may be 
encrypted or otherwise include some form of security. 

The context data may be stored in the context database 220 
in any suitable data form or schema. For example, one 
embodiment of a data structure or schema 300 for storing the 
context data related to the user is shown in FIG. 3. As dis­
cussed above, in some embodiments, the context of the user 
may be defined by a plurality of context parameters ( e.g., 
location, activity, environmental aspects, etc.), each having 
an associated characteristic ( e.g., granularity, confidence, 
currency, etc.). For each parameter-characteristic combina­
tion, context data of varying levels of specificity may be 
stored or otherwise determined such that requests for context 
data may be responded to with context data having a selected 
level of specificity as desired by the user. For example, in one 
embodiment, the context data structure 300 may include con­
text data 302 that defines three levels of specificity for the 
granularity characteristic of the location context parameter. 
As shown, the location granularity includes a high granularity 
level indicating that the user is at a particular GPS coordinate 
location, a middle granularity level indicating that the user is 
inside a particular building at work, and a low granularity 
level indicating that the user is simply at work. As discussed 
in more detail below, the user and/or policy enforcement 
engine 102 may select the level of specificity of the context 
data to provide the requesting application or entity based on 
the context policy rule data. As such, the user may decide to 
provide only low level of granularity of the location of the 
user to, for example, publicly available applications ( e.g., a 
Twitter® application). Alternatively, the user or computing 
device 100 may decide to provide a high level of granularity 
of the location of the user if the requesting application is an 
application at work or from a family member as discussed in 
more detail below. 

The illustrative context data structure 300 also includes a 
context data 304 that defines three levels of specificity for the 

35 the user. It should be appreciated, however, that the context 
data structure 300 is just one of several data schema that may 
be used to store the context data related to the user. In other 
embodiments, other data structures or schema may be used. 
For example, in some embodiments, the context data may be 

40 stored with more or less levels of specificity for each context 
parameter, without use of context parameter characteristics 
( e.g., the context location parameter is defined simply as the 
GPS coordinates the user, the building in which the user is 
currently located, etc.), or using some other data stricture or 

45 schema depending on the particular application and imple­
mentation of the mobile computing device 100. Additionally, 
in some embodiments, the context data of the user may not be 
stored, but rather collected on an "as needed" basis. For 
example, the location of the user of the mobile computing 

50 device may be determined upon receipt of a request for the 
context data rather than prior thereto. 

The context policy database 220 includes a set of context 
policy rules that define how the computing device 100 is to 
respond to requests for context information of the user from, 

55 for example, the applications 202, 204, 206. The context 
policy rules may dictate how to respond to the context request 
based on any appropriate data such as data related to the 
requesting entity ( e.g., which application is requesting the 
data, the identity of the requesting entity, etc.), current or 

60 historical context data ( e.g., the current location or activity of 
the user), or other data related to the context of the user (e.g., 
the time of day, day of the week, etc.). As described above, in 
some embodiments, the context data may include multiple 
levels of specificity of context data and, in such embodiments, 

65 the context policy rules may define which level of specificity 
( e.g., which level of location granularity) is to be provided to 
the requesting application or entity. 
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The context policy rules may be embodied as any type of 
rule, collection of rules, and/or the like that define how the 
computing device 100 should respond to various requests for 
context data. As discussed above, the rule decisions may be 
based on various parameters and/or data including, but not 
limited to, the type of application requesting the context data, 
the identification of the requesting entity, the location of the 
requesting entity, the predefined group with which the 
requesting entity/application is associated, other context data 
of the user, and/or other environmental or other data that 
defines the context of the user. Additionally, the structure of 
the context policy rules may varying depending on the appli­
cation and implementation of the mobile computing device 
100. 

8 
412 provides a low granularity for the location parameter 
such that the requesting entity camiot determine exactly 
where the user is ( e.g., so as not to run a well plamied sur­
prise). Although the context policy rules 400 define an illus-

5 trative set of context policy rules, it should be appreciated that 
the context policy rules may include additional or other con­
text policy rules having the same or other rule form may be 
used. Additionally, in some embodiments, the context data­
base 220 and the context policy database 222 may be com-

10 bined in a single database in which the context policy rules 
directly define or identify the context data to be used to 
respond to a request for context data of the user given the 
particular qualifiers identified in each context policy rule. 

One illustrative embodied of a context policy rule schema 15 

or data structure 400 is illustrated in FIG. 4. The illustrative 

Referring back to FIG. 2, the mo bile computing device 100 
may additionally include a user interface 210, which is usable 
by the user to interact with the policy enforcement engine 
102, the context database 220, and/or the context policy data­
base 222. The user interface 210 may be embodied as any 
suitable user interface, such as a graphical user interface 

context policy rule schema 400 includes a plurality of context 
policy rules 402, 404, 406, 408, 410, 412 that define how the 
computing device 100 should respond to requests for context 
data ( e.g., what content of context data should be delivered to 
the requesting application or entity). For example, context 
policy rule 402 defines the level of specificity for each char­
acteristic for the location parameter of the context of the user. 

20 (GUI), that facilitates interaction between the user and the 
mobile computing device 100. The user interface 210 may be 
configured, for example, to allow the user to add, delete, 
update, or otherwise modify the context policy rules included 
in the context policy rule database. For example, the user may In this embodiment, if the requesting entity ( e.g., application, 

company, or individual) belongs to the a group called "work" 
and if the user of the computing device 100 is current at work, 
then the context data defined as having a high confidence, 
high granularity, and high currency may be provided to the 
requesting application or entity. As discussed above, in some 
embodiments, the context data stored in the context database 
220 may include data entries for each level of specificity. 
However, in other embodiments, the context data may be 
determined based on the policy rule 402 in response to the 
request for context data. That is, the context policy rule 402 
defines the level of specificity of the context parameter that 35 

must be determined to respond to the request. 
In some embodiments, the context policy rules 400 may 

also include binary type rules that allow or disallow access to 
particular context data, rather than defining the specificity of 
the data or the data itself. For example, the context policy rule 
402 includes a definition for the access characteristic of the 
activity context parameter that allows applications in the 
group "work" to have access to the context data related to the 
activity of the user when the user is located at "work." Addi­
tionally, the context policy rules 400 may include other rules 
such as policy rules 404 and 406 that define how the mobile 
computing device 100 should respond to requests from enti­
ties associated with other groups such as the group "family" 
and the group "public." Such groups may be defined be pre­
defined, defined by the user, or defined by the requesting 
application or entity. 

25 decide to allow access all applications in the "public" group to 
location context data having high granularity. If so, the user 
may interact with the user interface to update the associated 
context policy rule. Additionally, the user may define which 
requesting applications or entities below to which group or 

30 otherwise define groups or associations of applications and 
entities with which various context policy rules may be cre­
ated and defined. 

In some embodiments, the policy enforcement engine 102 
may allow the user to update context data related to the user 
and stored in the context database. For example, in certain 
circumstances, some of the context data may be unavailable 
through automatic collection means ( e.g., location via a GPS 
sensor). In such cases, the user may supply, update, modify, or 
correct the context data or otherwise add additional details 

40 related to the context data via use of the user interface. For 
example, if the user is at a particular flower shop, the user may 
enter the name of the flower shop rather than the generic 
"flower shop" location tag such that authorized requesting 
applications have access to more specific or other an 

45 increased amount of context data. 
In some embodiments, the mobile computing device 100 

may also include a data input 212, which may be embodied as 
any type of data input the delivers context data to the policy 
enforcement engine 102. For example, in embodiments 

50 wherein the mobile computing device 100 includes sensor(s) 
150, the data input 212 may be embodied as the sensor data 
from such sensors 150. For example, the sensors 150 may 
provide contextual data related to the user's environment, 
such as temperature, altitude, or location, to the policy 

In some embodiments, the context policy rules 400 may 
also define an action to be taken by the mobile computing 
device 100 in addition to or in place of context data. For 
example, the context policy rule 406 defines the confidence 
characteristic of the location parameter as requiring a token to 
prove the location of the user. As such, the mobile computing 
device 100 may be configured to transmit a software token 
that was previously received as proof of the location of the 
user to the requesting application/entity (e.g., remote appli- 60 

cations 204, 206). Additionally, the context policy rules 400 
may use any number of rule qualifiers to define the rule itself. 
For example, the context policy rule 412 defines context data 
that should be provided to a requesting application if the 
requesting person is identified as "spouse", the user's activity 65 

is "shopping", and the user is currently located in a location 
identified as "flower shop." As shown, the context policy rule 

55 enforcement engine 102. In response, the policy enforcement 
engine 102 updates the context data stored in the context 
database 222. 

Referring now to FIG. 5, in use, the mobile computing 
device 100 may be configured to execute a method 500 for 
controlling use of context data related to a user of the device 
100. The method 500 may be executed by, for example, the 
policy enforcement engine 102 and/or the processor 104. The 
method 500 begins with step 502 in which a request for user 
context is received from an application such as the local 
application 202 or remote applications 204, 206. In block 
504, the computing device 100 may be configured to validate 
the context request based on the context policy rules stored in 
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the context policy rule database 222. The request for user 
context may be validated by any suitable mechanism to 
ensure that the request is for context data of the user of the 
device 100 and is otherwise authorized to receive context data 
of some level of specificity. As such, the userof the device 100 5 

may simply ignore or otherwise refuse to respond to requests 
for context data received from particular requesting applica­
tions or entities, during particular time periods of the day, on 
particular days, or based on some other predetermined crite-

10 na. 
If the request is not authorized in block 506, the method 

500 loops back to block 502. However, if the request for 
context data is authorized in block 506, the context data is 
determined in block 508 based on or according to the context 

15 
policy rules stored in the context policy rule database 222. 
That is, the context data that is to be provided to the requesting 
application or entity is determined in block 508. As discussed 
above, one or more context policy rules of the context policy 
rule database 222 may be used to determine which and how 20 
much of the context data stored in the context database 220 
should be provided to the requesting application/entity. For 
example, referring to the illustrative embodiment of FIGS. 3 
and 4, if the requesting application belongs to group "public" 
and the user is currently in the location defined as "work," the 25 
parameter characteristic is defined as LOW and as such the 
context location that may be provided to the requesting appli­
cation is identified as "Work" in the context data 300. 

Referring back to FIG. 5, in block 510, the mobile com­
puting device 100 responds to the requesting application or 30 
entity with the context data determined in block 508. To do so, 
the mobile computing device 100 may be configured to trans­
mit the context data to the requesting application in sub-block 
512. Additionally or alternatively, if the context policy rule 
defines an action or restriction of an action, the mobile com- 35 
puting device 100 may be configured to authorize or deny the 
requested action in 514. For example, in embodiments 
wherein the mobile computing device 100 is embodied as a 
cellular telephone and the context policy rules dictate that no 
ringer should be used when the user's current activity context 40 
is defined as "meeting," a local ringer application executed on 
the device 100 may request authorization to activate the ringer 
of the cell phone from the policy enforcement engine 102. In 
response, the policy enforcement engine would authorize or 
deny the ringer application based on the location of user at the 45 
time of the request (i.e., based on the context policy rules and 
the context data of the user). As such, the mobile computing 
device 100 is configured to control the user of context infor­
mation related to the user by establishing a context policy 
engine 102 that determines the response to such request based 50 
on a set of policy rules included in the context policy rule 
database 222. 

10 
retrieving context policy data with the context policy 

enforcement engine, the context policy data defining a 
set of rules for responding to context requests; 

determining a level of specificity of a context characteristic 
for a context parameter associated with the requested 
context information as a function of the context policy 
data and an identity of the requesting entity; 

retrieving context data identified by the determined level of 
specificity of the context characteristic for the context 
parameter associated with the requested context infor-
mation; and 

responding to the request for context information with the 
retrieved context data. 

2. The method of claim 1, wherein establishing a context 
policy enforcement engine comprises establishing the con­
text policy enforcement engine in a secured boot environ­
ment. 

3. The method of claim 1, wherein the establishing the 
context policy enforcement engine comprises establishing 
the context policy enforcement engine in software. 

4. The method of claim 1, wherein receiving the request for 
context information comprises receiving the request for con­
text information from a software application. 

5. The method of claim 1, wherein receiving the request for 
context information comprises receiving a request for at least 
one of: a location of the user, an activity of the user, an aspect 
of the environment in which the user is located, and biometric 
data related to the user. 

6. The method of claim 1, wherein receiving the request for 
context information comprises receiving a request for (i) the 
location of the user and (ii) at least one additional context 
parameter related to the user. 

7. The method of claim 1, wherein: 
the context policy data defines a context policy rule based 

on the identification of the requesting entity. 
8. The method of claim 7, wherein the context policy data 

defines a rule based on a predetermined group of requesting 
entities. 

9. The method of claim 1, wherein the context policy data 
defines a rule based on a context parameter associated with 
the user. 

10. The method of claim 1, wherein the context policy data 
defines a rule based on the requested context information and 
a location of the user at the time of receiving the request for 
context information. 

11. The method of claim 1, wherein the context policy data 
defines a rule based on the requested context information and 
the time of day at which the request for context information is 
received. 

12. The method of claim 1, wherein the context policy data 
defines a rule based on the requested context information and 
an activity of the user. While the disclosure has been illustrated and described in 

detail in the drawings and foregoing description, such an 
illustration and description is to be considered as exemplary 
and not restrictive in character, it being understood that only 
illustrative embodiments have been shown and described and 
that all changes and modifications that come within the spirit 

13. The method of claim 1, wherein responding to the 
55 request comprises determining context data based on the set 

of rules of the context policy data. 

of the disclosure are desired to be protected. 

The invention claimed is: 
1. A method comprising: 
establishing a context policy enforcement engine on a 

mobile computing device; 
receiving, from a requesting entity, a request for context 

information related to a user of the mobile computing 
device, 

14. The method of claim 13, wherein responding to the 
request further comprises retrieving the context data from a 
context database with the context policy enforcement engine 

60 based on the set of rules of the context policy data. 
15. The method of claim 14, wherein responding to the 

request further comprises transmitting the context data. 
16. The method of claim 13, wherein determining the con­

text data comprises selecting context data from a plurality of 
65 datum defining a context parameter of the user, the plurality 

of datum having different levels of specificity defined in the 
set of rules of the context policy data. 
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17. The method of claim 13, wherein: 
12 

responding to the request for context information with the 
retrieved context data. a context of the user is defined by a plurality of context 

parameters and the context policy data defines the set of 
rules based on a plurality of parameter characteristics 
associated with each context parameter, 

determining the context data comprises determining the 
context data for at least one of the parameter character­
istics defined in the context policy data. 

22. The non-transitory, machine readable medium of claim 
21, wherein responding to the request comprises determining 

5 context data based on the set of rules of the context policy 
data. 

18. The method of claim 1, further comprising: 
receiving user-supplied context policy rule with the mobile 10 

computing device, and 
updating the context policy data with the user-supplied 

context policy rule with the context policy enforcement 
engine. 

23. The non-transitory, machine readable medium of claim 
22, wherein responding to the request further comprises 
retrieving the context data from a context database with the 
context policy enforcement engine based on the set of rules of 
the context policy data. 

24. The non-transitory, machine readable medium of claim 
22, wherein determining the context data comprises selecting 

19. The method of claim 1, further comprising: 
receiving user-supplied context data related to the user 

with the mobile computing device, and 
updating a context database stored on the mobile comput­

ing device with the user-supplied context data. 

15 context data from a plurality of datum defining a context 
parameter of the user, the plurality of datum having different 
levels of specificity defined in the set of rules of the context 
policy data. 

20. The method of claim 1, further comprising: 
20 

receiving context data related to the user from a source 
remote to the mobile communication device; and 

updating a context database stored on the mobile comput­
ing device with the user-supplied context data. 

21. A non-transitory, machine readable medium compris­
ing a plurality of instructions, that in response to being 25 

executed, result in a computing device: 
establishing a context policy enforcement engine on a 

mobile computing device; 
retrieving context policy data with the context policy 

enforcement engine in response to receiving a request 30 

for context information related to a user of the comput­
ing device, the context policy data defining a set of rules 
for responding to context requests; 

determining a level of specificity of a context characteristic 
for a context parameter associated with the requested 35 
context information as a function of the context policy 
data and an identity of a requesting entity that requested 
the context information; 

retrieving context data identified by the determined level of 
specificity of the context characteristic for the context 

40 
parameter associated with the requested context infor­
mation; and 

25. A mobile computing device comprising: 
a context policy enforcement engine; 
a processor; and 
a memory device having stored therein a plurality of 

instructions, which when executed by the processor, 
cause the context policy enforcement engine to: 

retrieve context policy data in response to receiving a 
request for context information related to a user of the 
computing device, the context policy data defining a set 
of rules for responding to context requests; 

determine a level of specificity of a context characteristic 
for a context parameter associated with the requested 
context information as a function of the context policy 
data and an identity of a requesting entity that requested 
the context information; 

retrieve context data identified by the determined level of 
specificity of the context characteristic for the context 
parameter associated with the requested context infor­
mation; and 

respond to the request for context information with the 
determined retrieved context data. 

* * * * * 
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