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SEAMLESSLY EMBEDDED HEART RATE 
MONITOR 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of U.S. patent 
application Ser. No. 12/358,905, filed Jan. 23, 2009 (now U.S. 
Pat. No. 8,615,290), which claims priority to U.S. Provisional 
Patent Application No. 61/111,498, filed Nov. 5, 2008. Each 
of these earlier applications is incorporated by reference 
herein in its entirety. 

BACKGROUND OF THE INVENTION 

0002 This is directed to providing a seamless heart-rate 
monitor in an electronic device. 
0003. Many electronic devices are used to store personal 
or confidential information. In particular, portable electronic 
devices such as cellular telephones, personal assistants, and 
music players are often used to store or access e-mail, contact 
lists, communications history, remotely accessed accounts 
(e.g., telephone, banking or credit card accounts), or other 
information that a user may regard as personal or private. In 
addition, several users may use the same electronic device. 
For example, several users in a household may use the same 
computer or portable music player. As another example, a 
user may lend an electronic device to a friend (e.g., lendan 
iPod, available from Apple Inc. to a friend for a workout or a 
trip). To enhance each user's experience with the electronic 
device, the electronic device can include several profiles that 
can be loaded and provided to the users of the device. Each 
profile can be associated with a particular user, and include 
several settings that allow the electronic device interface user 
interaction components, and available data or applications to 
be personalized for the user. 
0004. The electronic device can use several approaches to 
identify the user of the electronic device and provide access to 
the user's private and personal information, or to load the 
user's personal profile. In some embodiments, the electronic 
device can identify or authenticate a user based on an input 
provided by the user, such as a password or key provided 
using an input mechanism. In some embodiments, the elec 
tronic device can include one or more sensors operative to 
detect a fingerprint, Voice print, facial features, or other bio 
metric characteristics of a user. 

0005. Other biometric-based approaches can be used to 
authenticate a user. In some embodiments, an electronic 
device can authenticate a user based on the attributes of the 
user's heartbeat. For example, the durations of particular 
portions of a user's heart rhythm, or the relative size of peaks 
of a user's electrocardiogram (EKG) can be processed and 
compared to a stored profile to authenticate a user of the 
device. To detect a user's heartbeat or heart rhythm, however, 
the electronic device must provide at least two leads that the 
user contacts to detect the user's cardiac signals. Although the 
leads can simply be placed on the exterior surface of the 
device housing, for example in a defined location where the 
user may place a finger, this approach is not aesthetically 
pleasing, and may cause Some prospective buyers to consider 
other devices. In addition, Such an approach may require the 
user to perform a specific authentication action—viz., placing 
a finger on the one or more leads, then unlocking or accessing 
the electronic device features (e.g., by moving a slider across 
the screen). This additional step may in fact be so encumber 
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ing that users disable the authentication feature and instead 
use an unsecured electronic device. 

SUMMARY OF THE INVENTION 

0006. This is directed to an electronic device having a 
seamlessly integrated cardiac sensor. The cardiac sensor can 
be integrated in any suitable portion of the electronic device, 
including for example a portion with which the user is typi 
cally in contact (e.g., an input mechanism or a housing held 
by the user), or metallic or conductive portions of the device. 
0007. The electronic device can include any suitable type 
of electronic device, including for example a portable elec 
tronic device that the user may hold in hand (e.g., a portable 
media player or a cellular telephone), a larger portable elec 
tronic device (e.g., a laptop computer), or a Substantially fixed 
electronic device. The electronic device may include software 
or hardware operative to process the output of a cardiac sensor 
to extract, from the received output, characteristics of the 
user's heartbeat, heart rate, or other cardiac signals. For 
example, the electronic device may extract one or more char 
acteristic durations associated with the user's heart rate. As 
another example, the electronic device may extract one or 
more characteristic amplitudes or amplitude ratios associated 
with the user's heart rate. 
0008. Once the electronic device has identified one or 
more characteristics of the user's heart rate, heartbeat, or 
other cardiac signals, the electronic device can compare the 
one or more identified characteristics with cardiac signal 
characteristics of authorized users that have been stored in 
memory. In response to determining that the identified char 
acteristics correspond to those of an authorized user (e.g., 
match those stored in memory), the electronic device can 
provide the user with access to the electronic device and load 
the identified user's personal settings and data. 
0009. To determine the user's heart rate, heartbeat, or 
other cardiac signals, the electronic device can include one or 
more sensors embedded in the device. The one or more sen 
sors can include leads for receiving electrical signals from the 
user's heart. For example, the one or more sensors can include 
leads associated with the user's left and right sides, and lead 
associated with the ground. To provide an electrical signal 
from the user to the processing circuitry, the leads can be 
exposed such that the user may directly contact the leads, or 
may instead or in addition be coupled to an electrically con 
ductive portion of the device enclosure (e.g., a metallic bezel 
or housing forming the exterior of the device). 
0010. Because each electronic device can include several 
leads, the leads may be electrically isolated to avoid shorting 
or interference among leads. In some embodiments, an elec 
trically isolating component can be inserted between adjacent 
leads. Alternatively, if the electronic device enclosure is con 
structed from a material having insufficient conductivity for 
transmitting detected cardiac electrical signals, the distance 
along the enclosure between adjacent leads can be sufficient 
to isolate the leads. In addition, to ensure that the aesthetic 
appeal and appearance of the electronic device is retained, 
one or more of the isolating components, the leads them 
selves, and the device enclosure can be finished using a Suit 
able process to disguise the leads. 
0011. In some embodiments, if the electrical conductivity 
of portions of the electronic device enclosure and the leads are 
Suitably selected and designed, the leads can be positioned 
underneath the exterior surface of the enclosure while pro 
viding sufficient conductivity for detecting cardiac electrical 
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signals and avoiding shorting or interference between adja 
cent leads. For example, the sensor leads can be constructed 
from a silver based compound having high electrical conduc 
tivity, while the electronic device enclosure can be con 
structed from steel and aluminum, both having lower electri 
cal conductivity. By placing several leads at Substantially 
larger distances apart along the electronic device enclosure 
than the thickness of the enclosure, electronic signals can be 
transmitted through the steel or aluminum enclosure to a 
silver based lead underneath the enclosure, but not along the 
Surface of the enclosure to cause adjacent leads to short. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. The above and other features of the present inven 
tion, its nature and various advantages will be more apparent 
upon consideration of the following detailed description, 
taken in conjunction with the accompanying drawings in 
which: 
0013 FIG. 1 is a schematic view of an illustrative elec 
tronic device for receiving the output of one or more sensors 
in accordance with one embodiment of the invention; 
0014 FIG. 2 is a graphical representation of illustrative 
electrical activity of a heart during a heartbeat; 
0.015 FIG. 3 is a schematic view of an illustrative elec 
tronic device having several integrated leads in accordance 
with one embodiment of the invention; 
0016 FIG. 4A is a cross-sectional view of an illustrative 
electronic device having a bezel with an embedded heart 
sensor lead in accordance with one embodiment of the inven 
tion; 
0017 FIG. 4B is a cross-sectional view of another illus 
trative electronic device having a bezel with an embedded 
heart sensor lead in accordance with one embodiment of the 
invention; 
0.018 FIG. 5 is a schematic view of an illustrative elec 
tronic device using portions of the bezel as leads in accor 
dance with one embodiment of the invention; and 
0019 FIG. 6 is a flowchart of an illustrative process for 
performing an electronic device operation based on a user's 
cardiac signal in accordance with one embodiment of the 
invention. 

DETAILED DESCRIPTION 

0020 FIG. 1 is a schematic view of an illustrative elec 
tronic device for receiving the output of one or more sensors 
in accordance with one embodiment of the invention. Elec 
tronic device 100 can include control circuitry 102, storage 
104, memory 106, input/output circuitry 108, communica 
tions circuitry 110, and heart sensor 112. In some embodi 
ments, one or more of electronic device components 100 can 
be combined or omitted (e.g., combine storage 104 and 
memory 106). In some embodiments, electronic device 100 
can include other components not combined or included in 
those shown in FIG. 1 (e.g., motion detection components, a 
power Supply Such as a battery or kinetics, a display, bus, or 
input mechanism), or several instances of the components 
shown in FIG. 1. For the sake of simplicity, only one of each 
of the components is shown in FIG. 1. 
0021 Control circuitry 102 can include any processing 
circuitry or processor operative to control the operations and 
performance of electronic device 100. For example, control 
circuitry 100 can be used to run operating system applica 
tions, firmware applications, media playback applications, 
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media editing applications, or any other application. In some 
embodiments, the control circuitry can drive a display and 
process inputs received from a user interface. 
0022 Storage 104 can include, for example, one or more 
storage mediums including a hard-drive, Solid state drive, 
flash memory, permanent memory Such as ROM, any other 
Suitable type of storage component, or any combination 
thereof. Storage 104 can store, for example, media data (e.g., 
music and video files), application data (e.g., for implement 
ing functions on device 100), firmware, user preference infor 
mation data (e.g., media playback preferences), authentica 
tion information (e.g. libraries of data associated with 
authorized users), lifestyle information data (e.g., food pref 
erences), exercise information data (e.g., information 
obtained by exercise monitoring equipment), transaction 
information data (e.g., information Such as credit card infor 
mation), wireless connection information data (e.g., informa 
tion that can enable electronic device 100 to establish a wire 
less connection), Subscription information data (e.g., 
information that keeps track of podcasts or television shows 
or other media a user Subscribes to), contact information data 
(e.g., telephone numbers and email addresses), calendar 
information data, and any other Suitable data or any combi 
nation thereof. 
0023 Memory 106 can include cache memory, semi-per 
manent memory such as RAM, and/or one or more different 
types of memory used for temporarily storing data. In some 
embodiments, memory 106 can also be used for storing data 
used to operate electronic device applications, or any other 
type of data that can be stored in storage 104. In some embodi 
ments, memory 106 and storage 104 can be combined as a 
single storage medium. 
0024. Input/output circuitry 108 can be operative to con 
Vert (and encode/decode, if necessary) analog signals and 
other signals into digital data. In some embodiments, input/ 
output circuitry 108 can also convert digital data into any 
other type of signal, and Vice-versa. For example, input/out 
put circuitry 108 can receive and convert physical contact 
inputs (e.g., from a multi-touch screen), physical movements 
(e.g., from a mouse or sensor), analog audio signals (e.g., 
from a microphone), or any other input. The digital data can 
be provided to and received from processor 102, storage 104, 
memory 106, heart sensor 112, or any other component of 
electronic device 100. Although input/output circuitry 108 is 
illustrated in FIG. 1 as a single component of electronic 
device 100, several instances of input/output circuitry can be 
included in electronic device 100. 

0025 Electronic device 100 can include any suitable 
mechanism or component for allowing a user to provide 
inputs to input/output circuitry 108. For example, electronic 
device 100 can include any suitable input mechanism, such as 
for example, a button, keypad, dial, a click wheel, or a touch 
screen. In some embodiments, electronic device 100 can 
include a capacitive sensing mechanism, or a multi-touch 
capacitive sensing mechanism. Some sensing mechanisms 
are described in commonly owned U.S. Pat. Nos. 8,479,122 
and 8,239.784, both of which are incorporated herein in their 
entirety. 
0026. In some embodiments, electronic device 100 can 
include specialized output circuitry associated with output 
devices such as, for example, one or more audio outputs. The 
audio output can include one or more speakers (e.g., mono or 
stereo speakers) built into electronic device 100, or an audio 
component that is remotely coupled to electronic device 100 
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(e.g., a headset, headphones or earbuds that can be coupled to 
communications device with a wire or wirelessly). 
0027. In some embodiments, I/O circuitry 108 can include 
display circuitry (e.g., a screen or projection system) for 
providing a display visible to the user. For example, the dis 
play circuitry can include a screen (e.g., an LCD Screen) that 
is incorporated in electronics device 100. As another 
example, the display circuitry can include a movable display 
or a projecting system for providing a display of content on a 
surface remote from electronic device 100 (e.g., a video pro 
jector). In some embodiments, the display circuitry can 
include a coder/decoder (Codec) to convert digital media data 
into analog signals. For example, the display circuitry (or 
other appropriate circuitry within electronic device 100) can 
include video Codecs, audio Codecs, or any other suitable 
type of Codec. 
0028. The display circuitry also can include display driver 
circuitry, circuitry for driving display drivers, or both. The 
display circuitry can be operative to display content (e.g., 
media playback information, application screens for applica 
tions implemented on the electronic device, information 
regarding ongoing communications operations, information 
regarding incoming communications requests, or device 
operation screens) under the direction of control circuitry 
102. Alternatively, the display circuitry can be operative to 
provide instructions to a remote display (e.g., display 130, 
FIG. 1). 
0029 Communications circuitry 110 can include any suit 
able communications circuitry operative to connect to a com 
munications network and to transmit communications (e.g., 
voice or data) from communications device 100 to other 
devices within the communications network. Communica 
tions circuitry 110 can be operative to interface with the 
communications network using any Suitable communications 
protocol such as, for example, Wi-Fi (e.g., a 802.11 protocol), 
Bluetooth, radio frequency systems (e.g.,900 MHz, 1.4 GHz, 
and 5.6 GHz communication systems), infrared, GSM, GSM 
plus EDGE, CDMA, quadband, and other cellular protocols, 
VOIP, or any other suitable protocol. 
0030. In some embodiments, communications circuitry 
110 can be operative to create a communications network 
using any Suitable communications protocol. For example, 
communications circuitry 110 can create a short-range com 
munications network using a short-range communications 
protocol to connect to other devices. For example, commu 
nications circuitry 110 can be operative to create a local 
communications network using the Bluetooth R protocol to 
couple electronic device 100 with a Bluetooth headset. 
0031 Electronic device 100 can include one more 
instances of communications circuitry 110 for simulta 
neously performing several communications operations 
using different communications networks, although only one 
is shown in FIG.1 to avoid overcomplicating the drawing. For 
example, electronic device 100 can include a first instance of 
communications circuitry 110 for communicating over a cel 
lular network, and a second instance of communications cir 
cuitry 110 for communicating over Wi-Fi or using Blue 
tooth R. In some embodiments, the same instance of 
communications circuitry 110 can be operative to provide for 
communications over several communications networks. 

0032. In some embodiments, electronic device 100 can be 
coupled a host device for data transfers, synching the com 
munications device, Software or firmware updates, providing 
performance information to a remote source (e.g., providing 
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riding characteristics to a remove server) or performing any 
other suitable operation that can require electronic device 100 
to be coupled to a host device. Several electronic devices 100 
can be coupled to a single host device using the host device as 
a server, and instead or in addition electronic device 100 can 
be coupled to several host devices (e.g., for each of the plu 
rality of the host devices to serve as a backup for data stored 
in electronic device 100). 
0033 Heart sensor 112 can include any suitable sensor 
operative to detect a user's heartbeat, heart rate, or any other 
signal generated by the users heart. In some embodiments, 
heart sensor 112 can serve as an EKG monitor. Heart sensor 
112 can include one or more leads connected to the exterior of 
the electronic device Such that the user may contact one or 
more of the leads to provide an electrical signal associated 
with the user's heart to heart sensor 112. The cardiac signals 
detected by the heart sensor leads can be coupled to a proces 
sor incorporated in heart sensor 112, or instead provided to 
processor 102. The processor may then analyze the received 
signals and generate, from the received signals, one or more 
characteristic quantities of the user's heartbeat or heart rate 
for authentication. 

0034. The heart sensor leads can be constructed from any 
Suitable material. In some embodiments, the heart sensor 
leads can be constructed from a specific material selected for 
particular conductive properties that permit a more effective 
transmission of the electrical signals reflecting the user's 
cardiac activity. For example, the heart sensor leads can be 
constructed from a silver based compound, which can pro 
vide superior conductivity relative to other metallic com 
pounds (e.g., Steel or aluminum). In addition, the size and 
location of the leads can be selected to ensure that sufficient 
contact is made between the user (e.g., the users hand or 
finger) and the leads for cardiac signals to be detected. For 
example, each lead can include a pad or extended area placed 
on the outer or inner surface of an electronic device bezel or 
housing. The pad or extended area can then be coupled to a 
wire or other connector for providing cardiac signals to a 
processor for processing. As another example, an entire por 
tion of the electronic device enclosure (e.g., a portion of a 
bezel or housing) can serve as a lead for the heart sensor. In 
such embodiments, the portion of the enclosure can be suffi 
ciently electrically isolated from other conductive portions of 
the electronic device housing to ensure that lead portions of 
the device do not short. In some embodiments, an accessory 
coupled to the electronic device can be used to detect a user's 
heart rate. For example, the leads can be located in one or 
more earbuds or in a headset, for example as is described in 
commonly assigned U.S. Publication No. 2008/0076972, 
which is incorporated by reference herein in its entirety. 
0035. Using a heart sensor, the electronic device can detect 
and analyze the electrical activity of the heart over time. FIG. 
2 is a graphical representation of illustrative electrical activity 
of a heart during a heartbeat. Representation 200 may include 
a plot of the variation of the hearts electrical potential over 
time. A typical heartbeat may include several variations of 
electrical potential, which may be classified into waves and a 
complex. For example, representation 200 can include P wave 
202, QRS complex 210, and I wave 220. Some representa 
tions can in addition include a U wave (not shown). The P 
wave can represent normal atrial depolarization, when the 
main electrical vector spreads from the right atrium to the left 
atrium. The shape and duration of the P wave can be related to 
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the size of the users atrium (e.g., indicating atrial enlarge 
ment), and can be a first source of heartbeat characteristics 
unique to a user. 
0036. The QRS complex can correspond to the depolar 
ization of the heart ventricles, and can be separated into three 
distinct waves—a Q wave, a R wave and a Swave. Because 
the Ventricles contain more muscle mass than the atria, the 
QRS complex is larger than the P wave. In addition, the 
His/Purkinje system of the heart, which can increase the 
conduction velocity to coordinate the depolarization of the 
ventricles, can cause the QRS complex to look "spiked 
rather than rounded. The duration of the QRS complex of a 
healthy heart can be in the range of 60 to 100 ms, but can vary 
due to abnormalities of conduction. The duration of the QRS 
complex can therefore serve as a second source of heartbeat 
characteristics unique to a user. 
0037. The duration, amplitude, and morphology of each of 
the Q, Rand S waves can vary in different individuals, and in 
particular can vary significantly for users having cardiac dis 
eases or cardiac irregularities. For example, a Q wave that is 
greater than /3 of the height of the R wave, or greater than 
40ms in duration can be indicative of a myocardial infarction 
and provide a unique characteristic of the user's heart. Simi 
larly, other healthy ratios of Q and R waves can be used to 
distinguish different users heartbeats. 
0038 Representation 200 may include one or more char 
acteristic durations or intervals that can be used to distinguish 
different users. For example, representation 200 can include 
PR interval 204 and ST segment 212. PR interval 204 can be 
measured from the beginning of P wave 202 to the beginning 
of QRS complex 210. PR interval 204 can typically last 120 to 
200 ms. A PR interval 204 having a different duration can 
indicate one or more defects in the heart, such as a first degree 
heart block (e.g., PR interval 204 lasting more than 200 ms). 
a pre-excitation syndrome via an accessory pathway that 
leads to early activation of the ventricles (e.g., PR interval 204 
lasts less than 120ms), or another type ofheart block (e.g., PR 
interval 204 is variable). ST segment 212 can be measured 
from QRS complex 210 to T wave 220, for example starting 
at the junction between QRS complex 210 and ST segment 
212 and ending at the beginning of T wave 220. ST segment 
212 can typically last from 80 to 120 ms, and normally has a 
slight upward concavity. The combination of the length of ST 
segment 212, and the concavity or elevation of ST segment 
212 can also be used to generate characteristic information 
unique to each user's heartbeat. 
0039 T wave 220 can represent the repolarization or 
recovery of the ventricles. The interval from the beginning of 
the QRS complex to the apex of the T wave can be referred to 
as the absolute refractory period. The last half of the T wave 
can be referred to as the relative refractory period or vulner 
able period. The amplitude of T wave 220, the duration of the 
absolute refractory period, and the relative refractory period 
can also be used to define a characteristic of the user's heart 
rate. 

0040 QT interval 222, which can represent the total time 
needed for the ventricles to depolarize and repolarize, can be 
measured from the beginning of QRS complex 210 to the end 
ofT wave 220. QT interval 222 can typically last between 300 
and 450 ms, and can vary based on the condition of the user's 
heart rate. Several correction factors have been developed to 
correct QT interval 222 for the heart rate. Both the measured 
and corrected QT interval 222 values can be used to define a 
unique characteristic of a user's heartbeat. 
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0041. Because a user's heartbeat or heart rate can vary 
slightly based on the user's activity or mood, each authorized 
user can initially provide a base or standard heart rate, heart 
beat, or electrical activity to the device prior to first use. For 
example, the electronic device can sample several heartbeats 
or electrical activity at several different times to detect varia 
tions in the user's cardiac electrical activity. The electronic 
device can process detected signals to determine several 
unique characteristics of the user's heart activity, and identify 
a range of Suitable characteristic values for each of the pro 
cessed characteristics. Based on the characteristic values and 
associated ranges, the electronic device can select one, all or 
a Subset of the characteristics to define a unique heart activity 
profile for the authorized user. The particular combination of 
characteristics and associated ranges can be selected to mini 
mize overlap with other authorized users, or based on char 
acteristic values and ranges that do not fall within a range of 
average values and ranges (e.g., do not use characteristic 
values and ranges that an average user of the device would 
have). 
0042. The heart sensor of the electronic device can include 
several leads for detecting the user's heart activity. The leads 
can be integrated in any suitable portion of the electronic 
device. FIG.3 is a schematic view of an illustrative electronic 
device having several integrated leads in accordance with one 
embodiment of the invention. Electronic device 300 can 
include display 302 and bezel 310, and be portable such that 
a user can hold electronic device with fingers extending 
against one of sides 312 and 314 of bezel 310, and the user's 
thumb extending against the other of sides 312 and 314. Leads 
322 and 324, which can include conductive pads, can be 
coupled to sides 312 and 314 of bezel 310, respectively, such 
that when the user holds the device, the users thumb and 
fingers are placed in contact with leads 322 and 324. Alter 
natively, bezel 310 can include any other suitable number of 
leads, or any other suitable distribution of leads along bezel 
310 and in other portions of electronic device 300. The leads 
can detect the user's cardiac activity through the contact with 
the user's thumb and fingers, and provide the detected activity 
to the electronic device processor for processing. The size of 
leads 322 and 324 can be selected based on any suitable 
consideration, including for example the different possible 
positions of a users hands on the device, the amount of 
contact necessary to detect the users cardiac activity, pre 
venting or reducing short circuits and other cardiac signal 
detection errors, manufacturing considerations (e.g., the 
minimum or maximum size leads that can be integrated in the 
bezel), aesthetic considerations (e.g., sizing leads 322 and 
324 to reduce the visibility of leads 322 and 324), or any other 
Suitable consideration. 

0043. In some embodiments, electronic device 300 can 
include additional lead 326 embedded in or behind display 
302. Lead 326 can be operative to detect a user's heart activity 
as the user moves a finger across display 302, for example in 
the vicinity of or directly over lead 326 (e.g., as the user drags 
a finger over lead 326 to move a slider when unlocking the 
electronic device). Using lead 326, the electronic device can 
detect an electrical signal from a different portion of the 
user's body (e.g., leads 322 and 324 detect signals through a 
first hand, and lead 326 detects signals through the second 
hand), which can provide the processor with additional infor 
mation for determining characteristics of the user's cardiac 
activity. 
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0044 Any suitable approach can be used to prevent leads 
322, 324 and 326 from shorting. 1n particular, electronic 
device 300 can include at least one non-conductive compo 
nent positioned between each of leads 322,324 and 326. For 
example, a rubbergasket can be positioned between leads 322 
and 324 (in bezel 310) and lead 326 (in display 302). In some 
embodiments, the cardiac electrical signals detected by leads 
322, 324 and 326 can be faint or have particular characteris 
tics that require materials having particular properties (e.g., 
silver-based compounds) to detect and transmit. In Such 
cases, although the material used for bezel 310 or other elec 
tronic device components can be conductive, its conductivity 
can be insufficient to transmit signals detected by lead 322 
directly to lead 324 (e.g., shorting leads 322 and 324). This 
may allow leads 322 and 324 to be embedded directly in bezel 
310 without the need for additional isolating material, which 
can add cost and complexity to the manufacturing process. 
0045. To ensure that electronic device 300, and in particu 
lar bezel 310 remains aesthetically pleasing, leads 322 and 
324 can be finished to resemblebezel 310. For example, leads 
322 and 324 can be polished or roughened to match the finish 
of bezel 310. As another example, a conductive coating can be 
applied to leads 322 and 324 to match the color, tone and 
reflectivity of bezel 310. In some embodiments, the texture or 
feel of leads 322 and 324 can also be selected to render leads 
322 and 324 visibly and haptically indistinguishable or nearly 
indistinguishable from bezel 310. 
0046 Leads 322 and 324 can be integrated in bezel 310 
using any suitable approach. In some embodiments, leads 322 
and 324 can be positioned on the exterior surface of bezel 310 
and include an electrically conductive path to the electronic 
device processor. FIG. 4A is a cross-sectional view of an 
illustrative electronic device having a bezel with an embed 
ded heart sensor lead in accordance with one embodiment of 
the invention. Electronic device 400 can include display 402 
and bezel 410. Lead 422 can be embedded along the outer 
surface of bezel 410 such that lead 422 is exposed to the user 
during use. Connector 424 can be coupled to the inner Surface 
of lead 422 and extend into electronic device 400 to be 
coupled with a processor. In some embodiments, electronic 
device 400 can in addition include an isolating layer posi 
tioned between lead 422 and bezel 410 (not shown). The 
isolating layer can be constructed from any Suitable material 
having non-conductive properties, including for example a 
ceramic material, plastic, rubber, or any other Suitable mate 
rial. Alternatively, if the material of bezel 410 is not conduc 
tive, or insufficiently conductive to cause several distinct 
leads 422 positioned on bezel 410 from shorting, no isolating 
layer may be necessary. 
0047 FIG. 4B is a cross-sectional view of another illus 
trative electronic device having a bezel with an embedded 
heart sensor lead in accordance with one embodiment of the 
invention. Electronic device 450 can include display 452 and 
bezel 460. If the electrical conductivity and size of bezel 460, 
and the strength or characteristics of the cardiac signal pro 
vided by the user and detected by the heart sensor are adapted 
Such that the signal can be transmitted along short distances in 
bezel 460, lead 472 of the heart sensor can be positioned 
against the back surface of bezel 460. Alternatively, lead 472 
can be placed within the thickness of bezel 460 (e.g., in a 
pocket within the bezel wall), but underneath the outer sur 
face of the bezel. The short thickness of bezel 460 can allow 
electrical signals to propagate from the user to the outer 
surface of bezel 460, through bezel 460, and into lead 472, 
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which may in turn transmit the signals to a processor using 
connector 474. In addition, if several leads are placed along 
different portions of bezel 460, the distance between adjacent 
leads can be sufficiently large (e.g., Substantially larger than 
the thickness of bezel 460) that different leads of bezel 460 
cannot detect the same electrical signal. 
0048. In some embodiments, entire portions of the bezel 
can be used as leads for the heart sensor. FIG.5 is a schematic 
view of an illustrative electronic device using portions of the 
bezel as leads in accordance with one embodiment of the 
invention. Similar to electronic device 300 (FIG. 3), elec 
tronic device 500 can include display 502 and bezel 510. 
Bezel 510 can be separated into several electrically isolated 
segments, for example segments 522 and 524. The segments 
can be electrically isolated using isolating portions 530 and 
532, which can be constructed from any suitable non-conduc 
tive material. Such as for example a composite material, a 
plastic, rubber, or any other suitable material. Although FIG. 
5 shows bezel 510 broken into two segments having similar 
sizes, it will be understood that bezel 510 can be separated 
into any suitable number of electrically isolated segments, 
and each segment can have any suitable size. In particular, the 
sizes and distribution of each segment can be selected based 
on physiological considerations (e.g., where a user's hand 
will be positioned on the device, or aligning the segments to 
contact particular portions of the user's body). 
0049. To ensure that electronic device 500 remains aes 
thetically pleasing, isolating portions 530 and 532 can be 
finished to resemble bezel 510. For example, isolating por 
tions 530 and 532 can be polished or machined to create a 
reflective surface matching the reflection of bezel 510. As 
another example, a reflective or finishing coating can be 
applied to the surfaces of isolating portions 530 and 532 to 
match the finish of bezel 510. In some embodiments, the 
texture of isolating portions 530 and 532 can also be selected 
to render segments 522 and 524 visually and haptically indis 
tinguishable or nearly indistinguishable from isolating por 
tions 530 and 532. 

0050. Other heart sensor leads can be placed at any other 
suitable position on the electronic device enclosure. For 
example, if the enclosure is constructed from a bezel Support 
ing a display and a housing forming the exterior Surface of the 
device behind the display, one or more leads can be embedded 
in or adjacent to the housing. For example, if the housing 
includes a conductive section (e.g., a plastic housing with a 
metallic logo in the center of the housing), the lead can be 
coupled to or integrated in the conductive section. 
0051. The heart sensor and processor can detect and pro 
cess the user's cardiac activity at any Suitable time. For 
example, the processor can receive and process heart activity 
when the device is locked and held while in its locked state. As 
another example, the processor can receive and process heart 
activity as the user places a finger over lead 326 (e.g., when 
the userslides a finger across the display to unlock the device) 
or when an input mechanism detects a particular input. As still 
another example, the electronic device can receive and pro 
cess heart activity data in response to a user instruction or 
request to access a particular application or data that for 
which access is restricted. Upon receiving the cardiac activ 
ity, the electronic device can extract one or more characteris 
tics of the received activity and compare the extracted char 
acteristics with the characteristics previously stored in 
memory that were associated with authorized users. If the 
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extracted characteristics match those of an authorized user, 
the electronic device can authenticate the identified user. 

0052. The electronic device can perform any suitable 
operation in response to identifying and authenticating a user 
based on detected cardiac signals. In some embodiments, the 
electronic device can provide access to restricted applica 
tions, for example applications for which only particular 
users have licenses or that only particular users have pur 
chased. In some embodiments, the electronic device can pro 
vide access to particular data or application settings associ 
ated with an authorized user. For example, the electronic 
device can provide access to the identified users contact list, 
or to the identified user's e-mail account or telephone history. 
As another example, the electronic device can allow the user 
to access private banking applications, or conduct financial 
transactions (e.g., transferring funds to different accounts, or 
purchasing merchandise) using the electronic device. In some 
embodiments, the electronic device can load user settings and 
profiles for providing a customized display to the user. For 
example, the electronic device can display icons or options in 
the manner set by the user, or provide displays using a color 
scheme, fonts, or other customizable display attribute that are 
associated with the identified user. 

0053. In some embodiments, the electronic device can use 
the detected heart rate or heartbeat characteristics to deter 
mine the user's mood. In particular, because the allowable 
determined characteristics associated with each user can 
include a range of values, the electronic device can determine 
the distribution of the detected characteristics in the allowable 
characteristic ranges. Using the determined distribution, the 
electronic device can establish a user's mood and provide 
electronic device operations or data (e.g., media) associated 
with the extrapolated mood. Systems and methods for pro 
viding mood-based electronic device operations are dis 
cussed in more detail in commonly assigned U.S. Publication 
No. 2010/0011388, which is incorporated by reference herein 
in its entirety. 
0054. In some embodiments, the electronic device can 
provide media playback based on the user's detected cardiac 
signal. For example, the electronic device can identify media 
having beats per minute or other characteristics that are asso 
ciated with or related to the user's cardiac signal or heart rate, 
and play back the identified media. As another example, the 
media provided can have beats per minute faster or slower 
than the user's current heart rate to direct the user to work 
harder (e.g., during a workout) or to cool or calm the user 
down (e.g., at the end of a workout). 
0055 FIG. 6 is a flowchart of an illustrative process for 
performing an electronic device operation based on a user's 
cardiac signal in accordance with one embodiment of the 
invention. Process 600 can begin at step 602. At step 604, the 
electronic device can detect a users cardiac signal. For 
example, the electronic device can detect a user's heart rate or 
heartbeat using one or more leads connected to or placed on 
a housing, bezel, or other exterior surface of the electronic 
device. The electronic device can process the received signal 
using any suitable approach, including for example to deter 
mine unique characteristics of the signal. Such characteristics 
can include, for example, durations between peaks in an EKG 
signal, peak values or rations between peaks in the EKG 
signal, or any other suitable characteristic. At step 606, the 
electronic device can determine whether the user detected at 
step 604 is an authorized user. For example, the electronic 
device can compare the determined characteristics of the 
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detected cardiac signals with a library of signals associate 
with known authorized users. If the electronic device deter 
mines that the user is not authorized (e.g., the characteristics 
of the detected cardiac signal do not match characteristics of 
a cardiac signal stored in memory), process 600 can move to 
step 608. 
0056. At step 608, the electronic device can prevent access 
to restricted electronic device operations. For example, the 
electronic device can prevent the user from accessing per 
Sonal or private information associated with other users. As 
another example, the electronic device can prevent the user 
from accessing applications or operations associated with 
particular users (e.g., applications purchased by particular 
users). As still another example, the electronic device can 
prevent the user from accessing any electronic device opera 
tion (e.g., no operation except for emergency calls). Process 
600 can then end at step 610. 
0057) If, at step 606, the electronic device instead deter 
mines that the user is authorized, process 600 can move to 
step 612. At step 612, the electronic device can determine the 
restricted operations that are associated with the user. For 
example, the electronic device can determine the particular 
private data associated with the authorized user (e.g., e-mail 
accounts, contact lists and banking information). As another 
example, the electronic device can determine the particular 
operations or applications associated with the authorized user 
(e.g., applications purchased by the user using an applications 
store, or system controlling operations associated with an 
administrative account). At step 614, the electronic device 
can provide access to the user's determined restricted opera 
tions. For example, the electronic device can load determined 
data. As another example, the electronic device can provide 
links for launching determined personal or private applica 
tions. Process 600 can then end at step 610. 
0058. The above-described embodiments of the present 
invention are presented for purposes of illustration and not of 
limitation, and the present invention is limited only by the 
claims which follow. 

1-23. (canceled) 
24. An electronic device comprising: 
a bezel, wherein an outer surface of at least a portion of the 

bezel comprises a first visual characteristic; and 
a heart sensor coupled to the at least a portion of the bezel 

and operative to detect a user's cardiac signal, wherein 
an outer Surface of the heart sensor comprises a second 
visual characteristic that matches the first visual charac 
teristic. 

25. The electronic device of claim 24, wherein each of the 
outer surface of the at least a portion of the bezel and the outer 
Surface of the heart sensor comprises a portion of an outer 
surface of the electronic device. 

26. The electronic device of claim 24, wherein: 
the outer surface of the at least a portion of the bezel 

comprises a first finish; and 
the outer Surface of the heart sensor comprises a second 

finish that matches the first finish. 

27. The electronic device of claim 24, wherein the outer 
Surface of the heart sensor comprises a conductive coating 
that provides the second visual characteristic. 

28. The electronic device of claim 24, wherein each of the 
first visual characteristic and the second visual characteristic 
comprises at least one of: 
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a particular color, 
a particular tone; and 
a particular reflectivity. 
29. An electronic device for detecting a user's cardiac 

signal, comprising: 
an enclosure; 
a heart sensor configured to detect the user's cardiac signal, 

the heart sensor comprising: 
a first lead embedded in a first portion of the enclosure, 

wherein the first lead is configured to detect a first 
electrical signal of the user's cardiac signal via the 
user's contact with at least one of the first lead and the 
first portion of the enclosure; and 

a second lead embedded in a second portion of the enclo 
Sure, wherein the second lead is configured to detect a 
second electrical signal of the user's cardiac signal via 
the user's contact with at least one of the second lead 
and the second portion of the enclosure; and 

a processor coupled to the heart sensor and configured to 
receive and process the detected cardiac signal. 

30. The electronic device of claim 29, wherein the first 
portion and the second portion are located on opposite sides 
of the electronic device. 

31. The electronic device of claim 29, wherein the first 
portion is electrically isolated from the second portion. 

32. The electronic device of claim 29, wherein: 
the first portion is separated from the second portion by a 

third portion of the enclosure; 
at least the third portion is constructed from a material 

having a first conductivity; and 
the first conductivity is insufficient to transmit the first 

electrical signal from the first lead to the second lead via 
the third portion. 

33. The electronic device of claim 32, wherein: 
the material having the first conductivity comprises one of 

aluminum and steel; and 
the second lead is constructed from a silver based com 

pound. 
34. The electronic device of claim 32, wherein: 
the second lead is configured to detect the second electrical 

signal of the user's cardiac signal via the user's contact 
with an exterior surface of the second portion; 

the second lead is positioned from the exterior surface of 
the second portion by a thickness of the second portion; 

at least the thickness of the second portion is constructed 
from a material having a second conductivity; and 

the second conductivity is defined such that the second 
electrical signal is not transmitted over a distance larger 
than the thickness of the second portion. 

35. The electronic device of claim 34, wherein the first lead 
and the second lead are positioned apart from one another at 
a distance larger than the thickness of the second portion. 

36. The electronic device of claim 29, wherein: 
the enclosure further comprises at least one pocket under 

neath an outer Surface of the enclosure; and 
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at least one of the first lead and the second lead is placed 
within the at least one pocket. 

37. The electronic device of claim 29, wherein: 
an exterior Surface of the enclosure comprises an exterior 

surface of the first portion; and 
the first lead is positioned underneath the exterior surface 

of the first portion. 
38. The electronic device of claim 37, wherein the first lead 

is configured to detect the first electrical signal via the user's 
contact with the exterior surface of the first portion. 

39. The electronic device of claim 29, further comprising: 
a display, wherein the enclosure Supports the display, and 

wherein the enclosure forms an exterior surface of the 
electronic device behind the display; and 

a third lead embedded with the display, wherein the third 
lead is configured to detect a third electrical signal of the 
user's cardiac signal via the user's contact with at least 
one of the third lead and the display. 

40. An electronic device for detecting a user's cardiac 
signal, comprising: 

a heart sensor configured to detect the user's cardiac signal, 
the heart sensor comprising: 
a first lead embedded in a first portion of the electronic 

device, wherein the first lead is configured to detect a 
first electrical signal of the user's cardiac signal via 
the user's contact with at least one of the first lead and 
the first portion of the electronic device; and 

a second lead embedded in a second portion of the elec 
tronic device, wherein the second lead is configured to 
detect a second electrical signal of the user's cardiac 
signal via the user's contact with at least one of the 
second lead and the second portion of the electronic 
device; and 

a processor coupled to the heart sensor and configured to 
process the first and second electrical signals of the 
user's cardiac signal. 

41. The electronic device of claim 40, wherein: 
the first portion of the electronic device comprises an 

enclosure of the electronic device; and 
the second portion of the electronic device comprises a 

display screen exposed to the user through an opening in 
the enclosure of the electronic device. 

42. The electronic device of claim 41, wherein: 
the first portion of the electronic device comprises a bezel 

of the enclosure; 
the electronic device further comprises a non-conductive 

component positioned between the bezel and the display 
screen for electrically isolating the first portion of the 
electronic device from the second portion of the elec 
tronic device. 

43. The electronic device of claim 40, wherein: 
the first portion of the electronic device comprises a first 

portion of an enclosure of the electronic device; and 
the second portion of the electronic device comprises a 

second portion of the enclosure of the electronic device. 
k k k k k 
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