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1 

SECURE WIEGAND COMMUNICATIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

2 
device employs a pull-up resistor, which keeps the signal at a 
high voltage ( +5) when it is in the open circuit state. When the 
signal is asserted, the output is forced to 0 volts. Note that the 
open state ( +5 volts) represents a data value of zero and the 

This application claims the benefit of U.S. Provisional 
Application No. 61/087,941, filed Aug. 11, 2008, the entire 
disclosure of which is hereby incorporated herein by refer-
ence. 

5 asserted state (0 volts) represents the data value of one. This 
is generally referred to as an "active low" configuration where 
the active state is the low voltage. 

Two of the three data communication and signaling wires 
are used by the reader to transmit data to an upstream device 

FIELD OF THE INVENTION 
10 e.g., control panel, intermediate device, routing device, lock 

control mechanism, computing platform, host, or the like. 
These two wires are referred to as DATA0 and DATAl. As the 
names suggest, the DATA0 signal transmits the "0" bits of the The present invention is generally directed to authentica-

tion of a reader and the security, privacy and efficiency of 
messaging in a secure access control system. More specifi- 15 
cally, the present invention provides extensions to unidirec-
tional security protocols, such as the Wiegand protocol. 

BACKGROUND 
20 

data stream to the upstream device, and the DATAl signal 
transmits the "1" bits. FIG. 1 graphically illustrates the rep-
resentation of a Wiegand data stream for the binary data of 
"01101". Each dip in the line represents a change from 5Vto 
0V, thus communicating a single bit of data of the entire 
message. 

The third data communication and signaling wire is used 
by the upstream device to signal the reader. This wire is called 
LEDCTL because it is often used by the upstream device to 
control a light-emitting diode (LED) in the reader and pro-
vides feedback to the card holder. 

SUMMARY 

The SIA standard defines the timing of the signals on the 
DATAO and DATAl lines as shown in FIG. 2 and Table 1 

The Wiegand protocol is the predominant method by which 
physical access control card readers communicate with 
upstream devices such as local controllers, access control 
panels and host computer systems. Because of the popularity 
and almost universal support of the Wiegand protocol in 25 
access control panels, other devices besides access control 
readers are also available that support the Wiegand protocol. 
Such devices include biometric-based devices such as finger-
print, hand-geometry, iris, facial recognition, and vein scan. 
Other devices that utilize the Wiegand protocol include 
motion sensors, thermostats and smoke detectors. 

30 shown below: 

Both the electrical and logical aspects of the Wiegand 
communication protocol are codified in the Security Industry 
Association (SIA) standard AC-01 entitled "Access Control 
Standard Protocol for the 26-Bit Wiegand Reader Interface", 35 
the entire contents of which are incorporated herein by this 
reference in their entirety and will henceforth be referred to as 
the "SIA standard". 

Subsequent to the issuing of this standard, both the electri-
cal and logical portions of the standard have been used to 40 
transmit bit stream messages, often called formats, longer 
than 26 bits. 35- and 37-bit formats are found widely and the 
US Govermnent' s PIV standard defines some formats of up to 
300 bits. The evolution of upstream devices and middleware 
to use these longer formats has been slow and is still taking 45 
place. 

Although other methods are utilized for carrying the infor-
mational aspects of the Wiegand protocol over communica-
tion bearers such as RS-485, F/2F, and various Internet pro-
tocols such as TCP/IP and UDP, none has achieved the 50 
widespread usage that Wiegand has in the security and access 
control market segments This is primarily because each 
manufacturer utilizes their own proprietary protocols even 
when using standardized communication bearers such as 
TCP/IP. 55 

The widespread adoption of the Wiegand protocol is due to 
several advantages with the primary advantages of the Wie-
gand protocol being that its implementation in devices is very 
economical and that it allows very long cable runs which, 
depending on the gage of the wire used, can be as long as 500 60 
feet. 

TABLE 1 

Timing Characteristics ofDATA0 and DATA! 

SYMBOL 

TPW 
TPI 

DESCRIPTION 

Pulse Width Time 
Pulse Interval Time 

MIN 

20 µs 
200 µs 

MAX 

100 µs 
20 mS 

The typical timing uses a pulse width of 50 µs and a 1 ms 
gap between pulses. The pulse timing between gaps deter-
mines the data rate and, as longer bit streams are used, may be 
reduced from the 1 ms gap typically used. An effective baud 
rate table calculated using various values for TPW (pulse 
width time) and TPI (pulse interval time) is depicted in Table 
IA shown below: 

TABLE IA 

Effective Baud Rate 

TPI TPW BAUD 

200 µs 50 µs 4000.00 
250 µs 50 µs 3333.33 

1 ms 50 µs 952.38 
2 ms 50 µs 487.80 
5 ms 50 µs 198.02 

10 ms 50 µs 99.50 
20 ms 50 µs 49.88 

The baud rates depicted in Table IA represent a TPI from 
200 µs to 20 ms, which is the range of allowable TPI values 
defined by the SIA standard.All of the baud rates in Table IA 
were calculated using a TPW value of 50 µs. However, as 
noted above, the TPW value may range between 20 µs and 

The electrical aspect of the Wiegand protocol uses five 
wires. Two of these wires are used to provide power to the 
reader. The remaining three wires are used for data commu-
nication and signaling and use the open collector electrical 
standard, which means that the circuit acts as either an infinite 
resistance or a short circuit to ground. Typically the upstream 

65 100 µs. 
Since TPW and TPI are specified as a range by the SIA 

standard, this fact can be exploited to provide a secondary 
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covert communication channel over the existing communica-
tion and signaling wires. If the spacing ofTPI and/or width of 
length TPW, for example, were to vary, this variance could be 
tracked by the host. As an example, using a TPI of 1 ms to 
represent a binary zero bit and a TPI of 2 ms to represent a 
binary one bit, the reader could send at least as many bits of 
data as there are in the primary communications path by 
varying TPI between 1 and 2 ms. This data could simply be 
additional format data or, as described below, this data could 
be security and authentication data, or the presence of this 
data can be used by the upstream device to realize that is 
communicating with a reader capable of supporting all of the 
improvement described herein. Because these secondary sig-
nals conform to the SIA standard, utilizing this method would 
always be backwards compatible with existing legacy sys-
tems. Another use for this secondary communications chan-
nel would be to inform the host device that the reader supports 
the security improvement inventions contained herein. Any 
host capable of detecting this could use any of the Wiegand 
control signals as an acknowledgement 

The SIA standard defines signal levels on the LEDCTL line 
but does not set forth any method of encoding data on this line 
as it does for the DATA0 and DATAl lines. Thus, implement-
ers of the SIA standard are free to use the LEDCTL line for 
arbitrary communication between the upstream devices and 
middleware and the reader. Moreover, the SIA standard does 
not preclude manufacturers from including additional fea-
tures on either readers or upstream devices (i.e., panels). The 
SIA standard defines the minimum set of features a reader or 

4 
internal wiring or even to replace the reader with another 
compromised reader or illicit device is undetectable. Even 
when tamper detection mechanisms are included in a reader, 
they are often not activated utilized because the installer of the 

5 reader does not want to incur the additional costs associated 
with installing additional wiring from the tamper detection 
mechanism back to the upstream device 

Certain weaknesses of the existing Wiegand protocol have 
been publicly exploited by hackers, such as Zac Franken. Mr. 

10 Franken has developed a device (known as the Gecko) that is 
capable of capturing and storing communications transmitted 
by a reader, and transmitting the stored communication at a 
later time thereby allowing unauthorized access to assets 
secured by the reader. This type of attack is known as a 

15 man-in-the-middle store-and-forward attack. Details of this 
attack will be described in further detail below along with 
ways that embodiments of the present invention ameliorate 
and/or eliminate susceptibility to such attacks. 

There have been some attempts to address the shortcom-
20 ings of the Wiegand protocol. One example of an extension to 

the Wiegand protocol is described in U.S. Pat. No. 6,988,203 
to Davis et al., the contents of which are hereby incorporated 
herein by this reference. The '203 patent describes appending 
additional bits to the Wiegand format. These additional bits 

25 can provide supplementary information from the reader to the 
upstream device as well as error detection and/or correction 
bits for the transmitted data. The' 203 patent further describes 
transmitting data back to the reader from the upstream device 
via an LED control line. 

panel must provide to be in compliance. Manufacturers may 30 
have additional features so long as they do not conflict with 
the SIA standard. 

Additionally, in PCT Application No. WO 2005/038729 to 
Merkert, which is herein incorporated by this reference, an 
access control system that includes a signal generator located 
between a reader and a control panel is described. The reader 
utilizes a dynamic timing element that ensures a replay attack 

Access control panels may connect to as many as eight 
readers. The hardware cost trade-offs intrinsic to the panel-
to-reader ratio has caused most panel manufacturers to sup-
port just two readers in a single panel. 

It is important to point out that, if a reader is controlling an 
exterior door to a premise and consequently mounted on the 
outside of the premises, the wiring from the reader to the 
upstream device may be accessed by unauthorized persons. 

As popular as the Wiegand interface has become, it has 
shortcomings. One such shortcoming arises due to the use of 
open collector signaling makes it very easy to connect a 
"listening" device to the communication and signaling wires 
to monitor communications between a card reader and an 
upstream device and thereby harvest data streams that can be 
used to compromise the system. Once a rogue device has been 
connected to monitor communications between the reader 

35 cannot be used to gain unauthorized access to an asset. The 
reader stamps any signal sent therefrom with a time stamp 
indicating when the message was generated. Then the control 
panel reads the time stamp to ensure that the message is 
current and not the replaying of a previously recorded mes-

40 sage. An attempt to harvest a signal and resubmit that signal 
again at a later time will result in the control panel determin-
ing the signal is invalid. To ensure channel security between 
system elements, encryption and/or digital signatures are 
used. Unfortunately, this solution requires additional hard-

45 ware to support implementation thereby increasing the over-
all cost of the system. 

In the current art and in US 2007/0046424, the entire 

and an upstream device, an attacker can note when the door 
has been unlocked and record the most recent data stream as 50 

contents of which are incorporated herein by this reference, 
encryption techniques are posited to obscure the data sent 
from the card reader to the access control panel. Each such 
encryption technique assumes a managed key infrastructure one that will open the door. Then, whenever illicit entry is 

desired, the attacker can replay the recorded data stream 
causing the door to unlock. The attacker need not remove the 
rogue device from the communication wires to gain unautho-
rized entry because of the Wiegand communications open 
collector data interface allows both the monitoring of mes-
sages and generation of messages from the same connection. 

Furthermore, an attacker can harvest more than one valid 
message to gain unauthorized entry using different card-
holder data so that no suspicions are aroused. Unauthorized 
access to the Wiegand communications wires is aided by the 
fact that at least one reader is typically deployed on the 
unsecured side of a wall or door and, because of the nature of 
access control, may be at a location that is not under continu-
ous observation or scrutiny. Making matters worse, many 
access control readers do not include any tamper detection 
mechanisms so that the removal of a reader to access the 

for its operation and proper functioning. 
There are a number of disadvantages in using keyed 

encryption techniques to protect the data in transmission from 
55 the reader to the panel. First, creating, administering and 

managing a key infrastructure can be complex and costly. The 
additional implementation and administration costs of a key 
management system to accompany the physical access con-
trol system can be a disincentive for purchasing a physical 

60 access control system that uses keyed encryption techniques. 
Second, the physical access control systems, of which the 

reader and the panel are a part of, are typically installed and 
managed by personnel that are not familiar with handling and 
protection of cryptographic keys. Thus, there is a high likeli-

65 hood that the encryption keys used to protect the data in 
transmission would be compromised without this compro-
mise being detected. As a result, the data protection feature of 
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using encryption in reader-to-panel communication may be 
rendered ineffective and yet the overhead performance and 
administration costs of the feature would endure. 

6 
obfuscation techniques may, in some cases, provide a lower 
level of data security than keyed cryptography techniques, 
they are certainly an improvement over no data protection at 
all and, in many instances, may be deemed appropriate rela-Third, the amount of executable computer code needed to 

implement encryption techniques is not insignificant. Addi-
tional memory has to be added to each reader to contain this 
executable code thereby increasing the cost of the reader. 

5 tive to the value of the underlying data or facility being 
protected. 

In accordance with still further embodiments of the present 
invention, two devices may be enabled to use a synchronized 
pseudo-random number generator (PRNG) to secure the 
communication between them, for example. Synchronization 
of the PRNG between the two devices is lost, for example, 
when one device suffers a power cycle (i.e., loss of power). In 
accordance with at least some embodiments of the present 

Fourth, execution of the encryption computer code will 
take additional processing time and thereby lengthen the 
response time of the reader and consequently reduce the rate 10 
at which, for example, people can pass through the door 
protected by the reader. Furthermore, the additional process-
ing may require the use of a more capable microprocessor in 
the reader thereby further increasing the costs of each reader 
and the overall physical access control system. 

Some security issues associated with the Wiegand protocol 
have been addressed in U.S. patent application Ser. No. 
11/464,912 to Davis et al., the entire contents of which are 
incorporated herein by this reference. For example, the '912 
application helps upstream devices determine whether Wie- 20 
gand data is being received from a valid device or is simply a 
replay attack. This security feature is accomplished through 
the use of rolling codes to obfuscate the Wiegand data. The 
implementation of the technique mixes some bits known only 

15 invention, the two devices can regain synchronization of the 
pseudo-random number sequence without opening the pos-
sibility of a replay attack on the pseudo-random number 
sequence. This may be accomplished by having the two 

to the reader and the panel (i.e., the rolling codes) into the 25 
existing format data. 

In a first aspect of the present invention, the particular 
rolling code that is mixed into the format data serves to 
identify the reader sending the data and to time-stamp the 
transmission. This first aspect is henceforth referred to as 30 
stamping. 

In a second aspect of the present invention, the marmer in 
which the rolling code is mixed into the format data serves to 
obfuscate the true values of the data contained in the message 
and thus hide these values from prying eyes. This second 35 
aspect is henceforth referred to as blinding. In accordance 
with at least one embodiment of the present invention, the 
rolling code is exclusive OR'd (XOR'd) with the format data 
to obfuscate the format data sent in the message. This obfus-
cation requires significantly less processing power and pro- 40 
cessing time than traditional encryption techniques such as 
DES or AES 

devices share one or more different PRNGs. The PRNG used 
to secure the communication between them is used every time 
they communicate and may therefore be called the primary 
communication or "fast" PRNG. Another PRNG may only be 
used when the devices need to resynchronize the fast PRNG. 
This second PRNG may be called the secondary synchroni-
zation or "slow" PRNG. By implementing a fast and slow 
PRNG, the two devices that are connected to one another, for 
example through Wiegand wires, may be adapted to auto-
matically synchronize and re-synchronize with each other 
dynamically and without user intervention. 

Table 2 lists the features and benefits of the stamping aspect 
of embodiments of the present invention: 

TABLE2 

Features and Benefits ofWiegand Stamping 

FEATURE 

Each message includes a time-
based unique identifier by 
virtue oftbe fact tbat rolling 
codes are sequential 

Each reader or group of read-
ers can use a different 

BENEFIT 

Access events can be reliably associated 
with time for accounting and forensic 
purposes witbout a secure logging facility. 
The system is protected against replay of 
previous messages 

In accordance with at least some embodiments of the 
present invention, by using the rolling codes both for authen-
tication (stamping) and privacy (blinding), a marked 
improvement may be obtained in a number of security aspects 
of the overall system with the addition of very little added 
system complexity or administration cost. 

45 
sequence of unique identifiers 

The unique identifier serves to authen-
ticate the reader or reader group that 
sent the message 

Table 3 lists the features and benefits of the blinding aspect 
of embodiments of the present invention: 

TABLE3 

Features and Benefits ofWiegand Blinding 

FEATURE BENEFIT 

In accordance with at least one embodiment of the present 
invention, a security method and system are provided where 50 
the rolling code used to authenticate the reader is also used to 
shroud, obscure and otherwise obfuscate data sent from the 
reader to the upstream device. This inventive method offers a 
number of improvements over using keyed encryption tech-
niques to protect the data. First, dual-purposing the rolling 
code avoids the cost of implementing an independent key 
infrastructure to secure the data. This helps reduce the overall 
cost of the system while increasing the security associated 
therewith. 

55 Personal identification data 
(PID) in tbe message is 
obfuscated 

The privacy oftbe system is improved 
since no PID is revealed 

Second, as the rolling code changes with every transmis- 60 
sion, discovering the rolling code for a particular transmis-
sion will not enable the discovery of any other transmissions, 
either before or after the broken transmission, since the codes 
will be different for each transmission. 

Thirdly, data blinding and obfuscation techniques require 65 
fewer computer instructions to implement and execute faster 
than keyed encryption techniques. While data blinding and 

The blinding can carry 
additional information 

More information can be carried from the 
reader to the upstream device without 
altering the current message size or the 
current message format. Authentication 
information is added via use of the rolling 
code (e.g., which is XOR'd with tbe card 
data). 

Table 4 lists how embodiments of the present invention 
addresses a number of attacks on physical access control 
systems using the Wiegand protocol. 
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TABLE4 

Resistance to common threats 

THREAT 

Rogue Reader: 
A rogue or non-certified reader could be 
substituted for tbe original reader. 

Man-in-the-Middle (MIM) Attack: 
The broadcast of an exact copy of a 
message between a reader and an upstream 
device that was previously captured. 
1. A person presents their card 
and an unautborized MIM 
device inserted between the 
reader and the upstream 
device captures this message 
and subsequently passes it 
along unmodified. 
2. Iftbe host asserts tbe 
LEDCTL signal indicating 
tbat tbe cardholder will be 
granted access, then the 
MIM device keeps a copy of 
the message otherwise it is 
discarded. 
3. Whenever illicit entry is 
desired, tbe MIM device 
simply replays tbe saved 
message. 
MIM Store and Forward Attack: 
The broadcast of an exact copy of a 
Wiegand message between a reader and an 
upstream device that was previously 
captured. This type of attack is more 
sophisticated tban tbe previous MIM attack 
scenario because it uses social engineering 
in an attempt to defeat tbe rolling code 
protection. 
1. A person presents their card 
and an unautborized MIM 
device inserted between the 
reader and the upstream 
device captures this message 
and blocks its transmission 
to the upstream device 
2. The user presents their card 
again since the door was not 
unlocked tbe first time it 
was presented. 
3. The MIM device releases 
tbe first Wiegand message 
which results in the door 
being unlocked yet tbe MIM 
device still retains the 
second message which is in 
proper rolling code 
sequence to unlock the door 
at a later time for a 
perpetrator. 
4. Whenever illicit entry is 
desired, tbe MIM device 
simply replays tbe saved 
message. 
MIM Data Substitution Attack: 
Anotber form oftbe man-in-tbe-middle 
attack in which the Wiegand message is 
altered as it transmitted from the reader to 
the upstream device; alteration could be, 
for example, altering the card number data. 
MIM Spoof Attack: 
A specialized form oftbe man-in-tbe-
middle attack in which tbe Wiegand 
messages from one reader are copied and 
replayed at anotber reader. 

PROTECTION 

Embodiments of the present invention are 
operable to detect rogue readers due to tbe 
authentication mechanisms provided by the 
rolling code. 
Embodiments of the present invention 
prevent MIM attacks due to the 
authentication mechanism provided by the 
rolling code; a replay attack would contain 
an earlier sequenced rolling code. 

The MIM Store and Forward attack is 
prevented by tbe periodic assertion of tbe 
LEDCTL signal which requests tbe next 
rolling code from the reader causing the 
retained message to be out of sequence 
when it is used. 

Embodiments of the present invention 
mitigate this risk due to its obfuscation of 
tbe card number by blinding, making it 
extremely difficult to alter data witbout 
destroying tbe integrity oftbe rolling code. 

Embodiments of the present invention are 
essentially immune to tbis type of attacks 
because the rolling code will not be in sync 
with another reader. 

8 
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TABLE 4-continued 

Resistance to common threats 

THREAT 

Passive eavesdropping/Privacy leakage: 
Attack in which the Wiegand messages 
between a reader and an upstream device 
can be surreptitiously observed by a third-
party. 

Tracking: 
The capture of a Wiegand message 
between a reader and an upstream device 
and optionally extracting the card number, 
its association with a person, and the 
subsequent correlation of the person's 
whereabouts using Wiegand messages 
obtained from other readers. 
Targeting: 
The ability to perform an action based on 
identifying an individual from the card 
nwnber obtained from the passive 
eavesdropping of the Wiegand messages 
sent from the card reader to the upstream 
device. 
Denial of Service (DOS): 
An attack in which the reader is made 
unavailable. As it relates to the Wiegand 
protocol, DOS may be accomplished by 
cutting power to the reader, cutting or 
shorting the DATA0 and DATA! signals, 
or connecting a rogue device that 
continuously sends Wiegand data to jam 
the channel possibly causing the host to 
become inoperable because it may be 
continuously responding to bogus Wiegand 
data. 

Buffer Overflow Attack: 
Attack in which an unexpectedly long 
Wiegand message causes data to be stored 
beyond the boundaries of a fixed-length 
buffer resulting in unexpected and 
undesirable behavior by the upstream 
device. 

PROTECTION 

If the Wiegand wires are cut during 
attachment of any in-line device, this may 
be detected depending upon the frequency 
of the periodic assertion of the LEDCTL 
signal. However, if a device is merely 
"attached" to the Wiegand data lines to 
passively monitor the data, attachment of 
the device will not be detected but the data 
itself will remain private due to its 
obfuscation by blinding with the rolling code. 
Embodiments of the present invention 
mitigate this risk due to its obfuscation of 
the card number by blinding since the 
message is essentially different even if the 
same person presents the same card at the 
same reader. 

Embodiments of the present invention 
mitigate this risk due to its obfuscation of 
the card number by blinding since the 
message is essentially different even if the 
same person presents the same card at the 
same reader. 

Unlike the current Wiegand Protocol, the 
host is able to detect when the reader 
becomes non-responsive due to a denial of 
service attack in which the reader power is 
interrupted or the integrity of the data lines 
are compromised because the reader will 
no longer respond to the periodic assertion 
of the LEDCTL signal. 
Jamming can be detected and reported by 
judicious firmware in the upstream device 
or by converting back to a legacy Wiegand 
operational mode. In accordance with at 
least some embodiments of the present 
invention, all of the features of the secure 
Wiegand can be implemented in an 
intermediate device located between the 
reader and control panel. Thus, the 
intermediate device can filter against DOS 
attacks directed toward the host, control 
panel, or similar upstream devices. 
Working with panel manufacturers can 
help ensure that firmware is not susceptible 
to this type of attack and tests for 
susceptibility to buffer overrun attacks 
could be included in any validation tools 
provided to test for compliance with the 
embodiments of the inventions contained 
herein. Also, updated firmware designed 
to detect and react to these kinds of attacks 
may be included in an intermediate device 
between the legacy reader and upstream 
device. Thus, the intermediate device can 
filter against buffer overrun attacks 
directed toward the host, control panel, or 
similar upstream devices. 

10 
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In accordance with at least one embodiment of the present 
invention, systems and methods are provided that allow exist-
ing physical access control systems using Wiegand wires for 
communication between readers and upstream system com-
ponents such as control panels to be modified to also support 
data communication from the upstream components back to 
the readers This may be affected by making modifications 
solely to the software and firmware contained in the readers 
and upstream devices and thus without making any changes 
to existing hardware. As an immediate consequence of the 
application of these inventive means, methods and systems, 
two-way, communication may be realized between card read-
ers and upstream devices. 

More specifically, in the current art, Wiegand wires are 
used to carry format and reader status data read from an 
access control credential such as a Prox or iCLASS® card by 
a card reader to an upstream component of an access control 
system which is often an access control panel. The upstream 
device analyzes this data and may perform operations based 
on this analysis such as unlocking a door located near the 
reader that sent the data. As described in the SIA standard and 
as implemented by the physical access control industry, Wie-
gand wires provide only a one-way channel for the commu-
nication of digital data, namely from the card reader to the 
upstream device. 

A number of advanced features of physical access control 
systems can be realized if communication in the other direc-
tion, namely from the upstream device to the card reader, can 
be achieved. The realization of these advanced features would 
be particularly attractive if the communication from the 
upstream device to the card reader could be achieved in the 
following manner: 

1. without modifying or changing in any way the hardware 
of existing components of the system including readers 
and upstream devices; 

2. using the physical and electrical properties of any exist-
ing Wiegand wires and still operating within the electri-
cal characteristics of the industry standard Wiegand pro-
tocol; 

3. continuing compliance with the SIA standard; and 
4. maintaining complete backward compatibility with all 

existing system functionality. 
At least some embodiments of the present invention help to 

achieve these desirable advantages. Elements of this particu-
lar aspect include electrical and logical digital encoding tech-
niques that enable the transmission of digital data to card 
readers in access control systems from upstream devices such 
as control panels. This is accomplished by utilizing one or 
more of the Wiegand wires currently defined to carry only a 
high-low indicator signal with pre-defined semantics to carry 
packets of digital data. 

The existing methods of communication on Wiegand wires 

12 
the security properties of the communication from the reader 
to the upstream device. And finally, without true bi-direc-
tional data communication, there is no way that a reader can 
receive new configuration data, keys, or firmware without 

5 human intervention such as, for example, presenting a special 
configuration card to the reader or removing the reader from 
the wall to connect to a serial communication port reserved 
for this purpose. 

In the current art, as defined by the SIA standard, a reader 
10 need only sense a high-low level signal on the LEDCTL wire 

and the response of the reader to changes in this signal is 
defined by the SIA standard. According to the SIA standard, 
for readers with a single color LED, when a high signal is 
sensed on the LEDCTL, the reader's LED is turned off. For 

15 readers with bi-color (or tri-color) LEDs, when a high signal 
is sensed on the LEDCTL, the reader's LED is illuminated in 
red or some other color, for example. Similarly, according to 
this standard, when a low level is present on the LEDCTL 
signal, the LED in a reader with a bi-color LED will be 

20 illuminated in green and is illuminated in red for readers with 
a single red color LED. Although it is not defined in the 
standard, some manufacturers will treat oscillation of the 
LEDCTL signal as an indication to illuminate the reader's 
LED in a third color (usually yellow in readers with a tri-color 

25 LED or perceived as yellow in readers with a bi-color LED by 
quickly alternating the flashing of the red and green LEDs). In 
accordance with at least some embodiments of the present 
invention, additional meaning is given to both the levels and 
transitions of the LEDCTL signal. By programming these 

30 additional meanings into the software of the reader, packets of 
digital data can be sent from the upstream components 
including control panels back to the reader. 

Additionally, the frequency with which these control sig-
nals are transmitted from the upstream device to the reader 

35 can be altered in such a way as to communicate data from the 
upstream device to the reader. More specifically, PSK, and 
FSK may be utilized for transmitting data or other types of 
signals and data from the upstream device to the reader. A 
transition in signal frequency, duty cycle, or phase, for 

40 example, may provide a certain meaning to the signal that can 
be interpreted by the reader. Alternatively, predetermined 
frequencies or amplitudes may correspond to different sig-
nals and based on the frequency, for instance, of the signal 
transmitted from the upstream device to the reader the reader 

45 may react differently. 
If hardware modifications of the host are permitted, then 

amplitude and voltage levels could also be utilized on the 
Wiegand control signals by the upstream devices to commu-
nicate back to the reader while still using existing wiring. If 

50 the voltage levels stayed within the standards, then this 
method of communications would still be within the defined 
standards and, if compliance with the strict letter of the stan-
dards is not desired or required, then amplitudes and voltage 
levels outside of the standards may be utilized. Additionally, 
a reader and an upstream device can even operate according to 
the SIA standard when legacy backwards compatibility is 
desired but operate outside the defined electrical characteris-
tics of the standard when these improvements are desired. 

as described by the SIA standard only provide for the trans-
mission of a single high-low indicator to be sent from an 
upstream device to the reader, in particular on the LEDCTL 55 
wire. The meaning of this high-low signal as described by the 
SIA standard is the on/off control of a cardholder feedback 
indicator such as an LED and does not include the encoding of 
digital data. The data transmission of packets of data from an upstream 

60 device back to a reader via the Wiegand LEDCTL line or any 
of the other Wiegand control signal is described in the fol-
lowing in three aspects. 

Consequently, there are a number of advanced features of 
physical access control systems that are not implemented in 
systems using Wiegand wires because of the lack of a digital 
communication path from the upstream device to the card 
readerotherthan the high-low LEDCTL signal. For example, 
it is impossible for the upstream device to send the reader 65 
messages to reconfigure the reader's operating characteris-
tics. Nor is it possible for the upstream device to reconfigure 

1. mode change protocol 
2. data encoding 
3. packet structure 
For each aspect, there are one or more mechanisms by 

which the aspect can be realized in practice. 
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FIG. 3 is a block diagram depicting a communication sys-
tem in accordance with embodiments of the present inven-
tion; 

FIG. 4 is a block diagram depicting a half-duplex configu-
5 ration of a reader and host in accordance with at least some 

In the SIA standard, there is no defined method for 
upstream devices to communicate digital data to a reader, in 
order to, for example, change the operating characteristics of 
said reader. Currently it is required that a person visit the card 
reader and perform various maintenance procedures ( e.g., 
update software/firmware in the reader, change operating 
characteristics, change keys, etc.) in the presence of and with 
physical access to the card reader. In the present state of the 
art, these maintenance procedures may include entering 
updated data into the reader using the radio frequency (RF) 10 

communication capabilities of the reader together via a spe-
cial credential, NFC-based device, or via a communications 
port using infrared communications. Additional less-conve-
nient methods may be employed such as wired communica- 15 
tions which may require removal of the reader from the wall 

embodiments of the present invention; 
FIG. 5 is a block diagram depicting a full-duplex configu-

ration of a reader and host in accordance with at least some 
embodiments of the present invention; and 

FIG. 6 is a block diagram depicting one or more data 
structures used in accordance with at least some embodi-
ments of the present invention. 

DETAILED DESCRIPTION 

The present invention is generally directed toward a com-
munication method, device, and system. Embodiments of the 
present invention address deficiencies of the prior art and may 
be utilized within the context of physical access control or 

to connect the configuring device to the reader. These main-
tenance procedures may also require opening the reader 
enclosure or removing power from the reader and then restor-
ing power to the reader. 20 security systems, as well as be equally efficiently utilized in a 

broad range of other applications that use a unidirectional 
communications protocol. 

As it is costly to send a technician to visit every reader in a 
system, this method of updating readers is avoided if at all 
possible. One of the primary advantages of this invention is 
that these operations can be performed-and performed 
securely----over the Wiegand wires thus avoiding a trip to the 25 
reader. Because the cost of performing a maintenance proce-
dure at the card reader goes from very expensive to virtually 
nothing, the possibility of more frequent changes to the reader 
configuration and operating parameters becomes possible 
through the two-way packet mode communication provided 30 
by embodiments of the present invention. Moreover, remote 
updating ofreaders can be performed from anywhere in the 
world if there is Internet connectivity at the upstream device 
associated with the reader. 

Another advantage offered by embodiments of the present 35 
invention is that the transmission of sensitive cardholder 
authentication information from the reader to the upstream 
devices, such as the 26-bit Wiegand format data discussed in 
the SIA standard, can be secured using proprietary as well as 
conventional and standardized security protocols that require 40 
two-way communications between the sender and the 
receiver. Bi-directional communications enables the ability to 
utilize mutual authentication, a well established mechanism 
commonly used to authenticate communication devices. 

The present invention is generally directed toward a 45 
method, apparatus, and system that provide the additional 
security features described above to unidirectional security 
protocols. Although well suited for use in a physical access 
control system utilizing the Wiegand protocol, embodiments 
of the present invention may be suitable for use in any system 50 
utilizing a unidirectional protocol. 

These and other advantages will be apparent from the 
disclosure of the invention( s) contained herein. The above-
described embodiments and configurations are neither com-
plete nor exhaustive. As will be appreciated, other embodi- 55 
ments of the invention are possible using, alone or in 
combination, one or more of the features set forth above or 
described in detail below. 

One compelling aspect of the present invention is that it 
yields so many benefits without dramatically altering the 
Wiegand protocol. Not only are existing deployed hardware 
and wiring unchanged but the size and therefore the transmis-
sion properties of the message are not significantly changed. 

Obscuring Wiegand Data 

There are in the art many rolling code generators. Rolling 
code generators are also known as pseudo-random number 
generators (PRNG). A rolling code generator is a function, 
algorithm or procedure that creates the next elements in a 
sequence of numbers given one or more of the previous ele-
ments together with some ancillary information such as the 
indices in the sequence of the elements being used. 

For example, the rolling code algorithm 

where 

g(x)~xEB2x+ 1 

shows how to generate the next element, x,+u in a sequence 
given the current element, x,. (EB is the logical XOR or exclu-
sive OR operation.) Such a procedure is given an initial value, 
x0 , to initiate the generation. 

For use in a preferred embodiment in the context of this 
disclosure, the rolling code generator should be what is 
known in the art as cryptographically strong. There are in the 
art alternative definitions of cryptographically strong but to a 
first approximation it means that: 1) many elements are gen-
erated before the sequence starts to repeat, 2) each possible 
number that the generator can generate appears as often as 
other numbers that the generator can generate, and 3) the 
minimum number of distinct values in contiguous subse-
quences is large. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a waveform diagram for transmitting binary data 
over Wiegand wires in accordance with embodiments of the 
present invention; 

All of these criteria and others describing cryptographi-
60 cally strong rolling code generators can be given strict math-

ematical definitions and rolling code generators satisfying 
these definitions can be constructed. 

FIG. 2 is a waveform diagram for timing characteristics of 
Wiegand data transmitted in accordance with embodiments 
of the present invention and as described in the SIA Standard; 

Which particular cryptographically strong rolling code 
generator is used in a particular embodiment of the invention 

65 depends on the security context in which the embodiment is to 
be used and on the resources available for the embodiment's 
implementation. 
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In accordance with at least some embodiments of the 
present invention, the rolling code generator may provide a 
sequence of numbers. In one embodiment of the data obfus-
cation, each number may be represented in binary notation; 
i.e., to the base 2, with a fixed number of digits (i.e., length). 
If, for example, the fixed number of binary digits were 6, then 
the number 3 would be represented by 000011. Thus, the 
obfuscated message produced by the rolling code generator is 
the same length as the original message and it yields a fixed-
length sequence of O's and 1 's. 

The message from the reader to the upstream device may 
also be a fixed-length sequence of O's and 1 's, called a format. 
Said format comprises a number of data fields including the 
unique identification of the card presented to the reader, the 
location of the reader, a unique identification of the reader, 
etc. 

The contribution of the data obfuscation portion to 
embodiments of the present invention is to combine the O's 
and 1 's produced by the rolling code generator with the O's 
and 1 's of the format to be sent from the reader to the upstream 
device in such a way that the upstream device, with knowl-
edge of the rolling code, can recover the original, un-com-
bined format data but an attacker only in possession of the 
combination of rolling code and format data cannot recover 
the original, uncombined format data. 

There are in the art many ways of performing this combi-
nation. Many of these means are known in the art as stream 
ciphers. In one embodiment, the rolling code generator is 
configured to generate a string of O's and 1 's that was exactly 
as long as the format data and the two binary strings are 
combined using the logical exclusive OR operation (XOR). 

As with rolling code generators, combination mechanisms 
can be used in a particular embodiment of the invention. The 
combination used may depend on the security context in 
which the embodiment is to be used and on the resources 
available for the embodiment's implementation. 

Two-Way Packet-Mode Communication 

Possible System Configurations 
In accordance with at least some embodiments of the 

present invention, two-way communications between a 
reader and an upstream device may be facilitated utilizing 
existing Wiegand wires that currently connect the reader with 
the upstream device and have been previously used to facili-
tate unidirectional communications from the reader to the 
upstream device. One aspect of current Wiegand wires that 
can be exploited to facilitate two-way communications is the 
fact that Wiegand wires use open collector signals. This 
means that a reader or upstream device can either transmit 
messages on the Wiegand wire or receive messages being 
transmitted on the Wiegand wire even though the SIA stan-
dard only describes data transmission from the reader to the 
upstream device. As can be seen in FIGS. 4 and 5, two types 
of system configurations can be utilized to facilitate bidirec-
tional data communications using Wiegand wires, namely a 
half-duplex configuration (FIG. 4) and a full-duplex configu-
ration (FIG. 5). 

In the full-duplex system configuration, 4 wires may be 
used to connect the reader to the upstream device. Two of the 
wires may be utilized to carry data communications from the 
reader to the host as per the Wiegand standard. These wires 
correspond to the DATA0 and/or DATAl lines, which carry 
DATA0 and/or DATAl signals, respectively. In the simplest 
method, two of the Wiegand signaling wires can be utilized to 
carry data communications from the host to the reader in the 
same method that is defined in the Wiegand standard. These 

16 
wires may correspond to the LEDCTL signal lines, a buzzer 
signal line, a hold/inhibit signal, or the like. In another 
embodiment, these wires may be used to conduct bi-direc-
tional communications using level-based communications or 

5 modulation-based communications (e.g., asynchronous 
serial data, FSK, PSK, ASK, etc.). In the full-duplex configu-
ration, both the reader and host may be enabled to simulta-
neously send messages to the other device without incurring 
message collision problems 

10 In a half-duplex configuration, however, unless the reader 
and the upstream device use a mechanism preventing them 
from trying to communicate with each other at the same time, 
message collisions resulting in data alteration may occur 
since the communication lines (e.g., DATA0 and DATAl) 

15 between the reader and host are shared and used to support 
bi-directional message traffic. By nature, Wiegand commu-
nications are relatively low volume traffic and collisions will 
be rare. However, since there is still a statistical probability 
that message collisions can occur, embodiments of the 

20 present invention provide a number of different ways to 
enable half-duplex communications while also accounting 
for possible message collisions. 

In accordance with at least one embodiment of the present 
invention, both the reader and upstream device may be 

25 enabled to send messages to the other device at any time. 
When a collision is detected ( e.g., because a corrupted or 
unrecognizable message has been received) then a predefined 
protocol may be followed whereby, for example, the reader 
re-transmits its message within 5 seconds of detecting the 

30 collision and then the host transmits its message between 5 
and 10 seconds after detecting the collision. In an alternative 
re-transmission scenario, both the reader and upstream device 
wait a random amount of time and retry their transmission. 
Collisions may be detected by any type ofknown error check-

35 ing and correcting algorithm. If the messages contain error 
correction data and the message can be reliably constructed 
without resorting to a retransmission, then the other sender 
will be able to retransmit, if necessary, without the possibility 
of a resultant second collision. 

40 In a preferred embodiment, the reader and upstream device 
operate in predefined sending and listening modes and only 
change their sending/listening mode upon the occurrence of a 
predefined event. As one example, the reader may be in a 
default send mode and the upstream device may be in a 

45 default listen mode. Each device may maintain its respective 
default mode until a predetermined event occurs ( e.g., a card 
is presented to the reader, read by the reader, and/or card data 
is sent to the upstream device). When the event does occur, the 
devices may switch to the alternative mode such that the 

50 reader goes into a listen mode and the upstream device goes 
into a sending mode for a predetermined amount of time after 
the occurrence of the event. During this window of time, the 
upstream device may be free to send any necessary messages 
to the reader since the reader is in listen mode and is otherwise 

55 prohibited from sending messages. By having synchronized, 
alternating, and mutually exclusive operating modes, colli-
sions on the Wiegand wires are avoided. 

Another type of predetermined event that may initiate a 
change in listening/ sending modes of the upstream device and 

60 reader may be the transmission of a heart beat message from 
the reader to the upstream device via the LEDCTL signal or 
other method. As discussed herein, the heart beat message 
transmitted from the reader to the upstream device is essen-
tially an empty Wiegand message (because it does not actu-

65 ally contain card data) that is utilized to allow the reader to 
check-in with the upstream device. Of course, in accordance 
with at least some embodiments of the present invention, the 
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be constant long enough to be supraliminally acquired by a 
human observer. Supraliminal visual acquisition time in 
humans is determined by many factors such as the nature of 
the symbol and the age of the human but the psychophysical 

5 literature generally agrees that presentation times below 10 
ms may be subliminal or not perceived at all. 

heart beat message may contain a rolling code to verify the 
identity of the reader to the upstream device. The heart beat 
messages are essentially used by the reader to prove to the 
upstream device that it is still alive and functioning as well as 
insuring that the communications wires are intact and that the 
reader has operating power. Each time a heart beat message is 
transmitted from the reader to the upstream device, the 
devices may alternate sending and listening roles for a pre-
determined amount of time after the occurrence of the event. 
However, if the periodicity with which heart beat messages 
are transmitted is relatively fast such that the upstream device 
wouldn't be able to send a message to the reader between 
heart beat messages, then the operating modes of the devices 
may only be switched after every other, every third, every 
fourth, etc. heart beat message. The parameters used to define 15 
when the devices switch listening and sending roles may vary 
depending upon other system characteristics and should not 

As the visual presentation controlled by LEDCTL is not 
intended to be subliminal, if the state of the LEDCTL is 
constant for less than 10 ms a reader implementing the means 

10 and methods of the current disclosure on the LEDCTL Wie-

be limited to the examples discussed herein. 
Although the half-duplex configuration depicted above 

shows the connection of the LED control signals to the DATA 20 
lines as being external to the host and reader, one skilled in the 
art will appreciate that these connections may also be made 
internally within the host and/or reader. More specifically, 
internal connections between the LED modules in the host 
and/or reader may be made to the DATA0 and/or DATAl 25 
modules in the host and/or reader. 
Mode Change Protocol 

In the teachings of the current disclosure, communications 
between the reader and upstream systems is modal. Embodi-
ments of the present invention contemplate at least two modes 30 
of communication. One mode is the communication of the 
current art according to the SIA standard. The other mode is 
the advanced two-way packet-mode of communication 
described herein. In another embodiment, one mode is the 
standard Wiegand communication mode and the other mode 35 
is the secure Wiegand mode. 

Modal communication necessitates a method of changing 
from one mode to the other and then optionally back to the 
original mode. In the teachings of the current disclosure, 
either the card reader or the upstream device can initiate mode 40 
change from Wiegand-format mode to packet-mode or from 
legacy Wiegand mode to secure Wiegand mode (i.e., the 
secure use of rolling codes in accordance with the Wiegand 
mode). 

gand wire can safely conclude that this is the beginning of the 
protocol to switch to the packet-mode of communication on 
LEDCTL and not a signal to change the state of the illumi-
nation of the LED. Additionally, data may be sent to the 
reader in a secure fashion (i.e., through obfuscation with a 
rolling code) within the 10 ms window. 

Conversely, if the reader does not implement the means and 
methods of the current disclosure on the LEDCTL Wiegand 
wire, presentation of a voltage level on the LEDCTL line of 
less than 10 ms by the upstream device will either be ignored 
by the reader or will cause the illumination of an LED to 
change beneath the threshold of conscious awareness of the 
cardholder and therefore will not alter the understanding of 
the cardholder in the state of the access control system. 

Thus, by the means and methods of the current disclosure, 
the addition ofreaders or upstream devices to existing physi-
cal access control systems is completely backward compat-
ible with existing system components. A reader implement-
ing the teachings of this disclosure will behave exactly as a 
reader of the current art when used with an upstream device of 
the current art with respect to the signals on the LEDCTL 
wire. The upstream device of the current art will send 
LEDCTL signals, levels, and/or communication data with 
stable times of greater than 10 ms and the reader implement-
ing the teachings of this disclosure will interpret these to be 
commands for changes in the illumination of an LED. Con-
versely, an upstream device implementing the teachings of 
the current disclosure sending a level change on the LEDCTL 
wire of less than 10 ms of duration indicating a request to 
transition to digital data transition mode will not receive a 
reply from a reader in the current art and therefore will hence-
forth treat the reader as a reader of the current art. 

In order to support the means and methods of the current 
disclosure, the software in a reader will not change the state of 

Upstream Device-Initiated Mode Change 
It is desirable for communications to occur using the inven-

tions described herein. Since a mix of readers that both sup-
port and do not support the inventions described herein may 

45 the LED immediately upon receipt of a change in the 
LEDCTL voltage level. Rather, upon detection of change in 
LEDCTL, the reader software/firmware will sample the 
LEDCTL line approximately 10 ms later. If the voltage is still 

be present, the upstream device can use the out-of-band com-
munications channel in which the timing characteristics are 50 
changed to detect which readers support the inventions 
described herein. Any such reader can be directed by the 
upstream device to switch to these improved methods using 
the following methods. Note that this is very desirable 
because it allows a manufacturer to sell a single reader that 55 
support both legacy communications and these new commu-
nications methods and the improved methods will automati-
cally be turned on by upstream devices that also support these 
improved communication methods. 

at the new level, then this is an indication from the upstream 
device to change the state of illumination of the LED. If the 
voltage has returned to the value before the detected change 
then this is an indication from the upstream device to switch 
to the digital transmission mode. In telecommunications art, 
the 10 ms signal is called a START signal. 

A reader implementing the teachings of the current disclo-
sure having detected a voltage level duration on the LEDCTL 
wire ofless than 10 ms sends an acknowledgement message, 
which may be obfuscated with a rolling code, on the DATA0 
and DATAl wires indicating that it has detected the request to 
change to packet-mode communication on the LEDCTL wire 
and has switched to this mode of reception on the LEDCTL 
Wife. 

As described in the SIA standard, the LEDCTL signal can 60 
be in one of two states, high or low. Each state of the LEDCTL 
signal is associated with the state of the illumination of an 
LED on the card reader. This illumination is intended to 
provide information about the state of the physical access 
control system to a human being presenting a card to the 
reader. Thus the state of the LEDCTL signal as currently 
defined in the standard and used for purpose in the field must 

The change back to the interpretation of signals on the 
LEDCTL described in the SIA standard by either the reader or 

65 the upstream device is accomplished either by sending a 
message in packet-mode to terminate packet-mode commu-
nication. Furthermore, once the reader is in a secure Wiegand 
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mode (i.e., a packet transmission mode or any other secure 
Wiegand mode discussed herein), the reader and/or upstream 
device will set a flag that indicates the change to the secure 
Wiegand mode has been executed. In accordance with at least 
some embodiments of the present invention, when the reader 5 
powers up, the reader stays in this mode so that a power cycle, 
for example, cannot be used to attack the reader and send it 
back to an unsecured mode of operation. While there may be 
some secure way of causing a reader to go back to its initial 
mode of operation (i.e., resetting the flag), it should not be due 10 
to a power down of the reader, which could be easily exploited 
by an attacker to compromise the system. 

Reader-Initiated Mode Change 

20 
frame is called packet framing and results in a packet of data. 
Both the upstream device and the card reader have to agree on 
the semantics of the bytes in the frame for a packet to be 
formed and for packet-mode communication to take place. 

In one embodiment of the current disclosure, there is a 
single, fixed agreement within the access control system as to 
the structure of a packet of data on the LEDCTL wire. In an 
alternative embodiment, the only fixed aspect of the structure 
of the packet is an indication of what type of packet is to be 
found in the frame. This could, for example, be the first byte 
in the frame wherein the value of this byte indicates the type 
of packet encoded in the following bytes. 

In the case that a fixed frame length is used, the packet The DATA0/DATAl channel from the reader to the 
upstream device carries digital data according to existing 
standards and usage so, unlike the panel-to-reader channel, it 
is not necessary to configure the channel for the transmission 
of digital data. There are circumstances however wherein 
which it is advantageous for the reader to signal a switch from 
the Wiegand format of described in the SIA standard to a more 
flexible packet format such as the datagrams of the Internet 
Protocol (IP). 

15 length may be different than the frame length, in particular the 
packet length may be less than the frame length. In this case 
the packet has to be found within the frame. One method of 
doing this is to reserve specific byte values to mark the begin-
ning and end of the packet. The SLIP protocol is a method of 

20 packet framing using special byte values. 
There are in the art other packet framing protocols that 

would be appropriate for use on two-way, packet-mode serial 
communication means for Wiegand wires described in the 
current disclosure such as the serial line internet protocol 
(SLIP) described in RFC 1055 and the point-to-point protocol 
(PPP) described in RFC 1661. 

This is accomplished by sending a special format message, 
for example a message consisting of all 1 's. Such a message 
may be referred to as a STOP signal. The upstream device 25 
would acknowledge the change to packet mode by sending 
the upstream device-initiated packet-mode START signal as 
above. In a preferred embodiment of the current disclosure, packet 

framing also includes error checking and error correction 
30 using means and methods of the current art such as cyclic 

redundancy codes (CRC) and Hamming encoding. 

In accordance with at least some embodiments of the 
present invention, the host may detect when a message has 
been received to determine that the line is secure. Once a 
message is received at the host, the host may initiate a mode 
change by sending a mode-change message to the reader. 
Data Encoding 

There are in the current art methods of encoding sequences 35 
of O's and 1 's or digital data bits on a single wire such as 
LEDCTL. There are also in the current art methods of form-
ing these streams into finite-length blocks of 8-bit elements 
called bytes. 

Serial Line Internet Protocol (SLIP) 
The following code excerpted from RFC 1055 implements 

a small and efficient packet framing protocol called SLIP. Due 
to the short frames envisioned in the application of the current 
disclosure, no flow control is needed or defined. SLIP can be 
used effectively with Van Jacobsen TCP header compression 
when the IP datagrams are carrying TCP packets (See IP over 

The blocks of digital data received on the LEDCTL wire 
are called frames. In the interest of simplicity and ease of 
implementation, a preferred embodiment would employ 
frames consisting of constant and fixed number of bytes in 
every block of data; i.e. a fixed frame length. 

40 Wiegand below). 

/* SLIP special character codes 
*! 

In the case that software/firmware in the upstream device is 
used to interpret the encoding of the digital data on the 
LEDCTL wire ( a software UART), it is advantageous that the 
frames be short because the reader will have to devote all ofits 
resources to this task for example by turning off interrupts and 
thus will not be in a mode to receive signals on its other inputs, 
for example on the input that reads cards presented to it. 

45 #define END 0300 /* indicates end of packet*/ 
#define ESC 0333 /* indicates byte stuffing*/ 
#define ESC_END 0334 /* ESC ESC_END means END data byte*/ 
#define ESC ESC 0335 /* ESC ESC_ESC means ESC data byte*/ 
/* SEND_PACKET: sends a packet oflength "len", starting at 
* location "p". 

50 */ 

For the purposes envisioned for packet-mode communica-
tion using the LEDCTL line, message lengths on the order of 
8 to 16 bytes are deemed sufficient. If error detection and 
correction (packet framing below) posed a 100% overhead, 55 
then a frame length of32 bytes would be required. Assuming 
a transmission rate of 200k bits/second, such a frame would 
take the reader off-line for approximately½ of a millisecond. 
With a hardware UART, there is essentially no off-line time. 

In alternative embodiments of the current disclosure, 60 
frames are of variable length and the data encoding method-
ology includes the determination of the number of bytes in the 
frame, message length, symbols, etc. 
Packet Framing 

A frame is an undifferentiated finite sequence of bytes. In 65 
order to turn the frame into a message, the values of the bytes 
need to be given meaning. Imputing meaning to the bytes in a 

void send_packet(p, len) 
char *p; 
intlen; { 

/* send an initial END character to flush out any data that may 
* have accumulated in the receiver due to line noise 
*! 

send_char(END); 
/* for each byte in the packet, send the appropriate character 
* sequence 
*! 

while(len--) { 
switch(*p) { 
/* if it's the same code as an END character, we send a 
* special two character code so as not to make the 
* receiver think we sent an END 
*! 

case END: 
send_char(ESC); 
send_char(ESC_END); 
break; 
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-continued 

/* if it's the same code as an ESC character, 
* we send a special two character code so as not 
* to make the receiver think we sent an ESC 
*! 

case ESC: 
send_char(ESC); 
send_char(ESC_ESC); 
break; 

/* otherwise, we just send the character 
*! 

default: 
send_char(*p ); 
} 

p++; 
} 

/* tell the receiver that we 're done sending the packet 
*! 

send_char(END); 
} 

US 8,358,783 B2 

default: 

IP Over Wiegand 

22 
-continued 

if(received < len) 
p[received++] - c; 

10 In order to support Internet transport and network proto-
cols such as TCP and UDP and application Internet protocols 
such as HTTP and SNMP, embodiments of the present inven-
tion may utilize an IP packet called IP-over-Wiegand. 

Arbitrary protocols including proprietary protocols and 
15 industry-specific protocols can be carried in IP packets. 

/* RECV _PACKET: receives a packet into the buffer located at "p". 

Those familiar with the art of digital data communication will 
understand that the means and methods of the current disclo-
sure include the transmission of packets that are not Internet * If more than len bytes are received, the packet will 

be truncated. 
Returns the number of bytes stored in the buffer. 

<*! 
int recv_packet(p, len) 

char *p; 
intlen; { 
char c; 
int received= 0; 
/* sit in a loop reading bytes until we put together 
* a whole packet. 
* Make sure not to copy them into the packet if we 
* run out of room. 
*! 

while(!) { 
/* get a character to process 
*! 

c - recv_char( ); 
/* handle bytestuffing if necessary 
*! 

switch(c) { 
/* if it's an END character then we're done with 
* the packet 
*! 

case END: 
/* a minor optimization: if there is no 
* data in the packet, ignore it. This is 
* meant to avoid bothering IP with all 
* the empty packets generated by the 
* duplicate END characters which are in 
* turn sent to try to detect line noise. 
*! 

if(received) 
return received; 

else 
break; 

/* if it's the same code as an ESC character, wait 
* and get another character and then figure out 
* what to store in the packet based on that. 
*! 

case ESC: 
c - recv _char(); 
/* if"c" is not one of these two, then we 
* have a protocol violation. The best bet 
* seems to be to leave the byte alone and 
* just stuff it into the packet 
*! 

switch(c) { 
case ESC_END: 

c-END; 
break; 

case ESC_ESC: 
c- ESC; 
break; 
} 

/* here we fall into the default handler and let 
* it store the character for us 
*! 

20 packets but may designed explicitly for use in physical access 
control systems. 

The intent of the current disclosure is to cover all methods 
for the serial communication of digital data on the LEDCTL 
line in conformance to three constraints. 

25 The first constraint is that there be no changes to the exist-
ing hardware comprising either the physical access control 
reader or the upstream device communicating with the reader. 

The second constraint is that components implementing 
the means and methods of the disclosure are in full compli-

30 ance with the SIA standard. 
The third constraint is that card readers and upstream 

devices such as control upstream devices that implement the 
teachings of the current disclosure interoperate seamlessly 
with card readers and upstream devices complying with the 

35 SIA standard that do not implement the teachings of the 
current disclosure. 

By adding hardware to either the card reader or the 
upstream device or by inserting additional hardware compo-
nents such as gateways and translators into the physical 

40 access control system, there are alternative methods of 
achieving the communication of packet data from upstream 
devices to card readers using Wiegand wires. Indeed there are 
such devices in the art. 

The advantage provided by embodiments of the present 
45 invention is that two-way, packet-mode communication can 

be achieved on existing hardware and thus without adding 
hardware components to the physical access control system 
and without changing existing hardware or wiring in the 
physical access control system. 

50 The commonly accepted and widely held view of the 
physical access control industry is that the Wiegand protocol 
described in and constrained by the SIA standard can achieve 
the communication of digital data in only one direction, 
namely from the reader to the upstream device. By describing 

55 the communication of digital data in the other direction, from 
the upstream device to the reader, and by defining communi-
cation between the card reader and the upstream device while 
maintaining conformance to the SIA standard and on existing 
hardware, embodiments of the present invention connect the 

60 end nodes of physical access control systems to the Internet 
and thereby drastically decrease their maintenance and 
administration costs and greatly increase their security. Addi-
tionally, a party line may be provided to detect collisions if the 
readers and/or upstream device are operating in a packet 

65 mode. Thus, multiple readers can be connected to the 
upstream device via a single wire and the communication 
time on that wire may be shared among the readers. 
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Blind Synchronization 
24 

example if both cards are issued the same site code or if the 
same card is presented to the same reader at two different 
times. 

As can be seen in FIG. 6, when a site code or other data field 
5 is redundant between two cards, there may be an opportunity 

to reduce the amount of data transmitted from the reader to the 

In accordance with at least some embodiments of the 
present invention, two devices may be using a synchronized 
PRNG to, for example, secure the communication between 
them. Synchronization of the PRNG between the two devices 
can be lost if any number of disruptions occur at either the 
reader or upstream device or any intermediary device. By 
utilizing at least one embodiment of the present invention, the 
two devices can regain synchronization of the pseudo-ran- 10 

dom number sequence without opening the possibility of a 
replay attack on the pseudo-random number sequence. 

The PRNG used to secure the communication between 
them is used every time they communicate and therefore is 
called the "fast" PRNG. The other PRNG is only used when 
the devices need to resynchronize the fast PRN. This second 
PRNG is called the "slow" PRNG. 

In the current art, an element generated fast PRNG or some 
function of an element generated by the fast PRNG is used to 
resynchronize the PRNG. An attacker listening on the com-
munication line between the two devices can capture and 
replay the resynchronization sequence. Thus, and in accor-
dance with at least some embodiments of the present inven-
tion, when the fast PRNG needs to be resynchronized, the 
slow PRNG is stepped to the next value. This next element of 
the slow PRNG shared by the two devices may be used to 
restart the fast PRNG from some predetermined beginning 
point, for example the element of the slow PRNG itself or 
some function thereof. 

Data Transfer Reduction 

upstream device. More specifically, if the reader and 
upstream device can maintain a synchronized accounting of 
the cards that have been previously presented to the reader 
and had their entire data set transmitted to the upstream 
device, then the reader may be enabled to replace data from an 
entire field with an indicator which indicates that the omitted 
data from a particular field is redundant with a previously 
presented card. Upon recognizing the indicator, the upstream 

15 device can reference its cache to find the redundant data from 
a data field of a previously presented card. Thus, instead of 
sending a plurality of bits of data ( e.g., 8 bits for the site code), 
the reader is enabled to send an indicator, which will be 
comprised of data that cannot ordinarily appear in the mes-

20 sage. Alternatively, other methods of detecting that a field has 
been compressed can be employed such as the message 
receiver noting that the fixed length message is shorter or even 
including an additional field comprised of single bits indicat-
ing whether or not a field is present or has been reduced. This 

25 allows the reader to reduce the amount of data transmitted 
when a card currently presented to a reader comprises a field 
of data that matches a field of data from a previously read 
card. 

In another more aggressive scheme, reduction of data can 
30 be utilized within a field. For example, if the card number field 

is 16 bits but only cards 1 through 100 are actually in use, the 
card number field will always have many high-order zero bits 
that can be reduced. 

In accordance with at least some embodiments of the 
present invention, a method and system for reducing the 35 
amount of data transferred from a reader to an upstream 
device is provided. Although the following method will be 
described in relation to the transmission of Wiegand format 
data, one skilled in the art will appreciate that the inventive 
data transmission methods described herein can be applied to 40 
other types of data transmission and security protocols. 

In accordance with at least some embodiments of the 
present invention, the reader may be required by internal logic 
to at least send certain portions of the card data regardless of 
whether or not it is found in its cache. For example, if the 
reader reads the same card two times in a row, the reader may 
still be required to send at least the card number. Without such 
a requirement an attacker could send illicit indicators to the 
upstream device for all data fields that should be transmitted 

The specific formatting of card data may have certain 
redundancies from card to card. For example, many cards 
distributed at a common location or site may be assigned the 
same site code. While each card has a unique card code, the 45 
site code is common among a plurality of cards used at a 
particular site. However, according to the SIA standard, the 
upstream device typically analyzes both the site code and card 
code transmitted from a reader (which was obtained from a 
card presented thereto). Accordingly, it is typically required 50 
that a reader transmit both the site code and card code to the 

by the reader after the reader had previously sent valid card 
data. Upon receiving all of the indicators, the upstream device 
would simply refer to the previously read card data and allow 
the attacker access to the asset. Of course, the use of security 
techniques, some of which are described herein, in connec-
tion with the indicators would help to alleviate the risk of 
improperly allowing entry to an attacker that simply transmits 
indicators to the upstream device. 

As can be appreciated by one skilled in the art, this may 
work for many different types of data organizational schemes 
used, for example, in Wiegand data transmissions. For 
instance, embodiments of the present invention may be uti-
lized to reduce the amount of data transmitted in a 26-bit 

upstream device so that the identity of the card presented to 
the reader can be determined. 

In accordance with at least some embodiments of the 
present invention, the data redundancies between cards 
within a card population is identified and used to reduce the 
amount of data transmitted from the reader to the upstream 
device. An exemplary method of reducing data transmissions 
between the reader and upstream device will be described in 
accordance with data structures depicted in FIG. 6. 

According to the SIA standard for 26-Bit Wiegand, the first 
bit is an even parity for the following 12 bits. Bits 2-9 are the 
site code and bits 10-25 are the card number. The final bit (i.e., 
bit 26) is an odd parity over the previous 12 bits. Accordingly, 
the 26-bit Wiegand standard comprises at least two data fields 
(i.e., a site code and card number data field). Data from 
common data fields of different cards may be identical, for 

55 Wiegand data transmission scheme where three data fields 
(i.e., site code, card code, and parity bits) are typically trans-
mitted from the reader to the upstream device. Alternatively, 
embodiments of the present invention may also be utilized in 
data transmission schemes that utilize significantly more data 

60 fields, such as PIV and other evolving standards, where a 
relatively large amount of data is transmitted from a reader to 
an upstream device when a card has been read by the reader. 
Any logical separation of data may be used to determine 
whether fields have been previously submitted from the 

65 reader to the upstream device 
In accordance with at least some embodiments of the 

present invention, the reader may compare data fields of a 
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currently read card with data fields of a card that was read 
immediately before the currently read card. For example, the 
reader may comprise a cache for only one set of card data at 
a time. Thus, only a single comparison between the data fields 
of the currently read card and data fields of the previously read 5 
card needs to be performed. Alternatively, the reader may 
comprise a list of cards that have been previously read along 
with an order identifier (e.g., last read card, second-to-last 
read card, third-to-last read card, etc.). Data fields of a cur-
rently read card may be compared to data fields from all of the 10 
other cards that are maintained in the reader's cache. A com-
parison may be performed for each card in the cache until a 
match between fields has been identified. 

While utilization of multiple comparisons does increase 
the amount of processing required by the reader, it may fur- 15 
ther reduce the amount of data that is transmitted to the 

26 
streamlining the disclosure. This method of disclosure is not 
to be interpreted as reflecting an intention that the claimed 
invention requires more features than are expressly recited in 
each claim. Rather, as the following claims reflect, inventive 
aspects lie in less than all features of a single foregoing 
disclosed embodiment. Thus, the following claims are hereby 
incorporated into this Detailed Description, with each claim 
standing on its own as a separate preferred embodiment of the 
invention. 

Moreover though the description of the invention has 
included description of one or more embodiments and certain 
variations and modifications, other variations and modifica-
tions are within the scope of the invention, e.g., as may be 
within the skill and knowledge of those in the art, after under-
standing the present disclosure. It is intended to obtain rights 
which include alternative embodiments to the extent permit-
ted, including alternate, interchangeable and/or equivalent 
structures, functions, ranges or steps to those claimed, 
whether or not such alternate, interchangeable and/or equiva-

upstream device, thereby decreasing the overall traffic on the 
system. When the reader contains the records of multiple 
previously read cards and data from a currently read card is 
not being sent since it matched at least some data in one of the 
previously read cards, the reader may also need to include in 
its transmission of card data the identifier of the card from 
which the match was found. Accordingly, the upstream 
device should maintain a cache that is substantially consistent 
and synchronized with the cache of the reader. 

20 lent structures, functions, ranges or steps are disclosed herein, 
and without intending to publicly dedicate any patentable 
subject matter. 

25 
In the event that a data transmission error occurs ( e.g., 

because of a network failure, because of a power outage at the 
upstream device, etc.), and the reader attempts to transmit less 
than all of the data from a currently read card (because the 
reader determined that at least some of the data matched data 30 
from a previously read card), the upstream device may no 
longer be synchronized with the reader and the instant data 
transmission may be determined to be erroneous by the 
upstream device. If such a situation occurs, the upstream 
device may communicate to the reader using any of the meth- 35 
ods described herein that it did not recognize the partial 
transmission and/or could not find the matching field to 
replace the non-transmitted field. This communication may 
be in the form of an error message. Alternatively, the upstream 
device may transmit a re-send entire data message to the 40 
reader. Upon receiving such a message from the upstream 
device, the reader may re-transmit all of the data from the 
currently read card. As an alternative reaction, the reader may 
clear its cache upon receiving such a message, request a 
re-read of the card, and transmit the entire card data. Either 45 
reader reaction will allow both the reader and upstream 
device to re-synchronize with one another as well as allow the 
upstream device to fully analyze the card data. 

What is claimed is: 
1. A communication method, comprising: 
obfuscating data transmitted in a first message from a first 

communication device to a second communication 
device, wherein the first and second communication 
devices communicate using a unidirectional communi-
cation protocol and wherein the obfuscation of the data 
is effected with a predetermined code wherein the first 
communication device is upstream of the second com-
munication device, the method further comprising: 

determining that the message received at the first commu-
nication device was transmitted by the second commu-
nication device, wherein determining is performed by 
one or more of (i) analyzing an out-of-band communi-
cation received at the first communication device from 
the second communication device and (ii) analyzing a 
special code that identifies the second communication 
device is advanced communication device in an 
advanced communication mode; and 

based on determining that the message was transmitted by 
the second communication device, transition the first 
communication device from a first mode of operation to 
a second mode of operation, wherein the first mode 
comprises a Wiegand-format mode and the second mode 
comprises a packet-mode. 

2. The method of claim 1, wherein the predetermined code 
is agreed upon between the first and second communication 
devices prior to obfuscation of the data in the first message. 

3. The method of claim 1, wherein the predetermined code 
is one of a plurality of codes within a rolling code sequence, 
wherein the first and second communication devices each 

The present invention, in various embodiments, includes 
components, methods, processes, systems and/or apparatus 50 
substantially as depicted and described herein, including vari-
ous embodiments, subcombinations, and subsets thereof. 
Those of skill in the art will understand how to make and use 
the present invention after understanding the present disclo-
sure. The present invention, in various embodiments, 
includes providing devices and processes in the absence of 
items not depicted and/or described herein or in various 
embodiments hereof, including in the absence of such items 

55 have a copy of the rolling code sequence and wherein data 
communicated between the first and second communication 
devices subsequent to the first message is obfuscated with a 
code from the rolling code sequence that is different from the 

as may have been used in previous devices or processes, e.g., predetermined code. 
for improving performance, achieving ease andtor reducing 60 
cost of implementation. 

4. The method of claim 1, wherein the unidirectional com-
munication protocol comprises the Wiegand protocol. 

The foregoing discussion of the invention has been pre-
sented for purposes of illustration and description. The fore-
going is not intended to limit the invention to the form or 
forms disclosed herein. In the foregoing Detailed Description 
for example, various features of the invention are grouped 
together in one or more embodiments for the purpose of 

5. The method of claim 4, wherein the first message com-
prises a Wiegand message. 

6. The method of claim 5, wherein the Wiegand message is 
65 encapsulated in one of a TCP and UDP packet and is trans-

mitted over an IP network from the first communication 
device to the second communication device. 
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7. The method of claim 1, wherein obfuscation comprises 
computing an XOR of the predetermined code and the data. 

8. The method of claim 1, wherein the predetermined code 
is employed to identify an authenticity of the first communi-
cation device and a timestamp. 

9. The method of claim 1, wherein the message transmitted 
by the second communication device comprises an alteration 
of a control line signal between the first and second commu-
nication devices for a predetermined amount of time. 

28 
from the rolling code generator and obfuscate data with 
the first rolling code prior to transmitting the data to an 
upstream device, wherein the reader is further operable 
to receive a message from the upstream device, deter-
mine that the received message received was transmitted 
by the upstream device, and based on determining that 
the message was transmitted by the upstream device, 
transition from operating in a first mode of operation to 

10. The method of claim 9, wherein the predetermined 10 
amount of time is less than 10 ms. 

a second mode of operation, wherein the first mode 
comprises a Wiegand-format mode and the second mode 
comprises a packet-mode. 

11. The method of claim 1, wherein the message was 
transmitted over a Wiegand wire. 

12. The method of claim 11, wherein the message was 
transmitted over an LEDCTL line of the Wiegand wire. 

13. The method of claim 1, further comprising: 
detecting a message collision on a communication path 

between the first and second communication devices; 
and 

initiating a cooperative transmission of messages over the 
communication path such that the first communication 
device transmits a message to the second communica-
tion device over the communication path at a different 
time than the second communication device transmits a 
message to the first communication device over the com-
munication path. 

14. The method of claim 1, wherein out-of-band commu-
nications are transmitted from the second communication 
device to the first communication device at a timing different 
from message timing used in the unidirectional protocol. 

15. The method of claim 1, wherein control signals are used 
to accommodate bi-directional communications in one of a 
half-duplex configuration and a full-duplex configuration. 

16. The method of claim 1, wherein the obfuscation is 
accomplished by the use of a stream cipher. 

17. The method of claim 1, wherein the first message 
maintains the same size before and after being obfuscated. 

18. A reader, comprising: 
at least one of a microprocessor or firmware; 

19. The reader of claim 18, wherein the upstream device 
also has a copy of the rolling codes, wherein data communi-
cated to the upstream device after using the first rolling code 

15 is obfuscated with a code from the rolling code sequence that 
is different from the first rolling code. 

20. The reader of claim 18, wherein a unidirectional com-
munication protocol is used to facilitate communications 
between the reader and the upstream device, and wherein the 

20 unidirectional communication protocol comprises the Wie-
gand protocol. 

21. The reader of claim 18, wherein obfuscation comprises 
computing an XOR of the first rolling code and the data. 

22. The reader of claim 18, wherein the first rolling code is 
25 used to confirm an identity of the reader to the upstream 

device. 
23. The reader of claim 18, wherein the message transmit-

ted by the upstream device comprises an alteration of a con-
trol line signal between the reader and upstream device for a 

30 predetermined amount of time. 

35 

24. The reader of claim 23, wherein the predetermined 
amount of time is less than 10 ms. 

25. The reader of claim 18, wherein the message is trans-
mitted over a Wiegand wire. 

26. The reader of claim 25, the message is transmitted over 
an LEDCTL line of the Wiegand wire. 

27. The reader of claim 18, wherein the reader is further 

a rolling code generator operable to generate a plurality of 40 
distinct rolling codes; and 

operable to detect a message collision on a shared communi-
cation path between the reader and upstream device and ini-
tiate a cooperative transmission of messages over the shared 
communication path with the upstream device. 

a message formatting engine, wherein the message format-
ting engine is operable to retrieve a first rolling code * * * * * 
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