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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 7,356,733 B2 
APPLICATION NO. : 10/972888 
DA TED : April 8, 2008 
INVENTOR(S) : Scott L. Michaelis et al. 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

In column 11, line 45, delete "P AL13 MC 13 RESUME" and insert 
-- P AL_MC_RESUME --, therefor. 

In column 12, line 28, in Claim 1, insert -- , -- before "system". 

Signed and Sealed this 

Twenty-ninth Day of July, 2008 

JONW.DUDAS 
Director of the United States Patent and Trademark Office 
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Electronic Acknowledgement Receipt 

EFSID: 3392993 

Application Number: 10972888 

International Application Number: 

Confirmation Number: 1169 

Title of Invention: SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN 
OPERATING SYSTEM TO IDLE A PROCESSOR 

First Named Inventor/Applicant Name: Scott L. Michaelis 

Customer Number: 22879 

Filer: Kevin M. Hart/Marci Santillanes 

Filer Authorized By: Kevin M. Hart 

Attorney Docket Number: 200404970-1 

Receipt Date: 03-JUN-2008 

Filing Date: 25-OCT-2004 

Time Stamp: 09:52:03 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document Document Description File Name File Size(Bytes) Multi Pages 
Number /Message Digest Part /.zip (if appl.} 

472861 

1 Request for Certificate of Correction 200404970.pdf no 3 
5d82442448d8e319068b8ed1 0371 d3d 

5f9ed3df9 

Warnings: 

Information: 
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Total Files Size (in bytes): 472861 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt 
similar to a Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date 
shown on this Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions 
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the 
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, 
in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary 
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the 
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due 
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement 
Receipt will establish the international filing date of the application. 
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IN·THEUNITED STATES PATENT & TRADEMARK OFFICE 

IN RE APPLICATION OF: U.S. Patent No. 7,35.6,733 

USPTO CONFIRMATION CODE: 1169 

APPLICATION NO.: 10/971,888 

FILED: Oct. 25, 2004 

EXAMINER: Christopher McCarthy 

GROUP ARTUNIT: 2113 

fOR: ·SYSTEM.AND METHOD FOR :SYSTEM FIRMWARE CAUSING AN 
OPERATING SYSTEM TO IDLE A PROCESSOR 

ATTORNEY DOCKET NUMBER: 200404970-1 

37 CFR 1.322 & 37 CFR 1.323 REQUEST FOR CERTIFICATE-,OF CORRECTION 

HONORABLE COMMISSIONER OFPATENTS & TRADEMARKS 

Sir: 

The foUowing is a requ~st.for ~ certjticate .of correction in Serial Number 
10/972,888, now Patent-Number 7;_3'56,733. 

A certificate of correction under'35 USC254 is resp~tfully-r~quested.inthe 
above-identified patent. 

t:8] All errors were the fault of the USPTO, no fee required. lit the event that a further 
fee. is required, please charge the amo:unt·to 'Deposit Account No; 082025. 

D All errors were thefaultofthe applicant:and, accotdirtgly, please-chatge'$100~oo 
fo our Deposit Account No: ()82025. In the event that a further fe~ is required, please 
charge the amount to the same Deposit Account. 

D The-errors were ·the fault of both the applicant and USPTQ and, accordmgly, 
please charge $100.00 to our Deposit AccountNo, 082025. In the event that a,further fee 
is required,.please charge the amouritto the same Deposit_ A~count. 

Tlie ex,act locations where _the.errors appear in the pat~nt and patent application 
are as follows: · 

-1 -
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In coh1IID.1 ll,Jine 45; delete "PALu MC13 RESUME" and 
insert - - PAL MC . RESUME - - therefor. - ..... ·. ' , 
(Amendment to specification filed on Oct. 11, 2007, page·4, line 14) 

In column 12, line 28, in Claim 1, insert - - , - - before "system". 
(Amendment-to claims filed.on,0.ct. ll,•2007, p\lge 5, in Claim 19,line 3) 

The requested corrections are attaqhed o,n Fonn PTO 1056. 

· Respectfully Supmitted 

DAT~ Nam~: 
Registration No.: 

Att9mey/Ag~nt of Record 
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PTO/S13(44 (04.05) 
. App!iived:Cor use through 04/3012®7. 0MB. 0651 .0033 

U.S .• Patent and Tnidemilrk Office; U.S. DEP ARTMfNT OF COMMERCE 
Under tho Paperwork Reduction'Aot.of 1995, ti0 ~ns '"rcquircd to mpood'to a collc:ctioo of iofc:innalion wiless it displays a valid 0MB control.number. 

(Also fonn PT0-1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENTNO 

APPLICATION NO. : 10/972,888 

ISSUE DATE 

INVENTOR(S) 

: Apr. 08,. 2008 

: Scott L. Michaelis; et.al. 

Page 1 ·of l 

It is certified that an error appears or errors appear In· 'the above-hienti'fied patent and 
that said Letters Patent is hereby'corrected a:s shown befov.,: 

In ~qlunui l l, line 45, delete "f'AL13.MQuRESUME" and 
insert - - PAL_MC::...RESUME,-. "'., therefor'. 

In column 12~ line.28, in Claim 1, insert - - , - - before "system",. 

MAILING ADDRESS .OF SENDER(Please do not use customer.number below): 

HEWLETT-PACKARD COMPANY 
Intellectual Property Administration 
P. 0; Box 272400 · 
Fort Collins; Colorado 80527-2400 

Thl$ coUeclion of.information is required by 37 CFR L3~. awHJ23, and,D74. The information~ required to obtain or ,retain a benefit by tlie;public \vbiiili is to, file (and br tlie, 
USPTO 10 process) an application. Confidentiality.is gowmed by 35.U.S.C 121 and3.7 CFR 1.14. This oolleclion.is estuiiate.d to take 1.0 hour to complete; irieluding gathering. 
preparing, and submitting the completed application fonn to the USPTO. Ti~.-will. \iaiy:depending upo,n· th!, individual case. ·Any comments on the amount of time you require 10 
complete this form.and/or suggestions for rciiw::iilg this burden, should be sent to the Chieflnfo.rmation Officer, U.S. Patent and TrademarkOffice,:U.S. Department of Commcn:c. 
P.O. Box 1450, Alexandria, VA 223 iJ.!4SO:DO NOT SmID FEES OR COMPLETED FORMS TO THiS ADDRESS. SEND TO: Attention Certificate or Corrections Branch, 
Coinmlssio~er·for Patent, P.Q. Box •~o. Alexandria, v A 223U:.t450. . . 

If you ,uied assistam:i: /n. completing ihe/orm, c:all .I ..SOO:.PT().9 J 99 and select·optlon i 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

10/972,888 04/08/2008 

22879 7590 03/19/2008 

HEWLETT PACKARD COMPANY 
P O BOX 272400, 3404 E. HARMONY ROAD 
INTELLECTUAL PROPERTY ADMINISTRATION 
FORT COLLINS, CO 80527-2400 

PATENT NO. 

7356733 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

200404970-1 1169 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 570 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Customer Service Center of the Office of Patent Publication at 
(571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Scott L. Michaelis, Plano, TX; 
Anurupa Rajkumari, Round Rock, TX; 
Sylvia K. Myer, Fort Collins, CO; 
Richard D. Powers, Highland Village, TX; 

IR103 (Rev. 11/05) 
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FEB-13-2008 13:59 HP LEGAL FT COLLINS 9708987247 

0 \ p ~ PART B · FEE(S) TRANSMITTAL 

e and send this rciltl:i. together with applicable ree(s), to: .Mlll.l Mail StoP. ISSU£ FEE 
~ Commissioner for Patents 

· P.O. B01 14SO 
fE8 1 ;\ 1008 Alexandria, Virginia 22JD-J450 

& or £i! (571)-273-1885 
"" 

I 1' lUGTI · Thi& rorn, used for tralltMiUing ll1'l ISSUE FEE and P ICAT!ON FEE (if ,vquin:d). Blocb I through .5 5ho11ld · be complet wlwl": 
epwopriale. A inehidinll '110 1'aiC111, advance onlcn. and no1ificntion or mtirucnance lees will be m~iled 10 lhc CutrQnl CO!Tt5J)l)ndencc add~ 11S 
indjc&tt:d un1Ci$ ,,. 'di"-'Cled othcl'llli~~ in Block 1, by (A) &pecifying ~ ncw cun,;spondcncc ~ddn,,..; andfar (b) indicatins a St'p8~le "fllE ADPP.ESS" for 
11\ll•n1mam:c f'ectnlll ;.:--___________________ ...,....,.......,.-..,....,..--..... ------!"!!'l!"!"'c-~C<":P.,.,.,,""I'!"~~-::-:,~~~~ 

C\JRk.l!NTt'llRNf.Sl'ONO!:'.NC'E ADDRl!SS(WOt• LIH Dlotll I l"v-""1<W1cot011,1,. .. ) Nole: A ti:n,hcmlc or madmg CBII only bi) ~sea lor damCitlC ttlB1hn(!i ol die 
l"ee(a) Tral!Slninal. 1'biJ conlflC1Lc clll'lnot be IIScJ lbr nny 01her uccomponying 
pt1pc~. Each add,ltiansl papot1 ,ruch u an p~lfplrncnl or formal drawin1:, IIW$l 
hJvr 11.8 ow11 cCfl,li;m of mo,lmg or 1ra.mm1¥S1on. 

U3'1!) ?$W 11mr◄1007 

HEWLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HARMONY ROAD 
INTELLECTUAL PROPER TY ADMINISTRATION 
FORT COLLINS. CO 80527-2400 

Certlllure uf Mallll!.£ or Tran$mLulon 
I hcn:by cortify thnl this l'oc(s) Tmnsmill.lJl i$ being llcposilod wilh the Unit<ld 

• S1Mes Pa&llll S~rvicc with $UITl~1c:'11I PQ&U!Be fot linl chw mail in ~n envcloP,e 
11ddrcsacd 10 the Muil SIOp ISSUE FEB addrcu obuvc, a, b,!i11g (Dcalm1le 
tnlnSmittcd Ill tho USPTO (~71) 273·28&5, on 1he au1e indicated below. 

I 0/972,888 I0/2S/'200il Scolt l.. Mlcba.elia ;t00wl04 970-1 fl 69 

'l'l'rLI: Of INV~NTION: SYSTEM AN!) METHOD FOR SYSTEM FIRMWI\Jtli.CAUSINO AN Ol'Jill.A.TINO SVSYF,MTO IDLE A l't\OCl;S~'OR 

.VPI..N.TYPI! SMJ\I.J. ENTITY ISSUI! PEtl DUB PU111JCA 1"101H'tt DUE· Pl\6V, PAID ISS'\JE FSS TOT/IL l'EE(S) DUI! 0AT6DUI! 

nonprovision11I NO $1440 S300 Sl740 02/14/2001! 

E.l(I\MINf:iR ART UNIT CLASS-SUDC'l.1,SS 

MCCARTHY, CHRISTOl'HU S 714-011000 

2. For printing on thy Plllffll fruni pas~, li~I I. Change orcntrc,pondenco ~Jdn:ss or indica1ion of"Fcc l\ddross" (37 
(.rR 1.lti)) 

0 Chnnge of~uf!1"5.PDndencc :kldrc&s (or C'hllrlge ofCor=pondcnc~ 
Addn:~ ronn PrOISB/122) ijllQched. 

(I) ths "amn of up to 3 regi&tcrcd paicn1 anameys 
ar age1114 OR, mllminLi~)'. 

----------

0 •Fe~ Ad<lrcH" indie~1ion (or "Fcci l\ddrn••• hl(fiesticn lbm 
l'TOISJ3,14 7; Rev 03-02 c>r more r«:enl) atlac;hc<j, l)5~ of a Cthltomcr 
Numbl!I' II mrlllred, • 

(2) tho 1~1110 or a sinsle lmn (havlna 114 Cl 1nember a 
rcgisiercd llllumey or Agent) lllltl 1ht names of up 10 
2 registered plllent a110n1cys or agcms. If no nll111c i$ 
lillteii, no nlmc will be pnnlcd. 

J _______ . ---·· 

~. ASSICiNF-li NAM£ AND Rl.\SJDENCE OATA TO SE PRINTED ON THE PA'fl3N"r (print or l)'J)c) 

PLEAS!! NOTE! Ur,Je5s an HJi&i!e= i& idc:n~lied below, no as.igneu (b11 wlll appear on the palenr, If un o.uisncc is id.mlificd below, th~ doooll\l)nl h:t.S been (tied fot 
n:cord11ion oa .1e1 fi.inh in 31 CFR 3.11. Complolion of tbi.s Tonn iis NOT a substitute for lilillg LIil a!l8ignme1u. 
(/\) NAME Of I\SSJGNF,r; (B) RESIO!NCE: (CITY and :,,ATE OR COUNTRY) 

Hewlett-Packard Development Company, L.P. Houston, Texas 

l•Jeaso ~heel. 1he "ppropriato U•ii;nec cciq;ory or ca1c11urie. (wiU not bi: printed on lhc: J111len1): 0 lndivid~al JF3 Corpol'lllion or other ptiV)tc group C111i1y O Govcm:ml\Jtl 

◄ a. 1bc ruuowing f~$) Ql"I: 1Ublni1tocl: 
~ l:1&110 fQ'C! 
~ Pulllie111iun l'cc (No smaU cn1ity dhicoun1 r.,crmillcd) 
0 Advance Order, # ofCopirl ______ _ 

5. Chan,;t in Entity S1.ru1 (from &lmtuli inditaled nbovc) 

41,, l'llymc,n1 offoc(a): (Pleue nnt n111pply ■n.)' pn:Yio1uiy P•ld lnoc faa '"'""" above) 
0 A check iJ enclosed. • 
0 Payment by c.redil cmtl. Form PT0-2038 Is artoched. 

leJThc Dh-a:lor is hcrnby 41111Jorizcd 10 cJ1111i;c thc
8
11)1luired rcc{a), any dorll:'ic:m:y, or crodi1 nny 

lWe!JIO)'ll'ICTII, to Depo.slt Ac:wunr Number 0 11 • ~p25 _ (cnclo:10 flll G.11lnl copy or lhl• rllffl\). 

0 11. ApplicaJ11 cluims SMALL l!N'l'TT'Y 111111.1&. Seo 37 CFR 1.27. Cl b. Applicu1 i1 no longer claitnins SMALL ENTITY sliltm. Soc 37 CFR l.27W)(2). 

NO'lr.; The Issue •·ec nnd Pllbli · • • trom ~P)'lllle oth!:t' 11\,m the eppliCKnt; 11 n:gi,1croJ 11lt1:1mey or ,a,c:nl; or lhc 3$$ie:ncc or other party In 

Aulhon:,:,:d Signlllun: •.• 

Typed or printed nirmc • St.even L ;_'!_ebb_, _ _ _______ Rcgiwation No.~~-'_:.~_:.? ___ _ 

T~if c:o!lccuo:i of inrorma.1ion i1 requited t,y l7 CFJl I J 11, Tb~ informsrion i.1 ll!_quircd 10 abiain ur n:1ai11 a benefit by lhe p~b1k wh,ch is 10 fife (and by me USl'TO co pt~) 
un Appll(>Jtion. Conrlderiualil)I i$ 1t6vemcdliy JS U.S.C. 1:U und :l? CFR 1,14, Thi• collecuon is e:11irrmled 10 uke ll minulell 10 co111plc1t, i11Cludil'g gulhcrin11, i;,ri:panng. llnd 
,Pbl'1'1tlins tho eompletcd ~PP.l1cal10D limn Iii lhc USPTO. Time- will Ylll')' d;Mndinll upon th; individ\1111 CA&C. Any c:ommCA\/l on I.he amocml or11111e )IUII mguitt IQ CUml!IC!C 
this ron11 andl:.:,1,~csllOM for reducina lhi5 bu:rdc1Ji,5hOuld be $<:qt to Iha Chief 1nronnati0<1 Omccr, U.S. Pa1em ancf Ttado:mArk Office, U.S. DcpaNJ1Je111 oJ"Com,~ P.O. 
Box IOS0. /\1 n11, Viq;inia 22Jll-14.SO. 00 Nuf SEND PEES OR COMP~TED FORMS TO THIS Al)bR6SS. SIS.NOTO: Cotrtminioncr fot l'Jtcnli, P.O. Boll 1450, 
l\lcx11J1dr'i11. Virginia 22l lJ-14SO. . 
Undut the Pa,,erwo'1t Rc:ducLion Act or !99~. no pcr.ons an: n:qui~ to n:,pond IQ• collcC\ioa orinfonnatior111nl::u i1 dliplays tl vulid OMO ton1rol 11umba:r. 

PTOL-83 (Rev. 08/07) Aprmvcd for w;o thrv11Bh 08131/201 O. 0MB Ob~ 1-0033 U.S. Pattnt anJ Tnldcmatlc 011icc; U.S. O~MRTM[:'N'I" 01' OOMMISRCI'.\ 

PAGE 112• RCVD AT 2/13/2008 3:54:45 PM (Eastern Standard TimeJ t SVR:USPTO-EFXRF,6/1*ONIS:2732885 1 CSID:9708987247 • DURATION (mm-ss):01-14 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

22879 7590 11/14/2007 

HEWLETT PACKARD COMPANY 
P O BOX 272400, 3404 E_ HARMONY ROAD 
INTELLECTUAL PROPERTY ADMINISTRATION 
FORT COLLINS, CO 80527-2400 

EXAMINER 

MCCARTHY, CHRISTOPHER S 

ART UNIT PAPER NUMBER 

2113 

DATE MAILED: 11/14/2007 

APPLICA T!ON NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

10/972,888 10/25/2004 Scott L. Michaelis 200404970-1 1169 

TITLE OF INVENTION: SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN OPERATING SYSTEM TO IDLE A PROCESSOR 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional NO $1440 $300 $0 $1740 02/14/2008 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND Mi>EP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box Sb on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOT AL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box Sa on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

11. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required)_ If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

Ill. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary_ 

IMPORT ANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page I of3 
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
. Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: use Block I rorany change of address) Note: A cert1hcate of ma1hng can only be used for domestic matlmgs of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

22879 7590 11/14/2007 

HEWLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HARMONY ROAD 
INTELLECTUAL PROPERTY ADMINISTRATION 
FORT COLLINS, CO 80527-2400 

APPLICATION NO. FILING DATE 

10/972,888 10/25/2004 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an enveloP.e 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Dote) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Scott L. Michaelis 200404970-l 1169 

TITLE OF INVENTION: SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN OPERATING SYSTEM TO IDLE A PROCESSOR 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional NO $1440 

EXAMINER ART UNIT 

MCCARTHY, CHRISTOPHER S 2113 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S} DUE 

$300 $0 

CLASS-SUBCLASS 

714-011000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

$1740 

DATE DUE 

02/14/2008 

(2) the name of a single firm (having as a member a 2 _____________ _ 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 3 
listea, no name will be printed. --------------

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STA TE OR COUNTRY} 

Please check the appropriate assignee category or categories (will not be printed on the patent): D Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 
0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

D A check is enclosed. 

D Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number (enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _____________________ _ Date __________________ _ 

Typed or printed name ____________________ _ Registration No. ______________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, prepanng, and 
submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandna, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 
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INTELLECTUAL PROPERTY ADMINISTRATION 
FORT COLLINS, CO 80527-2400 
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Scott L. Michaelis 

UNITED STATES DEPARTMENT OF COMMERCE 
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Address: COMMISSIONER FOR PA TENTS 

P.O. Box 1450 
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ATTORNEY DOCKET NO. CONFIRMATION NO. 

200404970-l 1169 
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1 

Notice of Allowability 

Application No. 

10/972,888 
Examiner 

Christopher S. McCarthy 

Applicant(s) 

MICHAELIS ET AL. 
Art Unit 

2113 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included . 
herewith (or previously mailed). a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. ~ This communication is responsive to 10/11107. 

2. ~ The allowed claim(s) is/are 19-25 27-28 renumbered as 1-9. 

3. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) 0 All b) 0 Some* c) 0 None of the: 

1. 0 Certified copies of the priority documents have been received. 

2. 0 Certified copies of the priority documents have been received in Application No. __ . 

3. 0 Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. 0 CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) 0 including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) 0 hereto or 2) 0 to Paper No./Mail Date __ . 

(b) 0 including changes required by the attached Examiner's Amendment/ Co'mment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. 0 Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. 0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. 0 Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 

5. 0 Notice of Informal Patent Application 

6. 0 Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

7. 0 Examiner's Amendment/Comment 

8. 0 Examiner's Statement of Reasons for Allowance 

PTOL-37 (Rev. 08-06) Notice of Allowabili~ Part of Paper No./Mail Date 20071109 
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Issue Classification 
Application/Control No. Applicant(s)/Patent under 

10/972,888 Reexamination 

II 11111111111111 111 
MICHAELIS ET AL. 

Examiner Art Unit 

Christopher S. McCarthy 2113 

ISSUE CLASSIFICATION 
ORIGINAL INTERNATIONAL CLASSIFICATION 

CLASS SUBCLASS CLAIMED NON-CLAIMED 

714 12 G 06 F 11 /00 I 

CROSS REFERENCES 
I I 

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK) 

714 11 I I 

712 31 I I 

I I 

I I 

I I 

~ Total Claims Allowed: 9 

(Assistant Examiner) (Date) 
11/9/07 O.G. O.G. 

Print Claim(s) Print Fig. 
(Legal Instruments Examiner) (Date) (Primary Examiner) (Date} 

1 1 

D Claims renumbered in the same order as presented by applicant □ CPA OT.D. 0 R.1.47 

"iii 
"iii "iii "iii "iii "iii "iii 

"iii 
"iii 

C: "iii C: "iii C: "iii C: "iii C: "iii C: C: 
C: '6, C: ·5, C: '6, C: ·5, C: '6, C: ·5, C: ·5, 
u::: 8 u::: 8 u::: 8 u::: 8 u::: ·c: u::: 8 u::: 8 0 

1 31 61 91 121 151 181 
2 32 62 92 122 152 182 
3 33 63 93 123 153 183 
4 34 64 94 124 154 184 
5 35 65 95 125 155 185 
6 36 66 96 126 156 186 
7 37 67 97 127 157 187 
8 38 68 98 128 158 188 
9 39 69 99 129 159 189 
10 40 70 100 130 160 190 
11 41 71 101 131 161 191 
12 42 72 102 132 162 192 
13 43 73 103 133 163 193 
14 44 74 104 134 164 194 
15 45 75 105 . 135 165 195 
16 46 76 106 136 166 196 
17 47 77 107 137 167 197 
18 48 78 108 138 168 198 

1 19 49 79 109 139 169 199 
2 20 50 80 110 140 170 200 
3 21 51 81 111 141 171 201 
4 22 52 82 112 142 172 202 
5 23 53 83 113 143 173 203 
6 24 54 84 114 144 174 204 
7 25 55 85 115 145 175 205 

26 56 86 116 146 176 206 
27 57 87 117 147 177 207 

8 28 58 88 118 148 178 208 
9 29 59 89 119 149 179 209 

30 60 90 120 150 180 210 

U.S. Patent and Trademark Office Part of Paper No. 20071109 
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Search Notes Application/Control No. Applicant(s)/Patent under 
Reexamination 

1111111 111 II II II 111 
10/972,888 MICHAELIS ET AL. 
Examiner Art Unit 

Christopher S. McCarthy 2113 

SEARCHED SEARCH NOTES 
(INCLUDING SEARCH STRATEGY) 

Class Subclass Date Examiner DATE EXMR 

714 11-13 11/9/2007 CM 

Search Updated 11/9/2007 CM 

712 31 11/9/2007 CM 

Inventor Name Search 11/9/2007 CM 

I 

INTERFERENCE SEARCHED 

Class Subclass Date Examiner 

PGPUB bet srch 111912007 CM 

U.S. Patent and Trademark Office Part of Paper No. 20071109 
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Search Query 
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DBs Default 
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(lockstep with loss with idl$4 with US-PGPUB; AND 
firmware).clm. USPAT; 

DERWENT 

C: \Documents and Settings\CMcCarthy\My Documents\EAST\Workspaces\hpprocessors. wsp 

Plurals Time Stamp 

ON 2007/11/09 11:16 
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EAST Search History 

Ref Hits Search Query DBs Default Plurals Time Stamp 
# Operator 

Ll 1484 714/11, 12, 13.ccls. US-PGPUB; AND ON 2007/11/09 11:13 
USPAT; 
DERWENT 

L2 94 712/31.ccls. U5-PGPUB; AND ON 2007/11/09 11:15 
U5PAT; 
DERWENT 

L3 94 712/31.ccls. U5-PGPUB; AND ON 2007/11/09 11:15 
U5PAT; 
DERWENT 

L4 3 (lockstep with loss with idl$4 with U5-PGPUB; AND ON 2007/11/09 11:16 
firmware ).elm. U5PAT; 

DERWENT 

S1 710 714/ 11.ccls. U5-PGPUB; AND ON 2007/11/09 10:59 
USPAT; 
DERWENT 

52 0 ("2006/0107107").URPN. USPAT AND ON 2007/07/02 10:38 

53 0 ("2006/0107106").URPN. USPAT AND ON 2007/07/02 10:38 

54 323 714/12.ccls. U5-PGPUB; AND ON 2007/07/04 16: 14 
U5PAT; 
DERWENT 

55 580 714/13.ccls. US-PGPUB; .AND ON 2007/07/03 12:42 
U5PAT; 
DERWENT 

56 460 714/13.ccls. and (not 714/11,12.ccls.) US-PGPUB; AND ON 2007/07/03 11:03 
U5PAT; 
DERWENT 

S7 94 712/31.ccls. U5-PGPUB; AND ON 2007/07/03 12:42 
USPAT; 
DERWENT 

58 0 ("2007 /0043972").URPN. USPAT AND ON 2007/07/03 13:59 

59 24 ("20040019771" I "20040153731" I U5-PGPUB; AND ON 2007/07/03 20:59 
"20040153857" I "4589066" i U5PAT; 
"4750177" I "5369749" I "5732209" I U5OCR 
"5748873" I "5913059" I "6065135" I 
"6141718" I "6148348" I "6263452" I 
"6330661" I "6378021" I "6567839" I 
"6615366" I "6625749" I "6625756" I 
"6640313" I "6751749" I "6772368" I 
"6976155" I "7003691").PN. OR 
("7155721").URPN. 

510 9 ("4750177" I "4849979" I "5157780" I US-PGPUB; AND ON 2007/07/03 21:09 
"5428768" I "5434997" I "6065135" I USPAT; 
"6249856" I "6279119").PN. OR USOCR 
("7003691 ").URPN. 
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EAST Search History 

511 25 ("4438494" I "4503535" I "4823256" I U5-PGPUB; AND ON 2007/07/03 21:10 
"4916704" I "5138708" I "5226152" I U5PAT; 
"5233615" I "5249187" I "5249188" I U5OCR 
"5255367" I "5313575" I "5339408" I 
"5353436" I "5640521").PN. OR 
("5915082").URPN. 

512 21 ("20020073357" I "20020144177" I U5-PGPUB; AND ON 2007/07/03 21: 13 
"20020152418" I "20020152420" I U5PAT; 
"20030005380" I "4785453" I U5OCR 
"5226152" I "5276823" I "5434997" I 
"5764660" I "5948111" I "6065135" I 
"6247144" I "6393582" I "6473869" I 
"6604177" I "6615366" I "6625749" I 
"6751698" I "6820213" I "7055060"). 
PN. OR ("7237144").URPN. 

513 27 ("4751639" I "5799022" I "5903717" I U5-PGPUB; AND ON 2007/07/03 21:15 
"5923830").PN. OR ("6141770").URPN. USPAT; 

USOCR 

514 1 ("2004/0078650").URPN. USPAT AND ON 2007/07/03 21:18 

515 1 ("2004/0006722").URPN. U5PAT AND ON 2007/07/03 21:19 

516 3 ("2003/0051190").URPN. USPAT AND ON 2007/07/03 21:19 

517 32 ("4438494" I "4503535" I "4823256" I US-PG PUB; AND ON 2007/07/03 21:19 
"4916704" I "5138708" I "5226152" I USPAT; 
"5233615" I "5249187" I "5249188" I USOCR 
"5313575" I "5353436" I "5915082"). 
PN. OR ("6065135").URPN. 

518 0 ("2006/0248384").URPN. USPAT AND ON 2007/07/03 21:22 

519 1 ("2005/0246581 ").URPN. U5PAT AND ON 2007/07/03 21:22 

520 1 ("2005/0240811 ").URPN. U5PAT AND ON 2007/07/03 21:22 

521 15 ("20020073357" I "20020144177" I U5-PGPUB; AND ON 2007/07/03 21:22 
"20030126498" I "20040019771" I U5PAT; 
"20040153731" I "20040153857" I U5OCR 
"4589066" I "5732209" I "6065135" I 
"6148348" I "6263452" I "6378021" I 
"6615366" I "6751749" I 116772368"). 
PN. OR ("7085959").URPN. 

522 14 ("5522029" I "5884019" I "5892898" I U5-PGPUB; AND ON 2007/07/03 21:24 
"5919266" I "6065078" I "6141770" I U5PAT; 
"6173386" I "6199179" I "6308285" I U5OCR 
"6360333").PN. OR ("6675324").URPN. 

523 39 ("4181940" I "4634110" I "5155731" I U5-PGPUB; AND ON 2007/07/03 21:26 
"5247659" I "5408647" I "5418955"). U5PAT; 
PN. OR ("5491788").URPN. USOCR 

524 0 ("2006/0010344").URPN. U5PAT AND ON 2007/07/03 21:29 

525 33 ("3898621" I "4907228" I "4954942" I US-PG PUB; AND ON 2007/07/03 21:29 
"4984234" I "5005174" I "5136204" I USPAT; 
"5255367" I "5278962").PN. OR USOCR 
("5748873").URPN. 

11/9/07 11:33:38 AM Page 2 
C: \Documents and Settings\CMcCarthy\My Documents\EAST\ Workspaces\hpprocessors.wsp 

Page 18 of 94



EAST Search History 

526 143 ("3252149" I "3303474" I "3395396" I US-PGPUB; AND ON 2007/07/03 21:31 
"3409879" I "3444528" I "3503048" I USPAT; 
"3786433" I "3810119" I "3931505" I USOCR 
"4198678").PN. OR ("4358823").URPN. 

527 29 ("4453215" I "4912707" I "5475856" I US-PG PUB; AND ON 2007/07/03 21:35 
"5504859" I "5530802" I "5664214" I USPAT; 
"5748873" I "6279119" I "6393582"). U5OCR 
PN. OR ("6625749").U~PN. 

528 17 ("20030167389" I "20040006722" I U5-PGPUB; AND ON 2007/07/03 21:38 
"20040078650" I "20040078651" I U5PAT; 
"20050149776" I "20050240810" I U5OCR 
"20050240811" I "4453215" I 
"4553215" I "4912707" I "5475856" I 
"5504859" I "5530802" I "5664214" I 
"5748873" I "6279119" I "6393582"). 
PN. OR ("7134047").URPN. 

S29 7 ("5761518" I "5978923").PN. OR U5-PGPUB; AND ON 2007/07/03 21:39 
(''6308285").URPN. U5PAT; 

USOCR 

S30 22 ("5465360" I "5491788" I "5497497" I U5-PGPUB; AND ON 2007/07/03 21:39 
"5535395" I "5568641" I "5611078" I U5PAT; 
"5627962" I "5659748" I "5724527" I U5OCR 
"5729675" I "5737604" I "5737615" I 
"5761518" I "5870602" I "6058475" I 
"6122735" I "6308285").PN. OR 
("6496881").URPN. 

S31 18 ("4679166" I "5327548" I "5448716" I U5-PGPUB; AND ON 2007/07/03 21:41 
"5450576" I "5491788" I "5495569" I U5PAT; 
"5659748" I "5724527" I "5860002"). U5OCR 
PN. OR ("6058475").URPN. 

S32 18 ("4888683" I "5450576" I "5491788" I U5-PGPUB; AND ON 2007/07/03 21:42 
"5627962" I "5659748" I "5729675" I U5PAT; 
"5768585").PN. OR ("6009521").URPN. U5OCR 

533 14 reestablish$4 with lockstep U5-PGPUB; AND ON 2007/07/04 12:35 
U5PAT; 
DERWENT 

534 6 (("5675794") or ("6438687") or U5-PGPUB; OR OFF 2007/07/04 11:37 
("6920581")).PN. U5PAT; 

DERWENT 

S35 11 (("5226152") or ("5249188") or U5PAT OR OFF 2007/07/04 11:42 
("5751932") or ("5758058") or 
("5764660") or ("6065135") or 
("6148348") or ("6473869") or 
("6560682") or ("6604177fl) or 
("6615366")).PN. 

536 8 (("6625749") or ("6687851") or U5-PGPUB; OR OFF 2007/07/04 11: so 
("6754787") or ("20020144177") or U5PAT 
("20030070050") or ("20040006722") 
or ("20040019771") or 
("20040153857'_')).PN. 
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S37 15 resynch$7 with lockstep US-PGPUB; AND ON 2007/07/04 12:38 
USPAT; 
DERWENT 

S38 13 lockstep with ( reset$4 or resynch$8 or US-PGPUB; AND ON 2007/07/04 12:41 
reestablish$5) with ( operating adj USPAT; 
system) DERWENT 

S39 55 recover$4 with lockstep US-PG PUB; AND ON 2007/07/04 12:47 
USPAT; -
DERWENT 

S40 62 recover$4 with (lock adj step) US-PG PUB; AND ON 2007/07/04 12:48 
USPAT; 
DERWENT 

S41 54 S40 and (not S39) US-PG PUB; AND ON 2007/07/04 12:48 
USPAT; 
DERWENT 

S42 19 ( lockstep or ( lock adj step)) with boot US-PG PUB; AND ON 2007/07/04 12:54 
USPAT; 
DERWENT 

S43 24 (lockstep or (lock adj step)) with US-PG PUB; AND ON 2007/07/04 12:55 
boot$4 USPAT; 

DERWENT 

S44 30 (lockstep or (lock adj step)) with US-PG PUB; AND ON 2007/07/04 13:03 
idle$4 USPAT; 

DERWENT 

S45 225 (lockstep or (lock adj step)) and (boot U5-PGPUB; AND ON 2007/07/04 13:03 
with processor) U5PAT; 

DERWENT 

S46 22 (lockstep or (lock adj step)) and (boot U5-PGPUB; AND ON 2007/07/04 13:05 
adj2 processor) U5PAT; 

DERWENT 

547 19 (lockstep or (lock adj step)) and (boot U5-PGPUB; AND ON 2007/07/04 13:05 
adj processor) U5PAT; 

DERWENT 

S48 19 (lockstep or (lock adj step)) and US-PG PUB; AND ON 2007/07/04 13:06 
(boot$4 adj processor) U5PAT; 

DERWENT 

549 2 ("20050172164").PN. U5-PGPUB; OR OFF 2007/07/04 14:17 
U5PAT; 
DERWENT 

550 20 lockstep with spare U5-PGPUB; AND ON 2007/07/04 14:18 
U5PAT; 
DERWENT 

551 23 lockstep and (spare with (switch$4 or U5-PGPUB; AND ON 2007/07/04 15:12 
failover)) U5PAT; 

DERWENT 

. 11/9/07 11:33:38 AM Page4 
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S52 27 lockstep and (spare with (switch$4 or US-PGPUB; AND ON 2007/07/04 15:13 
failover or replac$4)) USPAT; 

DERWENT 

S53 23 ("4015246" I "4799140" I "4926281" I US-PGPUB; AND ON 2007/07/04 15:18 
"4967347" I "5276823" I "5423024" I USPAT; 
"5572620" I "5596756" I "5666483" I USOCR 
"5799198").PN. OR ("5923830").URPN. 

S54 373 (boot adj processor) U5-PGPUB; AND ON 2007/07/04 15:25 
U5PAT; 
DERWENT 

555 0 ( boot adj processor) with failover us..:PGPUB; AND ON 2007/07/04 15:25 
U5PAT; 
DERWENT 

S56 7 (boot adj processor) with replac$4 U5-PGPUB; AND ON 2007/07/04 15:32 
USPAT; 
DERWENT 

557 17 (boot adj processor) and lockstep US-PGPUB; AND ON 2007/07/04 15:32 
USPAT; 
DERWENT 

S58 139 714/11,12.ccls. and boot US-PG PUB; AND ON 2007/07/04 16:14 
USPAT; 
DERWENT 

11/9/07 11:33:38 AM Page 5 
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HEWLETT-PACKARD COMPANY 
Intellectual Property Administration 
P.O. Box 272400 
Fort Coflins, Colorado 80527-2400 

PATENT APPLICATION 

ATTORNEY DOCKET NO. __ 2_0_0_4_0_4_9_7_0_~1 __ 

lnventor(s}: Scott L. Michaelis et al. 

Application No.: 10/972,888 

Filing Date: October 25, 2004 

Confirmation No.: 1169 

Examiner: C.S. McCarthy 

Group Art Unit: 2113 

T
·tl . SYSTEM AND METHOD FOR SYSTEM FIREWARE CAUSING AN OPERA TING SYSTEM TO IDLE A 
1 e. PROCESSOR 

Mail Stop Amendment 
Commissioner For Patents 
PO Box 1450 
Alexandria, VA 22313-1450 
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For: SYSTEM AND METHOD FOR SYSTEM 
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Dear Sir: 

INTRODUCTORY COMMENTS 

In response to the Oflice Action dated July 18, 2007, please amend the above-identified 

U.S. patent application as follows: 

Amendments to the Claims are reflected in the listing of claims which begins on page 2 

of this paper. 

Remarks/Arguments begin on page 5 of this paper. 
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AMENDMENTS TO THE SPECIFICATION 

[0001] The present application is related to the following concurrently filed and 

commonly assigned U.S. Patent Applications: Serial No. ____ [Attorney Docket Ne. 

20040491!1 l] 10/973.077 titled "SYSTEM AND METHOD FOR ESTABLISHING A SPARE 

PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT 

PROCESSOR"; Serial No. ___ [Attorney Docket Ne. 200404943 1] 10/973,004 titled 

"SYSTEM AND METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR 

MODULE"; Serial No. ___ [Attorney Docket No. 200404941 l] 10/973,076 titled 

"SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE LOCKSTEP 

PROTECTION"; Serial No. ___ [Attorney Docket No. 200404973 1 10/972,588 titled 

"SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A 

SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A 

BOOT PROCESSOR"; Ser1al No. ___ [Attorney Docket No. 2004011971 1] 10/973,003 

titled "SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A PROCESSOR 

MODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED"; Serial No. --­

[Attorney Docket No. 200404946 l] 10/972.835 titled "SYSTEM AND METHOD FOR USING 

INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR 

DETERMINING A RESPONSIVE ACTION"; Serial No. ____ [Attorney Docket No. 

200404972 l] 10/973.075 titled "SYSTEM AND METHOD FOR REINTRODUCING A 

PROCESSOR MODULE TO AN OPERA TING SYSTEM AFTER LOCKSTEP RECOVERY"; 

and Serial No. __ [Attorney Docket No. 200404974 1] 10/972,796 titled "SYSTEM AND 

METHOD FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SP ARE 

PROCESSOR THAT IS IN LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF 

LOCKSTEP FOR ANOTHER PROCESSOR", the disclosures of which are hereby incorporated 

herein by reference. 

[0019] As described further herein and in concurrently filed and commonly assigned 

U.S. Patent Application Serial No. ____ [Auorney Docket No. 200404941 1] 10/973.076 

titled "SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE 

LOCKSTEP PROTECTION," the disclosure of which is incorporated herein by reference, 

55077689.1 2 
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Application No. I 0/972,888 Docket No.: 200404970- l 

certain techniques are provided for recovering from LOL detected for a processor module in a 

multi-processor system. In using these exemplary techniques, system firmware instructs the 

system's OS to idle the processor module for which LOL was detected. Control of the processor 

module is then returned to the system finnware so that the system firmware can take actions to 

attempt to recover the lockstep. If lockstep is successfully recovered, in certain implementations, 

the firmware triggers the OS to again recognize the processor module and begin scheduling 

instructions for it. 

[0031] Exemplary techniques for recovering from a detected LOL that may be 

employed are described further in concurrently filed and commonly assigned U.S. Patent 

Application Serial No. ____ &1\ttorney Docket No. 200404941 l] I 0/973,076 titled 

"SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE LOCKSTEP 

PROTECTION," the disclosure of which is incorporated herein by reference. Embodiments 

provided herein further discuss techniques for instructing a system's OS to idle a processor 

module for which LOL is detected. Embodiments provided herein do not require that the OS be 

implemented with processor-specific information to receive an insh·uction to idle the processor 

responsive to LOL being detected for the processor. That is, the OS is not required to be 

developed specifically for a certain processor architecture in order to receive an instruction from 

the system firmware to idle the processor. For instance, in certain embodiments, standard OS 

methods, such as ACPI methods, are used for instructing the OS to idle the processor. Thus, in 

certain embodiments, any ACPI-compatible OS can receive an instruction to idle the processor 

module in the manner described herein. Thus, in accordance with certain embodiments, an OS 

that is fully ACPI compliant can receive notification that a processor should have its use 

discontinued, responsive to detected LOL. Further, in certain implementations, the OS can keep 

using the disabled processor until it is convenient to eject the processor and return it to firmware 

control. 

[0042] In operational block 303, SAL asserts a General Purpose Event Interrupt (GPE) 

by writing to the appropriate GPE register in the ACPI register space. This causes the OS to 

execute its interrupt handler, which will run an ACPI Machine Language (AML) Method 

associated with this particular interrupt. In this example, this AML method that is executed 

55077689.1 3 
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responsive to the interrupt generated by the OPE includes an AML instruction called "Notify". 

This "Notify" operation indicates the CPU object that has lost lockstep (i.e., identifies which 

processor module lost its lockstep) and that an Eject is being requested as arguments. The AML 

instruction notifies the OS that action is being requested on this CPU. The AML method then 

returns and the OS can take action asynchronously to satisfy the notify request. Exemplary 

actions that can be taken to idle the processor module responsive to this request and then attempt 

to reestablish lockstep for the processor module are described further in concurrently filed and 

commonly assigned U.S. Patent Application Serial No. ____ [Attorney Docket No. 

200404971 1] 10/973.003 titled "SYSTEM AND METHOD FOR REESTABLISHING 

LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP IS 

DETECTED'\ the disclosure of which is hereby incorporated herein by reference. 

[0044] The processor module, returns to normal execution without lockstep protection 

in operational block 305. That is, the processor module executes normally until the OS 

idles/ejects it Before restoring the execution state and calling PAL_MC_RESUME, firmware 

evaluates the error that occurred. If there is any chance of data corruption propagating 

throughout the system, then the exemplary process of FIGURE 3 is not followed. For instance, 

if determined in block 101 of FIGURE 1 that the lockstep is not recoverable, then the system 

crashes in block 102. The exemplary operational flow of FIGURE 3 is performed in operational 

block 103 (of FIGURE 1) of this embodiment. Exemplary techniques for deciding whether to 

attempt to reestablish lockstep for the processor module (and thus whether to request that the OS 

idle the processor and in the meantime resume operation of the processor) are described further 

in concurrently filed and commonly assigned U.S. Patent Application Serial No. --­

[Attorney Docket No. 20040'1946 l} 10/972,835 titled "SYSTEM AND METHOD FOR USING 

INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR 

DETERMINING A RESPONSIVE ACTION" and concurrently filed and commonly assigned 

U.S. Patent Application Serial No. ___ [Attorney Docket No. 200404971 l] 10/973,003 

titled "SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A PROCESSOR 

MODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED'\ the disclosures of which are 

hereby incorporated herein by reference. 

55077689.l 4 
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AMENDMENTS TO THE CLAIMS 

1-18. (Canceled) 

19. (Currently Amended) A method comprising: 

detecting loss of lockstep (LOL) for a processor module in a system; arui 

responsive to said detecting LOL for the processor module. system firmware instructing 

the system's operating system to idle the processor module and return control over the processor 

module to the system firmware: and 

continuing operation of the processor module without lockstep protection, while awaiting 

for the operating system to idle the processor module and return control over the processor 

module to the system firmware. 

20. (Original) The method of claim 19 further comprising: 

determining if the LOL is immediately fatal. 

21. ( Original) The method of claim 20 further comprising: 

perfo1ming said continuing operation if detennined that the LOL is not immediately fatal. 

22. (Original) The method of claim 21 further comprising: 

if detem1ined that the LOL is immediately fatal, ceasing operation of the processor 

module. 

23. (Original) The method of claim 19 further comprising: 

detennining if lockstep can be recovered for the processor module without shutting down 

the system's operating system. 

24. (Original) The method of claim 23 further comprising: 

perfonning said continuing operation if determined that lockstep can be recovered for the 

processor module without shutting down the system's operating system. 

55077689.1 5 
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25. (Original) The method of claim 24 further comprising: 

ceasing operation of the processor module if determined that lockstep cannot be 

recovered for the processor module without shutting down the system's operating system. 

26. (Canceled) 

27. (Canceled) 

28. (Currently Amended) The method of claim 27 claim 19 further comprising: 

said operating system idling the processor module and returning control over the 

processor module to the system finnware. 

29. (Original) The method of claim 28 further comprising: 

said system finuware reestablishing lockstep for the processor module, wherein said 

operating system is not shut down for said reestablishing. 

30-38. (Canceled) 

55077689.1 6 
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REMARKS 

Claims 1-38 were pending in the present application. Claims 1-26 and 30-38 are rejected 

and claims 27-29 are objected to in the current Office Action (mailed July 18, 2007). Claims 27-

29 are objected to as being dependent upon a rejected base claim, but would be allowable if 

rewritten in independent form. 

Claims 1-18 and 3 0-3 8 are canceled herein, and thus the rejections raised for those claims 

are now moot. 

Claim I 9 is amended to include the elements of claims 26 and 27. Claim 26 originally 

depended from claim 19, and claim 27 depended from claim 26. Thus, claim 19 is amended to 

effectively re-write claim 27 in independent form. As such, claims 26 and 27 are canceled 

without prejudice herein. Claim 28 is amended to change its dependency from canceled claim 27 

to claim 19. 

Because claim 27 was indicated in the present Office Action as being allowable if 

rewTitten in independent (which Applicant has done by this amendment), Applicant respectfully 

submits that the present application should be passed to allowance. 

Applicant believes no fee is due with this response. However, if a fee is due, please 

charge our Deposit Account No. 08-2025, under Order No. 200404970-1 from which the 

undersigned is authorized to draw. 

l hereby certify that this paf'l'r (along with any paper 
referred lO as being allached or enclosed) is bein& 
transmitted via the Office eleclronic filing system in 
accordance with§ L6(a)(4). 

55077689.l 7 

Respectful~mitted, 

~~ By / 1:fi'X.- ::__-
Jody::t:ifuhop 
Attorney/Agent for Applicant(s) 
Reg. No. 44,034 
Date: October 11, 2007 
Telephone No. (214) 855-8007 
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Office Action Summary 

Application No. 

10/972,888 

Examiner 

Applicant(s) 

MICHAELIS ET AL. 

Art Unit 

Christopher S. McCarthy 2113 
- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 

after SIX (6) MONTHS from the mailing date of this communication. 
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED {35 U.S.C. § 133). 

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed. may reduce any 
earned patentterm adjustment. See 37 CFR 1.704(b). 

Status 

1 )[gl Responsive to communication(s) filed on 25 October 2004. 

2a)0 This action is FINAL. 2b)[gl This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)[gl Claim(s) 1-38 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[gl Claim(s) 1-26 and 30-38 is/are rejected. 

7)[gl Claim(s) 27-29 is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)[gl The drawing(s) filed on 25 October 2004 is/are: a)[gl accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1. 0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) [gl Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) [gl Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date 10/25104. 

U.S. Patent and Trademark Off,ca 

PTOL-326 (Rev. 08-06) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20070711 · 
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Application/Control Number: 10/972,888 

Art Unit: 2113 

DETAILED ACTION 

Double Patenting 

Page2 

1. The nonstatutory double patenting rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 
harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection 
is appropriate where the conflicting claims are not identical, but at least one examined 
application claim is not patentably distinct from the reference claim(s) because the examined 
application claim is either anticipated by, or would have been obvious over, the reference 
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re 
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 887, 225 
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937,214 USPQ 761 (CCPA 1982); In re 
Vogel, 422 F.2d 438,164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or l.32l(d) may 
be used to overcome an actual or provisional rejection based on a nonstatutory double patenting 
ground provided the conflicting application or patent either is shown to be commonly owned 
with this application, or claims an invention made as a result of activities undertaken within the 
scope of a joint research agreement. 

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 
3.73(b). 

Claims 14 and 24 of U.S. Patent Application 10/973,003 contains every element of 

claims 1, 8 and 1, 2, respectively of the instant application and as such anticipates claims 1, 2, 8 

of the instant application. 

"A later patent claim is not patentably distinct from an earlier patent claim if the later claim is 
obvious over, or anticipated by, the earlier claim. In re Longi, 759 F.2d at 896, 225 USPQ at 
651 (affirming a holding of obviousness-type double patenting because the claims at issue were 
obvious over claims in four prior art patents); In re Berg, 140 F.3d at 1437, 46 USPQ2d at 1233 
(Fed. Cir. 1998) (affirming a holding of obviousness-type double patenting where a patent 
application claim to a genus is anticipated by a patent claim to a species within that genus)." 
ELI LILLY AND COMPANYv BARR LABORATORIES, INC., United States Court of 
Appeals for the Federal Circuit, ON PETITION FOR REHEARING EN BANC (DECIDED: 
May 30, 2001 ). 
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2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

( e) the invention was described in (I) an application for patent, published under section I 22(b ), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351 (a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1-18, 30-38 are rejected under 35 U.S.C. 102(e) as being anticipated by Bigbee et 

al. U.S. Patent 6,920,581. 

As per claim 1, Bigbee teaches a method comprising: system firmware instructing a 

system's operating system to idle a processor; and responsive to said instructing, said operating 

system idling the processor and returning control over the processor to the system firmware 

( column 4, lines 39-65). 

As per claim 2, Bigbee teaches the method of claim 1 wherein said instructing comprises: 

using an Advanced Configuration and Power Interface (ACPI) method to instruct the operating 

system to idle the processor (column 3, lines 17-30). 

As per claim 3, Bigbee teaches the method of claim 2 wherein said ACPI method is an 

ACPI eject method (column 8, lines 5-11). 

As per claim 4, Bigbee teaches the method of claim 1 wherein said instructing comprises: 

generating an interrupt ( column 4, lines 14-20). 
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As per claim 5, Bigbee teaches the method of claim 4 wherein said generating said 

interrupt comprises: said system firmware writing to a general purpose execution (GPE) register 

(column 3, lines 30-34). 

As per claim 6, Bigbee teaches the method of claim 4 further comprising: executing an 

Advanced Configuration and Power Interface.Machine Language (AML) method associated with 

the generated interrupt (column 3, lines 27-30). 

As per claim 7, Bigbee teaches the method of claim 6 wherein said executing saidAML 

method comprises: requesting said operating system to eject said processor module ( column 4, 

lines 55-65). 

As per claim 8, Bigbee teaches the method of claim I wherein said system firmware 

instructs the system's operating system to idle the processor responsive to detection of loss of 

lockstep for the processor (column I, lines 25-35). 

As per claim 9, Bigbee teaches he method of claim 8 further comprising: responsive to 

said operating system returning control over the processor to the system firmware, the system 

firmware reestablishing lockstep for the processor (column 4, line 65 - column 5, line 12). 

As per claim 10, Bigbee teaches the method of claim 9 wherein said system firmware 

reestablishes lockstep for the processor without shutting down the operating system ( column 4, 

line 65 - column 5, line 12). 

As per claim 11, Bigbee teaches a method comprising: detecting loss oflockstep (LOL) 

for a processor module in a system; and responsive to said detecting LOL for the processor 

module, system firmware instructing an operating system to idle the processor module (column 

1, lines 16-34; column 4, lines 39-65). 
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As per claim 12, Bigbee teaches the method of claim 11 further comprising: responsive to 

said instructing, said operating system idling the processor module (column 4, lines 55-65). 

As per claim 13, Bigbee teaches the method of claim 12 further comprising: the operating 

system returning control over the idled processor module to the system firmware ( column 4, line 

66- column 5, line 12). 

As per claim 14, Bigbee teaches the method of claim 13 further comprising: the system 

firmware reestablishing lockstep for the processor module without shutting down the operating 

system (column 4, lines 66- column 5, line 12). 

As per claim 15, Bigbee teaches the method of claim 11 wherein said instructing 

comprises: generating an interrupt (column 3, lines 27-30). 

As per c1aim 16, Bigbee teaches the method of claim 15 wherein said generating said 

interrupt comprises: writing to a general purpose execution (GPE) register (column 3, lines 30-

34). 

As per claim 17, Bigbee teaches the method of claim 15 wherein said operating system is 

Advanced Configuration and Power Interface (ACPI) compatible, further comprising: executing 

an ACPI Machine Language (AML) method associated with the generated interrupt (column 3, 

lines 27-30). 

As per claim 18, Bigbee teaches the method of claim 17 wherein said executing said 

AML method comprises: requesting said operating system to eject said processor module 

( column 4, liens 55-65). 
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As per claim 30, Bigbee teaches system comprising: a processor; an operating system for 

scheduling operations for the processor; and system firmware operable to request that said 

operating system idle the processor (column 3, lines 66-67, 17-30, 3-17). 

As per claim 31, Bigbee teaches the system of claim 30 wherein said operating system is 

operable, responsive to said system firmware requesting that said operating system idle the 

processor, to idle the processor and return control over the processor to the system firmware 

( column 4, lines 39-65). 

As per claim 32, Bigbee teaches the system of claim 31 wherein said system firmware is 

operable, responsive to detection of loss of lockstep (LOL) for the processor, to request that said 

operating system idle the processor (column 4, lines 39-.65) 

As per claim 33, Bigbee teaches the system of claim 32 wherein said system firmware is 

operable, responsive to receiving said control over the processor, to reestablish lockstep for the 

processor (column 4, line 65 - column 5, line 12). 

As per claim 34, Bigbee teaches the system of claim 30 wherein said system firmware is 

operable, responsive to detection ofloss oflockstep (LOL) for the processor, to request that said 

operating system idle the processor (column 4, lines 39-65). 

As per claim 35, Bigbee teaches the system of claim 30 wherein said processor is an 

Itanium Processor Family (IPF) processor (column 7, lines 24-25). 

As per claim 36, Bigbee teaches the system of claim 30 wherein said system firmware 

uses an Advanced Configuration and Power Interface (ACPI) method to request that said 

operating system idle the processor (column 3, lines 17-30). 
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As per claim 37, Bigbee teaches a system comprising: means for detecting loss of 

lockstep (LOL) for a processor module in a system; and system firmware including means, 

responsive to said detecting LOL for the processor module, for instructing an operating system to 

idle the processor module (column 4, lines 39-65). 

As per claim 38, Bigbee teaches the system of claim 37 wherein responsive to the 

instructing means instructing the operating system to idle the processor module, the operating 

system idling the processor module and returning control over the processor module to the 

system firmware (column 4, lines 39-67). 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

5. Claims 10-22 are rejected under 35 U.S.C. l02(b) as being anticipated by Marshall et al 

U.S. Patent 5,915,082. 

As per claim 19, Marshall teaches a method comprising: detecting loss of lockstep (LOL) 

for a processor module in a system; and continuing operation of the processor module without 

lockstep protection (column 5, lines 46-50). 

As per claim 20, Marshall teaches he method of claim 19 further comprising: determining 

if the LOL is immediately fatal (column 5, line 66 - column 6, line 3). 
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As per claim 21, Marshall teaches the method of claim 20 further comprising: performing 

said continuing operation if determined that the LOL is not immediately fatal ( column 5, lines 

28-67). 

As per claim 22, Marshall teaches the method of claim 21 further comprising: if 

determined that the LOL is immediately fatal, ceasing operation of the processor module 

( column 5, line 65 - column 6, line 28). 

Claim Rejections -35 USC§ 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claims 23 -25 are rejected under 35 U.S.C. 103(a) as being unpatentable over Marshall 

in view of Quach U.S. Patent 6,625,749. 

As per claim 23, Marshall teaches the method of claim 19. Marshall does not teach 

further comprising: determining if lockstep can be recovered for the processor module without 

shutting down the system's operating system. Quach does teach the recovery to comprise 

determining whether to attempt to reestablish lockstep for the processor module ( column 9, lines 

15-21 ). It would have been obvious to one of ordinary skill in the art at the time the invention 

was made to combine the recovery process of Quach to the recovery process of Marshall. One of 

ordinary skill in the art would have been motivated to combine the recovery process of Quach to 

the recovery process of Marshall because Quach teaches the recovery of a discrepancy of parity 
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As per claim 24, Marshall in view of Quach teaches the method of claim 23. Quach 

teaches further comprising: performing said continuing operation if determined that lockstep can 

be recovered for the processor module without shutting down the system's operating system 

(column 9, lines 15-21). 

As per claim 24, Marshall in view of Quach teaches the method of claim 24. Marshall 

teaches further comprising: ceasing operation of the processor module if determined that 

lockstep cannot be recovered for the processor module without shutting down the system's 

operating system (column 5, line 65 - column 6, line 28). 

8. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Marshall in view 

of Bigbee. 

As per claim 26, Marshall teaches the method of claim 19. Marshall does not teach 

further comprising: responsive to said detecting LOL for the processor module, system firmware 

instructing the system's operating system to idle the processor module and return control over the 

processor module to the system firmware. Bigbee does teach responsive to said detecting LOL 

for the processor module, system firmware instructing the system's operating system to idle the 

processor module and return control over the processor module to the system firmware (column 

4, lines 39-65). It would have been obvious to one of ordinary skill in the art at the time the 

invention was made to combine the process of Bigbee to the process of Marshall. One of 

ordinary skill in the art would have been motivated to combine the process of Bigbee to the 
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process of Marshall because Bigbee teaches the recovery in a system when lockstep is lost 

( column 4, lines 1-14); an explicit desire of Marshall ( column 1, lines 10-19). 

Allowable Subject Matter 

9. Claims 27-29 are objected to as being dependent upon a rejected base claim, but would 

be allowable if rewritten in independent form including all of the limitations of the base claim 

and any intervening claims. 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure: See attached PTO-892 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Christopher S. McCarthy whose telephone number is (571)272-

3651. The examiner can normally be reached on M-F, 9 - 5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Robert Beausoliel can be reached on (571)272-3645. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Christopher S. McCarthy 
Examiner 
Art Unit 2113 
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USPAT; 
DERWENT 

55 580 714/13.ccls. U5-PGPUB; AND ON 2007/07/03 12:42 
USPAT; 
DERWENT 

S6 460 714/13.ccls. and (not 714/11,12.ccls.) U5-PGPUB; AND ON 2007/07/03 11 :03 
U5PAT; 
DERWENT 

57 94 712/31.ccls. U5-PGPUB; AND ON 2007/07/03 12:42 
U5PAT; 
DERWENT 

58 0 ("2007 /004 3972").URPN. U5PAT AND .ON 2007/07/03 13:59 

59 24 ("20040019771" I "20040153731" I U5-PGPUB; AND ON 2007/07/03 20:59 
"20040153857" I "4589066" I U5PAT; 
"4750177" I "5369749" I "5732209" I USOCR 
"5748873" I "5913059" I "6065135" I 
"6141718" I "6148348" I "6263452" I 
"6330661" I "6378021" I "6567839" I 
"6615366" I "6625749" I "6625756" I 
"6640313" I "6751749" I "6772368" I 
"6976155" I "7003691 ").PN. OR 
{"7155721 ").URPN. 

510 9 ("4750177" I "4849979" I "5157780" I U5-PGPUB; AND ON 2007/07/03 21:09 
"5428768" I "5434997" I "6065135" I U5PAT; 
"6249856" I "6279119").PN. OR U5OCR 
("7003691").URPN. 

511 25 ("4438494" I "4503535" I "4823256" I US-PG PUB; AND ON 2007/07/03 21:10 
"4916704" I "5138708" I "5226152" I USPAT; 
"5233615" I "5249187" I "5249188" I USOCR 
"5255367" I "5313575" I "5339408" I 
"5353436" I "5640521").PN. OR 
("5915082").URPN. 

S12 21 ("20020073357" I "20020144177" I US-PG PUB; AND ON 2007/07/03 21:13 
"20020152418" I "20020152420" I USPAT; 
"20030005380" I "4785453" I USOCR 
"5226152" I "5276823" I "5434997" I 
"5764660" I "5948111" I "6065135" I 
"6247144" I "6393582" I "6473869" I 
"6604177" I "6615366" I "6625749" I 
"6751698" I "6820213" I "7055060"). 
PN. OR ("7237144").URPN. 
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513 27 ("4751639" I "5799022" I "5903717" I U5-PGPUB; AND ON 2007/07/03 21:15 
"5923830").PN. OR ("6141770").URPN. U5PAT; 

U5OCR 

514 1 ("2004/0078650").URPN. U5PAT AND ON 2007/07/03 21:18 

515 1 ("2004/0006722").URPN. U5PAT AND ON 2007/07/03 21:19 

S16 3 ("2003/0051190").URPN. USPAT AND ON 2007/07/03 21:19 

517 32 ("4438494" I "4503535" I "4823256" I U5-PGPUB; AND ON 2007/07/03 21:19 
"4916704" I "5138708" I "5226152" I U5PAT; 
"5233615" I "5249187" I "5249188" I U5OCR 
"5313575" I "5353436" I "5915082"). 
PN. OR ("6065135").URPN. 

518 0 ("2006/0248384").URPN. U5PAT AND ON 2007/07/03 21:22 

519 1 ("2005/0246581 ").URPN. U5PAT AND ON 2007/07/03 21:22 

520 1 ("2005/0240811 ").URPN. U5PAT AND ON 2007/07/03 21:22 

S21 15 ("20020073357" I "20020144177" I U5-PGPUB; AND ON 2007/07/03 21:22 
"20030126498" I "20040019771" I USPAT; 
"20040153731" I "20040153857" I U5OCR 
"4589066" I "5732209" I "6065135" I 
"6148348" I "6263452" I "6378021" I 
"6615366" I "6751749" I "6772368"). 
PN. OR ("7085959").URPN. 

·522 14 ("5522029" I "5884019" I "5892898" I U5-PGPUB; AND ON 2007/07/03 21:24 
"5919266" I "6065078" I "6141770" I U5PAT; 
"6173386" I "6199179" I "6308285" I U5OCR 
"6360333").PN. OR ("6675324").URPN. 

523 39 ("4181940" I "4634110" I "5155731" I U5-PGPUB; AND ON 2007/07/03 21:26 
"5247659" I "5408647" I "5418955"). U5PAT; 
PN. OR {"5491788").URPN. U5OCR 

524 0 (''2006/0010344").URPN. U5PAT AND ON 2007/07/03 21:29 

525 33 ("3898621" I "4907228" I "4954942" I U5-PGPUB; AND ON 2007/07/03 21:29 
"4984234" I "5005174" I "5136204" I U5PAT; 
"5255367" I "5278962").PN. OR U5OCR 
("5748873").URPN. 

526 143 ("3252149" I "3303474" I "3395396" I U5-PGPUB; AND ON 2007/07/03 21:31 
"3409879" I "3444528" I "3503048" I USPAT; 
"3786433" I "3810119" I "3931505" I U5OCR 
"4198678").PN. OR ("4358823").URPN. 

527 29 ("4453215" I "fl912707" I "5475856" I US-PG PUB; AND ON 2007/07/03 21:35 
"5504859" I "5530802" I "5664214" I U5PAT; 
"5748873" I "6279119" I "6393582"). U5OCR 
PN. OR ("6625749").URPN. 
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S28 17 ("20030167389" l "20040006722" I US-PGPUB; AND ON 2007/07/03 21:38 
"20040078650" I "20040078651" I USPAT; 
''20050149776" I "20050240810" I USOCR 
"20050240811" I "4453215" I 
"4553215" I "4912707" I "5475856" I 
"5504859" I "5530802" I "5664214" I 
"5748873" I "6279119" I "6393582"). 
PN. OR ("7134047").URPN. 

S29 7 ("5761518" I "5978923").PN. OR US-PGPUB; AND ON 2007/07/03 21 :39 
(''6308285"}.URPN. USPAT; 

USOCR 

530 22 ("5465360" I "5491788" I "5497497" I US-PGPUB; AND ON 2007/07/03 21:39 
"5535395" I "5568641" I "5611078" I U5PAT; 
"5627962" I "5659748" I "5724527" I USOCR 
"5729675" I "5737604" I "5737615" I 
"5761518" I "5870602" I "6058475" I 
"6122735" I "6308285").PN. OR 
("6496881").URPN. 

S31 18 ("4679166" I "5327548" I "5448716" I US-PGPUB; AND ON 2007/07/03 21:41 
"5450576" I "5491788" I "5495569" I USPAT; 
"5659748" I "5724527" I "5860002"). USOCR 
PN. OR ("6058475").URPN. 

532 18 ("4888683" I "5450576" I "5491788" I US-PGPUB; AND ON 2007/07/03 21 :42 
".5627962" I "5659748" I "5729675" I USPAT; 
"5768585").PN. OR ("6009521").URPN. USOCR 

S33 14 reestablish$4 with lockstep US-PGPUB; AND ON 2007/07/04 12:35 
USPAT; 
DERWENT 

S34 6 (("5675794") or ("6438687") or US-PGPUB; OR OFF 2007/07/04 11:37 
("6920581")).PN. USPAT; 

DERWENT 

S35 11 (("5226152") or ("5249188") or USPAT OR OFF 2007/07/04 11 :42 
("5751932") or ("5758058") or 
("5764660") or (''6065135"} or 
("6148348"} or ("6473869"} or 
("6560682") or ("6604177") or 
("6615366")).PN. 

S36 8 (("6625749") or ("6687851"} or US-PGPUB; OR OFF 2007/07/04 11:50 
("6754787") or ("20020144177") or USPAT 
("20030070050") or ("20040006722") 
or ("20040019771") or 
("20040153857")).PN. 

537 15 resynch$7 with lockstep US-PGPUB; AND ON 2007/07/04 12:38 
U5PAT; 
DERWENT 

S38 13 lockstep with ( reset$4 or resynch$8 or U5-PGPUB; AND ON 2007/07/04 12:41 
reestablish$5) with (operating adj USPAT; 
system) DERWENT 
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539 55 recover$4 with lockstep U5-PGPUB; AND ON 2007/07/04 12:47 
U5PAT; 
DERWENT 

540 62 recover$4 with (lock adj step) U5-PGPUB; AND ON 2007/07/04 12:48 
U5PAT; 
DERWENT 

541 54 540 and (not 539) U5-PGPUB; AND ON 2007/07/04 12:48 
U5PAT; 
DERWENT 

542 19 (lockstep or (lock adj step)) with boot U5-PGPUB; AND ON 2007/07/04 12:54 
U5PAT; 
DERWENT 

543 24 (lockstep or (lock adj step)) with U5-PGPUB; AND ON 2007/07/04 12:55 
boot$4 U5PAT; 

DERWENT 

544 30 (lockstep or (lock adj step)) with U5-PGPUB; AND ON 2007/07/04 13 :03 
idle$4 U5PAT; 

DERWENT 

545 225 (lockstep or (lock adj step)) and (boot U5-PGPUB; AND ON 2007/07/04 13:03 
with processor) U5PAT; 

DERWENT 

546 22 (lockstep or (lock adj step)) and (boot U5-PGPUB; AND ON 2007/07/04 13:05 
adj2 processor) U5PAT; 

DERWENT 

547 19 (lockstep or (lock adj step)) and (boot U5-PGPUB; AND ON 2007/07/04 13:05 
adj processor) U5PAT; 

DERWENT 

548 19 (lockstep or (lock adj step)) and U5-PGPUB; AND ON 2007/07/04 13:06 
(boot$4 adj processor) U5PAT; 

DERWENT 

549 2 ("20050172164").PN. U5-PGPUB; OR OFF 2007/07/04 14:17 
U5PAT; 
DERWENT 

550 20 lockstep with spare U5-PGPUB; AND ON 2007/07/04 14:18 
U5PAT; 
DERWENT 

551 23 lockstep and (spare with (switch$4 or U5-PGPUB; AND ON 2007/07/04 15:12 
failover)) U5PAT; 

DERWENT 

552 27 lockstep and ( spare with ( switch$4 or U5-PGPUB; AND ON 2007/07/04 15:13 
failover or replac$4)) U5PAT; 

DERWENT 

553 23 ("4015246" I "4799140" I "4926281" I U5-PGPUB; AND ON 2007/07/04 15:18 
"4967347" I "5276823" I "5423024" I USPAT; 
"5572620" I "5596756" I "5666483" I U5OCR 
"5799198").PN. OR ("5923830").URPN. 
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554 373 (boot adj processor) U5-PGPUB; AND ON 2007/07/04 15:25 
U5PAT; 
DERWENT 

555 0 (boot adj processor) with fai1over U5-PGPUB; AND ON 2007/07/04 15:25 
U5PAT; 
DERWENT 

556 7 (boot adj processor) with replac$4 U5-PGPUB; AND ON 2007/07/04 15:32 
I U5PAT; 

DERWENT 

557 17 (boot adj processor) and lockstep U5-PGPUB; AND ON 2007/07/04 15:32 
USPAT; 
DERWENT 

558 139 714/11,12.ccls. and boot U5-PGPUB; AND ON 2007/07/04 16:55 
U5PAT; 
DERWENT 

559 29 ACPI with eject US-PGPUB; AND ON 2007/07/04 16:55 
U5PAT; 
DERWENT 

560 3 grochowski.in. and spare US-PGPUB; AND ON 2007/07/05 11: 58 
USPAT; 
DERWENT 

561 0 quach.in. and spare U5-PGPUB; AND ON 2007/07/05 11:58 
U5PAT; 
DERWENT 

562 4 safford.in. and spare U5-PGPUB; AND ON 2007/07/05 11:58 
U5PAT; 
DERWENT 

563 9 safford.in. and boot U5-PGPUB; AND ON 2007/07/05 11:58 
U5PAT; 
DERWENT 

564 2 ("6920581").PN. U5-PGPUB; OR OFF 2007/07/1112:47 
U5PAT; 
DERWENT 

565 147 (lockstep or (lock adj step)) and fatal US-PGPUB; AND ON 2007/07/1112:48 
U5PAT; 
DERWENT 

566 14 (lockstep or (lock adj step)) same fatal U5-PGPUB; AND ON 2007/07/11 12:58 
U5PAT; 
DERWENT 

567 3 (lockstep or {lock adj step)) same U5-PGPUB; AND ON 2007/07/1112:58 
severity U5PAT; 

DERWENT 

568 297 (lockstep or (lock adj step)) same U5-PGPUB; AND ON 2007/07/1112:58 
level USPAT; 

DERWENT 
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S69 49 (lockstep or (lock adj step)) same US-PGPUB; AND ON 2007/07/1112:59 
((error or fault) with level) USPAT; 

DERWENT 
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~LETT-PACKARD COMPANY 
~ellectual Property Administration 
~ 0. Box 272400 
~rt Collins. Colorado 80527-2400 

PATENT APPLICATION 

ATTORNEY DOCKET NO. 200404970-1 

IN THE U.S. PATENT AND TRADEMARK OFFICE 
Patent Application Transmittal letter 

Commissioner for Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

Sir: 

Transmitted herewith for filing under 37 CFR 1.53(b) is a(n): (X) Utility ( ) Design 

(X) original patent application, 

( ) continuation-in-part application 

INVENTOR{S): Scott L Michaelis et al. 

TITLE: SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN OPERATING SYSTEM TO 
IDLE A PROCESSOR 

Enclosed are: 

(X) The Declaration and Power of Attorney. (X) signed. ) unsigned or partially signed 

(X) 3 sheets of drawings (one set) ( ) Associate Power of Attorney 

{ ) Form PTO-1449 { x) Information Disclosure Statement and Form PTO-1449 

( ) Priority document(s) ( ) {_O_th_e~r) _______________ (fee $ ____ ~ 

CLAIMS AS FILED BY OTHER THAN A SMALL ENTITY 
(1) (2) (3) (4) (5) 

FOR NUMBER FILED NUMBER EXTRA RATE TOTALS 

TOTAL CLAIMS 38 - 20 18 X $18 $ 324 

INDEPENDENT 
CLAIMS 5 - 3 2 X $88 $ 176 

ANY MULTIPLE 
0 --------- $300 $ 0 DEPENDENT CLAIMS 

BASIC FEE: Design ( $350.00 ); Utility ($790.00 ) $ 790 

TOTAL FILING FEE $ 1,290 

OTHER FEES $ 

TOT AL CHARGES TO DEPOSIT ACCOUNT $ 1,290 

Charge $ 1 290 to Deposit Account 08-2025. At any time during the pendency of this 
application, please charge any fees required or credit any over payment to Deposit Account 08-2025 
pursuant to 37 CFR 1.25. Additionally please charge any fees to Deposit Account 08-2025 under 37 
CFR 1.16 through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal Regulations 
that may regulate fees. A duplicate copy of this sheet is enclosed. 

"Express Mail" label no. 8/ 375342713US 

Date of Deposit Oct. 25, 2004 

I hereby certify that this is being deposited with the 
United States Postal Service "Express Mail Post 
Office to Addressee" service under 37 CFR 1. 10 on 
the date indicated above and is addressed to: 
Commissioner for Patents, Alexandria, VA 

22313-~ • 0~ \ 
By ~t'l. ~ 
Typed Name:Ph Ewing (S 

Rev 10/04 (TransNew) - Attach as First Page to Transmitted Papers -

Respectful!y submitted, 

Scott ~haelis et al. 

By~~~~~~=-.i~------­
~ishop 

Attorney/Agent for Applicant(s) 
Reg. No. 44,034 

Date: Oct. 25, 2004 

Telephone No.: (214) 855-8007 

Page 59 of 94



Application No.: Not Yet Assigned Attorney Docket No.: 200404970-1 

25466024.1 

Certificate of Express Mailing Under 37 CFR 1.10 

I hereby certify that this correspondence is being deposited with the United States Postal Service as 
Express Mail, Airbill No. EV 375342713US in an envelope addressed to: 

on 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

October 25, 2004 
Date 

Signature \:5 
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SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN OPERA TING 

SYSTEM TO IDLE A PROCESSOR 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] The present application is related to the following concurrently filed and 

commonly assigned U.S. Patent Applications: Serial No. _____ [Attorney Docket No. 

200404944-1] titled "SYSTEM AND METHOD FOR ESTABLISHING A SPARE 

PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT 

PROCESSOR"; Serial No. ___ [ Attorney Docket No. 200404943-1] titled "SYSTEM AND 

METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR MODULE"; Serial 

No. ___ [ Attorney Docket No. 200404941-1] titled "SYSTEM AND METHOD FOR 

PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION"; Serial No. 

____ [Attorney Docket No. 200404973-1 titled "SYSTEM AND METHOD FOR 

SWITCHING THE ROLE OF BOOT PROCESSOR TO A SP ARE PROCESSOR 

RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR"; 

Serial No. ___ [Attorney Docket No. 200404971-1] titled "SYSTEM AND METHOD FOR 

REESTABLISHING LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF 

LOCKSTEP IS DETECTED"; Serial No. ___ [Attorney Docket No. 200404946-1] titled 

"SYSTEM AND METHOD FOR USING INFORMATION RELATING TO A DETECTED 

LOSS OF LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION"; Serial No. 

____ [Attorney Docket No. 200404972-1] titled "SYSTEM AND METHOD FOR 

REINTRODUCING A PROCESSOR MODULE TO AN OPERA TING SYSTEM AFTER 

LOCKSTEP RECOVERY"; and Serial No. __ [Attorney Docket No. 200404974-1] titled 

"SYSTEM AND METHOD FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A 

SP ARE PROCESSOR THAT IS IN LOCKSTEP FOR USE IN RECOVERING FROM LOSS 

OF LOCKSTEP FOR ANOTHER PROCESSOR", the disclosures of which are hereby 

incorporated herein by reference. 

DESCRIPTION OF RELATED ART 

[0002] Silent Data Corruption ("SDC") is a difficult problem in the computing 

industry. In general, SDC refers to data that is corrupt, but which the system does not detect as 

being corrupt. SDCs primarily occur due to one of two factors: a) a broken hardware unit orb) a 

"cosmic" event that causes values to change somewhere in the system. Broken hardware means 
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unit in a processor is instructed to add 1 + 1 and it returns the incorrect answer 3 instead of the 

correct answer 2. An example of a cosmic event is when a charged particle ( e.g., alpha particle 

or cosmic ray) strikes a region of a computing system and causes some bits to change value ( e.g., 

from a O to a 1 or from a 1 to a 0). 

[0003] Numerous techniques have been developed for detecting SDC to prevent the 

SDC from remaining "silent" or "undetected" within a system, as well as preventing such SDC 

from propagating through the system. Examples of these techniques include parity-based 

mechanisms and error correcting codes (ECCs) on buses and memory locations, as well as 

checksums and/or cyclic redundancy checks (CRC) over regions of memory. Parity-based 

mechanisms are often employed in processors, wherein a parity bit is associated with each block 

of data when it is stored. The parity bit is set to one or zero according to whether there is an odd 

or even number of ones in the data block. When the data block is read out of its storage location, 

the number of ones in the block is compared with the parity bit. A discrepancy between the 

values indicates that the data block has been corrupted. ECCs are parity-based mechanisms that 

track additional information for each data block. The additional information allows the 

corrupted bit( s) to be identified and corrected. 

[0004] Parity/ECC mechanisms have been employed extensively for caches, 

memories, and similar data storage arrays. In the remaining circuitry on a processor, such as 

data paths, control logic, execution logic, and registers (the "execution core"), it is more difficult 

to apply parity/ECC mechanisms for SDC detection. Thus, there is typically some unprotected 

area on a processor in which data corruption may occur and the parity/ECC mechanisms do not 

prevent the corrupted data from actually making it out onto the system bus. One approach to 

SDC detection in an execution core (or other unprotected area of the processor chip) is to employ 

"lockstep processing." Generally, in lockstep processing two processors are paired together, and 

the two processors perform exactly the same operations and the results are compared ( e.g., with 

an XOR gate). If there is ever a discrepancy between the results of the.lockstep processors, an. 

error is signaled. The odds of two processors experiencing the exact same error at the exact 

same moment ( e.g., due to a cosmic event occurring in both processors at exactly the same time 

or due to a mechanical failure occurring in each processor at exactly the same time) is nearly 

zero. 
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[0005] A pair of lockstep processors may, from time to time, lose their lockstep. 

"Loss of lockstep" ( or "LOL") is used broadly herein to refer to any error in the pair of lockstep 

processors. One example of LOL is detection of data corruption ( e.g., data cache error) in one of 

the processors by a parity-based mechanism and/or ECC mechanism. Another example of LOL 

is detection of the output of the paired processors not matching, which is referred to herein as a 

"lockstep mismatch." It should be recognized that in some cases the data in the cache of a 

processor may become corrupt ( e.g., due to a cosmic event), which once detected ( e.g., by a 

parity-based mechanism or ECC mechanism of the processor) results in LOL. Of course, unless 

such corrupt data is acted upon by the processor, the output of that processor will not fail to 

match the output of its paired processor and thus a "lockstep mismatch" will not occur. For 

example, suppose that a value of" 1" is stored to first location of cache in each of a pair of 

lockstep processors and a value of"l" is also stored to a second location of cache in each of the 

pair of lockstep processors. Further suppose that a cosmic event occurs for a first one of the 

processors, resulting in the first location of its cache being changed from "1" to "O", and thus 

corrupted. This data corruption in the first processor is a LOL for the pair. An error detection 

mechanism of this first processor may detect the data corruption, thus detecting the LOL. If the 

processors are instructed to act on the data of their first cache locations, then a lockstep 

mismatch will occur as the output of each of the processors will not match. For instance, if the 

processors each add the data stored to the first location of their respective cache with the data 

stored to the second location of their respective cache, the first processor (having the corrupt 

data) will output a result of" 1" (O+ 1 = 1) while the second processor outputs a result of "2" 

(1 + 1 =2), and thus their respective outputs will not match. 

(0006] By employing such techniques as parity-based error detection mechanisms 

and output comparisons for lockstep paired processors, SDC detection can be enhanced such that 

practically no SDC occurring in a processor goes undetected (and thus such SDC does not 

remain "silent") but instead results in detection of LOL. However, the issue then becomes how 

best for the system to respond to detected LOL. The traditional response to detected LOL has 

been to crash the system to ensure that the detected error is not propagated through the system. 

That is, LOL in one pair of lockstep processors in a system halts processing of the system even if 

other processors that have not encountered an error are present in the system. However, with the 

increased desire for many systems to maintain high availability, crashing the system each time 

LOL is detected is not an attractive proposition. This is particularly unattractive for large 
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systems having many processors because cosmic events typically occur more frequently as the 

processor count goes up, which would result in much more frequent system crashes in those 

large systems. High availability is a major desire for many customers having large, multi­

processor systems, and thus having their system crash every few weeks is not an attractive 

option. Of course, permitting corrupt data to propagate through the system is also not a viable 

option. 

[0007] Prior solutions attempting to resolve at least some detected SDCs without 

requiring the system to be crashed have been Operating System ("OS") centric. That is, in 

certain solutions the OS has been implemented in a manner to recover from a detected LOL 

without necessarily crashing the system. This OS-centric type of solution requires a lot of 

processor and platform specific knowledge to be embedded in the OS, and thus requires that the 

OS provider maintain the OS up-to-date as changes occur in later versions of the processors and 

platforms in which the OS is to be used. This is such a large burden that most commonly used 

OSs do not support lockstep recovery. 

[0008] Certain solutions have attempted to recover from a LOL without involving 

the OS in such recovery procedure. For instance, in one technique upon LOL being detected, 

firmware is used to save the state of one of the processors in a lockstep pair (the processor that is 

considered "good") to memory, and then both processors of the pair are reset and reinitialized. 

Thereafter, the state is copied from the memory to each of the processors in the lockstep pair. 

This technique makes the processors unavailable for an amount of time without the OS having 

any knowledge regarding this unavailability, and if the amount of time required for recovery is 

too long, the system may crash. That is, typically, if a processor is unresponsive for X amount of 

time, the OS will assume that the processor is hung and will crashdump the system so that the 

problem can be diagnosed. Further, in the event that a processor in the pair cannot be reset and 

reinitialized (e.g., the processor has a physical problem and fails to pass its self-test), this 

technique results in crashing the system. 

BRIEF SUMMARY OF THE INVENTION 

(0009] According to one embodiment, a method comprises system firmware 

instructing a system's operating system to idle a processor, and responsive to the instructing, the 

operating system idling the processor and returning control over the processor to the system 

firmware. 
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[0010] According to one embodiment, a method comprises detecting loss of 

lockstep (LOL) for a processor module in a system, and responsive to the detecting LOL for the 

processor module, system firmware instructing an operating system to idle the processor module. 

[0011] According to one embodiment, a method comprises detecting loss of 

lockstep (LOL) for a processor module in a system. The method further comprises, responsive 

to the detecting LOL, generating an interrupt, by system firmwar~, and, responsive to the 

interrupt, an operating system idling the processor module. 

[0012] According to one embodiment, a method comprises detecting loss of 

lockstep (LOL) for a processor module in a system, and continuing operation of the processor 

module without lockstep protection. 

[0013] According to one embodiment, a system comprises a processor, and an 

operating system for scheduling operations for the processor. The system further comprises 

system firmware operable to request that the operating system idle the processor. 

(0014] According to one embodiment, a system comprises means for detecting loss 

of lockstep (LOL) for a processor module in a system. The system further comprises system 

firmware including means, responsive to the detecting LOL for the processor module, for 

instructing an operating system to idle the processor module. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIGURE 1 shows an example embodiment of a system that uses firmware 

for instructing an operating system to idle a processor module responsive to detecting a loss of 

lockstep (LOL) for the processor module; 

[ 0016] FIGURE 2 shows a block diagram of one embodiment implemented for the 

IA-64 processor architecture; and 

[0017] FIGURE 3 shows an exemplary operational flow diagram of system 

firmware according to one embodiment for instructing the operating system to idle a processor 

module responsive to detection of LOL for the processor module. 
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DETAILED DESCRIPTION OF THE INVENTION 

[0018] Embodiments are described herein in which system firmware requests that 

an operating system (OS) idle a processor. Specific examples are described in which the system 

firmware requests that the OS idle a processor module responsive to detection of LOL for the 

processor module. Control over the processor module is returned from the OS to the system 

firmware, and the system firmware can take actions to attempt to recover lockstep for the 

processor module. However, the embodiments hereof for using system firmware for requesting 

that the OS idle a processor and return control over such processor to the system firmware are 

not limited to instances in which LOL is detected for the processor. Rather, the embodiments for 

using system firmware for requesting that the OS idle a processor and return control over such 

processor to the system firmware may be utilized for a variety of reasons, including responsive to 

any processor errors that are not immediately fatal (such as the LOL errors discussed further 

below), maintenance of the processor, physically moving the processor module to a different 

system, power failures, etc. Thus, while exemplary embodiments are described herein 

specifically for instances in which LOL is detected for a processor module, the concept of 

utilizing the system firmware for causing the OS to idle a processor module and return control 

thereof to the system firmware is not limited to instances in which LOL is detected for the 

processor module. 

[0019] As described further herein and in concurrently filed and commonly 

assigned U.S. Patent Application Serial No. _____ [Attorney Docket No. 200404941-1] 

titled "SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE 

LOCKSTEP PROTECTION," the disclosure of which is incorporated herein by reference, 

certain techniques are provided for recovering from LOL detected for a processor module in a 

multi-processor system. In using these exemplary techniques, system firmware instructs the 

system's OS to idle the processor module for which LOL was detected. Control of the processor 

module is then returned to the system firmware so thatthe system firmware can-take actions to 

attempt to recover the lockstep. If lockstep is successfully recovered, in certain implementations, 

the firmware triggers the OS to again recognize the processor module and begin scheduling 

instructions for it. 

(0020] Embodiments disclosed herein provide a system and method for instructing 

an OS to idle the processor module for which a LOL is detected. In certain embodiments, 
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responsive to detecting LOL for a processor module, system firmware uses an ACPI method for 

instructing the OS to idle ( or "eject") the processor module. Thus, the OS is aware that the 

processor module is not to be used, and the firmware can resume control of the processor module 

and attempt to recover its lockstep. In certain embodiments, the processor module can continue 

its operation without lockstep protection, at least until the OS is capable of idling/ejecting the 

processor module in response to the firmware's ACPI instruction. 

[0021] Turning to FIGURE 1, an example embodiment of a system 10 that includes 

system firmware 15 that instructs the system's OS 11 to idle a processor module 12 responsive to 

detection ofLOL for such processor module 12. System 10 includes OS 11, as well as master 

processor 12A and slave processor 12B (collectively referred to as a lockstep processor pair 12). 

In certain implementations the lockstep processor pair 12 may be implemented on a single 

silicon chip, which is referred to as a "dual core processor" in which master processor 12A is a 

first core and slave processor 12B is a second core. Further, lockstep processor pair 12 may be 

referred to as a processor or CPU "module" because it includes a plurality of processors (12A 

and 12B) in such module. Master processor 12A includes cache 14A, and slave processor 12B 

includes cache 14B. OS 11 and lockstep processor pair 12 are communicatively coupled to bus 

16. Typically, master processor 12A and slave processor 12B are coupled to bus 16 via an 

interface that allows each of such processors to receive the same instructions to process, but such 

interface only communicates the output of master processor 12A back onto bus 16. The output 

of slave processor 12B is used solely for checking the output of mater processor 12A. While 

only one lockstep processor pair 12 is shown for simplicity in the example of FIGURE 1, system 

10 may include any number of such lockstep processor pairs. As one specific example, system 

10 may have 64 lockstep processor pairs, wherein the master processors of the pairs may perform 

parallel processing for the system. 

[0022] In this example, master processor 12A includes error detect logic 13A, and 

slave processor 12B includes error detect logic 13B.. While shown as included in each of the 

processors 12A and 12B in this example, in certain embodiments the error detect logic 13A and 

13B may be implemented external to processors 12A and 12B. Error detect logic 13A and 13B 

include logic for detecting errors, such as data cache errors, present in their respective processors 

12A and 12B. Examples of error detect logic 13A and 13B include known parity-based 

mechanisms and ECC mechanisms. Error detect logic I 3C is also included, which may include 

an XOR (exclusive OR) gate, for detecting a lockstep mismatch between master processor 12A 
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and slave processor 12B. As mentioned above, a lockstep mismatch refers to the output of 

master processor 12A and slave processor 12B failing to match. While shown as external to the 

lockstep processor pair 12 in this example, in certain embodiments error detect logic 13C may be 

implemented on a common silicon chip with processors 12A and 12B. 

[0023] Lockstep mismatch is one way of detecting a LOL between the master 

processor 12A and slave processor 12B. A detection of an error by either of error detect logic 

13A and 13B also provides detection of LOL in the processors 12A and 12B. Because the 

detection ofLOL by error detect logic 13A and 13B may occur before an actual lockstep 

mismatch occurs, the detection ofLOL by error detect logic 13A and 13B may be referred to as a 

detection of a "precursor to lockstep mismatch". In other words, once an error ( e.g., corrupt 

data) is detected by error detect logic 13A or 13B, such error may eventually propagate to a 

lockstep mismatch error that is detectable by error detect logic 13C. 

[0024] Firmware 15 is also included in system 10, which in this embodiment is 

invoked upon an error being detected by any of the error detect logics 13A, 13B, and 13C. In 

certain embodiments, processors 12A and 12B are processors from the Itanium Processor Family 

(IPF). IPF is a 64-bit processor architecture co-developed by Hewlett-Packard Company and 

Intel Corporation, which is based on Explicitly Parallel Instruction Computing (EPIC). IPF is a 

well-known family of processors. IPF includes processors such as those having the code names 

of MERCED, MCKINLEY, and MADISON. In addition to supporting a 64-bit processor bus 

and a set of 128 registers, the 64-bit design of IPF allows access to a very large memory (VLM) 

and exploits features in EPIC. While a specific example implementation of one embodiment is 

described below for the IPF architecture, embodiments of firmware for notifying the system's 

OS of a detected LOL as described herein are not limited in application to an IPF architecture, 

but may be applied as well to other architectures (e.g., 32-bit processor architectures, etc.). 

[0025] Processor architecture generally comprises corresponding supporting 

firmware, such as firmware 15 of system 10. For example, as described further below in 

conjunction with the specific example of FIGURE 2, the IPF processor architecture comprises 

such supporting firmware as Processor Abstraction Layer (PAL), System Abstraction Layer 

(SAL), and Extended Firmware Interface (EFI). Such supporting firmware may enable, for 

example, the OS to access a particular function implemented for the processor. For instance, the 

OS may query the PAL as to the size of the cache implemented for the processor, etc. Other 
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well-known functions provided by the _supporting firmware (SAL, EFI) include, for example: (a) 

performing 1/0 configuration accesses to discover and program the 1/0 Hardware 

(SAL_PCI_CONFIG_READ and SAL_PCI_CONFIG_ WRITE); (b) retrieving error log data 

from the platform following a Machine Check Abort (MCA) event (SAL_ GET_ STATE_ INFO); 

(c) accessing persistent store configuration data stored in non-volatile memory (EFI variable 

services: GetNextVariableName, GetVariable and SetVariable); and accessing the battery­

backed real-time clock/calendar (EFI GetTime and SetTime). Accordingly, the supporting 

firmware, such as the PAL, is implemented to provide an interface to the processor(s) for 

accessing the functionality provided by such processor(s). Each of those interfaces provide 

standard, published procedure calls that are supported. While shown as external to the lockstep 

processor pair 12 in this example, in certain embodiments all or a portion of firmware 15 may be 

implemented on a common silicon chip with processors 12A and 12B. 

[0026] In the example embodiment of FIGURE 1, upon firmware 15 being invoked 

responsive to detection ofLOL for processor module 12 (by any of error detect logics 13A, 13B, 

and 13C), firmware 15 instructs OS 11 to idle the processor module 12 and return control over 

such processor module 12 to the firmware 15. In the specific example of FIGURE 1, upon 

firmware 15 being invoked responsive to detection of LOL for processor module 12, firmware 

15 determines, in operational block 101, whether the detected LOL is a recoverable LOL. That 

is, firmware 15 determines in block 101 whether the detected LOL is of a type from ~hich the 

firmware can recover lockstep for the lockstep processor pair 12 without crashing the system. If 

the lockstep is not recoverable from the detected LOL, then in the example of FIGURE 1 

firmware 15 crashes the system in block 102. 

[0027] In this example, firmware 15 is implemented in a manner that allows for 

recovery from certain detected errors without requiring that OS 11 be implemented with specific 

knowledge for handling such recovery. However, if the lockstep is determined to be 

recoverable, firmware 15 cooperates with OS 11 via standard OS methods to recover the. 

lockstep. For instance, in the example embodiment of FIGURE 1, Advanced Configuration and 

Power Interface (ACPI) methods are used by firmware 15 to cooperate with OS 11. 

Accordingly, no processor or platform specific knowledge is required to be embedded in OS 11, 

but instead any ACPI-compatible OS may be used, including without limitation HP-UX and 

Open VMS operating systems. 
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[0028] In the example embodiment of FIGURE 1, if lockstep is determined to be 

recoverable in block 101, then firmware 15 triggers OS 11 to idle the master processor 12A in 

block 103. In this embodiment, firmware 15 utilizes an ACPI method 104 to "eject" master 

processor 12A, thereby triggering OS 11 to idle the master processor 12A (i.e., stop scheduling 

tasks for the processor). Of course, by idling master processor 12A, slave processor 12B will in 

tum be idled. Thus, idling master processor 12A results in idling the lockstep processor pair 12. 

In this example embodiment, OS 11 is not aware of the presence of slave processor 12B, but is 

instead aware of master processor 12A. The interface oflockstep processor pair 12 to bus 16 

manages copying to slave processor 12B the instructions that are directed by OS 11 to master 

processor 12A. Thus, firmware 15 need not direct OS 11 to eject slave processor 12B, as OS 11 

is not aware of such slave processor 12B in this example implementation. Again, by idling 

master processor 12A, slave processor 12B is also idled as it merely receives copies of the 

instructions directed to master processor 12A. Of course, if in a given implementation OS 11 is 

aware of slave 12B, firmware 15 may be implemented to also direct OS 11 to idle such slave 

processor 12B in a manner similar to that described for idling master processor 12A. 

[0029] Firmware 15 then attempts to recover lockstep for the lockstep processor 

pair 12 in block 105. For instance, firmware 15 resets the processor pair 12. During such reset 

of processor pair 12, system 10 can continue to operate on its remaining available processors (not 

shown in FIGURE 1 ). 

[0030] Once the processor pair 12 is reset and lockstep is recovered, firmware 15 

reintroduces master processor 12A to OS 11 in operational block 106. In this embodiment, 

firmware 15 updates the ACPI device table information for master processor 12A to indicate that 

such master processor 12A is "present, functioning and enabled." As discussed in the ACPI 2.0 

specification for the _STA status method of a device, the _STA (status) object returns the status 

of a device, which can be one of the following: enabled, disabled, or removed. In this respect, in 

the result code (bitmap) bit O is set if the.device is present;-'- bit.l is set if the device is enabled. 

and decoding its resources; bit 2 is set if the device should be shown in the UI; bit 3 is set if the 

device is functioning properly (cleared if the device failed its diagnostics); bit 4 is set if the 

battery is present; and bits 5-31 are reserved. A device can only decode its hardware resources if 

both bits O and 1 are set. If the device is not present (bit O cleared) or not enabled (bit 1 cleared), 

then the device must not decode its resources. Bits 0, 1 and 3 are the "present, enabled and 

functioning" bits mentioned above. Firmware 15 utilizes an ACPI method 107 to trigger OS 11 
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to "check for" master processor 12A, thereby reintroducing the master processor 12A to OS 11. 

As a result of checking for master processor 12A, OS 11 will recognize that such master 

processor 12A is again available and will thus begin scheduling tasks for master processor 12A 

once agam. 

[0031] Exemplary techniques for recovering from a detected LOL that may be 

employed are described further in concurrently filed and commonly assigned U.S. Patent 

Application Serial No. _____ [Attorney Docket No. 200404941-1] titled "SYSTEM AND 

METHOD FOR PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION," 

the disclosure of which is incorporated herein by reference. Embodiments provided herein 

further discuss techniques for instructing a system's OS to idle a proces~or module for which 

LOL is detected. Embodiments provided herein do not require that the OS be implemented with 

processor-specific information to receive an instruction to idle the processor responsive to LOL 

being detected for the processor. That is, the OS is not required to be developed specifically for 

a certain processor architecture in order to receive an instruction from the system firmware to 

idle the processor. For instance, in certain embodiments, standard OS methods, such as ACPI 

methods, are used for instructing the OS to idle the processor. Thus, in certain embodiments, 

any ACPl-compatible OS can receive an instruction to idle the processor module in the manner 

described herein. Thus, in accordance with certain embodiments, an OS that is fully ACPI 

compliant can receive notification that a processor should have its use discontinued, responsive 

to detected LOL. Further, in certain implementations, the OS can keep using the disabled 

processor until it is convenient to eject the processor and return it to firmware control. 

[0032] FIGURE 2 shows a block diagram of one embodiment of the above system 

10, which is implemented for the IPF processor architecture and is labeled as system lOA. The 

quintessential model of the traditional IPF architecture is given in the Intel IA-64 Architecture 

Software Developer's Manual, Volume 2: IA-64 System Architecture, in section 11.1 Firmware 

Model, the disclosure of which is hereby incorporated herein by reference .. Accordingly, in this. 

example embodiment of system 10 A, firmware 15, labeled as firmware 15 A, includes processor 

abstraction layer (PAL) 201 and platform/system abstraction layer (SAL) 202. In general, PAL 

201 is firmware provided by Intel for its processors, and SAL 202 is developed by an original 

equipment manufacturer (OEM) for the specific system/platform in which the processors are to 

be employed. PAL 201, SAL 202, as well as an extended firmware interface (EFI) layer (not 
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shown), together provide, among other things, the processor and system initialization for an OS 

boot in an IPF system. 

[0033] It should be noted that while the above description of PAL and SAL is 

specific to the IPF architecture, other architectures may include a "PAL" and "SAL" even though 

such firmware layers may not be so named or specifically identified as separate layers. In 

general, such a PAL layer may be included in a given system architecture to provide an interface 

to the processor hardware. The interface provided by the PAL layer is generally dictated by the 

processor manufacturer. Similarly, a SAL layer may be included in a given system architecture 

to provide an interface from the operating system to the hardware. That is, the SAL may be a 

system-specific interface for enabling the remainder of the system (e.g., OS, etc.) to interact with 

the non-processor hardware on the system and in some cases be an intermediary for the PAL 

interface. 

[0034] The boot-up process of a traditional IPF system, for example, proceeds as 

follows: When the system is first powered on, there are some sanity checks ( e.g., power on self­

test) that are performed by microprocessors included in the system platform, which are not the 

main system processors that run applications. After those checks have passed, power and clocks 

are given to a boot processor (which may, for example, be master processor 12A). The boot 

processor begins executing code out of the system's Read-Only Memory (ROM) (not 

specifically shown in FIGURE 2). The code that executes is the PAL 201, which gets control of 

system 10. PAL 201 executes to acquire all of the processors in system lOA (recall that there 

may be many lockstep processor pairs 12) such that the processors begin executing concurrently 

through the same firmware. 

[0035] After it has performed its duty of initializing the processor(s), PAL 201 

passes control of system 1 OA to SAL 202. It is the responsibility of SAL 202 to discover what 

hardware is present on the system platform, and initialize it to make it available for the OS 11. 

When main memory is initialized and functional, the firmware 15 A is copied into the main 

memory. Then, control is passed to EFI (not shown), which is responsible for activating boot 

devices, which typically includes the disk. The EFI reads the disk to load a program into 

memory, typically referred to as an operating system loader. The EFI loads the OS loader into 

memory, and then passes it control of system 10 A by branching the boot processor into the entry 

point of such OS loader program. 
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[0036] The OS loader program then uses the standard firmware interfaces to 

discover and initialize system lOA further for control. One of the things that the OS loader 

typically has to do in a multi-processor system is to retrieve control of the other processors (those 

processors other than the boot processor). For instance, at this point in a multi-processor system, 

the other processors may be executing in do-nothing loops. In an ACPI-compatible system, OS 

11 makes ACPI calls to parse the ACPI tables to discover the other processors of a multi­

processor system in a manner as is well-known in the art. Then OS 11 uses the firmware 

interfaces to cause those discovered processors to branch into the operating system code. At that 

point, OS 11 controls all of the processors and the firmware 15 A is no longer in control of system 

lOA-

[0037] As OS 11 is initializing, it has to discover from the·firmware 15A what 

hardware is present at boot time. And in the ACPI standards, it also discovers what hardware is 

present or added or removed at run-time. Further, the supporting firmware (PAL, SAL, and 

EFI) are also used during system runtime to support the processor. For example, OS 11 may 

access a particular function of master processor 12A via the supporting firmware 15 A, such as 

querying PAL 201 for the number, size, etc., of the processor's cache 14A. Some other well­

known firmware functions that OS 11 may employ during runtime include: (a) PAL 201 may be 

invoked to configure or change processor features such as disabling transaction queuing 

(PAL_ BUS_ SET_ FEATURES); (b) PAL 201 may be invoked to flush processor caches 

(PAL_CACHE_FLUSH); (c) SAL 202 may be invoked to retrieve error logs following a system 

error (SAL_GET_STATE_INFO, SAL_CLEAR_STATE_INFO); (d) SAL 202 may be invoked 

as part of hot-plug sequences in which new 1/0 cards are installed into the hardware 

(SAL_PCI_CONFIG_READ, SAL_PCI_CONFIG_ WRIT); (e) EFI may be invoked to change 

the boot device path for the next time the system reboots (SetVariable); (f) EFI may be invoked 

to change the clock/calendar hardware settings; and (g) EFI may be invoked to shutdown the 

system (ResetSystem). 

[0038] A "device tree" is provided, which is shown as device tree 203 in this 

example. Device tree 203 is stored in SRAM (Scratch RAM) on the cell, which is RAM that is 

reinitialized. Firmware 15A builds the device tree 203 as it discovers what hardware is installed 

in the system. Firmware then converts this information to the ACPI tables format and presents it 

to OS 11 so that OS 11 can know what is installed in the system. The ACPI device tables (not 

shown) are only consumed by OS 11 at boot time, so they are never updated as things change. 
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For OS 11 to find the current status, it calls an ACPI "method" to discover the "current status". 

The _STA method described above is an example of such an ACPI method. When _STA is 

called, the AML can look for properties on the device specified in the firmware device tree and 

convert that into the Result Code bitmap described above. So, if lockstep has been lost on a 

processor, firmware 15A will set the device tree property that indicates loss of lockstep, then 

when OS 11 calls _STA for that device, the "lockstep lost" property directs the AML code to 

return to "O" in the "functioning properly" bit so that OS 11 can know there is a problem with 

that processor. 

[0039] A simple example of device tree 203 is shown below in Table 1: 

Device Status Lockstep 
Enabled 

Processor A Present, Enabled, Yes 
and Functioning 

Table 1 

[0040] As mentioned above, once LOL is detected for a processor module, it 

becomes desirable to notify the system's OS that the processor module is running without 

lockstep. This notification will allow the OS to stop using the processor, release any resources 

that may be associated with the processor, and return the processor to firmware control so that 

there is no further opportunity for silent data corruption problems to occur on the processor 

module that no longer has lockstep protection. Exemplary embodiments are provided herein in 

which system firmware (e.g., SAL) notifies the OS that lockstep has been lost and the processor 

should be returned to firmware control. More specifically, exemplary embodiments are provided 

herein in which system firmware, responsive to detection of LOL for a processor module, 

instructs the OS to idle the processor module and return control of the processor module to the 

system firmware. 

[0041] FIGURE 3 shows an exemplary operational flow diagram of system 

firmware according to one embodiment for instructing the OS to idle a processor module for 

which LOL is detected. This may be thought of as notifying the OS of the LOL detected for the 

processor module, but in certain embodiments the LOL is not actually notified of the LOL but is 

instead instructed to idle the processor module and return control over the processor module to 

the system firmware (without the OS knowing the reason for doing so). As shown, the "Notify 

OS" procedure of the system firmware is entered in block 301 responsive to detection of LOL for 
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a processor module, such as processor module 12 of FIGURES 1-2. In operational block 302, 

SAL sets a property in the firmware device tree indicating that lockstep has been lost and an 

eject is being requested. In this manner, the system firmware leaves itself a "clue" that the 

processor has lost lockstep so that when the processor is returned to firmware control (after 

instructing the OS to idle the processor), the system firmware knows why it has control of the 

processor. So, in block 302, a property is set in the firmware device tree that indicates lockstep 

has been lost for this processor module and firmware is requesting that the CPU be ejected and 

returned to firmware control. 

[0042] In operational block 303, SAL asserts a General Purpose Event Interrupt 

(GPE) by writing to the appropriate GPE register in the ACPI register space. This causes the OS 

to execute its interrupt handler, which will run an ACPI Machine Language (AML) Method 

associated with this particular interrupt. In this example, this AML method that is executed 

responsive to the interrupt generated by the GPE includes an AML instruction called "Notify". 

This "Notify" operation indicates the CPU object that has lost lockstep (i.e., identifies which 

processor module lost its lockstep) and that an Eject is being requested as arguments. The AML 

instruction notifies the OS that action is being requested on this CPU. The AML method then 

returns and the OS can take action asynchronously to satisfy the notify request. Exemplary 

actions that can be taken to idle the processor module responsive to this request and then attempt 

to reestablish lockstep for the processor module are described further in concurrently filed and 

commonly assigned U.S. Patent Application Serial No. _____ [Attorney Docket No. 

200404971-1] titled "SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A 

PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED", the disclosure 

of which is hereby incorporated herein by reference. 

[0043] In operational block 304, the system firmware restores the saved state and 

resumes the previous context. When an LOL is detected, an MCA (Machine Check Abort) is 

generated. As soon as the MCA is generated, the "state" of the processor is saved. That means 

all of the control registers, stack and RSE pointers are moved to a storage area (both memory and 

· extra registers in the processor) so that the application that was running on the processor can be 

resumed later on. The MCA is processed and then all of the stored pointers and registers are 

reloaded to exactly what their values were when the MCA occurred. The system firmware calls 

PAL_MC_RESUME, which triggers PAL to correct the internal state of the processor. That is, 
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PAL_MC_RESUME then instructs the processor to return to the exact instruction that was 

executing when the MCA occurred and begin executing again. 

[0044] The processor module, returns to normal execution without lockstep 

protection in operational block 305. That is, the processor module executes normally until the 

OS idles/ejects it. Before restoring the execution state and calling PAL_MC_RESUME, 

firmware evaluates the error that occurred. If there is any chance of data corruption propagating 

throughout the system, then the exemplary process of FIGURE 3 is not followed. For instance, 

if determined in block 101 of FIGURE 1 that the lockstep is not recoverable, then the system 

crashes in block 102. The exemplary operational flow of FIGURE 3 is performed in operational 

block 103 (of FIGURE 1) of this embodiment. Exemplary techniques for deciding whether to 

attempt to reestablish lockstep for the processor module ( and thus whether to request that the OS 

idle the processor and in the meantime resume operation of the processor) are described further 

in concurrently filed and commonly assigned U.S. Patent Application Serial No. ___ _ 

[Attorney Docket No. 200404946-1] titled "SYSTEM AND METHOD FOR USING 

INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR 

DETERMINING A RESPONSIVE ACTION" and concurrently filed and commonly assigned 

U.S. Patent Application Serial No. ____ [Attorney Docket No. 200404971-1] titled 

"SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A PROCESSOR 

MODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED", the disclosures of which are 

hereby incorporated herein by reference. 

[0045] In view of the above, embodiments are provided in which system firmware 

requests that an OS idle a processor and return control over the processor to the system firmware. 

While specific examples are described above in which the system firmware requests that the OS 

idle a processor module responsive to detection of LOL for the processor module, embodiments 

hereof are not limited in application to instances in which LOL is detected for a processor. 

Rather, Rather, the embodiments described above for using system firmware for requesting that. 

the OS idle a processor and return control over such processor to the system firmware may be 

utilized for a variety of different applications, including responsive to any processor errors that 

are not immediately fatal (such as the LOL errors discussed further below), maintenance of the 

processor, physically moving the processor module to a different system, power failures, etc. 

Thus, while idling a processor module responsive to detection of LOL is an application of 

particular advantage, the concept of utilizing the system firmware for causing the OS to idle a 
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processor module and return control thereof to the system firmware is not intended to be limited 

to instances in which LOL is detected for the processor module, but may equally be applied in 

any other desired applications. 
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CLAIMS 

What is claimed is: 

1. A method comprising: 

system firmware instructing a system's operating system to idle a processor; and 

responsive to said instructing, said operating system idling the processor and returning 

control over the processor to the system firmware. 

2. The method of claim 1 wherein said instructing comprises: 

using an Advanced Configuration and Power Interface (ACPI) method to instruct the 

operating system to idle the processor. 

3. The method of claim 2 wherein said ACPI method is an ACPI eject method. 

4. The method of claim 1 wherein said instructing comprises: 

generating an interrupt. 

5. The method of claim 4 wherein said generating said interrupt comprises: 

said system firmware writing to a general purpose execution (GPE) register. 

6. The method of claim 4 further comprising: 

executing an Advanced Configuration and Power Interface Machine Language (AML) 

method associated with the generated interrupt. 

7. The method of claim 6 wherein said executing said AML method comprises:
1 

requesting said operating system to eject said processor module. 

8. The method of claim 1 wherein said system firmware instructs the system's 

operating system to idle the processor responsive to detection of loss of lockstep for the 

processor. 

9. The method of claim 8 further comprising: 

responsive to said operating system returning control over the processor to the system 

firmware, the system firmware reestablishing lockstep for the processor. 

10. The method of claim 9 wherein said system firmware reestablishes lockstep for 

the processor without shutting down the operating system. 
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11. A method comprising: 

detecting loss of lockstep (LOL) for a processor module in a system; and 

responsive to said detecting LOL for the processor module, system firmware instructing 

an operating system to idle the processor module. 

12. The method of claim 11 further comprising: 

responsive to said instructing, said operating system idling the processor module. 

13. The method of claim 12 further comprising: 

the operating system returning control over the idled processor module to the system 

firmware. 

14. The method of claim 13 further comprising: 

the system firmware reestablishing lockstep for the processor module without shutting 

down the operating system. 

15. The method of claim 11 wherein said instructing comprises: 

generating an interrupt. 

16. The method of claim 15 wherein said generating said interrupt comprises: 

writing to a general purpose execution (GPE) register. 

1 7. The method of claim 15 wherein said operating system is Advanced 

Configuration and Power Interface (ACPI) compatible, further comprising: 

executing an ACPI Machine Language (AML) method associated with the generated 

interrupt. 

18. The method of claim 17 wherein said executing said AML method comprises: 

requesting said operating system to eject said processor module. 

19. A method comprising: 

detecting loss of lockstep (LOL) for a processor module in a system; and 

continuing operation of the processor module without lockstep protection. 

20. The method of claim 19 further comprising: 

determining if the LOL is immediately fatal. 

25442984.1 

19 

Page 80 of 94



Docket No. 200404970-1 

21. The method of claim 20 further comprising: 

performing said continuing operation if determined that the LOL is not immediately fatal. 

22. The method of claim 21 further comprising: 

if determined that the LOL is immediately fatal, ceasing operation of the processor 

module. 

23. The method of claim 19 further comprising: 

determining if lockstep can be recovered for the processor module without shutting down 

the system's operating system. 

24. The method of claim 23 further comprising: 

performing said continuing operation if determined that lockstep can be recovered for the 

processor module without shutting down the system's operating system. 

25. The method of claim 24 further comprising: 

ceasing operation of the processor module if determined that lockstep cannot be • 

recovered for the processor module without shutting down the system's operating system. 

26. The method of claim 19 further comprising: 

responsive to said detecting LOL for the processor module, system firmware instructing 

the system's operating system to idle the processor module and return control over the processor 

module to the system firmware. 

27. The method of claim 26 further comprising: 

while awaiting for the operating system to idle the processor module and return control 

over the processor module to the system firmware, performing said continuing operation. 

28. The method of claim 27 further comprising: 

said operating system idling the processor module and returning control over the 

processor module to the system firmware. 

29. The method of claim 28 further comprising: 

said system firmware reestablishing lockstep for the processor module, wherein said 

operating system is not shut down for said reestablishing. 
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30. A system comprising: 

a processor; 

an operating system for scheduling operations for the processor; and 

system firmware operable to request that said operating system idle the processor. 

31. The system of claim 30 wherein said operating system is operable, responsive to 

said system firmware requesting that said operating system idle the processor, to idle the 

processor and return control over the processor to/the system firmware. 

32. The system of claim 31 wherein said system firmware is operable, responsive to 
\ 

detection of loss of lockstep (LOL) for the processor, to request that said operating system idle 

the processor. 

33. The system of claim 32 wherein said system firmware is operable, responsive to 

receiving said control over the processor, to reestablish lockstep for the processor. 

34. The system of claim 30 wherein said system firmware is operable, responsive to 

detection of loss of lockstep (LOL) for the processor, to request that said operating system idle 

the processor. 

35. The system of claim 30 wherein said processor is an Itanium Processor Family 

(IPF) processor. 

36. The system of claim 30 wherein said system firmware uses an Advanced 

Configuration and Power Interface (ACPI) method to request that said operating system idle the 

processor. 

37. A system comprising: 

means for detecting loss oflockstep (LOL) for a processor module in a system; and 

system firmware including means, responsive to said detecting LOL for the processor 

module, for instructing an operating system to idle the processor module. 

38. The system of claim 37 wherein responsive to the instructing means instructing 

the operating system to idle the processor module, the operating system idling the processor 

module and returning control over the processor module to the system firmware. 
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ABSTRACT 

According to one embodiment, a method comprises system firmware instructing a 

system's operating system to idle a processor, and responsive to the instructing, the operating 

system idling the processor and returning control over the processor to the system firmware. 

According to one embodiment, a method comprises detecting loss of lockstep (LOL) for a 

processor module in a system, and responsive to the detecting LOL for the processor module, 

system firmware instructing an operating system to idle the processor module. 
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