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CORRELATED MEDIA SOURCE
MANAGEMENT AND RESPONSE CONTROL

[0001] This patent application is a continuation-in-part
application of co-pending, commonly-owned U.S. patent
application Ser. No. 12/637,685, entitled “Correlated Media
for Distributed Sources”, filed on Dec. 14, 2009, which
claims priority to U.S. provisional patent application Ser. No.
61/173,459 filed on Apr. 28, 2009.

TECHNICAL FIELD OF THE SUBJECT MATTER

[0002] This subject matter of the present application relates
to aggregating and correlating distributed media.

BACKGROUND OF THE SUBJECT MATTER

[0003] Media data comes in many forms including, but not
limited to, video, audio, still images, and text. Presently,
media data is captured, that is recorded, and stored on a
storage media that is dependent on the form of media data. For
example, video is captured by video cameras, audio is cap-
tured via microphone and recorders, and still images are
captured by cameras.

[0004] Currently, video cameras and digital recorders are
used for a wide range of applications. While the use of video
cameras and digital recorders is typically associated with
personal events. There are many applications of the use such
devices for commercial purposes including security and sur-
veillance. For example, police car video cameras are used to
record stop encounters.

[0005] As described above, more than one form of media
may be used to capture an event. For example, a security
camera and a digital audio recorder may capture both video
and audio data respectively from a crime scene. Afterwards, a
police officer or security supervisor may add text captions to
the video using computer-based software or on-camera func-
tions. Combining different forms of media for presentation is
termed multimedia, and accordingly there may be multime-
dia capture of security events and crime scenes.

[0006] Presently, captured media is most commonly stored
as digital data, thereby becoming a data asset. Digital data
assets may be streamed to users or consuming devices in real
time, or may be captured and later transported as a file for
streaming.

[0007] The consumer electronics revolution has made digi-
tal video cameras, digital still cameras, and digital recorders
ubiquitous. Accordingly, commoditized video cameras and
digital recorders have become available for security applica-
tions. Digitization and miniaturization has led to the produc-
tion of video cameras that can fit in a mobile phone with ever
improving resolution. Further, the advent of commoditized
compact memory has enabled large amounts of video data to
be stored in such devices, in a cost effective manner. As of this
writing, 16 gigabytes (GB) of storage space can store 40
hours of video data with average resolution. Accordingly,
large amounts of digital data assets may be captured from
many different sources and in many different media. Further-
more, the individuals that capture a security event or crime
scene with a camera or recorder need not necessarily be
related. For example, at a crime scene, there may be surveil-
lance cameras that were stationed in the area long before the
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scene; there may be police officers with mobile cameras and
recorders, and another police officer taking still shots with a
digital camera.

[0008] With the Internet, digital data assets may be shared
in both in edited and non-edited form. In the past, files were
shared simply by transferring peer-to-peer, such as e-mailing
files or uploading to a LAN based server. Later, digital data
assets were posted and distributed via web pages via internet
protocols. Currently police officers and security personnel
can post and distribute digital data assets to a centralized
location via web services, with facilities to search and tag on
posted assets. In this way, different recordings of the same
crime scene might be aggregated to help solve a crime case,
regardless of who originally captured or uploaded the digital
asset.

[0009] Ingeneral, thereis presently a critical mass of digital
data assets that can be correlated and combined together. For
example, panoramic software can stitch together different
still photos taken at the same time of the same event and result
into a single photo. Different video and audio feeds may be
mixed together to make a composite rendering. However,
such efforts are typically manual in nature and use relatively
short media clips.

[0010] At present, automating the correlation and combi-
nation of multimedia of relatively large long data assets, such
as those hundreds or thousands of hours in length is not done.
Moreover, recording metadata to aid in correlating the data
assets with other data assets is not presently done. Finally,
using such correlating metadata to automate correlations of
data assets into a combination presentation is not presently
done.

SUMMARY OF THE SUBJECT MATTER

[0011] The embodiments described herein relate to a com-
prehensive system to capture and store data assets, associate
correlating metadata, share data assets in either a peer to peer
manner or via a web service or equivalent, retrieve data assets,
and present data assets either singularly or in various combi-
nations. Embodiments herein may further analyze the data
assets to effectuate responses to events or incidents captured
in the data assets.

[0012] Inatleastoneembodiment, response personnel may
be dispatched based on nature of the data assets received. A
data asset that is captured by a user device is received, the data
asset includes capture time and date data. The data asset is
reviewed for an event that warrants dispatch of a responder.
The responder is dispatched to the location of the event when
the capture time and date data indicates the event occurred
within a predetermined time of a current time.

[0013] In additional embodiments, a quantitative param-
eter of a mobile client may be determined. Accordingly, the
mobile device may transmit full-motion video and full-qual-
ity audio captured by the mobile client, along with metadata
generated at the mobile device, to a recipient device when the
quantitative parameter does not reach a threshold However,
when the quantitative parameter does reach the threshold, the
mobile device may transmit at least one still shot and the
full-quality audio captured by the mobile client along with the
metadata to the recipient device.

[0014] In further embodiments, one or more parameters
related to the transmission of a video input from a capture
device to a recipient device may be determined. As a result,
the video input may be transmitted as full-motion video or at
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least one still shot from the capture device to the recipient
device based on the one or more parameters.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Non-limiting and non-exhaustive examples are
described with reference to the following figures. In the fig-
ures, the left-most digit(s) of a reference number identifies the
Fig. in which the reference number first appears. The use of
the same reference numbers in different figures indicates
similar or identical items or features.

[0016] FIG.1 is a diagrammatic illustration showing indi-
vidual actors, hardware, and software in a web service
embodiment of correlating media for distributed services.
[0017] FIG. 2 is a diagrammatic illustration showing indi-
vidual actors, hardware, and software for sharing and corre-
lating data assets in accordance with a web service embodi-
ment of correlating media for distributed services.

[0018] FIG. 3 is a diagrammatic illustration showing indi-
vidual actors, hardware, and software for capturing an event,
sharing data assets, and correlating the data assets into a final
result. In a peer-to-peer embodiment of correlating media for
distributed services.

[0019] FIG. 4 is a flowchart of an exemplary method for
correlating media for distributed services.

[0020] FIG. 5 is a diagrammatic illustration showing key
components of hardware for an exemplary mobile client in
accordance with various embodiments for correlating media
for distributed services.

[0021] FIG. 6 is a diagrammatic illustration of correlating
media for distributed services in a cloud computing environ-
ment.

[0022] FIG. 7 is a diagrammatic illustration showing key
components of software for an exemplary mobile client in
accordance with various embodiments for correlating media
for distributed services.

[0023] FIG. 8 is a diagrammatic illustration of the manage-
ment of the wireless audio and video capture devices that are
provide audio and video signals to a mobile client.

[0024] FIG. 9 is a diagrammatic illustration of an exem-
plary data asset in the form of a multimedia file that includes
synchronized data inputs.

[0025] FIG. 10 illustrates an exemplary method of selec-
tively modifying data inputs that are transmitted from a client
device that is running the client software platform to a recipi-
ent device.

[0026] FIG. 11 illustrates an exemplary method of selec-
tively transmitting still shots or full-motion video, as captured
by a capture device, to a recipient device.

[0027] FIGS. 12A and 12B are diagrammatic illustrations
of exemplary non-client software applications in accordance
with various embodiments for correlating media for distrib-
uted services.

[0028] FIG. 13 is a diagrammatic illustration of the indi-
vidual actors, hardware, and software applied to a personal
use scenario of correlating media for distributed services.
[0029] FIG. 14 is a diagrammatic illustration of the indi-
vidual actors, hardware, and software applied to a law
enforcement scenario of correlating media for distributed
services.

[0030] FIG.151s adiagrammatic illustration of a video 911
law enforcement architecture embodiment in which multiple
witness are proximate to a scene where an event is taking
place.
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[0031] FIG. 16 illustrates an exemplary use of a web ser-
vice in conjunction with the analysis and dispatch tools to
analyze captured data assets for dispatching one or more
responders to an event.

[0032] FIG. 17 is a diagrammatic illustration of an exem-
plary non-client software application in accordance with vari-
ous embodiments for managing witness data assets.

[0033] FIG. 18 illustrates an exemplary method for
responding to a video emergency call.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Combining and Correlating Digital Data Assets

[0034] The embodiments described herein pertain to meth-
ods, systems, and apparatuses for capturing digital media as
data assets, associating correlating metadata with those
assets, and retrieving and correlating data assets at least par-
tially based on the correlating metadata. In this way, the task
of correlating disparate data assets into a coherent combina-
tion may be automated.

[0035] There are many different types of combinations of
data assets. Such combinations may be of similar media, as in
making a panoramic composite photo by stitching together
different digital photos. Further, such combinations may be of
different media, such as adding a custom audio track to a
video. Such combinations may even be of the same context,
such as providing different views of the same police, fire
and/or security incident. In extreme situations, different con-
texts may be combined such as with a mashup. Such combi-
nations need not be composites and may be presented as
various different correlated media assets displayed side by
side, or as combined into an integrated whole.

[0036] To support automating such a varied range of com-
bination presentations, the embodiments described herein
allow a rich range of correlating metadata to be associated
with a data asset. When two or more data assets are to be
combined, as a composite or otherwise, the metadata may
provide a referent by which each data asset may be correlated.
Common metadata may includes, but is not limited to, date/
time stamp and location metadata.

[0037] For example, a video clip may have date/time infor-
mation stored for each frame, and an audio clip may have
date/time information stored for each track segment. The
video clip and the audio clip may be combined into a multi-
media presentation by correlating the date/time stamps of the
two files. In this case the correlation is a synchronizing of the
two files and the presentation is a composite of the two files.
Of course, the number of such files that may be so combined
is not limited to just two.

[0038] Correlation can be based on multiple metadata val-
ues. For example, multiple still photos might be stored not
only with date/time stamp metadata, but also with location
metadata, possibly from a global positioning satellite (GPS)
stamp. A software tool that collects all stored still photos
taken within a window of time, for example during a security
or police response to a crime incident, and close to the scene
of a crime, may combine the photos of the incident into a
sequence of pictures with which for investigation purposes.
Here the correlation is both by time and location, and the
presentation is a non-composite simultaneous display of dif-
ferent data assets.

[0039] Correlating metadata can be based on a set of cus-
tom fields. For example, a set of video clips may be tagged
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with an incident name. Consider three field police officers
each in a different city and in a different time zone, recording
videos and taking pictures at exactly at midnight on New
Year’s Day 2013. Each officer might tag their videos and their
still photos with “New Year’s Day 2013 Security Watch”. A
software tool may collect all stored videos with that tag, and
may further provide a presentation rotating between the vid-
eos and photos for the event. Here the correlation is made
using a custom tag, is not specific either to time or location,
and is a non-composite display of different data assets.
[0040] This degree of flexibility means that correlations
can be both by absolute referent and by relative referent. Most
incidents occur at an absolute time and location, and incidents
may occur at different locations (such as a bank robbery
occurring at a bank, and a breaking and entering at a power
main to shut off the power to enable the robbery). Another
example would be the security of an event over multiple
locations such as the election or Olympics which are held at
different venues in a city or different cities. In other situations,
incidents, such as a high speed chase may span multiple
counties. The above is a correlating example of synchronizing
video and audio by means of a relative referent, whereby the
time stamp need not be of absolute time, but could potentially
be synchronized to the beginning of the data clips. The above
example of the New Year’s Day event is an extreme example
of correlating by a relative referent. The “New Year’s Day
2013 Security” tag is arbitrary, and correlates data assets
without regard to traditionally absolute referents of date/time
and location. This example is also known as date/time shifting
and location shifting.

Exemplary Platform for Correlating and Combining Data
Assets

[0041] FIGS. 1 and 2 illustrate an exemplary platform for
correlating and combining data. FIG. 1 illustrates capture of
data. FIG. 2 illustrates presentation of data.

[0042] In this exemplary platform, event 100 is to be cap-
tured by recording devices 111-114 each of which is to cap-
ture some part of event 100 as represented by scopes 101-104,
respectively. The data captured by the respective scopes 101-
104 may be uploaded in the form of files to a web service 120
by users with accounts 121-123 that can transfer files from
their respective devices 111-114. The web service 120 groups
users into groups, e.g., users with accounts 121-124 belong to
group 130. Note that device 113 can be associated with mul-
tiple user accounts 122 and 123. Note that the user with
account 124 does not have a device but can still participate in
agroup. The users thus organized can store the data assets into
a central storage 150. The user with account 125 which does
not belong to group 130 may potentially belong to any num-
ber of other groups on the web service, or alternatively may
join group 130. The user with account 125 may have devices
(not shown) and upload to the central storage 150. Users 141
and 144, with accounts 121 and 124 respectively, may log on
later to tag, comment, annotate, or otherwise associate meta-
data with the uploaded files. The following discussion
describes this configuration in more detail.

[0043] Event 100 may represent the capture of any set of
media data. Usually an event consists of a discrete real-world
event such as a crime incident. However, some users may
wish to combine different events in different locales and time
zones. These different events may not even have any context
in common, save for a user’s preferences. For example, a
police supervisor may be looking for patterns of assaults in a
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jurisdiction. Each individual assault was perpetrated indepen-
dently, but studying the aggregate data, the police supervisor
may detect areas of high risk.

[0044] Aneventcanbe captured by one of many commonly
available devices 111-114. Exemplary devices include, but
are not limited, to video cameras, digital audio recorders, or
digital still cameras. Another example of a recording device
might be a laptop that stores GPS samples or other location
service samples to track location. Devices 111-114 may
record data in analog format but then convert the data to
digital format later for sharing. Devices 111-114 may further
have the capability of capturing different types of media at the
same time. For example, a video recorder usually captures
video and audio at the same time. Alternatively, many digital
cameras support both video and still modes of capture. Not-
withstanding the many features of present day devices, usu-
ally a single device at best can only capture a subset of an
event as represented by scopes 101-104. Each scope only
covers a subset, but a combination of the scopes may provide
a more complete capture of the event.

[0045] Devices 111-114 may generally store captured
media either as files or stream the captured media to a remote
device that will persist the data. Eventually the captured
media may be stored as a digital data asset, usually as a file. In
the alternative, data may be persisted on analog tape.

[0046] Devices 111-114 may have the ability to associate
metadata either before capture or at time of capture. For
example the respective devices may provide for a user to
provide a default tag for all files such as camera identifier
(ID). During capture, the respective devices may store data/
time stamp information or location service tracking location
data such as GPS with the file.

[0047] An example of a default tag associated before time
of'captureis an Event ID (also called a Pounce™ ID) that may
be used to indicate which files are candidates for correlating
for an event. Generally an Event ID corresponds to a unique
event. The end to end process is discussed in the context of
FIG. 4. Metadata association is discussed in more detail
below in the context of FIG. 5.

[0048] In the exemplary platform in FIG. 1, each device
111-114 belongs to at least one user (not shown), and each
user has an account 121-123. In the case where data is being
shared peer to peer, accounts may not be necessary since
devices 111-114 may access each other without the need for
intermediate storage and because the user is operating only
one device. However, in the FIG. 1 exemplary platform, note
that the user associated with account 123 is operating both
devices 113 and 114. Further note that devices 111-114 need
not have been operated at the same time. For example, a user
might record video in a police car on a device for an incident
and on a separate device record video and/or audio that may
or may not begin or end at the same time.

[0049] Accounts 121-124 may be aggregated on web ser-
vice as 120 as a group 130. As a default, a group may be
identified to include all users with data files with the same
Event ID. A group may also be either a predefined or a self
selecting group, for example a set belonging to a security
agency, or a set of all police officers belonging to the homicide
division, or even a set of officers seeking to share data regard-
less if they bellowing to an organized or unorganized group.
A group may also be related to some other grouping external
from the web service, e.g., a law enforcement Case ID seek-
ing all data assets that might have captured an event such as a
crime in progress.
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[0050] In this exemplary platform, users with accounts
associated with devices 111-114 then may upload files to
central storage 150. Users may belong to zero, one, or more
groups. An example of where a user belongs to zero groups is
includes a user having initially established an account,
although an alternative embodiment may include a user cre-
ating a default group. An example of a user belonging to
multiple groups includes a video file belonging both to a
group to capture a security event and to a group showing what
other security personnel were doing on a given day.

[0051] Users with accounts in a group may also have the
ability to add metadata after capture of the media data. As
illustrated by users 141 and 144, adding metadata may
include, but is not limited to, commenting on files by manu-
ally adding meta data or by automation, such as tagging,
which may be performed via software tools and by scripting.
[0052] Users with accounts are not limited to associating
data assets with metadata. Users with accounts in a group also
have the ability to edit the data assets directly. For example, a
still photo may be uploaded and later cropped using a digital
photo editor. The editor may be provided as on-line tool as
part of the web service or, alternatively, may be provided as
desktop software by which the user may download the file,
edit, and re-upload the edited file.

[0053] User account 124 pertains to a user who is not asso-
ciated with a device. In general, user accounts may be asso-
ciated with zero, one, or more devices. Because users can add
metadata after capture, a user may still participate in a group
without being responsible for providing data assets to the
group. This is acommon scenario for master editors as well as
mixers who use data assets as samples.

[0054] Inthis exemplary platform embodiment, the resultis
a central store 150 of data assets that have been associated
with correlating metadata from before, during, and after time
of capture. At least some subset of the metadata may be used
for correlation.

[0055] FIG. 2 includes references to features first intro-
duced with reference to FIG. 1 to continue discussion of this
exemplary platform embodiment. Central store 150 may be
accessed by external users for metadata inclusion and final
presentation. An external user 144 may access correlation and
presentation tool 220 that translates user 144's operation into
a query performed by search module 210. At least some of the
query criteria may be based on correlating metadata. The
search module 210 may retrieve data assets, from central store
150, that match the criteria of the query. Additionally the
search module 210 may retrieve external data sources. The
search module 210 may forward query criteria to an external
correlation module 260, which retrieves data assets from an
external data store 230 and associates the necessary correla-
tion metadata with the data assets. Examples of external data
include, but are not limited to, map data and to advertising
data. External data may be retrieved by the search module 210
along with data assets from central store 150. The search
module 210 may then return the combined data to the corre-
lation and presentation tool 220. Accordingly, additional cor-
relations may be made, others correlations removed, and the
data assets may be presented side by side, in rotation, or
potentially in composite form to user 144. A final presentation
may be saved as a single file or single distribution, and per-
sisted on data store 240 where it may then be viewed by other
users 250, regardless of affiliation with a group or from the
web service. The following discussion describes this process
in more detail.
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[0056] The correlation and presentation tool 220 is repre-
sented as a single entity. However, correlation and presenta-
tion may be implemented in different modules, for example as
different dynamic link libraries (DLLs) within a single appli-
cation or as separate plug-ins from a browser. The correlation
and presentation tool 220 may have a query tool (not shown)
that provides for simple queries, e.g. retrieve all data assets
relating to “New Year’s Day 2013 Security Watch.” Alterna-
tively, the tool may provide the back end infrastructure for a
domain specific application such as a law enforcement dis-
patch tool. Several such applications, including applications
for law enforcement and for transportation are discussed
below.

[0057] The correlation and presentation tool 220 may
invoke search module 210 in the form of a query. The query
may be a SQL query that retrieves data assets according to a
series of where clauses. For example in the following SQL
pseudo-code:

select data__asset__id

from data_ asset_ table, group__table

where data__asset_ table.group__id = group__table.group__id
and group__id = [group__id]

and data__asset_table.date_time_ stamp = [date_ time_ stamp]

the correlation and presentation tool 220 may retrieve all data
asset identifiers in a specified group at a particular time. In the
alternative, the query may simply be a parameterized DLL
call invocation as in, for example, the following function
declaration pseudo-code:

[0058] ReturnDataAssetByTimeStampagroup([group_id],
[date_time_stamp]).

[0059] Inadditionto filtering and correlating via predefined
fields, the embodiments described herein may support filter-
ing on custom metadata. One option to support custom meta-
datais to support a number of custom fields within a relational
database. In this way, a simple text comparison may return all
data assets when a custom tag equals, e.g., “New Year’s Day
2013 Security Watch.” In the alternative, some relational
databases may support stored procedures that can invoke
binaries. For example, MICROSOFT SQL SERVER™
allows invocation of COM object and ORACLE 10G™
allows invocation of JAVA™ objects.

[0060] Inthe above examples, the actual binary to execute
the queries is the search module 210. The search module may
not only invoke data assets in the central store 150, but also
zero, one, or more external databases 230 via the external
correlation module 260. Example external databases may
store, as examples only, mapping data, advertising data
assets, domain data such as public Securities and Exchange
Commission (SEC) filing data, or integration with other
applications such as law enforcement case management data-
bases. At this stage, correlations may occur in the form of join
statements in SQL, or binary equivalents.

[0061] The external correlation module 260 may be respon-
sible for returning data assets from the external database 230
along with correlation metadata. The data assets may be
returned with at least an Event ID to allow general correlation
with the other data assets returned from the central store 150.
Any metadata that was captured before or during recording
may be converted to a format correlatable with the data assets
on the central store 150. For example, if a date-time stamp is
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in a different format, the external correlation module may
convert the date-time stamp to the central store 150 format.
[0062] The external correlation module 260 may have
access to multiple databases, so it may use one external data-
base for data assets and another database for metadata. One
example is a Joint Photographic Experts Group (“JPEG”) file
that has GPS information which is correlated with a geoloca-
tion advertising database that links ads specific to the JPEG’s
location.

[0063] When the search module 210 retrieves data assets
and associated metadata, it may return the data to the corre-
lation and presentation tool 220 optimally as a rowset. Spe-
cifically, it may return a binary enumerable set of rows in
which each data row contains a data asset 1D, an Event ID,
related metadata and at least an accessible reference to the
data asset so that the correlation and presentation tool 220
may actually retrieve the data asset. In the alternative, when a
high bandwidth dedicated connection is available, the data
assets may be served as a binary large object (“BLOB”). In
the alternative to a rowset, the search module may return the
data asset id, event id, metadata, and data asset reference as an
eXtensible Markup Language (“XML”) file.

[0064] Once at the correlation and presentation tool 220,
the data assets may be further correlated for presentation. For
example, once the data assets are local to the correlation and
presentation tool 220, further filtering may be performed
resulting in changing correlations. For example, when the
rowset returns all data assets focusing on a particular crime
incident, it may be possible to retrieve only the data assets
focusing only on a particular person under surveillance.
Because of the extent of possibilities, correlations may be
driven by a custom rules engine.

[0065] The correlation and presentation tool 220 may fur-
ther support displaying the data assets both simultaneously
and as composite. One example of such displaying would be
to have multiple synchronized videos of a security incident
playing on small screens and providing a control to view
images from a selected one of the small screens on a large
screen. Another example would be to stitch together indi-
vidual still images into a single composite. Yet another
example would be to display a first video followed immedi-
ately by a second correlated video.

[0066] Composite presentations may require editing capa-
bilities on the subject data assets. For example in stitching, the
different JPEGs taken from different cameras and different
locations will vary in shading, color filtering, and the like.
Software post processing modules may be resident in the
correlation and presentation tool 220 to apply digital photo
processing to correct and homogenize the JPEGs to be
stitched.

[0067] As aresult of the correlation and presentation func-
tions being integrated into the same tool 220, the correlation
engine itself may be used to determine which data assets are
to be post processed. For example, the correlation function
may identify which JPEGs have an average darkness beyond
a predetermined threshold. In the alternative, the correlation
engine might calculate an average darkness and homogenize
the images to that average.

[0068] After post processing, the correlation and presenta-
tion tool 220 may be used to present the final presentation to
the user 144. The user may apply other processing as desired.
[0069] The user 144 has the option of storing the final
presentation as a single multimedia file or, in the alternative,
as a single distribution of multiple files. The single file or
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distribution may be stored on an intermediate data store 240
where other users 250 may view or access.

[0070] The intermediate data store 240 may be a networked
share drive or a file server accessible via the web. In the
alternative, it may be portable media such as a memory stick
or DVD-ROM. Access to the data on the intermediate data
store 240 may be encrypted or password protected.

[0071] Inthis exemplary platform embodiment, the resultis
a single multimedia file or single distribution that combines
multiple data assets that have been correlated for consump-
tion by a user.

Exemplary Peer to Peer Embodiment

[0072] FIG. 3 illustrates a peer to peer embodiment,
whereas FIGS. 1 and 2 illustrate a web service centric
embodiment.

[0073] Event 310 may be captured by mobile clients 321
and 322, both configured in accordance with the embodi-
ments described herein. Mobile client 321 may then capture a
portion of event 310 via video recording 331. Mobile client
322 may similarly capture a portion of event 310 via video
recording 332.

[0074] During the recording, both mobile clients 321 and
322 may store metadata identifying the date/timestamp and
location of the recording. Potentially each client may also
store data assets with different date/timestamps and locations.
[0075] Afterthe eventis over, mobile client 321 and mobile
client 322 may attempt to establish a peer to peer, mesh, LAN,
or WLAN connection over the Infrared Data Association
(“IRDA™) protocol. Specifically, if mobile client 321 ini-
tiates, the mobile client may first generate an Event ID based
on the mobile client’s device number. The user of the mobile
client may add additional metadata, e.g., the name of the
event. Mobile client 321 may then send this metadata over to
mobile client 322 via IRDA. Whenmobile client 322 sends an
acknowledgement, a link 340 may be established. Hence-
forth, any data assets transferred over the link may be tagged
with the Event ID and associated metadata.

[0076] Because this is a peer to peer collection, mobile
clients 321 and 322 can enumerate each other’s data assets.
Mobile client 321 may enumerate all data assets on mobile
client 322 taken near the GPS location of one of his video
recordings taken at the event and around the times of the
event. Then mobile client 321 may retrieve all those data
assets. When the data assets are transferred, the data assets
may be tagged with the Event ID and associated metadata.
Mobile client 322 may similarly perform such an action to
mobile client 321.

[0077] After data transfer, either mobile client 321 or 322 or
both may opt to terminate data connection 340.

Exemplary Correlation Method

[0078] FIG. 4 illustrates an exemplary method for correlat-
ing data assets regardless of platform.

[0079] Instep 410, an Event ID (also called a Pounce™ ID)
may be obtained. This Event ID is provided as the minimal
amount of metadata to correlate the resulting data asset with
other data assets. Data assets with the same Event ID may be
retrieved together. A data asset may eventually have more
than one Event ID.

[0080] In step 420, correlation metadata prior to capturing
the data asset may be applied. Correlation metadata may

0024



US 2011/0018998 Al

include, but is not limited to, the Event ID. Other correlation
metadata may include the identity of the person capturing the
data and a location stamp.

[0081] In step 430, data capture commences. During cap-
ture, correlating metadata may be captured along with the
media. For example, GPS samples may track location during
a mobile video recording in progress.

[0082] Once recording is complete, at decision block 440 a
decision is made if the resulting data asset is to be shared in
place via a peer-to-peer connection or uploaded to a web
service.

[0083] Ifthe data asset is to be uploaded to a web service, a
group corresponding to the Event ID may have to be joined
450 and then uploaded to a central store 460 via the web
service. Alternatively, if the data asset is to be shared in place,
there is no need to upload the data.

[0084] Instep 470, the data asset may be modified multiple
times. In 471, additional metadata, correlating or otherwise
may be applied.

[0085] In step 473, the data asset may be post-processed.
For example, if the uploaded data is a still JPEG, it may be
cropped. Another example includes correlating the data asset
with other data assets and integrating them together.

[0086] At decision block 472, a decision of whether to
share the final data asset may be made.

[0087] Ifthe final data asset is to be shared, in step 480 the
data asset may be stored in a memory different than central
storage, such as a memory stick or a DVD-ROM, and the data
asset may then be ready for distribution. Otherwise, the data
asset remains in storage for further retrieval and other actions.
The following discussion describes this process in more
detail.

[0088] In step 410, the Event ID may be created in many
different ways provided that the Event ID is sufficiently
unique to identify one or more sets of data assets covering at
least a portion of an event. Again, while an event may corre-
spond to an actual real world event, for purposes of the
embodiments described herein, an event may be a set of
recordings that are to be collected together for any reason,
real-world, artistic, or otherwise. For clients enabled with
consumer software to create an Event ID (e.g., Pounce™
software), the Event ID may be a globally unique identifier
(“GUID”) generated by software such as guidgen.exe from
MICROSOFT™. Alternatively, the Device ID of the captur-
ing device may be used. On a cell phone if the transport is
short message service (“SMS”), the SMS ID may be used as
an Event ID. For yet another example, for Twitter™ based
distribution, the PID plus additional supporting text may be
used for an Event ID.

[0089] Instep 420, pre-capture metadata is to be applied to
the one or more sets of data assets. The metadata may include
the Event ID as well as any metadata globally applicable to
the one or more sets of data assets such as, but not limited to,
name of the person capturing the event, date/time stamp,
location, and device type. The pre-capture metadata prefer-
entially is stored within a data asset persisted as a file. For
example the MICROSOFT™ advanced systems format
(“ASF”) supports the placing of support metadata within the
file format itself. Alternatively, the metadata may be stored
separately and distributed as a companion file for the one or
more sets of data assets.

[0090] In step 430, media is captures, which may include
capturing an event and metadata at the same time. Examples
include, but are not limited to, location markers, timestamp,
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and telemetry. As in step 420, the metadata may be stored
along with the data in the asset as a file, but could alternatively
be stored separately in a companion file.

[0091] Inscenarios where there are a small number of users
with a small number of files, the files may be retrieved or
edited in place in a peer to peer network. In such situations, a
web service may not be necessary, and per step 440, may
bypass joining a group and participating in a web service.
[0092] However, in peer to peer connections, the larger the
number of users, the more cross-connections and communi-
cation overhead is required. For N users, there are (N*(N+
1))/2. Thus, for example, three users would require six cross-
connections and four users would require ten cross-
connections. Since the overhead to maintain connections
would become prohibitive, for a large number of users, a web
service may be preferable. Per step 440, a non peer-to-peer
scenario may involve a web service by which a group may be
joined corresponding to the Event ID and the data asset being
uploaded to a central storage. For example, when uploading a
videofile to a web-based video repository, a user may upload
an associated text field which in turn may contain an Event
ID. As part of the upload, the user may also upload license
data (not shown). As an alternative to a web service, a service
on a corporate LAN might be employed as well.

[0093] Instep 470, once the data asset has been captured, a
decision to modity the data asset may be made. The modifi-
cation may include, but not be limited to, one or more of
adding metadata, applying post-processing including com-
bining data assets via correlation metadata, or persisting the
data asset for distribution in steps 472 and 480.

[0094] In step 471, metadata is applied after the data is
captured. In fact, the Event ID may be edited or changed, oran
additional Event ID may even be added. Further, custom
metadata may be added; or if custom fields of metadata are
redefined, old metadata may be made consistent with a new
format. In the case of external data assets being added, as
described in reference to FIG. 2, items 230 and 260, metadata
may be converted to match metadata of other data assets. In
step 473, data assets are post-processed. Such post-process-
ing may include editing the data asset, e.g., cropping photos,
changing color distribution; providing other special effects;
or combining data assets. For example, combining and cor-
relating an audio track and a video track may be considered to
be post-processing or perhaps are just combine virtually for
during the process. An example is a police video from a car in
the form of a file and audio overlaid from the device that
recorded audio while outside of the car.

[0095] In step 472, if the decision is to share the data asset
separate from the platform as disclosed, the data asset may be
stored on a separate portable media such as a memory stick or
DVD-ROM. Alternatively it may be stored on a network
drive. The sharing may be in the form of a single file, or
alternatively in a distribution of one or more data and one or
several metadata files.

[0096] Inthis exemplary method embodiment, the result is
a single multimedia file or single distribution that combines
multiple data assets that have been correlated for consump-
tion by a user.

Exemplary Hardware Platform

[0097] The platform implemented by the various embodi-
ments described herein may be based on commodity hard-
ware. In the alternative, custom hardware may be applied to
implement the platform for improved speed or efficiency. The
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server hardware may be based on a standard personal com-
puter (“PC”) architecture, or may be based on cloud comput-
ing as will be described later. The client may be a PC client
with the ability to capture media, or a custom mobile client as
described in FIG. 5.

[0098] (i) Standard PC Architecture

[0099] Both servers and clients for the platform imple-
mented by the various embodiments described herein may be
based on a PC architecture. Specifically, there may be a pro-
cessing unit comprised of one or more central processing
units (“CPUs”) that each has one or more cores. There may be
an on board read only memory (“ROM”), e.g., a basic input/
output system (“BIOS”), which manages boot up. For work-
ing memory, there may be random access memory (“RAM”);
for storage, including virtual swap space, there may be one or
more hard drives. There may further be an input/output inter-
face to support both serial and parallel operations. The input/
output interface may contain support for a mouse and key-
board, or the PC may have a separate interface. All these parts
may be connected on a bus to multiplex data and instruction
connectivity. There may be a fast bus for CPU communica-
tions to RAM and a slow bus for input/output operations.
Connectivity between the two buses may be handled by a
northbridge.

[0100] The input/output interface may include connectivity
to a number of peripherals. Expansion cards or on-mother-
board functionality may be directly connected to the bus.
Further, there may be a video graphics card, which, in turn,
may provide connectivity to a video monitor. [fthe PC is to be
networked, there may be a modem or network interface card
(“NIC”). NICs may support a wide range of protocols. The
PC may even have a cellular modem. Audio functions such as
microphone and speaker support may be supported by an
audio card. Interface for optical storage such as CD-ROM,
DVD-ROM, and BluRay™ disks may be handled through the
input/output interface. Other portable storage such as
memory sticks/thumb drives and legacy floppy drives may
also be handled through the input/output interface.

[0101] In the case of clients, for media capture, cards sup-
porting fast input/output such as Universal Serial Bus
(“USB”) 2.0 and Institute of Electrical and Electronics Engi-
neers standard no. 1394 (“IEEE 1394”), also known as
“FireWire” interfaces can be supported by a PC, e.g., high
resolution microphones and video cameras. However, fast
input/output can be any sort of data acquisition, including, but
not limited to, location sampling, telemetry, or other stream-
ing data feeds.

[0102] Inthecase of servers, large arrays of storage, such as
Redundant Array of Inexpensive Disks (“RAID arrays™) are
common. Multiple CPU and multiple core configurations
with relatively large amounts of RAM provide support for
large numbers of users.

[0103] (ii) Exemplary Mobile Client

[0104] FIG. 5 shows a client embodied in the form of a
multimedia cell phone. Exemplary mobile client 500 contains
functionality for cell phone communications including, but
not limited to, transceiver 520 and a set of coding functions
usually embodied in a chip set 530. Known computing func-
tions such as a processor, bus, system clock, and memory,
including but not limited to RAM, ROM, flash ROM and
connectivity hardware such as antennae are not shown.
[0105] Mobile client 500 is powered by power functions
560. Information is entered via buttons 540, and potentially
via a screen 570 if it is a touch screen. Visual output is
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provided through screen 570. Media can be captured through
media input functions 510, including video and still cameras
511, and microphones 512. Metadata including correlating
metadata may be entered via metadata collector functions
550. These functions are described in detail as follows.

[0106] Client 500 may receive a signal via the antenna (not
shown), and then signal may then be sent to the receiving
function of the transceiver 520. After the transceiver, there
may be a function to determine what type of signal is being
received (not shown), to distinguish between background
noise and actual voice input. After the signal type has been
determined, the signal may be sent to codec 531 in the coding
functions 530. The decoded signal may then be forwarded to
filters 533 and error corrector 532, both of which may
improve the quality of the decoded signal. Finally, the signal
may be forwarded to an appropriate rendering mechanism.
For example, if the signal is a voice signal, then it may be sent
to a transducer such as a speaker (not shown); if the signal is
SMS or web browsing data or other software data, it may be
sent to an appropriate software application and then displayed
on screen 570.

[0107] A signal may be then generated in response, be it
through voice from a transducer such as a voice microphone
(not shown), through buttons 540, or other inputs such as a
stylus (not shown) or screen 570 if it supports touch screen
functions. Regardless if the input is voice or software, or a
combination of the two, the signal is then forwarded to the
appropriate codec 530 for coding, and then for transmission
in the transmission function ofthe transceiver 520, and then to
the antenna (not shown).

[0108] Client 500 has the ability to capture media. Contem-
porary cell phones also support on board media input 510 for
video and still data via a camera 511 and via a microphone
512. While these are known forms of input, further media
input may be through data connections such as pod casts and
other streams (not shown).

[0109] Client 500 further includes the ability to respond to
triggering events. For example, a Radio Frequency ID
(“RFID”) reader (not shown), can provide a software notifi-
cation that an RFID card has been read an acknowledged. In
turn, the camera may be turned on for recording. Another
example is a vehicle collision detector creating a software
event to turn on recording.

[0110] In additional to capturing media and triggering
events, client 500 includes metadata collection functions 550.
For example, samples of location metadata may be collected
by location service receiver 551. Geolocation metadata may
include Global Positioning System (“GPS”’) metadata. How-
ever, because GPS is prone to error from GPS signals bounc-
ing oft of buildings in urban settings, geolocation metadata
may alternatively be determined by triangulating signal
strength or weakness from different cell towers with known
locations. For relatively immobile clients, receiver 551 may
collect geolocation metadata via internet protocol (“IP”)
address.

[0111] Another form of metadata is date/time data. Obtain-
ing date/time metadata for client 500 may be accomplished
using an onboard clock (not shown). Alternatively, date/time
metadata may be obtained from a signal from a cell phone
tower.

[0112] Yet another form of metadata is text, generally
entered by a user pushing buttons 540. Client 500 may utilize
a software application by which the user enters metadata
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values via the 10 key pads or via a touch screen 570. Such
traditional button entry would be handled via button entry
function 552.

[0113] Alternatively, custom functions for hotkeys 553
may be employed. Specifically, hotkeys may be used to enter
common tags. For example, a user may enter the “#” key to
indicate the use of a metadata tag key. Further, the user may
enter anumber, for example “2” if the number was not already
defined and text in the value for a metatag, such as “Jane.”
Thus, the next time the user wanted to tag a photo with the
name “Jane”, the user would press “#” to trigger metadata
mode and then press “2,” and then “Jane” would then be
associated with the photo. If no photo or media file was
available upon triggering the hotkey, the user may be
prompted to delete or edit the hotkey for different use. This
would ease the otherwise cumbersome task of associating
metadata with a restricted user interface.

[0114] Other metadata input/output functions, may
include, but not be limited to USB and FireWire. Input/output
functions on client 500 may include but are not limited to: (1)
providing other sources of media capture, (2) providing
sources of detectors of triggering events, and (3) providing
sources of metadata capture. Accordingly, in alternative to
FIG. 5 where all of these functions are on board the mobile
client 500, these functions could be accomplished via periph-
eral hardware.

[0115] Not shown are custom chips to aid in functions
typically enabled via software. These include but are not
limited to data compression chips and encryption algorithms.
[0116] Power functions 560 provide power to the all of
client 500. Typically this is in the form of a battery 561. But
a charger/AC input 562 typically recharges the battery or
provides direct power.

[0117] An alternative form of charging may be performed
using inductance coils. In situations such as law enforcement,
remembering to charge a client device may not always be
present in a user’s mind. By implementing the charger as an
inductance system including a program to manage the charg-
ing. Specifically, the program may determine when the sys-
tem is being charged, how much power to convert, and when
the system is to be disconnected. The on board mobile client
processor (not shown) or a separate processor may alterna-
tively be used, as may the on board mobile client RAM (not
shown) or separate memory be used. The mobile client may
also have an inductance coil to receive energy, and then to the
power functions 560 and there to the battery.

[0118] Anoffboard charger may be configured as an induc-
tance coil that connects to an electrical power source, and may
further include a processor and memory to indicate when to
charge and how much to charge the client device. The off
board charger may even further include an indicator having a
charge status indicator in the form of colored light emitting
diodes (“LEDs”) or, alternatively, an LED array.

[0119] Alternative charging configurations may include
placing the mobile client’s charger 562 off of the device and
elsewhere on the person of the user. For example, coils may be
placed inthe sole of auser’s shoe, in or on the seat of the user’s
pants, in the user’s belt, or in the web gear of the user. The
corresponding charger may further be disposed on the gas
pedal of the user’s car or even on a car seat, which could then
charge the client device whenever the coils are proximate.
[0120] (iii) Mobile Client Chassis

[0121] In order to support vehicle mounting, the mobile
client may be placed within a chassis of aluminum or other
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material, with an extendable arm that connects to the wind-
shield of a car, much like a rear view mirror. The chassis may
have tamperproof qualities and may include one or more
security locks that prevent theft or unauthorized modification
of the mobile client.

[0122] The mobile client components may be divided into
two portions to support a secure recorder configuration: (1)
the data gathering portion, including cameras and micro-
phones, and (2) the storage portion which contains the stored
data. This latter storage portion may be secured in a hidden
and hardened portion of the vehicle to prevent theft or unau-
thorized modification. The data gathering portion should be
in public view; therefore, in order to best capture the sur-
rounding events, the ability to conceal this portion is limited.
However, if a malicious actor steals the camera, the actor
steals only the device but not the data, which then may be later
used for its intended purpose, or even to help determine who
stole the camera. The hidden portion may also be hardened
such that in the event of an accident, the data storage may be
recovered or still functional to upload data.

[0123] Several alternatives may be exercised to prevent
stealing the data gathering portion. One alternative is to inte-
grally mount the data gathering portion into the vehicle’s
dashboard, such that removal requires removing the dash-
board and unbolting the device. This alternative would
lengthen the amount of time to remove the data gathering
portion to greatly increase the chances that a would-be thief
would be caught. For scenarios where an officer wants an
option to move the camera, the camera may be removed from
the vehicle when not in operation, and stored securely in a
separate location. In either alternative, a would-be thief is
deterred or prevented from stealing the data gathering por-
tion.

Connectivity

[0124] Embodiments of the platform support data connec-
tivity. Data connectivity from a PC architecture client is pri-
marily from a network interface card, for example an Ethernet
card, or in the alternate from a dial up modem. Data connec-
tivity from a mobile client most commonly would be via a
cellular connection. Clients are not limited to just one form of
connectivity, and may have multiple data connections. For
example, a PC client may have both a modem and a network
interface card; or a mobile client may have both a cellular and
Wi-Fi connection.

[0125] Connectivity support is not limited to data connec-
tivity. Connectivity support may also be for voice data as with
ordinary cellular connectivity. Support for device communi-
cation, e.g., Bluetooth support, may also be available.
[0126] Various embodiments of the client may support a
full network stack. At the data link layer, client support may
include, but is not limited to, Ethernet support for PC clients
and Wi-Fi support for both PC clients and mobile clients. For
Network/Session/Transport layer protocols, support may
include transmission control protocol/internet protocol
(“TCP/IP”), user datagram protocol (“UDP”), and other pro-
tocols. For application layer protocols, file transfer protocol
(“FTP”) support for uploading large media files may be avail-
able, hypertext transfer protocol (“HTTP”) may be available
for web access, and simple mail transfer protocol (“SMTP”)
may be available for email access.

[0127] Embodiments of the platform may support peer-to-
peer connectivity, by which client devices may create an ad
hoc network to access and trade files. In the alternative,
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embodiments of the platform as disclosed may also support
dedicated networks. For example one remote client may vid-
eotape an event and another client may record the audio of an
event. The remote clients may support infrared data associa-
tion (“IRDA”) standards and may be able to transfer files to
each other. Since IRDA is slower than Wi-Fi, the remote
clients may support Wi-Fi and set up a private ad hoc network
between the two. Finally the remote clients may participate in
a dedicated network along with PC clients.

Extended Platform

[0128] Since multimedia files are large, even with compres-
sion, embodiments of the platform may create large amounts
of data. Accordingly the data may be stored on cloud com-
puting centers. By integrating with cloud computing, the
embodiments described herein may make available large
amounts of storage and further provide access to compute-
intensive applications available on cloud computing plat-
forms. However, integration may result in degraded perfor-
mance and over-reliance on a third party.

[0129] There are a number of compute-intensive applica-
tions that may be hosted alone on large computer clusters.
Face recognition is one such application. However, when
such applications and databases are hosted on a cloud com-
puting node, in addition to having higher availability of a
larger number of compute resources, the application is not
inherently networked. One application of the various embodi-
ments described herein includes a client camera capturing a
video frame or still image, extracting out a subject’s face
using standard algorithms, and then calling a cloud comput-
ing database.

[0130] FIG. 6 indicates an exemplary implementation of
such a scheme. Cloud 610 has a number of web servers,
hosted applications, including but not limited to the face
recognition software, and databases, including but not limited
to a database of faces. An application host 630 may include an
uploading web service but may delegate cloud computing
requests to applications from non-cloud clients 641 and 642.
[0131] An embodiment of the uploading implementation
may be described with respect to remote client 641, which has
a still camera, and PC client 642, which has a number of still
photos stored as files. PC client 642 with may store a number
of'still photos with the name of the person stored with the file
as correlation metadata in the form of atag. The PC client 642
may upload the photos to the application host 630 via a web
service. The application host may then store the photos to
central storage in cloud 610 where is the photos may be
available for retrieval via search and correlation. In the alter-
native, PC client 642 may upload the untagged photos and
then tag them with metadata after the uploading.

[0132] An embodiment of the download process may be
described with respect to remote client 641, which takes
real-time still photos at an event. The context may be in law
enforcement surveillance or in photojournalism. Regardless,
the user of remote client 641 may automatically tag the photo
with the names of individuals on the photos. Remote client
641 may upload the photos to application host 630 via a web
service which may then store the photos on a central store in
cloud 610. Once on the web service, the remote client 641
may request the photos to be automatically tagged. The appli-
cation host may then invoke a face recognition application
running on the cloud to retrieve all photos that are similar to
the faces in the photo uploaded from remote client 641.
Where the retrieved photos do not have sufficient similarity to
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the photo uploaded from remote client 641, third party data-
bases may be invoked. Based on the tags provided from PC
client 642 as well as all other clients that stored photos in the
database, the relevant tags may then be applied to the photo
uploaded by remote client 641.

[0133] Because the correlation and presentation are inte-
grated together FIG. 2, item 220, custom features such as
autotagging are available. More importantly, because the
embodiments as disclosed integrates with external data FIG.
2, item 230, and provides for metadata correlation FIG. 2,
item 260, it can integrate with third party databases such as
facial databases; including integration with cloud computing
applications.

[0134] This integration with cloud computing applications
provides for faster responses. Accordingly, remote client 241
might receive the names of the individuals just taken in a
photo immediately. Additionally, the remote client 241 might
receive additional information such as company name or
other professional information. On a variation of the above
scenario, the user could have taken a picture of a product in a
store, used object recognition software in the cloud, and simi-
larly retrieved product information. The foregoing is exem-
plary and not intended to be a limiting or exhaustive list of
possible applications of extending the present platform to
include cloud computing.

[0135] Theintegration ofthe described herein may not only
provide feedback regarding the accuracy of the facial recog-
nition, but may also work to improve matches. For example,
if clients 641 and 642 are organized into a group, the likeli-
hood of retrieving false matches from a general database is
removed by limiting the face recognition database only to
members of the group. Furthermore, by adding autotagged
photos to the general database, especially after post capture
corrections, provides an ever improving sample of photos to
determine facial matches. Facial recognition capabilities may
be augmented by taking changes over time, such as hair style,
and the growth of mustaches and beards, and could return
name information but also time period information.

[0136] One problem with cloud computing integration is
that data may be widely distributed geographically, thus cre-
ating wide variances in network latency and performance. For
example, in FIG. 6, cloud 610 may be located in or near
Seattle, Wash. but cloud 620 may be located in or near Wash-
ington, D.C. Thus, a user located in Seattle would likely
experience slow data retrieval if the data were based in cloud
620 but better performance of data based in cloud 610.
[0137] Accordingly the application host 630 may manage
offline, edge, and nearline data by (1) caching data on appli-
cation host 630 itself and (2) invoking server affinity, which
guarantees that a particular server, or at least a particular
cloud, is to serve data to a particular user. Data that is known
to be needed commonly may be placed on the application host
that is nearline. Data that is known to be needed by users
geographically local to the cloud, but is not commonly used
may be pinned to a local server or a local cloud via server
affinity. Placing data redundantly on different edge points of
the cloud may not be cost or storage prohibitive because cloud
computing provides large amounts of storage. Further, data
that is not time sensitive may be stored offline or arbitrarily on
the cloud.

[0138] Another problem with cloud computing is over-re-
liance on a single cloud computing provider. For example,
where the central storage is hosted on a cloud for a production
system such as for law enforcement, cloud failure means data
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storage is lost. If the law enforcement force was in a major
city such as New York with 1,000 policemen on duty, down
time of a cloud for 1 hour would be a loss of almost a man-
year of data. Cloud computing is a relatively new technology,
cloud computing brownouts and blackouts are possible.
Additionally, much data, in particular in law enforcement
scenarios must be made secure.

[0139] The application host 630 may integrate storage
across clouds 610 and 620 from different cloud computing
providers and mirror. Alternatively, the application host 630
may implement a RAID scheme, which may subdivide data
across three clouds, all from different providers. Security,
which may include auto-encryption, may be enhanced since
no single cloud provider is likely to have all the data. In both
cases, storage availability is improved.

Exemplary Client Software Platform

[0140] FIG. 7 illustrates an exemplary client software plat-
form 700. The client software platform is based on an ordi-
nary cell phone software stack. However, to support the cus-
tom applications, at each stage, a corresponding custom layer
may be added. The main hardware interface may be the
device drivers 710 and 720. Standard drivers 710 provide
functionality to stock hardware. However, custom drivers 720
may be required for custom hardware. Typically drivers will
communicate with the cell phone operating system 740.
Examples include SYMBIAN™ and ANDROID™, the oper-
ating system for the Open Handset Alliance. The operating
system 740, including the operating system kernel may
require extensions 750 to provide support for custom soft-
ware events, as an example. To provide the necessary infor-
mation to the operating system 740 and the extensions 750,
software “shims” 730A and 730B may intercept and hook
notifications from the drivers and may provide alternative
functionality. Standards libraries 760 may be built upon the
operating system.

[0141] For custom functionality, the exemplary platform
may include custom libraries 770, mostly exposing program-
matic support for the software eventing model 751, and to
custom hardware as exposed by the custom drivers 720.
Finally, applications 780 may be built on top of the libraries
770. The following discussion will cover each of these areas
in more detail.

[0142] Standard drivers 710 may include drivers for stock
cell phone hardware including, but not limited to, buttons
711, screen 712, and memory 713. There may be other stock
hardware, including e.g., a GPS receiver (not shown).
[0143] Custom drivers 720 may include drivers to support
non-stock hardware for a cell phone. Custom drivers may be
included in various embodiments by which a mobile client
comprises a cell phone with additional hardware functional-
ity.

[0144] One example of a custom driver 720 is a custom
network stack 721 to compensate for the presence of a partial
network stack, as in various cell phone embodiments. How-
ever, full implementations are to support functions typically
not on a cell phone including Wi-Fi connectivity, FTP, to
name a few.

[0145] Other examples of custom driver 730 include a cus-
tom USB implementation 722 and a custom Plug ’n Play
(“PnP”) implementation 723. Not all cell phones support PnP,
which is the automatic installation of hardware drivers and
automatic configuration and provisioning thereof. However,
some cell phones may have additional hardware added for

Jan. 27, 2011

telemetry and metadata purposes. A full USB stack 722 and
support for PnP 723 may provide such functionality in vari-
ous embodiments. As USB is not the only serial interface
stack, it optionally may be replaced with some other serial
data interchange stack.

[0146] Standard drivers 710 and custom drivers 720 may
serve to forward communications to the operating system
740. Generally there will be an event queue and a series of
modifiable event handlers (not shown). Modification of the
event handlers may include a recompilation of the operating
system 740. An alternative is to create extensions 750 to the
operating system 740 to isolate any necessary custom func-
tionality. This includes a custom software eventing model
751.

[0147] Software events are different from the physical
events that may be captured via media and multimedia, in
accordance with the various embodiments described herein.
Other terms for software events include “triggers™ and “noti-
fications.” A software event may include a message that soft-
ware sends when some occurrence discernable by software
occurs. An example includes a hardware button being pushed,
adriver triggering a software event that sends a message to all
applications subscribing to the event for which a button has
been pushed. If an application has an event handler, that event
handler will contain functionality as to what the application
should do when a button is pushed.

[0148] A software eventing model may support software
events for custom hardware. For example, if a custom driver
provides an interface for an RFID trigger, the custom driver
may send a notification to the operating system extension’s
internal event queue. The internal event queue may then for-
ward the notifications through custom libraries 770 to appli-
cation 780. The application 780 may then handle the event of
the RFID trigger by turning storing the camera’s preview
buffer and starting the record function of the camera. Alter-
natively, software events may be processed via a modification
of the operating system’s 740 event queue. Additionally,
event notifications from applications 780 may be dissemi-
nated via the software eventing system 751.

[0149] The standard drivers 710 preferably are not modi-
fied, or are modified as little as possible and custom drivers
720 should be isolated from the operating system as much as
possible. To enable custom eventing, in some cases, the com-
munications may be intercepted or hooked by module 730A
for the standard drivers and 730B for the custom drivers. For
example, if a particular button sequence is to bypass the
operating system and perform a custom function such as a
triggering a hotkey mode, it may be necessary to intercept the
button pushes and redirect execution to a hotkey executable.
Further by way of example, if a combination of the default
operation and a custom option is required, the button pushes
can be simply hooked thus passing through the push notifi-
cations to the operating system at the same time triggering a
custom button push software event handler.

[0150] The operating system 740 and the operating system
extensions 750 generally will expose their functionality via
an application programming interface (API). Standard librar-
ies 760 generally provide function calls or object models to
aid programming applications. Standard libraries 760 gener-
ally are distributed along with the operating system. Library
extensions, that is custom libraries 770 provide function calls
or objects models to support custom hardware, operating
system extensions 750, or to provide new additional function-
ality on top of the original operating system 740.
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[0151] There is a wide range of applications 780 now
enabled by this extended platform as will be described as
follows.

[0152] (i) Patch Manager

[0153] Patch manager 781 is an application that handles
updates for the drivers and installed software. There are two
ways of patching. The first optimizes saving memory, the
second optimizes versioning. For both versions, the flash
memory contains a lookup table mapping locations in
memory for functions. When an application calls a function,
it goes to a lookup table that was populated by the table
mapping from flash. In this way, the function can proceed to
the location of the function and properly execute.

[0154] The first example of patching stores the lookup table
values in a well known location. It then stores drivers, the
operating system, applications, and any other binaries in
other locations of the memory. Each binary is allocated more
memory than it currently needs in order to account for future
patches. When the patch manager receives notice, which
includes all new binaries and a new lookup table, perhaps over
the network, or via an SMS message, the patch manager
triggers a software event. The software event shuts down all
software except for those necessary for patch functions. The
patch manager first overwrites the lookup table, and then
overwrites all binaries with the new binaries. The patch man-
ager then forces a reboot. The reboot then restarts the mobile
client, populates the software lookup table with the lookup
table in flash. When an application calls a function, it then will
go to the new location and to the new binary.

[0155] While the first example conserves memory, it does
not provide provision for falling back in the event bad patches
are installed or patches were improperly installed. In a second
example of a patch manager, the same triggers and events are
used as in the first example. However, additionally, the loca-
tion of the current lookup table is stored. At a well known
location, several bytes of empty storage store each new loca-
tion of lookup table. The original lookup table address is in
the first location. The lookup table of the first patch is in the
second location, and so on. Whenever a patch is installed,
lookup table and all binaries are stored contiguously. Upon
reboot, the operating system looks for the last lookup table
and then installs the lookup table into software from that
location. In the event a patch has to be backed out, the patch
manager can decrement the list of addresses of lookup table
versions, reload the older lookup table, and in doing so revert
back to the older software.

[0156]

[0157] File manager 782 is an application that provides
advanced file management for on board removable storage.
Typically when removable storage such as memory sticks are
in a cell phone, the assumption is that the user will remove the
memory stick and place it in a PC to remove and otherwise
manage files. However, for scenarios such as security cam-
eras where removing the memory stick may take long periods
of'time, an ability to manage files as not to run out of memory
is required. To address these requirements, the file manager
782 contains four main functions: (1) deleting files upon
upload, (2) round robin deletion, (3) metadata tagging upon
upload or download, and (4) enumeration of data assets.

[0158] For the first function, as files are written to media,
eventually a notification, perhaps from SMS will trigger
uploading all files not currently open. Where a file is open,

(i) File Manager
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optionally the trigger will force a closing of a file and a
reopening, for example with the onboard video camera is
currently recording.

[0159] For the second function, where uploading is spo-
radic or non-existent, the file manager may maintain a queue
of files and implement a first stored first out memory man-
agement approach. Specifically, when memory is no longer
available, the oldest files will be deleted and that space allo-
cated for a new file. The file manager may implement packing
and compression algorithms as well.

[0160] For the third function, upon upload or download the
file manager checks the Event ID of the data asset. If it is null,
it populates the metadata field with the current Event ID on
the mobile client. Where the Event ID is associated with other
metadata, for example the name of the event, that field is
populated if null. In the alternative, it may prevent upload or
download.

[0161] For the fourth function, the file manager provides
not only for enumeration of data assets, but simple search via
metadata. The file manager maintains a table of data assets on
the machine and maintains a list of metadata fields and off-
sets. When request, for example from SMS, or alternatively
via a network requires a list of data assets matching metadata
criteria, it sequentially iterates through all the data assets in
the data asset table and retrieves the file name if the data asset
matches. It then writes the file name into a text file. The text
file is then returned over the data connection. The text file may
be formatted with XML or with a proprietary format to aid
enumeration and presentation on the receiver of the file.
[0162] (iii) Quality of Service (“QoS”) Failover

[0163] A QoS failover application 783 manages the trans-
mission of multiple data inputs from a client device that is
running the client software platform 700 to a recipient device.
The recipient device may be a recipient web service at the
NOC, or a repeater device that relays the multiple data inputs
to the recipient web service, such as the web service 120. For
example, the client device may be the mobile client 500 worn
by a police officer, and the recipient web service may be a
server that is located the NOC. The repeater device may be a
base station in a vehicle of the police officer that amplifies the
data signal from the client device and transmits the data
carrier signal to the recipient web service, a cellular commu-
nication transceiver, and/or the like. The multiple data inputs
may include audio input from a microphone of the client
device, video input from a camera of the client device, and
correlating metadata that is produced at the client device. The
correlating metadata may include geolocation data regarding
the location of the client device and/or user-defined data (e.g.,
text comments related to scenes or persons captured by the
audio and/or video input). Further, when the recipient web
service is the web service 120, the web service 120 may store
the multiple inputs into a data store, such as the central store
150.

[0164] FIG. 8 is a diagrammatic illustration of the QoS
failover application 783 managing a data signal 801 that
carries the multiple data inputs from the mobile client 500 to
a recipient device 802. The multiple data inputs may include
an audio input from a microphone of the mobile client 500,
and a video input from a camera of the mobile client 500. The
multiple data inputs may also include correlating metadata
produced at the mobile client 500.

[0165] The QoS failover application 708 may modify the
amount, the type of data, or both, that is carried by the data
signal 801 between the mobile client 500 and a recipient
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device 802 based on the comparison of a parameter of the
mobile client 500 with pre-established parameter thresholds.
In some implementations, the parameter may be the signal
strength of the data signal 801 that connects the mobile device
to the recipient device 802, and the pre-established thresholds
may be signal strength thresholds.

[0166] In implementations where the thresholds are those
of signal strength, the QoS failover application 783 may
monitor the signal strength of the data signal 801 that carries
the multiple inputs from the mobile client 500 to the recipient
device 802. The signal strength of the data signal 801 may be
dependent on the transmission power output of a transceiver,
gain of an antenna, and/or other hardware factors, of the
mobile client 500. The QoS failover application 783 may
selectively modify the amount of data carried by the data
signal 801 each time the signal strength of the data signal 801
reaches a different signal strength threshold. For example,
signal strength thresholds may be established via experimen-
tation or empirical analysis to represent distance thresholds.
[0167] In alternative implementations, the parameter of the
mobile client 500 may be a distance between the mobile client
500 and the recipient device 802, and the pre-established
thresholds may be distance thresholds.

[0168] Assuch, the mobile client 500 may be provided with
a GPS locator, so that the mobile client 500 is able to deter-
mine its geolocation with respect to the recipient device 802.
The QoS failover application 783 may continuously monitor
the geolocation of the mobile client 500, and hence, the dis-
tance between the mobile client 500 and the recipient device
802. Distance between the mobile device 520 and the recipi-
ent device 802 may be indicative of the quality (e.g., signal
strength) of the data signal 801 between the mobile client 500
and the recipient device 802.

[0169] In still other implementations, the parameter of the
mobile client 500 may be one of the other parameters that
represent the quality of the signal that connects the mobile
device 502 to the recipient device 802. For example, the
parameters may include, but are not limited to, noise-to-
signal ratios (SNR), carrier-to-signal (CNR) ratios, and the
like, and the one or more pre-established thresholds may be
corresponding quantitative thresholds. The one or more pre-
established thresholds may be predetermined based on
experimentation and/or empirical analysis of the data trans-
mission and reception capabilities of the mobile client 500
and/or the recipient device 802.

[0170] In any case, the modification of the amount of data
carried by the data signal 801 based on one or more thresholds
may ensure that the there is always sufficient signal band-
width to reliably carry the at least some data. As a result, data
deterioration due to insufficient bandwidth may be reduced or
eliminated.

[0171] Consider the case where the recipient device 802 is
a repeater device in a police car and a police officer 803 is
wearing the mobile client 500 configured with the platform
700 as disclosed. While the police officer 803 is near the
recipient device 802 (e.g., mobile client 500 parameter is a
distance), the mobile client 500 may be streaming data to the
recipient device 802. In particular, the mobile client 500 may
be streaming full-motion video 804, full-quality audio 805,
and metadata 806. When the parameter (e.g., distance)
between the mobile client 500 and the recipient device 802
reaches a first threshold 807, the QoS failover application 783
may command the mobile client 500 to switch to the stream-
ing of still shots 808 instead of full-motion video 804. This is
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because the streaming of still shots 808 consumes less band-
width than the streaming of full-motion video 804. Therefore,
the quality of the still shots 808 is less likely to degrade due to
a decrease in the strength of the data signal 801 from the
increased distance. In some instances, the QoS failover appli-
cation 783 may further provide timing commands to camera
of the mobile client 500 such that the number of still shots
taken by the camera is inversely proportional to a variance in
the parameter of mobile client 500, e.g., increase in distance
of the mobile client 500 to the recipient device 802 up to the
first distance threshold. However, the mobile client 500 may
continue to transmit full-quality audio 805 and metadata 806.
[0172] The first threshold 807 may be a pre-established
parameter value (e.g. distance between the mobile client 500
and the recipient device 802, or signal strength). At this pre-
established parameter value, the mobile client 500 is unable
to use the signal strength of the data signal 801 (degraded due
to distance) to reliably transmit the full-motion video 804 to
the recipient device 802 in conjunction with the other data
inputs.

[0173] When the parameter value of the mobile client 500
reaches a second threshold 809, the QoS failover application
783 may allow the mobile client 500 to continue to transmit
the full-quality audio 805 and the metadata 806. However, the
transmission of the video data (i.e., still shots 808) by the
mobile client 500 to the recipient device 802 may be termi-
nated. The second threshold 809 may be a parameter value
different that is different than the first threshold 807 (e.g. in
the case of distance, the distance is greater, in the case of
signal strength, the signal is lower). This second distance
threshold may be such that the mobile client 500 is unable to
use the signal strength of the data signal 801 to reliably
transmit still shots 808 to the recipient device 802 in conjunc-
tion with the other data inputs. In some implementations, the
QoS failover application 783 may initiate the mobile client
500 to begin buffer the still shots 808 in the memory 713 when
the transmission of the still shots 808 is terminated.

[0174] When the parameter value of the mobile client 500
reaches a third threshold 810, the QoS failover application
783 may switch the mobile client 500 from the transmission
of the full-quality audio 805 to the transmission of down-
graded audio 811 to the recipient device 802. For example, the
full-quality audio 805 may have a bit rate of 128 kilobits/
second, while the downgraded audio 808 may have a bit rate
of 32 kilobits/second. However, the mobile client 500 may
continue to transmit metadata 806 to the recipient device 802.
The third threshold 810 may be a parameter value threshold
that is different than the second threshold 809. The third
threshold 808 may be a parameter value at which the mobile
client 500 is unable to use the available signal strength of the
data signal 801 to reliably transmit the full-quality audio 805
to the recipient device 802 in conjunction with the metadata
806.

[0175] When the parameter value of the mobile client 500
reaches a fourth threshold 812, the QoS failover application
783 may terminate the transmission of the downgraded audio
811 to the recipient device 802. The fourth threshold 812 may
be a parameter value threshold that is different than the third
threshold 810. The fourth threshold 810 may be a parameter
value at which the mobile client 500 is unable to use the
available signal strength of the data signal 801 to reliably
transmit the downgraded audio 811 to the recipient device
802 in conjunction with the metadata 806. In some imple-
mentations, the QoS failover application 783 may initiate the
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mobile client 500 to begin buffer the downgraded audio 811
in the memory 713 when the transmission of the downgrade
audio 811 is terminated.

[0176] When the parameter value of the mobile client 500
reaches a fifth threshold 813, the QoS failover application 783
may terminate the transmission of the metadata 806 to the
recipient device 802. The fifth threshold 813 may be a param-
eter value that is different than the fourth threshold 812. The
fifth threshold 811 may be a parameter value at which the
mobile client 500 is unable to use the available signal strength
of'the data signal 801 to reliably transmit the metadata 806 to
the recipient device 802 even without the transmission of the
other data inputs. This may correspond to a complete loss of
signal that supports a communication link between the
mobile client 500 and the recipient device 802. In some
implementations, the QoS failover application 783 may ini-
tiate the mobile client 500 to begin buffer the metadata 806 in
the memory 713 when the transmission of the metadata 806 is
terminated.

[0177] Conversely, when each threshold is passed in
reverse, the mobile client 500 may first transmit the metadata
806, then additionally transmit the downgraded audio 811,
then full-quality audio 805 in place of the downgraded 809.
The mobile client 500 then further transmits still shots 808.
Subsequently, the transmission of the still shots 808 is
replaced by the transmission of full-motion video 804. In
some implementations, as the signal strength of the data
signal 801 increases, the mobile client 500 may also use any
spare bandwidth of the data signal 801 to transmit any buff-
ered metadata 806, downgraded audio 811, and/or still shots
808 to the recipient device 802.

[0178] It will be appreciated that while the example given
in FIG. 8 may be related to a distance parameter and example
thresholds are distance thresholds, the parameter and corre-
sponding thresholds may be establish based on the other
measureable parameters of the client device. For example, the
thresholds discussed above may be signal strengths in order
of decreasing magnitude, or pre-established SNR or CNR
thresholds in the order of increasing noise in proportion to the
signal that actually carries data. Thus, the discussion of a
parameter of the mobile client 500 as a distance parameter
and the distance thresholds in FIG. 8 is not to be construed as
limitations.

[0179] The QoS failover application 783 may further syn-
chronize the metadata input 806, the video data input (full-
motion video 804 or still shots 808), and/or the audio input
(full-quality audio 805 or downgraded audio 811) over a
timeline during transmission, accounting for gaps in the data
inputs, so that any playback of the data inputs will present the
data in real time. In this way, a single multimedia file may be
generated for the data inputs. In some instances, as further
described below, the multimedia file may be further tagged
with an Event ID or Incident ID.

[0180] FIG. 9 is a diagrammatic illustration of an exem-
plary data asset in the form of a multimedia file generated by
the QoS failover application 783 that includes synchronized
data inputs from the mobile client 500. The multimedia file
901 is presented in the context of a playback timeline 902. As
shown, the full-motion video 804, the still shots 808, the
full-quality audio 805, the downgraded audio 811, and the
metadata 806, as transmitted by the mobile client 500 may be
temporally synchronized. For example, synchronization may
be implemented so that the dialogue in the full-quality audio
805 matches mouth movements in the full-motion video 804,
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and the metadata 806 may indicate the geolocation at which
the other data inputs are captured. In another example, at the
point where the camera switches to still shots 808, the dura-
tion that each still shot is presented may correspond to the
gaps in time between still shots 808. In such an example, if the
camera was taking a still shot 808 every two seconds, each of
the still shots 808 may be displayed for two seconds during
the playback of the multimedia file 901.

[0181] In this way, a still shot 808 is always displayed
during the continuous playback ofa portion of the full-quality
audio 805 that corresponds to the still shots 808. However,
corresponding to the point in which the receipt of the still
shots 808 by the mobile client 500 was terminated during the
initial recording, no video data may be displayed during the
playback as full-quality audio 805 continues to play. As fur-
ther playback reflects the original data inputs capture, the
full-quality audio 805 may become downgraded audio 811 as
the playback progresses.

[0182] Atsome point in the playback, as shown by gap 903
in the audio input, the downgraded audio 811 may also cutout
when the playback reflects the fact that the receipt of the audio
by the mobile client 500 had also been terminated. No audio
or video is presented during the gap 903, although any meta-
data 806 that indicates geolocation and/or that is user-defined
may be continue to be displayed. However, at a further point
shown by the gap 904, the metadata 806 may also cut out
during playback if the data connection between the mobile
client 500 and the recipient device 802 is completely severed.
At such a point, a time counter may be displayed to indicate
the passage of the playback timeline 902. When the time
corresponding to the gap 904 passes, metadata 806, down-
graded audio 811, and full-quality audio 805 may once again
be available. When still shots 808 are again available as the
playback timelines continues, the still shots 808 are once
again presented in the same manner as previously described
before the gap 903. The resumption of the still shots 808 may
reflect the fact that the mobile client 500 had moved back into
sufficient range of the recipient device 802 to provide the still
shots 808. Finally, the full-motion video 804 may resume in
synch with the full-quality audio 805, reflecting the fact that
the mobile client 500 had moved further closer to the recipient
device 802 during initial input capture. In this way, the data in
a data asset that is captured by the mobile client 500 may
always be temporally synchronized regardless of manipula-
tion for quality of service purposes. In some implementation
in which the mobile client 500 has the ability to buffer the
downgraded audio 811, the still shots 808, and/or the meta-
data 806, the QoS failover application 783 may further fill in
any gaps due to signal disruption when the data-asset is not
consumed in real-time. Thus, depending on the size of the
memory 713 and/or duration of signal disruption, one or more
ofthe gaps 903 and 904 may be eliminated during subsequent
playback.

[0183] Additionally, the QoS failover application 783 may
also temporally synchronize each of the data inputs to real-
time even in completed absence of any other data inputs. For
example, each still shot related to an event may be presented
for the duration until the next still shot is taken, so that a still
shot is always displayed during playback until no video data
is available. In another example, the QoS failover application
783 may also temporally synchronize full-motion video 804
to real time in absence of still shots 808 and/or audio inputs.
[0184] Further, as described below, in addition to the dis-
play of the metadata 806, metadata entered at a network
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operations center (NOC) may also be displayed during play-
back. In certain instances, the metadata may also be tempo-
rally synched with the video and/or audio inputs, so that the
appropriate metadata is presented when a particular still shot,
video portion, and/or audio portion is presented during play-
back.

[0185] FIG. 10 illustrates an exemplary method of selec-
tively modifying data inputs that are transmitted from a client
device that is running the client software platform 700 to a
recipient device 802. The client device may be the mobile
client 500 described in FIG. 5. The modifications may change
the amount and type of data inputs that are transmitted based
on a quantitative parameter of the mobile client 500.

[0186] Instep 1001, the QoS failover application 783 may
determine a quantitative parameter of the mobile client 500 to
use to modify the data inputs. In some implementation, the
quantitative parameter may the distance between the mobile
client 500 and the recipient device 802. In other implemen-
tations, the quantitative parameter may be the signal strength
of the data signal 801 that carries the data inputs from the
mobile client 500 to the recipient device 802, a SNR of the
data signal 801, or a CNR of the data signal 801.

[0187] In decision step 1002, the QoS failover application
783 may determine whether the parameter reaches the corre-
sponding first threshold. For example, if the parameter is a
signal strength of the data signal 801, the QoS failover appli-
cation 783 may determine whether the signal strength has
fallen to a first signal strength threshold. If the parameter does
not meet the first threshold, e.g., if the signal strength has not
fallen to the first threshold strength, the QoS failover appli-
cation 783 may enable the mobile client 500 to continuously
transmit all high quality data inputs at step 1003 prior to
proceeding to decision step 1005. The high quality data inputs
may include full-motion video 804, full-quality audio 805,
and metadata 806.

[0188] Otherwise, if the QoS failover application 783
determines that the parameter has reached the first threshold
at step 1002, the QoS failover application 783 may transmit
still shots 808, the full-quality audio 805, and the metadata
806 at step 1004 prior to proceeding to decision step 1005. For
example, the parameter may be signal strength that has fallen
to the first strength threshold.

[0189] In decision step 1005, the QoS failover application
783 may determine if the parameter reaches a second thresh-
old. For example, the QoS failover application 783 may deter-
mine if the signal strength of the data signal 801 has fallen to
a second signal strength threshold that is less than the first
signal strength threshold. If the parameter does reach the
second threshold, the QoS failover application 783 may cause
the mobile client 500 to terminate the transmission of the still
shots 808, and only transmit the full quality audio 805 and the
metadata 806 to the recipient device 802 at step 1006. Other-
wise, if the QoS failover application 783 determines that the
parameter has not reached the second threshold at the deci-
sion step 1005, the mobile device 500 may continue the
transmission of the still shots 807 with the full quality audio
805 and the metadata 806 when the process returns to the step
1004.

[0190] In decision step 1007, the QoS failover application
783 may determine if the parameter reaches a third threshold.
For example, the QoS failover application 783 may determine
if the signal strength of the data signal 801 has fallen to a third
signal strength threshold that is less than the second signal
strength threshold. If the parameter does reach the third
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threshold, the QoS failover application 783 may cause the
mobile client 500 to transmit only the downgraded audio 809
and the metadata 806 to the recipient device 802 at step 1008.
Otherwise, if the QoS failover application 783 determines
that the parameter has not reached the third threshold at the
decision step 1011, the mobile client 500 may continue the
transmission of the full quality audio 805 and the metadata
806 when the process returns to the step 1006.

[0191] In decision step 1009, the QoS failover application
783 may determine if the parameter reaches a fourth signal
strength threshold. For example, the QoS failover application
783 may determine if the signal strength of the data signal 801
has fallen to a fourth threshold that is less than the third signal
strength threshold. If the parameter does reach the fourth
threshold, the QoS failover application 783 may cause the
mobile client 500 to terminate the transmission of all data
inputs except the metadata 806 at step 1010. Otherwise, if the
QoS failover application 783 determines that the parameter
has not reached the fourth threshold at the decision step 1009,
the mobile client 500 may continue transmission of the down-
graded audio 809 and the metadata 806 when the process to
the step 1008.

[0192] In decision step 1011, the QoS failover application
783 may determine if the parameter reaches a fifth threshold.
For example, the QoS failover application 783 may determine
if the signal strength of the data signal 801 has fallen to a fifth
threshold that is less than the fourth threshold. If the param-
eter does reach the fifth threshold, the QoS failover applica-
tion 783 may cause the mobile client 500 to terminate the
transmission of all data inputs. In the context of signal
strength, the fifth threshold may be a point at which the data
connection based on the data signal 801 is completely lost.
Otherwise, if the QoS failover application 783 determines
that the parameter has not reached the fifth threshold at the
decision step 1011, the mobile client 500 may continue the
transmission of the metadata 806 at the step 1010.

[0193] It will be appreciated that while the example given
in FIG. 10 is related to a signal strength parameter and thresh-
olds that are signal strength thresholds, parameters of the
mobile client 500 and corresponding thresholds that are based
on other quantitative characteristics of the mobile client 500
may also be implemented. For example, the thresholds may
be distance thresholds in order of increasing magnitude when
the parameter of the mobile client 500 is its distance to the
recipient device 802. In another example, SNR thresholds or
CNR thresholds in the order of increasing noise in proportion
to the signal that actually carries data may be implemented
when the parameter is the SNR or CNR of the data signal 801.
Thus, discussion of the parameter and the thresholds in FIG.
10 is not to be construed as limitations.

[0194] In other instances, since the capabilities of the cam-
era on the mobile client 500 may vary, the QoS failover
application 783 may also adjust the format of the video data
from the camera based on the capabilities of the camera on the
mobile client 500.

[0195] FIG. 11 illustrates an exemplary method of selec-
tively transmitting still shots or full-motion video that are
captured with a camera that is on a capture device. The cap-
ture device may be the mobile client 500. The camera on the
mobile device 500 is at least capable of capturing and trans-
mitting still shots. In at least one instance, the still shots or
full-motion video may be transmitted with the audio captured
by a microphone of the capture device.
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[0196] Instep 1101, the QoS failover application 783 may
determine one or more characteristics of a camera of the
mobile client 500. The characteristics of the camera may
include, but is not limited to, a transfer protocol used to
transmit the video data, a codec used to encode the video data,
camera hardware specification, and/or the like. In instances in
which the camera has “plug-and-play” capabilities, the QoS
failover application 783 may automatically determine such
characteristics. In some instances, the camera may provide
metadata to the QoS failover application 783 that includes
information on such characteristics. In other instances, the
camera may provide only model and/or manufacturer infor-
mation, and QoS failover application 783 may extract the
characteristic information from an internal database using the
model and/or manufacturer information.

[0197] In decision step 1103, the QoS failover application
783 may determine whether the camera hardware supports
full-motion video. For example, the nature of the aperture,
focus mechanism, night vision capability, image sensors,
and/or processing circuitry employed in the camera may limit
the camera to only able to capture still shots, rather than being
able to capture full-motion video. If the QoS failover appli-
cation 783 determines that the hardware of the camera does
not support full-motion video, the QoS failover application
783 may command the mobile client 500 to transmit still shots
to the recipient device 802 at the step 1104.

[0198] Otherwise, the QoS failover application 783 may
determine whether the camera includes a codec that supports
the encoding of captured video data into full-motion video.
For example, codec may conform to MPEG-4, H.264, or
other standards. A camera that does not support full-motion
video may lack such a codec. If the QoS failover application
803 determines that the camera is not equipped with such a
codec, the QoS failover application 783 may command the
mobile client 500 to transmit still shots to the recipient device
802 when the process returns to the step 1104.

[0199] Otherwise, the QoS failover application 783 may
determine whether the camera uses a transfer protocol that
supports full-motion video. The transfer protocol may encode
the video data into data packets for transfer from the camera
to the mobile client 500. For example, real-time transport
protocol (RTP) is a standardized protocol for delivering full-
motion video and audio. If the QoS failover application 803
determines that the camera is not equipped with a transfer
protocol that is capable of delivering full-motion video to the
mobile client 500, the QoS failover application 783 may
command the mobile client 500 to transmit still shots from to
the recipient device 802 when the process returns to the step
1104.

[0200] Otherwise, in step 1107, the QoS failover applica-
tion 783 may assess the bandwidth of a wireless communi-
cation connection between the mobile client 500 and the
recipient device 802. Bandwidth may be assessed based on a
rate of data transfer, which may be measured in bits per
second (bps), or throughput, which is the average rate of
successful data delivery.

[0201] Instep 1108, the QoS failover application 783 may
determine whether the assessed bandwidth supports full-mo-
tion video transfer from the mobile client 500 to the recipient
device 802. The determination may be based on whether the
bandwidth meets a predetermined rate of transfer threshold,
and/or a predetermined throughput threshold. If the band-
width does not support full-motion video transfer, the QoS
failover application 783 may once again command the mobile
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client 500 to transmit still shots to the recipient device 802
when the process returns to the step 1104.

[0202] Otherwise, if the bandwidth is sufficient to support
full-motion video transfer, the QoS failover application 783
may determine whether the user configured setting for the
mobile client 500 provides for the transmission of full-motion
video to the recipient device 802 at step 1109. In various
implementations, a user may explicitly configure the mobile
client 500 to transmit still shots rather than full motion video
to the recipient device 802. For example, the user configura-
tion for the transmission of still shots rather than full-motion
video may be based on a time of the day, week, month etc. In
another example, the mobile client 500 may be configured to
transmit still shots rather than full-motion video due to busi-
ness considerations. As such, a lower fee payment to the
owner of the mobile client 500 may only provide still shots,
while a higher fee payment may be made in exchange for
full-motion video.

[0203] Ifthe settings to the mobile client 500 configure the
client to transmit still shots to the recipient device 802, the
mobile client 500 may do so when the process returns to the
step 1104. Otherwise, if the settings to the mobile client 500
configure the client to transmit full-motion video to the
recipient device 802, the transmission of the full-motion
video in such a manner may be accomplished at step 1110.
[0204] Since the bandwidth may change constantly, a loop
back to step 1107 may be performed so that the QoS failover
application 783 may continuously assess the bandwidth as
long as the QoS failover application 783 is transmitting video
data to the recipient device 802. It will be appreciated that if
the full-motion video or the still shots is captured contempo-
raneously with audio, as previously discussed with respect to
FIG. 9, the QoS failover application 783 may synchronize the
video and the audio inputs to generate a single multimedia
file. In some instances, as further describe below, the multi-
media file may be further tagged with an Event ID or Incident
ID. Moreover, in instances in which bandwidth is only
capable of supporting the transmission of still shots, the num-
ber of still shots transmitted by the mobile client may be
proportional to the bandwidth. In other words, the higher the
bandwidth of the wireless communication connection, the
more numerous the number of still shots transmitted.

[0205] TItwill be appreciated that while the capture device is
described in the context of the mobile device 500 in FIG. 11,
the capture device may be in the form of other devices that are
capable of capturing video data in other embodiments. For
example, the capture device may be one of the user devices
described below in FIG. 15. Thus, the discussion of the
mobile device 500 in FIG. 11 is not to be construed as limi-
tations.

Multimedia File Control

[0206] As described above, the QoS {failover application
783 may synchronize the video and the audio inputs to gen-
erate a single multimedia file. Since the multimedia file
described above is similar to other data assets, the correlation
and presentation tool 220 may also perform functions on such
multimedia files as previously described. The correlation and
presentation tool 220 treat a multimedia file that includes a
plurality of still shots as a single data asset rather than discrete
data assets, in the same way a multimedia file that includes
full-motion video is treated as a single data asset.

[0207] The correlation and presentation tool 220 may be
used to tag a multimedia file that captures an event with an
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Event ID or Incident ID, as previously described with respect
to other data assets. The multimedia file may be further linked
with a case. The correlation and presentation tool 220 may
filter a multimedia file that captures a single event using
queries based on metadata associated with the multimedia
file. In this way, the correlation and presentation tool 220 may
enable the user 144 to locate particular portions of multime-
dia file that contain video or audio data of interest.

[0208] The correlation and presentation tool 220 may also
perform queries on a plurality of multimedia files, so that a
particular multimedia file having certain video or audio data
may be located based on associated metadata, or in conjunc-
tion with a certain Event ID or Incident ID.

[0209] The multimedia file may be further played back and
manipulated via the presentation application 789 that is pre-
viously described. It will be appreciated that a similar pre-
sentation application with the same features may also be used
atthe NOC to display and enable user 1207 to manipulate the
multimedia files.

[0210] (iv) Client Synchronization (“Client Sync™)

[0211] Consider the case where data assets from multiple
mobile client side support to aid consistency and reliability of
media and metadata clients are to be correlated. The Client
Sync application 784 provides the across the clients, hence
the term sync. Upon activation, the Client Sync registers the
mobile client with a web service or equivalent. The web
service provides an Event ID and in turn the mobile client via
the Client Sync uploads data assets to the web service. The
data assets are tagged with the Event ID. The Client Sync also
provides location samples to the web service, as to allow for
tracking of the mobile client. When data assets are uploaded,
the Client Sync also appends to the data asset a checksum.
Upon upload, the web service can validate the authenticity of
the uploaded data asset. The checksum (also called a heart-
beat) can also contain additional metadata. For its part, the
web service can also provide additional metadata. For
example, consider a law enforcement scenario with multiple
officers. Each of the officers has a mobile client and already is
associated with an Event ID. When a particular incident
occurs, the web service can provide an Incident ID that gets
associated with the officers proximate to the event. This Inci-
dent ID gets associated with all data assets uploaded until the
web service rescinds the Incident ID. In this way, later the
data assets associated with the Incident ID may be easily
identified.

[0212] Identifying relevant mobile clients to send the Inci-
dent ID relies on knowing the location of the mobile clients.
If an officer indicates that an incident has occurred, either
through a hotkey or a message, the web service attempts to
identify which other mobile clients with the same Event ID
are proximate. Usually this may be done via GPS. However,
as described in the hardware section above, GPS is prone to
error from GPS signals bouncing off of buildings, location
may alternatively be determined by triangulating signal
strength or weakness from different cell towers with known
locations. For relatively immobile clients, such as surveil-
lance tower cameras, geolocation via IP address may be
employed.

[0213] (v) Remote Control

[0214] The remote control application 785 takes advantage
of the full network stack on the mobile client. Consider the
case where the mobile client has an IP address and is fully
participating on a network. The remote control application
contains a proxy to intercept remote instructions, either
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through SMS or from a direct IP connection to a remote site.
Accordingly, a remote user can fully control the client, either
for maintenance such as patching and upload of data assets.

[0215]

[0216] The preview application 786 is not an application to
preview data. Rather it is an application to guarantee that
media captured in the preview buffer of a video camera is
recorded along with the rest of the event. On video cameras
with preview, a memory buffer stores the first few seconds of
data. This buffer could store an arbitrary amount of time.
Upon recording, the video begins recording at the time of
triggering, in other words at the start of the event to be
recorded. However, for security cameras and other applica-
tions, it may be preferable to store the previous few seconds in
the preview buffer as well to ensure complete recording.
Accordingly, a RFID triggered security camera function in a
mobile client configured with the platform as disclosed would
store not only the event upon triggering the camera, but also
the first 10 seconds. In this way, the video would store not
only the event, but the precursor events that led to the event.

[0217]

[0218] Mobile devices such as the mobile client as dis-
closed require constant recharging. A custom charger appli-
cation 787 determines how much charge is left in the battery,
and provides alerts when charge is low. Furthermore, in cases
of inductance charging, the custom charger can store infor-
mation about how much power is needed to recharge the
battery. It could also store rules on detecting when charging
coils were sufficient proximate and stable to trigger charging
functions.

[0219] (viii) SMS Based Mobile Client Control

[0220] The ability to receive short message system (SMS)
messages and trigger software events provides a general
mechanism to remotely control a phone. Specifically, a
mobile client that has an SMS capable transceiver may moni-
tor SMS calls and perform software routines in responses.
Specifically, one of the custom drivers 725 could be an SMS
driver to allow the ability to monitor SMS calls for custom
commands. Calls to and from the SMS driver could be inter-
cepted and hooked. When a predefined SMS message to a
predefined location is received, it could trigger an event in
event model 751 which in turn could be utilized in an appli-
cation 788.

[0221] An alternative embodiment is to have a daemon
application 788 without the driver or event model to directly
monitor SMS messages such that when a predefined SMS
message to a predefined location is received it would perform
a particular prespecified task.

[0222] An example application for monitoring SMS mes-
sages relates to law enforcement. A “stealth” recording fea-
ture may be implemented where a mobile client receives a
SMS message which includes a phone number, the SMS
message instructs the mobile client to start recording its envi-
ronment and transmit the audio and/or video over the received
phone number. Another SMS message could instruct the
mobile client to stop recording and transmitting. Variations
on this scenario where an SMS message instructs the mobile
clientto initiate a phone call but does not record, as to the type
of'media to transmit, and whether to use the calling number as
the destination to transmit recorded media will be appreciated
by one of ordinary skill in the art.

(vi) Preview

(vii) Custom Charger
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[0223] In particular, Table A as follows provides an exem-
plary mapping of events to SMS Messages to be interpreted a
control instructions operative to control a mobile client’s
stealth recording function:

TABLE A

Event to SMS Mapping for Stealth Feature

Event SMS Message Description
Recording Start #*77 Start recording media
Call Start #%27 + phone # Initiate call to phone #.

If phone # is not specified,
then initiate call on the
sender’s phone #.

Initiate call to phone # and
start media recording. If
If phone # is not specified,
then initiate call on the
sender’s phone #.

Recording/Call Start #*7727 + phone #

Recording Halt #*74 Terminate ongoing media
recording.
Call Halt #%24 Terminate ongoing phone call.

Recording/Call Halt #%7424 Terminate the ongoing media

recording and phone call.

[0224] The mobile client may optionally send a response
SMS message to the sender to confirm receipt of messages,
proper operation of the client, or error messages. The SMS
messages could be used as a protocol, including but not lim-
ited to triggering software events by the receiver. For
example, an SMS acknowledgement for starting a call could
trigger a software server to start receiving streaming media.
Another example would be to receive an error SMS stating
that a connection could not be established, and displaying the
error message as part of a computer application.

[0225] The mobile client could receive SMS messages
from any SMS source. These include but are not limited to
other mobile devices and computer applications with a cell
that could transmit SMS. Accordingly, protocols could be
established over SMS between two mobile devices or with a
custom computer application with capable of transmitting
and receiving messages compliant with the SMS protocol.
[0226] Although the SMS messages above are merely
exemplary, a sample session may be as follows. The mobile
client receives an SMS message #*27 1-555-555-1234. In
response, the mobile client starts a phone call with 1-555-
555-1234, and immediately sends an SMS acknowledge-
ment. The mobile client then receives an SMS message of
#*77. The mobile client immediate starts recording video and
audio. Ifthe recording cannot be performed, the mobile client
would send back an SMS error message to 1-555-555-1234.
Periodically, the mobile client will upload files to an FTP
server or other host. Alternatively, the calling number 1-555-
555-1234 could provide a connection to an FTP server or
equivalent. In another alternative, the server to which 1-555-
555-1234 provides connectivity could trigger a streaming
receipt upon receiving the acknowledgement SMS from the
mobile client. The mobile client, upon receiving #*74 and
send an acknowledgement SMS and would halt recording. A
new recording could be established the mobile client receiv-
ing #*77 and again halted by the mobile client receiving #%74.
Similarly upon receiving #%24, the mobile client would stop
the call and send an acknowledgement.

[0227] (ix) Playback

[0228] The presentation application 789 may be a media
player that presents the data assets recorded by or stored on
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the mobile client 500. The data assets may include audio,
full-motion video, and/or still shots. The data assets may also
include full-motion video and/or still shots that are tempo-
rally synchronized by the QoS failover application 783. The
presentation application 789 may include codecs that enable
the presentation application 789 to decode and present data
assets that are stored in various formats, such as H.264. Dur-
ing operation, the presentation application 789 may present a
user interface that enables the selection of data assets by
presenting thumbnails that represent corresponding data
assets.

[0229] The presentation application 789 may further pro-
vide other playback control functions, such as, but not limited
to, play, stop, fast forward, fast back, skip forward, skip back,
and/or the like, for the manipulation of a data asset. The
presentation application 789 may further include a time slider
user interface that enables a user to skip forward and/or back
through different portion of a data asset. The presentation
application 789 may have further ability to render still shots in
a data asset as a slide show.

[0230] (x) Other

[0231] The above applications are not intended to be an
exhaustive list of applications available. General utilities such
as profile management (not shown) are available. A profile
manager could store user information such as name to be used
as default metadata. It could also store results about memory
usage, bit rate, and resolution of stored media.

[0232] Commercial utilities can also be implemented on
this platform. For example in the case of law enforcement, the
mobile client might have a hot key for a police officer to
indicate the officer has been attacked or shot. The video
would trigger to store the preview buffer as well as the current
events, and a central station could call for backup asking other
police to converge on the attacked officer’s GPS location.
[0233] Another law enforcement example is the alternative
log on/password utility for undercover policemen. The alter-
native log on/password utility accepts two passwords. One
password activates all the law enforcement functionality on
the mobile client and displays a user interface specific to the
law enforcement functionality. A second password simply
displays an ordinary user interface expected on an ordinary
cell phone, and additionally may activate a call for backup to
the central station. Specifically, when an undercover police-
man begins to be suspected to be a cop by those he or she is
investigating, the policeman might be searched. Ordinarily, if
the policeman is searched, and the mobile client is found, an
inspection of the mobile client might arouse suspicions that
the undercover policeman is a cop. The undercover police-
man could enter a the second password into the alternative log
on/password utility while would show the ordinary cell phone
user interface and may help convince others that the under-
cover policeman is not a cop. In the meantime, the backup call
to the central station would allow other policemen nearby to
rescue the undercover cop.

[0234] Commercial utilities are not limited to law enforce-
ment. The mobile client may support applications not specific
to its video or networking capabilities. An example of a com-
mercial utility not specific to law enforcement is where the
client could store an audit function (not shown) that indicates
that an unauthorized person has attempted to open the tamper-
proof chassis. An example of using the SMS based mobile
client control feature, such as used by the Stealth feature
described above, is the case of a lost mobile client. The mobile
client may host an application that upon receiving a message,
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such as an SMS text message, may un-mute a mobile client
with its ringer turned off or alternatively may activate a
mobile client that is in sleep mode, and then ring the device.
Inthis way, a mobile client that has been misplaced in a room,
where the ringer has been turned off or cannot otherwise be
located simply by dialing the mobile client’s number.

Exemplary Non-Client Software Applications

[0235] Once the data assets are tagged and available on a
central store, they may be searched, correlated, tagged,
edited, and presented either collectively via a web service, or
to a closed set of users via a standalone application. The
platform as disclosed gives rise to both types of applications.
[0236] Regarding a web service, groups may correspond to
a group. The data reviewed by the groups, the content of the
tags, and comments, made by the group may be queried for
possible advertising. Because the group is self selecting, the
fit of ad selection will improve a selection algorithm, based
strictly on scanning media content, and metadata. In FIG. 2,
the external data store 230 as provided with correlating meta-
data in 260 could be the correlation of advertising.

Network Operations Center

[0237] FIGS. 12A and 12B show a non-client based com-
mercial application of the present platform, a network opera-
tions center (“NOC”) of a law enforcement agency.

[0238] The NOC provides the capability of viewing indi-
vidual videos. In video feed 1210, a video, or potentially
another form of multimedia will be rendered. Annotation
tools 1211 provided allow a user select one or more frames of
running video, superimpose text, links, or other content, per-
haps associating to a single object, such that the annotations
render upon playback. Many tools presently exist for anno-
tation of video and multimedia in general. Running commen-
tary box 1220 provides a control with which to view com-
mentary and commentary edit box 1230 provides a place to
add additional commentary. Commentary text is persisted to
a database and is associated with the multimedia file being
rendered. Commentary is distinct from annotation in that the
textis visible at all times in the running commentary box 1220
during rendering, whereas annotation only appears for spe-
cific frames and is superimposed over video as rendered in the
video feed 1210. Associated videos, stills, text or other mul-
timedia may render at the same time in browser 1240. For
example, links from the annotation may render in browser
1240. Map 1250 may also display the location of the video.
For example, if the video is by a police car in hot pursuit, the
map may show a point rendering geolocation of the path of
the pursuit itself.

[0239] The NOC has a “supervisor mode” shown in FIG.
12 A, where data feeds, including video and audio, are coming
from police officers proximate to an incident. Specifically, a
police officer encounters an incident and presses a hot key
telling the NOC that an incident is under way. The NOC can
start an incident record and the police officer’s feed appears in
Car Feed 1, item 1251. Because it is the first feed, it also
appears in the main video feed 1260. The map 1280 then
centers on the location of that particular officer. The incident
ID may be used as an Event ID.

[0240] On the map, the user can view other officers near to
the incident and can either manually select other officers
individually by clicking on the officers, or by dragging and
dropping a bounding rectangle over the location. In the alter-
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native, the application can use a predefined distance and
automatically join other officers. Each joined officer’s feed
then shows in feeds 1261, 1262, 1263, 1264, 1265 and so on.
[0241] When an officer is joined, the officers’ feed is asso-
ciated with the Event ID and defines a group. Thus joining
officers within a predefined distance and unjoining officers
that go out of that predefined distance is an autogrouping
feature.

[0242] The main video feed 1260 may display which ofthe
feeds 1261, 1262, 1263, 1264 or 1265 to concentrate on.
Alternatively, the main video feed may automatically switch
between which officer is closest to the incident. Note that the
video feed is not a composite view, but rather is an example of
multiple videos being shown side by side based on correlation
metadata.

[0243] If the data is being viewed after the fact, browser
1270 can bring up data from the law enforcement’s case
database. All media files with the Event ID may then be
automatically tagged with the Case ID from the case data-
base. Inthis way, data from the case database may be provided
in an integrated view along with the media.

[0244] Law enforcement mobile clients have redundant
local storage that is eventually uploaded for archiving. The
application can provide a scanner function (not shown) that
can manage uploading from the mobile clients, can tag the file
as archived thus preventing redundant storage. In the alterna-
tive the scanner function could seek similar clips based on
Event ID and location and timestamp information and delete
redundant clips. Because of the redundant storage, the NOC
can provide security functions. Specifically the scanner func-
tion could also detect files tampered with by noting files with
the matching data with different checksums. Additionally the
NOC can check checksums on uploaded files to detect files
intended to spoof the NOC.

Vertical Applications

[0245] The embodiments as disclosed may be used for both
personal and commercial vertical applications. Advantages
include but are not limited to: (1) reducing the price of camera
monitoring via use of commoditized ever miniaturizing hard-
ware and ever cheaper storage, (2) guaranteed full capture of
an event by implementing preview buffers, (3) custom event-
ing where a camera may be triggered on an arbitrary event, (4)
integration with other media via correlating metadata, and (5)
integration with third party data via correlating metadata. The
following sections will describe an exemplary application for
personal use, an exemplary application for law enforcement,
an exemplary application for security cameras, and will more
generally enumerate other exemplary commercial scenarios.

Mobile NOC

[0246] The NOC application may be accessible via a web
page on a notebook computer or other web enabled mobile
device. Accordingly, all or portions of the NOC application
may be viewed while in the field by a law enforcement officer.
[0247] An example application would be allowing a junior
officer to patrol an area and to view indicia of incidents that
occurred within a time frame in the present locale. In this way,
the officer could more quickly learn the crime history of his
location even though he had never been in the area before.

[0248] One embodiment would be to let an officer travel
through a neighborhood. The officer would enter a time range
of data to browse for the area, for example over the past year.
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The NOC application would pick up geolocation information
of'the roaming officer such as GPS location and display a map
in the NOC would show pushpins indicating incidents within
the specified time frame. The pushpins could be color coded,
or have size or shape changes indicating the severity or
recentness of the incidents. The officer could click on the
event and view the video or associated media to learn more. In
this way, the officer could familiarize himself as to the crime
history of an area in near-real time.

[0249] The mobile NOC need not be inreal-time. An officer
could be in an area, and if he wished to learn more about the
crime history of his location, he could open the NOC appli-
cation and specify his current location and search for crimes
within a time area and various search criteria. In this way,
upon entering a crime scene the officer might find related
crimes not readily discernable from the crime scene itself. For
example if there was an assault at a crime scene, the officer
could quickly identify other assaults nearby and consider
suspects from those crimes as well as leads from the present
crime scene.

Peer to Peer Scenario Embodiment

[0250] Video cameras, digital cameras, and digital record-
ers are to be ubiquitous among law enforcement officers. It is
not uncommon for several policemen, each with their own
camera or recorder, to be proximate to a crime in progress.
The embodiments as disclosed enable sharing and the auto-
matic correlating of the resulting data assets.

[0251] FIG. 13 illustrates a scenario where three police
officers, one with a personal camera 1323, the other two with
cell phones enabled per the disclosure 1321, 1322, are proxi-
mate to the same crime scene 1310 in progress and start taking
photos. The still shots capture different parts of the crime
scene 1310, some overlapping, some not. Mobile client 1321
captures still shots 1331, mobile client 1322 captures still
shots 1332, and digital camera 1323 captures still shots 1333.
[0252] Because mobile clients 1321 and 1322 are enabled
per the disclosure, they are able to perform a peer to peer
connection. Per the embodiment as disclosed, the initiating
client 1321 identifies its device id, and enters a tag called
“Robbery 17 and sends both to 1322 to use as an Event ID and
as extra metadata. Mobile client 1322 sends an acknowledge-
ment back to 1321, thus fully establishing data link 1340.
Mobile client 1321 then downloads via IRDA all photos time
stamped during a time frame corresponding to that of the
crime from 1322, and mobile client similarly downloads all
photos form 1321. Both clients automatically tag the photos
moved through the data link 1340.

[0253] Standard camera 1323 is not configured per the
present disclosure and cannot perform peer to peer transfer as
mobile clients 1321 and 1322. Instead, the users of mobile
clients 1321 and 1322 establish a group (not shown) on web
service 1360 using mobile client 1321's Device ID as an
Event ID. The user of standard camera 1323 then joins the
group and when standard camera 1323 uploads chosen photos
to the web service over data link 1353, the photos are auto-
matically tagged with the Event ID and the meta tag “Robbery
17

[0254] A user, such as apolice supervisor back at headquar-
ters, who is a member of the group (not shown) subsequently
may access the web service 1360 via a PC 1370 over a data
link 1380. The user may further upload related photos, such as
getaway scenes of the robbery crime scene 1310 of persons of
interest driving away, and again via the data link the photos
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are automatically tagged with the Event ID and the meta tag
“Robbery 1.” The user may also query, edit, tag, and combine
photos on the PC.

[0255] It is to be emphasized that in the above scenario,
media is not limited to photos. Video or audio could have been
uploaded as well. The web service could have been a standa-
lone application running on a network. Most importantly, the
event, here exemplified by a crime scene 1310, need not have
been at the same time or place. An Event ID could tie together
any media regardless if they previously were related at all.

Law Enforcement Scenario Architecture Embodiment

[0256] FIG. 14 illustrates an exemplary law enforcement
architecture embodiment. Consider the case where multiple
active duty police officers are carrying mobile clients per the
embodiments as disclosed. Police officers on foot carry a
mobile client 1410, and police cruisers carry a mobile client
1430 in a chassis where the video camera is connected to the
windshield, and the data is stored in a tamperproof, secure
location. Exemplary tamperproof, secure locations include
the trunk of the vehicle or glove box of the vehicle. In par-
ticularly hot climates, the trunk or glove box could be become
so hot as to be beyond the operating temperature range of the
data storage hardware portion may be in a secure cage inte-
grated with the chassis of the vehicle, in a shaded and venti-
lated portion of the backseat. Alternatively, the tamperproof
secure location could be integrated with cooling, such as an
insulated cavity with refrigeration powered by electricity
from the vehicle. Host 1420 provides data asset storage and
archiving and backup services. Supervisor application 1440
is based on Wi-Fi connectivity and is hosted on a PC in a
NOC. Both mobile clients 1410 and 1430 and the chassis of
1430 are based on the exemplary client described in FIG. 5
and supporting text. The supervisor application is as
described in FIG. 12B and supporting text.

[0257] Host 1420 receives data assets from mobile clients
1410 and 1430 both in synchronous and via asynchronous
upload. A web service 1421 can remotely configure a mobile
client 1410 by checking the existing profile 1411 sending an
updated profile via client application 1412. In general, client
application 1412 functionality includes providing network
connectivity to the host. The profile includes and is not lim-
ited to frequency of receiving an IP signal to poll the status of
the mobile client. This signal is also called a heartbeat. Upon
configuration, web service 1421 will send out a heartbeat
according to that frequency, for example every 15 seconds.
Client application 1412 will receive the heartbeat and return
geolocation information, such as GPS coordinates. In the
event of connectivity error, website 1427 would be able to
indicate which mobile clients 1414 and 1430 have failed to
connect or have not transmitted a heartbeat.

[0258] Because a mobile client 1410 and 1430 in the field
broadcast geolocation information, a network operating cen-
ter (“NOC”) can get mobile location information from the
host and know in real time the location of mobile units. This
enables map applications. For example a NOC application
may display selected units on a computerized view of a map,
perhaps accessible via a web site 1427. Alternatively, particu-
lar mobile clients may be searched by geolocation. By way of
another example, the NOC can have the location of a crime
scene and the current location of a mobile unit 1410 and
automatically map the optimal route for the mobile unit to get
to the crime scene. This feature is also known as a “Get Me
There” feature.
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[0259] As client application 1412 captures media, it stores
the corresponding data assets on storage 1413. Via synchro-
nizing application 1414, the mobile client 1410 may either
push the stored media via file transfer protocol (“FTP”) to the
file transfer server 1422, or the synchronizing application
1414 may be remotely triggered, for example via an SMS
command, to affirmatively upload the stored media as data
assets.

[0260] Once the data assets are uploaded to file transfer
server 1422, a crawler application 1423 periodically scans the
uploaded data assets. The data assets are placed into a folder
queue and optionally associated with metadata, for example
in the form of metadata tags corresponding to incident, or
case. Transcoder 1424 converts the file formats of the data
assets into a standard format, for example one based on
H.264. Once transcoding is completed, if the transcoding is
successful, crawler application 1423 archives the original file
and stores the transcoded video to store 1426 and a reference
to the transcoded video to database 1425. In the event of error,
the uploaded data asset is placed into another directory for
later review.

[0261] One error that may occur in particular with data
assets stored as H.264 compliant files is the loss of the file
index. A file might be partially uploaded, but because the file
index is stored at the end of the file, none of the partial
uploaded file is usable. Prior to transmission, synchronization
application 1411 might store the H.264 index in a separate
file, and redundantly upload the index. Because the index is
much smaller than the media data in the H.264 file, corruption
is less likely. In the event the uploaded H.264 file is truncated,
the complete index, uploaded separately may be used to
decode the portion of the H.264 file that arrived. If the H.264
file arrived intact, then the redundant index may be discarded.
[0262] Once data assets have been stored in the database
1425 and store 1426, they are accessible via a website 1427.
The website may include functionality to search and view
videos including external data such as case data. For example,
it may enable “computer aided dispatch”, where an officer is
dispatched to a crime scene, incident information is entered
by the dispatch via website 1427 and uploaded to database
1425, data assets are uploaded from mobile client 1410 or
1430, tagged with metadata corresponding to the incident,
and the searched and viewed in composite afterwards.
[0263] Website 1427 may also provide various ways to
quickly review video files. For example website 1427 might
provide thumbnail or videocap views of videos to aid visual
search. In some cases, a scroll bar might be displayed to allow
the user to scan through individual frames in the video, rather
than merely viewing a default frame.

[0264] Website 1427 may also integrate with external web-
sites. For example, a supervisor may access website 1427 and
upload a video to a public social networking site as part of a
public alert such as missing child alert (“Amber alert™).
[0265] Website 1427 may also provide visibility to monitor
the status of uploaded data assets, and provide for bandwidth
management and prioritization. For example, website 1427
may show what data assets have been uploaded, transcoded,
or what percentage of the process is complete. It may also
show which data assets have errors or are otherwise corrupt.
Specifically, the website 1427, may review the contents of the
file transfer server 1422 directories which store uploaded data
assets, archived data assets, and corrupt data assets. It may
further receive notifications from crawler application 1423 as
to what percentage of an operation such as transcoding is
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complete. If a data file is to be prioritized for upload or
transcoding, the website 1427 might provide a control to
configure the crawler application 1423 accordingly.

[0266] Mobileclient 1430 shows an alternative architecture
for a client. Here car service 1431 combines the functionality
of client application 1412 and synchronizing application
1414. Additionally, it provides network connectivity to a
supervisor application 1440. Supervisor application provides
the ability to provide remote control over client 1430 and to
view configuration, status, and stored data assets on client
1430. On mobile client 1430, the mobile configuration and
the captured data assets are stored in the same store 1432.
Data assets are captured and reviewed locally by application
1433.

[0267] The following describes features and advantages
enabled by the platform as disclosed for law enforcement.
[0268] (i) Chain of Custody

[0269] Police and security video may be used in evidence at
trial. However, in order to be admissible, the evidence must be
stored such that an unbroken chain of custody can be made,
ensuring that the evidence was not tampered with. With the
embodiments as disclosed, a metadata tag to store an Officer
ID and a metadata tag to store a timestamp and action may be
made. When the police video is stored, the tag stored the
Officer ID of the owner of the mobile client. When the officer
uploads for storage, the officer authorizes the upload which
again tags the police video with Officer ID, timestamp, and
action. When the data is received and archived, the archival
officer may again tag the police video with his Officer ID,
timestamp and action. Thus at all stages, the chain of custody
of'the video may be verified. For further security the metadata
may be encrypted. Alternatively, checksums may be archived
in a database to detect later tampering.

[0270] (ii) Providing Video ID

[0271] Because all video is uploaded and archived, wit-
nesss who have been stopped may request an identifier for the
video clip capturing their stop and a limited access account.
The witness may then go to the law enforcement agency’s
web site, log on, and then view the footage of their stop. This
will provide an incentive for officers to avoid excessive force
and can provide evidence for and against any culpability.
[0272] (iii) Monitored Interrogation

[0273] When suspects in custody are interrogated by police
officers, typically there is a camera to memorialize the event.
However, a determined police officer can disable a typical
security camera. If a mobile client enabled with RFID and
preview is in the room, it will be difficult to tamper with the
camera. Specifically, an officer with an RFID badge enters the
interrogation room. The RFID badge not only triggers video
recording, it also makes use of preview mode to capture the
first 10 seconds prior to entry. Therefore, even if the officer
were to tamper with the camera, the camera would have
captured the first few seconds and would detect the tamper-
ing.

[0274] (iv) Emergency Dispatch

[0275] Often officers enter hazardous situations. When an
officer is assaulted, the officer may hit a hotkey on the mobile
device that acts as a panic button. The mobile client sends a
notification that includes the officer identity and the officer’s
location which then goes to the NOC. The supervisor mode of
the NOC includes map showing nearby officers which are
also broadcasting their locations via GPS or other location
services. The officer at the NOC may then quickly dispatch
the proximate officers to the location.
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[0276] (v) Blackout Versions of Video

[0277] Police videos are often used as evidence in trial. The
embodiments as disclosed support post process editing of
videos. Because it may be desirable to black out portions of
video as unfairly prejudicial, both district attorneys and
defense lawyers may edit out or black out portions of the
video to be left out of the trial record. One way to do this is via
professional post processing tools. A less expensive alterna-
tive would be to use an overly tool (a block of non color over
top of the video) to place overlays blocks over the portions of
the video to be blocked out. In this way, not only could
portions of frames be provided rather than full blackout, faster
turnaround of editing could occur.

Security Camera Scenario Embodiment

[0278] A variation of mobile officers carrying mobile cli-
ents is to have a mesh of security towers covering a geo-
graphic area. This would enable close circuit surveillance
over an arbitrary area with minimal installation costs.
Examples of locations where these may be applicable include
but are not limited to be college campuses, airports, prisons
and high crime areas. It is to be noted that a mesh of camera
towers need not be limited to law enforcement scenarios. For
example, a mesh of camera towers at a sporting event or an
entertainment event would provide improved media coverage
of the event. Each of the towers would have a mobile client
configured with a full network stack to allow remote control
over IP and Wi-Fi and a file manager to manage file upload
and file deletion. Both the network stack and the file manager
are discussed in FIG. 7 and the supporting text.

[0279] Each camera is network enabled and is independent
in that it is a self contained recording and storage device that
adds metadata such as time and location. Because the cameras
house these on board capabilities, all that is needed locally is
power. No communication cabling would be required.
[0280] Each camera could be configured to host a synchro-
nizing application that was able to detect proximate cameras.
An embodiment would be to refer to a web service that
tracked the location of each installed camera, and from
knowledge of its local location, could select proximate cam-
eras.

[0281] To aid in backwards compatibility, where a camera
did not have the necessary hardware initially, a hardware
block with the missing hardware, e.g. to enable network con-
nectivity, could be attached, and the necessary software com-
ponents installed. Accordingly, previously purchased hard-
ware could be made to be compatible for mesh applications.
[0282] However, collectively the cameras act together as a
mesh of cameras that give a law enforcement agency a com-
prehensive view of what happened at the same location or
close by locations at the same time. A NOC’s supervisor
mode could quickly search for all uploaded data assets from
the camera at a particular time and location, and then view and
edit them together.

[0283] Note that the cameras all networked peer to peer
devices. Accordingly, an officer could come to a location
where there were several devices present, such as the scene of
a crime or other event, and could determine on his laptop or
cell phone the locations of all the cameras. The officer could
then choose cameras to download video to his laptop or cell
phone, or by default download all videos from the surround-
ing cameras.

[0284] A camera need not start out as part of a mesh. A
camera may operate independently until another camera is
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added to the network to establish a mesh. Thus a single
camera, perhaps mounted on a pole, could provide ad hoc
surveillance in a relatively short period of time. As time went
on, other cameras could be incrementally added to establish a
mesh. Cameras could also be removed as necessary.

Sports Replay Scenario Embodiment

[0285] A non-law enforcement scenario for using mesh is
to replay sports games. Professional and other sports team’s
videotape games and practices to better assess points of weak-
ness and to identify ways to improve the team and individual
player’s performance. An ability to view a play or action from
multiple angles would provide a comprehensive way to assess
the action.

[0286] By providing a mesh of multiple cameras incorpo-
rating the disclosures herein, multiple cameras may synchro-
nize to the same clock. If four surrounding cameras were
configured to view a play and were synchronized, the con-
figuration would provide a quad view. Alternatively, cameras
in the mesh could provide a mix of different views, for
example a coach’s view, views from two different players,
and perhaps two sideline shots.

[0287] Per editing software using the metadata features
disclosed herein, metadata specific to game analysis indicat-
ing for example the particular play, the context of the game
and players involved could be added. For example for a foot-
ball game, metadata indicating that a particular segment of
media represented a first down, a running play, where Jones
was the runner could be added. In addition to providing con-
text upon playback, it also provides metadata enabling
searching and filtering on kinds of plays, players, and other
elements of interest in analyzing the game.

[0288] The game analysis metadata need not be rendered,
but could also be used for statistical analysis of the game. One
could determine likelihood of how a team or player reacted
according to different situations. For example in football, one
could determine that a team was significantly more likely to
do a long pass on a first down than other teams.

[0289] Cameras using the present embodiment have a shar-
able format, thus different teams could agree to share media
with each other. Because the camera’s clocks could be synced
to a global source, e.g. a web accessible value of global time,
the different media could be synchronized with each other,
even though they had been recorded separately by different
parties. Accordingly, different views designed from different
perspectives may be correlated together.

Other Possible Commercial Embodiments

[0290] Commercial embodiments are not limited to law
enforcement. The following are some other commercial sce-
narios supported by the platform.

[0291] (i) Taxicab Scenario

[0292] The embodiments as disclosed can replace a taxi-
cab’s meter box and camera with a single device. Currently,
most taxicabs install a meter box to show the fare charge.
Some taxicabs also install a camera to show the face of the
driver to the passenger. However meter boxes only show
charges, not distance, route, or other information that may be
of interest to the passenger.

[0293] A taxicab hosted client as disclosed, with a video
camera and a GPS or other geolocation tracker, integrated
with a map database and an external charge database may
perform the roles of the meter box and camera for a lower
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price and with greater functionality including but not limited
to: (a) a view for the passenger with start and end points on the
map, with the specified route as calculated by software also
shown so the passenger could proactively request a different
route; (b) the passenger view displaying progress on the route
by showing the taxicab’s GPS tracking samples as the trip
progresses; (c) the passenger view additionally showing not
just taxicab fare information, but also time and distance infor-
mation, traffic alerts, predictions of arrival time; (d) a log of
the trip could be stored and uploaded via the mobile connec-
tion, or in the alternative could update via Wi-Fi upon park-
ing, in order to provide an audit trail to a central office; (e) the
passenger view could provide average trip times and other
aggregated information from the audit information; (f) the
client integrated with a printer could give a receipt with the
information from the view upon request of the passenger; and
(g) uploaded audit information could be used in training new
taxicab drivers.

[0294] (ii) School Bus Scenario—Child Tracking

[0295] The present embodiments could monitor pickup and
drop off of children. Currently typical school buses do not
have onboard cameras. Accordingly, determining whether a
child was dropped off at the correct location on the way home,
or in the alternative determining if a child was correctly
picked up relies on the bus driver’s memory. In the case of a
missing child, the camera could provide objective evidence as
to whether the child was on the bus or not.

[0296] A school bus hosted client of the present embodi-
ments with an eventing system for door opening and closing,
a video camera with preview, and a geolocation tracker, inte-
grated with a map database includes but is not limited to the
following advantages: (a) when the school bus door opens or
closes, the custom eventing system could trigger recording of
the video camera; (b) the video camera would have several
seconds of preview buffer, so would record a those several
seconds along with the actual event of a child entering or
exiting the school bus; (c) the custom eventing system could
trigger turning off the video camera; (d) the geolocation
tracker could trigger upon turning on the camera as well and
along with a map database indicate where the pickup or drop
offoccurred; (e) the information could be archived to a central
office via cellular upload or Wi-Fi; and (1) the archived infor-
mation could be aggregated for statistics and in where no
errors of pickup or drop off occurred, the information could
be deleted to save storage.

[0297] (iii) Trucker Scenario

[0298] The present embodiments could monitor accidents
for bulk transportation such as semi-rig trucks. Currently
semi-rigs do not have onboard cameras. Accordingly, dis-
proving the liability of a semi-rig in the event of an accident
is difficult.

[0299] A truck hosted client of the present embodiments
with an eventing system triggered by a vehicle crash detector
such as disclosed in U.S. Pat. No. 4,161,228 which triggers
airbags, a video camera with preview, a geolocation tracker
integrated with a map database includes but is not limited to
the following advantages: (a) when the vehicle crash detector
detects a crash, the custom eventing system could trigger
recording of the video camera; (b) the video camera would
have several seconds of preview buffer, so would record a
those several seconds along with the actual event of the crash;
and (c) the geolocation tracker could trigger upon turning on
the camera as well and along with a map database indicate
where the accident occurred and upon upload could notify a
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central office as to dispatch a response team. Additional
advantages may be realized by further integration with a
telematics system which provides additional digital telemetry
about the state of the truck. For areas that did not have cell
phone coverage, alternative data transport such as packet
radio could be implemented.

[0300] (iv) School Bus Scenario—Accident Tracking
[0301] As a hybrid of the previous School Bus and Truck-
ing scenarios, an embodiment of the present disclosure could
monitor accidents on school buses as well. Currently school
buses do not have onboard cameras. Accordingly, determin-
ing causality and harm to children on the bus is difficult to
prove.

[0302] A setof'school bushosted clients as described by the
present disclosure, specifically with one or more cameras
recording events outside of the bus and one or more cameras
recording events within the bus, with an eventing system for
crash detection, a video camera with preview, and a geoloca-
tion tracker, integrated with a map database includes but is not
limited to the following advantages: (a) comprehensive moni-
toring for how events outside of the bus impact events inside
the bus, including but not limited to bus collisions; (b) the
video camera would trigger from a collision and would have
several seconds of preview buffer enabling it to record several
seconds prior to the collision; (c) the crash detector event
could also trigger a collision message to a central location
along with geolocation data indicating where the collision
occurred; (d) the information could be archived to a central
office via cellular upload or Wi-Fi; and (e) the central office
could collect media from cameras not on the bus to provide
different angles of the accident.

Exemplary Video Emergency Call Embodiment

[0303] Mobile devices with video capture and audio cap-
ture capabilities, as well as wireless Internet access capabili-
ties, are nearly ubiquitous among residents of urban and rural
areas. Some of such devices are described as devices 111-114
in FIG. 1. It is not uncommon for a resident to constantly carry
orhave access to a telecommunication device that is equipped
with a camera and a microphone, video capture application
that enables the capture of still shots or full-motion video
clips that includes audio. Indeed, some of these telecommu-
nication devices may be equipped with a camera and software
application for making videoconference calls. Moreover,
such telecommunication devices may also be capable of data
connectivity by connecting to the Internet via a wired com-
munication connection (e.g., Ethernet) and/or a wireless
communication connection (e.g., Wi-Fi, 3G, edge, and/or the
like). The embodiments as disclosed enable the users of such
mobile devices to provide data assets to a law enforcement
NOC described above. Such data assets may be provided in
the form of live feeds, or pre-recorded video or still images.
The data assets may depict persons (e.g., wanted suspects) or
events (e.g., crime or disaster) that are of interest to law
enforcement officials. It will be appreciated that the mobile
devices are not limited to telecommunication devices, any
other device that is capable of video capture and Internet
connectivity may also be used for video emergency call.

[0304] FIG. 15is a diagrammatic illustration of'a video 911
law enforcement architecture embodiment in which multiple
witness are proximate to a scene where an event 1501 is
taking place. For example, the event 1501 may be a crime that
is in progress. A witness 1502 with a user device 1503 may
arrive at the vicinity of the event 1501 and is capturing the
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event with the device. The user device 1503 may be a tele-
communication device that is only capable taking still shots
1504. After taking a series of still shots, the witness 1502 may
upload the still shots 1504 to the web service 120 via the
Internet. The web service 120 may provide a public web
portal 1505 (e.g., a website or file transfer site) that enables
the witness 1502 to upload the still shots from the user device
1503 via a web browser. As described above with respect to
FIG. 2, the uploaded still shots 1504 may be stored in the
central store 150 for further analysis. The public web portal
1505 may be designed to enable the witness 1503 to upload
the still shots 1504 anonymously, that is, without having to
provide any personal information during the upload process.
However, as further described below, the NOC may be
equipped with tools that are capable of ascertaining an iden-
tifier of the user device 1503, and thus, in some cases, the
identity and contact information of the witness 1502.

[0305] In instances in which the public web portal 1505 is
a webpage, the webpage may further include a text input field
that enables the user 1502 to provide additional information
regarding the event 1501 (e.g., a description of another sus-
pect that is not captured by the still shots 1504, contact infor-
mation of the witness 1502, etc.) Alternatively, the web site
may display a unique SMS number for the witness 1502 to use
in order to provide additional information related to the still
shots 1504 and/or contact information of the witness 1502.
Similar to previously described, the web service 120 may
correlate the information provided by the witness 1502 as
metadata to the still shots 1504.

[0306] In an instance that the witness 1502 has supplied
contact information, the public web portal 1505 may provide
the witness 1502 with the option to receive one or more future
updates regarding the status of the event 1501. For example,
the public web portal 1505 in the form of a webpage may
include a check box that enables the witness 1502 to opt to
receive SMS text updates or email on the status. In another
example, the webpage may include a link to a webpage or a
SMS number to text to receive the updates on the status.

[0307] A witness 1506 may arrive at the event 1501 with a
user device 1507. The user device 1507 may have the ability
to record full-motion video 1508, with or without audio. As
such, the witness may upload the full-motion video 1508,
which may include audio, to the web service 120 via the
public web portal 1505. As described above, the public web
portal 1505 may provide ways for the witness 1506 to supply
additional information related to the full-motion video 1508,
and/or obtain a future status report on the status of the event
1501.

[0308] Alternatively, in an instance in which the user device
1507 is capable of making a web video call, the public portal
1504 may enable the witness 1506 to place the web video call
to a law enforcement official (e.g., live emergency operator).
In such an instance, the witness 1506 may direct a camera of
the user device 1507 to capture the event 1501 and feed the
capture full-motion video 1508 in real time for viewing by the
law enforcement official and/or storage in the central store
150 for further analysis. Since the witness 1506 is also able to
verbally communicate with the law enforcement official dur-
ing the video call, the witness 1506 may also provide addi-
tional information related to the full-motion video 1508.
Thus, the web service 120 may correlated the information
provided by the witness 1506, whether as raw audio, or tran-
scribed into text, as metadata to the full-motion video 1508.
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[0309] While the witness 1506 may have the option of
remaining anonymous by not providing any personal infor-
mation during the upload the full-motion video 1508, the web
service 120 may be equipped with tools that are capable of
ascertaining an identifier of the user device 1503, and thus, in
some cases, the identity and contact information of the wit-
ness 1502.

[0310] A witness 1509 may also arrive at the event 1501
with auser device 1510. The user device 1510 may be capable
of capture video data 1511 in the form of still shots or full-
motion video, which may also be accompanied by audio. The
user device 1510 may be pre-registered with the web service
120 so that the identity of the user device 1510 and/or the
identity and contact information of the user 1509 are known
to the NOC. For example, the witness 1509 may be a neigh-
borhood watch volunteer who has underwent a background
check with the law enforcement authority operating the NOC
and is deemed as a reliable source of information.

[0311] When the witness 1509 has acquired such status, the
web service 120 may provide a secure web portal 1512 for the
upload of the video data 1511 from the user device 1510 via
aweb browser. In some instances, the web portal 1512 may be
a webpage or a file transfer site. As part of accessing the
secure web portal 1512, the web service 120 may automati-
cally ascertain the identity of the user device 1510 and the
witness 1510. In other instances, the secured web portal 1512
may be setup to request that the witness 1510 supply authen-
tication information (e.g., password, biometric information,
etc.) prior to uploading the video data 1511. Since the video
data 1511 is from the registered witness 1509, the web service
120 may give priority to the analysis of the video data 1511,
or at least alert NOC personnel of the special status of the
video data 1511. The secure web portal 1512 in the form of a
webpage may include a text input field for the witness 1509 to
enter additional information related to the video data 1511,
and/or display a SMS number for the witness 1509 to use to
provide additional information related to the video data 1511.
Further, the webpage may include a check box that enables
the witness 1509 to opt to receive SMS text updates on the
status of the event. In another example, the webpage may
include a link to another webpage or a SMS number to text to
receive the updates on the status.

[0312] Insome instances, because of the registered status of
the witness 1509, the user device 1510 may be provided with
an application 1513. The application 1513 may be tailored for
installation on the user device 1510 based on the hardware
and/or software specifications (e.g., operating system,
memory capacity, etc.) of the user device 1510. The applica-
tion 1513 may be designed to streamline the process of
uploading the video data 1511 to the web service 120 via the
secure web portal 1512. For example, the application 1513
may be configured to automatically initiate the camera for
recording of the video data 1511 upon activation. The appli-
cation 153 may also include a custom user interface with
options such as “record”, “stop”, “upload”, “login”, and “sta-
tus info” that minimizes the number of steps performed on the
user device 1510 to upload the video data 1511 and/or receive
status information. Each of the various options may activate a
select menu that enables the user 1509 to specifically select a
video data for interaction.

[0313] In additional instances, because of the registered
status of the witness 1509, the user device 1510 may be the
mobile client 500 described in FIG. 5. As such, the witness
1509 may receive special training on the use of the mobile
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client 500, For example, the witness 1509 may receive train-
ing on the button entry function 552 and the hotkeys 553.
While the user devices in the FIG. 15 in the context of tele-
communication devices and mobile devices, it will be appre-
ciated that the user device are not intended to be limited to
such devices. In fact, any user device that has the ability to
capture audio data and/or video data, as well as ability to
upload such data to the web server 120 via a wireless or wired
connection may be used in the context of the architecture
embodiment described in FIG. 15.

[0314] As further described below in FIG. 16, the audio
data and video data captured from the various user devices
may be analyzed via the web service 120 and analysis and
dispatch tools that reside on a PC 1514 that is linked to the
web service 120 via a data link 1515.

[0315] FIG. 16 illustrates an exemplary use of the web
service 120 in conjunction with the analysis and dispatch
tools 1601 to analyze captured data assets 1602 for dispatch-
ing one or more responders to an event. For example, the data
assets 1602 stored in the central storage 150 may include a
data asset 1602(1) that contains the still shots 1504, and may
further include corresponding audio and/or metadata. The
data assets 1602 may further include a data asset 1602(2) that
contains the full-motion video 1508, and may further include
corresponding audio and/or metadata. The data assets 1602
may further include a data asset 1602(3) that contains the
video data 1511, which may further include corresponding
audio and/or metadata

[0316] Theanalysis and dispatch tools 1602 may include an
analysis module 1603, a dispatch module 1604, an alert mod-
ule 1605, and an authorization module 1606. The different
modules may be implemented as different dynamic link
libraries (DLLs) within a single application, or as separate
plug-ins from a browser.

[0317] (i) The analysis Module

[0318] The analysis module 1603 may analyze each of data
assets 1602 for relevant information that assists in the deter-
mination that one or more responders are to be dispatched to
an event shown. The analysis module 1603 may read any
embedded metadata related to the time and date information,
as well as location information associated with each data
asset 1602. For example, each of the still shots 1504 in the
data asset 1602(1) may include time and date information
related to when each still shot 1504 is taken, as well as a
metadata data, such as global position data, regarding the
location each shot is taken. In some instances, once the time
and date information and/or geolocation data of a particular
data asset 1602 is ascertained, the analysis module 1603 may
invoke the correlation and presentation tool 220 to determine
whether the particular data asset 1602 is to be correlated with
other data assets stored in the central storage 150. For
example, based on the time and data information and the
geolocation data of each, the still shots 1504, the full-motion
video 1108, and the video data 1511 may be correlated
together as depicting the event 1501.

[0319] In another example, a data asset 1602 may be a
newly uploaded full-motion video of the event 310 that was
previously captured by police officers via the mobile device
321 and the mobile device 322. As such, based on the time and
data information and the geolocation data of the data asset
1602, the correlation and presentation tool 220 may correlate
the data asset 1602 with data assets that are captured by the
mobile device 321 and the mobile device 322.
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[0320] In an event that a data asset 1602 does not contain
any geolocation data, the analysis module may invoke the
search module 210 and the external correlation module 260 to
attempt to ascertain the location depicted in the data asset. For
example, the external data store 230 may contain images of
known locations. Accordingly, the analysis module 1603 pro-
vide a query to the search module 210 to cause the external
correlation module 260 to perform image recognition com-
parison between the objects and/or landmarks captured in a
data asset 1602 and the object and/or land marks depicted in
the images stored in the external data store 230. In this way, it
may be possible to pinpoint the location depicted in the data
asset.

[0321] The analysis module 1603 may use the search mod-
ule 210 and the external correlation module 260 to perform
image recognition to determine if any known suspects or
persons of interest are depicted in the data asset 1602. For
such a purpose, the external data store 230 may store images
of' known suspects or persons of interest.

[0322] Further, the analysis module 1603 may further
screen the images for events that may warrant a dispatch of
one or more responders (e.g., crime in progress). For
example, the analysis module 1603 may be programmed to
recognize certain images as captured in the data asset 1602
such as muzzle flashes, explosions, smoke, vehicles, or
people that are rapidly moving, and/or the like. The analysis
module 1603 may also be programmed to recognize certain
audio as captured in the data asset 1602, such as gunfire noise,
screams, alarms, and/or the like. As further described below,
the presence of such images or audio may result in an auto-
matic dispatch of the one or more responders by the dispatch
module 1604.

[0323] The analysis module 1603 and/or the external cor-
relation module 260 may perform the image recognition and
screening tasks via classifiers. Various classification schemes
(explicitly and/or implicitly trained) and/or systems (e.g.,
support vector machines, neural networks, expert systems,
Bayesian belief networks, fuzzy logic, data fusion engine,
and/or the like) may be employed in connection with per-
forming the image recognition and or screening tasks.

[0324] A classifier is a function that maps an input attribute
vector, x=(x1, x2, x3, x4, x,,), to a confidence that the input
belongs to a class, that is, f(x)=confidence(class). Such clas-
sification may employ a probabilistic and/or statistical-based
analysis (e.g., factoring into the analysis utilities and costs) to
predict or infer an action that a user desires to be automati-
cally performed. A support vector machine (SVM) is an
example of a classifier that may be employed. The SVM
operates by finding a hypersurface in the space of possible
inputs, which hypersurface attempts to split the triggering
criteria from the non-triggering events. Other directed and
undirected model classification approaches include, e.g.,
naive Bayes, Bayesian networks, decision trees, neural net-
works, fuzzy logic models, and probabilistic classification
models providing different patterns of independence may
also be employed.

[0325] The analysis module 1603 may further generate
metadata for each data asset 1602 for which image recogni-
tion and screening tasks are performed. For example, the
analysis module 1603 may assign a metadata label of “explo-
sion” to the event captured by the data asset 1602. As further
described below, the analysis module 1603 may receive meta-
data that is entered by a user 1607 of the PC 1514 regarding
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each data asset 1602. The user 1607 may be a law enforce-
ment official on duty at the NOC.

[0326] Thus, the analysis module 1602 may invoke the
correlation and presentation tool 220 to correlate the event
captured in the data asset 1602 to older events stored in the
central storage 150 based on at least one of (1) metadata
embedded in the data asset 1602; (2) metadata related to the
data asset 1602 as entered by a witness who provide the data
asset 1602; and/or (3) metadata related to the data asset 1602
as entered by the user 1607. Based on such correlation, the
correlation and presentation tool 220 may ascertain past
events, as captured in other data assets, which share similari-
ties with the event captured in the data asset 1602. In a
scenario in which the events are crimes, the metadata stored in
the central storage 150 may indicates persons of interest
associated with these past events. As further described, the
one or more responders (e.g., police officers) dispatch to a
location of the event captured in the data asset 1602 may be
informed to look out for the persons of interest.

[0327] Ininstances in which a witness that provided a data
asset 1602 also provided witness identity and contact infor-
mation, the data analysis module 1603 may append the wit-
ness and identity contact information as metadata to the data
asset 1602. However, the analysis module 1603 may also
track and store Internet Protocol (IP) address, header, and/or
packet information of the data in a data asset 1602 as associ-
ated metadata. Further, the analysis module 1602 may include
a built-in function, or has the ability to call an external func-
tion that traces an IP address to an Internet Service Provider
(ISP) that facilitated the transfer of the data asset 1602 from a
mobile device to the NOC. In some instances, the NOC may
have a relationship with the ISP such that the data analysis
module 1603 may automatically obtain from the ISP the
identity of the mobile device and/or identity and contact
information of a person who owns the mobile device that
uploaded the data asset 1602, upon showing of proper legal
authorization. The analysis module 1602 may append such
information to the data asset 1602 to facilitate location of the
witness who provided the data asset 1602.

[0328] (ii) The Dispatch Module

[0329] The dispatch module 1604 may automatically dis-
patch one or more responders based on the event depicted in
one or more data assets 1602, taking into consideration the
time and data associated with the depicted event. For
example, the analysis module 1603 may indicate that a certain
event is captured in a data asset (e.g., gunfire noise), and a
certain wanted suspect is capture by the data asset 1602 as
being at the location of the event, as indicated by image
recognition. Accordingly, the dispatch module 1604 may
automatically dispatch one or more responders (e.g., police
officers) to the location of the event when the captured event
occurred within a predetermined time period (e.g., 15 min-
utes) of the current time. On the other hand, if the capture
event is a “stale event” that occurred outside of the predeter-
mined time period (e.g., 24 hours ago), it may be a waste of
resources to automatically dispatch responders. In such a
case, as described below, the data asset 1602 may be dis-
played on a visual display as a “stale event”, so that a dis-
patcher may make a decision as to the dispatch of personnel to
the location.

[0330] However, in other scenarios, the capture of a certain
event (e.g., gunfire noise) at a location or the indication of a
wanted suspect is at the location may be sufficient to trigger
an automatic dispatch of one or more responders, assuming
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the event or wanted suspect is captured within the predeter-
mined time period of the current time. In still other scenarios,
the dispatch module 1604 may automatically dispatch one or
more responders when the number of data assets 1602 depict-
ing an event that is occurring at a particular time within the
predetermined time period reaches a predetermined threshold
(e.g., 10 data assets), regardless of the exact nature of event. In
such a scenario, the assumption may be that the event has
gained sufficient notoriety as an event 1501 that an official
response is warranted.

[0331] During automatic dispatch, the dispatch module
1604 may dispatch one or more responders (e.g., police offic-
ers) within a predetermined range of the location of the event.
However, if there are no responders available or an insuffi-
cient number of responders available within the predetermine
range, the dispatch module 1604 may progressively increase
the range until a predetermined number of responders are
responding to the location. For example, the dispatch module
1604 may be preconfigured to send three responders to an
event that involves gunfire noise, two responders to an event
that involves an alarm, and one responder to an event that
involves a scream. Moreover, the predetermined range to the
location of the event may also vary according to the type of
event. For example, the dispatch module 1604 may attempt to
dispatch available responders within a 10-block radius of an
event that involves a scream, dispatch available responders
within a 20-block radius of an event that involves an alarm,
and dispatch available responders within a 30-block radius of
an even that involves gunfire noise.

[0332] However, in other configurations, the dispatch mod-
ule 1604 may dispatch responders such that the number of
responders is proportional to the number of data assets
received that capture the event. In other words, the more
numerous the data assets that capture the event, the greater the
number of responders dispatched to the location of the event.
[0333] As for a data assets 1602 in which the nature of the
event cannot be determined by the analysis module 1603, but
the data asset 1602 is captured within a predetermined time
period, the dispatch module 1604 may mark the data asset
1602 with a “to be reviewed” indicator and display the data
asset 1602 for review by the user 1607. Following review, the
user 1607 may determine whether the dispatch of personnel
to the location of the event is warranted. Further, a data asset
1602 from a pre-registered device, such as video data 1511
from the user device 1510, may be marked with a “priority
review” indicator to alert the user 1607 to prioritize review of
the video data 1511.

[0334] However, the dispatch module 1604 may also be set
so that it will not automatically dispatch any responders.
Rather, the dispatch module 1604 may present each data asset
for review by the user 1607. The dispatch module 1604 may
also provide the user 1607 with the ability to alter or override
any automatic dispatch decisions made by the dispatch mod-
ule 1604, such as canceling the automatic dispatch or altering
the number of responders to dispatch.

[0335] (iii) The Alert Module

[0336] The alert module 1605 may generate a map display
showing associated data assets 1602 that capture the same
event. The data assets 1602 included in the map display may
be manually associated via an Event ID, as previously
described, that is assigned by the user 1607. Alternatively, the
data assets 1602 included in the map display may also be
associated by the correlation and presentation tool 220 based
on the location and time and date information obtained from
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each data asset by the analysis module 1603. The map display
may be displayed as map 1650 as described below in FIG. 16.
[0337] Foreach data asset 1602, the map display may show
a marker that indicates the location from which the data asset
was captured, the time and date the capture of the data asset
was initiated and/or terminated, the identity and contact infor-
mation of the witness associated with the mobile device that
provided the data asset, whether the data asset was capture by
an anonymous mobile device or pre-registered electronic,
and/or the like.

[0338] In some instances, the alert module 1605 may
present the map display at the NOC. In other instances, the
alert module 1605 may make the map display available to a
witness who accesses the public web portal 1505 and the
secure web portal 1512 as part of a status update. In this way,
an interested witness who uploaded one of the associated data
assets 1602 that captures the event is able to see who else has
reported the same event. For example, the witness may navi-
gate a web browser to the public web portal 1505 or the secure
web portal 1512 to download the map display. The alert
module 1605 may “sanitize” the map display that is provided
to the witnesses such that the identity of the other witnesses
and/or the identity of other mobile devices that uploaded the
associated data assets are not revealed, or only selectively
revealed.

[0339] The alert module 1605 may also activate selected
cameras of the mesh of cameras described above. In a cir-
cumstance that the analysis module 1603 determines that an
event captured in an original data asset 1602 occurred with a
predetermined time period of a current time, the alert module
1605 may automatically activate camera of the mesh that are
within a predetermined range (e.g., ¥4 mile) of the location of
the event. In further instances, the selected cameras may be
activated when in addition to the fact that the event captured
in an original data asset 1602 occurred with a predetermined
time period of a current time, the event is of a type determined
by the analysis module 1603 as warranting automatic dis-
patch of personnel. The alert module 1606 may also provide
the user 1607 with the ability to manually activate selected
cameras of the mesh of cameras, alter or cancel the activation
of each camera in the mesh, or modify the range of camera
activation.

[0340] The newly activated cameras of the camera mesh
may provide data assets that include both still shots and
full-motion video. The data assets acquired by the newly
activated cameras of the camera mesh may be displayed to the
user 1607 at the NOC, and/or analyzed by the analysis mod-
ule 1603 in the same manner as the original data asset.
[0341] Alternatively or concurrently, the alert module 1605
may also selectively activate the cameras on the mobile client
500 that are worn by police officers and/or the cameras on the
pre-registered user devices (e.g., user device 1511) of wit-
nesses who are within a predetermined range of the location
ofthe event. As with the cameras in the mesh, the alert module
1606 may also provide the user 1607 with the ability to
manually activate selected cameras within the predetermined
range, alter or cancel the activation of each camera within the
predetermined range, or modify the range of camera activa-
tion.

[0342] The alert module 1603 may further enable the user
1607 to generate an alert message that is to be broadcasted to
subscribers of a message service maintained by the NOC. To
this end, the user 1607 may generate the alert message via an
alertedit box that is similar in function to the commentary edit
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box 1230 shown in FIG. 12A. The message service may be a
micro blog (e.g., Twitter™), an email distribution service,
and/or the like. The user 1607 may compose a message that
includes a description of an event captured in a data asset
1602. The description of the event may further include
description of a person of interest, a picture of the personal of
interest, and/or information useful for tracking down the per-
son of interest (e.g., vehicle description, license plate number,
etc.). the alert message may further include a request for
additional information related to the event or person of inter-
est, including contact information of the law enforcement
officials at the NOC. The alert message may also include a
link to a website operated by the NOC at which additional
information may be found. The alert module 1603 may
deliver the alert message to the subscribers via the messaging
service. In the same manner, the alert module 1603 may also
status reports composed by the user 1607, including any
resolution of the event, to the subscribers via the message
service. In some scenarios, the alert module 1603 may also
send the status reports via email or SMS to a witness who
provided a data asset 1602 related to the event, provided the
witness opted to receive such updates as described above.
[0343] (iv) The Authorization Module

[0344] The authorization module 1606 may register the
mobile devices of one or more witnesses. The registration of
amobile device enables the analysis module 1603 to identify
the mobile device as an authorized device, so that the identity
of the witness who possesses the authorized device may be
easily obtained. Moreover, any data asset 1602 that is cap-
tured by the authorized device may be given priority analysis
by the analysis module 1603 or priority manual review by the
user 1607. The witness who possesses an authorized device
may be requested to authenticate to the authorization module
1606 prior to being granted the ability to upload a video
assert. In this way, the authorization module 1606 may ensure
that the witness is an actual authorized operator of the autho-
rized device to prevent the authorized device from falling into
the wrong hands.

[0345] It will be appreciated while the analysis and dis-
patch tools 1601 is depicted as having modules 1603-1206,
each of the modules 1603-1606 may be divided into any
number of sub modules. Conversely, any plurality of the
modules 1603-1606 may be combined into a single module.
Accordingly, the modules 1603-1606 are show as an exem-
plary embodiment of the analysis and dispatch tools 1601,
rather than a limiting embodiment.

[0346] FIG. 17 is a diagrammatic illustration of an exem-
plary non-client software application in accordance with vari-
ous embodiments for managing witness data assets. The non-
client software application may provide a command interface
that is viewable at a network operations center (“NOC”) of'a
law enforcement agency. The non-client software application
may present the command interface to the user 1607, as well
as receive input from the user 1607. The command interface
may show various feeds, including still shots, full-motion
images, which may include audio, that are coming from
mobile devices of various witnesses. The NOC may start an
incident record as a first feed 1701 is received and deter-
mined, either manually by the user 1607 or by the analysis
module 1603, as capturing an event that warrants a response.
Because it is the first feed, it also appears in the main video
feed 1702. The incident ID may be used as an Event ID. The
map 1703 may center on the location captured by the first feed
1701, with an indicator showing the location. As additional
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feeds 1704 and 1705 are identified by the analysis module
1603 and/or the correlation and presentation tool 220 as cap-
turing the same event or having video data from the same
proximate location, the map 1702 may also show the loca-
tions of those feeds.

[0347] If the data asset shown in the first feed 1701 is of a
past event for which a case file has already been establish,
browser 1706 can bring up data from the law enforcement’s
case database. All media files with the Event ID may then be
automatically tagged with the Case ID from the case data-
base. Inthis way, data from the case database may be provided
in an integrated view along with the data asset.

[0348] Theuser 1607 may view the feeds to determine if the
feeds indeed capture the same event. When the user 1607
determines that a feed does not actually capture the same
event, the user 1607 may dismiss the feed. For example, the
user 1607 may close the feed 1705 when the feed 1705 is
determined to not capture the same event. The metadata win-
dow 1707 may display any metadata associated with the main
video feed 1702. The metadata presented by the metadata
window 1707 may include an identity of the mobile device
and/or an identity of a witness associated with the main video
feed 1702. The metadata window 1707 may also display any
additional information provided by the witness regarding
main video feed 1702.

[0349] When the alert module 1605 automatically activates
a camera in the vicinity of the event, the feed from the camera
may show up as feed 1708. It will be appreciated that while
only feed 1708 is depicted, there may be multiple camera
feeds from the camera mesh previously described. Further,
when the dispatch module 1604 or the user 1607 dispatches
one or more responders to the location of the event, any video
and/or audio data from a client device of each responder (e.g.,
police officer) may be presented as feed 1709. Once again, it
will be appreciated that while only feed 1709 is depicted,
there may be multiple multimedia feeds from the different
responders (e.g., different police officers).

[0350] The user 1607 may select each of the feeds 1701,
1704,1705,1708, and 1709 for display in the main video feed
1702 for closer inspection or if one of the feeds 1701, 1704,
1705, 1708, and 1709 shows a better perspective of the event.
Annotation tools 1710 enables the user 1607 to select one or
more frames of running video, superimpose text, links, or
other content, perhaps associating to a single object, such that
the annotations render upon playback. Running commentary
box 1711 provides a control with which to view commentary
and commentary edit box 1712 provides a place to add addi-
tional commentary. Commentary text is persisted to a data-
base and is associated with the data asset displayed. Com-
mentary is distinct from annotation in that the text is visible at
all times in the running commentary box 1711 during render-
ing, whereas annotation only appears for specific frames and
is superimposed over video as rendered in the main video feed
1702.

[0351] The alert edit box 1713 may enable the entry of
alerts that are broadcasted to the subscribers via the alert
module 1605. The alert may include descriptions that are
relevant to an event, as well as requests for information
related to the event. Likewise, the status edit 1714 may enable
the entry of status, including resolution of the event, to wit-
nesses that contributed data assets related to the event and
who also opted to receive status updates.

[0352] FIG. 18 illustrates an exemplary method for
responding to a video emergency call. In step 1801, the NOC
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may receive one or more data assets. The data assets may
include still shots and full-motion videos. The data assets may
be received from anonymous mobile device and/or wirelesses
devices that are pre-registered with the NOC as authorized
devices.

[0353] In step 1802, the NOC may employ the correlation
and presentation tool 220 and/or the analysis and dispatch
tool 1601 to analyze the received data assets. Each of the data
assets may be analyzed to determine (1) whether the data
asset captured an event that warrants the dispatch of respond-
ers; (2) whether the capture event occurred within a predeter-
mined time period of the current time; and (3) location of the
event.

[0354] Further analysis may include whether a data asset
depicts the same event as another data asset, in which case the
data assets may be correlated into a single case or incident.
Further analysis may also include whether the capture event
correlates with any past event, i.e., whether it is a previously
unavailable footage of a past event, or correlates in pattern
with a past event. Metadata that is embedded in data assets,
and/or data assets submitted as supplementation to the data
assets, may be used in such analysis. Based on such analysis,
one or more persons of interests (e.g., suspects) may be devel-
oped. Various screening and correlation techniques (e.g.,
image or audio recognition) may be employed to facilitate
such determinations.

[0355] Indecision step 1803, a decision may be made at the
NOC as to whether to dispatch one or more responders. The
automatic dispatch of the responders may be triggered when
the use of analysis and dispatch tool 1601 and/or the correla-
tion and presentation 220 determines that a particular type of
event occurred (e.g., gunfire noise, alarm, scream), or a pre-
determined number of data assets related to the event are
received. The actual number of responders to be automati-
cally dispatched may be based on the type of the event or the
number of the event-related data assets received. Responders
within a predetermined range of the event may be dispatched.
The predetermined range may be progressively increased
until a sufficient number of responders are dispatched to the
location of the event. In some instances, the one or more
dispatched responders may be informed by the NOC to be on
the lookout for one or more persons of interest (e.g., suspects)
that have been determined to be possibly associated with the
event. The automatic dispatch decision may be performed by
the dispatch module 1604. However, the automatic dispatch
decision may be altered or overridden by the user 1607 at the
NOC. The user 1607 may also independently decide whether
to dispatch one or more responders independently of the
dispatch module 1604.

[0356] If a decision is made at the NOC that one or more
responders are to be dispatched, the appropriate number of
responders may be dispatched at step 1804. Each dispatched
responder may be equipped with a client device, such as the
mobile client 500. The feed from such a mobile client 500
may be further correlated and analyzed in combination with
the event.

[0357] Otherwise, at decision step 1805, a decision as to
whether to activate cameras that are within a predetermined
range of the location of the event may be made at the NOC.
The camera may include cameras in a mesh, cameras on the
mobile clients 500, and/or cameras on the pre-registered user
devices (e.g., user device 1511). The decision may be made
automatically by the alert module 1605 based on whether the
event captured in a data asset 1602 is an actionable event that
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warrants the dispatch of responders and/or whether the event
occurred within a predetermined time period of a current
time. The decision may also be made by the user 1607 at the
NOC based on a manual review of the data asset 1602. The
user 1607 may also alter or override any automatic activation
of cameras by the alert module 1605. If a decision is made at
the NOC that one or more cameras are to be activated, the
appropriate number of cameras may be activated at step 1806.
Each of the activated cameras may be a still shot camera or a
full-motion video camera.

[0358] Otherwise, at decision step 1807, a decision may be
made at the NOC as to whether at least one alert message is to
be sent regarding the event. Each alert message may be sent to
subscribers via a micro blog, an email distribution, a SMS
message service, and/or the like. The decision to send each
alert message may be made by the user 1607 at the NOC. An
alert message may include a description of an event captured
in a data asset 1602. The description of the event may further
include information related to a person of interest (e.g.,
vehicle description, license plate number, etc.). the alert mes-
sage may further include a request for additional information
related to the event or person of interest, including contact
information of the law enforcement officials at the NOC. An
alert message may also describe an outcome or resolution to
the event. If a decision is made at the NOC that at least one
alert message is to be sent, the at least one message may be
sent at step 1808.

[0359] Otherwise, at decision step 1807, a decision may be
made at the NOC as to whether witnesses who provide data
assets 1602 capturing the event are to be provided with further
information regarding the event. The information may
include status reports. Each status report may be sent to
subscribers via, an email distribution or a SMS message ser-
vice, and or the like. Additionally, the status report may be
made available at a website that is provided by the NOC, in
which the link of the website is made available to each wit-
ness. The status reports may include the same information as
the alert message, or different message content. Alternatively
or in combination, the information may include generated
maps of all witnesses who provided data assets 1602 related
to the event. The generated maps may be made available on
the website or emailed to each witness who provided a data
asset 1602 that is related to the event, and who also opted to
receive such maps. In addition, a witness with an authorized
device may also directly access the status report and gener-
ated via an application on the authorized device. Accordingly,
if a decision is made at the NOC that further information is to
be sent, the information may be send to the one or more
witnesses at step 1810.

[0360] It will be appreciated that while responders have
been discussed above in the context of police officers, other
professionals may also serve as responders in different situ-
ations. These other professionals may include, but are not
limited to, medical personnel, firefighting personnel, military
personnel, and/or others.

[0361] The descriptions of the above scenarios are not
intended to be an exhaustive list of uses of the present
embodiments and are only some of the many possible appli-
cations made possible.

CONCLUSION

[0362] Incompliance with the statute, the subject matter of
this application has been described in a language more or less
specific as to structure and method features. It is to be under-

Jan. 27, 2011

stood, however, that the embodiments are not limited to the
specific features described, since the disclosure herein com-
prise exemplary forms of putting the present embodiments
into effect. The present embodiments are, therefore, claimed
in any of its forms or modifications within the proper scope of
the appended claims appropriately interpreted in accordance
with the doctrine of equivalents and other applicable judicial
doctrines.

We claim:

1. A method, comprising:

receiving a data asset that is captured by a user device, the
data asset includes capture time and date data;

reviewing the data asset for an event that warrants dispatch
of at least one responder; and

dispatching the at least one responder to a location of the

event when the capture time and date data indicates the
event occurred within a predetermined time period of a
current time.

2. The method of claim 1, wherein the receiving the data
asset includes receiving the data asset from an anonymous
user device.

3. The method of claim 1, further comprising registering
the user device with the at a network operations center (NOC)
as an authorized device, and wherein the receiving the data
asset includes receiving the data asset from the authorized
device.

4. The method of claim 1, further comprising at least one
of:

ascertaining a device identity ofthe user device and contact

information of a user of the user device;

sending a message to the user device that indicates a status

of the event or a link to a website that describes the status
of the event;

activating a video or still image camera that is within a

preselected range of the event; or

associating a person of interest with the event, wherein the

dispatching include dispatching the at least one
responder to locate the person of interest.

5. The method of claim 1, wherein the reviewing the data
asset includes obtaining the location of the event via geolo-
cation data embedded in the data asset.

6. The method of claim 1, wherein the dispatching includes
dispatching the at least one responder via a live dispatcher or
dispatching the at least one responder via an application that
automatically alerts at least one responder within a predeter-
mined range of the event.

7. The method of claim 1, further comprising:

receiving an additional data asset that captures the event

from an additional user device;

determining a corresponding location for each user device

at the time of the event; and

generating a map display that shows the corresponding

location of each user device at the time of the event.

8. A system, comprising:

a processor; and

memory storing components executable by the processor,

the components comprising:

an analysis component to analyze at least one data asset
received from a user device to detect an occurrence of
an event that warrants dispatch of at least one
responder, the at least one data asset including infor-
mation related to a location, and time and date of the
occurrence; and
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a dispatch component to automatically dispatch the at
least one responder within a predetermined range of
the location of the event to the location when the time
and date indicates the event occurred within a prede-
termined time period of the current period.

9. The system of claim 8, wherein the analysis component
is to further perform at least one of:

ascertain a device identity of the user device and contact

information of an owner of the user device; or

associating a person of interest with the event, and wherein
the dispatch component is to further dispatch the at least
one responder to locate the person of interest.

10. The system of claim 8, further comprising an alert
component to perform at least one of:

generate a map display that provides alocation of each user

device that provided a data asset related to the event;

activate a still image camera or a video camera that is
within a preselected range of the location of the event;
provide at least one of a description of the event or a request

for information related to the event to a subscriber of a

message service; or

sending a message to the user device that indicates a status

ofthe event or a link to a website that describes the status

of the event.

11. One or more computer readable media storing com-
puter-executable instructions that, when executed, cause one
or more processors to perform acts comprising:

determining a quantitative parameter of a mobile client;

and

transmitting full-motion video and full-quality audio cap-

tured by the mobile client along with metadata generated

at the user device to a recipient device when the quanti-
tative parameter has yet to reach a initial threshold; and

transmitting at least one still shot and the full-quality audio
captured by the mobile client and the metadata to the
recipient device when the quantitative parameter
reaches the initial threshold.

12. The one or more computer readable media of claim 11,
further comprising instructions that when execute, cause the
one or more processors to perform additional acts compris-
ing:

transmitting only full-quality audio and the metadata to the

recipient device when the quantitative parameter

reaches a second threshold that is smaller or larger than
the initial threshold;

transmitting only downgraded audio captured by the

mobile client and the metadata to the recipient device

when the quantitative parameter reaches a third thresh-
old that is smaller or larger than the second threshold;

transmitting only the metadata to the recipient device when
the quantitative parameter reaches a fourth threshold
that is smaller or larger than the third threshold; and

terminating the transmitting of the metadata when the
quantitative parameter reaches a fifth threshold that is
smaller or larger than the fourth threshold.

13. The one or more computer readable media of claim 11,
further comprising instructions that when executed, cause the
one or more processors to perform an act of presenting a
playback of the full-motion video that is temporally synchro-
nized with the audio or presenting a playback of a plurality of
still shots that are temporally synchronized with the audio.

14. The one or more computer readable media of claim 11,
wherein the metadata is inputted by an operator of the mobile
client or automatically generated by the mobile client.
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15. The one or more computer readable media of claim 11,
wherein the receiving the at least one still shot includes
receiving a plurality of still shots such that a number of the
plurality of still shots is inversely proportional to an variance
in the quantitative parameter.

16. The one or more computer readable media of claim 11,
wherein the receiving the at least one still shot includes
receiving a plurality of still shots that are associated with an
event in a group.

17. A method, comprising:

determining one or more parameters related to transmitting

of a video input from a capture device to a recipient
device; and

transmitting the video input as full-motion video or at least

one still shot from the capture device to the recipient
device based on the one or more parameters.

18. The method of claim 17, wherein the determining
includes determining a data transport protocol of the capture
device or a network bandwidth of a wireless connection that
is to transport the video input from the capture device to a
recipient device, wherein the transmitting includes transmit-
ting the video input as at least one still shot when at least one
of the data transport protocol or the network bandwidth is
unable to support transmission of the video input as full-
motion video.

19. The method of claim 17, wherein the determining
includes determining a codec used by the capture device or a
hardware characteristic of the capture device, and wherein the
transmitting includes transmitting the video input as at least
one still shot when the codec is unable to support transmission
of the video input as the full-motion video.

20. The method of claim 17, wherein the determining
includes determining a user-defined setting for the capture
device, and wherein the transmitting includes transmitting the
video input as at least one still shot when the user-defined
setting prevents the video input from being transmitted as the
full-motion video.

21. The method of claim 17, wherein the transmitting
includes transmitting the video input as the full-motion video
when a data transport protocol, a network bandwidth, a codec,
and a hardware characteristic supports transmission of the
video input as the full-motion video and the user-defined
setting permits the video input to be transmitted as the full-
motion video.

22. The method of claim 17, wherein the transmitting the at
least one still shot includes transmitting a number of still shots
proportional to the bandwidth of the wireless connection.

23. The method of claim 17, further comprising counting
the full-motion video that is related an event as a first data
asset, and counting a plurality of still shots that are related to
the event or a different event as a second data asset.

24. The method of claim 17, further comprising temporally
synchronize the video input that includes the full-motion
video or the at least one still shot with an audio stream
received from an audio capture device that is part of the
capture device to create a multimedia file.

25. The method of claim 24, further comprising at least one
of:

associating the multimedia file with an event or a case;

determining a relevance of the multimedia file to an event

or a case based on a search criteria;

selecting the multimedia file from a plurality of multimedia

files based on a filtering criteria;
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correlating the multimedia file with metadata inputted by
an operator of the capture device;

displaying correlating metadata associated with the multi-
media file during a playback of the multimedia file;

displaying a portion of the multimedia file that is tempo-
rally selected via a time slider user interface;

30
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displaying a plurality of still shots in the multimedia file as
a slideshow; or

displaying a thumbnail representation of the multimedia
file.
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