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that a smart card 11 may carry all or only some of these components. The
display device 4 and keypad 3 obviously form part of the mobile phone. The
direct hardwired connections 31, 41 between the display 4 and keypad 3,
respectively, and the memory 14 must also be implemented at least in part in
the mobile phone. These lines in addition to the I/O bus will therefore Be
present in the terminal adapters 110 and 111 of the mobile phone and the card.
However, the switches 32, 42, could either be integrated in the mobile phone
platform or be disposed on the smart card, that is on either side of the smart
card adapters 110, 111 provided in the mobile phone and the card 11,
respectively. It is, however, preferable that the switches be provided within the
mobile phone to simplify their control by the mode selector 7. Preferably, the
secure memory 14 and the CPU 12 are implemented on the mobile phone
platform to ensure minimum delay when accessing the keyboard 3 and
display 4. The applications 131 and cryptographic module 15 with the stored
keys could be provided on the smart card 11, in which case the application
could usefully be downloaded into a reserved memory area on the mobile

phone for execution.

While in the embodiment described above, the secure part 10 includes a
dedicated CPU, this need not be the case. The central controller of the mobile
phone part 1 may accomplish the tasks effected by this CPU. Furthermore, the
secure memory 14 need not be a separate component, but could be a reserved
area of memory provided in the mobile phone part. Access to this reserved
memory area would be provided only for the cryptograhic module 15 and the

display 4 and keypad 3 when the phone is in secure mode.

The arrangement according to the invention is not limited to mobile phones,
but may be employed in any mobile or indeed fixed terminal having access to
a communications network. Examples of these include terminals, PCs, laptop

computers, electronic organisers, personal digital assistants and internet access
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devices. The division of these devices into a normal operating part and a
secure part will be analogous to that illustrated in the figures for the mobile
phone part 1 and the secure part 10. In these other devices, a dedicated secure
memory or memory area will be provided that can be accessed only by the
cryptographic module and the display and possibly also the keyboard in the
secure mode of operation. As for the mobile phone described above, the
secure part 10 could be provided at least in part by a smart card. Also, the
secure part need not dispose of a dedicated CPU but could use the processor

already present in the platform device.
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Claims:

An arrangement for effecting secure transactions including

a device having an interface to at least one communications network,
and having at least two modes of operation,

the device further including:

means (1) for controlling the device in a first mode of operation,
display means (4) coupled to said control means (1) in said first mode
of operation, and

secure means (10) for controlling the device in a second mode of
operation

characterised in that said secure means (10) includes storage means
(14) for storing secure data, and said display means (4) are directly

coupled to said storage means (14) in said second mode of operation.

An arrangement as claimed in claim 2, further characterised by input
means (3) coupled to said control means (1) in a first mode of
operation and directly coupled to said storage means (14) in said

second mode of operation.

An arrangement as claimed in claim 1 or 2, further characterised by
switching means (7, 8) for switching the mode of operation of said

device between said first and second modes.

An arrangement as claimed in any previous claim, characterised in that
display means are coupled to said storage means (14) by a hardwired

connection comprising a switch (42).
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10.

11.

12.

13.

An arrangement as claimed in any previous claim, characterised in that
said input means display is coupled to said storage means (14) by a

hardwired connection comprising a switch (32).

An arrangement as claimed in claims 3 and 4 or 5, characterised in that

said switch (32, 42) is controlled by said switching means (7, 8).

An arrangement as claimed in claim 3, characterised in that said

switching means include a manual switch (8) on said device.

An arrangement as claimed in any previous claim, further characterised

by means (9) for indicating the operating mode of the device.

An arrangement as claimed in claim 8, characterised in that said

indicator means includes an LED (9).

An arrangement as claimed in any previous claim, characterised in that
said secure means (10) includes at least one application (13, 131, 132)

for processing secure data.

An arrangement as claimed in claim 10, characterised in that said
secure means (10) includes processing means (12) for executing said

secure data application (131,132 ) when the device is in said secure

mode of operation.

An arrangement as claimed in claim 11, characterised in that said

processing means (12) are inoperative in the normal mode of operation.

An arrangement as claimed in any previous claim, characterised in that

said secure means (10) includes a data generation means (15) coupled
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14.

15.

16.

17.

18.

19.

to said storage means (14) for generating secure data.

An arrangement as claimed in any previous claim, characterised in that
at least part of said secure means (10) is provided on a separate carrier

(11) adapted to connect with said device.

An arrangement as claimed in claim 11, characterised in that said

carrier (11) is a smart card.

An arrangement as claimed in any previous claim, characterised in that

said device is a mobile communications device.

An arrangement for effecting secure transactions characterised by
including

at least one application (13, 131, 132) for processing secure data,
processing means (12) for executing said application, and

secure storage means (14) for storing secure data, further comprising
means (111) for connecting with a communications device having
display means (4) wherein said connection means (111) includes at
least one line (41) for directly coupling said storage means (14) with

said display means.

An arrangement as claimed in claim 17, characterised in that said
connection means (111) includes at least one further line for directly
coupling said storage means (14) with input means (3) present in said

communications device.

An arrangement as claimed in claim 17 or 18, further including data

generation means (15) for generating secure data.
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20. A carrier characterised by incorporating an arrangement as claimed in

any one of claims 17 to 19.
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METHOD AND APPARATUS FOR PROVIDING SECURE
PROCESSING AND DATA STORAGE FOR A WIRELESS
COMMUNICATION DEVICE

BACKGROUND

Field
[1001] The present invention relates generally to data communication, and more
specifically to techniques for providing secure processing and data storage for a wireless

communication device.

Background

[1002] Wireless communication systems are widely deployed to provide various .
types of communication. These systems may be based on code division multiple access
(CDMA), time division multiple access (TDMA), or some other modulation techniques.
CDMA systems may provide certain advantages over other types of system, including
increased system capacity.

[1003] Conventional wireless communication systems are typically designed to
provide voice and packet data services. For these services, the data to be transmitted is
processed (e.g., encoded, covered, and spread) and conditioned (e.g., amplified, filtered,
and upconverted) to generate a modulated signal suitable for transmission over the
wireless link. To provide a level of security for the transmission and deter
eavesdropping, the data is also typically scrambled with a specific long pseudo-noise
(PN) sequence assigned to the user terminal originating or receiving the transmission.
[1004] With the explosive growth of computer networks, such as the Internet, a user
with a remote terminal is able to excess data and services from a large number of
entities (e.g., websites). Via the wireless link and computer network, the remote
terminal is able to retrieve and send data, purchase goods and services, and perform
other transactions. For many applications, security is not necessary and data may be
transmitted in the clear (i.e., without encryption). However, for certain other
applications, "sensitive" data may be exchanged. Examples of such sensitive data

include personal information, credit card information, account information, and so on.
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For applications involving sensitive data, the scrambling with the long PN sequence
only provides limited protection over the wireless portion of the transmission. This
scrambling typically does not provide sufficient security for the communication.

[1005] For certain secure transactions, it is important to ascertain the true identities
of the entities (e.g., the remote terminal) taking part in the transaction. Conventionally,
a cellular system identifies a remote terminal by its mobile identification number (MIN)
and electronic serial number (ESN). A shortcoming of this identification process is that
the MIN/ESN is transmitted over-the-air on unsecured control channels. These
channels may be easily monitored to obtain MIN/ESN information of active remote
terminals. Once the MIN/ESN is known, it can be used to reprogram another remote
terminal into a fraudulent clone of the original (legal) unit. Thus, the MIN/ESN is not
sufficiently secure to be used for authentication of the remote terminal.

[1006] There is therefore a need in the art for techniques capable of supporting

‘secure transaction for a wireless communication device.

SUMMARY

[1007] Aspects of the invention provide techniques for providing secure processing
and data storage for a wireless communication device. The secure processing and data
storage can be achieved in various manners based on various designs and employing
various cryptographic techniques. In one design, security can be achieved by
designating a secure unit to perform all secure processing and to store all sensitive data.
[1008] A specific embodiment of the invention provides a remote terminal in a
wireless communication system capable of providing secure processing and data
storage. The remote terminal includes a data processing unit, a main processor, and a
secure unit. The data processing unit processes data for a communication over a
wireless link. The main processor provides control for the remote terminal (e.g., control
of the data processing unit). The secure unit includes a secure processor that performs
the secure processing for the remote terminal and a memory that provides secure storage
of data (e.g., electronics funds, personal data, certificates used for authentication, and so
on).

(1009} The secure processor can be designed to include an (embedded) read only

memory (ROM) that stores program instructions and parameters used for the secure
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processing. For enhanced security, the secure processor and memory can be
implemented within a single integrated circuit (IC), which may also include the main
processor. Messaging and data may be exchanged with the secure unit via a single entry
point provided by a bus.
[1010] The secure unit can be designed to implement public-key cryptography for
the secure processing. In this case, the private and public keys used for the secure
processing may be generated based on various schemes and stored within the secure unit
in various manners, as described below.
(1011} The secure processor may be designed with the capability to implement one
or more security protocols such as, for example, the Secure Sockets Layer (SSL)
protocol, Transport Layer Security (TLS) protocol, Internet Protocol Security (IPSec),
and Wireless Application Protocol (WAP). For each secure transaction with a foreign
entity, the secure unit can be configured to act in a role of a client or a server.
[1012] The invention further provides methods, 'apparatus, and elements that"
implement various aspects, embodiments, and features of the invention, as described in

further detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[1013] The features, nature, and advantages of the present invention will become
more apparent from the detailed description set forth below when taken in conjunction
with the drawings in which like reference characters identify correspondingly
throughout and wherein:

[1014] FIG. 1 is a block diagram of a system capable of supporting secure
communication via a wireless link, in accordance with certain aspects of the invention;
[1015] FIG. 2 is a block diagram of an embodiment of a remote terminal capable of
implementing various aspects of the invention;

[1016] FIG. 3 is a diagram of a specific embodiment of a secure unit within the
remote terminal;

[1017] FIGS. 4A and 4B are simplified diagrams of the processing to authenticate
and encrypt/decrypt a message, respectively;

[1018] FIG. 5A is a diagram of an ITU X.509 certificate that may be used for

authentication;
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[1019] FIG. 5B is a diagram of a specific embodiment of a memory within the
secure unit;
[1020] FIGS. 6A-6C are diagrams respectively illustrating an initial loading, a
successful subsequent loading, and an unsuccessful subsequent loading of a certificate
into the secure unit, in accordance with embodiments of the invention; and
[1021] FIG. 7 is a diagram illustrating an SSL transaction between a client and a

S€rver.

DETAILED DESCRIPTION
[1022] FIG. 1 is a block diagram of a system 100 capable of supporting secure

communication via a wireless link, in accordance with certain aspects of the invention.
In system 100, each remote terminal 110 may communicate with one or more base
stations 120 over a wireless link at any particular moment, depending on whether or not
- the remote terminal is active and whether or notit is in soft handoff. Each base station'
120 couples to and communicates with a base station controller (BSC) 130, which
provides coordination and control for the base station. BSC 130 controls the routing of
calls for remote terminals in communication with the base stations coupled to the BSC.
[1023] For data services, BSC 130 further couples to a packet data serving node
(PDSN) 140, which performs various functions to support packet data service. PDSN
140 further couples to a network 150 (e.g., an Internet Protocol (IP) network such as the
Internet) that further couples to a number of servers 160. Each server 160 may be
operated to provide data and/or services.
[1024] For voice services, BSC 130 further couples a mobile switching center
(MSC) 142 that further couples to a public switched telephone network (PSTN) 152.
MSC 142 controls, via BSC130 and base stations 120, the routing of telephone calls
between remote terminals 110 and users coupled to PSTN 152 (e.g., conventional
telephones).
[1025] The wireless portion of system 100 can be designed to support one or more
CDMA standards such as the 1S-95, IS-98, ¢cdma2000, W-CDMA, or some other
CDMA standard, or a combination thereof. These CDMA standards are known in the

art and incorporated herein by reference.

417



WO 02/076127 PCT/US02/07693

5

[1026] FIG. 2 is a block diagram of an embodiment of remote terminal 110, which
is capable of implementing various aspects of the invention. Remote terminal 110
includes a data processing unit used to process data for communication over the forward
and reverse links with one or more base stations, a main processor used to provide
control for the remote terminal, and a secure unit used to provide secure processing and
data storage.

[1027] For the reverse link, data is provided (typically in blocks or packets) from a
data source (e.g., a system memory 236) to a transmit (TX) data processor 210, which
formats and encodes the data to provided encoded data. A modulator/transmitter unit
(MOD/TMTR) 212 receives and further processes (e.g., covers, spreads, scrambles,
filters, amplifies, modulates, and upconverts) the encoded data to generate a modulated
signal suitable for transmission over the wireless link. The modulated signal is routed

through a duplexer 214 and transmitted via an antenna 216 to one or more base stations

..120. The encoding and processing at remote terminal 110 are dependent on the CDMA . ..

standard or system being implemented. The processing of the reverse link signal at a -
receiving base station is complementary to that performed at remote terminal 110.
{1028] For the forward link, the transmitted forward link signal from one or more
base stations 120 is received by antenna 216, routed through duplexer 214, and provided
to a receiver/demodulator (RCVR/DEMOD) 222. Within receiver/demodulator 222, the
received signal is conditioned (e.g., amplified, filtered, downconverted, quadrature
demodulated, and digitized) and further processed (e.g., descrambled, despread, and
decoded) to provide symbols. A receive (RX) data processor 224 then decodes the
symbols to recover the transmitted data, which is provided to a data sink (e.g., system
memory 236). The processing and decoding for the forward link signal are performed
complementary to the processing and coding performed at the transmitting base station.
[1029] In the embodiment shown in FIG. 2, remote terminal 110 further includes a
main processor 230 acting as the central processing unit for the remote terminal. Main
processor 230 performs various processing functions and further coordinates and
controls the operations of various elements within remote terminal 110 to achieve the
desired functionality. For example, main processor 230 typically directs the operation
of TX and RX data processors 210 and 224 to process data for the reverse and forward

links, respectively.
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[1030] Main processor 230 further couples to a bus 232 that interconnects a number
of other elements such as input/output (I/O) interfaces 234, system memory 236, and a
secure unit 240. 1/O interfaces 234 provide interface with the user and may comprise a
keypad, a display unit, a speaker, a microphone, and possibly others. System memory
236 may comprise a random access memory (RAM) and a read only memory (ROM)
used to store program instructions (e.g., for main processor 230) and data. Secure unit
240 performs secure processing and provides secure storage, as described in further
detail below.

(1031} Main processor 230 can be designed to operate based on program
instructions downloaded onto system memory 236 (e.g., onto a Flash memory that is
part of memory 236). The download may be achieved via external /O lines or over-the-
air transmissions. Because of its easy accessibility, main processor 230 is vulnerable to
attack from the external I/O lines as well as from over-the-air negotiation.

-+[1032] . ' Secure processing and data storage can be achieved in various manners:

-based on various designs and employing various cryptographic techniques. In one
design, security can be achieved by designating secure unit 240 to perform all secure
processing and to store all "sensitive" data. In general, sensitive data includes any data
desired to be prevented from unauthorized access. In another design, security can be
achieved by designating secure unit 240 to perform all secure processing (e.g., based on
cryptographic keys stored within the secure unit) but the sensitive data can be made
secure and stored outside secure unit 240 (e.g., in system memory 236). Some of these
designs are described below, and others are also possible and within the scope of the
invention.

[1033] FIG. 3 is a diagram of a specific embodiment of secure unit 240. In this
embodiment, secure unit 240 effectively implements a secure digital "vault" that
employs a secure processor 250 to access a non-volatile memory 254, which is isolated
from other untrusted units (e.g., main processor 230). In an embodiment, to provide
enhanced security, secure unit 240 interfaces with other elements within remote
terminal 110 (e.g., main processor 230, system memory 236) via a single entry point
provided by a bus 262 that couples directly to secure processor 250. This design
ensures that all communication and data exchanges with secure unit 240 are channeled

to a single trusted processor 250, which can be designated and designed to safeguard
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against security attacks and spoofing entities (e.g., hackers, viruses, and so on) that may
attempt to infiltrate the secure unit in order to retrieve secure data.
[1034] Secure processor 250 is a trusted processing unit that performs secure
processing for remote terminal 110. The secure processing may be achieved based on
program instructions and parameter values (e.g., cryptographic keys) stored in a ROM
252. Secure processor 250 receives external messages and data via bus 262,
authenticates and/or processes the received messages and data, and may store the data to
memory 254. When required and as instructed, secure processor 250 retrieves data
stored within memory 254, processes and/or encrypts the retrieved data, and may send
the data to external elements (e.g., main processor 230) via bus 262.
[1035] Memory 254 is a non-volatile memory that may be used to store sensitive
data and (possibly) program instructions. Because of its placement behind secure
processor 250, memory 254 is physically separated from other unsecured elements,
i ~ which do not have direct access to memory.254:: Memory 254 may be battery backed,
and may be implemented as a Flash memory:
[1036] In the embodiment shown in FIG. 3, ROM 252 is implemented within secure
processor 250 and stores program instructions and secure parameters used to perform
the secure processing. This design allows secure processor 250 to be operated without
dependency on other external elements, since such dependency may compromise
security. The program instructions and parameters may be loaded (or burned) into the
ROM 252 via a secure operation (e.g., during the manufacturing phase) and become
available for use thereafter.
[1037] Various mechanisms may be used to deter against unauthorized access of
memory 254 (i.e., without first going through secure processor 250). In one
embodiment, secure processor 250 and memory 254 are implemented within a single
integrated circuit (IC). This allows memory 254 to be physically secure with secure
processor 250 and prevents tampering of memory 254. The IC may or may not include
other elements of remote terminal 110 (e.g., main processor 230). In another
embodiment, secure processor 250 and memory 254 are implemented as two separate
units enclosed within a secure and/or tamper resistance/evident unit. Other mechanisms
to prevent and deter unauthorized access of memory 254 may also be implemented and

are within the scope of the invention.
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[1038] Secure unit 240 may be designed to implement a number of secure functions
for remote terminal 110, which may in turn be used for various applications. These
secure functions may include any combination of the following: authentication,
encryption, data storage/manipulation, and possibly others. Authentication comprises
the processing needed to verify the true identity of an entity, and is used to allow remote
terminal 110 to verify the identity of a foreign entity (e.g., server 160) or to allow the
foreign entity to verify the remote terminal's identity. Encryption comprises the
processing to secure data such that unauthorized entities are not able to intercept and
recover the data. Secure data storage/manipulation entails safeguarding sensitive data
against unauthorized accesses, and updating the data only when and as appropriate.
These secure functions are described in further detail below.

[1039] Various schemes may be used to implement authentication and/or

encryption. One popular scheme is based on public-key cryptography, which uses a pair

of keys - a private key: and a pubic key. The.private key is kept:in secrecy and the: : -

public key is provided as needed (e.g., for authentication, encryption, or decryption).
Secret keys may also be generated for a particular secure transaction based on the
private key. The generation and management of keys are described in further detail
below. Different secure functions (i.e., authentication or encryption, or both) may be
achieved based on how the keys are used to process data.

[1040] Other schemes may also be used for authentication and/or encryption and are
within the scope of the invention. For example, secret key cryptography based on DES
(Data Encryption Standard) may also be used. For secret key cryptography (which is
also referred to as symmetric encryption), both transacting entities know a secret key a
priori and keep the key secret from others.

[1041] FIG. 4A is a simplified diagram of the processing to authenticate a message.
Authentication may be used by either remote terminal 110 or a foreign entity (e.g.,
server 160), or both, to verify that the source originating the message is what it claims to
be. At the sending entity (A), a message (M) to be transmitted is hashed by a hash
function (block 414) to provide a message digest (D). The hash function may be the
SHA-1 (Secure Hash algorithm), MD-4 (Message Digest), MD-5, or some other hash
algorithm known in the art.

[1042] The message digest is then either encrypted or signed (block 416) with the

sending entity's private key to generate a signature (S). The encryption can be based on
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the RSA (Rivest, Shamir, and Adleman), Diffie-Hellman, DES (Data Encryption
Standard), IDEA (International Data Encryption Algorithm), CAVE (Cellular
Authentication and Voice Encryption, which is defined by IS-54), or some other
encryption algorithm known in the art. The "signing" can be based on the DSA (Digital
Signature Algorithm) defined in the DSS (Digital Signature Standard), or some other
algorithm. The private key is kept secret and is only known to the sending entity. The
message and signature are both transmitted to the receiving entity (B).

[1043] At the receiving entity, the transmitted message and signature are received,
and the received message (M) is hashed (block 424) with the same hash function used
at the sending entity to generate a recovered message digest (D"). The received
signature (S') is also decrypted or processed/verified (block 426) with the sending
entity's public key to generate a value. Depending on the algorithm used, the

decryption/verification can be based on an algorithm that is the same or complementary

. to the one used at the sending entity.. The generated value is compared to the recovered . .. - : .

message digest (block 428), and the sending entity is authenticated if the two match.
[1044] FIG. 4B is a simplified diagram of the processing to encrypt a message.
Encryption may be used by either remote terminal 110 or a foreign entity, or both, to
secure data prior to transmission. At the sending entity (A), a message (M) to be
transmitted is encrypted (block 434) with the receiving entity's public key (or a secret
key) to generate an encrypted message that only the receiving entity can recover. The
encryption can be based on the RSA, Diffie-Hellman, DES, IDEA, or some other
encryption algorithm. The encrypted message is transmitted to the receiving entity (B).
The secret key may be generated for the communication (or transaction) based on the
Diffie-Hellman or RSA algorithm.

(1045} At the receiving entity, the transmitted message is received and decrypted
(block 444) with an algorithm that is the same or complementary to the one used at the
sending entity. The decryption is performed with the receiving entity's private key (or
the complementary secret key). Thus, only the receiving entity is able to recover the
encrypted message since only it has the private key (or secret key) corresponding to the
public key used to encrypt the message.

[1046] Based on the above descriptions for authentication and encryption, the
generation and management of keys are important aspects of a secure system. For a

public-key system, a private key and a public key are needed for the secure processing.
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These keys can be generated and provided to the remote terminal in a secure manner
based on various schemes.

[1047] In one key management scheme, the private and public keys are generated
for the remote terminal (e.g., by a certificate authority), and the private key is
permanently stored in the remote terminal. The permanent storage may be achieved, for
example, by etching the private key in a metal layer of secure processor 250 during the
manufacturing process. This effectively "stamps" each remote terminal with its own
permanent private key, which ensures that the private key is safe from theft, attack, and
alteration.

[1048] In another scheme, the private and public keys are generated for the remote
terminal, and the private key is loaded into the secure storage (e.g., ROM 252 or
memory 254) within secure processor 250. The loading of the private key can be

achieved in a secure environment. e.g., during the manufacturing process or at a

. 'subsequent. time if it is detected: that security .may have been compromised. :For. .. .

- example; the private key may be stored to ROM 252 by blowing fuses (e.g.,
electronically or with a laser). This scheme may provide flexibility in updating the
keys. Since the secure storage is inaccessible by external elements, the private key is
safe.

[1049] In yet another scheme, the private and public keys are generated by secure
processor 250, if requested or as directed. The keys may be generated entirely by the
remote terminal, or may be generated based on parameters provided by an external
source (e.g., a certificate authority). This scheme provides flexibility in updating the
keys. The private key can be stored into the secure storage (e.g., ROM 252 or memory
254).

[1050] For the above schemes, the public key is typically also stored in the secure
memory (e.g., stored in memory 254). The public key may thereafter be provided to
other entities whenever needed. The public key may be certified by a trusted certificate
authority and encapsulated in a certificate, which may be stored to the secure storage, as
described below.

[1051] With public-key cryptography, entities can negotiate the keys used for
performing the secure processing. In many instances (e.g., e-commerce) it is not
practical to know the key beforehand. With public-key cryptography, the two

transacting entities can used different private keys and exchange public keys or secret
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keys, as needed. Secret keys (e.g., for a particular transaction) may also be generated
based on the Diffie-Hellman or RSA algorithm and exchanged as needed.
[1052] A public key may be encapsulated within a certificate, which may then be
sent and used for authentication and/or encryption. Initially, the remote terminal is
provided with a private key (e.g., based on any one of the techniques described above).
A certificate, such as the one defined by ITU X.509, can be issued for the remote
terminal. The certificate includes various types of information such as the remote
terminal's public key, a signature, and the specific algorithm and parameters used to
generate the signature. The certificate can be stored by the remote terminal and later
used for authentication, which may be achieved based on various schemes.
[1053] In one authentication scheme, the certificate is issued and signed by a trusted
certificate authority that certifies the remote terminal's identity. Authentication of the
remote terminal may thereafter be achieved as follows. The remote terminal sends to a
foreign.entity (e.g., server 160).a message:signed by the remote terminal along with the:
certificate, which includes the remote terminal's public key and a signature of the
certificate authority. The foreign entity receives the remote terminal certificate,
authenticates the signature of the certificate authority, and uses the remote terminal's
public key to authenticate the signed message. The foreign entity is thus able to verify
the identity of the remote terminal, as certified by the trusted certificate authority.
[1054] In another authentication scheme, the certificate is generated and signed by
the remote terminal. Authentication of the remote terminal may thereafter be achieved
as follows. The remote terminal sends to a foreign entity a message signed by the
remote terminal along with the certificate, which includes the remote terminal's public
key and the remote terminal's signature. The foreign entity receives the remote terminal
certificate, authenticates the signature of the remote terminal, and uses the remote
terminal's public key to authenticate the signed message. The foreign entity thus
verifies the identity of the remote terminal as based on the remote terminal's signature.
[1055] Other schemes may also be used for authentication and are within the scope
of the invention. Different levels of authentication may be achieved, for example, based
on different uses of the certificate. The particular authentication scheme used for a
secure transaction may be dependent on the type of transaction being performed.
[1056] FIG. 5A is a diagram of an ITU X.509 certificate 510 that may be used to

encapsulate a public key. Certificate 510 includes a number of fields used to provide

424



WO 02/076127 PCT/US02/07693

12
various types of information related to the key. A version field 512 identifies the format
of the certificate (e.g., X.509 version 3). A certificate serial number field 514 includes
the specific serial number assigned to this certificate (by the issuer of the certificate,
e.g., a certificate authority). A signature algorithm identification field 516 identifies the
specific algorithm used by the issuer of the certificate to sign the certificate (e.g., MD-5
hash, RSA signature, or some other). This allows an entity receiving the certificate to
process and authenticate the certificate. An issuer name field 518 identifies the specific
trusted certificate authority (e.g., Verisign, Belsign, American Express, and so on), if
any, which issues the certificate.
[1057] A validity period field 520 identifies the time period over which the
certificate is valid. This period is typically determined by the issuer. A subject name
field 522 includes the name of the entity (the "subject") for which the certificate was
generated. A subject public key field 524 includes the public key of the subject (e.g.,
RSA, Oxabcdef, 0x12345). An issuer unique ID field.526 and a subject unique ID field
528 include the IDs assigned to the issuer and subject; respectively. Extensions field
530 may be used to include keys, policy information, attributes, constraints, and other
pertinent information. And a signature field 532 includes a signature generated by
hashing fields 512 through 530 and encrypting/signing the hash digest with the issuer's
private key. .
[1058] FIG. 5B is a diagram of a specific embodiment of memory 254. The
implementation of memory 254 is typically dependent on the overall design of secure
unit 240. Moreover, the types of data to be stored in memory 254 may be dependent on
the scheme used for the secure processing. In the embodiment shown in FIG. 5B,
memory 254 includes a flags field 552, a certificate field 554, and a number of data
fields 556a through 556n. Additional and/or different fields may also be supported and
are within the scope of the invention.
[1059] Flags field 552 includes one or more flags indicative of the state of memory
254 and/or the state of the stored data. The flags within field 552 allow secure unit 240
to keep track of approved memory accesses, parameter and data updates, alarms, and so
on, as described below. For example, a flag may be provided to indicate whether or not
a certificate is stored within memory 254. Certificate field 554 stores one or more
certificates, which may be used to authenticate remote terminal 110 and/or other

entities. Certificates are typically loaded into memory 254 via secure transactions (as

425



WO 02/076127 PCT/US02/07693

13
described below), and typically include parameters (e.g., cryptographic keys) used to
perform secure processing (as described above). Data fields 556 store sensitive data and
possibly data needed for the operation of secure processor 250.
[1060] Various typés of sensitive data may be stored within secure unit 240. Such
sensitive data may comprise, for example, personal information, financial information
(e.g., credit card number, electronic funds balance, account information, and so on),
authentication information, and others. Some of these data types are described below.
Generally, any data desired to be prevented from unauthorized accesses may be deemed
as sensitive data and stored within secure unit 240.
[1061] Certificates. As a remote terminal (e.g., a cellular phone) becomes more of
an e-commerce device, the need for it to act as a "server”" inevitably arises. For
example, before being entrusted with sensitive data or before a transaction can be
initiated, the true identity of the remote terminal may need to be ascertained. In that
case, the remote terminal is authenticated by and to the. satisfaction of the foreign entity.
This' authentication may be achieved based on a certificate containing identity
verification information for the remote terminal. If the remote terminal certificate is
distributed from a trusted certificate authority and can be verified as such, then the
remote terminal's identity can be authenticated, as verified by the certificate authority.
The vault may be used to store one or more remote terminal certificates. For example,
certificates for all members of a family or a team may be stored, with each member
having individual "personal account” information stored with different pins to access.
[1062] Electronic Wallet. The remote terminal may serve as a "wallet" and store
electronic currency in the secure digital vault (e.g., within memory 254). For example,
a user may communicate with a bank and download funds into the vault. The funds
may thereafter be used to purchase goods and services from stores or websites, to pay
bills, or may be transferred to another device or entity. The user may also replenish the
vault with additional funds as desired. For each transaction, the proper amount is
deducted from or credited to the current balance. The transaction may be achieved via a
wireless connection (e.g., via a bluetooth connection with a properly equipped cash
register, over-the-air to a website, and so on).
[1063] Cryptographic Information. The remote terminal may store cryptographic
parameters and keys used for the secure processing. These parameters may include, for

example, those used for the CAVE algorithm defined by 1S-54 to authenticate the
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remote terminal. The remote terminal may also be designed to store session keys used
to support secure sessions with websites. The session keys may be provided at the start
of a session and may be discarded at the end of the session. The remote terminal may
further store cryptographic keys used for signing and verifying messages, for encrypting
and decrypting data, and so on.
[1064] FIG. 6A is a diagram illustrating an initial loading of a certificate into secure
unit 240, in accordance with an embodiment of the invention. In an embodiment, the
level of security to be exercised for a certificate load is dependent on the status of the
secure storage (e.g., memory 254). If the secure storage is empty (e.g., as indicated by a
flag) a certificate may be loaded with reduced security checks. Otherwise, if the secure
storage already contains a certificate, a more complex transaction involving more secure
checks may be performed. The process shown in FIG. 6A may be used to load the
private key for the remote terminal, if one is not already embedded in the secure
. processor. The process may .also be used to.load the primary and secondary users .
certificates into memory 254.
[1065] The certificate includes the remote terminal's public key. Depending on the
particular scheme used, the certificate authority may (1) generate the remote terminal's
private and public keys and provide them to the remote terminal, or (2) be provided with
the public key generated by the remote terminal. The public key is then encapsulated
into a certificate such as the one shown in FIG. 5A. If the encapsulation is performed
by the certificate authority, the certificate authority's signature is included in the
certificate and attests to the verification of the remote terminal and the validity of the
public key by the certificate authority.
[1066] The initial certificate loading may be performed during the manufacturing
process or at a subsequent time. As shown in FIG. 6A, the certificate is loaded via a
transaction between a trusted certificate authority 600 and secure processor 250, via
main processor 230. Initially, certificate authority 600 sends a message 612 requesting
a certificate load. Main processor 230 receives and processes the message and, in
response, sends a request 614 to check the status of the secure storage (e.g., memory
254). Secure processor 250 receives the request and determines the status of the secure
storage, e.g., by checking a particular flag that indicates whether the certificate field in
the memory is full or empty. If the secure storage is empty (i.e., does not contain a

certificate), secure processor 250 sends a message 616 indicating this status. Main
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processor 230 receives message 616 and reports the status of the secure storage to
certificate authority 600 via a message 618.
[1067] In response to message 618, certificate authority 600 sends a certificate via a
load certificate message 620. Main processor 230 then receives and forwards message
620 to secure processor 250, which loads the certificate (e.g., included in the message)
to the secure storage and further sets the flag to full. Secure processor 250 then sends
an acknowledgment message 624, which is received by main processor 230 and
forwarded to certificate authority 600.
[1068] FIG. 6B is a diagram illustrating a subsequent loading of a certificate into
secure unit 240, in accordance with an embodiment of the invention. A certificate may
need to be updated via a subsequent certificate loading if it is determined that the user
information has changed, the keys have been compromised, or for other reasons.
Initially, certificate authority 600 sends a message 612 requesting a certificate load.
; -Main processor 230 receives and processes the: message and, in response,.sends a
request 614 to check the status of the secure storage. ‘Secure processor 250 receives the
request and determines the status of the secure storage. If the secure storage is full (i.e.,
already contains a certificate), secure processor 250 sends a message 636 indicating this
status. Main processor 230 receives message 636 and sends to certificate authority 600
a first message 638 indicating that a certificate is already present in memory 254 and a
second message 640 requesting authentication of certificate authority 600.
[1069] In response to message 640, certificate authority 600 sends a signed message
642. Main processor 230 receives and processes message 642 and sends a message 644
requesting secure processor 250 to authenticate the signed message. Secure processor
250 verifies the signed message (e.g., using the public key of certificate authority 600)
and, if authenticated, sets the status of the secure storage to empty and sends an
acknowledgment message 646 indicating that the authentication passed. Main processor
230 receives and forwards the acknowledgment to certificate authority 600.
[1070] In response to message 646, certificate authority 600 sends a certificate via a
load certificate message 620, which is received by main processor 230 and forwarded to
secure processor 250. Secure processor 250 loads the certificate to memory 254, sets
the flag to full, and sends an acknowledgment message 624 back to certificate authority
600.
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[1071] FIG. 6C is a diagram illustrating an unsuccessful attempt to load a certificate
into secure unit 240. Initially, certificate authority 600 sends a certificate load request
message 612. Main processor 230 receives and processes the message and, in response,
sends a request 614 to check the status of the secure storage. Secure processor 250
receives the request, determines the status of the secure storage (which is full in this
example), and sends a message 636 indicating this status. Since the secure storage is
full, main processor 230 sends a first message 638 indicating that a certificate already
exists in the secure storage and a second message 640 requesting authentication of
certificate authority 600.

[1072] In response to message 640, certificate authority 600 sends a signed message
642. Main processor 230 receives and processes message 642 and sends a message 644
requesting secure processor 250 to authenticate the signed message. Secure processor

250 verifies the signed message and, if not authenticated, sends an error message 656

. indicating that the authentication failed. Main processor 230 receives and forwards the - ..

error message to certificate authority 600. The error message terminates the transaction.
[1073] Secure processor 250 can be designed to perform various functions in
support of the secure processing and data storage. These functions may include any
combination of the following: signature generation and verification, encryption and
decryption, database management, approval of updates of secure data in the secure
storage, accounting, error message handling, and possibly others.

[1074] In an embodiment, the program instructions for some or all of the supported
functions are stored within secure unit 240 (e.g., within ROM 252 or memory 254).
This allows secure processor 250 to execute the functions based on instructions known
to be reliable. This also prevents external elements (e.g., main processor 230) from .
spoofing secure processor 250 and maliciously accessing the secure storage. The
securely stored program instructions may include those that implement hash functions,
encryption, decryption, and signature algorithms, accounting functions, data
management functions, and so on.

[1075] For authentication, secure processor 250 may be queried to generate and sign
a message using the private key and provide the signed message to main processor 230,
which then transmit the signed message to the intended recipient entity. The signature
generation can be performed based on any one of the digital signature and encryption

algorithms listed above. Secure processor 250 may further provide the certificate that
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includes the remote terminal's public key, which can be used by the recipient entity to
authenticate the remote terminal.
[1076] Secure processor 250 may also be designed to authenticate each entity that
requests to retrieve, load, or update the data stored in the secure storage. In general,
secure processor 250 authenticates each entity desiring access to the data stored within
the secure storage. The authentication may be achieved by verifying a signed message
from the requesting entity (e.g., based on either the requesting entity's certificate or the
requesting entity's public key, which may be included in a certificate already be stored
within the secure storage). The signature verification can be performed based on the
same or complementary algorithm used to generate the signature.
[1077] A message is used to generate a signature, and the signature is authenticated
by a receiving entity (e.g., the remote terminal or the foreign entity). Thus, the data in
the message is also verified if the signature checks. However, the message is
transmitted in the clear, and no protection is provided against eavesdroppers. For many
applications, it may only be important to ascertain the true identity of an entity, and
authentication via digital signature is sufficient.
[1078] Encryption may be used to protect sensitive data from eavesdroppers. For
encryption, secure processor 250 may be queried to encrypt data using a secrete key.
The encrypted data can then be provided to main processor 230, which then transmit the
encrypted data to the intended recipient entity. The secret key may be generated based
on the recipient entity's private key using, for example, the Diffie-Hellman or RSA
algorithm. Secure processor 250 may also be queried to decrypt encrypted data using
the remote terminal's private key. The encryption and decryption of traffic may be
performed based on any one of the encryption algorithms listed above (e.g., DES,
IDEA, and so on). The key exchange and traffic encryption/decryption algorithms are
independent of using symmetric key encryption.
[1079] For each secure transaction with secure processor 250, the foreign entity can
be authenticated as described above. Once the foreign entity has been authenticated,
secure processor 250 can process the received message. Depending on the transaction,
data may be extracted from the received message and stored to the secure storage, or
retrieved from the secure storage and provided via a signed or encrypted message. The

transaction may alternatively request an update of the data within the secure storage.
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For example, funds stored within the secure storage may be deducted for purchases or
some other transactions, or may be increased for replenishments.
[1080] Sensitive data may be securely stored and/or updated based on various
schemes. In one scheme, sensitive data is stored within secure unit 240 (e.g., in
memory 254 or possibly in ROM 252). With this scheme, data is verified when
received, before being stored to the secure storage. For this scheme, the data may be
stored in plain form (i.e., unencrypted). Subsequent data manipulations and updates of
the data are performed within secure unit 240. Secure unit 240 is assured of the
integrity of the data since it is stored within, and is under control of the secure unit at all
times.
[1081] In another scheme, sensitive data is stored outside secure unit 240 (e.g., in
system memory 236) in secure form. Again, secure unit 240 verifies the data when
received from external elements (e.g., main processor 230). Prior to storage of the data,
‘secure.unit 240 may sign or encrypt-the data,-depending on the desired implementation,
using the private key stored within the secure unit. The secured data may then be stored -
outside secure unit 240. For subsequent accesses, manipulations, and/or updates, the
secured data may be retrieved from the external storage, verified or decrypted, and
processed by secure unit 240. Secure unit 240 is assured of the integrity of the data
since it is secure prior to storage and verified prior to each use.
[1082] Other schemes to store and manipulate data to ensure integrity may also be
used and are within the scopé of the invention.
[1083] Secure processor 250 may be designed to generate error messages for
incomplete transactions (e.g., if authentication fails) or alarms in response to
unauthorized attempts to access the secure data. The error messages may indicate the
failure level (e.g., a warning or a fatal error), the cause for the error (e.g., unexpected
message received, bad record hash, signature does not check, compression failure,
handshake failure, illegal parameters, certificate errors, insufficient funds for the
transaction, unauthorized accessing entity, and so on), and possibly other information.
[1084] Secure processor 250 may also be designed to support any number of
security protocols such as the Secure Sockets Layer (SSL) protocol, the Transport Layer
Security (TLS) protocol, and others. These protocols are known in the art and not

described herein. Each protocol may establish a handshake protocol used to establish a
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secure communication and a messaging protocol used to establish security capabilities,
exchange keys and certificates, and send secure data.
[1085] For each secure transaction, the remote terminal may act in the capacity of a
server or a client. As a server, the remote terminal is requested by another entity to
provide secure data. Before providing the requested data, the remote terminal typically
authenticates the requesting entity. As a client, the remote terminal requests secure data -
from another entity and may be requested to provide information needed by the other
entity to authenticate the remote terminal.
[1086] In a typical SSL transaction, the server does not authenticate the client via
crypto protocols. However, the server may authenticate via other means such as credit
card authorization. In an embodiment, the server authenticates the client for each secure
transaction (e.g., cash register tries to take cash out of an e-wallet implemented by the
secure processor). In a typical SSL transaction, the client always authenticates the
server. In an embodiment, the servermay authenticate the client for a secure transaction
(e.g., if retrieving medical records, etc).
[1087] FIG. 7 is a diagram illustrating a secure transaction between a client and a
server. The remote terminal may be acting in either capacity for this transaction, which
is partitioned into four phases. In the first phase, hello messages 712a and 712b are
exchanged between the client and server to establish the secure communication. In the
second phase, the server sends the server certificate, exchanges server public keys, and
requests for the client certificate via messages 722, 724, and 726, respectively. The
server concludes with a server hello done message 728.
[1088] In response to the server messages, the client sends the client certificate,
exchanges client public keys, and requests verification of the certificate via messages
732, 734, and 736, respectively. And in the fourth phase, if the certificates have been
authenticated, the client and server enable cipher suite and finishes the handshake via
messages 742 and 744. Enabling cipher suite simply means to ‘enable’ encryption from
that point forward in time. Each entity knows that from then on, the received stream
will be encrypted. Data can thereafter be securely exchanged between the client and
server via the exchanged keys.
[1089] Secure processor 250 and main processor 230 may each be implemented
with a digital signal processor (DSP), an application specific integrated circuit (ASIC), a

processor, a microprocessor, a controller, a microcontroller, a field programmable gate
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array (FPGA), a programmable logic device, other electronic unit, or any combination
thereof designed to perform the functions described herein. The integrated circuit that
implements secure processor 250 may further include other elements of remote terminal
110 such as, for example, main processor 230, TX and RX data processors 210 and 224,
and so on.

[1090] Non-volatile memories (e.g., memory 254 and ROM 252) may be
implemented with be a Flash memory, a programmable ROM (PROM), an erasable
PROM (EPROM), an electronically erasable PROM (EEPROM), a battery backed-up
RAM, some other memory technologies, or a combination thereof. Volatile memories
(e.g., part of memory 236) may be implemented with a random access memory (RAM),
a Flash memory, some other memory technologies, or a combination thereof.

[1091] The previous description of the disclosed embodiments is provided to enable

any person skilled in the art to make or use the present invention. Various

. modifications to these embodiments will be-readily apparent to those skilled in the art, . .

and the generic principles defined herein may be applied to other embodiments without
departing from the spirit or sc’ope of the invention. Thus, the present invention is not
intended to be limited to the embodiments shown herein but is to be accorded the widest

scope consistent with the principles and novel features disclosed herein.

[1092] WHAT IS CLAIMED IS:
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CLAIMS
1. A remote terminal in a wireless communication .system, comprising:
2 a data processing unit configured to process data for a communication over a
wireless link;
4 a main processor coupled to the data processing unit and configured to provide

control for the remote terminal, wherein the data processing unit and main processor are
6  unsecured units vulnerable to being spoofed by external entities; and
a secure unit operatively coupled to the main processor and including
8 a secure processor configured to perform secure processing for the
remote terminal, and
10 a secure memory configured to provide secure storage of data, and
wherein the secure unit is physically encapsulated within a secure module and
12  further configured to prevents unauthorized accésses to the secure memory via

t

hardcoded protocols.

2. The remote terminal of claim 1, wherein the secure unit further includes
2 a read only memory (ROM) configured to store program instructions and

parameters used for the secure processing.

3. The remote terminal of claim 2, wherein the ROM is embedded within

2  the secure processor.
4, The remote terminal of claim 1, wherein the secure processor and secure
2 memory are implemented and physically encapsulated within a single integrated circuit

(10).

5. The remote terminal of claim 1, wherein the secure processor and secure

2 memory are physically encapsulated within a tamper resistance or tamper evident unit.

6. The remote terminal of claim 1, wherein the secure processor and secure

2  memory are permanently affixed within the remote terminal.
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7. The remote terminal of claim 1, wherein messaging and data are

exchanged with the secure unit via a single entry point provided by a bus.

8. The remote terminal of claim 1, wherein the secure unit is configured to

implement public-key cryptography for the secure processing.

9. The remote terminal of claim 8, wherein a private key assigned to the

remote terminal is embedded within the secure processor.

10. The remote terminal of claim 9, wherein the private key is permanently

etched within the secure processor.

1. The remote terminal of claim 9, wherein the private key assigned to the

remote terminal is stored in a ROM within the secure processor.

12. The remote terminal of claim 1, wherein the secure processor is

configurable to implement one or more security protocols.
13. The remote terminal of claim 12, wherein the one or more security
protocols include Secure Sockets Layer (SSL) protocol or Transport Layer Security

(TLS) protocol, or both.

14. The remote terminal of claim 1, wherein the secure unit is configurable

to act in a role of a client or a server for each secure transaction with a foreign entity.

15. The remote terminal of claim 1, wherein the secure memory is

configured to store electronics funds.

16. The remote terminal of claim 1, wherein the secure memory is

configured to store cryptographic parameters used for the secure processing.
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17. The remote terminal of claim 1, wherein the secure memory is

configured to store one or more certificates used for authentication.

18. The remote terminal of claim 17, wherein a certificate is loaded into the

secure memory via a secure transaction with a certificate authority.

19.  The remote terminal of claim 18, wherein different levels of security is
implemented for a certificate loading transaction depending on whether or not a

certificate has already been loaded to the remote terminal.

20. A remote terminal in a wireless communication system, comprising:

a data processing unit configured to process data for a communication over a
wireless link;

a main processor coupled to the data processing unit and configured to provide
control for the remote terminal, wherein the data processing unit and main processor are
unsecured units vulnerable to being spoofed by external entities; and

a secure unit embedded within the main processor and configured to perform
secure processing for the remote terminal and provide secure storage of data, wherein
the secure unit is further configured to implement public-key cryptography for the
secure processing, and wherein the secure unit is further configured to prevents

unauthorized accesses to securely stored data via hardcoded protocols.

21. A method for providing secure processing and data storage for a wireless
communication device, comprising:

defining a secure processor within the communication device for performing
secure processing;

defining a secure storage within the communication device for providing secure
data storage;

storing program instructions and parameters used for the secure processing
within the secure processor or secure storage, wherein the stored program instructions
implement hardcoded protocols; and

physically encapsulating the secure processor and secure storage within a secure

unit.
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22. The method of claim 21, wherein the secure processor and secure storage

are physically encapsulated within a single integrated circuit (IC).

23. The method of claim 21, further comprising:
permanently affixing the encapsulated secure processor and secure storage

within the communication device.

24. A method for providing secure processing and data storage for a wireless
communication device, comprising:

receiving a first message to initiate a secure transaction with a foreign entity;

authenticating the foreign entity through a secure processor located within the
communication device; and

.if-the foreign entity is authenticated, performing securing processing for the

secure transaction through the secure processor, and

wherein the secure unit is physically encapsulated within a secure module and
further configured to prevents unauthorized accesses to the secure memory via

hardcoded protocols.

25. The method of claim 24, wherein the secure processing is performed

based on program instructions stored within the secure processor.

26. The method of claim 24, wherein the authentication is achieved via

exchanges of certificates.
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SECURE TRANSACTION SYSTEM

The present invention relates to a secure transaction system,
particularly for use over a public network.

The most common and well-known public data network is the Internet,
which provides network access to members of the public at low cost. Many
types of commercial transaction which were previously conducted via
telephone, mail or private network may now be conducted more easily over
the Internet. However, internet protocols were not designed for security, and it
has therefore been necessary to provide additional protocols for secure
transactions over the Internet, including transport-level protocols such as the
Secure Sockets Layer (SSL), and application-level protocols such as the
Secure Hypertext Transfer Protocol (SHTTP). Such protocols aim to prevent
interception, decryption and forgery of transactions between a client and a
server over the Internet, but they do not verify the identity of the user of the
client terminal. For example, in a credit card transaction, only the user’s name
and address, and the card number and expiry date need be supplied to order
goods or services over the Internet. It is comparatively easy to obtain the
necessary information to carry out fraudulent transactions over the Internet.
Some verification of the user’s identity is usually implemented at the
application level, such as the use of passwords, but these too can be obtained

or guessed.

461



10

2

Nevertheless, various protocols have been proposed for allowing
secure transactions, and particularly secure payment, over the Internet; one
example is Secure Electronic Transaction (SET), a protocol for credit card
transactions over the Internet, a modification of which is described in WO
97/41539. Typically, such transactions involve three parties: a client which
supplies credit card details, a service provider server operated by a supplier of
goods or services, and an authorisation server which checks the credit card
details and informs the service provider server whether pavment is authorised
by the operator of the credit card system.

However, conventional electronic transaction systems do not support
non-repudiation; in other words, they do not provide sufficient evidence to
confirm that a specific transaction was authorised.

Moreover, conventional electronic transactions do not bind a specific
user to the use of an authorisation card.

Furthermore, conventional electronic transaction systems are limited
in their application, because the authorising server is designed merely to give
an authorise or decline message on the basis of the details supplied.

According to one aspect of the present invention, there is provided an
electronic transaction system in which a terminal combines transaction data
which 1s unique to a current transaction with terminal data which is unique to
that terminal to generate bound terminal/transaction information which is sent

to the transaction server. The transaction server sends the transaction data to
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an authorisation server which returns information which binds the transaction
to the identity of the authorisation server. The transaction server then has
available information which binds together the transaction, the terminal and
the authorisation server in a form which cannot be fraudulently created by the
transaction server, and therefore cannot be repudiated.

According to another aspect of the present invention, there is provided
an electronic transaction system in which an authorisation token is issued to a
user. Information confirming the identity of both the authorisation token and
the user are presented to an authority which confirms the validity of this
information and makes it available to an authorisation server. The
authorisation token is then used in an electronic transaction with a transaction
server, in which user identification information and authorisation token
information are supplied to the transaction server and passed to the
authorisation server. The authorisation server compares the user identification
information and authorisation token information with information previously
made available by the authority and indicates to the transaction server the
result of the comparison. In this way, because the correspondence between the
user and the token has been verified before the transaction, the use of the
token by the user can be confirmed during the transaction.

According to a further aspect of the present invention, there is
provided an electronic transaction system in which a user terminal transmits

to a transaction server transaction data and identification data. The transaction
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data is passed from the transaction server to an authorisation server, which
compares the identification data with stored identification data relating to
authorised users of the system. The authorisation server then transmits to the
transaction server an authorisation message indicating no authorisation, partial
authorisation or full authorisation. In response to a partial authorisation
message, the transaction server determines whether to accept the transaction
data on the basis of the data content of the transaction data.

Specific embodiments of the present invention will now be described
with reference to the accompanying drawings, in which:

Figure 1 is a diagram of the service functions of an authorisation

system in an embodiment of the present invention;

Figure 2 is a diagram of the architecture of the system;

Figure 3 is a diagram of the hardware components of a user terminal;

Figure 4 is a diagram of the hardware components of a smartcard;

Figure 5 is a diagram of the sub-systems within the authorisation

server in the embodiment;

Figure 6 is a diagram of the cryptographic architecture of the system;

Figure 7 is a diagram illustrating a more specific embodiment in which

the system is used to authorise an electronic form;

Figure 8 shows the flow of data in the specific embodiment;

Figure 9 shows the cryptographic processes applied by the user

terminal;
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Figure 10 shows the digital signature validation process applied by the
electronic form server;
Figure 11 shows the transmission of an authorisation request message
to the authorisation server;
Figure 12 shows the authorisation process performed by the
authorisation server; and
Figure 13 shows the authorisation response message process from the

authorisation server to the electronic form server.

Authorisation Service

Figure 1 shows the service functions which provide a digital signature
generation and authentication service in an embodiment of the present
invention. A digital signature generator 10 generates digital signatures in the
form of data which uniquely identifies a specific party and binds the signed
data to that party. Digital signatures are a known technique for protecting data
from modification and for identifying the signing party. The signing party is
provided with a private/public key pair, which can be used to generate and
verify digital signatures. The ‘party’ is usually assumed to be the user
operating the computer which stores the private key and generates the digital
signature. However, in the present embodiment, the private key is stored on a
smart card and therefore the digital signature binds the signed data to the

smart card. Hence, the ‘party’ is the smart card.
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As is well-known, data encrypted with a private key can be decrypted
with the corresponding public key, and vice versa. Suitable cryptographic
algorithms are the RSA algorithm, described for example in US 4,405,829,
and the Diffie-Helman algorithm described in US 4,200,770. In a typical
digital signature process, the data to be ‘signed’ is subjected to a hash
algorithm, such as the Secure Hash Algorithm (SHA). The result is a type of
checksum, known as a ‘hash’, which depends both on the values of the bits
making up the data and the positions of those bits. It is therefore very difficult
to modify the data while giving the same hash. The hash is then encrypted
using the private key, to produce a digital signature.

A digital signature can be verified by performing the same hash
algorithm on the received data as was used to generate the hash encoded in the
digital signature. The digital signature is then decrypted using the public key
and the decrypted hash is then compared to the calculated hash. If the hashes
match, the signature is valid.

Examples of digital signature algorithms are the RSA digital signature,
in which the hash is encrypted together with an indication of the type of the
hash algorithm using RSA encryption, and the digital signature algorithm
(DSA), in which the hash algorithm is the SHA and the hash is encrypted
together with a random number by a variant of the Diffie-Helman algorithm.

The digital signature generator 10 exchanges information IE with a

digital signature acceptor 20, and sends ‘signed’ information SI to the digital
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signature acceptor which includes a digital signature generated using a private
key held by the digital signature generator. On receipt of the ‘signed’ data, the
digital signature acceptor 20 sends an authorisation request AREQ to a digital
signature authoriser 30. The authorisation request AREQ includes information
derived from the signed information SI. The digital signature authoriser 30
checks the information derived from the signed information SI, determines
whether the digital signature should be accepted as genuine, and sends to the
digital signature acceptor an authorisation response ARES indicating whether
the signature is to be accepted as genuine. The authorisation response ARES
is signed with a digital signature generated by a private key held by the digital
signature authoriser 30. Dependent on the authorisation response, the digital
signature acceptor then accepts or rejects the signed information SI.

In order to provide evidence of the provision and acceptance or
rejection of the signed information, the digital signature acceptor 20 may
further transmit a notarisation request NREQ to a signed message notariser
40, including information derived from the signed information SI and from
the authorisation response ARES. In response, the signed message notariser
40 transmits to the digital signature acceptor 20 a notarisation confirmation
NCF which includes information derived from the notarisation request NREQ,
digitally signed by the signed message notariser 40. The digital signature
acceptor 20 transmits archive deposit information ARDEP, which may for

example comprise the signed information SI, the authorisation response
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ARES and the notarisation confirmation NCF, to a long-term archive 50. This
information is later retrieved from the long-term archive 50 as archive
retrieval information ARRET in the event of repudiation of the signed
information SI.

Optionally, where an independent time reference is needed, for
example to confirm the exact time of a transaction such as the sending and
receipt of the signed information SI, information from a standard time signal
source 60 is made available to each of the functions described above and is

incorporated in each digitally signed message.

System Architecture

A high-level system architecture of the digital signature authorisation
service is shown in Figure 2. Like parts to those of Figure 1 carry the same
reference numerals.

A user 12 wishing to subscribe to the digital signature service must
first apply for a smart card 18 from which the user’s digital signatures are
derived. The user 12 has a computer 14 connectable to the Internet 100 via a
modem 16, using for example web browser software and TCP/IP protocols as
is well-known in the art.

The components of the computer 14, which may be an IBM-
compatible ‘personal computer’ or Apple Macintosh computer, are shown in

Figure 3. A CPU 110 is connected through a bus 120 to main memory 130, a
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disc controller 140 connected to a hard disc 143, a user interface controller
150 connected to a keyboard 152 and other input devices such as a mouse
154, a display controller 160 connected to a visual display 165. and an I/O
controller 170. The I/O controller 170 controls the modem 16 and a card
reader 174 into which a smart card can be docked. Optionally, a biometric
device 180 is connected to the I/O controller 170 or to the user interface
controller 150. The biometric device 180 may be a fingerprint scanner, an iris
scanner, or another device which allows information derived uniquely from
the user 12 to be input to the computer 14. The fingerprint scanner may be
integrated with the keyboard 152.

The user accesses a customer server 70 through the Internet 100 and
requests subscription to the digital signature service. The request is passed on
10 a card bureau 90 by a suitable form of secure communication. The card
bureau 90 sends a smart card 18 to the user 12. An example of the
components within the smart card 18 is shown in Figure 4.

The smart card 18 contains a processor 200 connected 1o a memory
210 and an external connector 220. The card 18 may include a power source
such as a cell integrated within the card 18, or power may be supplied through
the connector 220 by the card reader 174. At least part of the memory 210 is
non-volatile so that a operating program and data are stored when the card 18

is removed from the reader 174.
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A public/private key pair, a card identity code and a PIN are recorded
in the non-volatile memory of the card 18 during manufacture. When a
request is received from the customer server 70, the name of the user 12 is
printed on the card 18, which is then sent to the user 12. A status message is
sent to the authorisation server to indicate that the card 18 is issued but
inactive.

The user 12 then takes the card 18 to the public premises 80 of an
organisation which supports the digital signature service, where the user’s
identity is checked against the identity of the user to whom the card 18 has
been issued. Once the user’s identity has been verified, a status message is
sent from the premises 80 to the authorisation server 30 identifying the card
18 and the user 12. The user 12 is also issued with the card reader 174 and
application software for the digital signature service, if the user 12 does not
already have these. Subsequently, the user 12 is notified of the PIN.

To use the authorisation service, the user 12 inserts the card 18 into the
card reader 174. Application software running on the computer 14 then
prompts the user 12 for a PIN. The user enters a PIN which is compared to
that stored on the card 18, and the application generates a card validation
result (VR) which indicates whether a PIN has been requested and whether the
entered PIN matched that stored on the card 18.

Additionally or alternatively, the computer 14 obtains biometric data

from the biometric device 180 if this is present. The smartcard 18 generates a
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digital signature for the signed information SI transmitted by the computer 14
to the service provider 20, as will be described in a specific example below.

The service provider 20 may comprise a general purpose computer
running web server software and connected to the Internet 100. The service
provider 20 also runs authorisation software for communication with the
authorisation server 30.

The authorisation server 30 comprises a general purpose computer
running authorisation server software and connected to the Internet 100. As
shown in Figures 2 and 5, the authorisation server 30 is also connected, for
example over a local or private network, to a public key server 32, a card
authentication server 34 and a customer verification server 36. The public key
server 32 and the card authentication server 34 comprise dedicated hardware
modules including encryption /decryption acceleration hardware. The
customer verification server 36 stores a database containing the details of
authorised users of the digital signature service.

The authorisation server 30 receives from the service provider 20 the
authorisation request AREQ, which includes a hash of the signed information
S1, a public key certificate, identification information relating to the card 18
and the user 12, and card authentication information. The authorisation server
30 sends the card authentication information CCHK to the card authentication
server 34, which checks the authenticity of the card 18 and returns a response

CRES indicating whether the card is authentic or not. The authentication
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server 30 sends the user identification information ID to the customer
verification server 36, which retumns a response IDRES indicating whether, or
to what extent, the customer identity details are correct.

The authorisation server 30 generates from the responses CRES and
IDRES an authorisation message AM, which is sent to the public key server
32. The public key server 32 signs the authorisation message AM to produce a

signed authorisation response ARES which is transmitted to the service

provider 20.

Public Kev Hierarchv

The digital signatures are generated, verified and authorised using
public key cryptography, as explained above. The public keys are distributed
by means of public key certificates, so that users of public keys can trust that
the public keys belong to the parties with which the users wish to
communicate. As is well known, a public key certificate consists of a name
identifying a party who holds a private key (in this case, the card 18), the
corresponding public key, and a digital signature comprising a hash of the
name and the public key, encrypted using the private key of a certification
authority trusted by the user. If the user does not have the certification
authority’s public key, this can be obtained from the certification authority’s

public key certificate, which is signed by a root certification authority. Thus, a
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hierarchy of public key certificates may be used, ultimately administered by a
root certification authority which is always trusted.

If a public/private key pair is changed, however, the public key
certificate is no longer valid. The old public key certificate may be revoked by
placing a code identifying that certificate on a Certificate Revocation List
CRL, which is circulated periodically to users of the public key. Before a
public key certificate is used, it may first be checked against the CRL.

Figure 6 shows the hierarchy of keys in the present embodiment. The
smartcard 18 performs the digital signature process using a private key SCK
stored within the card 18. The corresponding public key is contained within a
smart card certificate SCC stored within the card and signed using a card
certification private key CCK of a card certification authority 110. The
corresponding public key is contained within a card certification authority
certificate CCC which is signed by a root certification authority private key
RCK of a root certification authority 120. The root certification authority
private key RCK is also used to sign the public key certificate ASC of the
authorisation server 30. The corresponding public key is distributed in a root
certification authority public key certificate RCC, which is self-signed using
the corresponding private key RCK. The authorisation server private key ASK

is used to provide a digital signature on the authorisation response ARES.

Card Authentication
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In addition to the public key transactions described above, the smart
card 18 also performs a symmetric key card authentication function with the
authentication server 30, using a separate private key stored on the card 18.
The process uses a two-key triple data encryption standard (DES, encrypt-
decrypt-encrypt) algorithm in Cipher Block Chaining Mode to produce an
eight byte message authentication code (MAC).

The symmetric key authentication function is used for secure
communications between the smartcard 18 and the authentication server 30,
which the service provider 20 passes transparently but is unable to decrypt.
For each card authentication transaction, the MAC is calculated from a
combination of: data stored internally in the card 18, including a variable
application transaction counter value ATC which is incremented for each
transaction, and a card identity number N which is included in the public key
certificate SCC; data supplied by the service provider 20, including the time,
date and the identity of the service provider, so as to bind the MAC to the
specific transaction; a hash of the signed information SI, so as to bind the
MAC to the data supplied and to the digital signature; and the validation result

VR or information derived from the biometric data.

Electronic Forms Implementation

A more specific embodiment will now be described with reference to

Figures 7 to 13, in which the digital signature system is used to authenticate a
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completed form supplied electronically by the user 12 to the service provider
20, which is in this case operated by a government department. For
convenience, Figures 7 to 13 show the topological connection between the
computer 14 and the service provider 20, and between the service provider 20
and the authorisation server 30, as being through separate networks but in this
example the connections are both through the Internet.

Figure 8 shows the data transmission which takes place during a
transaction. The computer 14 has already established an Intermet connection to
the service provider 20, and is running web browser software. In response to a
request initiated by the user 12, the service provider 20 sends data D
comprising HTML pages representing a blank form (such as a form for
registering a new business). The user 12 completes the form by entering data
within the browser software and requesting submission of the completed form
to the service provider 20. The browser software supports the digital signature
service, for example by means of a ‘plug-in’ which modifies standard browser
software, so that the user 12 is prompted to enter a PIN when requesting
submission of the completed form. If the smartcard 18 is not located in the
card reader 174, the software prompts the user 12 to do this.

At a data processing stage DP, the smartcard 18 generates a digital
signature from the form data F of the completed form and the smart card
private key SCK. The signed data SD is then sent to the service provider 20,

which verifies the signature by recovering the card public key from the smart
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card certificate SCC using the card certification public key recovered from
the card certification authority certificate CCC, recalculating the hash function
for the form data and comparing the recalculated hash function with the one
signed with the smart card key SCK and included in the signed data SD.
Signature verification data SVD derived from the signed data SD is sent by
the service provider 20 to the authorisation server 30.

Card authentication data CAD, which comprises the MAC and the
input data used to generate the MAC, and the user identification data ID are
transmitted to the service provider 20 and passed to the authentication server
30. The user identification data ID comprises for example the name, address
and date of birth of the user, entered by the user 12 and transmitted by the
browser software in a separate field from the signed data SD. Optionally,
biometric data from the biometric device 180 is included in the user
identification information. Collectively, the signature verification data SVD,
the card authentication data CAD and the user identification data ID comprise
the authorisation request AREQ submitted to the authorisation server 30.

The authorisation server 30 checks the authorisation request AREQ for
counterfeit or replayed cryptograms, checks whether the smartcard public key
certificate SCC matches the card identity and checks the user identification
data ID against an entry in a database of details of known cardholders. The

results of these checks are digitally signed using the authorisation server

476



10

20

17
private key ASK and sent as the authorisation response ARES to the service
provider 20.

Some of the above processes will now be explained in greater detail.

User to Service Provider

Figure 9 shows how the data sent from the user’s computer 14 to the
service provider 20 is generated. The data D sent from the service provider 20
includes two random or otherwise unpredictable 32-bit numbers UN1 and
UN?2, the date and time of the transaction and a server identifier SID. The first
unpredictable number is embedded in the HTML form as a readable serial
number and is returned in the form data F.

The application software calculates a hash of the completed form data
F using a secure hash algorithm SHA and sends the hash to the card 18,
together with the second unpredictable number UN2, validation result VR, the
date and time and the server identifier SID, for use in the DES encryption
process to generate the MAC. The card generates an application transaction
counter value ATC which is also input to the DES process. The hash is also
supplied as an input to an RSA public key encryption process. The card public
key certificate SCC is stored in the card 18 and is retrieved by the application
software together with the MAC and signature data SD, for transmission to

the service provider 20.
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Signature Validation

The process performed by the service provider 20 to validate the
signature of the signed data SD is shown in Figure 10. The service provider
20 receives the form data F and checks (S10) that the serial number UN1
matches that of the blank form previously sent. A hash is calculated from the
form data F using the same SHA as performed by the card 18. The card public
key is retrieved from the card public key certificate SCC and is used to
decrypt (520) the signature data SD to extract the hash calculated by the
user’s computer 14. The two hashes are compared (S30) and the signature is
validated if they match. However, this process only establishes that the form
was digitally signed using the card 18. The service provider 20 must further
check that the card 18 is valid and is being used by the authorised cardholder,

as will be described below.

Authorisation Regquest

The service provider 20 sends the following information to the
authorisation server 30 in the authorisation request message ARES, as
illustrated in Figure 11: the user identification data ID, including any
biometric data, the second unpredictable number UN2, the hash H calculated
from the received form data F, the card public key certificate SCC and the
message authentication code MAC. The form of the authorisation request

message is shown in detail in Table 1 below:
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Table 1 - Authorisation Request Message

Field Name

Field Description

Version

Version number of the cryptogram

Service Provider Ref.

Message reference supplied by service provider

Authorisation Service

Ref.

Authorisation service reference supplied by the

service provider

Contract Info

A URL for a contract governing the use of the

authorisation service

Request Sent Time

The time, as supplied by the service provider

system clock, at which the message was

transmitted
SCC Public key certificate of the card 18
H Hash of the form data F
User Time The time, from the user’s computer 14, at which

the authorisation request was transmitted from the

computer 14

Service Provider

Service provider identity used for generation of

Identity the MAC
UN2 Second unpredictable number
Card Data Data generated by the application and the card 18

and passed to the authorisation server
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User Surname User’s surname

User First Name User’s first name(s)

User Title User’s title

User DOB User’s date of birth

User Address First line of user’s address
User Postcode User’s postcode

The Card Data described in Table 1 comprises the fields shown below

in Table 2:

Table 2 - Card Data Structure

Field Name

Field Description

Cryptogram Info Data

Indicates the type of the cryptogram

Application Transaction Counter

A counter value, stored in the card
18, which is updated after each

transaction

MAC

Cryptogram generated by the card 18

Issuer Application Data

Data determined by the card issuer

Authorisation Request Process

The authorisation server 30 determines the authorisation response

ARES as illustrated in Figure 12. The user identity information ID is sent to
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the customer verification server 36, which checks whether this information
matches stored user identity information related to the card number, and
returns a response IDRES indicating whether these details are correct and the
status of the card. The card authentication data CAD are sent to the card
authentication server 34 where the MAC is verified using the card number N,
extracted from the card public key certificate, the second unpredictable
number UN2 and the date, time and server identity originally provided by the
service provider 20. The card authentication server 34 also extracts the
validation result VR, determines whether the cryptogram has been replayed or
the card counterfeited, and whether the card public key certificate SCC is
valid and corresponds to the MAC.

Optionally, the customer verification server 36 stores a database of
biometric information for each authorised user, and the response IDRES
includes information on the confidence level with which biometric data
contained within the user identity information ID matches the stored profile

for that user.

Authorisation Response

The authorisation server 30 formats the authorisation response
message ARES and transmits it to the service provider 20 by means of a
process illustrated in Figure 13. First, an authorisation message AM is

generated including the following information: the hash value H and the user
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identification information ID copied from the authorisation request AREQ,
and a response code indicating the card authentication and user verification
server responses. This message AM is sent to the public key server 32 which
generates a digital signature for the message using the authorisation server
private key ASK and returns this signature AS together with the authorisation
server public key certificate ASC. The authorisation server then sends the
authorisation message AM, the signature AS and the authorisation server
certificate ASC to the service provider 20, together with a reference code
indicating the agreement under which the authorisation is made to the service
provider 20.

The data content of the authorisation message is summarised below in
Table 3:

Table 3 - Authorisation Message Contents

Field Name Field Description

Service Provider Reference | Message reference number supplied by the
service provider, copied from the authorisation

request message

Hash Hash of the authorisation request message

Request Received Time The time, from the authorisation server, at

which the authorisation request was received

Authorisation Response Authorisation Response Data

Response Sent Time Time, from the authorisation server, at which
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the response was sent

The Authorisation Response Data is coded as individual bits, as shown

in Table 4:

Table 4 - Authorisation Response Data Bit Meaning

Index | Bit No. | Meaning

0 0 Card does not exist
1 Card not activated
2 Card expired

(#3)

Card reported lost

4 Card reported stolen

3 Could not verify

6 Card registered as demo

7 Verification error - see following bytes
1 0 Unspecified address match failure

1 Surname did not match

2 First name did not match

Title did not match

(V%)

4 Date of birth did not match
5 First line of address did not match
6 Postcode did not match
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7 (Unused)

2 0 Unspecified authentication failure
1 Card authentication could not be performed
2 Cryptogram verification failure

Application Transaction Counter value invalid

LI

4 PIN verification not performed

5 PIN verification failed

Optionally, the authorisation response data may include an indication
of the confidence level with which the biometric data included in the customer
identification information matches that stored in the customer verification
server 36; for example, pattern matching algorithms used in iris and
fingerprint scans will return a suitable value based on the correlation between
an input and a reference pattern.

On the basis of the authorisation response ARES, and the result of the
signature verification process, the service provider 20 determines how the
form data F is to be processed. For example, if the signature is verified and the
transaction authorised by the authorisation server, the service provider may
update a record corresponding to the user 12 to add the information included
in the form data F. If either the signature is not verified, or the transaction not
authorised, the form data F may be discarded and/or a message transmitted to

the user’s computer indicating that the form has not been accepted.
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Since the authorisation response ARES is able to indicate the reason
for a negative authorisation, the service provider may allow certain types of
transaction to proceed if an insignificant authorisation failure is indicated. For
example, if the title did not match, the service provider judges this as
insignificant, since the user is unambiguously identified by other data, and the
transaction is processed as if a positive authorisation were issued by the
authorisation server 30.

In the option where the authorisation response ARES includes an
indication of the confidence level with which the supplied user identification
information ID matches the stored user identification information, the service
provider 20 sets a minimum confidence level for the current transaction and
allows the transaction to proceed if this confidence level is exceeded.
Preferably, this minimum confidence level is determined according to the
monetary value of the transaction, or if the transaction does not have a
specified monetary value, the consequences of fraud in that transaction.

Preferably, the authorisation response ARES is used to determine the
liability in the case of fraud between the operator of the service provider 20
and the operator of the authorisation server 30. For example, if any of the bits
with index 0 are set, the card system operator will not accept any liability if
the service provider accepts the transaction, but if only one of the bits with

index 1 is set, the card system operator will accept liability only to a
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prearranged limit, and if none of the bits is set, the card system operator will
accept liability to the maximum value prearranged for the user 12.

The present invention is not limited to the use of the Internet but may
also be applied to transactions over other networks which are not inherently
secure. The network used to connect the user’s computer 14 to the service
provider 20 may be separate from that used to connect the service provider 20
to the authorisation server 30.

Although the above embodiment is described with reference to one
specific user, it is evident that similar procedures are carried out for different
users so that the system can perform transactions initiated by any one of a
large number of users.

The present invention is not limited to any specific type of transaction
such as the authentication of forms or the authorisation of payment.

In an alternative embodiment, the smart card 18 may sign the form
data using the symmetric encryption key under the DES process and may
dispense with the RSA encryption process. The service provider 20 will not
then be able to verify the signature, but instead recalculates the hash and
transmits this to the authorisation server 30 for verification.

In an alternative embodiment, the smart card 18 uses the private key
SCK to produce the MAC and does not use any symmetric encryption key. In

that case, the service provider 20 can verify the authenticity of the MAC.
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The above embodiments are described by way of example and are not
to be construed as limiting the scope of the invention. Instead, the invention

extends to all variants which fall within the scope of the following claims.
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CLAIMS
1. A method of processing a data transaction between a terminal and a
first server over a public network and between the first server and a second
server, comprising:

generating, at the terminal, terminal encrypted data derived from
transaction identification information uniquely identifying a current
transaction, using a first key;

transmitting said terminal encrypted data from said terminal to said
first server over said public network;

transmitting said terminal encrypted data and said transaction
identification information from said first server to said second server;

decrypting said terminal encrypted data using a second key;

comparing said decrypted data with said transaction identification
information received from said first server by said second server;

and transmitting a transaction authorisation message from said second
server to said first server, the content of the authorisation message being

dependent on the result of said comparison.

2. A method as claimed in claim 1, including inputting user identification

information from a user at said terminal,
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wherein the user identification information is transmitted together with
said terminal encrypted data to said first server and from said first server to
said second server, the method further comprising:
comparing the received user identification information at said second
server with previously stored user identification information, the content of
the authorisation message being dependent on said comparison of said user

identification information.

3. A method as claimed in claim 1 or claim 2, wherein said first and

second keys are symmetric encryption keys.

4. A method as claimed in any preceding claim, wherein said

authorisation message is signed by the second server using a third key.

5. A method as claimed in any preceding claim, further comprising:
inputting transaction message data at said terminal by said user;
signing said transaction message data at said terminal using a fourth

key to generate transaction signature data;
transmitting said transaction message data and said transaction

signature data from said terminal to said first server; and
verifying said transaction signature data against said transaction

message data using a fifth key at said first server.
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6. A method as claimed in any preceding claim, including supplying said
authorisation message and transaction identification information from said

first server to data storage means.

7. A method of processing a data transaction between a terminal and a
first server over a public network and between the first server and a second
server, comprising:

transmitting transaction message data and identification data from said
terminal to said first server;

transmitting said identification data from said first server to said
second server;

comparing said received identification data at said second server with
previously stored identification data and generating an authorisation message
indicating either no authorisation, partial authorisation or full authorisation
dependent on said comparison;

transmitting said authorisation message from said second server to
said first server;

and processing said transaction data at said first server according to the

received authorisation message.
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8. A method as claimed in claim 7, wherein said transaction data is

processed at said first server further according to the content of the transaction

data.
9. A method as claimed in claim 8, wherein the processing step
comprises:

determining a threshold value from the authorisation message;
determining a transaction value from the transaction data;
and processing the transaction data as valid if the transaction value

does not exceed the threshold value.

10. A method as claimed in any one of claims 7 to 9, wherein the
authorisation message is signed by the second server using a first key, and the
signed authorisation message is verified by the first server using a second key,
the processing of the transaction data being dependent on said verification by

the first server.

11. A method of authenticating a data transaction between a user terminal
and a first server over a public network, comprising:
issuing an authentication token to a user, said authentication token

storing authentication information;
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verifying the identity of the user and of the token and transmitting a
verification message to a second server;

storing status information at said second server in response to said
verification message;

inputting user identification information and transaction data at a user
terminal;

connecting said authentication token to said terminal and retrieving
said authentication information therefrom,;

transmitting said wuser identification information. authentication
information and transaction data from the user terminal over a public network
to the first server;

transmitting said user identification information and authentication
information from said first server to said second server;

comparing said received user identification data with previously stored
identification data;

retrieving said status information corresponding to said authentication
information;

and transmitting an authorisation message dependent on the result of
said comparison from the second server to the first server and on said status

information.
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12. A method as claimed in any preceding claim, wherein said
transmissions between the first server and the second server are performed
over said public network.

13. A method as claimed in any preceding claim, wherein said public

network is an internet.

14. A method as performed by the first server in a method as claimed in

any preceding claim.

15. A method as performed by the second server in a method as claimed in

any one of claims 1 to 13.

16. Apparatus arranged to perform the method as claimed in claim 14.
17. Apparatus arranged to perform the method as claimed in claim 13.
18. A method substantially as herein described with reference to the

accompanying drawings.
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tion process with a server based on data stored in an
authentication data hold unit (1400). The memory card
(110) extracts a first session key (Ks1) from a server by
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applied on a data bus (BS3). The memory card (110)
generates a second session key (Ks2) through a ses-
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server, as the keys to encrypt content data in receiving
decryption of content data, the second session key
(Ks2) and a key (KPm(1)) unique to the memory card
(110) in an encrypted state with the first session key
(Ks1). The transaction ID and the second session key
(Ks2) stored in the log memory (1460) are used in the
redistribution process.
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Description

Memory Card and Data Distribution System Using Such
Memory Card

Technical Field

[0001] The present invention relates to a memory
card that allows protection on copyrights with respect to
copied information in an information distribution system
to distribute information to terminals such as cellular
phones, and a distribution system using such a memory
card.

Background Art

[0002] By virtue of the progress in information com-
munication networks and the like such as the Internetin
these few years, each user can now easily access net-
work information through individual-oriented terminals
employing a cellular phone or the like.

[0003] In such information communication, informa-
tion is transmitted through digital signals. Itis now pos-
sible to obtain copied music and video information trans-
mitted via the aforementioned information communica-
tion network without degradation in the audio quality and
picture quality of the copy data, even in the case where
the copy operation is performed by an individual user.
[0004] Thus, there is a possibility of the copyright of
the copyright owner being significantly infringed unless
some appropriate measures to protect copyrights are
taken when any content data subject to copyright pro-
tection such as music and image information is to be
transmitted on the information communication network.
[0005] However, if copyright protection is given top
priority so that distribution of content data through the
disseminating digital information communication net-
work is suppressed, the copyright owner who can es-
sentially collect a predetermined copyright royalty for
copies of a copyrighted work will also incur some dis-
benefit.

[0006] In the case where content data such as music
data is distributed through a digital information commu-
nication network as described above, each user will
record the distributed data onto some recording appa-
ratus, and then reproduce the data using a reproduction
apparatus.

[0007] Such recording apparatuses include, for ex-
ample, a medium that can have data written and erased
electrically such as a memory card.

[0008] As the apparatus to reproduce distributed mu-
sic data, the cellular phone per se used to receive such
data distribution can be employed, or when the record-
ing apparatus such as a memory card is detachable
from the apparatus that receives distribution, a dedicat-
ed reproduction apparatus can be used.

[0009] In the case where distribution of content data
such as music data is to be received through a digital
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information communication network, particularly
through a radio communication network, the communi-
cation may be cut off before the music data is completely
distributed depending upon the state of the communi-
cation line. In the case where encrypted content data
which is an encrypted version of content data is decrypt-
ed and reproduction information required for reproduc-
tionis to be distributed, any disruption in communication
during distribution of the encrypted content data can be
mended by establishing connection again and continu-
ing data reception. Since the accounting process to-
wards the user is carried out simultaneously in distrib-
uting reproduction information, the user will request re-
transmission of the reproduction information after con-
nection is established again with respect to such dis-
rupted communication. However, reproduction informa-
tion should not be retransmitted incautiously in re-
sponse to a request from the standpoint of protecting
the rights of copyright owners. However, if retransmis-
sion is not conducted, the user will not be able to obtain
the reproduction information even though the account-
ing process has been effected.

Disclosure of the Invention

[0010] An object of the present invention is to provide
a data distribution system that can complete distribution
of reproduction information even in the case where com-
munication is disrupted before complete distribution of
reproduction information by resuming communication
upon protecting the rights of copyright owners, and a
memory card used in such a data distribution system.
[0011] A memory card of the present invention to
achieve the above object receives and records repro-
duction information associated with reproduction of en-
crypted content data, including a content key to decrypt
the encrypted content data into plaintext, through a com-
munication path. The memory card includes a data com-
munication unit, a first storage unit, an information ex-
traction unit, a second storage unit and a control unit.
[0012] The data communication unit establishes a
communication path with the transmission source of the
reproduction information to receive the reproduction in-
formation transmitted in an encrypted state. The first
storage unit stores data associated with the reproduc-
tion information applied from the data communication
unit. The information extraction unit carries out the proc-
ess of storing the data associated with the reproduction
information from the data communication unit into the
first storage unit, and extracting reproduction informa-
tion based on data stored in the first storage unit. The
second storage unit records a reception log indicating
the processing status of the reproduction information
transmission process. The control unit controls the op-
eration of the memory card. The control unit controls
transmission of the reception log to the transmission
source in response to a request.

[0013] Preferably, the data communication unit in-
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cludes a first key hold unit, a first decryption processing
unit, a second key hold unit, a key generation unit, a first
encryption processing unit, and a second decryption
processing unit. The first key hold unit stores a first se-
cret encryption key to decrypt data that is encrypted us-
ing a predetermined first public encryption key corre-
sponding to a memory card. The first decryption
processing unit receives and decrypts a first symmetric
key that is updated and transmitted for each communi-
cation of the reproduction information, and encrypted
using the first public encryption key. The second key
hold unit stores a second public encryption key differing
for each memory card. The key generation unit gener-
ates a second symmetric key updated for each commu-
nication of the reproduction information. The first en-
cryption processing unit encrypts the second public en-
cryption key and second symmetric key based on the
first symmetric key for output. The second decryption
processing unit receives reproduction information en-
crypted with the second public encryption key and fur-
ther encrypted with a second symmetric key, and de-
crypts the reproduction information based on the sec-
ond symmetric key. The first storage unit stores data
based on the output of the second decryption process-
ing unit. The information extraction unit includes a third
key hold unit and a third decryption processing unit. The
third key hold unit stores a second private decryption
key to decrypt data encrypted by the second public en-
cryption key. The third decryption processing unit car-
ries out a decryption process for the second private de-
cryption key in the procedure from the process of storing
data associated with reproduction information into the
first storage unit to the process of extracting reproduc-
tion information.

[0014] According to another aspect of the present in-
vention, a data distribution system includes a content
data supply apparatus and a plurality of terminals.
[0015] The content data supply apparatus supplies
encrypted content data, and reproduction information
including a content key which is a decryption key asso-
ciated with reproduction of encrypted content data and
used to decrypt the encrypted content data into plain-
text. The content data supply apparatus includes a dis-
tribution information hold unit, a first interface unit, a first
session key generation unit, a session key encryption
unit, a session key decryption unit, a first license data
encryption processing unit, a second license data en-
cryption processing unit, and a distribution log informa-
tion hold unit. The distribution information hold unit
stores content data and reproduction information. The
firstinterface unit transmits/receives data to/from an ex-
ternal source. The first session key generation unit gen-
erates a first symmetric key updated for each distribu-
tion of reproduction information to a terminal. The ses-
sion key encryption unit encrypts and provides to the
first interface unit a first symmetric key using a first pub-
lic encryption key predefined corresponding to a user's
terminal. The session key decryption unit decrypts the
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second public encryption key and second symmetric
key transmitted in an encrypted state by a first symmet-
ric key. The first license data encryption processing unit
encrypts reproduction information to reproduce encrypt-
ed content data using a second public encryption key
encrypted by a session key decryption unit. The second
license data encryption processing unit encrypts the
output of the firstlicense data encryption processing unit
using a second symmetric key, and applies the encrypt-
ed output to the first interface unit for distribution. The
distribution log information hold unit records a distribu-
tion log indicating the processing status of the current
distribution process. The plurality of terminals receive
distribution through a communication path from the con-
tent data supply apparatus, and correspond to a plurality
of users, respectively. Each terminal includes a second
interface unit, a reception control unit, and a data stor-
age unit. The second interface unit transmits/receives
data to/from an external source. The reception control
unit controls the data transfer with an external source.
The data storage unit receives and stores encrypted
content data and reproduction information. The data
storage unit includes a first key hold unit, a first decryp-
tion processing unit, a second key hold unit, a key gen-
eration unit, a first encryption processing unit, a second
decryption processing unit, a first storage unit, a third
key hold unit, a third decryption processing unit, and a
second storage unit. The first key hold unit stores a first
secret encryption key to decrypt data that is encrypted
with a predetermined first public encryption key corre-
sponding to the data storage unit. The first decryption
processing unit receives a first symmetric key thatis up-
dated and distributed for each communication of the re-
production information, and encrypted using the first
public encryption key, and applies a decryption process.
The second key hold unit stores a second public encryp-
tion key differing for each data storage unit. The key
generation unit generates a second symmetric key up-
dated for each communication of the reproduction infor-
mation. The first encryption processing unit encrypts
and outputs the second public encryption key and sec-
ond symmetric key based on the first symmetric key.
The second decryption processing unit receives repro-
duction information encrypted with the second public
encryption key and further encrypted with the second
symmetric key, and decrypts the reproduction informa-
tion based on the second symmetric key. The first stor-
age unit stores data based on the output of the second
decryption processing unit. The third key hold unit stores
a second private decryption key to decrypt data encrypt-
ed with the second public encryption key. The third de-
cryption processing unit applies a decryption process for
the second private decryption key in the procedure of
the process of storing data associated with reproduction
information to the first storage unit to the process of ex-
tracting reproduction information. The second storage
unit records a reception log indicating the processing
status in the distribution process of encrypted content
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data and reproduction information. The reception con-
trol unit controls the redistribution process based on the
reception log when the communication path is cut off
during a distribution process.

[0016] Boththe server and memory card store the dis-
tribution history and distribution status in a distribution
system using the data reproduction apparatus and a
memory card employed in the distribution system of the
present invention. Therefore, information can be re-
transmitted by resuming communication even in the
case where communication is disrupted during distribu-
tion. The reliability of the distribution process can be im-
proved.

Brief Description of the Drawings
[0017]

Fig. 1is a diagram to schematically describe an en-
tire structure of a data distribution system of the
present invention.

Fig. 2 is a diagram to describe the characteristics
of data and information used in communication in
the data distribution system of Fig. 1.

Fig. 3 is a schematic block diagram showing a struc-
ture of a license server 10.

Fig. 4 is a schematic block diagram showing a struc-
ture of a cellular phone 100.

Fig. 5 is a schematic block diagram showing a struc-
ture of a memory card 110.

Fig. 6 is a first flow chart to describe a distribution
operation in the data distribution system of a first
embodiment.

Fig. 7 is a second flow chart to describe a distribu-
tion operation in the data distribution system of the
first embodiment.

Fig. 8 is a third flow chart to describe a distribution
operation in the data distribution system of the first
embodiment.

Fig. 9 is a flow chart to describe a reconnection
process.

Fig. 10 is a first flow chart to describe a second re-
connection operation of the data distribution system
according to the first embodiment.

Fig. 11 is a second flow chart to describe a second
reconnection operation of the data distribution sys-
tem according to the first embodiment.

Fig. 12 is a third flow chart to describe a second
reconnection operation of the data distribution sys-
tem according to the first embodiment.

Fig. 13 is a flow chart to describe a third reconnec-
tion operation of the data distribution system ac-
cording to the first embodiment.

Fig. 14 is a flow chart to describe a reconnection
process.

Fig. 15 is a first flow chart to describe a distribution
operation in the event of purchasing content in the
data distribution system according to a second em-
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bodiment.

Fig. 16 is a second flow chart to describe a distribu-
tion operation in the event of purchasing content in
the data distribution system according to the sec-
ond embodiment.

Fig. 17 is a third flow chart to describe a distribution
operation in the event of purchasing content in the
data distribution system according to the second
embodiment.

Fig. 18 is a first flow chart to describe a second re-
connection operation of the data distribution system
of the second embodiment.

Fig. 19 is a second flow chart to describe a second
reconnection operation of the data distribution sys-
tem of the second embodiment.

Fig. 20 is a third flow chart to describe a second
reconnection operation of the data distribution sys-
tem of the second embodiment.

Fig. 21 is a first flow chart to describe a second re-
connection operation of the data distribution system
according to a third embodiment of the present in-
vention.

Fig. 22 is a second flow chart to describe a second
reconnection operation of the data distribution sys-
tem according to the third embodiment of the
present invention.

Fig. 23 is a third flow chart to describe a second
reconnection operation of the data distribution sys-
tem according to the third embodiment of the
present invention.

Fig. 24 is a fourth flow chart to describe a second
reconnection operation of the data distribution sys-
tem according to the third embodiment of the
present invention.

Best Modes for Carrying Out the Invention

[0018] Embodiments of the present invention will be
described hereinafter with reference to the drawings.

[First Embodiment]

[0019] Fig. 1 is a diagram to describe schematically
an entire structure of the data distribution system of the
present invention.

[0020] In the following, a data distribution system dis-
tributing music data to each user via a cellular phone
network will be described as an example. However, as
will become apparent from the following description, the
present invention is not limited to such a case. The
presentinvention is applicable to distribute content data
corresponding to other copyrighted works such as book
telling data, image data, video data, educational data,
and the like, and further applicable to the case of dis-
tributing through other digital information communica-
tion networks.

[0021] Referring to Fig. 1, a license server 10 admin-
istrating copyrighted music data encrypts music data

499



7 EP 1237 324 A1 8

(also called "content data" hereinafter) according to a
predetermined encryption scheme, and provides such
encrypted content data to a cellular phone company
which is a distribution carrier 20 to distribute information.
An authentication server 12 challenges the authenticity
of the user's apparatus establishing access for distribu-
tion of content data.

[0022] Cellular phone company 20 relays a distribu-
tion request from each usertolicense server 10 through
its own cellular phone network. In response to a distri-
bution request, license server 10 verifies the authenticity
of the user's apparatus through authentication server
12, and distributes content data to respective user's cel-
lular phone via the cellular phone network of cellular
phone company 20 after the requested music data has
been further encrypted.

[0023] Fig. 1 corresponds to a structure in which a de-
tachable memory card 110 is loaded in a cellular phone
100 of a user 1. Memory card 110 receives the encrypt-
ed content data through cellular phone 100 and applies
decryption on the above encryption, and then provides
the decrypted data to the music reproduction unit (not
shown) in cellular phone 100.

[0024] User 1, for example, can "reproduce” the mu-
sic data to listen to the music via a headphone 130 or
the like connected to cellular phone 100.

[0025] License server 10, authentication server 12,
and distribution carrier (cellular phone company) 20 will
generically be referred to as a distribution server 30
hereinafter.

[0026] The process of transmitting content data to
each cellular phone or the like from distribution server
30 is called "distribution”.

[0027] By such a structure, any user that has not pur-
chased a memory card 110 cannot receive and repro-
duce distribution data from distribution server 30.
[0028] By taking count of the number of times content
data of, for example, one song, is distributed in distribu-
tion carrier 20, the copyright royalty fee induced every
time a user receives (downloads) content data can be
collected by distribution carrier 20 in the form of tele-
phone bills of respective cellular phones. Thus, the roy-
alty fee of the copyright owner can be ensured.

[0029] Furthermore, since such content data distribu-
tion is conducted through a cellular phone network,
which is a closed system, there is the advantage that
measures to protect copyrights can be taken more eas-
ily than compared to an open system such as the Inter-
net.

[0030] Here, a user 2 possessing a memory card 112,
for example, can directly receive distribution of content
data from distribution server 30 through his/her own cel-
lular phone 102. However, direct reception of content
data or the like from music server 30 is relatively time
consuming for user 2 since the content data includes a
large amount of information. In such a case, it will be
convenient for the user if content data can be copied
from user 1 that has already received distribution of that
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content data.

[0031] However, from the standpoint of protecting the
rights of copyright owners, unscrupulous copying of
content data is not allowed on the basis of system con-
figuration.

[0032] As shown in Fig. 1, the act of letting a user 2
copy the content data received by user 1, and transfer-
ring together the reproduction information to render the
relevant content data reproducible to user 2 is called
"transfer" of music data. In this case, the encrypted con-
tent and reproduction information required for reproduc-
tion are transferred between memory cards 110 and 112
through cellular phones 100 and 102. As will be de-
scribed afterwards, "reproduction information” includes
a license key that allows decryption of content data en-
crypted according to a predetermined encryption
scheme, and license information such as information of
restriction as to access reproduction and a license ID
corresponding to information related to copyright pro-
tection.

[0033] Incontrast, the act of copying only contentdata
without transferring reproduction information is called
"replicate”. Since reproduction information is not trans-
ferred in replication, the user receiving this replication
can render the data reproducible by requesting distribu-
tion of only the reproduction information. Accordingly,
distribution of a significant amount of data can be elim-
inated in the distribution of content data.

[0034] By such a structure, the content data distribut-
ed by the distribution server can be used flexibly at the
reception side.

[0035] Inthe case where cellular phones 100 and 102
are PHSs (Personal Handy Phones), information can be
transferred between user 1 and user 2 taking advantage
of conversation in the so-called available transceiver
mode.

[0036] In the structure shown in Fig. 1, the system to
render the content data distributed in an encrypted man-
nerreproducible at the user side requires: 1) the scheme
to distribute an encryption key in communication, 2) the
scheme per se to encrypt distribution data, and 3) a con-
figuration realizing data protection to prevent unauthor-
ized copying of the distributed data.

[0037] In the embodiment of the present invention, a
distribution system that records and stores the status
and history of distribution at both the information trans-
mission side and reception side, and that allows retrans-
mission of information by resuming communication
even when communication is disrupted during distribu-
tion to improve reliability of the distribution process will
be described.

[System Key and Data Configuration]

[0038] Fig. 2 is a diagram to describe the character-
istics of the keys associated with encryption used in
communication and data to be distributed in the data dis-
tribution system of Fig. 1.
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[0039] The data "Data" distributed by distribution
server 30 is content data such as music data. The con-
tent data is distributed to a user from distribution server
30 in the form of encrypted content data {Data}Kc sub-
ject to encryption that can be decrypted using at least a
license key Kc.

[0040] Inthe following, the expression of {Y}X implies
information having data Y converted into encryption that
can be decrypted using a key X.

[0041] From the distribution server are distributed ad-
ditional information Data-inf in plaintext such as the in-
formation related to content data orrelated to server ac-
cess and the like, together with the content data. Spe-
cifically, additional information Data-inf includes infor-
mation to identify the content data such as the song title
or the name of the artist and to identify distribution server
30.

[0042] Keys related to the encryption, decryption and
reproduction process of content data as well as to au-
thentication of a cellular phone which is the content re-
production circuit and a memory card which is a record-
ing apparatus are set forth below.

[0043] As mentioned before, there are provided a li-
cense key Kc used to decrypt encrypted content data,
a public encryption key KPp(n) unique to the content re-
production circuit (cellular phone 100), and a public en-
cryption key KPmc(m) unique to a memory card.
[0044] Data encrypted using public encryption keys
KPp(n) and KPmc(m) can be decrypted respectively us-
ing a secret encryption key Kp(n) unique to the content
reproduction circuit (cellular phone 100) and a private
decryption key Kmc(m) unique to the memory card.
These unique private decryption keys having different
contents for each type of cellular phone and each type
of memory card. Here the type of cellular phone and
memory card is defined based on the manufacturer
thereof, the fabrication time (fabrication lot) and the like.
The unit assigned to the public secret key and private
decryption key is referred to as "class." Natural numbers
m,n represent the numbers to discriminate the class of
each memory card and content reproduction circuit (cel-
lular phone).

[0045] Keys operated common to the entire distribu-
tion system include a secret common key Kcom used in
obtaining license key Kc and restriction information for
the reproduction circuit that will be described after-
wards, and an authentication key KPma. Secret com-
mon key Kcom is stored at both the distribution sever
and the cellular phone.

[0046] Public encryption keys KPmc(m) and KPp(n)
specified for each memory card and content reproduc-
tion circuit can have their authenticity verified by de-
crypting with authentication key KPma. More specifical-
ly, they are recorded in respective memory cards and
cellular phones at the time of shipment in the form of
authentication data {KPmc(m)}KPma and {KPp(n)}KP-
ma subject to the authentication process.

[0047] Secret common key Kcom is not restricted to
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be in the symmetric key cryptosystem. It can be re-
placed with the private decryption key or public encryp-
tion key KPcom in the public key cryptosystem. In this
case, private key Kcom and public key KPcom are held
in cellular phone 100 and distribution server 30, respec-
tively, as secret common key.

[0048] Information to control the operation of the ap-
paratus constituting the system, i.e. cellular phone 100
which is a content reproduction circuit and memory card
110, includes purchase condition information AC trans-
mitted from cellular phone 100 to distribution server 30
when a user purchases a license key or the like for the
purpose of specifying the purchase condition, access
restriction information AC1 distributed from distribution
server 30 towards memory card 110 according to pur-
chase condition information AC, indicating the number
of times of accessing license key Kc for reproduction
(reproduction permitted times), the number of replicates
and transfer of license key Kc, and restriction as to copy
and transfer, and reproduction circuit restriction informa-
tion AC2 distributed from distribution server 30 to mem-
ory card 110, indicating restriction as to the reproduction
condition of the content reproduction circuit, loaded in
cellular phone 100. The reproduction condition of the re-
production circuit implies the condition, for example, of
allowing reproduction of only the beginning of each con-
tent data for a predetermined time such as in the case
where a sample is distributed at low price or freely to
promote a new song, the reproduction period and the
like.

[0049] The keys to administer data processing in
memory card 100 includes a public encryption key KPm
(i) (i: natural number) specified for each memory card,
and a private decryption key Km(i) unique to each mem-
ory card that can decrypt data encrypted with public en-
cryption key KPm(i). Here, natural number i represents
a number to discriminate each memory card.

[0050] In the data distribution system of Fig. 1, keys
used in data communication are set forth below.
[0051] The key to ensure security during data transfer
with an external source to the memory card or between
memory cards includes symmetric keys Ks1-Ks4 gen-
erated at server 30, cellular phone 100 or 102, and
memory card 110 or 112 every time content data distri-
bution, reproduction or transfer is carried out.

[0052] Here, symmetric keys Ks1-Ks4 are unique
symmetric keys generated for each "session" which is
the access unit or communication unitamong the server,
content reproduction circuit or memory card,. In the fol-
lowing, these symmetric keys Ks1-Ks4 are also called
"session keys".

[0053] These session keys Ks1-Ks4 have a unique
value for each communication session, and is under
control of the distribution server, content reproduction
circuit and memory card.

[0054] More specifically, a session key Ks1 is gener-
ated for each distribution session by distribution server
30. A session key Ks2 is generated for each distribution
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session and transfer (reception side) session of a mem-
ory card. Session key Ks3 is generated for each repro-
duction session and transfer (transmission side) ses-
sion in a memory card. A session key Ks4 is generated
for each reproduction session of the cellular phone. The
level of security can be improved in each session by
transferring the session keys and receiving a session
key generated by another apparatus to perform encryp-
tion using the session keys and transmitting the license
decryption key.

[0055] Data transferred with a distribution server in-
cludes a content ID for the system to identify each con-
tent data, and a transaction ID which is a code generat-
ed for each distribution session to identify each distribu-
tion session. It is to be noted that the license ID and
transaction ID can be shared.

[0056] The license ID, content ID and access restric-
tion information AC1 are generically referred to as li-
cense information. This license information, license key
Kc and reproduction circuit restriction information AC2
are generically referred to as reproduction information.

[Configuration of License Server 10]

[0057] Fig. 4 is a schematic block diagram showing a
structure of license server 10 of Fig. 1.

[0058] License server 10 includes an information da-
tabase 304 to store content data encrypted according
to a predetermined scheme as well as distribution infor-
mation such as a license ID, an account database 302
to store accounting data according to the start of access
to content data for each user, a log administration data-
base 306 to store log information of the license server,
a data processing unit 310 receiving data through a data
bus BS1 from information database 304, accounting da-
tabase 302 and log administration database 306 to ap-
ply a predetermined process, and a communication de-
vice 350 to transfer data between distribution carrier 20
and data processing unit 310 via the communication
network.

[0059] “License distribution log" indicating the distri-
bution history of the license information stored in log ad-
ministration database 306 includes the transaction ID,
content ID, public encryption key KPmc(n), KPp(n), ac-
cess restriction information AC1, reproduction circuit re-
striction information AC2, public encryption key KPm(i),
session key Ks2, and an accounting status flag. The ac-
counting status flag indicates whether the accounting
process for the currently-distributed content data has al-
ready ended or not.

[0060] Data processing unit 310 includes a distribu-
tion control unit 315 to control the operation of data
processing unit 310 according to the data on data bus
BS1, a session key generation unit 316 to generate a
session key Ks1 in a distribution session, under control
of distribution control unit 315, a decryption processing
unit 312 receiving through communication device 350
and data bus BS1 authentication data {KPmc(n)}KPma
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and {KPp(n)}KPma sent from a memory card and a cel-
lular phone to apply a decryption process on authenti-
cation key KPma, an encryption processing unit 318 en-
crypting session key Ks1 generated by sessionkey gen-
eration unit 316 using public encryption key KPmc(m)
obtained by decryption processing unit 312 to provide
the encrypted key onto data bus BS1, and a decryption
processing unit 320 receiving through data bus BS1 the
data encrypted with session key Ks1 and transmitted by
each user.

[0061] Data processing unit 310 further includes a
Kcom hold unit 322 storing secret common key Kcom,
an encryption processing unit 324 encrypting license
key Kc and reproduction circuit restriction information
AC2 applied from distribution control unit 315 using se-
cret common key Kcom, an encryption processing unit
326 to encrypt the data output from encryption process-
ing unit 324 using a public encryption key KPm(i) unique
to the memory card obtained from decryption process-
ing unit 320, and an encryption processing unit 328 fur-
ther encrypting the output of encryption processing unit
326 using a session key Ks2 applied from decryption
processing unit 320 to provide the encrypted key onto
data bus BS1.

[0062] In the case where secret common key Kcom
is the key of an asymmetric public key cryptosystem,
Kcom hold unit 322 stores public key Kpcom, which is
the encryption key in the public key cryptosystem, in-
stead of secret common key Kcom in the symmetric key
cryptosystem.

[Configuration of Cellular Phone 100]

[0063] Fig. 4is a schematic block diagram to describe
a structure of a cellular phone 100 of Fig. 1.

[0064] In cellular phone 100, the natural number n
representing the class is setton = 1.

[0065] Cellular phone 100 includes an antenna 1102
toreceive a signal transmitted through radio by a cellular
phone network, a transmitter/receiver unit 1104 convert-
ing the signal received from antenna 1102 into a base
band signal, or modulating and providing to antenna
1102 the data from a cellular phone, a data bus BS2 to
transfer data between respective components of cellular
phone 100, and a controller 1106 to control the operation
of cellular phone 100 via data bus BS2.

[0066] Cellular phone 100 further includes a key
board 1108 to apply designation to cellular phone 100
from an external source, a display 1110 to apply the in-
formation output from controller 1106 or the like to the
user as visual information, an audio reproduction unit
1112 reproducing audio based on reception data provid-
ed via data bus BS2 in a general conversation operation,
a connector 1120 to transfer data with an external
source, and an external interface unit 1122 providing the
data from connector 1120 to data bus BS2 for conver-
sion, or to convert the data from data bus BS2 into a
signal that can be applied to connector 1120.
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[0067] Cellular phone further includes a detachable
memory card 110 storing content data (music data) for
a decryption process, a memory interface 1200 to con-
trol data transfer between memory card 110 and data
bus BS2, and an authentication data hold unit 1500 stor-
ing a public encryption key KPp(1) set for each cellular
phone class in an encrypted state that can be authenti-
cated by decryption using authentication key KPma.
[0068] Cellular phone 100 further includes a Kp hold
unit 1502 storing private decryption key Kp(n) (n=1)
which is a encryption key unique to the cellular phone
(content reproduction circuit) class, a decryption
processing unit 1504 decrypting the data received from
data bus BS2 using private decryption key Kp(1), and
obtaining session key Ks3 generated by the memory
card, a session key generation unit 1508 generating us-
ing a random number a session key Ks4 used to encrypt
data transferred on data bus BS2 with memory card 110
in a session of reproducing content data stored in mem-
ory card 110, an encryption processing unit 1506 en-
crypting generated session key Ks4 using a session key
Ks3 obtained by decryption processing unit 1504, and
a decryption processing unit 1510 decrypting the data
on data bus BS2 using session key Ks4 to output data
{Kc//AC2}Kcom.

[0069] Cellular phone 100 further includes a Kcom
hold unit 1512 storing a secret common key Kcom, a
decryption processing unit 1514 decrypting data {Kc//
AC2}Kcom output from decryption processing unit 1510
using secret common key Kcom to output license key
Kc and reproduction circuit restriction information AC2,
a decryption processing unit 1516 receiving encrypted
content data {Data}Kc from data bus BS2 to decrypt the
data using license key Kc obtained by decryption
processing unit 1510 to output content data Data, a mu-
sic reproduction unit 1518 to receive content data Data
which is the output of decryption processing unit 1516
to reproduce content data, a switch unit 1525 receiving
the outputs of music reproduction unit 1518 and audio
reproduction unit 1112 to selectively provide an output
according to the operation mode, and a connection ter-
minal 1530 receiving the output of mixer unit 1525 for
connection to headphone 130.

[0070] Here, reproduction circuit restriction informa-
tion AC2 output from decryption processing unit 1514 is
applied to controller 1106 via data bus BS2.

[0071] In Fig. 4, only the blocks associated with dis-
tribution and reproduction of music data among the
blocks forming the cellular phone are illustrated for the
sake of simplification. Blocks related to the general con-
versation function inherent to a cellular phone are left
out.

[Configuration of Memory Card 110]
[0072] Fig. 5is a schematic block diagram to describe

a structure of memory card 110 of Fig. 1.
[0073] As described before, public encryption key
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KPm(i) and a corresponding private decryption key Km
(i) take unique values for each memory card. In memory
card 110, it is assumed that the natural number is set to
i=1. Also, KPmc(m) and Kmc(m) are set as the public
encryption key and secret encryption key unique to the
class of the memory card. In memory card 110, it is as-
sumed that the natural number m is represented as m
=1.

[0074] Memory card 110 includes an authentication
data hold unit 1400 to store authentication data {KPmc
(1)}KPma, a Kmc hold unit 1402 storing a unique de-
cryption key Kmc(1) set for each memory card class, a
KPm(1) hold unit 1416 to store a unique public encryp-
tion key KPm(1) set for each memory card, and a Km
(1) hold unit 1421 storing an asymmetric private decryp-
tion key Km(1) that can be decrypted using public en-
cryption key KPm(1). Here, authentication data hold unit
1400 encrypts and stores public encryption key KPmc
(1) set for each memory card class using authentication
key KPma in an authenticatable state. Authentication
data hold unit 1400 encrypts and stores public encryp-
tion key KPmc(1) set for each memory card class in a
state that can have the authenticity verified by decryp-
tion using authentication key KPma.

[0075] Memory card 110 further includes a data bus
BS3 to transfer a signal with memory interface 1200 via
a terminal 1202, a decryption processing unit 1404 re-
ceiving the data applied from memory interface 1200 on-
to data bus BS3, and receiving a private decryption key
Kmc(1) unique to each memory card class from Kmc(1)
hold unit 1402, and providing session key Ks3 generat-
ed by the distribution server in a distribution session to
contact Pa, a decryption processing unit 1408 receiving
authentication key KPma from KPma hold unit 1443 to
execute a decryption process using authentication key
KPma from the data applied on data bus BS3 and pro-
viding the decrypted result to encryption processing unit
1410, and an encryption processing unit 1406 encrypt-
ing data selectively applied from switch 1444 using a
key selectively applied by switch 1442, and providing
the encrypted data onto data bus BS3.

[0076] Memory card 110 further includes a session
key generation unit 1418 generating a session key at
each distribution, reproduction and transfer session, an
encryption processing unit 1410 encrypting the session
key output from session key generation unit 1418 using
public encryption key KPp(n) obtained by encryption
processing unit 1408 to output the encrypted key onto
data bus BS3, and a decryption processing unit 1412
receiving encrypted data on data bus BS3 to apply a
decryption process using session key Ks3 obtained by
session key generation unit 1418, and providing the de-
crypted result to data bus BS4.

[0077] Memory card 110 further includes an encryp-
tion processing unit 1424 encrypting the data on data
bus BS4 using a public encryption key KPm(i) (iis 1 or
number j of another memory card) unique to the memory
card, a decryption processing unit 1422 to decrypt the
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data on data bus BS4 using a secret encryption key Km
(1) unique to memory card 110 that is the companion to
public encryption key KPm(1), and a memory 1415 re-
ceiving and storing from data bus BS4 a portion of the
reproduction information encrypted with public encryp-
tion key KPm(1) (content decryption key Kc, content ID,
license ID access control information AC1, reproduction
circuit control information AC2), as well as receiving and
storing encrypted content data {Data}Kc.

[0078] Memory card 110 further includes a license in-
formation hold unit 1440 storing license information ob-
tained by decryption processing unit 1422 ( transaction
ID, content ID and access restriction information AC1),
a log memory 1460 to store the log of the transmission/
reception of the reproduction information in the memory
card, and a controller 1420 transferring data with an ex-
ternal source via data bus BS3 to receive reproduction
information and the like with data bus BS4 to control the
operation of memory card 110.

[0079] "Reception log" indicating the reception status
of the reproduction information stored in log memory
1460 includes the transaction ID, session key Ks2, and
the like. In the first embodiment, the reception log infor-
mation corresponds to data generated in the event of
license reception, and is erased when reception and
storage of the reproduction information to memory card
110 are completed.

[0080] Itis assumed that the region TRM enclosed by
the solid line in Fig. 5 is incorporated in a module TRM
to disable readout of data and the like in the circuit lo-
cated in that region by a third party by erasing the inter-
nal data or destroying the internal circuitry when an im-
proper open process is conducted from an external
source. Such a module is generally a tamper resistant
module.

[0081] A structure may be implemented in which
memory 1415is alsoincorporated in module TRM. How-
ever, since the data stored in memory 1415 is complete-
ly encrypted according to the structure shown in Fig. 6,
a third party will not be able to reproduce the music with
just the datain memory 1415. Furthermore, itis not nec-
essary to provide memory 1415 in the expensive tamper
resistance module. Thus, there is the advantage that the
fabrication cost is reduced.

[Distribution Operation]

[0082] The operation in each session of the data dis-
tribution system according to an embodiment of the
present invention will be described in detail hereinafter
with reference to the flow charts.

[0083] Figs. 6, 7 and 8 are the first, second and third
flow charts, respectively, to describe a distribution oper-
ation in the event of purchasing content according to the
data distribution system of the first embodiment (also
called "distribution session" hereinafter).

[0084] Figs. 6-8 correspond to the operation of user
1 receiving content data distribution from distribution
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server 30 via cellular phone 100 using memory card 110.
[0085] First, a distribution request is issued from cel-
lular phone 100 of user 1 through the operation of the
key buttons on touch key unit 1108 by user 1 (step
$100).

[0086] At memory card 110, authentication data {KP-
mc(1)}KPma is output from authentication data hold unit
1400 in response to the distribution request (step S102).
[0087] Cellular phone 100 transmits to distribution
server 30 authentication data {KPp(1)}KPma for authen-
tication of cellular phone 100 per se, the content ID and
license purchase condition AC in addition to authentica-
tion data {KPmc(1)}KPma accepted from memory card
110 for authentication (step S104).

[0088] Distribution server 30 receives the content ID,
authentication data {KPmc(1)}KPma, {KPp(1)}KPma, li-
cense purchase condition data AC from cellular phone
100 (step S106). Decryption processing unit 312 exe-
cutes adecryption process using authentication key KP-
ma. Accordingly, distribution server 30 accepts public
encryption key KPmc(1) of memory card 110 and KPp
(1) which is the public encryption key of cellular phone
100 (step S108).

[0089] Distribution control unit 315 conducts authen-
tication by authentication server 12 based on the ac-
cepted secret encryption keys KPmc(1) and KPp(1)
(step S110). When these public encryption keys are val-
id, control proceeds to the next process (step S112).
When these public secret keys are invalid, the process
ends (step S170).

[0090] In verifying the authenticity of public encryption
key KPp(1) or KPmc(1) in the decryption process by au-
thentication key KPma, authentication server 12 per-
forms the authentication. Since public encryption key
KPp(1) or KPmc(1) is encrypted so that its authenticity
can be determined by decrypting using authentication
key KPma, a structure may be implemented in which
distribution control unit 315 of license server 10 per-
forms authentication from the decryption result using
authentication key KPma.

[0091] When verification is made that the distribution
is towards a proper memory card as a result of authen-
tication, distribution control unit 315 generates a trans-
action ID to identify the distribution session (step S112).
[0092] When verification is made that the distribution
is towards a proper memory card as a result of authen-
tication, distribution control unit 315 also records the
transaction ID, content ID, public encryption keys KPmc
(1) and KPp(1) in administration database 306 together
with the information indicating unsettled accounting (ac-
counting status flag) as the license distribution log (step
S113).

[0093] At distribution server 30, session key genera-
tion unit 316 generates a session key Ks1 for distribu-
tion. Session key Ks1 is encrypted by encryption
processing unit 318 using a public encryption key KPmc
(1) corresponding to memory card 110 obtained from
decryption processing unit 312.
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[0094] The transaction ID and encrypted session key
{Ks1}Kmc(1) are output via data bus BS1 and commu-
nication device 350 (step S116).

[0095] Upon reception of the transaction ID and en-
crypted session key {Ks1}Kmc(1) at cellular phone 100,
(step S118), the received data is applied onto data bus
BS3 via memory interface 1200 in memory card 110.
Decryption processing unit 1404 decrypts {Ks1}Kmc(1)
using a private decryption key Kmc(1) unique to memory
card 110 stored in hold unit 1402, whereby session key
Ks1 is decrypted and extracted. As a result, the trans-
action ID and session key Ks1 are accepted (step
$120).

[0096] The procedure up to step S120 is referred to
as the "transaction ID obtain step”.

[0097] ReferringtoFig. 7, upon confirmation of the ac-
ceptance of session key Ks1 generated at distribution
server 30, controller 1420 designates session key gen-
eration unit 1418 to generate a session key Ks2 gener-
ated in the distribution operation of the memory card.
Controller 1420 also records in log memory 1460 ses-
sion key Ks2 together with the received transaction ID
(step S121).

[0098] Encryption processing unit 1406 encrypts ses-
sion key Ks2 applied by sequential switching of the con-
tact of switches 1444 and 1446 as well as public encryp-
tion key KPmc(1) using session key Ks1 applied from
decryption processing unit 1406 via contact Pa of switch
1442, whereby {Ks2//KPm(1)}Ks1 is output onto data
bus BS3 (step S122).

[0099] Encrypted data {Ks2//KPm(1)}Ks1 output onto
data bus BS3 is transmitted from data bus BS3 to cel-
lular phone 100 via terminal 1202 and memory interface
1200, and then transmitted from cellular phone 100 to
distribution server 30 (step S124).

[0100] Distribution server 30 receives encrypted data
{Ks2//[KPm(1)}Ks1 to execute a decryption process us-
ing session key Ks1 by decryption processing unit 320.
Session key Ks2 generated at the memory card and
public encryption key KPm(1) unique to memory card
110 are accepted (step S126).

[0101] Distribution control unit 315 generates access
restriction information AC1 and reproduction circuit re-
striction information AC2 according to the content ID
and license purchase condition data AC obtained at step
S106 (step S130). Also, license key Kc to decrypt the
encrypted content data is obtained from information da-
tabase 304 (step S132).

[0102] Distribution control unit 315 applies the ob-
tained license key Kc and reproduction circuit restriction
information AC2 to encryption processing unit 324. En-
cryption processing unit 324 encrypts license key Kc
and reproduction circuit restriction information AC2 us-
ing secret common key Kcom obtained from Kcom hold
unit 322 (step S134).

[0103] Encrypted data {Kc//AC2}Kcom output from
encryption processing unit 324, and the transaction ID,
content ID and access restriction information AC1 out-
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put from distribution control unit 315 are encrypted by
encryption processing unit 326 using a public encryption
key KPm(1) unique to memory card 110 obtained by de-
cryption processing unit 320 (step S1386).

[0104] Encryption processing unit 328 receives the
output of encryption processing unit 326 and applies en-
cryption using session key Ks2 generated by memory
card 110 (step S137).

[0105] Distribution control unit 315 records access re-
striction information AC1, reproduction circuit restriction
information AC2, public encryption key KPm(1), session
key Ks2 in log data administration database 306 togeth-
er with the information of settled accounting (accounting
status flag) (step S138).

[0106] Encrypted data {{{Kc//AC2}Kcom//transaction
ID//content ID//AC1}Km(1)}Ks2 output from encryption
processing unit 328 is transmitted to cellular phone 100
via data bus BS1 and communication device 350 (step
$139).

[0107] By transferring respective session keys gener-
ated at the transmission server and memory card to
each other to execute encryption using respective re-
ceived encryption keys and transmitting the encrypted
data to the other party, authentication of each other can
be virtually conducted in the transmission/reception of
respective encrypted data. Thus, security of the data
distribution system can be improved. Furthermore, dis-
tribution server 30 will record and store the accounting
status and information associated with the distribution
history.

[0108] Cellular phone 100 receives the transmitted
encrypted data {{{Kc//AC2}Kcom//transaction ID//con-
tent ID//AC1}Km(1)}Ks2 (step S140). At memory card
110, the received data applied onto data bus BS3 via
memory interface 1200 is decrypted by decryption
processing unit 1412. Specifically, decryption process-
ing unit 1412 decrypts the reception data on data bus
BS3 using session key Ks2 applied from session key
generation unit 1418 and provides the decrypted data
onto data bus BS4 (step S144).

[0109] Referring to Fig. 8, data {{Kc//AC2}Kcom//li-
cense |D//content ID//AC1}Km(1) decryptable with pri-
vate decryption key Km(1) stored in Km(1) store unit
1421 is output onto data bus BS4 at the stage of step
S144. This data {{Kc//AC2}Kcom//transaction ID//con-
tent ID//AC1}Km(1) is first decrypted by a private de-
cryption key Km(1), whereby data {Kc//AC2}Kcom, the
transaction ID, content ID, and access control informa-
tion AC1 which are the reproduction information are ac-
cepted (step S146).

[0110] The transaction ID, content ID and access re-
striction information AC1 are recorded in license infor-
mation hold unit 1440. Data {Kc//AC2}Kcom is encrypt-
ed again with public encryption key KPm(1) and stored
in memory 1415 as data {{Kc//AC2}Kcom}Km(1) (step
$148).

[0111] The reception log in log memory 1460 is
erased (step S150).
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[0112] The process from step S121 to step S150 is
referred to as the "reproduction information obtain step”.
In this "reproduction information obtain step”, the ac-
counting subject process is carried out.

[0113] At the stage of proper completion of the proc-
ess up to step S150, a content data distribution request
is issued from cellular phone 100 to distribution server
30 (step S152).

[0114] Inresponse to reception of a content data dis-
tribution request, distribution server 30 obtains encrypt-
ed content data {Data}Kc and additional information Da-
ta-inf from information database 304 and outputs the
same via data bus BS1 and communication device 350
(step S154).

[0115] Cellular phone 100 receives {Data}Kc//Data-
inf, and accepts encrypted content data {Data}Kc and
additional information Data-inf (step S156). Encrypted
content data {Data}Kc and additional information Data-
inf are transmitted onto data bus BS3 of memory card
110 via memory interface 1200 and terminal 1202. At
memory card 110, the received encrypted content data
{Data}Kc and additional information Data-inf are directly
stored in memory 1415 (step S158).

[0116] The process from step S152 to step S158 is
referred to as the "content data obtain step". In this "con-
tent data obtain step", a process not subject to account-
ing is carried out.

[0117] A distribution acceptance notification is trans-
mitted from memory card 110 to distribution server 30
(step S160). Upon reception of the distribution accept-
ance at distribution server 30 (step S162), the distribu-
tion end process is executed accompanying storage of
the accounting data into account database 302 (step
S164). Thus, the distribution server process ends (step
S$170).

[Reconnection Operation]

[0118] The process whenreconnectionis to be estab-
lished to receive distribution again when the communi-
cation line is disrupted during the stage of the above-
described process of the distribution operation will be
described hereinafter. Fig. 9 is a flow chart to describe
a reconnection process.

[0119] User 1, for example, requests reconnection
through the key button or the like on keyboard 1108 of
cellular phone 100, whereby the reconnection process
is initiated (step S200).

[0120] Controller 1106 of cellular phone 100 deter-
mines the processing step where communication was
disrupted (step S202). If disruption has occurred in the
transaction ID obtain step, the basic distribution process
of Figs. 6-8 (first reconnection process) is effected since
it is not relevant to accounting (step S204). Then, the
reconnection process ends (step S2086).

[0121] When determination is made that the step
where communication has been disrupted is the license
obtain step (step S202), controller 1106 carries out a
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second reconnection process based on a reception log
that will be described afterwards (step S206). When
communication has been disrupted in the content data
obtain step (step $S202), a third reconnection process to
continue communication corresponding to communica-
tion disruption that will be described afterwards is effect-
ed (step S206). Then, the reconnection process ends
(step S210).

[Second Reconnection Process]

[0122] Figs. 10, 11 and 12 are the first, second and
third flow charts, respectively, to describe a second re-
connection process in the data distribution system of the
first embodiment. By comparing the license distribution
log of license server 10 and the reception log of memory
card 110, the reproduction information distribution sta-
tus when communication has been disrupted is con-
firmed to realize reliability for the user while protecting
the rights of copyright owners.

[0123] Referring to Fig. 10, user 1 operates the key
button of keyboard 1108 of cellular phone 100 to issue
a reconnection request. In response, the second recon-
nection process is initiated (step S300).

[0124] In response to this reconnection request, the
transaction ID stored in log memory 1460 is output at
memory card 110 (step S302).

[0125] Cellular phone 100 transmits the transaction
ID accepted from memory card 110 towards distribution
server 30 (step S304).

[0126] At distribution server 30, the transaction ID is
received (step S306). Distribution control unit 315 re-
trieves the license distribution log from log administra-
tion database 306 (step S308).

[0127] When an accounting process has been al-
ready performed for the terminal that has requested re-
connection (cellular phone 100 and memory card 110)
from the received transaction ID (step S308), distribu-
tion control unit 315 obtains public encryption key KPmc
(1) from the license distribution log (step S310).

[0128] Session key generation unit 316 generates a
session key Ks1 for distribution. Session key Ks1 is en-
crypted by encryption processing unit 318 using public
encryption key KPmc(1) (step S312).

[0129] The transaction ID and encrypted session key
{Ks1}Kmc(1) are output via data bus BS1 and commu-
nication device 350 (step S314).

[0130] In response to reception of the transaction ID
and encrypted session key {Ks1}Kmc(1) at cellular
phone 100 (step S316), decryption processing unit 1404
of memory card 110 decrypts the received data applied
onto data bus BS3 via memory interface 1200 using a
private decryption key Kmc(1) unique to memory card
110 stored in hold unit 1402, whereby session key Ks1
is decrypted and extracted (step S318).

[0131] The subsequent steps are similar to the proc-
ess after step S121 of Fig. 7, i.e., the process following
the license obtain step.
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[0132] When determination is made that the account-
ing process has not been completed as a result of look-
ing in the license distribution log from log administration
database 306 by distribution control unit 315 at step
8308, public encryption key KPmc(1) is obtained from
the license distribution log (step S330).

[0133] Then, session key generation unit 316 at dis-
tribution server 30 generates a session key Ks1 for dis-
tribution. Session key Ks1 is encrypted by encryption
processing unit 318 using public encryption key KPmc
(1) (step S332).

[0134] The transaction ID and encrypted session key
{Ks1}Kmc(1) are output via data bus BS1 and commu-
nication device 350 (step S334).

[0135] In response to reception of the transaction ID
and encrypted session key {Ks1}Kmc(1) at cellular
phone 100 (step S336), decryption processing unit 1404
decrypts the reception data applied onto data bus BS3
via memory interface 1200 using private decryption key
Kmc(1) unique to memory card 110 stored in hold unit
1402, whereby session key Ks1 is decrypted and ex-
tracted (step S338).

[0136] Encryption processing unit 1406 encrypts the
received log with session key Ks1 to generate {reception
log}Ks1 (step S340).

[0137] ReferringtoFig. 11, controller 1420 designates
session key generation unit 1418 to generate a session
key Ks2' generated in the distribution operation of the
memory card (step S342).

[0138] Encryption processing unit 1406 encrypts ses-
sion key Ks2' applied via the contacts of switches 1444
and 1446 using session key Ks1 applied from decryption
processing unit 1404 via contact Pa of switch 1442 to
generate {Ks2'}Ks1. The generated data {reception log}
Ks1 and {Ks2'}Ks1 are output from memory card 110
(step S344).

[0139] Encrypted data {reception log}Ks1 and {Ks2'}
Ks1 output onto data bus BS3 are transmitted from data
bus BS3 to cellular phone 100 via terminal 1202 and
memory interface 1200, and transmitted from cellular
phone 100 to distribution server 30 (step S346).
[0140] Distribution server 30 receives encrypted data
{reception log}Ks1 and {Ks2'}Ks1. Decryption process-
ing unit 320 executes a decryption process using ses-
sion key Ks1, whereby session key Ks2' generated by
the reception log and memory card is accepted (step
$348).

[0141] Then, distribution control unit 316 verifies the
authenticity of the received reception log (step S350).

[0142] When authenticity of the reception log is not
verified, the second reconnection process ends (step
S390).

[0143] In contrast, when the authenticity of the recep-

tion log is verified, distribution control unit 315 obtains
the content ID, access restriction information AC1, re-
production circuit restriction information AC2 and public
encryption key KPm(1) from the license distribution log
(step S8352). Then, license key Kc to decrypt the en-
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crypted content data is obtained from information data-
base 304 (step S354).

[0144] Distribution control unit 315 applies the ob-
tained license key Kc and reproduction circuit restriction
information AC2 to encryption processing unit 324. En-
cryption processing unit 324 encrypts license key Kc
and reproduction circuit restriction information AC2 us-
ing secret common key Kcom obtained from Kcom hold
unit 322 (step S356).

[0145] Encrypted data {Kc//AC2)Kcom output from
encryption processing unit 324 and the transaction ID,
content ID and access restriction information AC1 out-
put from distribution control unit 315 are encrypted by
encryption processing unit 326 using public encryption
key KPm(1) unique to memory card 110 obtained at step
S352 (step S358).

[0146] Encryption processing unit 328 receives the
output of encryption processing unit 326 to encrypt the
output using session key Ks2' generated at memory
card 110 (step S360).

[0147] Encrypted data {{{Kc//AC2}Kcom//transaction
ID//content ID//AC1}Km(1)}Ks2' output from encryption
processing unit 328 is transmitted to cellular phone 100
via data bus BS1 and communication device 350 (step
S362).

[0148] Cellular phone 100 receives the transmitted
encryption data {{{Kc//AC2}Kcom//transaction ID//con-
tent ID//AC1}IKm(1)}Ks2' (step S364).

[0149] Referring to Fig. 12, memory card 110 has the
reception data applied onto data bus BS3 via memory
interface 1200 decrypted by decryption processing unit
1412. Specifically, decryption processing unit 1412 uses
session key Ks2' applied from session key generation
unit 1418 to decrypt the reception data on data bus BS3,
and provides the decrypted data onto data bus BS4
(step S366).

[0150] At this stage, data {{Kc//AC2}Kcom//transac-
tion ID//content ID//AC1}Km(1) decryptable with private
decryption key Km(1) stored in Km(1) hold unit 1421 is
output onto data bus BS4. This data {{Kc//AC2}Kcom//
transaction ID//content ID//AC1}Km(1) is decrypted with
private decryption key Km(1), whereby data {Kc//AC2)
Kcom, the transaction ID, the content ID, and access
restriction information AC1 corresponding to the repro-
duction information are accepted (step S368).

[0151] The transaction ID, content ID, access restric-
tion information AC1 are stored in license information
hold unit 1440. Data {Kc//AC2}Kcom is encrypted again
using a private decryption key KPm(1) and stored in
memory 1415 as data {{Kc//AC2}Kcom}Km(1) (step
S370).

[0152] Also, the receptionlogis erased from log mem-
ory 1460 (step S372).

[0153] At the stage of proper completion of the proc-
ess up to step S372, a content data distribution request
is issued from cellular phone 100 to distribution server
30 (step S374).

[0154] Inresponse to this content data distribution re-
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quest, distribution server 30 obtains encrypted content
data {Data}Kc and additional information Data-inf from
information database 304. These data are output via da-
ta bus BS1 and communication device 350 (step S3786).
[0155] Cellular phone 100 receives {Data}Kc//Data-
inf, and accepts encrypted content data {Data}Kc and
additional information Data-inf (step S378). Encrypted
content data {Data}Kc and additional information Data-
inf are transmitted onto data bus BS3 of memory card
110 via memory interface 1200 and terminal 1202. At
memory card 110, the received encrypted content data
{Data}Kc and additional information Data-inf are directly
stored in memory 1415 (step S380).

[0156] A distribution reception notification is transmit-
ted from memory card 110 to distribution server 30 (step
8382). When the distribution acceptance is received at
distribution server 30 (step S384), the distribution end
process is executed (step S386). The process of the dis-
tribution server ends (step S390).

[Third Reconnection Process]

[0157] Fig. 13is a flow chart to describe a third recon-
nection operation in the data distribution system of the
first embodiment.

[0158] Referring to Fig. 13, user 1 sends a reconnec-
tion request through the key button on keyboard 1108
of cellular phone 100. In response, a third reconnection
process is initiated (step S400).

[0159] In response to this reconnection request, cel-
lular phone 100 sends a content data distribution re-
quest to distribution server 30 (step S402).

[0160] Inresponse to this content data distribution re-
quest, distribution server 30 obtains encrypted content
data {Data}Kc and additional information Data-inf from
information database 304. These data are output via da-
ta bus BS1 and communication device 350 (step S404).
[0161] Cellular phone 100 receives {Data}Kc//Data-
inf, and accepts encrypted content data {Data}Kc and
additional information Data-inf (step S406). Encrypted
content data {Data}Kc and additional information Data-
inf are transmitted onto data bus BS3 of memory card
110 via memory interface 1200 and terminal 1202. At
memory card 110, the received encrypted content data
{Data}Kc and additional information Data-inf are directly
stored in memory 1415 (step S408).

[0162] Then, a distribution acceptance notification is
transmitted from memory card 110 to distribution server
30 (step S410). When distribution server 30 receives
this distribution acceptance (step S412), a distribution
end process is executed (step S414). The process of
the distribution server ends (step S416).

[Reconnection Operation When Line Is Cut During
Reconnection Operation]

[0163] The process of establishing reconnectionto re-
ceive distribution again in the case where the commu-
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nication line is cut off in the stage of the processing step
of the above-described reconnection operation will be
described here. Fig. 14 is a flow chart to describe such
a reconnection process.

[0164] User 1, for example, operates the key button
on keyboard 1108 of cellular phone 100 to send a re-
connection request. The reconnection process is initiat-
ed (step S500).

[0165] Based on the license reception standby log
stored in memory card 110, controller 1106 determines
the step where communication has beendisrupted (step
8502). When communication has been disrupted at the
license obtain step or license reobtain step, the second
reconnection process is performed again (step S504).
Then, the reconnection process ends (step S508).
[0166] When determination is made that the step
where communication has been disrupted is the content
data obtain step by controller 1106 (step S$S502), a third
reconnection process that will be described afterwards
is carried out (step S506). Then, the reconnection proc-
ess ends (step S508).

[0167] By virtue of such a structure, reconnection can
be established even in the case where the communica-
tion line has been disrupted in the processing step.
Thus, the reliability of the system is further improved.

[Second Embodiment]

[0168] The datadistribution system of the second em-
bodiment differs in the data distribution system of the
first embodiment in that the license reception standby
log stored in log memory 1460 in memory card 110 is
not erased, as will be described hereinafter. Corre-
sponding to this modification, the reception log includes,
in addition to the structure of the first embodiment, a re-
ception status flag.

[0169] The datadistribution system of the second em-
bodiment differs from the first embodiment in the oper-
ation of controller 1420 in memory card 110 and the data
stored in log memory 1460.

[0170] Figs. 15, 16 and 17 are the first, second and
third flow charts, respectively, to describe a distribution
operation in the event of purchasing content in the data
distribution system of the second embodiment, and is
comparable to Figs. 6-8 of the first embodiment.
[0171] Figs. 15-17 correspond to the operation of user
1 receiving music data distribution from distribution
server 30 via cellular phone 100 by using memory card
110.

[0172] The difference from the flow of the first embod-
iment s that, at step S121' of Fig. 16 following the trans-
action ID obtain step, controller 1420 designates ses-
sion key generation unit 1418 to generate a session key
Ks2 generated during the distribution operation of the
memory card upon confirming acceptance of session
key Ks1 generated at distribution server 30. Further-
more, controller 1420 records a reception status flag at-
taining an ON status indicating a reception wait state as
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the reception log in log memory 1460 together with ses-
sion key Ks2 and the received transaction ID (step
S121Y.

[0173] Referring to Fig. 17, at step S148, the transac-
tion ID, content ID and access restriction information
AC1 are recorded in license information hold unit 1440.
Data {Kc//AC2)Kcom is encrypted by public encryption
key KPm(1), and stored in memory 1415 as data {{Kc//
AC2}Kcom}Km(1). Then, the reception status flag in the
reception log in log memory 1460 attains an OFF status
indicating that reception has ended (step S150°").
[0174] The remaining process is similar to that of the
first embodiment. The same steps have the same refer-
ence characters allotted, and description thereof will not
be repeated.

[Reconnection Operation]

[0175] Similar to Fig. 9 of the first embodiment, the
second embodiment carries out a reconnection process
to receive distribution again when the communication
line has been disrupted at the stage of the processing
step of the distribution operation.

[0176] Itis to be noted that the second reconnection
process is partially modified from that of the first embod-
iment.

[Second Reconnection Process]

[0177] Figs. 18, 19 and 20 are the first, second and
third flow charts, respectively, to describe a second re-
connection operation in the data distribution system of
the second embodiment, and are comparable to Figs.
10-12 of the first embodiment.

[0178] Difference from the process of the first embod-
iment is that control proceeds to step S121' of Fig. 16
after accepting session key Ks1 at step S318, and the
transaction ID, content ID and access restriction infor-
mation AC1 are recorded in license information hold unit
1440 at step S370 shown in Fig. 20. Data {Kc//AC2}
Kcom is encrypted using public encryption key KPm(1),
and stored in memory 1415 as data {{Kc//AC2}Kcom}
Km(1). Then at step S372', a process of rendering the
reception status flag of the reception log OFF indicating
that reception has ended is carried out.

[0179] The remain process is similarto that of firstem-
bodiment. Corresponding steps have the same refer-
ence characters allotted, and description thereof will not
be repeated.

[0180] The third reconnection process as well as the
reconnection operation when the line is cut off during a
reconnection operation are similar to the process of Fig.
1.

[0181] By such a structure, reconnection can be es-
tablished even in the case where the communication
line is disrupted in the processing step. Thus, the relia-
bility of the system is further improved.
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[Third Embodiment]

[0182] The distribution system of the third embodi-
ment differs from the data distribution system of the sec-
ond embodiment in that status information with a status
flag is transmitted to the server in the reception log
stored in log memory 1460 in memory card 110.
[0183] The status informationincludes the transaction
ID, session key Ks2, reception status flag and status flag
corresponding to the reception log.

[0184] Here, the license status flag is a flag variable
of 3 states. The license status flag takes the value of
"01h" when the transaction ID recorded in the reception
log is present in license information hold unit 1440 of
memory card 110, corresponding reproduction informa-
tion is present, and reproduction is not inhibited by the
access restriction information stored in license informa-
tion hold unit 1440, i.e. when in a reproducible state;
takes the value of "00h" when there is the transaction
ID in the license information hold unit, and there is no
corresponding reproduction information or when repro-
duction is inhibited by the access restriction information
stored in license information hold unit 1440 so that re-
production cannot be performed; and takes the value of
"FFh" when there is no transaction ID.

[0185] The structure of the data distribution system of
the third embodiment differs in the operation of control-
ler 1420 of memory card 110 and the data stored in log
memory 1460 as will be described hereinafter.

[0186] The distribution operation and reconnection
operation of the third embodiment are similar to those
of the second embodiment except for the second recon-
nection process set forth below.

[Second Reconnection Process]

[0187] Figs. 21, 22, 23 and 24 are the first, second,
third and fourth flow charts, respectively, to describe the
second reconnection operation of the data distribution
system of the third embodiment.

[0188] Referring to Fig. 21, the process from step
8300 to step S338 is similar to the second reconnection
operation of the second embodiment.

[0189] At step S338, the reception data applied onto
data bus BS3 via memory interface 1200 in memory
card 110 is decrypted by decryption processing unit
1404 using private decryption key Kmc(1) unique to
memory card 110 stored in hold unit 1402, whereby ses-
sion key Ks1 is decrypted and extracted. Then, control-
ler 1420 in memory card 110 retrieves data stored in li-
cense information hold unit 1440 according to the trans-
action ID in the reception log stored in log memory 1460
(step S640).

[0190] Controller 1420 checks whether there is a
transaction ID in license information hold unit 1440 (step
S642).

[0191] When there is no transaction ID, the license

status flag is set to "FFh" (step S644), and control pro-
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ceeds to step S652.

[0192] When there is the transaction ID at step S642,
controller 1420 confirms the status of access restriction
information AC1 stored in license information hold unit
1440 and whether a corresponding license key Kc is re-
corded in memory 1415 (step S646). When reproduc-
tionis allowed, the license status flag is set to "01h" (step
S648). When reproduction is not allowed, the license
status flag is set to "00h" (step S650). Then, control pro-
ceeds to step S652).

[0193] The status information with the status flag add-
ed to the reception log storedinlog memory 1460 is gen-
erated (step S652).

[0194] Controller 1462 designates session key gen-
eration unit 1418 to generate a session key Ks2' gener-
ated in the distribution operation of the memory card
(step S654).

[0195] Decryption processing circuit 1406 decrypts
the status information and session key Ks2' using ses-
sion key Ks1 (step S656).

[0196] Controller 1420 obtains the hash value accord-
ing to the hash function corresponding to encrypted data
{status information//Ks2'}Ks1 to generate signature da-
ta "hash" for encrypted data {status information//Ks2'}
Ks1 (step S658).

[0197] Encryption processing unit 1406 encrypts the
signature data hash applied under control of controller
1420 using session key Ks1 applied from decryption
processing unit 1402 via contact Pa of switch 1442 to
generate encrypted signature data {hash}Ks1 (step
$660).

[0198] The generated data {status information//Ks2'}
Ks1 and encrypted signature data {hash}Ks1 are output
from memory card 110 (step S662).

[0199] Encrypted data {status information//Ks2'}Ks1
and encrypted signature data {hash}Ks1 output onto da-
ta bus BS3 are transmitted from data bus BS3 to cellular
phone 100 via terminal 1202 and memory interface
1200, and transmitted from cellular phone 100 to distri-
bution server 30 (step S644).

[0200] Distribution server 30 receives encrypted data
{status information//Ks2'}Ks1 and encrypted signature
data {hash}Ks1 (step S666).

[0201] Referringto Fig. 23, decryption processing unit
320 of distribution server 30 executes a decryption proc-
ess on encrypted signature data {hash}Ks1 using ses-
sion key Ks1 to obtain signature data hash correspond-
ing to encrypted data {status information//Ks2'}Ks1.
Then, the authenticity of the status information is
checked based on encrypted data {status information//
Ks2'}Ks1 and the signature data (step S668).

[0202] The process ends if the status information is
not proper (step S712). When the authenticity of the sta-
tus information is verified, a decryption process is exe-
cuted using session key Ks1. The status information and
session key KS2' generated by the memory card are ac-
cepted (step S670).

[0203] Distribution control unit 315 verifies the au-
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thenticity of the reproduction information retransmission
request based on the received status information and
license distribution log (step S672).

[0204] When the authenticity of the reproduction in-
formation retransmission requestis not verified, the sec-
ond reconnection process ends (step S712).

[0205] In contrast, if the authenticity of the reproduc-
tion information transmission request is verified, distri-
bution control unit 315 obtains the content ID, access
restriction information AC1, reproduction circuit restric-
tion information AC2 and public encryption key KPm(1)
from the license distribution log (step S674). Then, li-
cense key Kc to decrypt the encrypted content data is
obtained from information database 304 (step S676).
[0206] Distribution control unit 315 applies the ob-
tained license key Kc and reproduction circuit restriction
information AC2 to encryption processing unit 324. En-
cryption processing unit 324 encrypts license key Kc
and reproduction circuit restriction information AC2 us-
ing secret common key Kcom obtained from Kcom hold
unit 322 (step S678).

[0207] Encrypted data {Kc//AC2)Kcom output from
encryption processing unit 324, and the transaction ID,
content ID and access restriction information AC1 out-
put from distribution control unit 315 are encrypted by
encryption processing unit 326 using public encryption
key KPm(1) unique to memory card 1110 obtained at
step S674 (step S680).

[0208] Encryption processing unit 328 receives the
output of encryption processing unit 326 to encrypt the
same using session key Ks2' generated at memory card
110 (step S682).

[0209] The encrypted data {{{Kc//AC2}Kcom//trans-
action ID//content ID//AC1}Km(1)}Ks2' output from en-
cryption processing unit 328 is transmitted to cellular
phone 100 via data bus BS1 and communication device
350 (step S684).

[0210] Cellular phone 100 receives the transmitted
encrypted data {{{Kc//AC2}Kcom//transaction ID//con-
tent ID//AC1}Km(1)}Ks2' (step S686).

[0211] Referring to Fig. 24, memory card 110 has the
reception data applied onto data bus BS3 via memory
interface 1200 decrypted by decryption processing unit
1412. Decryption processing unit 1412 uses session
key Ks2' applied from session key generation unit 1418
to decrypt the reception data on data bus BS3. The de-
crypted data is output onto data bus BS4 (step S690).
[0212] At this stage, data {{Kc//AC2}Kcom//license
ID//content ID//AC1}Km(1) that can be decrypted with
private decryption key Km(1) stored in Km(1) hold unit
1421 is output. This data {{Kc//AC2}Kcom//transaction
ID//content ID//AC1}Km(1) is decrypted by public en-
cryption key Km(1), whereby data {Kc//AC2}Kcom, the
transaction ID, content ID and access restriction infor-
mation AC1 are accepted (step S692).

[0213] The transaction ID, content ID, access restric-
tion information AC1 are recorded in license information
hold unit 1440. Data {Kc//AC2}Kcom is encrypted with
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public encryption key KPm(1), and stored in memory
1415 as data {{Kc//AC2}Kcom}Km(1) (step S694).
[0214] Then, the reception status flag in the reception
log in log memory 1460 is altered to the off state indi-
cating that reception has ended (step S696).

[0215] At the stage of proper completion of the proc-
ess up to step S372, a content data distribution request
is issued from cellular phone 100 to distribution server
30 (step S698).

[0216] Inresponse to this content data distribution re-
quest, distribution server 30 obtains encrypted content
data {Data}Kc and additional information Data-inf from
information database 304. These data are output via da-
ta bus BS1 and communication device 350 (step S700).
[0217] Cellular phone 100 receives {Data}Kc//Data-
inf, and accepts encrypted content data {Data}Kc and
additional information Data-inf (step S702). Encrypted
content data {Data}Kc and additional information Data-
inf are transmitted onto data bus BS3 of memory card
110 via memory interface 1200 and terminal 1202. At
memory card 110, the received encrypted content data
{Data}Kc and additional information Data-inf are directly
stored in memory 1415 (step S704).

[0218] A distribution acceptance notification is trans-
mitted from memory card 110 to distribution server 30
(step S706). When the distribution acceptance is re-
ceived at distribution server 30 (step S708), the distri-
bution end process is executed (step S710). The proc-
ess of the distribution server ends (step S712).

[0219] The above description is based on a structure
in which all the status information is encrypted using
session key Ks1 at step 8654, and encrypted data {sta-
tus information//Ks2'}Ks1 is transmitted to distribution
server 30 at steps S622 and S624.

[0220] The transaction ID in the status information is
required only to identify its source so that its security is
not so important. Since the source becomes apparent
by encrypted signature data {hash}Ks1, the transaction
ID does nothave to be encrypted and can be transmitted
to distribution server 30 in plaintext. In this case, the sta-
tus information will be transmitted as transaction ID//
{status information excluding transaction ID//Ks2'}Ks1,
and signature data hash will be generated correspond-
ingly.

[0221] By such a structure, reconnection can be es-
tablished even when the communication line has been
cut off in the processing step. Thus, the reliability of the
system is further improved.

[0222] The data distribution system of the first to third
embodiments was described in which encryption and
decryption are carried out using secret common key
Kcom at distribution server 30 and cellular phone 100.
A structure implementing encryption and decryption
without this secret common key Kcom is allowed.
[0223] Inotherwords, a structure canbeimplemented
in which distribution server 30 corresponding to the data
distribution system of the first embodiment described
with reference to Fig. 3 is absent of Kcom hold unit 322
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and encryption processing unit 324. More specifically,
license key Kc and reproduction circuit restriction infor-
mation AC2 output from distribution control unit 315 can
be directly transmitted to encryption processing unit 326
in distribution server 30.

[0224] Furthermore in comparison to the structure of
cellular phone 100 described with reference to Fig. 4 in
the first embodiment, a structure can be implemented
absent of Kcom hold unit 1512 storing a secret common
key Kcom and a decryption processing unit 1514 using
secret common key Kcom.

[0225] In cellular phone 101 of such a structure, li-
cense key Kcis directly obtained by decryption process-
ing unit 1510 that executes a decryption process using
session key Ks4 in view that an encryption process is
not performed with a secret symmetric key as a sym-
metric encryption key in distribution server 30. There-
fore, license key Kc is directly applied to decryption
processing unit 1510.

[0226] In a structure where encryption and decryption
is not effected using secret common key Kcom, memory
card 110 can be used intact.

[0227] In a distribution process of such a case, con-
tent key Kc and reproduction circuit restriction informa-
tion AC2 are transmitted and stored without being en-
crypted with secret common key Kcom. The encryption
process and corresponding decryption process by se-
cret common key Kcom are no longer required. The re-
maining elements are similar to those of the operation
of the first to third embodiments.

[0228] By such a structure, a data distribution system
that enjoys advantages similar to those of the data dis-
tribution system of the first to third embodiments can be
developed with a structure that does not effect an en-
cryption process associated with secret common key
Kecom.

[0229] The above-described first to third embodi-
ments may be subject to modifications set forth below.
[0230] The first to third embodiments had data {Kc//
AC2}Kcom (or data Kc//AC2 in the structure without key
Kcom as mentioned above) encrypted by public encryp-
tion key KPm(1), and recorded in license information
storage unit 1440. However, the second encryption us-
ing public encryption key KPm(1) is not necessary if
stored in license information hold unit 1440 provided in
the TRM. Advantages similar to those of the first to third
embodiments can be provided even if the entire repro-
duction information is stored in license information hold
unit 1440. Inthis case, step S148 of Fig. 8 and step S370
of Fig. 12 in the first embodiment are to be modified to
"record the transaction ID, content ID, AC1, {Kc//AC2}
Kcom in the license information hold unit". Also, step
8148 of Fig. 17 and step S370 of Fig. 20 in the second
embodiment and step S694 of Fig. 24 in the third em-
bodiment are to be modified similarly to "record the
transaction ID, content ID, AC1, {Kc//AC2}Kcom in the
license information hold unit." If a structure without key
Kcom is to be implemented corresponding to modifica-
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tions of first to third embodiments, the process is to be
modified to "record the transaction ID, content ID, AC1,
Kc//AC2 in the license information hold unit."

[0231] The data distribution system of the first to third
embodiments to receive reproduction information distri-
bution from the distribution server are described so that
authentication data {KPm(1)}KPma and {KPp(1)}KPma
of the memory card and cellular phone (content repro-
duction circuit) are transmitted to the distribution server
(step S104), and received at the distribution server (step
81086), decrypted using authentication key KPma (step
8108), and then conducting an authentication process
with respect to both the memory card and cellular phone
(content reproduction circuit) according to the decryp-
tion result. However, based on the fact that i) the content
reproduction circuit to reproduce music does not neces-
sarily have to be the cellular phone receiving distribution
since the memory card is detachable, and ii) in repro-
duction, an authentication process of authentication da-
ta {KPm(1)}KPma of the content reproduction circuit of
the output destinationis carried outin providing a portion
of the reproduction information (license key Kc and re-
production circuit restriction information AC) from the
memory card so that the security will not be degraded
even if an authentication process of authentication data
{KPm(1)}KPma of the content reproduction circuitin the
distribution server does not have to be carried out, a
structure can be implemented in which the authentica-
tion process by authentication data {KPm(1)}KPma of
the content reproduction circuit of the distribution server
is not carried out.

[0232] In this case, the cellular phone transmits the
content ID, memory card authentication data {KPm(1)}
KPma and license purchase condition data AC at step
S104. The distribution server transmits the content ID,
memory card authentication data {KPm(1)}KPma and li-
cense purchase condition data Ac at step S108, and au-
thentication data {KPm(1)}KPma is decrypted using au-
thentication key KPma to accept public encryption key
KPm(1) at step S108. Then, at step S110, an authenti-
cation process to determine whether public encryption
key KPm(1) has been output from a proper apparatus
is conducted by authentication of the authentication
server based on the decrypted result. The subsequent
process is to be carried out according to the authentica-
tion result based on authentication data {KPm(1)}KPma
of the memory card. There is no change in the repro-
duction process.

[0233] In the above description, storage of the distri-
bution information is effected by a memory card. How-
ever, the presentinvention is not limited to such a case.
More specifically, the present invention is applicable to
a more general recording apparatus as long as the func-
tion of recording and encryption or the like similar to that
of a memory card as described above is possessed.
Here, the recording apparatus is not limited to a struc-
ture such as a memory card that is detachable from a
communication device such as the cellular phone, and
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may be incorporated into a communication device.
[0234] Although the present invention has been de-
scribed and illustrated in detail, it is clearly understood
that the same is by way of illustration and example only
and is not to be taken by way of limitation, the spiritand
scope of the present invention being limited only by the
terms of the appended claims.

Claims

1. A memory card (110) to receive and record repro-
duction information associated with reproduction of
encrypted content data, including a content key to
decrypt said encrypted content data into plaintext,
through a communication path, said memory card
comprising:

a data communication unit to establish a com-
munication path with a transmission source of
said reproduction information to receive said
reproduction information transmitted in an en-
crypted state,

a first storage unit (1415, 1440) to store data
associated with said reproduction information
applied from said data communication unit,

an information extraction unit performing a
process of storing data associated with said re-
production information from said data commu-
nication unit into said first storage unit, and ex-
tracting said reproduction information based on
data stored in said first storage unit,

a second storage unit (1460) to record recep-
tionlog information indicating a processing sta-
tus of a transmission process of said reproduc-
tion information, and

a control unit (1420) to control operation of said
memory card,

wherein said control unit controls transmis-
sion of said reception log information to said trans-
mission source according to a request.

2. Thememory card according to claim 1, wherein said
data communication unit comprises

a first key hold unit (1402) storing a first private
decryption key to decrypt data encrypted by a
first public encryption key predefined corre-
sponding to said memory card,

a first decryption processing unit (1404) to ap-
ply a decryption process, receiving a first sym-
metric key updated and transmitted for each
communication of said reproduction informa-
tion, and encrypted with said first public encryp-
tion key,

a second key hold unit (1416) to store a second
public encryption key differing for each said
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memory card,

a key generation unit (1418) generating a sec-
ond symmetric key updated for each communi-
cation of said reproduction information,

a first encryption processing unit (1406) en-
crypting said second public encryption key and
said second symmetric key based on said first
symmetric key for output, and

a second decryption processing unit (1412) re-
ceiving said reproduction information encrypt-
ed with said second public encryption key and
further encrypted with said second symmetric
key to decrypt said reproduction information
based on said second symmetric key,

said first storage unit storing data based on an
output of said second decryption processing
unit,

wherein said information extraction unit com-
prises

a third key hold unit (1421) storing a second pri-
vate decryption key to decrypt data encrypted
with said second public encryption key, and

a third decryption processing unit (1422) carry-
ing outa decryption process for said second pri-
vate decryption key in a procedure of a process
of storing data associated with said reproduc-
tion information into said first storage unit to a
process of extracting said reproduction infor-
mation.

3. Thememory card according to claim 2, wherein said

first storage unit comprises

a third storage unit (1415) to store first data
which is a portion of said reproduction informa-
tion including said content key in an encrypted
state, and

a fourth storage unit (1440) to store second da-
ta excluding said portion of data of said repro-
duction information in a plaintext state,

wherein said information extraction unit
stores in said fourth storage unit said second data
from a result of a decryption process on an output
of said second decryption processing unit by said
third decryption processing unit, and

comprises a re-encryption processing unit en-
crypting a portion of said result of a decryption
process on the output of said second decryp-
tion processing unit by said third decryption
processing unit using said second public en-
cryption key to generate said first data to be
stored in said third storage unit.

4. Thememory card according to claim 3, wherein said

10

15

20 7.

25

30

35 8.

40

45

50

55

19

513

third storage unit receives and stores said encrypt-
ed content data that can be decrypted based on
said content key.

The memory card according to claim 2, wherein said
information extraction unit stores in said first stor-
age unitin plaintext a result of a decryption process
on an output of said second decryption processing
unit by said third decryption processing unit.

The memory card according to claim 5, wherein said
first storage unit comprises

a third storage unit (1415) to receive and store
said encrypted content data that can be de-
crypted based on said content key, and

a fourth storage unit (1440) to store said repro-
duction information in plaintext state.

The memory card according to claim 2, wherein said
memory card further comprises a fifth storage unit
(1400) storing authentication data to conductan au-
thentication process at a transmission source of
said reproduction information prior to transmission
of said reproduction information,

wherein said reception log information is gen-
erated at said transmission source at every trans-
mission of said reproduction information from said
transmission source when authenticity of said
memory card is verified in said authentication proc-
ess, and includes communication identify informa-
tion to identify said transmission and said second
symmetric key.

The memory card according to claim 2, further com-
prising a fifth storage unit (1400) storing authenti-
cation data to conduct an authentication process at
a transmission source of said reproduction informa-
tion prior to transmission of said reproduction infor-
mation,

wherein said reception log information in-
cludes

communication identify information generated
at said communication source at every trans-
mission of said reproduction information trans-
mitted from said transmission source when au-
thenticity of said memory card is verified in said
authentication process to identify said trans-
mission,

status information indicating status of said re-
production information already received, and
said second symmetric key,

said memory card further comprising means for
generating and providing signature information
based on at least said status information and
said second symmetric key.
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The memory card according to claim 8, wherein said
first encryption processing unit encrypts said recep-
tion log information and said signature information
based on said first symmetric key, and

said memory card transmitting to said trans-
mission source said reception log information and
said signature information encrypted individually at
said first encryption processing unit.

The memory card according to claim 1, wherein said
reception log information is erased from said sec-
ond storage unit every time said content key is
stored in said first storage unit.

The memory card according to claim 1, wherein said
reception log information further includes a recep-
tion status flag rendered on every time transmission
of said content key is requested towards said trans-
mission source, and rendered off every time said
content key is stored in said first storage unit.

A data distribution system comprising a content da-
ta supply apparatus to supply encrypted content da-
ta and reproduction information associated with re-
production of encrypted content data, including a
content key which is a decryption key to decrypt
said encrypted content data into plaintext,

wherein said content data supply apparatus
(10) comprises

distribution information hold unit (304) to store
said content data and said reproduction infor-
mation,

a first interface unit (350) to transfer data with
an external source,

a first session key generation unit (316) gener-
ating a first symmetric key updated for each dis-
tribution of said reproduction information to
said terminal,

a session key encryption unit (318) encrypting
said first symmetric key using a first public en-
cryption key predefined corresponding to a ter-
minal of said user, and applying the encrypted
key to said first interface unit,

a session key decryption unit (320) to decrypt
a second public encryption key and a second
symmetric key transmitted in an encrypted
state by said first symmetric key,

a first license data encryption processing unit
(326) to encrypt reproduction information to re-
produce said encrypted content data using said
second public encryption key decrypted by said
session key decryption unit,

a second license data encryption processing
unit (328) encrypting an output of said first li-
cense data encryption processing unit with said
second symmetric key, and applying the en-
crypted output to said first interface unit for dis-
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tribution, and

a distribution log information hold unit (306) to
record distribution log information indicating a
processing status during said distribution proc-
ess,

said distribution system further comprising a
plurality of terminals (100) corresponding to a
plurality of users, respectively, to receive distri-
bution from said content data supply apparatus
via a communication path,

wherein each said terminal comprises

a second interface unit (1104) to transfer data
with an external source, and

a data storage unit (110) receiving and storing
said encrypted content data and said reproduc-
tion information,

said data storage unit including

a first key hold unit (1402) to store a first private
decryption key to decrypt data encrypted with
a first public encryption key predefined corre-
sponding to said data storage unit,

a first decryption processing unit (1404) to ap-
ply a decryption process, receiving a first sym-
metric key updated and transmitted for each
communication of said reproduction informa-
tion, and encrypted with said first public encryp-
tion key,

a second key hold unit (1416) to store a second
public encryption key differing for each said da-
ta storage unit,

a key generation unit (1418) generating a sec-
ond symmetric key updated for each communi-
cation of said reproduction information,

a first encryption processing unit (1406) en-
crypting said second public encryption key and
said second symmetric key based on said first
symmetric key for output, and

a second decryption processing unit (1412) re-
ceiving said reproduction information encrypt-
ed with said second public encryption key and
further encrypted with said second symmetric
key to decrypt said reproduction information
based on said second symmetric key,

a first storage unit (1415, 1440) to store data
based on an output of said second decryption
processing unit,

a third key hold unit (1421) storing a second pri-
vate decryption key to decrypt data encrypted
with said second public encryption key,

a third decryption processing unit (1422) per-
forming a decryption process for said second
private decryption key in a procedure of a proc-
ess of storing data associated with said repro-
duction information into said first storage unit
to a process of extracting said reproduction in-
formation,
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a second storage unit (1460) to record said en-
crypted content data and reception log informa-
tion indicating a processing status in a distribu-
tion process of said reproduction information,
and

a reception control unit (1420) controlling data
transfer with an external source,

wherein said reception control unit controls a
redistribution process based on said reception log
information when said communication path is cut
during said distribution process.

The data distribution system according to claim 12,
wherein said data storage unitis a memory card de-
tachable from said terminal.

The data distribution system according to claim 13,
wherein said content data supply apparatus further
comprises

means (132) for verifying authenticity of said
memory card by authentication data transmit-
ted from said memory card, prior to distribution
of said reproduction information, and

means (315) for generating distribution identify
information to identify a distribution process
every time a distribution process of said repro-
duction information is carried out,

said memory card further comprising a third
storage unit (1460) storing said authentication
data,

said reception log information including com-
munication identify information to identify said
transmission and said second symmetric key,
generated at said transmission source at every
communication of said reproduction informa-
tion transmitted from said transmission source
when authenticity of said memory card is veri-
fied in said authentication process.

The data distribution system according to claim 12,
wherein said reception log information is erased
from said second storage unit every time said re-
production information is stored in said first storage
unit.

The data distribution system according to claim 12,
wherein said reception log information includes a
reception status flag rendered on every time distri-
bution of said reproduction information is requested
to said transmission source, and rendered off every
time said reproduction information is stored in said
first storage unit.

The data distribution system according to claim 12,
wherein said reception log information includes at
least said communication identify information and
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said second symmetric key.
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SYSTEM AND METHOD FOR INTERFACING
A SOFTWARE PROCESS TO SECURE REPOSITORIES

FIELD OF THE INVENTION

The present invention relates generally to the field of computer security

and, more particularly, to the interfacing of a software process to secure repositories.

BACKGROUND OF THE INVENTION

In the field of computer security, one enduring problem is to create a

system that allows an owner of information to electronically distribute the information
throughout the world while regulating use of that information on remote hardware over
which the information owner has no countrol. For example, information may be
delivered o an end user in encrypted form with the ulthmate goal that it be viewed (but
not copied or otherwise misused) by the end user. The information requires a key in
order to be decrypted, but it may not be desirable to give the end user unfettered access
to the key because the user could then copy the decrypted information and disseminate
it at will.

One solution is not to provide the key directly, but to provide the key to
the end user in the form of software that applies the key (or that performs some other
sensitive function to be hidden from the user). Such software may contain various types
of protection designed to complicate or resist attempts to anmalyze or misuse the
software or the secrets that the software is designed to protect. However, the drawback
to this solution is that attempts to create “secure” software incorporating such
resistance have so far proven ineffective, as such software has invariably been misused,
ported to umavthorized installations, or broken in one way or ancther. A further
drawback is that if technology advances to permit greater protection to be built into the
software, it is not always possible to “renew” the security technology by replacing an
old unit of “secure” software with a new one.

In view of the foregoing, there is a need for a system that overcomes the

limitations and drawbacks of the prior art.
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SUMMARY OF THE INVENTION

The present invention provides advantageous systems and methods for
creating and using a software-based secure repository. A black box provided herein is
an exemplary secure repository that uses cryptographic techniques, preferably
public/private key techniques, to perform decryption and authentication services in a
secure mamner that resists discovery of secret keys used by the cryptographic
technigues.

A secure repository according to the invention, such as the exemplary
“black box” provided herein, functions as the trusted custodian of one or more
cryptographic keys. It performs cryptographic functions such as using a cryptographic
key to decrypt information. A user who wishes to use encrypted information is
provided with a black box that incorporates the key needed to decrypt the information.
The black box contains code that applies the key without actually representing the key
in memory, thus shielding the key from discovery by the user. Preferably, the
information is encrypted with a public key pair that is unique (or substantially unique)
to the user, and each user obtains a pnique black box that applies that particular user’s
private key. The black box may provide the decrypted information to other software
modules which the black box trusts not to misuse the information or to divulge it in an
unauthorized way. The black box may use cryptographic authentication techniques to
establish trust with these other software modules,

In order to obtain the black box, the user’s computer contacts a black
box server, preferably via a network, and uploads a hardware identifier associated with
the computer. The black box server creates an “individualized” black box which
contains code to apply a particular eryptographic key, where the code (as well as other
code contained in the black box) is based on, and preferably bound to, the hardware
identifier. The black box server may introduce various types of protections into the
code, such as diversiopary code, integrity checks, inline encryption, obfuscated
execution, code reorganization, and self-healing code. The black box server then
downloads an cxecutable file or executable library comtaining mé black box for

installation on the user’s computer.
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In a preferred embodiment, the black box interfaces with an application
program for which it provides secure functions by way of a decoupling imterface that
miakes the details of the black box transparent to the developer of the application
program. The decoupling interface may, for example, be an application programmer
interface (APD) usable with multiple dynamic-link libraries (DLLs), where a different
DLL is linked to the application program at runtiree depending on which black box is
being used. A new DLL may be created for a new black box that did not exist at the
time the application program was created. The vse of a decoupling interface in this
anner supports a “renewable” model of security - i.e., the black box can be replaced
if it has been found io be defective or unsecure, or if later technological developments
permit the creation of an even more secure black box. The DLL that implements the
decoupling interface is an example of a software module that may be authenticated by
the black box.

Other features of the invention are described below.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing surmmary, as well as the following detailed description of
preferred embodiments, is better understood when read in conjunction with the
appended drawings. For the purpose of illustrating the invention, there is shown in the
drawings exemplary consimctions of the inveation; however, the invention is not
limited to the specific methods and instrumentalities disclosed. In the drawings:

FiG. 1 s a block diagram showing an exemplary computing
environment in which aspects of the invention may be implemented;

FIG. 2 is a block diagram showing an exemplary use of a preferred type
of secure repository; |

FIG. 3 is a block diagram showing a relationship between a computer
that requests a secure repository and a computer that generates a secure repository;

FIG. 4 is a biock diagram of an exemplary secure repository generator
according to aspects of the invention;

FIG. 3 is a block diagram of a cryptographic code generator according

to aspects of the invention;
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FIG. 6 is a flow diagram showing an exemplary process for creating a
machine-individualized secure repository;

FIG. 7 is a flow diagram showing an exemplary process for performing
the code creation step of FIG. 6;

FIG. 8§ is a block diagram showing an exemplary architecture that
includes a decoupling interface for use with a secure repository amd am application
program;

FIG. 9 is a flow diagram showing an exemplary process of using a

secure repository.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Overview

Modern computing and network technology has permitted widespkad
and low-cost elecironic distribution of information. One featm"e of electronic
mmformation is that it is easily copyable and, once it has been delivered {o a computer,
the operator of that computer may use and disseminate the information in ways that are
neither contemplated by, sor consistent with the commercial interests of, the owner of
the information. A secure repository may be used to conirol the use of information on
hardware over which the information’s owner otherwise has no control.

Computing Environment

As shown in FIG. 1, an exemplary system for implementing the
invention includes a general purpose computing device in the form of a conventional
personal compuier or network server 20 or the like, including a processing unit 21, a
system memory 22, and a system bus 23 that couples various system components
including the system memory 22 to the processing unit 21. The system bus 23 may be
any of several types of bus structures including a2 memory bus or memory controller, a
peripheral bus, and a local bus using any of a variety of bus architectures. The system
memory includes read-only memory (ROM) 24 and random access memory (RAM) 25,
A basic input/output system 26 (BIOS), containing the basic routines that help to
transfer information between elements within the personal compﬁter 20, such as during

start-up, is stored in ROM 24. The personal computer or network server 20 may
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further include a hard disk drive 27 for reading from and writing to a bard disk, not
shown, a magnetic disk drive 28 for reading from or writing to a removable magnetic
disk 29, and an optical disk drive 30 for reading from or writing to a removable optical
disk 31 such as a CD-ROM or other optical media. The hard disk drive 27, magnetic
disk drive 28, and optical disk drive 30 are connected to the system bus 23 by a hard
disk drive interface 32, a magnetic disk drive interface 33, and an optical drive
interface 34, respectively. The drives and their associated computer-readable media
provide spos-volatile storage of computer readable imstructions, data structures,
program moduales and other data for the personal compuier or network server 20.
Although the exemplary environment described herein employs a hard disk, a
removable magnetic disk 28 and a removable optical disk 31, it should be appreciated
by those skilled in the art that other types of computer readable media which can store
data that is accessible by a computer, such as magnpetic casseties, flash memory cards,
digital video disks, Bernoulli cartridges, random access memories (RAMSs), read-only
memories (ROMs) and the like may also be used in the exemplary operating
environment.

A number of program modules may be stored on the hard disk, magnetic
disk 29, optical disk 31, ROM 24 or RAM 235, including an operating system 33 {(e.g.,
WINDQWS“” 2000, WINDOWS NT®, or WINDOWS® 95/98), onc or more
application programs 36, other program modules 37 and program data 38. A user may
enter commands and information into the personal computer 20 through input devices
such as a kevboard 40 and pointing device 42. Other input devices (not shown) may
include a miawphuﬁe, joystick, game pad, satellite disk, scanner or the Jike. These and
other input devices are often copnected to the processing unit 21 through a serial port
interface 46 that is coupled to the system bus 23, but may be connected by other
interfaces, such as 4 parallel port, game port, universal serial bus (USB), or a 1354
high-speed serial port. A monitor 47 or other type of display device is also connected
to the sysiem bus 23 via an imterface, such as a video adapter 48. In addition io the
momitor 47, personal computers typically inchude other peripheral cutput devices (not

shown}, such as speakers and printers.
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The personal computer or metwork server 20 may operate in a
networked environment using logical connections to one or more remote computers,
such a5 a remote computer 49. The remote computer 49 may be another personal
computer, another network server, a rouwter, a network PC, a peer device or other
common petwork node, and typically includes many or all of the elements deseribed
above relative to the personal computer 20, alithough only a memory storage device 50
has been illustrated in FIG. 1. The logical counections depicted in Fig, 2 include a
local area network (LAN) 51 and a wide area network (WAN) 32. Such networking
environments are commonplace in offices, enterprise-wide computer networks,
Intranets and the Internet,

When used in a LAN networking environment, the personal computer or
network server 20 is connected to the local network 51 through a network interface or
adapter 53. When used in 2 WAN networking environment, the personal computer or
network server 20 typically includes a modem 54 or other means for establishing
conunupications over the wide area network 52, such as the Intermet. The modem 54,
which may be internal or external, is comnected to the system bus 23 via the serial port
interface 46. In a networked environment, program modules depicted relative to the
personal computer or network server 20, or portions thereof, may be stored in the
remeote memeory storage device 50. It will be appreciated that the network connections
shown are exemplary and other means of establishing a communications link between
the computers may be used.

Exemplary Use of a Secure Repository

Referring now to FIG. 2, there is shown an exemplary use of a secure

repository in connection with remote computer 49. Remote compuier 49 is a computer

that may be able to receive information from other computers, for example by means
of wide-area network 52 (which may be or comprise the network known as the
Taternet), local-area network 51, or physical delivery on media such as removable
magnetic disk 29 or optical disk 31. Remote computer 49 typically is not in the control
or dominion of the owner/provider of such information, and thus a secure reposifory,
such as black box 240, may be uséd to control the use of information on a computer 49

over which the owner/provider of the information otherwise has no control.
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Black box 240 is an exemplary embodiment of a secure repository.
Black box 240 comprises code which executes on the general processing means
provided by remote computer 49 (which may be analogous to the processing means of
computer 20 depicted in FIG. 1, including, but not Hmited to, processing unit 21).
Black box 240 is preferably equipped with one or more cryptographic keys 248, and
contains code to use the cryptographic keys to perform on or more cryptographic
functions, such as decryption of encrypted information 204, and/or authentication of
cryptographically signed data 212. In an exemplary embodiment, cryptographic keys
248 include asymunetric key pairs for use with public/private-key cryptographic
methods. Preferably, black box 240 also contains code that is designed to ensure that
black box 240 performs its cryptographic functions only for trusted software, and in an
environment that resists divalgence of sensitive results or aitacks on black box 240
itself. It will be appreciated by those of skill in the art that decryption and
authentication are merely exemplary, and not limiting, of the type of secure or
sensitive functions that could be performed by a secure repository, such as black box
240. Secure repositories that perform other functions may be installed or employed on
remote computer 49, without departing from the spirit and scope of the invention.

Application program 244 is a software program that also executes on
remote computer 49. FIG. 2 depicts an example where black box 240 performs
decryption and/or autheptication services for application program 244, which is a
program that in some way processes or uses information, In this example, application
program 244 provides encrypted information 204 to black box 240. Black box 240, in
turn, decrypis encrypted information 204 (e.g., by using one or more cryptographic
key(s) 248) and returns decrypted information 208 to application program 244,
Similarly, application program 244 may call upon black box 240 to authenticate an
item of data 212, and black box 240 may determine the authenticity of data 212 (e.g.,
by using ome or more cryptographic key(s) 248) and may optionally provide to
application program 244 an indication 216 of whether data 212 is authentic. Encrypted
information 204 may, for example, be textual information (e.g., a novel), digital audio
(e.g. music), digital video {(e.g., a movie), financial data, software, or any other type

of mformation (confidential or otherwise). Data 212 to be authenticated may comprise
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a signed certificate or other signed information. In a typical use, data 212 includes a
certificate atiesting to black box 240 that application program 244 is a sufficiently
trustworthy program (i.e., that application program 244 can be trusted to handle
decrypied information 208 without violating rules applying to the usage of decrypted
information 208). Data 212 could also comprise a signed “license” to use decrypted
information 208, and black box 240 (or trusted decoupling interface 220 (see below))
may authenticate the signed license to verify that the Hcense is not actually a forgery
that has been proffered by 2 user to gain unauthorized access {o decrypted information
208. Depending on the nafure of encrypted information 204, application program 244
may be a text-rendering program {(i.e., a program that epables the reading of
electronically-distributed encrypted text by displaying the text as print characters on a
monitor), a video-rendering program, an audio-rendering program, or any other type
of program that is capable of processing decrypted information 208 in some manner {or
that, for any reason, needs io authenticate cryptographically signed information). It will
be appreciated that the arrangement shown im FIG. 2 is paticularly advantageous,
because it allows application program 244 to make use of cryptographic services (i.e.,
decryption and authentication), without having to know the details of how those
cryptographic services are performed, or the particular key(s) 248 that are used to
perform them.

Associated with remote computer 49 are one or more hardware IDs 224,
A hardware I 224 comprises data that identifies, or otherwise relates to, particular
hardware associated with remote computer 49. Preferably, hardware ID 224 comprises
one or more of the following component IDs: CPUID 228, processor serial number
232, and hard disk ID 236, CPUID 228 may be a unique {(or substantially unique)
pseudo-random number assigned @ a central processing unit (CPU) (not shown) of
remote computer 49 by the manufacture of such CPU. CPUID 228 may be retricvable
by executing an instruction on such CPU that provides the CPUID to a running
program. Processor serial number 232 may be a sequentially-assigned nunber
associated with a CPU (or other processor) of remote computer 49, which may also be
retrievable by executing an instruction on such CPU. Some processors may have both a

CPUID 228 and a serial number 232; other processors may have only one but not the
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other. Hard disk I 236 may be a pumber assigned (e.g., pseudo-randomly or
sequentially) to a hard disk (not shown) associated with remote computer 49. Hard disk
iD 236 may be assigned by the manufacturer or distributor of such hard disk, and may
be stored in an accessible location on such hard disk. A function of hardware 1D 224 is
to provide a number that is uniquely (or substantially uniquely) associated with remote
computer 49. Preferably, hardware ID 224 is based on all of the following component
1Ds: CPUID 228, serial number 232, and hard disk ID 236. However, hardware ID
224 may be based on a subset of those component IDs, or on entirely different
component IDs (which may related to different hardware of remote computer 49, or,
perhaps, to the serial mumber of an operating system (not shown) installed on remote
computer 4%9), Moreover, hardware 1D 224 may comprise the entirety of the
component 1Ds on which it is based {e.g., a concatehation of the component IDs), a
subset of those component IDs (e.g., the rightmost sixteen bils from each component
ID), or may be derived by 2 function that generates hardware ID 224 based on the
compponent IDs (e.g., the multiplicative product of a plurality of component IDs
modulo 2%, It is also possible to use one of the compouent IDs itself as a bardware ID
224; for example, hardware ID 224 could simply be equal to CPUID 228. Preferably,
hardware ID 224 cannot easily be retrieved or derived in an environment other than
remote computer 49, such that a program can be constructed that relies on refrieving
hardware ID 224 from the execution enviromment during execution, thus binding the
program to remote computer 49, Hardware ID(s) 224 may be created/determined in
any manner that in some way relates to the hardware and/or environment of remote
computer 49, without departing from the spirit and scope of the invention,
Additionally, remote computer 49 roay bave a plorality of hardware IDs 224, with each
hardware I 224 being based on different component IDs, or on a different function of
the same component IDs,

Black box 240 may access hardware ID(s) 224, and may use hardware
ID{s) 224 in order to perform computations relating to its functions. For example, in
the course of performing a function such as decryption, black box 240 may need to use
a number . Instead of storing »n directly, black box 240 may siore » minus the value of

a hardware 1D 224, In this case, in order io use the number », black box 240 would
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contain code that that reirieves or computes hardware [D 224 and adds it o the stored
value to create 1. This has the effect of “binding” black box 240 to a particular remote
computer 49, since it needs a value that can only be accessed on remote compuier 45,
As a simple example, if hardware ID 224 is equal to CPUID 228, black box 240 could
execute an inpstruction to retrieve CPUID 228 and add it to the stored value. In this
case, the instruction will not produce the correct value n unless black box 240 is
executing on the remote computer 49 that has the correct CPUID 228,

It should be noted that black box 240 is designed not merely to perform
sensitive functions in a hidden and protected manner, but also to ensure that the
sensitive results that i produces cannot escape to an untrusted software module - which
means in practice that black box 240 performs the function of autheuticating other
software modules that are part of the secure environment in which black box 240
operates. Preferably, black box 240 authenticates every such software m@du}e; In
general, each such software module maintains, in a known place, a signed hash of its
code, where the signature is generated with a private key. Cryptographic keys 248 may
include the corresponding public key which may be used by black box 240 to verify
such signatares and establish trust with those software modules. .

Black box 240 may communicate directly with application program 244,
or, alternatively, it may communicate through decoupling interface 220. Decoupling
interface 220 is essentially an imtermediary by way of which black box 240 and
application program 244 may communicate using a conunon language or protocol. The
use of decoupling interface 220 may improve the versatility of a distribution system
that uses black box 240, since it allows application program 244 to communicate with
different types of black boxes 240, and allows black box 240 to communicate with
different types of application programs 244. Additionally, decoupling interface 220
may authenticate application program 244 to black box 240. As discussed i further
detail below, one issue that arises in the use of a black box 240 that is separate from
the application program 244 for which it provides services is that black box 240 should
not perform sensitive functions for application program 244 unless it is certain that
application program 244 can be trusted to use the sensitive functions only in approved

ways, which means in practice that application program 244 must satisfy the protocol
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and other requirements necessary o proffer a trust certificate to black box 240. When
decoupling interface 220 is used, application program 244 need only be able to
communicate with decoupling interface 220, where various embodiments of decoupling
interface can be provided each of which can authenticate application program 244 (and
decoupling interface 220 itself) to a particular black box 240. Decoupling interface 220
may, for example, be provided by the supplier of black box 240 to facilitate
communication between black box 240 and application program 244, as well as to
facilitate the “renewability” of black box 240 (as more particularly discussed below). It
will be appreciated by those skill in the art, however, that while decoupling interface
220 is a convenient and advantageous structure, communications between black box
240 and application program 244 may take place either directly or through decoupling
interface 220 without departing from aspects of the invention.

Provision/ Acquisition of Black Box 240

Remote computer 49 acquires black box 240 from a black box server
304. Black box server 304 may be implemented on a typical computing device, such as
computer 20 (shown in FIG. 1}. (Hereinafter, black box server 304 and the computer
20 on which it is implemented shall be referred to interchangeably, unless context
indicates otherwise.) Referring now to FIG. 3, black box server 304 is preferably
connected to remote computer 49 via wide-area network 52. Preferably, wide-area
network 52 is or comprises the network known as the Internet. Black box server 304
includes a black box generator 37a. Black box generator 37a is preferably a computer
program running on computer 20 (such as one of the “other programs™ 37 depicted in
FIG. 1), Black box generator 37a receives a hardware ID 224 of a remote computer
49, and generates a black box 240 that is “individualized™ for remote computer 49.
“Individualized” in this context means that the contents of a given black box 240 is at
least partly based on the hardware ID associated with the remote computer 49 for
which the black box is created, and that a first black box 240 created for a first remote
compuier 49 is different from (or, at least, is very likely to be different from) a second
black box 240 for a second remote computer 49. The various black boxes 240 are
“different” in the sense that they contain different cryprographic keys 248, different

code to apply the keys 248, and different obfuscating code. The particular ways in
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which the black boxes 240 can be made different are discussed more particularly below
in connection with FIG. 4.

In a typical use of black box server 304, remote compuier 49 contacts
black box server 304 and transmits to black box server 304 a request for a black box
240 via wide-area network 52. The request for a black box may be generated as part of
a registration or “activation” process relating to a particular type of software. For
examype, application program 244 may be delivered without a black box 240 that is
needed for its use or some aspect thereof. For example, application program 244 may
be able to work with unencrypted information (or even “keyless sealed” information)
in the absence of black box 240, but may need black box 240 in order to be “activated”
for use with encrypted information 204. In this case, spplication program 244 may
include activation software 308 which is invoked upon the first use of application
program 244, where activation software 308 contacts black box server 304 in order to
obtain a black box 240 which will enable use of application program 244. As another
example, software 308 may be general-purpose web-browsing software by means of
which a user of remote computer 49 may issue a request to black box server 304 by
navigating to a site operated by black box server 304.

The request for a black box 240 that comes from remote computer 49
preferably includes the hardware 1D(s) 224 of remote computer 49. Upon receiving the
request, black box server 304 invokes black box generator 37a and proceeds to create a
black box 240 that is at least partly based on hardware IDNs) 224, and is thus
“individualized” for remote computer 49. As discussed above, the black box 240 that
is created will have ome or more cryptographic keys 248 associated therewith and
bidden therein. Once black box 240 has been created, black box server 304 transmits
black box 240 via wide-area network 52 to remote computer 49 for installation thereon,

It is particular advantageous to transmit hardware ID 224 and black box
240 via a network such as wide-area network 52 or (if applicable) local area network
31, because this allows a black box 240 to be obtained in “real-time” (e.g., the entire
transaction of requesting, creating, and receiving a black box may take only seconds).
However, it will be appreciated that the use of a network is merely exemplary and not

limited of the means by which information can be exchanged between remote computer
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49 and black box server 304. For example, if hardware ID 224 is deemed 10 be
sensitive information such that there is no metwork 31 or 52 over which it can be
transmitted with sufficient privacy, then remote computer 49 may store its hardware
1Dy 224 on magpetic disk 29 or optical disk 31 for physical delivery to black box
server 304, or hardware ID 224 may be printed on paper and then physically delivered
to the operator of black box server 304 for entry using keyboard 40. Moreover, the
black box 240 created by black box server 304 may be delivered on magnetic disk 29
or optical disk 31 for iustallation on remote compuier 49; or i may be delivered via
wide-area network 31 even if hardware ID 224 was not delivered to black box server
304 in that way.

Black Box Generator 372

FIG. 4 shows the detail of black box generator 37a. Black box generator
37a comprises a random pumber generator 404, a code datsbase 408, a key generator /
key database 448, a code generator 440, a compiler 436, and a postprocessor 452,
Random number generator 404 generates random (or pseudo-random) numbers 432,
which are used in the black box generation process as described below. Systems and
methods for generating pseudo-random numbers are known in the art and are therefore
not described herein, Code database 408 contains “diversionary code” for use by
diversionary code generator 416. Code database 408 may alse contain teroplates for use
by crypiographic code generator 412. The pature and use of the code contained in code
database 408 is further described below. Key generator / key database 448 is an object
that either generaies cryptographic keys 248 to be installed in black box 240, or that
stores previously-generated cryptographic keys 248 for installation in black box 240.
Methods of generating cryptographic kevs are known in the art, and thus are not
provided herein. Moreover, methods of implementing a database such as code database
408 or key database 448 are also kmown in the art and thus are not provided herein.
Code generator, as more particilarly discussed below, generates the code that
implements the individualized black box 240. Code generator 440 may produce code in
a source language (such as C or C+ +), in which case compiler 436 is used to compile
the code. If code generator 440 generates executable code directly, then compiler 436

may be omitted. Postprocessor 452, as more particularly discussed below, perfects
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certgin code-obfuscation techniques that are specified at the source level by code
generator 440 but carmot actually be performed and/or implemented until executable
code has been produced.

Code generator 440 generates the code for black box 240. Recalling that
black box 240 is “individualized” for remote computer 49, code generator 440 accepts
as input the hardware 1D 224, which is received by black box server 304 at the time
that remote computer 49 requests an individualized black box 240, Code generator 440
generates the code for the black box based on hardware ID 224 - that is, the code that
code generator 440 includes in black box 240 is at least partly determined by hardware
1D 224, such that, all other things being eqnal, different hardware IDs 224 cause code
generator 440 to produce different code. Code generator 440 may also accept as input
one or more random numbers 432, and the code produced by code generator 440 may
be hased on random number(s) 432 in the sense that different random number(s) cause
code generator 440 to produce different code. Preferably, code generator 440 accepts
as input both hardware ID(s) 224 and random number(s) 432, and produces code based
both on such hardware ID(s) 224 and such random number(s) 432. However, it will be
appreciated that code generator 440 could use one but not the other, or conld use some
other value as input. It is particularly advantageous, however, for code generator 440
to use both hardware ID{s) 224 and random number(s) 432, because this has the effect
of: (a) producing a black box 240 with code that is at least partly “random”™; and (b)
allowing code to be included in black box 240 that binds black box 240 to hardware
ID(s) 224. The “randomnness” aspect of the code in black box 240 is advantageous
because it helps to ensure that if a fivst black box 240 is successfully “hacked,” the
technigues used to “hack” the first black box 240 are not casily reused on a second
black box 240 that has been generated with a different random number 432, The aspect
of the code for black box 240 being bound to hardware ID(s) 224 is advantageous
because it tends to make black box 240 resistant to portability.

Code generator 440 contains various components that handle different
aspects of the code generation process. The components preferably include: a
cryptographic code generator 412, a diversionary code generator 416, a healing code

generator 420, an obfuscating code generator 424, and a code reorganizer 428, In FIG.
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4, these components are depicted as separate components of code generator 440.
However, it will be appreciated by those skilled in the art that the implementation
depicted is merely exemplary, as a single component could perform one or more éf the
various functions described. Moreover, code generator 440 could contain a subset of
the components depicted, or additional componenis. Additionally, while separate code
generation and/or code manipulation components are depicted, it should be appreciated
that the code generated by these compoments need not be or remain separaie; the
generated code can be interleaved or combined in any manner. For example,
cryptographic code generator 412 may create a first set of code, and diversionary code
generator 416 may create a second set of code, where the first and second sets do not
necessarily remain as separate contiguous blocks but may be woven together in any
manner. These variations and other may be effected without departing from the spirit
and scope of the invention.
The exemplary elements depicted in FIG. 4 are each discussed below.

Cryptographic Code Generator 412

Cryptographic code generator 412 generates the code for inclusion in
black box 240 that applies cryptographic keys 248. It will be recalled that a function of
the exemplary black box 240 generated by code generator 440 is to use cryptographic
key(s) 248 to perform decryption and anthentication services while hiding key(s) 248
from the operator of remote computer 49 on which black box 240 is to be installed.
Code generator 440 obtains these cryptographic keys from key generator / key database
448 and creates code that hides them in black box. The keys 248 obtained from key
generator / key database 448 may be any type or size of cryptographic keys for use
with any type of cryptographic algorithm. Preferably, cryptographic keys 248 include
asynunetric or “public/private” key pairs for use with public/private key
encryption/decryption and authestication algorithms. One non-limiting and preferred
example of a public/private key slgorithm for encryption/decryption and/or
anthentication is the RSA algorithon described in U.S. Patent No. 4,405,829 (Rivest, e
al.), although it will be appreciated by those skilled in the art that other public/private
key algorithms could be used. Keys 248 are “hidden” in black box 240 in the sense

that they are never actually represented in numerical form in black box 240. Instead,
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black box 240 contains code that performs actions that are functionally equivalent to
those that would be performed by the relevant ¢ryptographic algorithm if keys 248
were available. Regarding key “hiding” techniques, see generally A. Shamir & N. van
Someren, “Playing Hide and Seek with Keys.”
' An understanding of how cryptographic code generator 412 can generate
code that applies keys 248 where the code does not have access o keys 248 begins with
the mathematical principle that some computations involving & given number can be
performed without directly using the number, but merely by using certain properties of
the number, For example, one can determine whether a decimal integer is even or odd
without knowing its entire value, but merely by knowing its least significant digit: a
decimal integer is even if and only if its least significant digit is 0, 2, 4, 6, or 8 {(or, in
the case of a binary integer, if and only if #s least significant bit is 0). One can
determine whether a number is negative or non-negative without examining the entire
numuber, but merely by examining the sign of the mumber. The number’s least
significant digit (or bit) and is sign are “properties” of a nomber, which, in the
foregoing examples, may be all that one needs to know about the number in order to
compute the information desired. Thus, a program might receive a secret mumber as
input, where the program performs a first action if the number is negative and a second
action if the number is non-negative. In this example, the program could be constructed
to store only the sign bit of the number. Alternatively, instead of storing any
mnformation about the number, the program could read the sign bit and then represent it
in memory by dynamically creating code that (non-obviously) produces either 0 or 1
depending on what the sign bit is, where any portion of the program that needs to know
the sign bit simply executes the dynamically-created code instead of retrieving the sign
bit from memory. This is a simple example of how a program can be constructed to
use a number without storing the number in memory or otherwise exposing the number
to discovery by a user.

Analogously, cryptographic code generator 412 of the present invention
makes use of mathematical properties of a particﬁiar cryptographic key 248, and
creates code that computes the decrypted message that resulis from applying key 248 to

a given ciphertext message without actually using key 248 itself or otherwise requiring
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access to key 248. Cryptographic code generator 412 similarly creates code that uses
key 248 to validate cryptographic signatures - again, without reguiring access to key
248. An explanation of the mathematics used in generating code to apply key 248
without accessing a copy of key 248 is provided in Appendix A below. In addition to
the technique discussed in Appendix A, an additional key-hiding technique that may be
used is to embed a random pumber in the code for black box 240, and to use that
random number together with hardware ID 224 as a seed for a pseudo-random number
generator; as the pseudo-random nomber generator produces numbers, bytes of a
particular key mwy be plucked out of the number stream as needed by the
cryptographic calculation.

¥1G. 5 shows the detail of an exemplary cryptographic code generator
412. Cryptographic code generator includes a key analysis module 504 and a code
producing module 508 that produces the actual code that applies key 248, The key 248
obiained from key generator / key database 448 is received by cryptographic code
generator 412 for analysis by key analysis module 304. Key analysis module 504
performs an analysis of key 248 in light of both its numerical properties and the
cryptographic algorithm that will be used to apply it to a ciphertext message (or, in the
case of authentication, to apply it to a digital signature). Key analysis module may
identifies one or more properiies or “attributes” of key 248 and produces or identifies
one or more actions and/or functions 512 that would be performed by a cryptographic
algorithm in the course of applying a key 248 having the identified attributes. For
example, suppose that key analysis module 504 determines that the forty-second bit in
the binary representation of key 248 is a one (i.e., “on”), and key analysis module 504
is programmed with information that a particolar action/function 512 is always
performed by a particular cryptographic algorithm whenever that algorithm applies a
key whose forty-second bit is a one. This action/function 512 cav be identified by key
analysis module 504 and provided as input to code producing module 508. Key analysis
module 508 may identify any number of attributes of key 248, and may provide all of
the actions/functions 512 corresponding to these attributes to code producing module
508,
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Code producing module 308 receives the actions/functions 512 that it
will need to perform in order to apply key 248. ¥t will be appreciated by those skilled
in the art that it is possible to write a large - possibly infinite - variety of code that
performs a given action or function 512. It will moreover be appreciated by those
skilled in the art that, given a particular action or function 512, i is possible t©
generate different code to perform that function where the particular code generated is
based on factors other than the action or function itself. In the example shown in FIG.
3, these “other factors” include hardware ID 224 and/or random number 432,
Specifically, for each action or function 512, code producing module 508 produces
code that performs such action or function 512, where the particular code produced is
based on hardware ID 224 and/or random number 432, )

Code producing module 508 can produced code based on hardware ID
224 and/or random number 432 in two ways. First, code database 408 may contai.ri a
plurality of alterpative programs that perform the same action or function 512. For
example, code database 408 may contain five different programs that perform a certain
aspect of exponentiation, with each of the programs having been written by a human
being and stored in code database 408. In this case, code producing module 508 may
select a particular one of these five different programe based on the value of hardware
ID 224 and/or random number 432. Second, code producing module 508 may generate
code to perform an action or function 512 without the need to resort to a selection of
human written code, but rather may write the code itself on an as-needed basis.
Techniques for automated generation of code by machine are known in the art and
therefore are not provided herein. Code producing module 308 may use automatic code
generation techniques to generate code, where the particular code produced is based on
hardware 1D 224 and/or random number 432,

In addition to using hardware ID 224 as a parameter that merely
determines the particular code used to perform certain actions or functions 512, code
producing module may also produce code that specifically binds the produced code to 3
remote computer 49 having hardware ID 224. For example, certain critical values
stored in the code could be increased by the value of hardware ID 224, and code could

be created to retrieve hardware ID 224 directly from the hardware of remeote computer
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49 and subtract the retrieved hardware ID 224 from those stored values, where the
critical value itself is the result of the subtraction. In this event, the code produced will
not work {or will behave unexpectedly) unless the machine on which it is running
provides access to the correct hardware 1B 224, There are a multitude of possibilities
s 10 how code may be built to rely on hardware 1D 224 or otherwise to bind the code
10 hardware ID 224, and any of those ;ﬁossibﬂities may be used withount departing from
the spirit and scope of the invention.

Diversionary Code Generator 416

Returning now to FIG. 4, code generator 440 includes a diversionary
code generator 416. Diversionary code gemerator 416 adds to black box 240
“diversionary code.” The code produced by diversiopary code generator 416 is
“diversionary” in the sense that it performs computations - possibly an enormous
quantity of computations ~ which preferably achieve no result of any importance to
black box 240°s function(s) of applying cryptographic keys 248 to encrypted
information 204 or authenticatable data 212. While execution of the code produced by
diversionary code generator 416 may produce no meaningful result, the code itself
serves a purpose: it serves to confound attempts by hackers to analyze the code of
black box 240. If one {e.g., a “hacker”) begins with no knowledge of how black box
240 will perform ifs function, it is difficudt or impossible to Iook at a particular piece of
the code of black box 240 and determine whether it is the part of the code that
performs sensitive functions, or merely the red herring produced by diversionary code
generator 412, The code produced by diversionary code generator 412 may appesr (o
be producing intermediate resuls used in the course of performing sensitive functions,
where those results may never actually be used o the cryptograpbic process. Thus, one
who is atternpting to analyze the code of black box 240 will have to wade through
{possibly) enormous amounts of code before finding the crucial part of the code that
performs sensitive functions.

The code added to black box 240 by diversionary code generator 416
may be stored in code database 408. For example, code database may coniain a
gigabyie of computationally-intensive code, and diversionary code generator 416 may

retrieve, for example, ten megabytes of this code for inclusion in black box 240. The
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particular ten megabytes of code retrieved may be based, for example, on hardware ID
224 and/or random number 432, The code stored in code database 408 for use by
diversionary code generator 416 may, for example, be obtained from computationally-
intensive programs that were written for purposes otherwise unrelated to black box
240. Although any code may be used, the code is preferably computationally-intensive,
and preferably chosen to appear to 2 hacker as if it is doing something of importance to
the cryptographic functions that black box 240 implements. For example, inasmuch as
public/private key cryptographic aigorithms rely heavily on exponentiation, code could
be chosen from programs that perform mathematical computations involving large
amounts of exponentiation. Alternatively, instead of using code stored in code database
408, diversionary code generator 416 could programmatically generate the diversionary
code.

The code produced by diversionary code generator 412 may be included
in black box 240 in a variety of ways. For example, the cod; that actually implements
the cryptographic process could be scattered throughout the divers.icmary code. As
another variation, instead of making the code that implements the cryptographic
process completely non-dependent on the diversionary code, diversionary code could
comprise computationally intensive code that always (but non-obviously) produces the
number one and stores it in a register (although the code may appear to one unfamiliar
with it as if it might be capable of producing some other value). The register could then
be multiplied by a value used during the cryptographic process. This may have the
beneficial effects of (a) making it appear to a hacker as if the diversionary code is
actually performing some computation of use in the cryptographic process, thereby
making it difficult to distinguish the diversiopary code from the “real” code, and (b}
causing the black box 240 to produce wnexpected resplts if the diversionary code is
modified (e.g. if it is modified in such a way that it no longer produces the number
one).

Healing Code Generator 420

Code generator 440 includes a healing code generator 420. Healing code
generator 420 creates code that uses “error-correction” principles to detect “patches”

(i.e., additions or modifications to the code of black box 240 that were not part of that
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code a8 originally constimuted). Healing code generator 420 may also create code that
can be vsed to “repair” those patches by dynamically “re-modifying” the code of black
box 240 to restore it to s original configoration (or to some imiermediate state that
exists {or should exist) during the execution of the black box 240 program).

In a conventional context, error-correction principles are employed o
correct errors brought about by noise during data transiuission. Application of these
error correction principles to executable code is based on the notion that executable
code, like any other data, is merely a sequence of bits. Therefore, minor modifications
to the code (or anmy other data) can be detected and corrected - whether the
modifications are brought about innocently by random noise, or nefariously by
deliberate attacks on the code (or data). In order to create healing code, healing code
generator 420 may incorporate one or more error correcting codes into the code for
black box 240 as part of the individualization process. These error correcting codes
{ECCs) may include linear codes (such as Hanuning codes), cyclic codes (such as BCH
codes) and Reed Muller codes. The code geperated by healing code generator 420 can
detect tamipering based on parity checks and on the error syndrome that is calcunlated
based on code and data in black box 240. Based on the calculated error syndrome, the
code generated by healing code generator 420 may either correct the modification to
the code, or effectively destroy the executing code by effecting other changes to the
code that will capse incorrect operation of the black box 240 program. The code
generated by healing code generator 420 may be designed to detect/heal tampering both
as to the initial state of the black box 240 program (i.e., the state of the black box 240
program immediately after loading it into memory) and/or the running state of the
program (i.e., the state of the execution space of the program at some intermediate
point during its execution). Additionally, as part of the individualization process,
healing code generator 420 may create error correcting code based on a random
number and/or hardware 1D 224,

Obfuscating Code Generator 424

Code generator 440 includes an obfuscating code generator 424.
Obfuscating code generator 424 creates code that complicates examination and

modification of the functions performed by black box 240. It will be appreciated that
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code produced by other components of code generator 440 is already considerably
resistant to analysis. As noted above, the code that applies key 248 resists discovery of
the key due to the fact that the key is never stored. Additionally, the “diversionary”
code makes it difficult to discover which code is performing the sensitive cryptographic
functions. Obfuscating code generator 424 adds an additional layer of protection to
black box 240,

Obfuscating code generator 424 complicates analysis  and/or
modification of black box 240 by such techniques as: encrypting portions of the code of
black box 240; introducing “integrity checks” into black box 240; and/or obfuscating
execution of code segments (e.g., by loading the code into scattered, randomly-located
portions of memory for execution). Obfuscating code generator 424 selects portions of
the code of black box 240 to be protected by encryption, integrity checks, and
obfuscated execution. Preferably, the encrypted portions include the portions Qf the
code that perform the most security-sensitive cryptographic functions performed by
black box 240, but also include other portions in order to complicate the identification
of the truly crucial portions of the code. (L.e., if only the most sensitive portions were
encrypted, then it would be easy for a hacker to locate the most sensitive portions
simply by looking for encrypted code; therefore, these portions can be hidden by
encrypling unimportant portions of the code including, but not limited to, the
diversionary code produced by diversionary code gemerator 416.) Additionally,
obfuscating code generator 424 selects segments of the black box code to be preserved
by integrity checks and obfuscated execution.

As noted above, the code generated by code generator 440 is preferably
in a source language, such as C or C++. One method of introducing the above-
mentioned security protection into code that is created in a source language is to use a
software development tool such as a “secure coprocessor simulation” (“SCP”) toolkit.
The following is a brief description of an SCP system, which is an exemplary tool used
by obfuscating code generator 424 to introduce protections into the code of black box
240.
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SCP: Overview

The SCP system works at the source-code level by creating a number of
classes called SCPs, each of which supports an API for security operations such as
encryption, decryptiom, integrity verification, and obfuscated execution. Operations
such as encryption and checksum computation handle relocatable words, so that the
SCP systern may work whether or not code is relocated (e.g., as with DLLs}.

To protect an application with the SCP system, one roust have access to
the application source code. Although the entity with access to the source code may be
a humpan program, this need not be the case. Specifically, an automatic code generator,
such as the code generator 440 used to create black box 240, may alse use the SCP
system to insert protections into code. The entity (i.e., human programmer or code
generator) performs the following steps to use the SCP system to protect code:

1. SCP macros and labels are inserted into the source file(s) to be protected.
These macros and labels indicate code sections fo be protected by such

measures as encryption, integrity verification, and obfuscated execution.

£

Places in the source code are selected where functions such as obfuscated
execution, integrity verification, decryption, and other SCP functions are to
be performed. SCP macros and calls are inserted into the source code at

these selected placed to perform these actions.

[95]

SCP files are added to the application and/or compiled with the application
source code to yield an application executable (e.g., a .EXE or .DLL file).
4. A post-processing tool (e.g., postprocessor 452) is run on the application
executable file. The post-processing tool may locate sections of the
executable file to encrypt, checksum, or otherwise process in the
executable. The post-processing tool may also randomly (or pseudo-
randomly) generate cryptographic keys, cnerypt the code, scatter some keys
throughout the executable file’s code (ie., “.text™) section, and perform
other setup actions.

The follow sections describe cxemplary features of the SCP system.

564



WO 02/01334 PCT/USHI/408%9

10

15

20

SCP: Code-integrity verification

A programmer (or code generator 440} may checksum any number of
(possibly overlapping) application segments at any time during execntion. SCP
provides two verification methods, which are accessed via a macro-based API that
generates appropriate fuoctions and data in the protected application’s code (.text)
section. The SCP systerm may, for example, assume that only one code section exists
and that its name is “.text,” as is typically the case with standard WIN32 cxecutables.
Verification checks can be inlined (as described below) to avoid exposing boolean
return values and single points of attack,

Method 1. This method works with overlapping segments. The
programumer or code generator marks a region to be verified by inserting the macros:

BEGIN VERIFIED SEGMENT(ID1, ID2)
and

END VERIFIED SEGMENT(IDI, ID2)
inside functions, and adding the macro

VERIFIED SEGMENT REF(IDI, 1D2)
outside of functions. The former two macros roark regions, and the latter macro creates
a “segment-reference function” that returns the region’s addresses and checksum. The
variable (ID1, 1D2) is a unique two-byte segment identifier, and checksums are pre-
computed in order of the ID1 values of regions; this is to allow cross-verification of
code regions by ensuring a definite order of checksum computation and storage in the
code section. To verify a region, the programmer or code generator inserts a function
such as

SCP. VerifySeg(VerifiedSegmentRefID1 1D2),
which returns a boolean value and makes available both the valid checksum and the
computed checksum (which must match if the code segment is intact). Any SCP object
can verify any segment.

Method 2: The second method works only with non-overlapping
segments. The programmer or code generator specifics a section to be verified using
the macros

BEGIN _VERIFIED SBECTION(Section, ID1, ID2)
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and

END_VERIFIED SECTION(Section, ID1, 1D2)
which must be placed outside of fuﬁcﬁaus.,‘ The variables (Section, ID1, ID2) specify a
nnigue section name and a pair of identifier bytes. The programmer or generator can
verify a section by inserting into the source code a function call such as

SCP Verify AppSection(BeginSectionlD1_ID2, EndSectioniD1_ID2)
bath to obtain a boolean verification value and two checksums, as above.

It should be noted that integrity checks can be performed in a way that is
dependent on bardware 1D 224, such that black box 240 will not operate properly if it
is running on the wrong machine.

SCP: secret scaitering

Method 2 above uses cryptographic keys scattered using a subset-surn
technique. Each key corresponds to a short siring used to compute indices into a
pseudo-random array of bytes in the code section, refvieve the bytes specified by the
indices, and combine these bytes into the actual key.

SCP: Obfuscated function execution

Using labels and macros, the programmer or code geperator may
subdivide a function into any number of blocks that the SCP system encrypts. When
the function runs, SCP preferably uses muliiple threads to decrypt each block into a
random memory area while executing another block concurrently. Code run in this
manner is preferably self-relocatable. For example, one way fo implement self-
relocatable code on the Intel x86 platform is to make all function calls via function
poiniers. Alternatively, code could be relocatable by mesans of dynamically adjusting
call offsets during execution.

SCP. Code encryption and decryption

The programmer or code generator can specify any mumber of code
regions to be encrypted by enclosing them within the macros

BEGIN _ENCRYPTED SEGMENT(DI, ID2)
and

END ENCRYPTED SEGMENT(IDI, ID2)

and adding the macro
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ENCRYPTED_SEGMENT REF(IDI, ID2)

outside encrypted regions. These macros and the previously described macros for
verified segments serve similar purposes. If a verified region with the identifier (D1,
1D2) exists, its checksum s veed as the encryption key for the corresponding encrypted
segment (i.¢., the one with identifier (ID1, ID2)). The programmer or code generator
calls for 2 segment 1o be decrypted prior to its execution (by inserting appropriate SCP
call{s)), and can then re-encrypt the segment (also using appropriate SCP cali(s)).
Encrypted segments may overlap, and may preferably be encrypted based on their
order of appearance in the source code,

SCP: Probabilistic checking

Fach SCP class has its own psepdo-random-number geperator that can
be used to perform security actions such as mtegrity verification only with certain
probabilities. Additionally, SCP macros may be available that produce pseudo-random
generators inline for this function, as well as for any other function that requires
pseudo-random numbers.

SCP: Boglean-check obfuscation

Several SCP macros provide means of hiding boolean verification of
checksums. In particular, SCP maacros or objects may use checksums to mangle stack
and data, andvcomputﬁ jump addresses and indices into simple jump tables, so that
boolean checks become implicit and non-obvious.

To avoid single points of attack, SCP provides macros for inline
integrity checks and pseudo-random generators. These macros may essentially
duplicate the code from the SCP segment-verification fanctions.

Code Reorganizer 428

Code generator 440 may include a code reorganizer 428. Code
reorganizer 428 reorders or resequences the code that has been produced by the other
components of code generator 440. For example, code reorganizer 428 may move
instructions in the code into a different sequential order, and then add jumps {such as

“conditional” jumps that test for a condition that is always, but non-obviously, true.
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Other Features of Code Generator 440

Code generator 440 has some features that cut across the exemplary
components depicted in FIG. 4. For example, code generator 440 may create different
code to perform the same function within black box 240. This technique has the effect
of obfuscating the function being performed, since one must perform an analysis of the
different code segments in order to determine whether they are fupctionally equivalent.
Additionally, the differing code segments may be “inlined,” so as to guard against
single point attacks. Other technigues that may be used by code generator 440
including introducing timing loops (to detect “hijacking” of calls by an outside
programy), or “interleaving” data, state and code by hashing and jumping on the resuit
(which may have the effect of making local modification more difficuit). Code
generator 440 may create code that implements techuiques aimed at detecting
observation of black box 240 by a kerpel-level debugger; such technigues may include
changing debug registers, checking to see if debug registers were changed, trapping
randomly and examining stack addresses. Moreover, code generator 440 may create
non-sensitive code for black box 240, such as routine code that performs the startup
and shutdown of black box 240, or that performs routine “housekeeping” tasks
(although this “routine” code may still be protected by techniques such as those
introduced by obfuscating code generator 424).

Code generator 440 may also produce “diversionary data” for inclusion
in black box 240. Like the “diversionary code” discussed above, diversionary data is
not of direct relevance to the functions that black box 240 performs, but serves to
complicate analysis of black box 240. Diversionary data may include data that is never
used, data that is used exclusively by diversionary code, or as input to functions which
are designed to nullify the effect of the diversionary data. An additional feature of the
diversionary data is that, since its quantity can be varied, it has the effect of shifting the
address of black box 240’s useful code between different instances of black box 240,
which makes it less fikely that a successful attack on one black hox will aid an attack

on another black box.
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Compiler 436
Compiler 436 is used when code generator 440 creates code in a source

language imstead of machine-executable code. For example, i an exemplary
embodiment code generator 440 creates code n the C-+ + programmuming language, and
compiler 436 is or comprises a C+ <+ compiler. Compiler 436 receives the source code
produced by code generator 440 and converts it into executable code. Compilers are
well-known in the art and commercially available, and therefore are not discussed in
detail herein. Compiler 436 may be a specially-configured compiler included in black
box geperator 37a, or it may be a general purpose compiler that is separate from black
hox generator 37a.

Postprocessor 452

The SCP tool discussed above provides a convenient means to specify
certain code security technigues, such as inline code encryption, integrity veri‘ﬁcaﬁen
{e.g., checksums), and obfuscated execution of code. However, certain aspects of these
technigues cannot be performed directly on source code. For example, it is not possible
to encrypt source code prioy to compilation. Instead, portions of the executable code to
be encrypied can be delimited in the source file, but the actual encryption must await
creation of the executable code. Similarly, segments to be protected by integrity checks
can be delimited in the source, but the actual creation of the integrity value must await
creation of the executable, since it is not possible fo obtain a hash of the executable
code (by means of which integrity will be verified) until the source code has been
compiled. Postprocessor 452 performs these functions.

Postprocessor 452 performs, for example, the functions of: encrypling
the code specified for encryption, computing integrity value, generating cryptographic
keys for the encryption of code, and storing integrity values and code decryption keys
in the executable file.

Process of Creating an Individualized Black Box

Referring now to FIG. 6, an exemplary process is shown by way of
which black box server 304 creates and provides a secure repository that is
individualized for remote computer 49, such as exemplary black box 240, First, at step

601, black box server 304 receives the hardware ID 224 associated with remote
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computer 49. As previously noted, hardware ID 224 may be received via a network,
such as wide-area network 52, in the form of a request for a black box 240, where the
request comes from remote compuier 49, Alternatively, hardware 1D 224 may be
received by other means, such as physical delivery on a digital medium (e.g., magnetic

disk 29, eptical disk 31, etc.), or on paper for entry by keyboard. Black box server 304

‘may use the process depicted jn FIG. 6 to create an individualized black box regardless

of how it receives hardware ID 224, Moreover, it will be appreciated by those skilled
in the art that hardware ID 224 is merely exemplary of the type of information that
supports the creation of a black box 240 individualized for remote computer 49. For
example, instead of hardware ID 224, black box server 304 may receive the serial
oumber of an operating system yunning on remote computer 49. Any type of
information will suffice, provided that it identifies remote computer 49, or is in some
way related to remote computer 48 or to the environment present on remote computer
49 (e.g., the serial munber of the operating system installed on remote computer 49).

At step 602, black box server creates the executable code for an
individualized black box 240, where the code created is at least partly based om
hardware 1D 224, As discussed above, the process of creating this executable code
may, for example, be performed by black box generator 37a. An exemplary process by
which step 602 performed is shown in FIG. 7 and discussed in detail below.

At step 603, black box server 304 provides the individualized black box
240 to remote computer 49. Black box server 304 may provide black box 240 via, for
example, wide-area network 52, which may be the same network over which black box
server 304 received hardware ID 224, Alternatively, black box server 304 may provide
black box 240 to remote compuier 49 by physical delivery of magnetic disk 29 or
optical disk 31, or by any other means by which the executable file(s) in which black
box 240 is contained may be communicated from one computer to another.

FiG. 7 shows an exemplary process for performing the code creation
step 602 depicted in FIG. 6. The process shown in FIG. 7 may, for example, be
carried out by black box generator 37a (shown in FIG. 4). At step 701, black box

generator 37a obtains a cryptographic key 248 {or possibly several cryptographic keys)
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to be hidden in black hox 240, Cryptographic key 248 may, for example, be obtained
from key generator / key database 448,

At step 702, black box gemerator 372 analyzes the newly obtained
cryptographic key 248 in order to identify onme or more actions that would be
performed in the course of using a given cryptographic algorithm to apply
cryptographic key 248 to data. The cryptographic algorithm may either be a decryption
algorithm (that uses cryptographic key 248 to convert ciphertext into cleartext), or an
authentication algorithm (that uses cryptographic key 248 to verify that a particular
data was created by the holder of a particular secret). The particular cryptographic
algorithm by which cryptographic key 248 will be applied is be taken info account
when identifying actions will be performed in the course of applying cryptographic key
248. As one example, step 702 may include the act of using key analysis module 5{34
of cryptographic code generator 412 to identify actions/functions 512, as depicted.in
FIG. 5.

At step 703, black box generator 37a generates code to perform the
actions identified at step 702. The code generated at step 703 is capable of applying
crypiographic key 248 to data, preferably without requiring access to crypitographic
key 248 itself. The process of generating code the code may, for example, be carried
out by code producing module 508 of cryptographic code generator 412, depicted in
FIG. 5. Code may be generated programpmatically, or it may be retrieved from code
database 408. The particular code that is generated or retrieved may be at least parily
based on hardware ID 224 and/or random nmumber 432. Additionally, the code
produced may be designed to rely in some way upon correct dynamic retrieval of
hardware [I> 224 from the environment in which black box 240 is intended to run.

At step 704, black box generator 37a generates “diversionary” code for
inclusion in black box 240. Diversionary code may, for example, be stored in code
database 408. A portion of the code stored in code database 408 wmay then be retrieved
by diversionary code gemerator 416. The particular code retrieved for inclusion in
black box 240 may be based, for example, on random number 432 and/or hardware ID

224.
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At step 705, black box generator 37a generates “healing” code, which is
designed to replace “patches” {(i.e., unauthorized modifications to the code of black
box 240) with the originally intended code. The healing code may be generated, for
example, by healing code génerator 420. The particolar code generated at step 705 is
generally based on other parts of the code to be included in black box 240, since the
code geperated at step 703 is specifically designed to replace portions of black box 240
if they become moditied.

At step 706, black box generator 37a imtroduces obfuscation and
integrity measures into the code of black box 240, such as encrypted code, integrity
checks, and obfuscated execution of code. Black box generator 37a may, for example,
perform this function by using obfuscating code generator 424 to introduce the macros
and function calls of the SCP system described above.

At step 707, black box generator 37a reorganizes the code for black box
240, for exarople by reordering or resequencing segments of the code and introducing
jumps to caose the code o be executed in the correct sequence. The reorganization
may, for example, by performed by code reorganizer 428,

At step 708, the code generated by black box generator 37a at steps 703
through 707 is optionally compiled. Preferably, the code generated at steps 703
through 707 would be generated in a source language such as C or C+ 4, in which
case it needs to be compiled. The compilation may, for example, be performed by
compiler 436, which is a compiler appropriate for the language in which the code was
generated, such as a C compiler or a C+ + compiler. In an alternative embodiment in
which black box generator 37a generates code direcily in 3 machine executable format
(e.g., a .EXE or .DLL file), then it is unnecessary to perform step 708.

At step 709, black box generator 37a performs postprocessing of the
gxecutable code for black box 240. Step 709 may, for example, be performed by
postprocessor 452, As previously discussed in connection with FIG. 4, there are some
aspects of the code obfuscation and integrity measures introduced at step 706 that
cannot be perfected at the source level, but must wait until the executable code has
been produced. For example, one obfuscation measure is to encrypt executable code

inline, and decrypt it prior fo its use. It is not possible to encrypt the executable code
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until it bas been produced (and it is not possible to encrypt the source code becanse it
will not compile). Moreover, it is not possible to create the integrity values (e. g.,
hashes, checksums, etc.) that are used to implement integrity checks because these
measures, too, require encrypted code. Thus, at step 709 postprocessing of the
executable code produced at step 708 is performed. Specifically, sections of code
delimited for encryption are encrypted, and sections of code marked for integrity
checks are hashed. The keys used for encrypted code may be selected at step 709. The
keys may be based in part on hardware ID 224 and/or random number 432. The
particular method of performing an integrity check may be based in part on hardware
1D 432,

Once postprocessing is complete, black box generator 37a proceeds to
step 603 shown in FIG. 6. It will be appreciated that, while the steps of FIG. 7 are
depicted as taking place in a certain order, certain of the steps shown may take place in
a different order. For example, the code generated at step 703 through 705 could be
generated in sequ&m:eé other than that depicted in FIG. 7. The reorganization of code
at step 707 could take place either before or after the compilation performed at step
708. Other medification may be made to the order of steps without departing from the

spirit and scope of the invention.

- Example Architecture Incorporating Black Box 240 and Decoupling Interface 220

As poted above in commection with FIG. 2, black box 240 and
application program 244 may commumicate either directly or through a decoupling
interface 220. FIG. 8 shows an exemplary architecture of a system in which a
decoupling interface is employed for use with black box 240 and application program
244,

Diecoupling interface 220 addresses the issue of how black box 240 can
be replaced with another black box 240a, while still permitting communication and
authentication to take place between application program 244 on the one hand, and
black box 240 or 240a on the other hand. Replacement of black box 240 may become
necessary if black box 240 has become damaged (e.g., if a hacker has made a
deliberate and irreparable attempt to modify black box 240), if black box 240 has

become obsolete due to the development of new secure repository technology (which
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may, for example, include either nmew software techniques or a hardware-based
repository), or if application program 244 may be usable on different types of
platforms having different types of secure repositories. (E.g., an open platform such as
a PC running one of the MICROSOFT WINDOWS 95, 98, NT, or 2000 operating
systems may require a different type/level of security from a closed platform such as a
dedicated text viewing device.) However, it will be noted that application 244
preferably should be able to interface with any black box - ecither original or
replacement ~ in at least two ways. First, application program 244 needs to
authenticate itself to the black box, since the black box should not perform sensitive
function for an entity who has not established trustworthiness. Second, application
program 244 veeds 1o be able to communicate with black box 244 in order to request
performance of the sensitive functions that black box 244 is designed to perform.
Decoupling interface 220 provides a single authentication and communication protocol
that application program 244 can use regardless of the black box being used, thus
making the particular secure repository transparent to the developer of application
program 244.

Application program 244 and black box 240 in the exemplary
architecture shown communicate through decoupling interface 220. Decoupling
taterface 220 may, for example, be or comprise an application programmer interface
(AP baving an “initialization” call and a “bind to license” call. (Licenses are
explained in forther detail below; briefly, a license perniits the use of content protected
by black box 240.) The API may be provided in the form of a dynamic-link library
(.DLL} file that is loaded with application program 244 and execuies i the process
(i.e., in the address space) of application program 244. Both of the calls provided by
the API may be exposed to application program 244 and implemented by decoupling
interface 220 (i.e., the calls have addresses located in the address space of application
program 244). Additionally, these two calls may preferably provide all of the
interaction that is necessary in order for application program 244 to make use of black
box 240. For example, the “initialization” call may perform the functions of (g}
authenticating application program 244 1o black box 240, and (b) cansing decoupling

interface to execute instructions that initialize black box 240 for vse and allow black
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box 240 to authenticate decoupling imterface 220. A purpose of black box 240°s
authenticating decoupling interface 220 is to establish a chain of trust. Since decoupling
interface 220 presents application program 244’s proffer of trustworthiness to black
box 240, black box 240 must trust decoupling imterface 220 to perform this
authentication properly {e.g., black box 240 may need to ensure that decoupling
interface 220 is not a rogue DLIL presenting a stolen certificate in an unauthorized
context). The bind-to-license call may request that black box 240 perform its sensitive
function{s) for application program 244. In the example depicted in FIG. 8, the
sepsitive function that black box 240 performs is to enable the use of encrypted
licensed data object 800 when permitted by license 816 (as more particularly described
below), and the bind-to-license call may provide “epabling bits” 824 that allow
application program 244 to use licensed data object 800,

For example, application program 244 may issne an initialization call
{e.g., DecouplinglF::Init(})} which 15 implemented by decoupling interface 220. This
call may cause decoupling interface 220 io execute code that starts black box 240,
gives it an opportunity to authenticate decoupling interface 220, and prepares a secure
environment that discourages modification or observation of black box 240 while black
box 240 is executing. It should be noted that the act of authenticating decoupling
interface 220 is optional, as there may be environments in which the auwthenticily of
decoupling interface 220 can be presumed from circumstance (such as purpose-built
devices for which all software is in the form of “firmware” installed by the
manufacturer). Black box 240 may take sieps to prepare a secure environment, such as
attaching to application program 244 using the DebugActiveProcess system call of the
MICROSOFT WINDOWS 95/98/NT/2000 operating systems, in order to prevent
other debuggers from attaching. Preferably, decoupling interface 220 does not process
the bind-to-license call until decoupling interface 220 has completed the nitialization
process with black box 240. After the initialization process is complete, application
program 244 may issue a bind-to-license call {(e.g., Decauplz‘ngllf,;:Bz’rﬁdTaLiceﬁse{)),
which causes decoupling interface 220 to execute code that requests black box 240 o
perform its sensitive functions for application program 244. In the example of FIG. &,

the bind-to-license call requests that black box provide enabling bits 824, Black box
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240 then provides epabling bits 824 to decoupling interface 220 (assuming that
circumstance permit), and decoupling interface 220 .pmvides enabling bits 824 to
application program 244. It will be appreciated that this arrangement allows application
program 244 to authenticate itself and request services from black box 240 without
knowing the details, mechanics, or communications protocols needed to interface
directly with black box 240. In effect, decoupling imterface provides a common
language through which application program 244 and black box 240 may communicate.

Still referring to FIG. §, in the exemplary architecture shown, data
object 800 is a file that inclndes encrypted information 204, a sealed key 820, and a
license 814. Sealed key 820 may be the key that decrypts encrypted jnformation 204,
In a preferred embodiment, sealed key 820 is 2 symmetric key that was used to encrypt
encrypted information 204. License 816 governs the use of encrypted information 204.
For example, Hcense 816 may specify the righis to decrypt and/or render encrypted
information 204. Encrypted information 204 may, for example, be the text of a book.
In other examples, encrypted information 204 may be audio or video content, such as a
digital andio file or a digital video file. Application program 244 is a software
application appropriate for the nature of the information contained in data object 800.
For example, if encrypted information 204 is the text of a book, then application
program 244 may be a texi-rendering application or “reader” program. If emcrypted
information 204 is a digital audio or digital video, then application program 244 may
be an audio-rendering or video-rendering application.

The exemplary architecture of FIG. 8 includes black box 240. Black box
240 inchudes a public key 248a, and a corresponding private key 248b. As discussed
above, private key 248b is preferably “hidden” in black box 240, sach that no copy of
private key 248b actually appears in black box 240, although black box 240 containg
the code necessary to apply private key 248b.

In the example of FIG. 8, there is shown a certificate 812, which has
associated therewith an asymmetric key pair including a public key 804 and a private
key B08. Private key 808 is not represented directly in certificate 812, but rather is
encrypted with the public key of black box 240. Sealed key 820 is “key”-sealed in data
object 800 with public key 804 of certificate 812 such that it can only be “unsealed”
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with private key 808, It will be appreciated that the series of encrypted and sealed keys
establishes a chain of control from black box 240, to certificate 812, to sealed key 820,
to encrypted information 204, such that it is not possible to decrypt information 204
without all of these ﬂbjacts: Specifically, information 204 can only be accessed with
sealed key 820. Sealed key 820, in turn, can only be accessed with private key 808.
Private key 808, in turn, can only be accessed with private key 248a of black box 240.
This is a particularly advantageous arrangement, since it allows access to data object
800 to be tied to the private key 808 of certificate 812, rather than to a particular black
box 240. For example, if black box 240 were replaced with black box 240a (which has
public/private keys 248¢ and 248d, which are different from pﬁblic/privatc keys 248a
and 248b of black box 240), data object 800 could be used by black box 240a without
any modification to data object 800, merely by issuing a new certificate 812a, which
has the same public/private keys 804 and 808, but with private key 808 being
encrypted with public key 248c of new black box 240a, instead of being encrypted with
public key 248a of old black box 240.

Exemplary black box 240 depicted in FIG. 8 performs the function of
enabling application program 244 to render encrypted comtent 204 by providing
“enabling bits” 824 to application program 244. Epabling biis 824 may comprise either
decrypted content 208 (in which case black box 240 performs the function of applying
key 820 to convert encrypied content 204 into decrypted content 208}, or key 820 itself
(in which case application program 244 uses key 820 to perform the actual decryption
of data object 800). Exemplary black box 240 also perform the function of validating
license 816 to determine whether license 816 permits use of encrypted information 240,
If Heense 816 does not permit the use of encrypted infématim 804 (e.g., if license 816
is expired, or if data object 800 is not present in an authorized environment), then
black box 240 does not provide enabling bifs 824 to application program 244.

Black box 240 preferably provides enabling bits to application program
244 by way of decoupling interface 220. However, application program 244 and black
box 240 may communicate directly in accordance with aspects of the invention.
Decoupling interface is particularly useful in the example of FIG. 8, because it allows

for simple replacement of black box 240 with black box 240a without requiring any
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modification 10 rendering application 244. Thus, in accordance with aspects of the
invention, black box 240 could be replaced with black box 240a (e.g., if black box 240
has become corrupted or obsolete} without any change to either rendering application
244 or data object 800 ~ merely by providing black box 240a with certificate 8122 and,
if necessary, replacing the code of decoupling interface 220 to allow &t to
communicate/authenticate with black box 240a. (E.g., If decoupling interface 220 is a
dynamically linkable library of executable code (i.e., a DLL) which links to apg;ii{;&i‘i@ﬁ
program 244 at runtime, the DLL can be replaced with a new DLL. This replacement
may transparent to application program 244, since the calls made by application
program 244 (i.e., Inif(} and BindToLicense()) would simply reference the new code in
the new DLL.) Thus, the use of decoupling interface 220 is particularly advantageous
because it supports the replaceability of black box 240, and thus supports a
“renewable” model of security. For example, if a hardware-based repository should
become available, decoupling interface 220 may provide communication between the
not-yet-created hardw‘arﬁ based repository and application program 244 in a manner
that is transparent to the developer of application program 244. As another example,
technology for the creation of software-based repositories could progress, thereby
allowing a first software-based repository to be replaced with a second software-based
repository having features that were not present when the first repository was created.
As a further exemplary feature, application program 244 may specify a “type” of
repository that it is able and/or willing to work with, where new repositories of that
“type” may not be in existence at the time that application program 244 is created, bui
which may be developed later, thereby further supporting the “renewable” model of
secority.

It is possible for black Eax 240 and application program 244 to
conumunicate without decoupling interface 220. For exaruple, application program 244
counld authenticate itself directly to black box 240 and could receive directly from black
box 240 the enabling bits 824 needed to use object 800. However, the use of
decoupling imterface 220 is particularly advantageous because it supports the
“renewability” of black boxes, as described above, More particularly, since applcation

program 244 only needs to be able to communicate through decoupling interface 220, it
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does not meed to know any of the details about black box 240, such as bow o
authenticate itself to black box 240, or what commmunication protocol is used to
communicate with black box 240. Thus, black box 240 could be replaced with a
different black box 240a, with the change being transparent to the developer of
application program 244. For example, black box 240a may be a different type of
black box for use on a different type of remote compuoter 49 (such as a dedicate
rendering device), or, as noted above, # may be a black box 240s that incorporates
pew security technology that had not been developed at the time that black box 240 was
provided to remote computer 49, or it may be 2 hardware-based secure repository. It
will be appreciated that the use of decoupling interface 220 enables the wuse of black
box 240a with application program 244 and data object 800 even if black box 240a has
not been developed or is otherwise not yet in existence at the time that application
program 244 and data object 800 are installed on remote computer 49,

Referring now to FIG. 9, there is shown an exemplary process by which
application program 244 uses black box 240 through decoupling interface 220. At step
901, application program 244 starts execution. Application program 244 may be a
program executing on an open platform or general purpose compuier, such as remote
computer 48, Alternatively, application program 244 may be a program for a closed
platform such as purpose-built hardware (not shown). For example, application
program 244 may be a program that displays electronically-distributed text to a
(human) user. One version of application program 244 may be designed to run on
general-purpose open-platform remote computer 49. Another version of application
program 244 may be designed 1o run on a dedicated hand-held reading device that runs
no software other than that necessary to display electronic text. Preferably, application
program 244 loads decoupling interface 220 (e.g., by linking with a DLL that contains
instructions which implement decoupling interface 220), in order to faciliiate
conununication with black box 240.

At step 802, application program issues an instruction to initialize black
box 240. Preferably, the initialization imstruction is implemented by decoupling
interface 220 and takes the form of a method that decoupling interface 220 exposes to

application program 244. For example, the code of application program 244 may
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include an instruction of the form (DecouplinglF::nit(}), which executes code to
perform the initialization function (where the code is in the decoupling interface DLL
and linked to application program 244 at runtime). The call to fniz() may, optionally,
be parameterized by data representing a type of black box 240 (e.g., if the developer
and/or provider of application program 244 has deemed that application program 244
should work only with a particular type of black box, decoupling interface 220 may
provided support for such a condition if it is specified as a parameter). Steps 903 and
804, described below, may be performed as part of, or in response to, the initialization
instruction issued at step 902.

AL step 903, decoupling interface 220 proffers to black box 240 proof of
the authenticity and/or trustworthiness of application program 244. The process of
authenticating application program 244 generally includes obtaining a certificate from
application program 244 (where the certificate is signed with the private key of a
trusted certifying authority) and then validating the signature. The certificate may be
located in the code of application program 244 in a place known io the DLL that
implements decoupling interface 220. Black box 240 preferably incorporates the public
key of the certifying authority. The process of authenticating application 244 may be
particularly simple when the platform on which application 244 is running is a purpose
built device or features hardware-enforced isclation, since it may then be presumed that
only trusted applications 244 would be installed on such a device.

At step 904, black box 240 is started and, optionaily, is given the
opportunity to prepare a secure environment, including authenticating decoupling
interface 220 and application program 244. The details of this process depend on the
particalar environment in which black box 240 and application program 244 are
running. For example, in the case of a closed, purpose built device, the only actions
that may need to take place are retrieving a private key from a ROM and validating its
certificate.

In the case of “authenticated hoot” environments, the process may
include using anm operating system call to check a software image (e.g., of the
decoupling interface 220 DLL}), checking the certificate of application program 244,

and isolating the code and data space of application program 244.
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In the case of gn open platform, such as where application program 244
runs on a typical persomal computer using one of the MICROSOFT WINDOWS
95/98/N'T/2000 operating systemns, the process of anthenticating decoupling interface
220 and preparing a secure enviromment may include the following actions. The
initialization call of decoupling interface 220 (i.e., DecouplinglF::Init()) may cause the
code in decoupling interface 220°s DLL to issue an initialization call exposed by black
box 240 {(e.g., BlackBox::Init). Preferably, one of the argoments to BlackBox::Init may
be a binary certificate that contains a cryptographic hash of the code of decoupling
interface 220 signed by the private key of a certifying authority, where the
corresponding public key is available to {¢.g., inside) black box 240. Black Box 240
reads the code of decoupling interface 220, for example by using the system call
ReadProcessMemory {or a private in-process protocol that accesses the address space
of decoupling interface 220), and computes its hash and compares it (o the one sig.ned
by the certifying authority. BlackBox::Init may also check that the return address from
its Fnit call is in the execution space of decoupling interface 220. Decoupling interface
220 may also receive two additional certificates from black box 240: a certificate from
a certifying authority (which may or may not be the same certifying authority that signs
the certificate of decoupling interface 220) binding the name and public key of the
developer of application program 244, and also a binary certificate from the developer
of application program 244 naming the hash, security level and expiration of iis code.
Decoupling interface 220, which is in the same address space as application program
244, computes the hash of the application code, verifies the certificate and compares
the computed hash to the signed hash. These action may be performed before
decoupling interface 220 returns from the initialization call issued by application
program 244,

Additionally, during the call o BlackBox::Init, black box 240 preferably
attaches to application program 244 wsing the DebugActiveProcess systém call {or
similar call, when an operating system other than one of the MICROSOFT WINDOWS
operating systems is being used), which bas the advantageous effect of preventing user
maode debuggers from attaching to application program 244. Preferably, no sensitive

code within black box 240, and no key within the black box 240 (e.g., key 248) are
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“uncovered” until this attachment is dome, interpal black box integrity checks are
performed, and the code of application program 244 and/or decoupling interface 220
have been authenticated. Thereafter, all sensitive data is “poked” into the application
process (using WriteProcessMemory, or a private in-process interface that accesses the
address space of the application process) and does not travel via COM, RPC or system
buffers.

Preferably, in order to establish a secure environment, system
components used by black box 240, decoupling interface 220, and application program
244 are also aunthenticated. Components to be authenticated may include user libraries,
kernel components, or any other software that has the potential to affect the security of
the environment in which protected actions are to be performed.

At the conclusion of step 904, establishment of a chain of trust between
black box 240 and application program 244 is complete. Black box 240 may now
proceed to perform sensitive functions, such as cryptographic services, for application
program 244.

At step 905, application program 244 requests services from black box
240. For example, black box 905 may provide or identify data object 800 and request
that that data obiect 800 be decrypted if permitied by license 816. In the case where
decoupling interface 220 is present, application program 244 may malke this request
through decoupling interface 220, which then issues the necessary instructions to black
box 240.

At step 908, black box 240 performs functions necessary to validate
license 816 and provide application program 244 with access to data object 800. For
exarople, in the exemplary architecture depicted in FIG. 8 where license 816, key 820,
and content 204 are cryptographically “sealed” together, black box 240 may use ifs
(preferably hidden) private key 248b to decrypt private key 808 of certificate 812, and
then roay use private key 808 1o unsesl data objéct 800 and read its license 816. Black
box 240 may then proceed to evaluate license 816, checking whatever conditions are
necessary to perform the evaloatiop. For example, license 816 may permit decyyption
of data object 800 up to a particular date, in which case the license evaluation process

includes checking a (préferabiy trusted) calendar source. As another example, license
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816 may permit data object 800 to be used only in a particular enviroument {e.g., the
license may permit data ohject 800 to be used én an isolated hardware device but not
on an open platform), in which case the evaluation process includes the act of
identifying the environment.

If the license permits use of data object 800, black box 240 may obtain
sealed key 820 and use it to provide “enabling bits™ 824 to application program 244 at
step 907. In one exemplary embodiment, enabling bits 824 may include sealed key
820, which application program 244 uses o object 800°s encrypted information 204. In
another exemplary embodiment, black box 240 uses sealed key 820 to convert
encrypted information 204 inte decrypted information 208 and then provides decrypted
information 208 to applicstion program 244. In the latter example, the decrypted
information itself is the “enabling bits” 824. When decoupling interface 220 is present,
black box 240 preferably provides enabling bits 824 to application program 244
through decoupling interface 220. ; ‘

It is noted that the foregoing examples have been provided merely for
the purpose of explanation and are in no way 0 be construed as limiting of the present
imvention. While the invention bas been described with reference to various
emboditnents, it is understood that the words which have been used herein are words of
description and illustration, rather than words of limitations. Further, although the
invention has been described herein with reference to particular means, materials and
embodiments, the invention is not intended o be Jimited {o the particulars disclosed
herein; rather, the invention extends to all functionally equivalent structures, methods
and uses, such as are within the scope of the appended claims. Those skilled in the art,
having the benefit of the teachings of this specification, may effect numerocus
modifications thereto and changes may be made without departing from the scope and

spirit of the invesntion in its aspects.
APPENDIX A

Background
Let ¢ be the exponent to be computed.
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Let em- be the exponent of the “accumulation,” the pumber that
accummlates the message raised to e,

Let egy be the current error exponent.

When using the binary metbod to compute an addition chain, ¢ is
scanned from left o right. For each scanned bit, the accunulation is squared, which
doubles its exponent (the shift stage: eg, = €5 < < 1). If the scanned bit is 1, the
acCumulation is then multiplied by the message, which increases its exponent by 1 (the
add stage: ey = gy + 1). This process may be characterized as shifting the MSB off
¢ and on to eg,. The add stage effectively corrects the exponent error that accumulated
when the exponent was left shifted.

The m-ary method generalizes this method by shifting m bits at a time
(&gee = e << <<_m). At each step, the exponent error that is corrected in the add stage
equals the m-bit number currently being scanned (eg, = ep). Usually the error is
resolved with one multiply using a pre-computed table of messages raised to all
possible m-bit exponents.

In greater generality, when the exponenmt error i8 “resolved” by
multiplying from a pre-computed table, the exponent in the table is effectively
subtracted from the current exponent error (the reduction stage: ey = €y, - 2. In the
binary and m-ary methods, the reduction exponent is always chosen to equal the
current error, so that the reduction always yields an error of zero (g = ¢,). However,
a random exponent could be chosen to reduce the error as long as it was less than or
egual the current error. The excess error would be carried into the next shift stage (eyy
= {gop < < W) + gy

Random Addition Chains:

A library of functions {(e.g., Addchain.{h,cpp}) can be created which
describe a class that computes a random addition chain for a big number exponent.
Computation of the addition chain assumes a siorage mechanism, the “register store,”

that holds several big mumbers (typically 15) and the original message. These registers
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store the message raised to various 29-bit exponents as well as the number that
accumulates the message raised 1o the total exponent (the accunlation),

The register store is primed with random exponents computed using
random multiplications between already computed exponents, starting with the original
message in one of the registers, While accumulating e, multipHcations between random
registers are performed and stored, so that “pre-compuied” exponents are constantly
changing. These random multiplications are tuned so that register exponents do not
exceed 29 bits.

While accumulating, the exponent error is not allowed to grow more
than twice as large as the largest exponent in the register store. If this limit is about (0
be exceeded, the error is reduced. These “required” reductions prefer larger exponents
to keep the mumnber of required multiplies small. “Optional” reductions randomly occur
if there exists any register that is less than or equal the current error. The parameters
for these required and optional reductions are tuned so that about 700 multiplies occur
for a 512-bit exponent in addition to the 512 necessary squarings - about 3 reductions
for every 2 shifts.

Since squarings are treated as multiplies, reductions are fairly
unpredictable, and exiraneous multiplies frequently occur, an opponent must track the
contents of all the registers to determine the accumulating exponent.

Register Store:

Two categories of technigues are used to make it difficult to track the
contents of a virtual register: datg obfuscation and engineering tricks. Data obfuscation
involves storing registers redundantly, swapping data stored in two registers, and
hiding datza by XOR’ing it with another register. Engineering tricks help defeat
conumon techniques used for backwards engineering code, such as fall through cases on
switch statements or extraneous no-op calculations injected between real caloulations.

Drata Obfuscation:

The register store contains 66 “real” registers that are vsed to store data
for the 16 “virtual” registers used by the addition chain calculation. A virtual register
can keep track of up to 4 redundant copies of ifs data with 4 “slots” that reference real

registers. When data needs 0 be stored, a real register is randomly selected from the
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set of unallocated registers. Real registers are released to the unaflocated store when a
virtual register is overwritten. Dynamically allocating real registers to a virtual register
prevents an adversary from statically examining data stored at particular memory
offsets to determine the conients of the virtaal register.

When data is needed, one of the slots is randomly selected. Duplicating
data for redundancy is scheduled randomly, but the process is biased o prefer data that
has been used recently (ex. as a source or result of a multiply). Slots are sometimes
released randomly, even though the data in the real register is not chavged and might
appear to be in use. This way, a virtual register’s data may actually appear in more
than 4 real registers even though the system is only selecting data from one of the 4
slots it is tracking.

In the process of copying data, a real register may also become XOR’d
with another random real register, to mask its contents. The other register may or may
not contain data that is being actively used. In fact, a copy operation may change the
XOR state of up to four other registers, in addition to the real registers being copied to
and from. These six registers can algo swap their contents in various ways during a
copy via a series of XOR’s. Thus, a particular copy generally involves several XOR’s
that can change both the XOR state of several real registers and the real registers
referenced by virtual register slots,

Dynamic register allocation, surreptitions swapping, and XOR’ing
constitutes a kind of “shell game,” where data is being shuffled around and masked in
memory before and after virtually every multiplication. Data stored in one register may
be retrieved from an entirely different register later on. The same register may never
be used to retrieve the same piece of data twice in a row. The XOR ing makes it more
difficult to track the swapping in memory.

Engineering Tricks

Static analysis of the register store’s memory is deterred in three ways.
Memory is allocated on the heap so techniques that examine offsets from the stack
pointer do not work. Random blocks of soused space are also added between real

registers so that obvious offsets cannot be used to examine a particular register.
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Finally, the register store is initialized with random content so that upused or unprimed
registers are not obvious by examiuation.

The bulk of the code in rsagen.cpp is devoted to generating the _Copy
function, and tracking the state changes that it performs as side effects. The Copy
function performs the copy/swap/state-change operation for the data in the régister
store. A single 32-bit unsigned integer is passed to _Copy that encodes the type of copy
that is to occur. Part of this UINT eocodes the 6-8 real registers involved in the
copy/swap/state-change, and another part performs the actual calculation. Both of these
parts are implemented with large switch statements (1504 cases) that make ex{ensivé‘
use of fall through cases. Fall through makes it more difficult to analyze the code
generated for the switch based on jumps, since 1 to 4 cases may use the same brealk.

The major vulperability of the system up fo this point involves a
dynamic attack, where the adversary breaks out of execution at each multiply 'and
examines the data going in and out. If the adversary knmows what exponent is
represented by the source data, it can compute the exponent of the result. Since the
whole system starts with the original message, the adversary could backwards engineer
any exponent using this attack ~ most notably the secret exponent.

This is deterred in two ways. First, data for the sources and result of the
pmltiply are directly read from and written to the register store, without making an
intermediate copy to stack memory. This makes it more difficult for an auitomatic
breaker to analyze the stack frame to infer exponents. Second, a percentage of the
calculations are performed using inlined copy cases and multiplies. These inlined
calculations mostly occur at the beginning of the computation, but other clusters are
scattered throughout the calculation randomly. With copies and multiplies mixed
together, it should be more difficult to determine where exactly a multiply is occurring
and therefore where 10 examine data to backwards engineer exponents.

Vulnerability and Possible Solution:

Currently, the greatest vulnerability of the system is still the dynamic
attack. If an adversary can infer where multiplies are cceurring in the inlined code, it

might still backwards engineer the exponents automatically. This will be difficult with
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EBT code shuffling and bogus code injected into the real calculations — but it is still
conceivable.

A nmumber theory result conld be used to make this more difficult. If
during a copy, the code performed a surreptitious add much like the swaps and XOR’s,
the code could mask a source value of the multiply. After the multiply, a second
pumber is added to the result, such that the total amount added is congruent to zero
with respect to the modulas.

Given (A+B)y mod N = {, it is needed to hide the sources and result of
the multiply:

*Yymod N =

(X*Y + (A+BY*Y)mod N =

(X*Y + A*Y + B*Y) mod N =

X+ A)*Y +B*Y)med N
So, add A to X before the multiply, and (B*Y) mod N after the multiply. It is possible
to add (B*Y) mod N after the mod - as long as the 512-bit number does not overflow
with the add, and as long as another mod is done before the end. The copy code is
designed to support a surreptitious add, although this new kind of state is not

implemented in the state tracking code.
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CLAIMS
WHAT 15 CLAIMED 1IS:
1. A method of facilitating the usc of a software process with one of a
plurality of secure repositories, said method comprising the acts of:
providing an interface, said imterface being callable by said
software process;
. if said one of said plurality of secure repositories is said first of
said plurality of secure repositories, providing a first set of computer-executable
instructions which are invocable by said callable inierface; and
if said one of said plurality of secure repositories is said second
of said plurality of secure repositories, providing a second set of computer-executable
instructions which are invocable by said callable interface, said second set of computer-

executable instructions belng different from said first set of computernexecutaﬁic

instructions.

2. The method of claim 1, wherein said secure repository comverts
encrypted data to decrypted data using a cryptographic algorithm to apply a
cryptographic key to said encrypted data, and wherein said software process performs

an operation on said decrypied data.

3. The method of claim 2, wherein said operation comprises rendering

said decrypted data.

4. The method of claim 1, wherein said first or said second sets of
computer-cxecutable instructions is provided in the form of an executable file

dynamically linkable with said software process.
5. The method of claim 1, wherein said interface comprises a first

function callable by said software process, said first function being parameterized by

first data representative of a type of secure repository.
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6. The method of claim S, wherein said interface is callable by said
software process without regard to whether said one of said plurality of secure
repositories is said first of said plurality of secure repositories or said second of said

plarality of secure repositories.

7. The method of claim 1, wherein said interface comprises a second
function callable by said software process, said second function requesting that said

secure repository perform at least ope action.

8. The method of claim 1, wherein said first of said plurality of secure
repositories executes on a closed-platform device, and wherein said second of said

plurality of secure repositories executes on an open-platform device.

9. A method of comunmunicating between a software process and a one of

a plurality of secure repositories, said method comprising the acts of:

said software process issuing a first imterface call which
anthenticates said software process to said one of said plurality of secure repositories;
and

said software process issuing a second interface call which
requests performance of an action by said secure repository for said software process;
wherein said software process issues said first and second interface calls without regard
to whether said one of said plorality of secure repositories is a first of said plorality of

secure repositories or a second of said plurality of secure repositories.

10. The method of claim 9, wherein said secure repository comverts
encrypted data to decrypted data using a cryptographic algorithm to apply a
cryptographic key io said encrypted data, and wherein said sofiware process performs

an operation on said decrypted data,

11. The method of claim 10, wherein said operation comprises rendering

said decrypted data.
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12. The method of claim 9, wherein said first secure repository
comprises a software-based secure repository, amd wherein said second secure

repository comprises at least some isolated hardware.

13, The method of claim 9, wherein each of said first and second secure
repositories are software-based repositories, said first secure repository having at least

one feature not present in said second secure repository.

14. The method of claim 9, wherein said one of said plurality of secure
repositories is said first of said plurality of secure repositories, and wherein said
software process issues said first and second interface calls without regard to whether

said second repository exists.

15. The method of claim 9, wherein said first interface call is
parameterized by first data representing a first type of secure repository, and wherein

said first and said second of said plurality of sccure repositories are each of said first

type.

16. The method of claim 15, wherein said software process performs a
second action if said one of said plurality of repositories is either said first or said
second of said plurality of secure repositories, and wherein said software process does
not perform said second action if said one of said plurality of secure repositories is a
third of said plurality of secure repositories, said third of said plurality of secure

repositories being of a second type different from said first type.

17. The method of claim 9, further comprising the acts of:
dynamically linking to said software process a first set of
computer-execuiable instructions, if said one of sald plurality of repositories is said

first of said plurality of secore repositories; and
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dynamically linking to said software process a second set of
computer-executable instructions different from said first set of computer-executable
instructions, if said one of said plurality of secure repositories is said second of said

plurality of secure repositories.

18. The method of claim 9, further comprising the act of said sofiware
process receiving second data in response to said second interface call, said second data
being generated by said one of said plurality of secure repositorics, wherein said
second data does not expose 10 said software process whether said data was generated

by said first secure repository or said second secure repository.

19. A computer-readable mediom encoded with computer-executable

instructions to perform the method of claim 9.

20. A secure repository comprising:

a first set of compuier-executable instructions which converts
encrypted data into decrypted data by applying a cryptographic key to said encrypted
data; and

a second set of computer-executable imstructions which provides
said decrypted data to a software process if said secure repository trusts said software
Process;
wherein said secure repository establishes trust of said software process at least in part
by establishing trust with an intermediate object, said intermediate object comprising a
third set of compuier-executable instructions dynamically linked to said software

process.

21. The secure repository of claim 20, wherein said software process

renders said decrypted data.

22. The secure repository of claim 20, further comprising a fourth set of

computer-executable instructions which establishes trust with said intermediate object,
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said fourth set of computer-executable instructions including instructions to perform
acts comprising:
receiving from said intermediate object first data comprising:
second data based at least in part on at least some code
5 countained in said intermediate object; and
& signature of said second data; and

validating said signature.

23. The secure repository of claim 22, wherein said second data

10 comprises 2 hash of said at least some code.

24. The secure repository of claim 22, wherein said fourth set of
computer-execuiable instructions further performs acts comprising:
receiving from said intermediate object second data based at least

15  in part on code contained in said software process.

25. A method of communicating with one of a plurality of secure
repositories, said method comprising the acts of:
issuing a first interface call without regard to whether said one of
20 said plurality of secure repositories s a first of said plurality of secure repositories or a
second of said plurality of secure repositories;
if said ope of said plurality of secure repositories is said first of
said plurality of secure repositories, dynamically linking with a first set of computer-
executable instructions invocable by said first interface call; and
25 if said one of said plurality of secure repositories is said second
of said plurality of secure repositories, dynamically linking with a second set of
compuier-executable instructions invocable by said first interface call, said second said
of computer-executable instructions being different from said first set of computer-

executable insiructions.
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26. The method of claim 25, wherein each of said plurality of secure
repositories converts encrypted data to decrypted data using a cryptographic algorithm

to apply a cryptographic key to said encrypied data.

27. The method of claim 25, wherein said first secure repository
compprises 3 software-based secure repository, and wherein said second secure

repository comprises at least some isolated hardware.

28. The method of claim 25, wherein each of said first and second
secure repositories are software-based repositories, said first secure repository having

at least one feature not present in said second secure repository.

29. The method of claim 25, wherein said act of performing said first
action comprises executing a first set of computer-executable instructions, and wherein
said first action compriscs the act of providing to said first secure repository first data
based at least in part on at least some of said first set of computer-executable

instructions,

30. A computer-readable medinm encoded with a2 second set of

computer-executable instructions to perform the method of claim 23.

31. A method of authenticating a first software process to a second
software process, said method comprising the acts of:
establishing to said second software process the authenticity of an
intermediary object; and
using said imtermediary object to establisk to said second

software process the authenticity of said first software process.

32. The method of claim 31, wherein said second software process

converts encrypted data 1o decrypted data by using a cryptographic algorithm to apply 2
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cryptographic key to said encrypted data, and wherein said first software process

performs an operation on said decrypted data.

33. The method of claim 32, wherein said operation comprises rendering
said decrypted data.
. 34. The method of claim 33, wherein said first software process is a

text-rendering application, and wherein said decrypted data comprises text.

35. The method of claim 31, wherein said intermediary object comprises
a set of computer-executable instructions having a first function callable from said first
software process, and wherein the act of establishing to said second software process
the authenticity of said intermediary object includes, or is actuated by, the act of said

first software process calling said first function.

36. The method of claim 35, wherein said act of establishing to said
second software process the authenticity of said intermediary object includes the act of
providing said second software process with a certificate based at least in part on said

set of computer-executable instructions.

37. The method of claim 36, wherein said certificate comprises a signed

hash of at least some of said computer-executable instructions.

3&. The method of claim 35, wherein said intermediary object is in the
address space of said fust software process, and wherein said first function is

referenceable by an address within said address space.

39. The method of claim 33, wherein said set of compuier-cxecutable
instructions is dynamically linkable with said first software process, and wherein said
method further comprises the act of linking said set of computer-executable instructions

with said first software process.
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40, The method of claim 31, wherein said intem;ediéry object comprises

a set of computer-executable instructions having a first function callable from said first
software process, and wherein said act of using said intermediary object to establish to

5  said second software process the anthenticity of said first software process includes, or

is actuated by, the act of said first software process issuing a call to said first function.
41. A computer-readable medivm encoded with a second set of

computer-executable instructions to perform the method of claim 31.

10
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METHOD AND SYSTEM FOR SECURE AUTHENTICATED
PAYMENT ON A COMPUTER NETWORK

FIELD OF THE INVENTION

The present invention relates to a method and system for secure authenticated
payment at a point-of-sale on a computer network. More particularly, the present inven-
tion allows the use of digital signatures on a sales draft to authenticate purchasers in a
manner that does not necessarily require any changes in the transaction processing of the

financial institutions participating in the transaction.

BACKGROUND OF THE INVENTION

In present electronic commerce transactions, buyers may pay for goods and
services by presenting the seller with a payment card number, e.g., a conventional credit
card number. Because the buyer and seller are connected solely through a computer
network (e.g., the Internet), it is not possible for the buyer to authenticate himself as the
legitimate cardholder, nor can the buyer sign the sales draft. Thus, the seller honors any
valid credit card number that is presented, creating a large opportunity for fraud.

Worse yet, other forms of payment such as debit cards are not presently viable on
computer networks. Debit cards require the cardholder to enter a personal identification
number (“PIN”), which is used to authenticate the transaction to the cardholder’s bank.
However, entering a simple PIN on a networked computer poses a substantial security
risk—if the PIN and the debit-card number fell into the wrong hands, the cardholder’s
bank account would be completely compromised.

Thus, with respect to both conventional credit and debit cards, authenticating a
cardholder on the network with a solution that is simple, secure, and easy to deploy
remains an important unsolved problem.

Digital signature technology offers one means of authenticating the cardholder
with a high degree of security. In this technology, each cardholder owns a pair of keys — a

signature (private) key and a verification (public) key. The cardholder signs a transaction
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with his private key, and then sends the transaction, the digital signature, and (optionally)
his public key to the merchant. The merchant forwards these items to the bank (or other
financial institution), and the bank honors the transaction if the cardholder’s public key
verifies the cardholder’s digital signature.

One security advantage of digital signatures is that the private key of the card-
holder typically remains in possession (or at least control) of the cardholder. Thus, there is
no inherent risk associated with a transaction that would compromise future transactions.
One disadvantage of the digital signature method described above is that banks and
transaction processors would have to change their existing infrastructure to allow digital
signatures to flow through their networks. This infrastructure change would basically
require a substantial overhaul of the present electronic banking and transaction processing
system, which is costly and difficult to achieve.

Thus, there is a need for a method and system that offers the security advantages of
digital signatures without necessarily requiring significant changes in the banking and

processing network.

SUMMARY OF THE INVENTION

One embodiment of the present invention includes a simple, secure and easy-to-
deploy method and system for authenticating credit and/or debit cardholders at a point-of-
sale on a computer network (e.g., the Internet). Cardholders are authenticated using digital
signatures on a sales draft, in a manner that does not necessarily require any changes in the
transaction process of the financial institutions participating in the transaction.

In this embodiment of the system, the cardholder enrolls for an electronic payment
card (either an electronic debit or credit card) at a participating financial institution by
visiting its issuer proxy enrollment site, e.g., a web site hosted by an issuer proxy com-
puter associated with the financial institution. At the enrollment site, the cardholder types
in his particulars, such as his conventional payment card number, conventional payment
card PIN, name, address, etc. The cardholder also (optionally) selects a password (access
code) for his electronic payment card that is preferably unrelated to the PIN for his

conventional payment card. The issuer proxy generates a public key-private key pair for
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use by the cardholder if the car iholder does not already have such a pair. The issuer proxy
binds the cardholder's public key and some or all of the cardholder's payment particulars in
a digital certificate using an encryption key (called a domain key) that is shared between
the issuer proxy and a bridge computer. Such a domain key will allow the bridge computer
to confirm the issuer's certification during a subsequent authorization stage, described
below. The cardholder then receives a piece of software that is downloaded to his
computer containing his particulars in encrypted form. This piece of software constitutes
the cardholder’s electronic payment card. It comprises (or is configured to obtain and use)
the cardholder’s private key, which is (optionally) protected by the password, and the
corresponding public-key digital certificate containing the cardholder’s payment particu-
lars.

Thenceforth, as the cardholder shops online, he can elect to pay via electronic
payment. To do so, the cardholder activates his electronic payment card with the previ-
ously selected password. The cardholder’s electronic payment card software interacts with
corresponding software at the online merchant to digitally sign the sales draft created
during the transaction with the cardholder’s private key. The merchant then sends the
signed sales draft and the cardholder’s digital certificate to the bridge computer for
processing. The bridge computer uses the cardholder’s digital certificate to check the
digital signature on the sales draft. If the signature is valid, the bridge computer creates a
conventional debit or credit transaction to be processed by the banking and transaction
network. The particulars needed for creating the conventional transaction, such as the
conventional card number and PIN, are extracted and decrypted from the cardholder’s
digital certificate using the private key associated with the domain key (if the digital
certificate was asymmetrically encrypted) or the domain key itself (if the digital certificate
was symmetrically encrypted). The embodiment of the invention described above

provides one or more or the following advantages:

(€)) Additional hardware at the cardholder's computer is not necessarily required for
deployment. This is in marked contrast to hardware tokens such as smart cards,
where cards and card readers are required. Of course, the software comprising the

cardholder’s electronic payment card can be stored on smart cards, as well as
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virtually any other storage medium, including, without limitation, floppy disks,
hard drives, and magnetic stripe cards;

2) Changes are not necessarily required in the existing banking network;

3) Administrative overhead is low. The cardholder can enroll at any participating
financial institution that offers the service, not necessarily the one that issued the
cardholder’s conventional payment card. Furthermore, enrollment can be on a self-
serve basis and does not necessarily require activation mailings by the financial
institutions;

“é) Electronic payment cards can be deployed rapidly, because they are intuitive to use
and require little user or administrator training; and/or

) Security can be enhanced via special techniques such as "cryptographic camouflag-

ing," which is commercially available from Arcot Systems, Inc.

The foregoing and other embodiments and aspects of the present invention will
become apparent to those skilled in the art in view of the subsequent detailed description

of the invention taken together with the accompanying figures and appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an exemplary computer system for secure
authenticated payment on a computer network.

FIG. 2 is a flow chart illustrating an exemplary method for cardholder enrollment
for an electronic payment card.

FIG. 2A illustrates an exemplary electronic payment card created using the
preferred embodiment of the invention.

FIG. 3 is a flow chart illustrating an exemplary method for point-of-sale interaction
between a cardholder and a merchant.

FIG. 4 is a flow chart illustrating an exemplary method for a merchant to obtain

authorization for the payment transaction.
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DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 is a block diagram illustrating an exemplary computer system for secure
authenticated payment on a computer network (e.g., the Internet). The system contem-
plates a network of computers including a cardholder’s computer 100, a payment card
issuer's proxy computer 110, a merchant’s computer 120, a bridge computer 130, a
payment gateway computer 140, and legacy backend computer 150. In this exemplary
embodiment, the network is deployed over the Intemet, although those skilled in the art
will recognize that any public or private communication network including, without
limitation, extranets, intranets, and other telephonic or radio communications networks
could also be used. Similarly, as used herein, the term computer refers to any device that
processes information using an integrated circuit chip, including without limitation
mainframe computers, work stations, servers, desktop computers, portable computers,

embedded computers, and hand-held computers.

Enrollment

Referring now to FIG. 2, at step 200, a cardholder (user) at computer 100 enrolls
for an electronic payment card (either an electronic debit card or an electronic credit card)
at the electronic payment card issuer proxy 110, typically by visiting the website of a
participating financial institution on the Internet. At step 210, the cardholder provides the
issuer 110 with particular information used to make a payment (payment particulars), such
as his conventional payment card number, conventional payment card PIN, conventional
credit card holder verification value 2 (“CVV2”), conventional cardholder name and
address, or any other cardholder identification information. The issuer proxy 110 can be
operated by any trusted financial institution that participates in the electronic payment
system, not necessarily the financial institution that issued the cardholder’s conventional
payment card.

The issuer proxy 110 can optionally verify the cardholder’s payment information
by any of the means available for such verification including, without limitation, creating a

payment transaction in the conventional payment network. Such a transaction could be
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“authorization only” in the sense that it would be used only for verifying the cardholder’s
payment particulars, with no money actually transferred.

At step 220, the issuer 110 generates a public key-private key pair for the card-
holder to use in connection with the electronic payment system. If the cardholder already
has a public key-private key pair that he wishes to use in connection with the electronic
payment system, he provides his public key to the issuer 110. The cardholder's private key
is typically stored on the cardholder's computer 100, often under the control of a PIN or
other form of access code (password). The access code can be protected against unautho-
rized detection using commercially available software technology such as software smart
cards from Arcot Systems, Inc., described in “Software Smart Cards via Cryptographic
Camouflage,” Proceedings IEEE Symposium on Security and Privacy, May 1999, and in
co-pending US patent application number 08/996,758, “Method and Apparatus for Secure
Cryptographic Key Storage Certification and Use,” which is incorporated herein by
reference.

The access code may also be protected against unauthorized detection (e.g., so-
called "shoulder surfing") using the technology described in co-pending US patent
application number 09/249,043, “Method and Apparatus for Secure Entry of Access Codes
in a Computer Environment,” which is incorporated herein by reference.

At step 230, the issuer 110 binds the cardholder's public key and some or all of the
cardholder's payment particulars in a digital certificate, typically by encrypting the
cardholder's public key and particular identifying information provided by the cardholder.
The encryption key used for encrypting the cardholder’s payment particulars — called the
domain key — is typically shared between the issuer proxy 110 and the bridge computer
130, and may be either a symmetric key or an asymmetric encryption key. In one
embodiment, the domain key may be a public key associated with the bridge computer
130, so that only the bridge computer 130 can decrypt the encrypted cardholder particulars
(using a corresponding private key associated with the bridge computer 130). In another
embodiment, the domain key may be a symmetric encryption key that is shared by the
issuer proxy 110 and the bridge computer 130. In either case, the bridge computer will use
the domain key (actually, its private key counterpart, if asymmetric; or the domain key

itself, if symmetric) to verify the binding, as will be described later in the section entitled
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"Authorization." After the issucr proxy 110 combines the cardholder's public key with
some or all of the cardholder's payment information and digitally signs the combination to
create a digital certificate for the cardholder, the digital certificate for the cardholder is
loaded into an electronic payment card for the cardholder. Of course, those skilled in the
art will realize that many other types of binding can be used including, without limitation,
offloading the signing to a trusted third party, or receiving (rather than creating) the digital
certificate from the user (although such binding is less secure).

At step 240, the issuer 110 sends and the cardholder’s computer 100 receives the
cardholder’s electronic payment card, e.g., a piece of software that is downloaded to the
cardholder’s computer 100. The electronic payment card (typically stored in a software
wallet) may be further protected against unauthorized access via a PIN (preferably
different from the PIN associated with the cardholder's conventional payment card) or
other form of user access code. The access code may be protected against unauthorized
detection by the above-mentioned procedures used to protect the private key PIN. (Indeed,
if the two PINs are the same, private key access for digitally signing and electronic
payment card access for transaction execution could be accessed via a single protocol.)
Setting the access code (PIN) for the electronic payment card is preferably done when the
electronic payment card is being created by the issuer 110, but can also be done separately,
e.g., when the cardholder first accesses his electronic payment card on the cardholder
computer 100.

Alternatively, if the cardholder wishes to be able to perform electronic transactions
from a variety of locations, the cardholder's private key and/or electronic payment card
may be stored at a credential server and downloaded on the fly by a roaming cardholder
using a shared secret or challenge-response protocol. In the latter case, commercially
available software such as Arcot WebFort from Arcot Systems, Inc., described at
http://www.arcot.com/products.html and in co-pending U.S. patent application number
09/196,430, “Method and Apparatus for Secure Distribution of Authentication Credentials
to Roaming Users,” which is hereby incorporated by reference, may be used to effect the
roaming functionality.

One advantage of this enrollment process is that the issuer’s participation can be

passive, in that the issuer proxy 110 can be operated by any trusted financial institution
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that participates in the electronic payment system, and is not necessarily the bank or
financial institution that issued the conventional payment card to the cardholder. This is
important because it suffices that one well-recognized financial institution participates in
the system. Furthermore, even the participation of this financial institution can be limited
to establishing the issuer proxy 110 on the network for self-service access by the card-
holder, and does not require mailings to the cardholder, or other physical interaction with
the cardholder.

FIG. 2A illustrates an exemplary electronic payment card created using the
preferred embodiment of the invention, in which the card contains: (a) the cardholder's
digital certificate, comprising the cardholder's payment particulars, and his public key,
portions of which are encrypted under the domain key; and (b) the cardholder's private

key.

Point-of-sale Transaction between a Cardholder and a Merchant on the Computer Network

A cardholder uses his computer. 100 to shop at a merchant’s website at merchant’s
computer 120. Referring now to FIG. 3, at step 300, when the cardholder decides what
goods or services he wants to buy, the merchant presents the cardholder with an electronic
sales draft.

At step 310, the cardholder elects to pay the sales draft using the cardholder’s
electronic payment card. At step 320, a representation of the cardholder’s electronic
payment card may be displayed on the cardholder’s computer 100. If the cardholder chose
to protect his electronic payment card with an access code, then at step 330 the cardholder
unlocks and activates his electronic payment card. If the electronic payment card is
protected with an access code, then the electronic payment card cannot be activated unless
the correct access code is entered. The access code can be stored in a variety of locations
including, without limitation, the cardholder’s own memory, or a floppy disk, magnetic
stripe card, smart card, or disk drive coupled to the cardholder’s computer 100. At step
340, the cardholder’s (activated) electronic payment card digitally signs the electronic
sales draft that was presented to the cardholder in step 300 using the cardholder’s private
key. Optionally, the cardholder’s electronic payment card can automatically fill in the

information used by the sales draft. At step 350, the cardholder’s computer 100 sends the
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digitally signed sales draft and the cardholder’s digital certificate to the merchant’s

computer 120, where it is received by the merchant’s computer 120.

Authorization

Referring now to FIG. 4, at step 400, the merchant’s computer 120 sends, and the
bridge computer 130 receives, an authorization request from the merchant (seller). The
authorization request includes the electronic sales draft with the cardholder’s (buyer’s)
electronic signature and the cardholder’s digital certificate. As mentioned above, in one
embodiment of the invention, the cardholder’s digital certificate includes the cardholder’s
verification key (public key) and an encrypted version of the cardholder’s PIN for his
conventional payment card.

At step 410, the bridge computer 130 uses the cardholder’s verification key to
confirm (verify) that the cardholder’s electronic signature on the sales draft was authorized
by the cardholder (buyer). If the electronic signature is confirmed, then at step 420 the
bridge computer 130 extracts the encrypted version of the cardholder’s PIN for his
conventional payment card from the cardholder’s digital certificate and decrypts the PIN
using the private key associated with the domain key (if the PIN was asymmetrically
encrypted) or the domain key itself (if the PIN was symmetrically encrypted). In this (or
in some equivalent) fashion, the bridge computer 130 can verify the binding (of the
payment particulars and the user's public key) that was performed by the issucr 110. The
bridge computer 130 uses the decrypted PIN to generate a conventional authorization
request as is well-known to those skilled in the art of payment card transaction processing
(see, e.g., Visa International Acquirer Services External Interface Specification, April 1
1999, EIS 1080 Version 5.8, available from Visa). The decrypted PIN may be re-en-
crypted with a key that is shared by the bridge computer 130 and the transaction processor
at payment gateway 140. Certain other particulars that are typically used for creating a
conventional authorization request, such as the conventional payment card number,
conventional credit card holder verification value 2 (“CVV2”), conventional cardholder
name and address, or any other cardholder identification information, may also be

extracted and decrypted from the cardholder’s digital certificate.
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Note that some types of conventional payment transactions do not necessarily use
PINs, e.g., some conventional credit card transactions. For these transactions, after the
bridge computer 130 verifies the cardholder's digital signature on the sales draft at step
410, the bridge computer 130 generates a conventional authorization request at step 420
without performing the PIN extraction and PIN decryption steps.

At step 430, the bridge computer 130 sends the conventional authorization request
to the transaction processor at payment gateway 140. Using the information provided in
the authorization request, the payment gateway 140 approves or denies the request and
sends its authorization response back to the bridge computer 130.

In an alternative embodiment of the invention, the bridge computer 130 can be integrated
into the payment gateway 140. Indeed, any combination of issuer proxy 110, bridge
computer 130, and/or payment gateway 140 can be integrated together.

The bridge computer 130 receives from the payment gateway 140 either an
approval or a disapproval of the authorization request . In either event, at step 440, the
bridge computer 130 forwards the authorization response (approval or disapproval) to the
merchant (seller) at the merchant’s computer 120.

If the cardholder is making a debit transaction, then at step 450 the merchant’s
computer 120 sends a confirmation to the payment gateway 140 via the bridge computer
130.

One advantage of this authorization process is that there is minimal impact on the
merchant. Another advantage is that the payment gateway 140 can interact with the legacy
back-end systems 150 using conventional transaction processing methods. In other words,
no changes are necessarily required to the back-end infrastructure.

In an alternate embodiment of the system, the bridge computer 130 can act in
“stand-in” mode. Specifically, some financial institutions may choose not to receive the
decrypted PIN from the cardholder’s digital certificate, relying instead on the bridge
computer’s assertion that the cardholder’s signature verified correctly. If the cardholder
PIN was also verified at the issuer proxy 110 during enrollment, the risk of a fraudulent
transaction may be deemed low. In such situations, the bridge computer 130 would
assemble and transmit an authorization request without a PIN to the transaction processor

at payment gateway 140.
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In yet another embodiment of the system, the merchant can store a copy of the
digital signature of the cardholder along with the sales draft. The bridge computer 130
would process the transaction assuming that the digital signature of the cardholder is valid.
In the event that the cardholder disputes the transaction, the merchant must present the
stored copy of the sales draft and the cardholder’s digital signature. The bridge computer
130 will verify the digital signature and, on the basis of the verification, determine whether
the merchant should refund the amount of the transaction. An advantage of this embodi-
ment is that the computational processing required at the bridge computer 130 is reduced.
However, the merchant faces an increased risk of fraud.

In yet another embodiment of the system, a user who does not have a conventional
credit or debit card (or who wants to get additional conventional payment cards), can be
given the option of signing up for a conventional payment card during the electronic
payment card enroliment process. The conventional payment card number that is given to
this user can then be incorporated into the user's electronic payment card.

In yet another embodiment of the system, a user may choose to enroll his checking
account to an electronic payment credential, rather than a debit or credit card. The user
would identify himself via a variety of means at enrollment time, or may be given an
activation code by his bank that he would use to identify himself for enrollment.

Although the preferred embodiments of this invention create an electronic payment
card for conventional debit or credit cards or conventional checking accounts, the present
invention enables a bridge to network payment for almost any conventional transaction
system. For example, the present invention could also be used for secure electronic bill
payment, person-to-person transactions, and electronic auction settlements.

The software described herein, for use by the various computers, is conveniently imple-
mented using C, C++, Java, Javascript, HTML, or XML, running on Windows, Windows
NT, Solaris, Unix, Linux, or Macintosh operating systems on virtually any computer
platform. Moreover, those skilled in the art will readily appreciate that such software can
be implemented using virtually any programming language, running on virtually any
operating system on any computer platform.

The various embodiments described above should be considered as merely

illustrative of the present invention. They are not intended to be exhaustive or to limit the
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invention to the forms disclosed. Those skilled in the art will readily appreciate that still
other variations and modifications may be practiced without departing from the general

spirit of the invention set forth herein. Therefore, it is intended that the present invention

be defined by the claims that follow.

618



10

15

20

25

WO 01/46918 PCT/US00/41736
13
What is claimed is:
1. A method for authenticating an electronic payment comprising:
(a) receiving from a seller an electronic sales draft including an electronic
signature;
b) receiving from said seller a digital certificate associated with a buyer, said
digital certificate including a verification key and an encrypted version of a
personal identification number (PIN);
(c) using said verification key to verify that said electronic signature was
authorized by said buyer;
(@ extracting said encrypted version of said PIN from said digital certificate;
(e) decrypting said encrypted version of said PIN;
(f) generating, using said PIN, an authorization request;
(2) sending said authorization request for a PIN to a financial institution;
(h) receiving an approval of said authorization request from said financial
institution; and
@) sending said approval to said seller.
2. A method for authorizing an electronic purchase in a networked computer environ-

ment, comprising the steps of:

(@)

(®)

receiving, from a merchant, a transaction authorization request including a
digital certificate passed through said merchant from a user involved in said
transaction,

1) said digital certificate including a financial account datum associ-
ated with said user, at least a portion of which is confidential from
said merchant,

(i) said digital certificate conveying a binding between at least a por-
tion of said financial account datum and a public key of said user;

verifying said binding using a cryptographic verification key associated

with a trusted party performing said binding; and
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© using said financial account datum to authorize a transaction order digitally

signed by said user with a private key corresponding to said public key.

The method of claim 2 where said digital certificate constitutes said binding.

The method of claim 2 where said binding is embedded in said digital certificate.

The method of claim 2 where said financial account datum includes a credit card

number.

The method of claim 2 where said financial account datum includes a debit card

number.

The method of claim 2 where said financial account datum includes a PIN.

The method of claim 2 where said financial account datum includes a card verifica-

tion value 2.

The method of claim 2 where said financial account datum includes checking

account information.

The method of claim 2 where said binding is performed with a symmetric key

shared between said trusted party and a party performing said verification step.

The method of claim 2 where said binding is performed with an asymmetric key

corresponding to said cryptographic verification key.

The method of claim 2 where said binding is performed by an issuer of said digital

certificate.
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The method of claim 2 v/here said binding is perform by an issuer of said financial

accounting datum.

The method of claim 2 where said digital certificate is protected with an access

code known to said user.

A method for providing electronic payment capabilities to a user in a networked

computer environment, comprising the steps of:

(a) obtaining a financial account datum associated with said user;

(b) obtaining a public key associated with said user;

©) obtaining a cryptographically assured binding of said public key to at least
a portion of said financial account datum,
(1) said binding being conveyed in a digital certificate for said user,
(ii) said digital certificate being usable by said user to conduct an

electronic transaction involving said financial account datum; and

(d) transmitting said digital certificate to said user, enabling said user to
conduct said electronic transaction involving (i) a merchant from whom at
least a portion of said financial account datum is kept confidential, and (ii)
a transaction processor capable of verifying said binding using a crypto-
graphic verification key associated with a trusted party performing said

binding.

The method of claim 15 where said digital certificate constitutes said binding.

The method of claim 15 where said binding is embedded in said digital certificate.

The method of claim 15 where said financial account datum includes a credit card

number.

The method of claim 15 where said financial account datum includes a debit card

number.
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The method of claim 15 where said financial account datum includes a PIN.

The method of claim 15 where said financial account datum includes a card

verification value 2.

The method of claim 15 where said financial account datum includes checking

account information.

The method of claim 15 where said binding is performed with a symmetric key

shared between said trusted party and said transaction processor.

The method of claim 15 where said binding is performed with an asymmetric key

corresponding to said cryptographic verification key.

The method of claim 15 where said binding is performed by an issuer of said

digital certificate.

The method of claim 15 where said binding is performed by an issuer of said

financial account information.

The method of claim 15 further comprising the step, after step (a), of verifying said

financial account datum.

The method of claim 15 where said digital certificate is protected with an access

code known to said user.

The method of claim 15 where said digital certificate is stored at a credential server

accessible to said user.

An apparatus for authorizing an electronic purchase in a networked computer

environment, comprising:
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(a) a computer processor;
(b) a memory connected to said processor storing a program to control the
operation of said processor;
(c) the processor operable with said program in said memory to:
1) receive, from a merchant, a transaction authorization request, said

request including a digital certificate passed through said merchant

from a user involved in said transaction,

e)) said digital certificate including financial account datum
associated with said user, at least a portion of which datum
is confidential from said merchant,

2) said digital certificate conveying a binding between at least a
portion of said financial account datum and a public key of
said user;

(i1) verify said binding using a cryptographic verification key associated
with a trusted party performing said binding; and

(iii)  use said financial account datum to authorize a transaction order
digitally signed by said user with a private key corresponding to

said public key.
The apparatus of claim 30 where said financial account datum includes a PIN.

The apparatus of claim 30 where said financial account datum includes a card

verification value 2.

The apparatus of claim 30 where said binding is performed with an asymmetric

key corresponding to said cryptographic verification key.
An apparatus for providing electronic payment capabilities to a user in a networked

computer environment, comprising:

(a) a processor;
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(b) a memory connected to said processor storing a program to control the
operation of said processor;
(©) the processor operable with said program in said memory to:
(1) obtain a financial account datum regarding said user,

(11) obtain a public key associated with said user,
(ii1)  obtain a cryptographically assured binding of said public key to at
least a portion of said financial account datum,

(1) said binding being conveyed in a digital certificate for said
user,

(2) said digital certificate being usable by said user to conduct
an electronic transaction involving said financial account
datum, and

(iv)  transmit said digital certificate to said user, enabling said user to
conduct said electronic transaction involving (1) a merchant from
whom at least a portion of said financial account datum is kept
confidential, and (2) a transaction processor capable of verifying
said binding using a cryptographic verification key associated with

a trusted party performing said binding.

The apparatus of claim 34 where said financial account datum includes a PIN.

The apparatus of claim 34 where said financial account datum includes a card

verification value 2.

The apparatus of claim 34 where said binding is performed with an asymmetric

key corresponding to said cryptographic verification key.

A computer-readable storage medium encoded with processing instructions for
implementing a method for authorizing an clectronic purchase in a networked
computer environment, said processing instructions for directing a computer to

perform the steps of:
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receiving, from « merchant, a transaction authorization request, said request

including a digital certificate passed through said merchant from a user

involved in said transaction,

(1) said digital certificate including a financial account datum associ-
ated with said user, at least a portion of which datum is confidential
from said merchant,

(i) said digital certificate conveying a binding between at least a por-
tion of said financial account datum and a public key of said user;

verifying said binding using a cryptographic verification key associated

with a trusted party performing said binding; and

using said financial account datum to authorize a transaction order digitally

signed by said user with a private key corresponding to said public key.

The computer-readable medium of claim 38 where said financial account datum

includes a PIN.

The computer-readable medium of claim 38 where said financial account datum

includes a card verification value 2.

The computer-readable medium of claim 38 where said binding is performed with

an asymmetric key corresponding to said cryptographic verification key.

A computer-readable storage medium encoded with processing instructions for

implementing a method for providing electronic payment capabilities to a user in a

networked computer environment, said processing instructions for directing a

computer to perform the steps of:

(@
(b)
()

obtaining a financial account datum regarding said user;

obtaining a public key associated with said user;

obtaining a cryptographically assured binding of said public key to at least
a portion of said financial account datum,

(1) said binding being conveyed in a digital certificate for said user,
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(i1) said digital certificate being usable by said user to conduct an
electronic transaction involving said financial account datum; and
transmitting said digital certificate to said user, enabling said user to
conduct said electronic transaction involving (i) a merchant from whom at
least a portion of said financial account datum is kept confidential, and (ii)
a transaction processor capable of verifying said binding using a crypto-
graphic verification key associated with a trusted party performing the said

binding.

The computer-readable medium of claim 42 where said financial account datum

includes a PIN.

The computer-readable medium of claim 42 where said financial account datum

includes a card verification value 2.

The computer-readable medium of claim 42 where said binding is performed with

an asymmetric key corresponding to said cryptographic verification key.

A digital certificate for use in an electronic payment transaction in a networked

computer environment, comprising:

(@)

(b)

(©

a financial account datum associated with a user, at least a portion of which
datum is confidential from a merchant involved in said payment transac-
tion;

a cryptographically assured binding of a public key associated with said
user to at least a portion of said financial account datum, said binding
having been generated with a cryptographic verification key associated with
a trusted party performing said binding;

said digital certificate configured for use by a transaction processor to:

(1) verify said binding using a cryptographic verification key associated

with said trusted party, and
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(1) access said financial account datum to authorize a transaction order
digitally signed with said user's private key corresponding to said

public key.

The digital certificate of claim 46 where said digital certificate constitutes said

binding.

The digital certificate of claim 46 where said binding is embedded in said digital

certificate.

The digital certificate of claim 46 where said financial account datum includes a

credit card number.

The digital certificate of claim 46 where said financial account datum includes a

debit card number.

The digital certificate of claim 46 where said financial account datum includes a

PIN.

The digital certificate of claim 46 where said financial account datum includes a

card verification value 2.

The digital certificate of claim 46 where said financial account datum includes

checking account information.

The digital certificate of claim 46 where said binding is performed with a symmet-

ric key shared between said trusted party and said transaction processor.

The digital certificate of claim 46 where said binding is performed with an asym-

metric key corresponding to said cryptographic verification key.
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56. The digital certificate of claim 46 where said binding is performed by an issuer of
said digital certificate.
57. The digital certificate of claim 46 where said binding is performed by an issuer of

said financial account datum.

58. The digital certificate of claim 46 where said digital certificate is protected with an

access code known to said user.
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TRANSACTION METHOD AND SYSTEM FOR DATA NETWORKS, LIKE INTERNET

FIELD OF THE INVENTION

The present invention relates to a transaction system for use with
data networks, like intranets, extranets, and Internet. Transactions
to be performed may include e-commerce, such as shopping and
business-to-business transactions, electronic banking, protected
emailing, consulting and amending databases, brokerage, and the
like. The invention also relates to the authentication of parties
and the transactions exchanged. The invention further relates to the
preparation of a confidential message. The invention still further
relates to the generation of a digital signature as for use in the

transmission of secure information.

BACKGROUND OF THE INVENTION

When using data networks, like Internet, for transactions between
parties, that want to exchange information, that want to buy goods,
enjoy services or receive information and other parties offering
those goods, services or information, one of the problems observed
is the lack of secure and at the same time simple transaction
methods. Secure systems, such as SET, SSL, etcetera exist, but are
felt as being cumbersome to use, involving heavy message traffic,
(complex) cryptographic procedures, and key management including key

recovery.

SUMMARY OF THE INVENTION

An object of the invention is to provide a secure data network
transaction system without the need for cryptography, whilst
fulfilling demands for security, particularly privacy,
authentication and irrefutability of the messages that constitute a

transaction.
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The privacy requirements are that no information is disclosed to any
party, unless needed to perform the basic objective, which within
the scope of this invention comprises the execution of a
transaction, with or without a payment that might result from the

transaction.

The authentication requirements are to be able to verify the
authenticity of transmitted data and the sender of those data.
Within the scope of this invention these data, as well as an
identification of the parties concerned, form part of transaction

messages.

The basis of the invention is to use a secure and trusted computer
environment, referred hereinafter as the transaction server. Parties
wishing to use the services of the transaction server, are
registered at the server with a so called profile. Such profile
contains at least the data necessary to provide data integrity, data
authentication, authentication of the parties, confidentiality of

sensitive data (privacy) and irrefutability.

In such an environment, there will be two types of parties:

a party that demands a service, a product, or information, further
referred to as a “customer”; and

a party that offers such services, products, or information, further
referred to as a “supplier”.

In case the transaction involves a payment, a third type of party
may occur: one 6r more financial institutions that take care of the
payment process, further referred to as a “financial institution”.
In the system according to the invention, the number of customers,
suppliers and/or financial institutions may range from 1 to many.
One or more of the objects of the invention are reached by a method
for performing at least one transaction between at least one first
party and at least one second party using at least one data network
for interconnecting data input/output devices of the at least one
first party and the at least one second party, the method compri-

sing:
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3
(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(c) the first party issuing at least one transaction message to the
second party;

(d) in response to the transaction message, the second party
issuing a digitally signed transaction confirmation message to the
first party;

(e) on the basis of the transaction confirmation message, the first
party issuing a digitally signed transaction approval message to the
transaction server;

(£) if required by the first or the second party, the transaction
server verifying the authenticity of the first party and the second
party, and the transaction data, in response to the transaction
approval message;

(g) the transaction server issuing a verified transaction approval
message to the second party, in case said authenticity verification
is required only if the verification is positive, resulting in a
verified transaction approval message; and

(h) fulfilment of the transaction.

An example of such a transaction is a customer to supplier
transaction or a business to business transaction, where a customer

or business demands a service, a product, or information.

The invention further discloses a method for performing at least one
transaction between at least one first party and at least one second
party using at least one data network for interconnecting data
input/output devices of the at least one first party and the at
least one second party, the method comprising:

(a) providing a transaction server in the at least one data

network;

638



10

15

20

25

30

35

WO 00/67143 PCT/NL00/00278

(b) in the transaction server, registering a profile of the at
least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(c) the first party issuing at least one transaction message to the
transaction server;

(d) in response to the transaction message, the transaction server
verifying the authenticity of the first party, and the transaction
data;

(e) if the verification is positive, the transaction server issuing
a verified transaction message to the second party;'and

(f) the second party and the first party performing the at least
one transaction through the transaction server by means of digitally
signed messages, the validity of which is verified by the

transaction server.

Examples of such a method are brokerage or telebanking, where the
first party is a customer, and the second party is a supplier of

services.

Use of the invention for sending and retrieving electronic mail is
obtained by a method for performing at least one transaction between
at least one first party and at least one second party using at
least one data network for interconnecting data input/output devices
of the at least 6ne first party and the at least one second party,

the method comprising:

(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data

for verifying a digital signature;

639



10

15

20

25

30

35

WO 00/67143 PCT/NL00/00278

(c) the first party issuing at least one digitally signed
transaction message to the transaction server:;

(da) in response to the transaction message, the transaction server
verifying the authenticity of the first party;

(e) if the verification is positive, the transaction server linking
the transaction message to the profile of a second party;

(f) if the second party connects to the transaction server, the
transaction server verifying the authenticity of the second party;
and

(g) if the verification is positive, the transaction server issuing

the transaction message to the second party.
Here, the transaction message is an email.

The invention further discloses a method for performing at least one
transaction between at least one first party and at least one second
party using at least one data network for interconnecting data
input/output devices of the at least one first party and the at

least one second party, the method comprising:

(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party, the profile comprising a party identifier
identifying the party, and authentication data for authenticating
the party and data sent by the party, the profile further comprising
operation identifiers each identifying an operation that is enabled
for the party, and is meaningful only between the party and the
transaction server;

(c) the first party issuing at least one transaction message to the
transaction server;

(d) in response to the transaction message, the transaction server
verifying the authenticity of the first party, and the transaction
data;

(e) if the verification is positive, the transaction server issuing
a verified transaction message to the second party; and

(£) the second party and the first party performing the at least

one transaction through the transaction server.
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Such a method is particularly suitable for a party desiring to gain
access to a service provider anonymously. Yet the service provider

can be sure that the party is entitled to the requested access.

Instead of using a table of random data for verifying a digital
signature, the profile may comprise operation identifiers each
identifying an operation which is enabled for the party, and is

meaningful only between the party and the transaction server.

In the system according to the invention, the need for encryption is
eliminated as there are no sensitive data to be ex;hanged between
customer, supplier and transaction server. The sensitive data are
replaced by covert coded data, which are significant only to the

sender and receiver of the message, thus respecting the privacy.

The authentication problems are solved by non-cryptographic methods,
hence avoiding the problems of key management and the computing
power to perform cryptographic operations. Even, when cryptographic
digital signatures are used, the authenticity can be more easily
established, using the transaction server concept according to the

invention.

Additionally, transaction irrefutability is achieved, since every

step in the process can be monitored and verified.

If the transaction involves payments, the transaction server does
not require any adaptations within the existing payment systems, as
it uses transparently the network structures, which are in use today
for the processing of electronic payment transactions. This is quite
a cost saving factor, as changing anything in these systems is not a
trivial operation. At the same time, the use of the transaction
server opens new channels for making frequent payments of small

amounts of money, as the costs of processing these payments is low.

FURTHER ASPECTS OF THE INVENTION
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Having the secure and trusted transaction server, this server may
offer other services, like controlled access to services, payment
methods based upon pre-authorisation or electronic cash, loyalty
schemes, etc.

Loyalty schemes can easily be implemented by adding bonus counters
to the customer’s profile. With the tramnsaction system according to
the invention it is possible to add opportunities for 1-1 marketing
between various suppliers (like merchants, issuer banks and acquirer
banks) and customers. The loyalty scheme is based upon a data file,
added to the customer’s profile, which can be accessed e.g. as an

Internet HTML page or similar.

Furthermore, provisions may be made to enable a user to access the
facilities, offered through the transaction system, from another
device than his base device (i.e. the device which is standard

configured for transactions according to the invention).

The invention and its advantages will be more readily appreciated as
the same becomes better understood by reference to the following
detailed description and considered in connection with the
accompanying drawings in which like reference symbols designate like

parts.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a diagram of a transaction system according to the present
invention.

FIG. 2 illustrates how a party applies for participation in the
transaction system.

FIG. 3 illustrates the relation between the various functional
entities.

FIG. 4 illustrates the steps in a sample transaction.

FIG. 5 illustrates how a party can obtain a temporary profile where
a party uses a device not personalised for him.

FIG. 6 illustrates the generation of a digital signature used for

verifying the authenticity of the data and the sender of those data.
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FIG. 7 illustrates how a random structure can be used to generate a
table of random numbers.

FIG. 8 illustrates steps in a sample transaction between parties.
FIG. 9 illustrates a transaction, involving a direct payment.

FIG. 10 illustrates a supplier controlled environment, e.g. for
electronic banking or brokerage, using the transaction server
concept.

FIG. 11 illustrates steps in exchanging marketing information
between parties.

FIG. 12 illustrates steps in accessing a service provider

anonymously.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

FIG. 1 is a diagram of a transaction system in accordance with the
invention. Centrally there is a secure and trusted data processing
system, hereinafter to be referred to as a transaction server 1, to
which participating parties 2, 3 are connected through a data
network 4, e.g. Internet. If the transaction involves a payment, the
transaction server 1 connects to one or more financial institutions
6, using the existing payment networks 5. The transaction server
holds so-called profiles 7 and 8 for the participating parties, as
explained below with reference to FIG. 2. “Users” of the transaction
system are parties 2 (“Customer”) that want to obtain goods,
services and/or information from other parties 3 ("Supplier"), who
are suppliers of these goods, services and/or information. The

parties 2, 3 are selectively coupled to the data network 4.

Financial institutions 6 involved are Issuers (banks issuing payment
cards to clients), Acquirers (banks serving the needs for suppliers
of goods, services and/or information), and Schemes (financial
institutions managing payment cards, like VISA, Mastercard and the

like) .
FIG. 2 illustrates how a party 12, 13 will be registered to be able

to participate in the transaction system. In Step A the party 12, 13

fills in an application form, containing his request to participate
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in the transaction system, his identification and (if payment is
included in his profile) a list of payment methods (which cards,
debit or credit, etc.) he wants to use (if he is a payer/consumer
12) or a list of payment accepting methods (which accounts, etc.) he
wants to use (if he is a supplier 13) and an authorisation to the
transaction server 11 to verify his account/card data at the
corresponding bank and receive additional information, required to
create the party’s profile. The application form then is submitted
to the institution, operating the transaction server 11, On paper,
by E-mail, by courier, or otherwise.

Next, Step B, the account/card information together with the
identification of the applying party 12, 13 is sent to a
Registration Authority 10 (R.A.), e.g. his bank reiation(s) to
verify the authenticity of the party 12, 13 and the information
supplied with his application.

The request to participate in the transaction system may also
directly be addressed to the Registration Authority 10 (the dashed
line in FIG. 2).

If the Registration Authority 10 of the party 12, 13 verifies the
party positively, i.e. party’s identity and other information match,
it sends an approval message (Step C) to the organisation operating
the transaction server 11. Using the approval message content of
Step C in the transaction server 1l a prefile for the party will be
built, Step D.

Each profile contains at least the party’s identification and those
other data, which are required to process the transactions as being
used.

The profile further may contain data, relevant to a personalised
token, which has been or will be issued to the party.

Although cryptography is not required for the invention, still the
profile may contain cryptographic keys, to enhance the security of
the communication between the transaction server and the party.

The profile may contain a random data string, which acts as a
pseudonym for the party identified. The profile further may contain
a payment method list, indicating the various payment methods

permitted for that party.
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Each payment method in the profile may be identified by a random
data string.

The profile may contain further data fields for other applications,
e.g. electronic cash, loyalty programs, telebanking, stock
brokerage, etc.

Finally, in Step E, the organisation operating the transaction
server 11, which may also be a supplier or a bank, ensures that the
party receives a personalised package, reguired to interface with
the transaction system offered, and to be used with the party's data
processing system to be coupled to the data networks. The content of
this package (data, program and token) mirrors the profile, as
registered in the transaction server. Parts of the package may be
distributed to the party, using other channels, inciuding electronic
means, like electronic mail, or using other suppliers, e.g. a shop,

the Registration Authority, or the like.

In FIG. 3 various entities are indicated.

Parties 21, 23 that want to make use of the transaction system may
use a token reader 22, 24. This token reader is used to read the
token, required for generating a digital signature of (selected
parts of) message(s) in the transaction. Parties communicate through
a data network 26, e.g. Internet. A secure and trusted transaction
server 20 is also connected to the same data network, in order to
receive messages from parties 21, 23. The transaction server 20
processes the transactions, after thorough verification of the
validity of the transactions, using the party’s profiles, as stored
in the transaction server 20. If the transaction involves a payment,
the payment process (authorisation and settlement) is handled
through the payment network 25, using the procedures that apply for

such situations.

When the customer 2 in FIG. 1 wants to perform a transaction from
another location than his base location (the location equipped with
standard configured/personalized means for performing transactions
according to the invention), or otherwise is requested to
authenticate himself, this can be achieved by downloading a

temporary set of data and program, as depicted in step E in FIG. 2
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at the not at base location. A not at base location could be a
workstation at the office, a Cybercafe, a PDA (Personal Digital
Assistant) with mobile phone function attached, or otherwise,
provided that such a system offers access to the data network and is

equipped with a token read facility.

As soon as an authentication request is due and the not at base
system detects an unknown token (i.e. a token, which is not
registered with the token reader, data and program, as referred to
in step E of FIG. 2), the user is prompted to enter data, containing
the address of the transaction server, his remote ID and, if
required, his password. If the token possesses a memory, these data
may be obtained from that memory. A message is built, containing the
user data entered and provided with a hash and (token based)
signature, similar to the payment order as in (c¢) of FIG. 9, to be
discussed below. The message is now transferred to the transaction
server which, after verification of the correctness of the message
received and the existence of a profile for that user, will send a
temporary set of data and program to the not at base system. Now the
not at base system is able to prepare a transaction message, or to
authenticate the user, and proceed as normal. Depending of the
agreed conditions, the temporary set of data and program will be

erased or maintained for a set period.

FIG. 4 depicts a sample flow for a typical transaction.

(a) A first party 30 and a second party 31 negotiate a transaction.
In an Internet environment the first party, e.g. a customer
will through his browser visit a site of the second party (e.g.
a supplier) and request for a transaction, e.g. purchase goods,
buy and sell stock, obtain information, or the like.

(b) The second party may require some proof of identity of the
first party. He therefore sends a “Who are You” message to the
first party.

(c) The first party adds his identity, as registered in his profile
33 at the transaction server 32 to the “Who are You” message
and completes the message with a unique transaction number, a

Hash total calculated over the previous data items, and his

646



10

15

20

25

30

35

WO 00/67143 PCT/NL00/00278

12
digital signature. This message (“I am”) is then transferred to
the transaction server.
(d) The transaction server verifies the message, received from the

first party. If the message and the first party are verified
positively, the server sends a message to the second party,
confirming the identity of the first party and requesting the
second party to identify himself.

(e) The second party adds to the message, received from the server,
his identity, as registered in his profile 34, a “form” (e.g. a
HTML page in case of Internet) in which the first party can
fill in the details of his transaction request, a unique
transaction number, a Hash total calculated over the previous
data items, and his digital signature. ‘

(£) Similar to step (d), the transaction server verifies the
message received from the second party and his identity. If
verified positively, the form is transferred to the first
party.

(g) The first party now fills in the form with the transaction
details, as requested, adds a unique transaction number, a Hash
total and his digital signature, and sends it to the server.

(h) The server verifies the message and, if verified positively,
transfers the filled in form to the second party.

(1) The second party replies to the transaction details, as filled
in in the form with a message, completed with a unique
transaction number, a Hash total calculated over the previous
data items, and his digital signature.

(3) The server verifies the message received, and if verified
positively, transfers the reply to the first party.

Steps (g) to (j) may be repeated, if more transactions are to be

performed in the same session.

The verification of the messages as in (d), (f), (h) and (j) may be

executed on the basis of a risk profile. If the risk profile does

not demand immediate verification, the verification may be postponed
until a request of either party is received to verify the messages,

e.g. in case of a dispute about a certain transaction.

The creation of the digital signature may be performed as described

in FIG. 9 below.
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FIG. 5 depicts a sample flow how a party 40 can obtain a temporary
profile, if he uses another system than the one, which has been
personalised according to step E in FIG. 2.

Where in FIG. 4 step (c¢) should start, the system detects a token,

for which the system has not been personalised.

(a) It therefore sends a request to the server 42 to receive a
temporary profile. The message contains at least the server address
and a user identification. These data are either collected from the
first party’s token, using a token reader 41 or entered manually. To
enhance the security the message may be provided with a digital
signature, generated in the same way as at the payﬁent order. For
further security the first party may have to include a Personal
Identification Number (PIN) or any other personal identifier, e.g. a

password or biometric quality.

(b) After positive verification of the request for a temporary
profile, using the party’s profile 43, the server returns a message,
containing a temporary personalised package, which is in essence the
same as in step E of FIG. 2, but may contain certain usage
restrictions, like validity period or services granted. The validity
period may be one transaction, a limited number of transactions, or
an agreed time period, whatever has been agreed at the time the

profile has been set up (step D in FIG. 2).

As an additional service, the server may log the full transaction
details, to be collected by the first party at a later time, when he
connects to the server from the system, which has initially been
personalised for using the transaction method described.

POINTER METHOD

With the pointer method, as depicted in FIG. 6, it is possible to

generate an electronic signature over a given set of data.
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Assume a table 46 of random numbers. The table 46 may be the read
result of a token, e.g. a 3DAS® card. Assume the number of elements
in the table 46 eguals n. Further assume that each number has a
value between 0 and 255.
Assume the defined length of the signature is m bytes, where m is
smaller than n.
In the example, depicted in FIG. 6, n equals 35 and m equals 5.Then
an electronic signature over a given set of data D can be
calculated:
compress D, using a hashing technique and/or some other method
resulting into d;
d has the property that it can be split into at least n digits,
each representing a value between 1 and m; préferably m is
replaced by m’, where m’ is the largest power of 2 smaller than
m. In the example d becomes the string: 1, 9, 20, 16, 30;
identify the elements in the table of random numbers with the
values 1 to m. In the example the elements are numbered column
by column, starting at the top;
the digital signature now is the string of values of the
elements taken from the random table, identified by the values
in d. In the example the digital signature becomes the string:

128, 27, 5, 99, 38.

FIG. 7 illustrates how a table of random numbers may be generated,
using a material with a random structure.

Assume a token (e.g. a credit card), which is provided with a random
two dimensional or three dimensional structure (e.g. a 3DAS® card).
The token is inserted in a token reader 50. In the token reader 50
an image is taken from the random structure in the token, which is
in the case of a 3DAS® card an image as the sample image 51. In the
image empty spaces are visible between the mapping of the random
structure as blank areas. The areas are measured, and the n largest
areas are selected (52). For each of the selected areas its Centre
of Gravity (CoG) is calculated as a pair of coordinates (53). A
table 54 now is filled with the sizes (first column of the table)

and the corresponding coordinates of the CoG (second and third
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columns of the table). As the original material used is random, also

the values in the table 54 are random.

Referring again to FIG. 1, the customer is indicated with 2 and the
supplier with 3. The customer profile may contain, as earlier
indicated, among others the account/card related data and data
fields for other applications, e.g. electronic cash, loyalty
programs, electronic banking, stock brokerage, etc. To enable 1-1
marketing a further data file is added. It should be noted, that all
the information, stored in the customer profile is present with the
customer’s agreement, as he did sign up for the transaction solution
described. Upon given criteria, any of the parties 2, 3 and 6 may
leave a message in the data file, destined for one of the other
parties. This message is stored in the format, applicable for the
network solution chosen, through which the customer communicates
with the transaction server. In case of Internet this will be an

HTML page or the like.

As soon as the destination party connects to the transaction server
and the party’s authenticity has been established, he will be
prompted by the transaction server that a message is present for
him. The party may neglect the prompt or decide to read the message.
The message itself may link to other messages, stored elsewhere in

the data network (e.g. Internet).

E.g., if an acquirer wants to make an offer to the customer, the
message may contain links to the acgquirer’s website, containing
further information. As an example, an acquirer may offer extra
bonus miles if the customer selects Mastercard as payment method for
paying an international flight. The message then could be an HTML
page: ‘Dear customer, you may earn extra bonus miles if you pay your
international flight, using your Mastercard. If you are interested,
visit our website at www.Acquirer.com’. If the customer is
interested, he just clicks the website’s reference and can access
all the relevant data on how to obtain the extra bonus miles and the

conditions.
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The criteria, used to add a message to the customer profile, may
refer to general attributes, belonging to the profile, e.g. which
payment methods are enabled for that customer, or refer to specific

attributes, e.g. the current transaction, his collected bonus etc.

If a first party wishes to send a message to a second party based
upon a given selection criterion, applicable to such second party,
the first party sends the message together with the selection
criterion to the transaction server. The transaction server now
selects all second parties, that match the criterion and adds to
their profiles a data file, containing the message concerned, or if
such data file already exists, adds the message to that data file.
The criterion may include a validity time, i.e. a tihe within which
this criterion should be applied. In that case the transaction
server will monitor changes in the second party’s profile. If such a
change might result in that the second party meets the criterion,
the message is added to his profile as described above. As an
example, an issuer may offer a special financing arrangement to any
customer buying a car during a given month. The criterion is a
customer buying a car. The validity time is the given month. As soon
as the transaction server detects a transaction, in which a customer
is buying a car (or might be expected to do so, based upon the
supplier’s profile, i.e. the supplier is a car seller), the
transaction server adds the message to the customer’s profile and

prompts the customer that there is a message for him.

When applying this method the privacy of the customer is guaranteed:
no information is disclosed to (in the example) the issuer, unless
the customer decides to contact the issuer and apply for the special

financing arrangement.

If no direct payment is involved between a first and a second party,
FIG. 8 shows how the transaction will be protected, whereby the
authentication of both parties, the transaction messages and the
irrefutability of the transaction can be guaranteed, using the same
mechanisms as described hereafter with reference to FIG. 9. The

first party is the one, requesting a service. The first party may be
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a consumer, but also a professional (as in business to business
electronic commerce, B2B). The second party is the supplier of the
requested services.

In step (50) the first party visits a site of the second party and
indicates his desire to perform a certain kind of transaction. The
second party sends a signed request for log-in to the first party
(51), whereby his signature is generated similarly to the invoice
message as in step (b) of FIG. 9 to be described hereafter.

The first party processes the log-in request (52) similar to
preparing a payment order, as in step (c) of FIG. 9 and transmits
the message to a secure transaction server.

The server verifies the message form step (52), using the profiles
of both parties. If verification is positive, the éerver passes the
log-in data to second party (53).

The second party checks the authorisation of the first party to
perform the requested transaction and returns a signed application
form (54) to the server. The application form is a data file (e.g.
an HTML page) the first party can use to enter the transaction data.
The server verifies the validity of the application form and
transfers it to the first party (55).

The first party fills in the application form and signs it similar
to the payment order message as in step (c) of FIG. 9. The form is
then transmitted (56) to the sexver.

After verification by the server (57) the application form is passed
to the second party, to be further processed.

Steps (54) to (57) may be repeated, depending on the context of the
transaction.

Authenticity of the parties, the transaction and its irrefutability

are thus guaranteed by the secure transaction server.

FIG. 9 depicts a sample flow for a typical transaction involving a

payment.

(a) A first and a second party negotiate a purchase. In an Internet
environment the first party, e.g. a consumer will through his
browser visit a site of the second party (e.g. a merchant) and
pursue a normal electronic shopping process by picking goods

and storing them in a so-called shopping basket. When he has
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completed the shopping process, he sends a buying order to the
second party.

If the second party accepts the order, he will prepare an
invoice message and transmit this to the first party.

The invoice message contains: an identification of the second
party, a content of the sale, an amount due, a payment
accepting method, a unique transaction number, a Hash total
(HashM) calculated over the previous data items, and a digital
signature of the second party, calculated over HashM, as
exemplified below.

The identification of the second party may be replaced by his
pseudonym, as registered at the transaction server, to enhance
privacy as his true identity now is covert, without the need
for cryptography.

The payment accepting methcd may be replaced by the random
selected key, pointing to the required payment accepting
method, as registered in the transaction server, to enhance
privacy as his payment accepting method data now are covert,
without the need for cryptography.

The digital signature may be generated using a token.

The digital signature may be generated using the pointer
method, as elucidated below. The token used in this case may be
a 3DAS® object, such as a card, with an optically scannable
three-dimensional pattern of randomly overlying fibres, as
disclosed in U.S. Patent Nos. 5,354,097 and 5,719,939, and
Dutch Patent No. 1,000,330, which documents are incorporated
herein by reference. The card can be read with an appropriate

reading device. This eliminates the need for cryptography.

TIf a 3DAS® card is used as token, any jitter in the reading of
the mark of the card may be used to make the transaction number
unique and guarantees at the same time, that the token has been

read and processed.
After receiving the invoice, the first party prepares a payment

message and transmits this to the transaction server. This

message contains: an identification of the first party, a copy
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of the invoice message, a payment method, a unique transaction
number, a Hash total (HashC) calculated over the previous data
items, and a digital signature of the first party, calculated
over HashC, as exemplified below.

The content of the sale may be deleted from the copy of the
invoice message, enhancing privacy by not transmitting this
information.

The HashC may be deleted from the payment message.

The identification of the first party may be replaced by his
pseudonym, as registered at the transaction server, to enhance
privacy as his true identity now is covert, without the need
for cryptography.

The payment method may be replaced by a random selected key,
pointing to the required payment method, as registered in the
transaction server, to enhance privacy as his payment method
data now are covert, without the need for cryptography.

The digital signature may be generated using a token.

The digital signature may be generated using the pointer method
as elucidated below. The token used in this case may be a card
like a 3DAS® card. This eliminates the need for cryptography.
If a 3DAS® card is used as token, the jitter in the reading of
the card may be used to make the transaction number unique and
guarantees at the same time, that the token has been read and
processed.

The digital signature also may include a personal
identification, such as a Personal Identification Number (PIN)
as is genefally used when one wants to withdraw money through
an Automated Teller Machine (ATM), a personal identification
code or character string, a biometric feature, or any other
feature which is strictly personal.

After receiving the payment message, the transaction server
starts verifying the message received. Depending on first
party’s payment method and second party’s payment accepting
method the authenticity of both parties are verified by the
transaction server itself or by a financial institution

concerned.
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If 3DAS® cards are used as token, the transaction numbers,
generated by either party will prove that an actual read has
been performed, reducing the chance for counterfeit attacks,
such as replay.

(e) Using the information in the first and second party’s profiles
the transaction server now builds an authorisation request
message and/or settlement messages as agreed with the financial
institution concerned. In the example of FIG. 9 an
authorisation request message is build and transmitted to an
acquirer bank (a merchant’s bank as indicated by his payment
accepting method) .

(£) If the authorisation for the payment is granted, the financial
institution concerned (in the example of FIG.l9 the acquirer
bank) will prepare for settlement of the payment transaction.

(g) The financial institution concerned will inform the transaction
server whether the payment is authorised.

(h) Finally the transaction server informs both parties about the
result of the authorisation.

These messages may contain a random number, which then is used
to modify the party’s pseudonym and the keys, identifying the
payment methods. This will reduce the possibilities for
possible attackers to replay a transaction or to act as

impostor.

In FIG. 10 a configuration for telebanking or electronic banking is
described. In this case there is only one party, the client of a
bank. The party is via an open network, e.g. Internet, connected to
the secure transaction server similar as the situation described in
FIG. 1. Similarily the client’s bank is connected to the server via
a closed network.

(60) When the client wants to perform one or more telebanking
transactions, he sends a log-in request to the server, signed and
protected in the same way as the payment order message (as (c) in
FIG. 4).

(61) The server verifies the authenticity of the client and checks

if a relation with the specified bank exists and/or the client is
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allowed to perform a specific transaction. If so, the log-in request
is (via the secure closed network) transmitted to the client’s bank.
The bank will respond with an Application Form (62), being a data
file, where the client can enter the data concerning the transaction
requested. This data file may be in case of Internet an HTML page.
(63) The server signs the Application Form and transfers it to the
client.

The client completes the Application Form with the transaction data
required (64), applying the same protection and signature
mechanisms, as used in the payment order as in (c) in FIG. 4 and
sends it to the server.

After inspection of the signed Application Form, the server passes
it to the client’s bank (65).

If required, steps (62) till (65) are repeated, until all
transactions are transmitted.

Authenticity of the party, the transaction(s) and the irrefutability

are thus guaranteed by the secure transaction server.

Referring to FIG. 11, parties may exchange marketing information
using the profiles (items 7, 8 in FIG. 1), where a party S is the
sender and a party R is the receiver of the information. The
identity of party R is hidden to party S, unless party R decides to
directly contact party S to further investigate the information
transmitted to party R. According to a step 70, the party S wants to
submit a message to one or more parties R, based upon predefined
criteria. For this purpose, party S therefore sets a criteria
scheme. This scheme indicates on what basis the one or more parties
R have to be addressed, and the time duration of the message to be
submitted to the one or more parties R (i.e. the time period during
which the message is valid and may be sent). Furthermore, party S
defines the message contents. This message may contain a reference
to a special offer and/or references to (in case of Internet) a
website of party S.

According to a step 71, party S then sends the criteria scheme and
the message to the server. According to a step 72, the server
analyses the criteria scheme and selects those one or more parties

R, that meet the criteria scheme. If a duration is specified, the
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server monitors all transaction occurrences of the one or more
parties R, tec find out if they will fit into the criteria scheme,
due to a change in their continuously updated profile. If a
transaction occurrence of a party R is found, meeting the criteria
scheme, the message is added to his profile together with a “flag”,
which is an indicator indicating that the criteria scheme is met.
According to a step 73, as soon as an occurrence of a party R
contacts the server, e.g. by issuing a payment order, and the “flag”
is set, the server informs this party R that a message is present.
The party R may decide to read the message or to ignore it. If the
party R reads the message, he may react to the contents of the

message or neglect it.

A party may want to access a certain service provider, without
disclosing his true identity.The service provider, in turn, may or
may not want to be sure that the party is entitled to the requested
access. FIG. 12 shows how a party can get anonymous access to a
service provider.

In step (80) the party sends a signed request to the secure
transaction server to access a certain service provider. The server
verifies the identity of the party and, if required, its right to
access a requested service, using the party’s profile. If the party
is verified positively, the server transmits an access request
message to the service provider, using a pseudonym for the party.
The service provider now knows that the access request is
legitimate, since the request originates from the transaction server
and starts a dialogue (82) with the (anonymous) party through the
server, which transfers the messages to the party (83). At the
choice of the party, the party might disclose his true identity to

the service provider during this dialogue.

EXAMPLES OF THE USE OF THE INVENTION

A consumer wants to buy a book via Internet at an Internet
bookseller. He selects the book wanted from the inventory of the

bookseller and places an order. The bookseller now prepares a

digitally signed invoice message. In this message the bookseller’s
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identity is hidden by the reference to his profile at the
transaction server, as is his payment accepting method. As the
invoice message arrives at the computer of the consumer, he is
prompted with a “pay” request. The consumer now inserts his token in
the token reader and selects his method of payment. Next, the
program in his computer prepares a payment message to the
transaction server. In this message only the data from the invoice
message, which are relevant for the payment process, are copied. The
identity and selected method of payment are hidden by referring to
his profile at the transaction server. The payment message finally

is provided with the consumer’s digital signature.

The transaction server now can process the payment‘request in

basically three ways.

1. If the payment method selected is a cash payment, the account
in the consumer’s profile is debited for the amount due, while
the account in the bockseller’s profile is credited for the
same amount. (Note: the cash method is more likely to be used
for buying services, like searching a database, or information,
like an audio file of the latest top hit).

2. If the payment method selected is a debit or credit
transaction, and the transaction server is entitled by the
financial institutions concerned to verify the authenticity of
the consumer and the bookseller, then a simple authorisation
request message or even a settlement reguest message will be
sent to the corresponding financial institution.

3. If the payment method selected is a debit or credit
transaction, and the transaction server is not entitled by the
financial institutions concerned to verify the authenticity of
the consumer and the bookseller, then an authorisation request
message is sent to the corresponding financial institution,
which then has to verify the authenticity of the consumer and
bookseller, and inform the transaction server about the result

of the authorisation.
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Finally, the transaction server informs the consumer and retailer
about the result of the payment order and optionally provides them

with a random number, to modify the pointers to their profile data.

The privacy of the payment transaction in the above examples is
guaranteed simply by not transmitting privacy sensitive information,
but only references to data, already available at the transaction
server.

The authentication of the payment transaction and its initiators is
done by verifying the digital signatures.

Protection against hacking can be offered by changing the pointer
values after each payment transaction, at fixed time intervals or

after a given number of transactions.

The software required for implementing the method according to the
invention, or one of the features thereof, is recorded on a computer
readable medium, such as a floppy disk, a hard disk, a magnetic tape
or other suitable media, to make a data processing system execute
procedures in accordance with the method or one of the features

thereof.
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CLAIMS

1. A method for performing at least one transaction between at
least one first party and at least one second party using at least
one data network for interconnecting data input/output devices of
the at least one first party and the at least one second party, the
method comprising:

(a) providing a transaction server in the at least one data
network;

(b) in the transaction server, registering a profile of the at
least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party aﬁd data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(c) the first party issuing at least one transaction message to the
second party;

(d) in response to the transaction message, the second party
issuing a digitally signed transaction confirmation message to the
first party;

(e) on the basis of the transaction confirmation message, the first
party issuing a digitally signed transaction approval message to the
transaction server;

(£) if required by the first or the second party, the transaction
server verifying the authenticity of the first party and the second
party, and the transaction data, in response to the transaction
approval message;

(g) the transaction server issuing a transaction approval message
to the second party, in case said authenticity verification is
required only if the verification is positive, resulting in a
verified transaction approval message; and

(h) fulfilment of the transaction.

2. The method of claim 1, wherein the profile further comprises
operation identifiers each identifying an operation which is enabled
for the party, and is meaningful only between the party and the

transaction server.
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3. A method for performing at least one transaction between at
least one first party and at least one second party using at least
one data network for interconnecting data input/output devices of
the at least one first party and the at least one second party, the

method comprising:

(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the profile further comprising operatioh identifiers each
identifying an operation which is enabled for the party, and is
meaningful only between the party and the transaction server;

(c) the first party issuing at least one transaction message to the
second party;

(d) in response to the transaction message, the second party
issuing a digitally signed transaction confirmation message to the
first party;

(e) on the basis of the transaction confirmation message, the first
party issuing a digitally signed transaction approval message to the
transaction server;

(£) in response to the transaction approval message, the
transaction server verifying the authenticity of the first party and
the second party, and the transaction data;

(g) if the verification is positive, the transaction server issuing
a verified transaction approval message to the second party; and

(h) fulfilment of the transaction.

4. The method of claim 1 or 3, wherein the profiles further
comprise payment method identifiers identifying authorized methods
of payment, the method further comprising before fulfilment of the
transaction:

(gl1) the transaction server requesting an authorisation to at least
one financial institution for authorising a payment from the first

party to the second party;
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(g2) in response to the authorisation regquest, the financial
institution informing the transaction server whether the payment is
authorised; and

(g3) the transaction server informing the first party and the second

party about the result of the authorisation.

S. The method of claim 4, wherein step (b) comprises:

(bl) each party providing payment information to the transaction
server about each method of payment to be used in conjunction with
the party;

(b2) the transaction server verifying the payment information with
at least one financial institution; )

(b3) the at least one financial institution providing the
transaction server with transaction data necessary for the method of
payment to be performed;

(b4) the profiles further comprising the transaction data for each

method of payment.

6. The method of claim 1 or 3, wherein the parties each establish
an account held by the transaction server, the method further
comprising before fulfilment of the transaction:

(a) for settling a payment from the first party to the second party,
the transaction server debiting the account of the first party, and
crediting the account of the second party; and

(b) the transaction server informing the first party and the second

party about the result of the payment.

7. A method for performing at least one transaction between at
least one first party and at least one second party using at least
one data network for interconnecting data input/output devices of
the at least one first party and the at least one second party, the

method comprising:

(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party and the at least one second party, each

profile comprising a party identifier identifying the party, and
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authentication data for authencicating the party and data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(c) the first party issuing at least one transaction message to the
transaction server;

(d) in response to the transaction message, the transaction server
verifying the authenticity of the first party, and the transaction
data;

(e) if the verification is positive, the transaction server issuing
a verified transaction message to the second party; and

(£) the second party and the first party performing the at least
one transaction through the transaction server by means of digitally
signed messages, the validity of which is verified.by the

transaction server.

8. The method of claim 7, wherein the profile further comprises
operation identifiers each identifying an operation which is enabled
for the party, and is meaningful only between the party and the

transaction server.

9. A method for performing at least one transaction between at
least one first party and at least one second party using at least
one data network for interconnecting data input/output devices of
the at least one first party and the at least one second party, the

method comprising:

(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the profile further comprising operation identifiers each
identifying an operation that is enabled for the party, and is
meaningful only between the party and the transaction server;

(c) the first party issuing at least one transaction message to the

transaction server;
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(d) in response to the cransaction message, the transaction server
verifying the authenticity of the first party. and the transaction
data;

(e) if the verification is positive, the transaction server issuing
a verified transaction message to the second party; and

(£) the second party and the first party performing the at least
one transaction through the transaction server by means of digitally
signed messages, the validity of which is verified by the

transaction server.

10. A method for performing at least one transaction between at
least one first party and at least one second party using at least
one data network for interconnecting data input/output devices of
the at least one first party and the at least one second party, the
method comprising:

(a) providing a transaction server in the at least one data
network;

(b) in the transaction server, registering a profile of the at
least one first party. the profile comprising a party identifier
identifying the party. and authentication data for authenticating
the party and data sent by the party, the profile further comprising
operation identifiers each identifying an operation that is enabled
for the party, and is meaningful only between the party and the
transaction server;

(c) the first party issuing at least one transaction message to the
transaction server;

(d) in response to the transaction message, the transaction server
verifying the authenticity of the first party, and the transaction
data;

(e) if the verification is positive, the transaction server issuing
a verified transaction message to the second party; and

(£) the second party and the first party performing the at least

one transaction through the transaction server.
11. A method for performing at least one transaction between at

least one first party and at least one second party using at least

one data network for interconnecting data input/output devices of
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the at least one first party and the at least one second party, the

method comprising:

(a) providing a transaction server in the at least one data
network;
(b) in the transaction server, registering a profile of the at

least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(c) the first party issuing at least one digitally signed
transaction message to the transaction server;

(d) in response to the transaction message, the tfansaction server
verifying the authenticity of the first party;

(e) if the verification is positive, the transaction server linking
the transaction message to the profile of a second party;

(£) if the second party connects to the transaction server, the
transaction server verifying the authenticity of the second party;
and

(g) if the verification is positive, the transaction server issuing

the transaction message to the second party.

12. The method of claim 11, wherein, if the verification of the
authenticity of the second party is positive, the transaction server

issues a transaction confirmation message to the first party.

13. The method of claim 1, 3, 7, 9, 10 or 11, wherein the at least
one first party and the at least one second party are provided with
personalized means for assembling electronic messages, including

transaction data associated thereto.

14. The method of claim 13, wherein for each party the means for

assembling electronic messages are personalized by:

(a) the party issuing a personalization message to the transaction
server;
(b) on the basis of the personalization message, the transaction

server verifying the authenticity of the party; and
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(c) if the verification is positive, the transaction server issuing

a set of data and program to the party.

15. The method of claim 14, wherein the personalization message
comprises:

- an address of the transaction server;

- the party identifier; and

- an optional password code.

16. The method of any of claims 1-4 and 7-11, wherein the

identifiers are randomly selected.

17. The method of any of claims 1-4 and 7-11, wherein before the
last step the transaction server modifies at least one of the
identifiers, and subsequently informs each party concerned about the

at least one modified identifier.

18. The method of claim 1, 3, 7, 9, 10 or 11, wherein at least one
of the first party identifier and the second party identifier

comprises a random data string.

19. The method of claim 1, 3, 7, 9, 10 or 11, wherein at least one
message from a member of the group comprising the at least one first
party and the at least one second party to any of the other members
of said group is stored at the transaction server, and transmitted
to said any of the other members of said group upon connection of
said any of the bther members of said group with the transaction

server.

20. The method of claim 19, wherein the message is associated with
at least one criterion, the method further comprising:

(a) selecting any member of said group matching said at least one
criterion, and

(b) issuing said message to said selected member of said group.

21. The method of claim 19, wherein the message is associated with

a message validity time period, the method further comprising:
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(a) selecting any member of said group connecting to the transaction
server within the message validity time period, and

(b) issuing said message to said selected member of said group.

22. The method of claim 19, wherein the group comprises a financial
institution.
23. The method of claim 1, 3, 7, 9, 10 or 11, wherein at least one

of the messages is signed by:

(a) subjecting message data to a hashing operation, resulting
in a hashing code;

(b) providing a digital signature on the basis of the hashing
code; and

(c) adding the digital signature to the message.

24. The method of claim 23, wherein the digital signature includes

a personal identification.

25. The method of claim 23, wherein the digital signature is
generated by:

(a) providing a table of n random numbers, each having a
predetermined position in the table;

(b) dividing the hashing code into m digits, each representing a
value between 1 and n, where m is smaller than n; and

(c) assembling a string of the random numbers of which the

position in the table is indicated by the digits.

26. The method of claim 25, wherein the table of random numbers is

generated by reading a token.

27. The method of claim 25 or 26, wherein the table of random
numbers is generated by optically scanning geometrical
configurations of a randomly shaped twodimensional or threedimen-

sional mark.

28. A method for signing a message containing data, comprising:
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(a) subjecting the message data to a hashing operaticn resulting in
a hashing code;

(b) providing a digital signature on the basis of the hashing code;
and

(c) adding the digital signature to the message.

29. The method of claim 28, wherein the digital signature is
generated by:

(a) providing a table of n random numbers, each having a predeter-
mined position in the table;

(b) dividing the hashing code into m digits, each representing a
value between 1 and m, where m is smaller than n; and

(c) assembling a string of the random numbers of wﬁich the position

in the table is indicated by the digits.

30. A method for generating a digital signature over a message,
comprising:

(a) providing a table of n random numbers, each having a predeter-
mined position in the table;

(b) splitting the message into m digits, each representing a value
between 1 and n, where m is smaller than n; and

(c) assembling a string of the random numbers of which the position

in the table is indicated by the digits.

31. A data processing system for performing at least one
transaction between at least one first party and at least one second
party, the system comprising:

(a) at least one data network for interconnecting data input/output

devices of the at least one first party and the at least one second

party;
(b) a transaction server in the at least one data network;
(c) means for registering a profile of the at least one first party

and the at least one second party in the transaction server, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data

for verifying a digital signature;
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(d) means for assembling electronic messages by the first party and
the second party;

(e) means for issuing at least one transaction message by the first
party to the second party;

(£) means for issuing a digitally signed transaction confirmation
message by the second party to the first party in response to the
transaction message;

(g) means for issuing a digitally signed transaction approval
message by the first party to the transaction server on the basis of
the transaction confirmation message;

(h) means for verifying the authenticity of the first party and the
second party, and the transaction data by the transaction server in
response to the transaction approval message;

(i) means for issuing a verified transaction approval message by
the transaction server to the second party, if the verification is

positive.

32, The system of claim 31, wherein the profile further comprises
operation identifiers each identifying an operation which is enabled
for the party, and is meaningful only between the party and the

transaction server.

33. A data processing system for performing at least one
transaction between at least one first party and at least one second
party, the system comprising:

(a) at least one data network for interconnecting data input/output

devices of the at least one first party and the at least one second

party;
(b) a transaction server in the at least one data network;
(c) means for registering a profile of the at least one first party

and the at least one second party in the transaction server, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the pafty, the profile further comprising operation identifiers each
identifying an operation which is enabled for the party, and is

meaningful only between the party and the transaction server;
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(d) means for assembling electronic messages by the first party and

the second party;

(e) means for issuing at least one transaction message by the first
party to the second party;

(f) means for issuing a digitally signed transaction confirmation
message by the second party to the first party in response to the
transaction message;

(g) means for issuing a digitally signed transaction approval
message by the first party to the transaction server on the basis of
the transaction confirmation message;

(h) means for verifying the authenticity of the first party and the
second party, and the transaction data by the transaction server in
response to the transaction approval message; .

(1) means for issuing a verified transaction approval message by
the transaction server to the second party, if the verification is

positive.

34. The system of claim 31 or 33, wherein the profiles further
comprise payment method identifiers identifying authorized methods
of payment, the system further comprising:

(a) means for requesting an authorisation by the transaction server
to at least one financial institution for authorising a payment from
the first party to the second party;

(b) means for informing the transaction server by the financial
institution whether the payment is authorised, in response to the
authorisation request; and

(c) means for informing the first party and the second party by the

transaction server about the result of the authorisation.

35. The system of claim 34, wherein the profile registering means
comprises:

(bl) means for providing payment information by each party to the
transaction server about each method of payment to be used in
conjunction with the party;

(b2) means for verifying the payment information by the transaction

server with at least one financial institution;
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(b3) means for providing the transaction server by the at least one
financial institution with transaction data necessary for the method
of payment to be performed, wherein the profiles further comprise

the transaction data for each method of payment.

36. The system of claim 31 or 33, further comprising:

(a) means for establishing an account held by the transaction server
by each party;

(b) means for debiting the account of the first party, and crediting
the account of the second party by the transaction server, for
settling a payment from the first party to the second party; and

(c) means for informing the first party and the second party by the

transaction server about the result of the payment.

37. A data processing system for performing at least one
transaction between at least one first party and at least one second
party, the system comprising:

(a) at least one data network for interconnecting data input/output

devices of the at least one first party and the at least one second

party;
(b) a transaction server in the at least one data network;
(c) means for registering a profile of the at least one first party

and the at least one second party in the transaction server, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(d) means for assembling electronic messages by the first party and
the second party;

(e) means for issuing at least one transaction message by the first
party to the transaction server;

(£) means for verifying the authenticity of the first party, and
the transaction data by the transaction server in response to the
transaction message;

(g) means for issuing a verified transaction message by the
transaction server to the second party, if the verification is

positive;
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(h) means for performing the at least one transaction by the second
party and the first party through the transaction server by means of
digitally signed messages; and

(i) means for verifying the validity of the digitally signed

messages by the transaction server.

38. The system of claim 37, wherein the profile further comprises
operation identifiers each identifying an operation which is enabled
for the party, and is meaningful only between the party and the

transaction server.

39. A data processing system for performing at least one
transaction between at least one first party and at least one second
party, the system comprising:

(a) at least one data network for interconnecting data input/output

devices of the at least one first party and the at least one second

party;
(b) a transaction server in the at least one data network;
(c) means for registering a profile of the at least one first party

and the at least one second party in the transaction server, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the profile further comprising operation identifiers each
identifying an operation that is enabled for the party, and is
meaningful only between the party and the transaction server;

(d) means for assembling electronic messages by the first party and
the second party;

(e) means for issuing at least one transaction message by the first
party to the transaction server;

(£) means for verifying the authenticity of the first party, and
the transaction data by the transaction server in response to the
transaction message;

(g) means for issuing a verified transaction message by the
transaction server to the second party, if the verification is

positive;

672



10

15

20

25

30

35

WO 00/67143 PCT/NL00/00278
38

(h) means for performing the at least one transaction by the second
party and the first party through the transaction server by means of
digitally signed messages; and

(i) means for verifying the validity of the digitally signed

messages by the transaction server.

40. A data processing system for performing at least one
transaction between at least one first party and at least one second
party, the system comprising:

(a) at least one data network for interconnecting data input/output

devices of the at least one first party and the at least one second

party;
(b) a transaction server in the at least one data network;
(c) means for registering a profile of the at least one first party

in the transaction server, the profile comprising a party identifier
identifying the party, and authentication data for authenticating
the party and data sent by the party, the profile further comprising
operation identifiers each identifying an operation that is enabled
for the party, and is meaningful only between the party and the
transaction server;

(d) means for assembling electronic messages by the first party and
the second party;

(e) means for issuing at least one transaction message by the first
party to the transaction server;

(f) means for verifying the authenticity of the first party, and
the transaction data by the transaction server in response to the
transaction message;

(g) means for issuing a verified transaction message by the
transaction server to the second party, if the verification is
positive; and

(h) means for performing the at least one transaction by the second

party and the first party through the transaction server.
41. A data processing system for performing at least one

transaction between at least one first party and at least one second

party, the system comprising:
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(a) at least one data network for interconnecting data input/output

devices of the at least one first party and the at least one second

party;
(b) a transaction server in the at least one data network;
(c) means for registering a profile of the at least one first party

and the at least one second party in the transaction server, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
the party, the authentication data comprising a table of random data
for verifying a digital signature;

(d) means for assembling electronic messages by the first party and
the second party;

(e) means for issuing at least one digitally signed transaction
message by the first party to the transaction server;

(£) means for verifying the authenticity of the first party by the
transaction server in response to the transaction message;

(g) means for linking the transaction message by the transacticn
server to the profile of a second party, if the verification is
positive;

(h) means for verifying the authenticity of the second party by the
transaction server, if the second party connects to the transaction
server; and

(i) means for issuing the transaction message by the transaction

server to the second party, if the verification is positive.

42. The system of claim 41, further comprising means for issuing a
transaction confirmation message by the transaction sérver to the
first party, if the verification of the authenticity of the second

party 1s positive.

43. The system of any of claims 31-34 and 37-41, comprising means

for randomly selecting the identifiers.

44. The system of any of claims 31-34 and 37-41, further
comprising:
(a) means for modifying at least one of the identifiers by the

transaction server; and
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(b) means for informing each party concerned about the at least one

modified identifier.

45 . The system of claim 31, 33, 37, 39, 40 or 41, wherein at least
one of the first party identifier and the second party identifier

comprises a random data string.

46. The system of claim 31, 33, 37, 39, 40 or 41, wherein the
transaction server comprises a server message section for storing at
least one message from a member cof the group consisting of the at
least one first party and the at least one second party to any of

the other members of said group.

47. The system of claim 46, wherein the public data network has a
network message section stored on it, and the message contains a

link to said network message section.

48. The system of claim 46, wherein the message is associated with
at least one criterion, the system further comprising:

(a) means for selecting any member of said group matching said at
least one criterion; and

(b) means for issuing said message to said selected member of said

group.

49. The system of claim 46, wherein the message is associated with
a message validity time period, the system further comprising:

(a) means for sélecting any member of said group connecting to the
transaction server within the message validity time period; and

(b) means for issuing said message to said selected member of said

group.

50. The system of claim 31, 33, 37, 39, 40 or 41, wherein the means
for assembling electronic messages comprise:
(a) means for issuing a personalization message by the first party

and the second party to the transaction server;
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(b) means for verifying the authenticity of the first party and the
second party by the transaction server on the basis of the
personalization message from the first party and the second party;
(c) means for issuing a set of data and program by the transaction

server to the first party and the second party.

51. The system of claim 31, 33, 37, 39, 40 or 41, comprising means
for signing at least one message by:

(a) subjecting message data to a hashing operation, resulting in a

hashing code;

(b) providing a digital signature on the basis of the hashing code;

and

(¢) adding the digital signature to the message.

52. The system of claim 51, comprising means for generating the
digital signature by:

(a) providing a table of n random numbers, each having a predeter-
mined position in the table;

(b) dividing the hashing code into m digits, each representing a
value between 1 and n, where m is smaller than n; and

(c) assembling a string of the random numbers of which the position

in the table is indicated by the digits.

53. The system of claim 52, comprising a token and a token reader

for generating the table of random numbers.

54. The system of claim 53, wherein the token is an object provided
with an optically scannable randomly shaped twodimensional of

threedimensional mark.

55. A data processing system for signing an message containing
data, comprising:

(a) means for subjecting the message data to a hashing operation
resulting in a hashing code;

(b) means for providing a digital signature on the basis of the
hashing code; and

(c) means for adding the digital signature to the message.
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56 . The system of claim 55, comprising means for generating the
digital signature having:

(a) means for providing a table of n random numbers, each having a
predetermined position in the table;

(b) means for dividing the hashing code into m digits, each
representing a value between 1 and m, where m is smaller than n; and
(¢) means for assembling a string of the random numbers of which the

position in the table is indicated by the digits.

57. A data processing system for generating the digital signature,
comprising:

(a) means for providing a table of n random numbers, each having a
predetermined position in the table;

(b) means for dividing the hashing code into m digits, each
representing a value between 1 and m, where m is smaller than n; and
(c) means for assembling a string of the random numbers of which the

position in the table is indicated by the digits.

58. A computer program product comprising at least one computer
readable medium, having thereon computer program code means, when
said program is loaded, to make a data processing system execute

procedure according to claim 1, 3, 7, 9, 10 or 11.

59. A computer program element comprising computer program code
means to make a data processing system execute procedure according

to claim 1, 3, 7, 9, 10 or 11.

60. The computer program element of claim 59, embodied on a

computer readable medium.
61. A computer readable medium having a program recorded thereon,

where the program is to make a data processing system execute

procedure according to claim 1, 3, 7, 9, 10 or 11.
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Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under
the provisions of 37 CFR 1.136(a).

« Additional claim fees of $ 500 as an undiscounted entity, including any required multiple dependent claim fee,
are required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

SUMMARY OF FEES DUE:

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized
below. No entity status discount is in effect. If applicant is qualified for small entity status, a written assertion of
small entity status must be submitted to establish small entity status. (See 37 CFR 1.27). If applicant is qualified
for micro entity status, an acceptable Certification of Micro Entity Status must be submitted to establish micro
entity status. (See 37 CFR 1.29 and forms PTO/SB/15A and 15B.)

« $ 500 for 5 total claims over 20.

+ $( 0) previous unapplied payment amount.

+$ 500 TOTAL FEE BALANCE DUE.

Items Required To Avoid Processing Delays:

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

A new inventor's oath or declaration that identifies this application (e.g., by Application Number and filing
date) is required. The inventor's oath or declaration does not comply with 37 CFR 1.63 in that it:
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+ does not state that the above-identified application was made or authorized to be made by the person
executing the oath or declaration.
Scott MacDonald WARD
Teunis TEL

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https:/sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/hchin/

page 2 of 2

698



PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/597,773
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR1.18(a), (b}, or (0)) N/A N/A N/A N/A 300
SEARCH FEE
(37 GFR 1.16(K). ), or (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 GFR 1.16(0), (8}, or (a) N/A N/A N/A N/A 760
(nggé\RLglg(%;MS 25 minus 20= 5 OR |x 100 = 500
B IR | L w0 o] 0w
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 2220
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
| Total g i w -
=S (37 CF(:H 16(7)) Minus x = OR [x =
) Independent * Minus | *** =
5 (37 CFR 1.16(h) X = OR |x -
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
LU Total * Minus | ** = =
= (37 CF?H.IB(H) X OR |«x -
% Independent * Minus | *** = X = OR |x =
[Tm} (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Doc Code: PPH.PET.652 PTO/SB/20GLBL (12-16)

Document Description: Petition to make special under Patent Pros Hwy Approved for use through 04/30/2018. OMB 0651-0058
U.S. Patent and Trademark Office; U.S DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

REQUEST FOR PARTICIPATION IN THE GLOBAL/IP5
PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM IN THE USPTO

Application No.: First Named Inventor: | Scott MacDonald WARD
Filing Date: October 9’ 2019 Attorney Docket No.: 5061-0041CON
megn%otrq? METHOD AND SYSTEM FOR PERFORMING A TRANSACTION AND FOR PERFORMING A VERIFICATION OF LEGITIMATE ACCESS TO, OR USE OF DIGITAL DATA

THIS REQUEST FOR PARTICIPATION IN THE PPH PILOT PROGRAM ALONG WITH THE REQUIRED DOCUMENTS MUST BE
SUBMITTED VIA EFS-WEB. INFORMATION REGARDING EFS-WEB IS AVAILABLE AT
HITPAWW USSP TGO COVPATENTS -ARPLIC ATION-PROCESS/APPL YING-ONLINE/ABOUT-EFS-WESR

APPLICANT HEREBY REQUES TS PARTICIPATION IN THE PATENT PROSECUTION HIGHWAY (PPH) PILOT PROGRAM AND
PETITIONS TO MAKE THE ABOVE-IDENTIFIED APPLICATION SPECIAL UNDER THE PPH PILOT PROGRAM.

Office of earlier examination (OEE): European Patent Office

OEE application number: 20170000713.2

Both the OEE application and the above-identified U.S. application
have the following earliest date (filing or priority date): June 13, 2003

Type of OEE work product relied upon: Decision to grant a patent

Mailing date of OEE work product: August2, 2018

Supporting Documents

1. OEE Work Product and Translation

A copy of the OEE work product and translation if not already in English:

ttached D Previously submitted DNot required because the decision to grant a patent was the first office action

DAppIicant requests the USPTO to attempt to obtain the OEE work product from the Dossier Access System or PATENTSCOPE

NOTE: If the applicant requests the USPTO to obtain the OEE work product electronically and such attempt is unsuccessful, the
applicant will be required to supply the document. Accordingly, to avoid dismissal of the initial PPH request and potential denial of
participation in the PPH program, the applicant should verify that the OEE work product is actually available via the Dossier Access

System or PATENTSCOPE before requesting retrieval. If the applicant is unable to verify availability, then the applicant should submit
the document with the PPH request.

2. References Cited in OEE Work Product

An information disclosure statement (IDS) listing the references cited in the OEE work product and document copies (except U.S. patents
and U.S. published patent applications):

I:IAttached I:I Previously Submitted Not required because no references were cited in the OEE work product

[Page 1 of 2]

This collection of information is required by 35 U.S.C. 119, 37 CFR 1.55, and 37 CFR 1.102(d). The information is required to obtain or retain a
benefit by the public, which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 2 hours to complete, including gathering, preparing, and submitting the completed application
form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department
of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS
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PTO/SB/20GLBL (05-16)
Approved for use through 04/30/2018. OMB 0651-0058
U.S. Patent and Trademark Office; U.S DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

REQUEST FOR PARTICIPATION IN THE GLOBAL/IP5 PPH PILOT PROGRAM IN THE USPTO

(continued)

Application No.: First Named Inventor: Scott M aC DO nald WA R D

3. Claims Correspondence Certification Statement

All of the claims in this application sufficiently correspond to the patentable/allowable claims in the OEE application.

4. Claims Correspondence Table pyegent claims 1-25 are identical to patentable claims 1-25 in OEE Application

Claims in U.S. Applicati Patentable Claims i .
aims in U.s. Application in OEE Application Explanation Regarding the Correspondence

1-25 1-25 Claims are identical

signature /Eric D. Morehouse/ pate 2019-10-09

Name (print or type) Eric D. Morehouse Registration Number 38565

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant {.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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1.8, BEPARTMENT OF COMMERCE
Patent and Trademark Office

3 P{}‘% ER OF ATTORNEY BY APPLICANT I

SRR ——.————

I hereby revoke all previous powers of attomey given in the application identified in the attached transmittal
letter.

I hereby appoint:

B4 Practitioners associated with the Customer Number identified in the box at right as
my/oar atiorney{(s) or ageni{s}, snd to transact all business fn the United States
Patent and Trademark Office connected therewith for the application referenced in
the attached transouitial letier (form PTO/AIA/RZA or equivalent):

Please recognize or change the correspondence address for the application identified in the attached
transmittal letter to

[ The address associsted with the above-mentionsd Cuatomer Number,

{ g the:
[ ] Applicant.

Assignee or Person to Whom the Inventor is Under an Chligation to Assign and am suthorized to act on behalf
of all assigness.

{1 Legat Representative of 2 Deceased or Legally Incapacitated Inventor,

[ ] Person Whe Otherwise Shows Sufficient Proprictary Tnierest (e.g., a petition under 37 CFR 1.46{b)2) was
granted in the application or is concurrently being filed with this document).

SIGNATURE of Applivent for Patent

Date:

Stgnature:

i Name (printed):

i Telephone: A

Title and Company:

_WARD PARTICIPATIONS BV,

T N R R R R R R R s
B R R ERERRRRREETARRR K tuuatnreeet
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) N Attorney Docket Number | 5061-0041CON
Application Data Sheet 37 CFR 1.76

Application Number

METHOD AND SYSTEM FOR PERFORMING A TRANSACTION AND FOR PERFORMING A VERIFICATION

Title of Invention | oF| FITIMATE ACCESS TO, OR USE OF DIGITAL DATA

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove
Inventor |1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
‘ [+] oot VacDonald WARD ‘ E
Residence Information (Select One) US Residency ® Non US Residency Active US Military Service
city |Rerdenhout | country of Residence | NL |

Mailing Address of Inventor:

Address 1 B1 Zuidlaan
Address 2
City | perdenhout | state/Province | |
Postal Code | NL-2111 6B | Countryi |
Inventor 2
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
‘ El Ireunis ‘ IFEL ‘ El
Residence Information (Select One) US Residency (8 Non US Residency Active US Military Service
City |faroningen || country of Residence i NC |

Mailing Address of Inventor:

Address 1 3 Esserlaan

Address 2

City | ISroningen I State/Province | |

Postal Code | [NL-9722 sk | Countryi | N

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:
EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 5061-0041CON

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention METHOD AND SYSTEM FOR PERFORMING A TRANSACTION AND FOR PERFORMING A VERIFICATION
OF LEGITIMATE ACCESS TO, OR USE OF DIGITAL DATA

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 39083
Email Address IP@KVIPLAW.COM | [ AddEmail |  [Remove Emai

Application Information:

Title of the Invention ERIFICATION OF LEGITIMATE ACCESS TO, OR USE OF DIGITAL DATA °n
Attorney Docket Number| 5061-0041CON Small Entity Status Claimed [ ]

Application Type Nonprovisional -
Subject Matter tility -
Total Number of Drawing Sheets (if any) 7 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below {i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). ]
| -
Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ¢ Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 39083

EFS Web 2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

5061-0041CON

Application Number

Title of Invention

METHOD AND SYSTEM FOR PERFORMING A TRANSACTION AND FOR PERFORMING A VERIFICATION
OF LEGITIMATE ACCESS TO, OR USE OF DIGITAL DATA

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status

Pending

-

Remove

Application Number

Continuity Type

Prior Application Number

Filing or 371(c) Date
(YYYY-MM-DD)

Continuation of

4

10/560579

2007-04-23

Prior Application Status

Remove

Application Number

Centinuity Type

Prior Application Number

Filing or 371(c) Date
(YYYY-MM-DD)

10/560579

A 371 of international

PCT/NL2004/000422

4

2004-06-14

by selecting the Add button.

Additional Domestic Benefit/National Stage Data may be generated within this form

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g){1).

Application Number

Countryi

Filing Date (YYYY-MM-DD)

Remove

Access Code (if applicable)

|30TINL03IOO436

o

|z003-06-13

Add button.

Additional Foreign Priority Data may be generated within this form by selecting the

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition

Applications

[] 16, 2013.

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 5061-0041CON

Application Data Sheet 37 CFR 1.76

Application Number

METHOD AND SYSTEM FOR PERFORMING A TRANSACTION AND FOR PERFORMING A VERIFICATION

Title of Invention | 4 F5ITIMATE ACCESS TO, OR USE OF DIGITAL DATA

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | 5061-0041CON
Application Data Sheet 37 CFR 1.76

Application Number

METHOD AND SYSTEM FOR PERFORMING A TRANSACTION AND FOR PERFORMING A VERIFICATION

Title of Invention | 4 F5ITIMATE ACCESS TO, OR USE OF DIGITAL DATA

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
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Method and system for performing a transaction and for performing a
verification of legitimate access to, or use of digital

data

The present invention relates to a method and system for
performing an electronic transaction and for performing a
verification of legitimate access to, or use of digital data.

At present, numerous transactions are being handled by
electronic means in digital format. Digital networks have evolved
which enable parties of different kind across the world to
communicate with each other and to exchange data and information to
reach desired transactions.

The data and information exchanged in said transactions may be
legally privileged or protected by copyright, for example. However,
digital information may be very easily copied and spread without a
trace of who illegally copied and spread the data.

Further, in particular in transactions involving private
network access, financial commitments, settlements and/or payments,
each party involved in such a transaction wants to identify any
other party, or at least, to be able to track any other party, if
after completion of the transaction a problem arises. For such
identification purposes, it is known to use personal identifiers,
such as passwords, Personal Identification Numbers (PIN), and the
like, which are only known to a specific user. However, using
personal identifiers over public networks like the Internet, there
is a possibility that the personal identifier becomes known to
another person, enabling this other person to do transactions or
gain access to digital data presenting himself as somebody else. If
a problem arises after completion of the transaction, it is not
possible to track the real transaction partner, as its personal
identifier may have been used by a malicious user of the public
network.

For a more secure transaction, it has been proposed in European
Patent Application No. 1 219 088 to use a trusted third party

transaction server comprising profiles of the transaction parties.
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The transaction server verifies the identity of the transaction
parties by using authentication data comprising a table of random
data for verifying a digital signature. The digital signature is
generated from a random token using a token reader. The table of
random data corresponds to data collected from said random token.
Thus, a digital signature originating from the random token and
being different for every subsequent transaction is virtually
impossible to forge and therekore uniquely identifies the
transaction party.

A disadvantage of this system and other systems employing
additional hardware is that the additional hardware, e.g. a token
and a token reader, should be supplied to every possible transaction
party.

It is therefore an object of the present invention to provide a
method and system for performing an electronic transaction or
electronic verification or identification without requiring
additional hardware.

At least this object is achieved in the present invention by a
method for performing an electronic transaction between a first
transaction party and a second transaction party using an electronic
device operated by the first transaction party. The method comprises
providing authentication data in a memory of said electronic device,
which authentication data are inaccessible to a user of the

electronic device; providing authentication software in said

~electronic device, the authentication data being accessible to said

authentication software; activating the authentication software to
generate a digital signature from the authentication data; providing
the digital signature to the second transaction party. In a
preferred embodiment, the second transaction partyprovides digital
data to the first transaction party.

In a further aspect, the present invention provides a method
for performing a verification of legitimate use of digital data on
an electronic device. The method comprises providing authentication
data in a memory of said electronic device which authentication data
are inaccessible to a user of the electronic device; providing
authentication software in said electronic device, the

authentication data being accessible to said authentication

715



10

15

20

25

30

35

WO 2004/111752 PCT/NL2004/000422

software; activating the authentication software to generate a
digital signature from the authentication data; providing the
digital signature to an application which accesses digital data
having a digital signature embedded therein; and comparing the
digital signature embedded in the digital data with the provided
digital signature.

In another aspect, the presént invention provides a method for
encrypting digital data on an electronic device using an encryption
key, the method comprising gathering session specific data; hashing
said session specific data to obtain reference numbers referring to
positions in an authorization table stored in said electronic
device; generating said encryption key from the characters stored in
the authorization table at said positions; and encrypting said
digital data using said encryption key.

In a further aspect, the present invention provides systems for
performing said methods.

Without use of any additional hardware, a transaction party in
an electronic transaction may be identified with virtually no
possibility for fraudulent use of the method. In a private network
access transaction, the first transaction party is uniquely
identifiable by its digital signature. Said digital signature is
provided to the second transaction party that may store the digital
signature. If a problem arises later, the first transaction party
may be traced and identified by the digital signature provided to
the second transaction party.

If digital data are provided to the first tramnsaction party,
e.g. copyright protected files such as music and the like, that are
digitally signed according to the present invention, i.e. a digital
signature is embedded in the digital data, said digital data may be
traced, if they are later found to be illegally copied or spread.
The embedded digital signature is uniquely traceable to the original
first transaction party that received said digitally signed digital
data.

Digital data digitally signed according to the present
invention are stored in a storage medium of a device having the
authentication software installed. The signature has been generated

in accordance with the authentication data stored in said device and
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thereafter embedded in the digital data toc protect the data and to
be able to trace a malicious user.

The signature embedded in the data may also be employed to
prevent that the data are illegally used, since the signature may be
regenerated by the device at any time. As a regenerated signature
should be identical to the one embedded in the digital data, a
comparison of the embedded signature with the regenerated signature
provides information whether the digital data is rightfully
installed on the device. If the comparison shows that the signatures
are identical, the data may be accessed by the device, and, for
example, an application comprised in said digital data may be run or
said digital data may be accessed by any other application, for
example for playing music represented by said digital data. When the
signatures are not identical, the digital data are illegally
installed, e.g. copied from another device, and they may not be
accessed and read by the device and an error signal may be
generated.

Further aspects and features of the present invention are
disclosed in the dependent claims.

The invention and its aspects, features, and advantages will be
more readily appreciated as the same becomes better understood by
reference to the following detailed description and considered in
connection with the accompanying drawings provided by way of non-
limiting examples, in which drawings like reference symbols
designate like actions or parts.

Fig. 1 illustrates a chart of an installation method for a

new device according to the present invention.

Fig. 2 illustrates a chart of an installation method for an

existing device according to the present invention.

Fig. 3 schematically illustrates a computer configuration

having authentication software and an authentication
table installed in the BIOS according to the present
invention.

Fig. 4 illustrates a chart of another installation method

for an existing device according to the present

invention.
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Fig. 5A schematically illustrates a computer configuration
having authentication software and an authentication
table installed in a user accessible memory.

Fig. 5B schematically illustrates a memory location secured
by two encryption layers.

Fig. © illustrates a chart of a method to generate a
digital signature from a random table.

Fig. 7 illustrates a chart of a method to generate a
personalized traceable digital file according to the
present invention.

Fig. 8 illustrates a chart of an off-line authentication of
digital rights according to the present invention.

Fig. 9 illustrates a chart of an on-line authentication or
transaction method according to the present
invention.

Fig. 10 illustrates a chart of an off-line authentication of
digital rights of digital data stored in a removable
memory according to the present invention.

Referring to Figs. 1, 2, 4 and 6 - 9, in the methods
illustrated in the respective Figures actions of different actors
are shown in a number of columns. In the vertical direction, actions
of the actors have been arranged in an essentially chronological
order from top to bottom. Thus, actions described in one row of a
chart essentially are performed prior to actions in a subsequent
(Lower) row of the chart, although this may not always be necessary,
as indicated in some instances. The arrows in the Figures indicate a
flow of data, which may be transferred through a suitable
connection, such as a hard-wired connection, or a wireless
connection, or a combination thereof, using an appropriate protocol
in a network connection.

In this context, an installation method is to be understood as
a method for installing software at some actors involved in the
present method for enabling tracking and tracing of at least one
transaction party. Further in this context, a new device relates to
any electronic device containing a Basic In Out System (“BIOS”,
“Boot agent” etc.) with any associated secure storage/memory

location, e.g. a computer, server, printer, personal digital
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assistant, mobile telephone, which is being manufactured, or has
been manufactured, but has not yet been delivered to an end-user,
whereas an existing device relates to any electronic device
containing a Basic In Out System which has been delivered to an end-
user, and may or may not have been used by the end-user. The Basic
In Out System is only referred to as a system for accessing a memory
location in a memory that is directly or indirectly connected to the
electronic device. However, as is described hereinafter, the method
according to the present invention may employ such a BIOS system to
securely store certain digital data and/or such a BIOS system may be
provided with an encryption system. A secure storage location and/or
an encryption system are not essential to the BIOS system with
respect to the present invention.

Fig. 1 illustrates a first preferred embodiment of the present
invention. Referring to Fig. 1, an installation method for a new

device is illustrated. The method of Fig. 1 includes five actors: a

" random table supplier, a trusted third party, a BIOS manufacturer, a

BIOS and authentication software. The first, second and third actors
are physical entities, e.g. persons or companies, whereas the fourth
and fifth actors are software embedded in a device.

In the first column of Fig. 1 actions of the random table
supplier are shown. This supplier generates and supplies a random
table or, essentially, random data to another actor.

A random table is defined as a table comprising random numbers.
Such a table may be created by suitable software as such.
Alternatively, U.S. Patent Application No. 5,354,097 discloses
another method of producing random numbers by optically scanning a
randomly shaped material, such as a non-woven material. Likewise, a
two-dimensional pattern may be used, which pattern has been formed
by transformation of a bit string as disclosed in European Patent
Application No. 1,219,088. From data collected during the reading of
the randomly shaped material or pattern, random numbers can be
derived, e.g. by using a predetermined algorithm.

The second column of Fig. 1 relates to actions of a trusted
third party (TTP), which may be selected by the random table
supplier, a BIOS manufacturer and/or the owner of any application or

service. The TTP generates a bit string from the random table and
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other data, to be elucidated below. Further, the TTP stores the bit
string and other data used to generate it. The generated bit string
is sent to the BIOS manufacturer.

It is noted that in another embodiment of the present
invention, the bit string may be generated and stored by another
actor than the TTP. For example, in case of network access
identification, the network administrator and/or a network server
may generate and store the bit string such that when a user attempts
to access the private network, the network administrator or server
may regenerate the digital signature of said user. Thus, the user
may unambiguously be identified by the network administrator or
server before the user is granted access to the network.

The actions of the BIOS manufacturer are represented in the
third column of Fig. 1. The BIOS manufacturer installs
authentication software in a BIOS and stores the bit string supplied
by the TTP in the BIOS.

The BIOS which is supplied by the BIOS manufacturer, is also an
actor in the method, and its actions are represented by the fourth
column of Fig. 1. The BIOS may be coupled to the TTP to receive a
decryption code and enable the authentication software to decrypt an
authentication table, which will then be encoded again and stored in
a secure part of the device, only accessible to the BIOS.

The fifth column of Fig. 1 represents the actions of the
authentication software, which may be supplied by the random table
supplier or by any other third party and is stored in the BIOSE The
authentication software may be coupled to the TTP to decrypt the bit
string in the BIOS into an authentication table, encrypts the
authentication table again and stores it in the secure part of the
device, only accessible to the BIOS. Further, the authentication
software stores and activates a digital-signing algorithm to
generate a session- or transaction-specific digital signature. The
authentication software preferably runs in a separate operating
environment in the BIOS or in a console and is independent from and
inaccessible to the operating system (0OS) on the device.

As indicated in Fig. 1, the installation method for a new
device for use with the tracking and tracing method according to the

present invention starts with the generation of a random table, e.g.
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a table comprising randomly chosen characters or numbers, according
to cell 2. The numbers may be generated using software employing an
algorithm. Alternatively, as disclosed in U.S. Patent Application
No. 5,354,097, random numbers may be deduced from a randomly shaped
material, such as a non-woven material. For example, in a non-woven
material, fibers are arranged in a random order due to the
randomness of the production process. From the gecmetry of the
fibers of the non-woven material numbers may be calculated. For
example, a number that may be calculated, may be the angle between
two fibers in an area of the material, or the number of fibers
crossing an imaginary line. The calculated numbers will be random,
as the geometry of the material is random. Another alternative
manner, as disclosed in European Patent Application No. 1,219,088,
to collect random numbers is by transforming a bit string into a
two-dimensional pattern using an algorithm. As described above from
this two-dimensional pattern a table of random numbers may be
calculated based on the geometry of the pattern.

The random table supplier may generate the random table and
supply it to the TTP. Alternatively, the random table supplier may
only supply a piece of non-woven material or software to generate
two dimensional patterns according to European Patent Application
No. 1,219,088, from which the TTP may then generate one or more
random tables.

According to cell 4, a BIOS manufacturer embeds or installs
authentication software in the BIOS. The authentication software may
be supplied by the random table supplier, generated by the BIOS
manufacturer or supplied by a third party.

The authentication software preferably has its own unique
serial number, software ID and/or private encryption key. Said
unique number may be advantageously employed in the installation
method and in a track and trace method, as explained below.

Further, according to cells 6A-6E, the TTP generates a unique
bit string, in the following way. First, according to cell 6A, the
TTP collects fixed data, such as a unique serial number from a
hardware device, a processor for example, or the unique software ID

embedded in the authentication software in the previous step.
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Preferably, the fixed data refer to a number or other character
string stored in or related to the specific BIOS. The bit string,
which will be generated from the fixed data, among others, is
preferred to have a strong relation with the BIOS in which it is
stored. Such a strong relation makes forging the bit string
difficult.

In the next step 6B, the TTP selects a random table previously
received from the random table supplier, or it generates a random
table using a marker, such as a piece of non-woven material or using
a random two dimensional pattern.

The TTP further generates a data string according to cell 6C.
The three data sets, e.g. the fixed data, the random table and the
data string, are used to generate a bit string using a predetermined
algorithm according to cell 6D. The bit string is stored in a
database according to cell 6E together with the fixed data and the
data string, which were used to generate it.

The bit string is supplied to the BIOS manufacturer, preferably
in an encrypted way. The BIOS manufacturer embeds the bit string,
like the authentication software, in the BIOS according to cell 8.
At this point, a computer may be assembled having a BIOS which
comprises authentication software and a bit string. Thereafter, the
computer may be sold, installed and connected to a network, such as
the Internet.

At the first start-up of the computer according to cell 10 the
BIOS or the authentication software uses a connection to a network,
such as the Internet, to establish a connection with the TTP. The
connection is being made to collect the data string, which is needed
to decrypt the bit string and generate an authentication table. The
BIOS or the authentication software may be identified by the TTP
using the fixed data, which is a unique number as mentioned above.

The connection with the TTP does not need to be initiated by
the BIOS, but may also be initiated by the authentication software,
which is embedded in a secure part of the BIOS, or by a third party
application. The connection preferably is made without a possibility
for a user or the operating system of the computer to interrupt the

procedure.
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When a connection with the TTP is established, the BIOS or
authentication software sends its identification number upon request
of the TTP according to cell 12. The TTP returns, possibly upon
request of the BIOS, the decrypt key, and the authentication
software uses the decrypt key according to cell 14 to generate an
authentication table from the bit string which was embedded in the
BIOS according to cell 8.

Next, according to cell 16, the authentication table is encoded
by the authentication software to prevent that the authentication
table may be uncovered (e.g. by a person). Uncovering of the
authentication table would weaken the protection conferred by the
method and should therefore be virtually impossible.

The encoding is performed using a number, which is specific for
the BIOS. When the authentication table is needed later, it may then
be decoded by the authentication software using that BIOS-specific
number. The BIOS-specific number may be a unique serial number or
any ordinary encryption key incorporated in or generated by the
BIOS, for example. The BIOS-specific number is sent to the
authentication software according to cell 18 after a request from
the authentication software according to cell 16.

The installation in a new device is completed according to cell
20. The encoded authentication table is stored in a secure part of
the BIOS, where it may only be retrieved by the BIOS and not by the
operating system. This secure part of the BIOS may also be any other,
secure location in the device. For instance, it may be a separate
part of a hard drive of a computer, which part may not be accessible
to the operating system, but only to the BIOS and/or authentication
software. Storing the authentication table in a secure location
further decreases the possibility of retrieval of the authentication
table.

The device is now set-up. Authentication software and an
encoded authentication table are installed in the BIOS. Further, in
a database of a trusted third party (TTP), data are stored which
enable the TTP to generate the same authentication table when later
needed.

Fig. 2 illustrates a second preferred embodiment. In the second

preferred embodiment, the installation method is performed on an
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existing computer device. The existing device does not haﬁe
authentication software installed in its BIOS, nor does it have an
encrypted bit string stored in its BIOS at the time a digital
signature according to the present invention is needed for any track
and trace purpose, including a particular electronic session, e.g. a
network access procedure, or an on-line transaction. Thus, compared
to a new computer device, further steps are necessary in the above-
described installation method to install the necessary software and
authentication table in a secure memory location of the device. Such
a secure memory location may be a part of a secure memory or it may
be an encrypted part of a non-secure memory, such as a user-
accessible memory.

In Fig. 2, there are five columns representing five actors: a
random table supplier, a TTP, a BIOS, authentication software and a
third party application. Compared to Fig. 1 the BIOS manufacturer is
no actor in the installation method for an existing device, but a
third party application is introduced as an actor. The third party
application is an on-line application, usually intended to do on-
line logical access, or on-line transactions. The third party
application requests a digital signature from the existing device,
which does not have the authentication software and the
authentication table. The third party application therefore requests
that the device installs the authentication software first before
continuing the transaction.

According to cell 22, the random table supplier generates and
supplies a random table, similar to the action according to cell 2
in Fig. 1.

According to cell 24, a device having a BIOS without an
authentication table and/or authentication software initiates an on-
line transaction with a third party application. The third party
application, however, requires an authentication according to the
present invention. Therefore, the third party application redirects
the requesting device to the TTP to obtain the authentication
software and an authentication table.

The TTP generates and stores a bit string according to cells
26A-26E, similar to cells 6A-6E of Fig. 1. According to cell 26A the

TTP collects fixed data, according to cell 26B a random table or a
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random marker is selected, and according to cell 26C the TTP selects
a data string. From these three data sets, the TTP generates a bit
string according to cell 26D and stores the bit string, the fixed
data and the data string according to cell 26E. Further, the bit
string is sent to the requesting device together with the
authentication software, both encrypted.

The authentication software and the bit string are put in a
part of the BIOS which is accessible to the operating system
according to cell 28A. Next, according to cell 28B, the device needs
to reboot to store the authentication software and the bit string in
a secure part of the BIOS which is not accessible for the operating
system.

At this point, the method continues as the method illustrated
in Fig. 1 from cell 10 and further. According to cell 30 the device
having newly stored authentication software and a bit string in its
BIOS contacts the TTP again and requests a decrypt key, for example
the data string, according to cell 32.

According to cell 34, the decrypt key is used to decrypt the
authentication software and to decrypt the bit string and generate
the corresponding authentication table. Next, according to cell 36,
the authentication software verifies the authentication table and
requests BIOS-specific data from the BIOS to encrypt the
authentication table again.

According to cell 38 the BIOS sends BIOS-specific data, for
example any common encryption key, to the authentication software in
reply. The method is completed according to cell 40, wherein the
authentication table is encrypted and stored in a secure part of the
BIOS. Any data remaining in the operating system from the transfer
of the authentication data and authentication software is deleted by
the BIOS.

Using this installation method every device having a BIOS and
capable of communicating with external, third party applications may
have the authentication software and an authentication table
installed, for example a personal computer, a cellular phone, a
hand-held personal digital assistant with wireless communication
capabilities or any other device c¢ontaining a BIOS, as mentioned

above.
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When the software and the table are correctly installed in the
BIOS, particular sessions, track and trace or on-line transactions
may be initiated and performed using the authentication and digital
signing method.

Fig. 3 schematically illustrates a possible configuration of a
device having the authentication software and an authentication
table installed. The device consists of several components, commonly
referred to as hardware 42. Exemplary hardware components are a
processor, a hard drive, or other memory and a keyboard.

All the hardware devices are controlled by the BIOS 44. The
BIOS 44 is a software package stored in a read-only memory (ROM),
usually located on a main board, which is one of the hardware
components of an electronic device.

The BIOS 44 controls most of the instructions and data flowing
from one component to another. Data or instructions coming from one
component and addressed to another need to pass through the BIOS 44.
The BIOS 44 may check whether the instructions to the other
component are allowed or not, as not every component is accessible
for any other component.

The BIOS 44 may comprise an encryption key 46. Such an
encryption key 46 may be used to encrypt data and only another party
who knows the encryption key 46 may be able to decrypt the data.

The operating system 48 creates a run-time environment for any
user applications. Therefore, it may be stated that the operating
system 48 is an interface between a user and the hardware 42. A user
may instruct the operating system 48 to run an application 50. If
the application 50 needs data that are stored on the hard drive, the
application 50 requests the data from the operating system 48. The
operating system 48 in turn requests the data through the BIOS 44
from the hardware 42, i.e. the hard drive. The data coming from the
hardware 42 pass through the BIOS 44 and the operating system 48
before they arrive at the requesting application 50. Via this
protocol the BIOS 44 may control the accessibility of certain data
or hardware devices 42 and thus the use of particular software. It
may prohibit, for example, the operating system 48 to access certain

parts of a hard drive or start certain applications.
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A console 52 is an environment, which runs all the processes in
the computer without user interruption. The console 52 plays an
important role at start-up of the computer, instructing the hardware
devices 42 via the BIOS 44 to start and report their status. In case
of errors, not only at start-up but also during operation, the BIOS
44 sends the error messages coming from the hardware 42 to the
console 52. The console 52 then handles and corrects the errors.
Thus, the console 52 runs more or less stand-alone the computer. A
user may not interrupt or influence the console 52. Any instructions
coming from the operating system 48 intended for the console 52 may
therefore be blocked by the BIOS 44.

In or behind the conscle 52, there is a secure area 62 only
accessible to the BIOS. The secure area 62 comprises applications
and storage locations, which are not reported to the operating
system 48. That means that the operating system 48 does not know
that the applications and data in the storage locations are present
and maybe even running in a separate environment. For example, when
a hardware device 42 reports an error, the console 52 may run a
recovery application 56 to handle the error such that the hardware
device 42 recovers from the error and is able to continue its
operation. The operating system 48 has probably not even noticed
that there was an error.

An authentication table may be securely stored in the secure
storage location 60. In such a part of the computer, commonly seen
as a part of the BIOS 44, the authentication table is unreachable
for the operating system 48 and thus for a user.

With the authentication table securely stored in the secure
storage location 60, the authentication software 54 should run in an
environment in the BIOS 44, thus preventing that the authentication
table is accessible to the operating system 48 at any time.
Therefore, the authentication software 54 may be installed in an
application environment in the secure area 62 such that it may
obtain the authentication table without passing through an unsecured
part of the device.

The secure area 62 may further comprise other applications
and/or memory locations. For example, another memory location 58 may

store a log file of all actions performed by the BIOS 44 in the
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secure area 62, or a log file storing any other actions by any other
application or all network data exchange, for example all data
exchanges over the Internet.

Further, the digital signing algorithm is preferably stored in
a secure part of the BIOS 44. This algorithm may be protected like
the authentication table in the secure storage location 60, because
if both become known to a user, the user may be able to forge a
digital signature. By locking the authentication table and the
authentication software 54 including the digital signing algorithm
in the secure area 62 they are secured.

In a third preferred installation method illustrated in Fig. 4,
the authentication data, e.g. authentication table, is stored in a
memory that is accessible to an operating system of the device and
possibly to a user of said device. To prevent that the user may
obtain the authentication data, which should be prevented as
described above, the authentication data are encrypted. Thus, the
user may only obtain encrypted authentication data. To prevent that
the authentication data becomes accessible to a user, the
authentication data should only be decrypted in a secure processing
environment such as a 'Ring Zero' processing environment, which is
embedded in a processing unit of commonly used personal computers.
Such a secure processing environment may only be accessible to
selected software applications, preferably not to user-operated
software applications. Further, a decryption algorithm and/or a
decryption key should not be obtainable to any user.

It is preferred to encrypt the authentication data twice, i.e.
using at least two encryption layers. If a malicious user succeeds
in decrypting the authentication data once, thus succeeds in
decrypting a first encryption layer, a second encryption layer still
protects the authentication data.

Preferably, a first encryption layer uses an encryption
algorithm employing a device specific encryption key, for example an
encryption key associated with part numbers of one or more parts of
the device. A second encryption algorithm employs preferably an
encryption layer associated with supplied data, such as a supplied
bit string or a supplied encryption algorithm. Therefore, the third

preferred embodiment is especially suitable for use with an
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electronic device previously provided with an encryption system for
encrypting data using a device specific encryption key. Such devices
are known in the art and are commonly and commercially available. In
Fig. 4, the third preferred embodiment is illustrated in relation to
such a device.

Fig. 4 shows two actors in the installation method. A first
actor is a third party application. The third party application may
be an application for performing an electronic transaction that
needs authentication data, and if no authentication data are found
on the device, initiates an installation of the authentication
software. Also, it may be an application or an operating system
controlled by é user to initiate an installation of the
authentication software. The second actor in the installation method
is the authentication software. The method may be extended with a
third actor. For example, the BIOS may be enabled to encrypt data
using a device specific encryption key. In such a case, the BIOS may
generate an encryption layer according to cell 210 or 212, as will
be described hereinafter.

Now referring to Fig. 4, the third preferred installation
method according to the present invention starts with obtaining and
installing an authentication software package, for example obtained
through the Internet, as indicated in cell 200.

After installation of the authentication software, the
authentication software obtains a master bit string (MBS) according
to cell 202. The master bit string (MBS) may be a large array of
characters, for example 2048 numbers. The MBS may be embedded in the
authentication software package, and may in that case not need to be
obtained separately as indicated in Fig. 4.

From said master bit string (MBS), according to cell 204, the
authentication software selects a bit string. Said bit string thus
comprises a number of said characters, for example 128 characters
randomly selected from the MBS.

The authentication software generates authentication data, e.g.
an authentication table, from the bit string in accordance with cell
206. The authentication software runs in the above-mentioned secure
processing environment. Thus, the algorithm generating the

authentication data from the bit string is protected against
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malicious users who want to obtain the authentication data or said
algorithm.

The authentication data are generated from a bit string that is
generated at the device of the first transaction party and the bit
string and is therefore not known to a second transaction party or a
trusted third party (TTP). Thus, the second transaction party cannot
generate and store (a copy of) the authentication data. For
identification of the first transaction party in a transaction, the
authentication data need to be known to the second transaction party
or a TTP. Therefore, if the authentication data are to be used for
identification in a transaction, a copy of the bit string is
returned to the supplier of the authentication software package or
to another party, which party may be a second transaction party or a
TTP in accordance with cell 208.

The bit string may be encrypted or not, while it is returned to
the other party. If it is ensured that the algorithm for generating
the authentication data from said bit string is not known to any
user, the actual bit string used for generating the authentication
data may become known to any user.

The generated authentication data may be stored in a user
accessible memory, such as a hard drive of a computer device, or on
a removable memory such as a floppy disk or a flash memory. As
mentioned above, the authentication data need to be protected from
any user, especially from a malicious user. Thereto, the
authentication data are encrypted by the authentication software,
preferably running in a secure processing environment, before the
authentication data are stored in said user accessible memory.

According to cell 210, the authentication data are encrypted by
a first encryption layer, e.g. by an encryption algorithm which is
part of the authentication software package. The algorithm is
secured such that it does not become known to any user. According to
cell 212, the authentication data are further encrypted by a second
encryption layer, e.g. using an encryption key which is associated
with a hardware device serial number, or the like, thereby
preventing illegal copying to another device. If the authentication
data are stored in a removable memory, for example a flash memory,

the encryption key may be associated with a serial number of the
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removable memory. Preferably, the encryption key is (also)
associated with a user identifying number, e.g. a personal
identifying number (PIN) or a number or a template associated with a
fingerprint of the user, or the like.

According to cell 214, the encrypted authentication data are
stored in the memory. Thus, the device is provided with the
authentication software and the authentication data, the
authentication data being secured by encryption from becoming known
to a user. The device is installed for performing the transaction
method and the legitimate use verification method according to the
present invention.

Fig. BA illustrates schematically an embodiment of an
electronic device for performing the installation method according
to the third embodiment of the present invention. The schematic
diagram of Fig. 5A is similar to the diagram of Fig. 3. The
illustrated electronic device comprises hardware 42, a BIOS 44, an
operating system 48, a user application 50, and a console 52. From
the below description, it will become apparent to those skilled in
the art that the secure area 62 (as indicated in Fig. 3) is not
essential for performing the third embodiment of the installation
method according to the present invention.

After installation of the authentication software package
according to the method illustrated in Fig. 4, an encrypted data
package is stored in a memory location 63 that is a part of the
hardware 42. The memory location 64 is accessible to a user via a
user application 50. The application 50 may request data from the
memory location 63 by sending a request to the operating system 48.
The operating system 48 may obtain the data stored at the memory
location 63 possibly via the BIOS 44. The authentication software is
also installed and stored in a user accessible memory location as
indicated. The authentication software may be encrypted, or not.

The data stored at the memory location 63 are encrypted
authentication data. The encryption of the authentication data
renders the data unusable to the user application 50. Fig. 5B
illustrates the encryption of authentication data 63A stored in
memory location 63. The authentication data 63A are encrypted twice

as illustrated in Fig. 4. A first encryption layer 63B and a second
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encryption layer 63C protect the authentication data 63A. Said
encryption layers 63B and 63C may be removed by decryption by the
corresponding application.

One encryption layer may be decrypted by the authentication
software 54. The other encryption layer may be an
encryption/decryption application stored in the electronic device
using a device specific encryption key. Such an application may be
stored in the BIOS or in a secure area 58 (as indicated in Fig. 3)
and may use the encryption key 46. In other embodiments, there may
be only one encryption layer or any othe£ encryption/decryption
application may be employed.

Referring to Fig. 5A again, the application 50 may require a
digital signature for an electronic transaction or for verification
of legitimate use of digital data. Thereto, the authentication
software 54 is executed to initiate decryption of the authentication
data stored in memory location 63 and for generating said digital
signature. From one authentication table, numerous digital signs may
be generated. Fig. 6 illustrates a method to generate a certain
digital signature from an authentication table and illustrates how
numerous different digital signs may be generated. Using different
digital signs for every action minimizes the chance of infringements
or forgery and maximizes the ability to trace the origin of an
illegal copy.

Fig. 6 shows two actors, a BIOS and the authentication
software. The authentication software starts by collecting data
according to cell 64. There are multiple components required. First
a fixed component, which is identical for each instance a digital
signature is generated. Further, a variable component is used, which
enables the method to generate a numerous amount of different, but
traceable digital signs. A system trace component, e.g. a
transaction ID, also depends on the instance. Two variable
components make it virtually impossible to derive the authentication
table from a number of generated digital signs. Optionally, a
personal identification number (PIN) or password may be used to
identify the user as well as the device in which the authentication

software is embeddedf
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When all the required data is collected, the authentication
software hashes the collected data into a bit string and translates
the bit string into a number of pointers according to cell 66. Using
the encryption key, the authentication table is decrypted by the
BIOS according to cell 68. The pointers generated according to cell
66 point to positions in the authentication table. Using the
pointers, the authentication software gathers a series of random
numbers from the authentication table according to cell 70.
Thereafter, according to cell 72, the BIOS encrypts the
authentication table again. Finally, the digital signature
accompanied by the variable data components that were used to
generate the digital signature are transferred to the requesting
application according to cell 74.

A digital signature generated according to the present
invention may be used in various ways. First, it may be used to
track and trace digital files. Second, it may be used off-line to
prevent illegally copied software from being used and third, the
digital signature may be used in on-line transactions and
authentication, for example network access authentication.

Fig. 7 illustrates the track and trace method for digital
files. Information contained in a digital file may be protected by
copyrights, for example. Software, films or music may be bought and
downloaded from the Internet. However, such digital files containing
protected information may be very easily illegally copied and spread
without a trace of whom copied and spread the file. Adding a trace
in the digital file makes it possible to trace to origin of the
illegal copy. Rightful owners of such a digital file, e.g. music
file, will therefore not spread the file, but they may use the file
on different locations, for instance on their computer at home and
on their portable digital player, e.g. MP3-player.

According to cell 80, a third party application receives a
request for a digital file, e.g. software or a music file. The third
party application is intended to provide protected or traceable
digital files and may be any application adapted therefor. It may be
an on-line application, for example.

Then, according to cell 82, the third party application asks

the requesting device if the authentication software is installed
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and running. According to cell 84, the BIOS responds. If the
authentication software is not installed or running, the device is
rerouted to a trusted third party to download and install the
software according to cell 24 of Fig. 2.

If the software is installed and running, the third party
application starts the transaction by transferring a transaction ID
to the requesting device’s BIOS according to cell 86. According to
cell 88, the BIOS and authentication software generate a digital
signature in accordance with the method described in relation to
Fig. 6 using the transaction ID they received.

The generated digital signature together with the variable data
component, e.g. date/time, is then sent to the third party
application. According to cell 90, the third party application
stores the digital signature, the variable data component,
transaction ID, which it provided itself, and some data that
identifies the requesting device, e.g. an IP-number, Ethernet
number, serial number or any other unique identifying number, in a
database.

Further, the digital signature is embedded in the requested
digital file according to cell 92. This does not necessarily need to
be conducted after the storage according to cell 90, but may also be
done before or at the same time.

The digital signature is preferably unique for the requested
digital file. When an illegal copy of the digital file is found, the
third party application will be able to check in its database to ‘
which device it sent that particular file after reading the digital
signature embedded in the file.

The file with the digital signature embedded therein is sent to
the requesting device according to cell 94, which completes the
method.

In a further embodiment, the authentication software may be
provided with a system for signing a digital signature according to
the present invention using at least a part of a software
identification number (software ID) or any other application
identifying character string, hereinafter referred to as a private
key. The private key is registered at a third party, for example the

authentication software provider which supplied said private key.
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The private key may be used to uniquely sign the digital signature
and append the signed digital signature to the digital signature,
which is sent to the second transaction party. The second
transaction party is not capable of generating the signed digital
signature without the private key. The second transaction party only
stores the signed digital signature.

The first transaction party may later claim not to have
performed the transaction and not to have generated the digital
signature, and may thus claim that another party has maliciously
presented itself as the first transaction party while being able to
generate a corresponding digital signature. The second transaction
party may then verify the signed digital signature by sending it to
the third party, which may verify the signed digital signature.
Based on the signed digital signature it may be determined whether a
malicious user has performed the transaction or the first
traﬁsaction party is maliciously claiming not to have performed the
transaction.

Fig. 8 illustrates a method to protect digital files from being
used on other devices than the originally intended device. For
illustrative purposes, an application that is digitally signed
according to the present invention is described in relation to Fig.
6. However, the method may also be used for any other signed digital
file such as a file containing music or video.

According to cell 100, an application having a digital
signature embedded therein is being started on a device having the
authentication software installed in its BIOS. The embedded digital
signature has been generated on said device and is therefore device
specific. For example, the application may have been obtained using
the method discussed in relation to Fig. 7. In any case, the
application has been signed and programmed to be used on the
specific device having the authentication software installed.

The application is programmed to start with a verification of
its embedded digital signature. Therefor, the application requests
the BIOS tec verify its digital signature according to cell 102. For
the BIOS to be able to verify the digital signature, it needs the
data components that were used to generate the digital signature.

So, according to cell 104, the application transfers the data
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components to the BIOS. After receipt of all necessary data from the
application, the BIOS regenerates the digital signature according to
cell 106.

For verification, it is needed to compare the embedded digital
signature with the regenerated digital signature. This comparison
may be conducted by the authentication software in the BIOS or the
BIOS. Thus, according to cell 108, the BIOS receives and compares
the embedded digital signature with the regenerated digital
signature.

If the two digital signs are identical, the application starts
according to cell 110, otherwise the BIOS prevents the application
being started, possibly informing the user that it is trying to use
an illegal copy of the application.

Fig. 9 illustrates an on-line transaction method. An on-line
application is accessed with a request for a transaction, possibly a
financial transaction. For example, the transaction may be a
customer who wishes to purchase an item on-line. Usually, such
transactions are performed using a credit card. However, only a
credit card number and some additional data are supplied by the
customer. If a customer later states he did not purchase or use his
credit card, there is no way of verifying by checking a signature,
like in common credit card transactions.

Referring to Fig. 9, according to cell 120, the on-line
application receives a request for a transaction. Upon this request,
the on-line application asks the BIOS of the requesting device if
the authentication software according to the present invention is
installed and running. If not, the requesting device is rerouted to
a TTP to download and install the authentication software and
authentication table according to the method discussed in relation
to Fig. 2 or Fig. 4.

If the authentication software is installed and running, the
BIOS responds accordingly according to cell 124 and the on-line
application hands over a transaction ID according to cell 126. The
requesting device may then generate a digital signature according to
the method described in relation to Fig. 6, according to cell 128.
The variable data components used for generating the digital

signature and the digital signature itself are then transferred to
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the on-line application, which may then complete the transaction
according to cell 130.

The digital signature functions as a signature in this case. If
the customer later claims not to have used its credit card, for
example, the on-line application owner may verify the digital
signature. The verificatién of the digital signature may be
conducted by the trusted third party, which supplied the
authentication table to the customer and is able to regenerate said
authentication table. It may also be conducted by using the customer
device regenerating a digital signature using the variable data
components stored by the on-line application.(

Optionally, a certain on-line third party épplication may use
an authentication table in transactions with a specific device,
which authentication table is specifically intended for use in
transactions with said certain on-line third party application. Such
a specific authentication table has the advantage that the third
party application may verify the digital signature already before
completing the transactions and so preventing that problems may
later arise.

The specific authentication table may be derived from the
authentication table stored in the BIOS of said device using an
algorithm known to the device. The specific authentication table

derived from the original authentication table would then be

‘supplied by the TTP to the on-line application. Thus, the device

knows how to derive the specific authentication table and the on-
line third party application knows a certain table, but not the
original table stored in the BIOS of the device. Otherwise, the on-
line third party may provide a separate authentication table to the
requesting device. The specific authentication table is encrypted
before it is stored using a BIOS specific encryption key. This
ensures that the supplying third party does not know the stored
authentication data and therefore the third party can not use the
data in a fraudulent way.

If the on-line application knows the authentication table used
by the requesting device to generate a digital signature, the
requesting device may be a device connecting to a network, e.g. a

corporate private network. The requesting device needs to be
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identified by the corporate network before access to the corporate
network is granted. Upon connection, the requesting device sends a
digital signature that was generated using fixed data components and
variable data components. The fixed data components may comprise a
password or a personal identification number (PIN). The fixed data
components are known to the corporate network and do not need be
sent over the unsecured network connection; only the wvariable data
components used are sent over the unsecured connection. Thus, the
corporate network may regenerate the digital signature of the
connecting device after receipt of the used variable data
components. This method has the advantage that no password or PIN is
sent over an unsecured connection and that the digital signature
identifies both the device (authentication table) and the user (PIN
or password).

Apart from securing a transaction or network authentication as
illustrated above, also the hardware used in the operating
environment may be verified. For example, if a first computer
communicates with a second computer, the second computer may
identify itself in a similar way, using similar data, as used in a
transaction, described above. If the authentication table of the
second computer is known at the first computer, the identification
of the second computer may be verified by the first computer. A
similar procedure is feasible when one of the computers communicates
with a printer, as long as the authentication tables are stored
securely in the devices.

Fig. 10 illustrates a method for authenticating a user to
access digital data that are stored in a removable and portable
memory such as a flash memory. Digital data may be stored in the
removable memory using the encryption method for protecting
(authentication) data as illustrated in and described in relation to
Fig. 4, i.e. data are encrypted using at least one, preferably at
least two encryption layers, of which one layer is related to the
authentication software installed according to Fig. 4. The removable
memory is to be connected with an electronic device on which the
authentication software has been installed according to said method
illustrated in Fig. 4 in order to decrypt the encryption layer

related to said authentication software.
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Referring to Fig. 10, digital data are stored in a removable
and portable memory. The digital data are encrypted on another
electronic device, for example a computer device at work, while the
electronic device attempting to access the digital data is a
computer device at home.

The authentication software for accessing the digital data is
installed on both computer devices, e.g. at home and at work,
according to the installation method of Fig. 4. The digital data are
to be read by a user application such as a text editor, a
spreadsheet application, an audio or video application, or the like.
In another case, the digital data may be a software application to
be executed by the electronic device.

After connecting the portable and removable memory with the
electronic device, a user starts the user application. From the user
application, an attempt is made to access the digital data according
to cell 220. The digital data are however encrypted.

Then, according to cell 222, the authentication software is
started to decrypt the digital data. The digital data are
transferred to the authentication software. In accordance with cell
224, the authentication software decrypts a first encryption layer
using a decryption algorithm, for example embedded in the
authentication software. Said decryption algorithm is identical on
each device that is provided with the authentication software.

To prevent that any device being provided with the
authentication software may decrypt the digital data, the digital
data may be protected with a second encryption layer. For decryption
of the second encryption layer, a decryption key is required. Such a
decryption key may be associated with a serial number of the
portable memory, ensuring that the digital data are only decryptable
1f the digital data are stored in said portable memory. A copy of
the digital data in any other memory is thereby rendered
undecryptable. Likewise, the decryption key may be associated with a
personal identification number (PIN) rendering the digital data
unusable without the PIN. In yet another embodiment, the decryption
key may be associated with a fingerprint of a user, rendering the

digital data unusable without the presence of that specific user.
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The decryption key may be associated with any identifying
characteristic such as a serial number, a PIN or a fingerprint by a
protected hashing algorithm or it may be identical to the serial
number or PIN. Hashing the characteristic provides however an
additional security layer, especially when the hashing is performed
in the secure processing environment.

According to cell 226, the data for generating the decryption
key are collected and the decryption key is generated. Then, in
accordance with cell 228, the second encryption layer is decrypted.
The digital data are now suitable for access by the user
application. Therefore, in cell 230, the digital data are provided
to the user application and in cell 232, the user application
accesses and uses the digital data. After use and possibly
alteration of the digital data, the digital data are again stored in
the removable memory using the encryption algorithm of the
authentication software and using the decryption key used to access
the digital data.

Above it is described that the decryption algorithm is
identical on each device that is provided with the authentication
software. However, the decryption/encryption algorithm may also be
different for each device or it may be identical for each device
that is installed using an authentication software package obtained
by a specific user. fhus, the digital data may only be accessible on
a device that is previously installed by said specific user.

In such a case, it is necessary to provide certain
authentication data to the transaction party supplying said
authentication software, since the user specific algorithm needs to
be embedded in the software package before the software package is
supplied to the specific user in order to protect the algorithm.

In an even further embodiment, digital data may be. encrypted
using an encryption key that is generated according to the present
invention, i.e. identical to the method for generating a digital
signature. Fig. 6 illustrates how a digital signature may be
generated according to the present invention by gathering session
specific data, such as fixed data, variable data, personal data
and/or device specific data. Hashing said session specific data may

generate reference numbers, referring to positions in the
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authorization table securely stored according to the present
invention. Gathering the characters stored in the authorization
table at said positions generates a bit string comprising a number
of characters. Said bit string may comprise any number of characters
and said number may be dependent on the session specific data. Data
encrypted with an encryption key having an unknown number of bits is
virtually impossible to be cracked by another person not entitled to
access Said data.

To decrypt the data, the encryption key is required. To obtain
the encryption key, the authorization table and the session specific
data are needed. Having an authorization table stored and installed
in a device according to the present invention, data may be securely
stored in a memory of said device. The data may easily be decrypted
when being accessed using said device. However, a copy of said
encrypted data on any other device is rendered virtually
inaccessible.

If identical authorization tables are stored on two or more
separate devices, encrypted data may be exchanged between said two
or more devices. If the‘encrypted data are transferred from one
device to another, together with the session specific data, the
other device may regenerate the encryption key and decrypt the data.
Such an encryption and decryption method is especially useful for
secure communication between said two or more devices over a
publicly accessible network such as the Internet.

In an embodiment, a network server is provided with all
authorization tables of client devices connected to said server. A
client attempting to access the server and the network of said
server is authenticated by its digital signature, and thereafter all
exchanged data may be encrypted using a digital signature. If a
client sends data to another client, the data may be encrypted and
transferred to the server together with the session specific data.
The server decrypts the data using the session specific data and the
authorization table of the first client. Then, the server encrypts
the data again, now using the authorization table of the other
client using the same or other session specific data. Next, the

encrypted data are transferred to the other client together with the
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corresponding session specific data, which decrypts the data using
its authorization table.

Now referring to Fig. 10 again, the digital data securely
stored on the portable and removable memory device may be an
authorization table according to the present invention. Thus,
digital data encrypted using the authorization table may be
decrypted on any device when the portable and removable memory
device is connected to said device and said device is provided with

the authorization software according to Fig. 10.
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CLAIMS

1. A method for performing an electronic transaction between
a first transaction party and a second transaction party using an
electronic device operated by the first transaction party, the
electronic device having an operating system creating a run—-time
environment for user applications, the method comprising:

providing authentication data in a memory of said electronic
device, sald memory being a secure part of a Basic In Out System
or any other secure location in said electronic device, which
authentication data are inaccessible to a user of said electronic
device, wherein the authentication data are encrypted when the
authentication data are stored in said memory, a decryption key
for decrypting the authentication data being incorporated in the
electronic device, said decryption key being inaccessible to said
user, to any user-operated software and to said operating system,
wherein said memory is inaccessible to said operating system of
sald electronic device, thereby rendering the authentication data
inaccessible to said user;

providing authentication software in said electronic device,
the authentication data being accessible to said authentication
software, wherein authentication software is stored in said secure
memory inaccessible to said operating system;

activating the authentication software to generate a digital
signature from the authentication data, wherein the authentication
software is run in a secure processing environment inaccessible
to said operating system;

providing the digital signature to the second transaction

party.

2. The method according to claim 1 , wherein the
authentication data are provided by the second transaction party,
which stores the authentication data together with data

identifying the first transaction party.
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3. The method according to claim 2, wherein the second
transaction party uses the stored authentication data to obtain
transaction specific authentication data according to a specific

algorithm.

4. The method according to claim 3, wherein the second
transaction party verifies the digital signature provided by the
first transaction party using the authentication data stored at

the second transaction party.

5. The method according to claim 1, wherein the authentication
software has its own unique serial number, software ID and/or

private encryption key.

6. The method according to claim 1, wherein the authentication
data are encrypted by the second transaction party using an
encryption key before the authentication data are provided to the

first transaction party.

7. The method according to claim 6, wherein the authentication
software retrieves a decryption key associated with the encryption

key and decrypts the authentication data at its first use.

8. The method according to claim 1, wherein the authentication
software is installed in an application environment in the secure
area such that it may obtain the authentication data without

passing through an unsecured part of said electronic device.

9. The method according to claim 1, wherein the authentication

data are encrypted using at least two encryption layers.

10. The method according to claim 1, wherein the
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authentication data are encrypted using an encryption key which

is associated with a hardware device serial number.

11. The method according to claim 1, wherein the
authentication data are encrypted using an encryption key which
is associated with a user identifying number, in particular a
personal identifying number, PIN, or a number or a template

associlated with a fingerprint of the user.

12. The method according to claim 1, wherein the decryption
key is associlated with one or more serial numbers of hardware

components of said electronic device.

13. The method according to claim 1, wherein the

authentication data is decrypted by the authentication software.

14. The method according to claim 1, wherein the
authentication data is decrypted by an application stored in the

electronic device using a device specific encryption key.

15. The method according to claim 1, wherein the
authentication data is decryptedusing a decryption key associated
with any identifying characteristic, in particular a serial
number, a personal identification number, PIN, or a fingerprint

of a user.

16. The method according to claim 11, wherein the
authentication data are decrypted in a secure processing
environment inaccessible to said user and to any user-operated

software.

17. The method according to claim 1, wherein the

authentication data comprise an authentication table.
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18. The method according to claim 17, wherein the
authentication table is generated from a bit string which is

generated from fixed data and variable data.

19. The method according to claim 18, wherein the variable

data comprise a random table.

20. The method according to claim 19, wherein the random table
is calculated from a random two dimensional or three-dimensional

pattern.

21. The method according to claim 1, further comprising
identifying the user of the electronic device before activating

the authentication software.

22. The method according to claim 1, wherein the
authentication software has a private encryption key for

encrypting digital data.

23. A system for performing an electronic transaction between
a first transaction party and a second transaction using an
electronic device operated by the first transaction party, the
electronic device having an operating system creating a run—-time
environment for user applications, the system comprising:

means for providing authentication data in a memory of said
electronic device, , said memory being a secure part of a Basic
In Out System or any other secure location in said electronic
device, which authentication data are inaccessible to a user of
the electronic device, , wherein the authentication data are
encrypted when the authentication data are stored in said memory,
a decryption key for decrypting the authentication data being

incorporated in the electronic device, said decryption key being
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inaccessible to said user, to any user-operated software and to
said operating system, wherein said memory is inaccessible to said
operating system of said electronic device, thereby rendering the
authentication data inaccessible to said user;

means for providing authentication software in said
electronic device, the authentication data being accessible to
said authentication software, wherein the authentication software
is stored in a secure memory location inaccessible to said
operating system;

means for activating the authentication software to generate
a digital signature from the authentication data, wherein the
authentication software is run in a secure processing environment
inaccessible to said operating system;

means for providing the digital signature to the second
transaction party; and

means for providing digital data from the second transaction

party to the first transaction party.

24. An electronic device for performing an electronic
transaction between a first transaction party, and a second
transaction party, wherein the electronic device is operated by
the first transaction party, the electronic device having an
operating system creating a run—-time environment for user
applications, the electronic device comprising:

a memory storing authentication data , said memory being a
secure part of a Basic In Out System or any other secure location
in said electronic device, which authentication data are
inaccessible to a user of the electronic device, , wherein the
authentication data are encrypted when the authentication data are
stored in said memory, a decryption key for decrypting the
authentication data being incorporated in the electronic device,
said decryption key being inaccessible to said user, to any

user-operated software and to said operating system, wherein said
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memory is inaccessible to said operating system of said electronic
device, thereby rendering the authentication data inaccessible to
said user;

a memory storing authentication software, the authentication
data being accessible to said authentication software, wherein the
authentication software is stored in a secure memory location
inaccessible to said operating system;

means for activating the authentication software to generate
a digital signature from the authentication data, wherein the
authentication software is run in a secure processing environment
inaccessible to said operating system; and

means for providing the digital signature to the second

transaction party.

25. The electronic device according to claim 24, wherein the
electronic device 1s a personal computer, a cellular phone, a
hand-held personal digital assistant with wireless communication

capabilities, or a device containing a BIOS.
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ABSTRACT

A method for performing an electronic transaction is
disclosed. The method provides authentication data and
authentication software to an electronic device and preferably
stored in a secure storage location or other location inaccessible
to the user or the operating system of the device. The
authentication software is activated to generate a digital
signature from the authentication data. Next, the digital

signature is provided to the other transaction party.
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§ TV 8} BRU verwiesen. Dis Nichisinreichung dieser Ubersetzung kann
Jon betreffenden Staaten als von Anfang an micht singstreten gilt. Weilere
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Zahiung von Jahresgebithren fiir suropdische Patente

Nach Artikel 141 EPU kénnen "nationals” Jahresgebithren fr das suropdische Patent fGr die Jahrs erhoben werden, die an das Jahr
anschiieflen, in dem der Hinwels auf i Erleiiung des europdischen Patents im "Europiischen Patenthlatl” bekannigemacht wird, Weilers
Einzetheiten sninshmen Sie bitte der oben genarmien Broschiire.

NOTE RELATING TO THE DECISION TO GRANT A
EUROPEAN PATENT (EPC Form 2008}

EPO Information Brochurs “Nalional law relating to the EPGY

This brochure provides ussful information regarding formal reguirements and the steps o be taken belore the patent authorities of the
Contracting States in order to soquire rights in those siales, Since the neocsssary steps are subject to change the latest edition of the
brochure should always be used. Subsequent information is published in the Official Joumal,

Transiation of the Burepean patent application under Articie 85(1) of the European Patent Convention

Your altention is again drawn to the requirements regarding fransiation of the Eurcpean patent specification ledd down by a number of
Contracting States under Article 88{1) EPC, to which referense iz made i the communication under Rule 71(5) ERC. Failurs to supply
such ransiation{s} may resuylt in the patent being deemed o be void "sb initie” in the State{s} in question. For further details you are
regecommended fo consull the above-mentionsd broshurs.

Payment of renswad fees for Eurepean patents

Under Adisle 141 EPC "national’ renewal fees in respect of a Eurcpean patent may be imposed for the years which follow that in which the
mantion of the grant of the European patent is published in the "European Patest Builetin®. For further details you are recommendsd o
conaull the sbove-mentioned brochure.

REMARGUE RELATIVE A LA DECISION DE DELIVRANGE
DUN BREVET SURCOPEEN (OEB Form 2008)

Brochure information de FOEB "Drolt national relatlf 3 la CBE"

Celte brochure foumit dutiles renseignements sur ies condilions de forme raquises et sur les actss & sccompliv auprés des offices de
wravet des Elats contractanis aux fins dobtenir des droils dans les Fals sontractants. Etant donné que les actes indispensables sont
susceptibles de modifications, i serail bon de toujours consuller la demidre Sdition de la brochure. Toute information ultdrisure st publiée
au Journgt Officiel.

Traduction du fascicule du brevel surcpden on vertu de Narticle 85{1) de iz Convention sur i bravet suropden

Votre attention est de nouvesu attirde sur fobligation faite par osrtains Efals contractants, en vertu de larticle 85{1} CBE, de numir une
fraduction du fascinule du brevel surcpden, 3 laquelle § est fall référence dans fa notification établis conformément a ia régle 71(8) CBE. &i
ia{les) traduction{s) n'est{ne sont} pas fournis(s), e brevet eurcpden peut, dis lodgine, &lre réputé sans offel dans cet{ces) Etai(s). Pour
plus de détails, nous vous renvoyens & la broshure susmentionnés,

Faiement des taxes annuelies pour fe bravel suropden

Conformément 3 farticie 141 OBE des takes annusiiss ‘nationales™ dues au tive du brevet eurepgen peuvent &ire pergues pour les anndes
suivant selie au oours de lagusiie la mention de la délivranee du brevet suropéen sst publiée au "Bullstin suropsden des bravels. Pour plus
de détalls, nous vous renvoyons & la brochure susmesntionnés.
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Application Number:

Filing Date:
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Scott MacDonald WARD

Filer:

David Joseph Kenealy/Yoshi Hassan
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5061-0041CON

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suz—;l'g(t;)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 300 300
UTILITY SEARCH FEE 1111 1 660 660
UTILITY EXAMINATION FEE 1311 1 760 760
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount Sub-Total in

UsD($)
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1720
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Electronic Acknowledgement Receipt
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International Application Number:
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
157272
1 Power of Attorney POA_WARD_PARTICIPATIONS_| no 1
BV.pdf
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Warnings:
Information:
1256250
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301135
3 QOath or Declaration filed Executed_Declaration.pdf no 2
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Specification 1 29
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Abstract 36 36
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154023
5 Drawings-only bIaFk and white line 10-09-19_Drawings.pdf no 7
drawings
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1246625
6 Petition to make sp.eaal under Patent 10-09-19_PPH_Request.pdf no 3
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6632
Warnings:
Information:
149430
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b620e
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8 Fee Worksheet (SB06) fee-info.pdf no 2
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Warnings:
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Total Files Size (in bytes){ 4899032

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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