UNI TED STATES PATENT AND TRADEMARK OFFI CE
BEFORE THE PATENT TRI AL AND APPEAL BOARD

SAMBUNG ELECTRONI CS CO., LTD.

Petiti oner, ( cerTIFIED cOPY

WARD PARTI Cl PATI ONS B. V.,

Pat ent Owner.

Case | PR2022-00113 (US Patent No. 10, 992, 480)
Case PGR2022-00007 (US Patent No. 10,992, 480)
Case | PR2022-00114 (US Patent No. 11, 063, 766)

VI DEOCCONFERENCE DEPCSI TI ON OF
DR BART PRENEEL

Novenber 1, 2022
Page 1 - 103 8:06 a.m EST - 11:48 a.m EST

REPORTED BY:

Tamara L. Houston

CA CSR No. 7244, RPR, CCRR No. 140

Job Nunmber 22-117173

Ref. 39843-01091 P1; 39843-0109PS1; 39843-0110I P1

1 Exhibit 1033
Samsung v. Ward
PGR2022-00007


http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

REMOTE VI DEOCONFERENCE DEPOSI TI ON OF DR. BART
PRENEEL taken on behalf of the Petitioner, comrencing
from8:06 a.m EST to 11:48 a.m EST, Tuesday, Novenber
1, 2022, before Tamara L. Houston, CSR No. 7244, CCRR
RPR.



http://www.sullivancourtreporters.com/

© 00 N o o b~ w N P

e
P O

12
13
14
15
16
17
18
19
20
21
22
23
24
25

THE SULLIVAN GROUP OF COURT REPORTERS

APPEARANCE OF COUNSEL:

On behal f of the Petitioner:

FI SH & Rl CHARDSON P. C.

BY: USMAN A. KHAN, PH.D., ESQ
1000 Mai ne Avenue SW

Suite 1000

Washi ngt on, DC 20024

(202) 626-6383

khan@r.com

On behal f of the Patent Omer and Wt ness:

RAVEY LLP

BY: JACOB B. HENRY, ESQ
5020 Montrose Boul evard
Suite 800

Houst on, Texas 77006
(832) 454-1456

j henry@ aneyfirm com

ALSO PRESENT: Scott Ward, Proprietor



http://www.sullivancourtreporters.com/

© 00 N o o b~ w N P

e
P O

12
13
14
15
16
17
18
19
20
21
22
23
24
25

THE SULLIVAN GROUP OF COURT REPORTERS

I NDEX TO EXAM NATI ON
W TNESS: DR, BART PRENEEL

EXAM NATI ONS

M. Khan. . ... e
M. HeNnry. ... ..
M. Khan. . ...

QUESTI ONS | NSTRUCTED NOT TO ANSVEER
Page Li ne

None

PAGE

91
97



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

| NDEX TO EXHI BI TS
DR. BART PRENEEL
SAVBUNG ELECTRONI CS CO., LTD. vs. WARD PARTI ClI PATI ONS
B. V.
Novenber 1, 2022
Tamara L. Houston, CSR No. 7244, CRR No. 140, RPR

EXH BI T DESCRI PTI ON PAGE
None.

- -000- -



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

Tuesday, Novenber 1, 2022, 8:06 a.m EST
- -000- -
Al counsel present stipulate
that the witness shall be sworn renotely
by the court reporter
* %

Wher eupon, DR BART PRENEEL, havi ng been
called as a witness was duly sworn
to tell the truth, the whole truth,
and nothing but the truth testified
as foll ows:

EXAM NATI ON BY MR KHAN:
Q Good norning. Thank you very nuch,
Dr. Preneel.
MR. KHAN: Jacob, thanks.
BY MR KHAN
Q | wanted, | guess, to first start off with
asking you if |I'm pronounci ng your nane correctly.
Is it Dr. Preneel?
A That's correct. Yes.
Q Geat. |1'mjoined here by ny coll eague,
Jereny Mnal do, also with Fish & Richardson
MR. KHAN: Jacob, is there anybody el se at
your end who is participating or listening to the

proceedi ngs, just for the record?
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MR. HENRY: M. Scott Ward is present.

MR. KHAN: Ckay. Fantastic.

So fromPetitioner's side, there is Usman Khan
and Jereny Monaldo with Fish & Richardson. And from
patent owner's side, we have their expert, Dr. Preneel

the attorney, M. Jacob Henry; and patent owner, Scott

War d.
| s that correct?
MR. HENRY: That's correct.
MR, KHAN. Ckay. Thank you.
BY MR KHAN:
Q So, Dr. Preneel, I'll start off with sone
general questions, getting to specifics, but I'll be

provi di ng periodic breaks as we go. So, you know, you
don't have to go through it -- through w thout any
breaks. You know, you may request a break at any tine.
MR. KHAN: And, Tamara, yourself as well, if
you need a break, please |et nme know.
BY MR KHAN:
Q | just request that you let ne know about five
m nut es ahead of tinme or so, a few m nutes ahead of
tinme, so that | can wap up ny line of questioning or |
at | east know when to stop.
Does that work for you?

A. That's fine.
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Q G eat.

And during the breaks, do you understand that
you are not allowed to discuss the substance of your
testinmony today until your cross-examnation is
concl uded?

A | understand that.

Q WIl you agree to let ne know if at any point
anyone comruni cates with you in any manner during the
course of your cross-exam nation regarding your
testi nony?

A | agree.

Q Thank you

Do you understand that your testinony today is
sworn testinony taken under oath?

A. | understand that, yes.

And do you understand that the oath you' ve
taken for the deposition today is as solem as an oath
you would take if testifying at trial?

A. | understand that, yes.

Q Do you understand that the deposition
testi nony today can be used at trial or in subsequent
briefs in these proceedi ngs?

A. | understand that, yes.

Q And do you understand that you're being

deposed today for statenents nmade in your declaration
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submtted in support of the '766 patent owner response?
A. Yes, | understand that.
Q Do you have a copy of the exhibits that were

cited in your declaration and a copy of the patent owner

response?

A. | do have all these docunents in digital
format. | don't have themall printed out.

Q Ckay.

A But I do have a digital format. | can find
it, like, if you give ne the correct docunment. But | do

have in front of me the patents and ny decl aration and
al so the declaration of Dr. Bl ack.
Q Ckay. Fantastic.

Soif I --1"Il refer to the docunents either
by their exhibit nunbers or their nanes. So if you're
not clear, please |let nme know.

A. That's fine.
Q Great. Thank you.

Before we get started, is there any edit or
change that you'd like to nmake in your declaration?

A. Not at this stage, no.
Q Ckay. Fantastic.

So let's turn to your declaration. That's

Exhibit 2009 in the proceedings. And please |let ne know

when you have that in front of you.
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A | have it in front of me. That's fine.
Q Great. Thank you.
The cover page of your declaration states that

this declaration is for US Patent 11,603, 766; is that

correct?
A That's correct.
Q Is it correct that that patent nunber is a --

i ncl udes a typographical error? The patent nunber that
you're referring to is Patent 11,063,766, which is al so
Exhi bit 10017

A Yes, that's correct. | see this now Yes.
That's a typo. | confirmthat.

Q Thank you.

And in the header of the cover page and the
rest of the pages, you also list the patent nunber with
t he sanme typographical error; is that correct?

A. That's correct, yes.

Q Ckay. And did you review your declaration and
the docunents in preparation for this deposition today?

A Yes, | did.

Q Did counsel tell you how to answer questions
i n your preparation?

A Counsel told ne to tell the truth.

Q Have you been deposed before?

A Not in a patent procedure. |'ve been a

10
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wtness in an international arbitration.

Q And how many tinmes have you served as a
W t ness?
A. In arbitration, only once.

Q And in the arbitration, did you have to be

A. Yes.

Q Was it one tinme or multiple tines?

A. It was one tine. It was a very |long session.

Q Ckay. So is it correct that you' ve been

deposed once before in an international arbitration

matter but never for a patent-related matter? |Is that

correct?

A That's correct. That's correct.

Q Have you been involved in any other patent
matters?

A. |'"'mthe inventor of five patents.

Q Ckay. And have you --

A. And |'ve also -- |I've al so consulted several

conpani es on patent questions.
Q Have you been involved in any other IPR

pr oceedi ngs?

A Well, for exanple, | don't -- I'mnot sure

fully understand what you nean. But, for exanple,

course, ny research --

of

11
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(Court reporter requested clarification.)

THE W TNESS: In ny research, |'ve been
producing a |lot of |IPR because we've enjoined projects
with the conpani es and other institutions, and so |'ve
been running very large projects with up to 30 partners,
and those projects always had | PR cl auses and, of
course, also during the running of the projects, so ny
| PRs have cone up.

BY MR KHAN:
Q | see. So let ne clarify ny question, please.

Have you been invol ved in other post-grant
patent matters?

A. | have not been in procedures before except
this procedure we're nowin, but |I've been -- as |
nmenti oned, | have been advi sing conpanies of the
original patents -- the applicability of patents and how
to -- where the patents would apply to their specific
case or how they could avoid patents in inplenentation.

Q Ckay. And just for clarification, in
subsequent questions if | ask you "IPR " that would nmean
inter partes review, not intellectual property rights.
My apologies if there's any confusion.

A My apol ogy.

Q So in paragraph 18 of your declaration --

could you turn to where it's paragraph 18, please?

12
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A Yes.

Q So could you just read your paragraph 18 for
nme, please?

A. "I have served as expert witness in severa
| P-rel ated court cases, both in Bel gium and abroad."

Q Yeah. So could you maybe clarify that
statenment, so what you neant by "several |P-rel ated
court cases"?

A. Well, | first -- the court case in the
arbitration, this was definitely IP-related, but I've
al so been involved in a few Bel giumcourt cases rel ated
to copyright issues. Also, like, intellectual property
pl ayed a rol e.

Q So is it correct to say that the IP-rel ated
court cases, other than the arbitration one, were not

patent-related? |s that correct?

A. That's correct, yes.

Q In your declaration, you -- in paragraph 10 of
your declaration -- and |et ne know when you get there,
pl ease.

A Yes.

Q I n paragraph 10, you start out the paragraph

by saying you are a "technical expert in the subject
matter areas relevant to this matter, including the

desi gn and eval uati on of cryptographic algorithns and

13
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protocols, including cryptanalysis, security reductions
and proofs, cryptographic hardware and software, secure
execution environnents, and secure electronic
transactions."

Did | read that correct?

A That's correct.

Q s it your opinion that the '766 patent is
related to each one of these topics that you' ve
nmenti oned here? For exanple, the "cryptographic
al gorithnms, protocols including cryptanalysis, security
reducti ons and proofs, cryptographic hardware and
sof tware, secure execution environnments, and secure
el ectronics transactions"?

A. Well, the Patent ' 766 does not discuss in
detail cryptographic algorithnms and protocols, and it
doesn't discuss security reductions and proofs. But, of
course, these are like basic signs you need to nmaster to
understand fully this patent and to understand the
field. But the focus of this patent is indeed
crypt ographi ¢ hardware and software, secure execution
environments and secure electronic transacti ons.

(Court reporter requested clarification.)
THE W TNESS: Secure execution environnments

and secure electronic transacti ons.

14
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BY MR KHAN:

Q So can you -- so in -- in this sentence, you
nmentioned that the subject matter areas are rel evant,
but could you explain to me how cryptanal ysis is
relevant to the '766 patent?

A. Because if you want -- it's inportant to
under stand cryptanal ysis because if you want to
under st and whet her the cryptographic algorithnms and
protocols are secure, and they are used in this schene.
For exanple, if you |ook at the related patent LSM it
actual ly uses hash functions, for exanple.

(Court reporter requested clarification.)

THE WTNESS: Cryptographic hash functions.

So cryptographic schenes are being used to
i npl ement those secure transactions schenmes. And, of
course, the goal of the patent is not to cryptanal yze or
break cryptographic algorithns, but it's inportant to
understand the strengths and weaknesses and |imtations
to be able to fully understand how a patent -- the
pat ent worKks.

So | do believe that nost of cryptography is
plain portion to understand the patent and that
crypt ography consists both of design and anal ysis, and
t hose are two sides of one coin. And wthout

cryptography, it would not be possible to build sone of

15
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t hose systens.
BY MR KHAN:

Q s there a difference between cryptographic
al gorithms and protocols and cryptanal ysi s?

A. Yes, there is a difference, but they are two
sides of one coin. The cryptographic algorithmis a
mat hemat i cal operation in which we take a bit string and
you transformthis to another bit string possibly under
control of a key. Cryptographic protocol is an
interaction between two or nore parties in which you try
to achi eve specific security goals within a secure
transacti on, and again, cryptographic protocols
typically use cryptographic algorithns as -- through the
parties, and cryptanalysis is the science that studies
the security of algorithnms and protocols. But you can't
have one without the other. They're two sides of a
coi n.

Q How are --

A. In order to be able to design and appreciate
the security of the system you need to al so understand
how t hey are bei ng broken.

Q How is -- or how are security reductions and
proofs relevant to the ' 766 patent?

A. Well, of course, this is the academc

di scipline in which you study these al gorithns and

16
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protocols. These are tools and techni ques which are

al so mastered for this specific patent. Those

t echni ques have not been used because in the patent,
again, as | said before, you use building blocks to
build a |arger system But if you want to establish
security carefully, it's inportant that you can perform
such reductions and proofs, that you nmaster those

t echni ques.

Q And so are you saying that security reductions
and proofs is essentially an academi c area that is
tangentially related to the subject matter here? Could
you clarify that, please?

A. | think these are tool boxes devel oped by
academ a which | use to study these protocols and
algorithms, and | believe they give us new insights in

how to study them

Q Can you --

A. The academi c relevance, | think today, if you
| ook at cryptographic standards today, it is -- both for
al gorithnms and protocols, it will be required that there

are security reductions and proofs in those.

Q Can you give ne an exanple of how the ' 766
patent uses security reductions and proofs?

A The ' 766 patent does not secure -- use

security reductions and proofs, but to be able to fully

17
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understand and eval uate the security today, | believe
it's essential that you al so understand how security
reductions and proofs work and how you can prove how t he
di fferent conponents result in a secure system
Again, it's two sides of the coin, and | fully
agree with you that to design a system you don't
necessarily need to use the reductions and proofs. But
to study and understand the system you woul d need
t hose.
But, of course, in the specific question we're

di scussing here with this patent -- whether sonething is
patent or not or whether patent applies to sonething,
you don't need security and proofs. It's to understand
the security of the schenes.

Q |"msorry. Can you repeat the |ast sentence
you just said?

A. To deci de on the question whether Patent A or
B are overl appi ng or not overlapping or innovative or
apply to a certain system you don't need security
reductions and proofs. But to fully understand content,
you do need to understand security reductions and
proofs. And for this, | believe it -- ny skills in this
area as expert are relevant to this general area in
whi ch the patent is situated.

Q So is it your position that the ' 766 patent

18
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cl ai ns have nothing to do with security reductions and
proofs; it's just for general understanding of the
subj ect matter?

A. It's for general understandi ng of the subject
matter, but also to specifically if you want to study in
detail how the conponents fit together, you would be
able to use security reductions and proofs.

Q "1l repeat ny question

Is it your position that the '766 clains have
nothing to do with security reductions and proofs and it

is just for understanding of the subject matter?

A. |"mnot sure | fully understand your question,
what is defined by "subject matter." | nean, the natter
of the patent, you don't -- to understand how the system

operates in the patent, you don't need to know security
and proofs, but to understand the science of how these
t hi ngs are bei ng devel oped and how t hey --

(Court reporter requested clarification.)

THE WTNESS: -- how they work together or fit

t oget her, you can nmake use of security reductions and

proof s.
BY MR KHAN:
Q So in paragraph 10, you use the word "subj ect

matter,"” which is what | was questioning you about.

Sois it not clear to you whether the word --

19



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

the phrase where I'musing "subject matter” as used in
your declaration, what that entails?
A. To ne, entails the subject --

MR. HENRY: (bjection. Cbjection. Substance
of the -- or the format of the question. | don't see
the word "subject matter" in paragraph 10.

MR KHAN: [|'Il read the question of the
patent --

MR. HENRY: Oh, I'msorry. | do see it. Can
you ask the question again, please?

MR. KHAN: Yeah. So Dr. Preneel, in his |ast
statenent, had nentioned that it wasn't clear to him
what | neant when | was aski ng about subject matter
rel evance, and | was indicating that I'mquoting his
paragraph 10 | anguage that said, "I ama technical
expert in the subject matter areas relevant.”

BY MR KHAN:

Q And so ny question was, that termas used in

your declaration, is it not clear to you what that term

i ncl udes, hence the confusion in nmy question; or is --
guess I'mtrying to understand why there's confusion

when that termis used in your declaration.

A. |"'mnot sure | fully understand what you're
asking. | nean, how | define "subject matter areas
relevant to this matter"? |Is that -- you want ne to

20
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define this, or you want to define the scope of this?

Q l'"d like to understand what you're trying to
say here. | amtrying to understand whet her your
statenment is saying -- when you're saying "subject

matter areas relevant to this matter,” all right, what
are you trying to say to these -- the list that we' ve
been discussing, is this related -- is this related to
the specification for context? Is it related to the
cl ai ns?

| am asking you for clarity, and hence ny | ast
guestions were related to, is this required in the
clains or relevant to the clainms or -- or subject matter
understanding. So that's why | was, you know, trying to
get a better sense of what your -- what you nean by this
particul ar sentence.

A. Wien | say "subject matter areas relevant to
this matter," okay, | nean this is all of the technical
and scientific tools you need to fully understand all of
the aspects of the technology studied in this patent,
whi ch nmeans not only the description and the scope of
the techniques, but also to fully understand the
security and weaknesses and shortcom ngs.

Now, if you specifically Iimt this to whether
a certain claimis valid or not or whether -- you need

to understand what the scope is of the claimin the

21
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patent, | do think this is limted. | would say the
definition would be nore limted and restricted to
secure execution environnments and secure el ectronic
transactions in the first place --

(Court reporter requested clarification.)

THE W TNESS: -- execution environnments and
secure electronic transactions in the first place, but
of course, also cryptographic hardware and software
because they are used in the clains, and then
crypt ographic al gorithnms and protocols.

The cryptanal ysis security reductions and
proofs, they are only there to understand security of
the schenes and to understand how val uabl e they woul d be
in a specific context. | hope that helps to clarify.

BY MR KHAN:
Q Thank you.

Goi ng back to paragraph 8 of your decl aration,
just two paragraphs up, would you |l et nme know when
you --

A Yes, | have it in front of ne.
Q Thank you.

You nention in paragraph 8 that, in formng
your opinions, you reviewed the '766 patent, the '480
patent, the respective file histories, the exhibits that

were submtted by the Petitioner; is that correct?

22
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A That's correct.

Q You al so nention that you have relied upon
your education, experience, and know edge of engi neering
practices and principals in the cryptographic al gorithm

i ndustry; is that correct?

A That's correct.

Q In the | ast sentence on -- in paragraph 8, you
mention that, "I have also relied on publication
relevant to the technology in this matter"; is that
correct?

A That's correct.

Q What's the publication that you're referring
to in that sentence?

A Vell, | guess it should read "publications"
because there was, of course, a |large cryptographic
literature on this topic, liter- -- on the topic of how
to i npl enent secure execution environnments.

Q Wi ch publications are those?

A. | should have to go ook up the list. | nean,
| don't have the list in front of ne. But, of course,
|'ve been working in this area very early on because |
was, for exanple, involved in secure smart cards. There
was quite sonme literature on secure smart cards, and |
can provide you details on this.

|'"ve also -- this is, of course, in the period

23
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after patent was filed, so nore recently, |I've been
working nyself. So |I was -- around 2000, | was involved
in TPM initially called TPCA, Trusted Platform
Conputing Alliance, which was |ater renaned to TPM
Trusted Platform Module, and | was an internationa
advisor to this organization. And together with ny PhD
student, | wote publications about the security of

TPMs. These are trusted nodul es which are added to a PC
to -- and house their security.

And so nore recently, 1've al so worked on
devel opi ng secure execution environnments and the key
managenent in those environnments. One exanple is the
literature on Sancus and Sancus 2.0, which is an
envi ronnment - -

(Court reporter requested clarification.)

THE W TNESS: Sancus, S-A-N-C U S. Sancus is
a Latin word. It's a secure execution environnment which
we desi gned about ten years ago.

So what | want to put out with the statenent
is that |I've been active as a researcher in this topic
since the late '80s, and that's how |I've been keeping
up-to-date with the scientific literature on this, but
also wth industry devel opnents such as what happened in

the framework of TCPA and TPM
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BY MR KHAN:

Q So inrelying -- in formng your opinions and
relying on these other publications, are there any of
t hese publications that you used to form your opinions
but did not cite in your declaration?

A | don't think it's the case. | think | refer
here to publications are referred is that these
publications and this work we did provide ne general
understanding of the field on what is possible and what
IS not possible. But | don't think that this genera
know edge was literature to specifically cite to this in
this deposition -- or in this declaration.

(Court reporter requested clarification.)

THE WTNESS: | would say "literature,” |
sai d.

THE REPORTER: "Ceneral literature,” would
t hat be --

THE W TNESS:  Yes.

THE REPORTER: Ckay. Thank you.
BY MR KHAN

Q So there's no position here in your

declaration that was -- that relied on evidence that you

did not cite to; is that --
A. In the publication -- can you please clarify

t he question? Because |I'mnot sure | fully understand
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Q My question was that there is -- is it correct
to say that there's no mssing reference or citation in
your declaration that you perhaps may have used to
support to -- to devel op your opinions here, but did not
bring to the record?

A. No, | don't think that it was necessary to add
citation literature al so because nost of the citations
are much nore recent, but they do devel op ny general
under st andi ng of what is happeni ng because sonetines we
can learn things also in hindsight.

Q Now, you've nentioned that you have a | ot of
experience in this area. Does that include teaching
classes in this subject matter you nentioned in your
decl arati on?

A. Since the late '90s, |'ve been teaching
cl asses on applied cryptography and network security,
but 1've al so been providing specific industry trainings
on secure inplenentations and on hardware security,
whi ch typically involves things |ike secure execution
envi ronnment s.

Q In the past five years, how many such cl asses
have you taught?

A. So applied cryptography and network security,

so the general cryptography course |'ve been teaching
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every year plus in tw classes, and then I think, like,
just for industry I would say on this topic two to
t hr ee.

Q And how big are these cl asses?

A My applied cryptography and network security
course has 80 students, and | al so have a condensed
version of this course with about 5 to 10 students. On
nmy teaching to specific industry is typically group of
size 8 to 10.

Q And the curriculumor the material that's
covered in these classes, does that include hardware and
software or is it just for one of the two?

A So the dedicated courses do include both
har dwar e and sof t war e.

Q You nentioned earlier, | think, and also in
t he context of paragraph 10 again al so, you nentioned
secure execution environnents.

Wiy is that -- why is that so rel evant or
inportant in the '766 patent?

A. Because the '766 patents actually in it clains
it has a nmenory device in the electronic device storing
of the private key in a secure area of the electronic
device, and it also has authentication software in a
secure area inaccessible to the operating system So

it's clear that the scope of the patent and of this
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claimis to have a secure execution of an electronic
transaction inside a secure environnent in a protected
nmenory.
Q How does secure environment -- what is
required for a secure environnment to be in place in
t hese conputer systens as described in the ' 766 patent?
A. Wll, we can start with Caim11. You have --
of course, in this case you have an el ectronic device.
It has an operating system And on top of that, there
is user applications, and then secondly, there is a
secure operating environnent independent of the
operating system So it's very inportant that the
operating systemand there's also the user applications
cannot access this secure environnent because the user
environnment is easily conprom sed and, in general for
t hese transactions, the users are not trusted.

So you want to get a separation with the
secure el ectronic environnent on the one hand where you
do the --

(Court reporter requested clarification.)

THE WTNESS: -- to do the conputation, so to
execute the authentication software, and on the ot her
hand, the operating system and the user applications.

And, of course, to create a secure

envi ronnment, you then need a secure nenory or nenory
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| ocation which is, again, not accessible to the
operating system And the secure area needs a private
key for conmputing the secure transaction and al so needs
software, again, to conpute a secure transaction

And then the matter to authenticate this
software, these are the el enents described in the ' 766
pat ent s.

BY MR KHAN:

Q So ny question was a little bit different.
|"mgoing to repeat it.

My question was, what is required for a secure
execution environment? | understand you're telling ne
what Caim1l is saying, but I'm asking you, you know,
nore generally, what's required for a secure execution
envi ronnment ?

A. In general, what you want is -- | think that
there is a separation between, on the one hand, the user
side and, on the other hand, typically also the
operating systemand, on the other hand, the environnent
itself. So it is not possible for user software or for
conprom sed user software or for operating system
software or conprom sed operating systemsoftware to
access the secure environment.

Q So how do the systens operating in these

secure execution environnents create that -- that
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ability to sort of nmake the operating system-- that
division there you're tal king about, the

i naccessi bility, how does the secure execution

envi ronnent do that?

A Well, typically you have a | ayer bel ow the
operating systemthat separates the operating system
from sone other piece of software, for exanple, the
console, or you try to fully inplenent this in hardware.
And so what you try to do is try separate the nenory and
the code froma secure environment fromthat fromthe
regul ar environnent.

Q So is the console typically between the
operating system and sone other layer? |s that what
you' re sayi ng?

A The console would sit at the sane | evel as the
operating system and there is a |ayer bel ow that
actual ly separates those two. And you can see the
console as a sinplified operating systemthat's only
there to run the secure environnent, just as the
operating systemis there to run the user applications.

Q | see.

So -- so the console is |ike an operating
system except it's not used to run the user applications
that are receiving user input; is that correct?

A It's typically nmuch nore restricted in
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functionality, which makes it also easier to nmake it
secure.

Q | see.

So is it possible to have multiple operating
systens in a conputer?

A Yes, it is.

Q And one of those could act |ike the consol e?

A. Yes. It would be called -- the operating
system woul d be called a consol e then.

Q | see.

Turning to paragraph 20 of your decl arati on.
Can you |l et nme know when you get there?

A Yes, | have that.

Q So I'll read it for the record. Paragraph 20
states, "I understand that the board may not institute
post-grant review unless the petition "infornmation
presented in the petition filed under Section 321, if
such information is not rebutted, woul d denonstrate that
it is nore likely than not that at |east one of the
clains challenged in the petition is unpatentable.'"
End quotes there.

s that a correct readi ng of paragraph 20?

A That's correct.

The first sentence. Yeah. Ckay.

Did you apply this standard in --
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A Yes, | did.

Q Ckay. \What does the -- in paragraph 22, two
par agraphs down, you nention that the, "Patent clains in
an | PR are given their broadest reasonable
interpretation ('"BRI'")"; is that correct?

A That's correct. Yes.

Q Did you apply the BRI standard to review the
' 766 patent?

A. Yes, | did.

Q | n paragraph 20, you nention post-grant
review, and in paragraph 22 you nention |PR

Can you tell nme what the difference between a
PCR and I PR is?

A. So | see two tinmes in 20 and 21 post-grant
review. Mybe | m sunderstood your question, but...

Q So I'll repeat ny question. In paragraph 20,
you nention "post-grant review. " |In paragraph 22, you
say "patent clains in an IPR "

My question is, what's the difference between
a PGR and an | PR?

A. It nust be a typo because the version | have
in front of nme says "PGR "

Q |'"'msorry. \What does it say?

A. This nmust be a problemthat occurred because,

in fact, the version | have in front of ne says "patent
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clainms in a PGR " the correct statenent. So there may
have been sone editing error in both.

Q Ckay.

A So the correct version is PGR as far as |
under st and.

Q Sol will maybe -- I'd like to make sure we
have the sane copy. So what | can do is | can drop the
file for the exhibit into the chat and then --

A. | have the file in front of me. | nean, |
have the two files in front of nme, the one --

Q My concern is --

A. Yes, | know it says IPR but it should be PGR

Q My concern is that the version that you're
| ooking at is not the sane one that's fil ed.

A Ckay.

Q And 1'd like to make sure that as we nove
forward we're | ooking at the sane docunent so that
they're not -- there is no confusion.

So | amgoing to send you the filed version,

or if your counsel would like to send you the filed

version, that is also okay. | would prefer to send it
to you, but if -- unless your counsel has any objection
to that --

MR. HENRY: No, I'd prefer that you do it.
MR, KHAN: Ckay. Geat. Gve ne one second,
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please. 1'll send it to you.
BY MR KHAN:
Q Dr. Preneel, please |let ne know when you have

the file open.

A | have it open in front of me. | also have
the printout of it next to ny own version which | have
my notes on. That's why | was using that version.

Q Ckay. So noving -- noving forward, | think
"1l be referring to the filed docunent, right --

A Yes.

Q -- and asking you questions accordingly. |
don't know the contents of whatever el se you're | ooking
at, so |I'd rather not have you | ook there.

MR, KHAN. So -- but, Ms. Houston, do you have
a copy -- were you able to downl oad a copy too?

COURT REPORTER: | was. Thank you so nuch.

MR KHAN: G eat.
BY MR KHAN:

Q Ckay. Up until -- 1'"d just like to confirm
up until now, the questions |I've been asking you, were
they consistent wwth the copy that you had seen?

A. Yes, they were.

Q And your opinion is consistent with the file
that | just sent you, Exhibit 2009, a copy of --

A. Yes, it iIs. Yes.

34



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

Q Ckay. So I'mgoing to ask -- pick up from
where we just were.

In the Exhibit 2009 that we are | ooking at, in
paragraph 20, is it correct that your paragraph 20
states, "I understand that the board may not institute
post-grant review (' PGR) unless the petition" -- and
"Il stop there.

| s that correct?

A That's correct, yes.

Q | n paragraph 22, you state that the, "Patent
clains in an IPR are given their broadest reasonable
interpretation ("BRI")."

| s that correct?

A That's correct, yes.

Q And you use the BRI standard for your
opinions; is that correct?

A. That's correct, yes.

Q Can you tell me what the difference is between
a PGR and an | PR?

A. Well, the post-grant review was the first
phase in which there was a petition and there was a
request to go to a | PR procedure. And ny understandi ng
is we're nowin the IPR procedure. So first there was
an indication that there's -- it's nore |likely than not

that at | east one of the clains challenged in the
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petition is unpatentable, and then this question is
actually sorted out in the IPR procedure. That's ny
under st andi ng.

Q And so is it your understanding that first we
are in a PCR and then we nove to an | PR?

A Yes.

Q And we didn't discuss it at the outset, but
make it clear now. As you know, we have a second
deposition scheduled for Friday. And just to nmake it --
| guess the lines a little bit -- well, just to
facilitate our discussion, what | was planning on doing
i's questioning you on the '766 patent today and the '480
patent on Friday. Does that sound okay to you?

A That's fine, yes.

Q Ckay. So ny questions today will be limted
to your '766 declaration. |Is that okay?

A That's fine.

Q G eat.

I n paragraph 22, you nention that, and I|']|
gquote, "The BRI of the claimterns is understood from
t he perspective of a person of ordinary skill in the
art."
| s that correct?
A That's correct.

Q Wo is a person of ordinary skill in the art?
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A. | think that sonmebody -- | don't renenber
whet her ny -- ny working definition, but it's sonebody
who had a basic know edge of a specific subject matter
of the patent. This typically is sonebody, say, with a
bachel or degree with a few years of experience or
sonebody with a nmaster degree or PhD degree, | think in
this case, who woul d understand the subject matter
necessary to -- as we discussed earlier, to apply and
under stand the patent.
Q So is it your position that a person of
ordinary skill in the art is sonmeone who has a
bachelor's or master's or PhD degree in the subject
matter areas that you noted in paragraph 10, which was
cryptographic algorithns and protocols, cryptanalysis --
(Court reporter requested clarification.)
MR KHAN. |I'mreally sorry.
THE REPORTER: That's okay.

BY MR KHAN:

Q So I'll continue. Maybe I'll repeat ny
guesti on.

So is it your opinion that a person of
ordinary skill in the art, as you note in paragraph 22,
iIs a person who has a bachelor's or a master's or a PhD
degree in the subject matter areas that you' ve listed in

paragraph 10, which include "the design and eval uation
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of cryptographic algorithms and protocols, including
cryptanal ysis, security reductions and proofs,

crypt ographi c hardware and software, secure execution
envi ronnents, and secure el ectronic transactions"?

A First, | don't think that a bachel or degree in
nost cases is sufficient because it's quite advanced
matter.

Second, these degrees, of course, don't exist.
| mean, you have degrees of conputer science or
el ectrical engineering where you have -- typically to
understand these matters, you get basic notions of
conput er science and conputer architecture, and then
hopefully or ideally such a person should al so have at
| east sone courses on conputer security or cybersecurity
and cryptography.

Q So is it your position that a person of
ordinary skill in the art would have a bachel or's,
master's, or PhD degree in electrical engineering
focused on the topics you just nentioned? |[|s that
correct?

A | think you need to have a general
under st andi ng of either conputer science or electrical
engi neering courses. Typically -- CS courses typically
have sonme courses on conputer architecture which you

woul d need to understand the hardware, and the EE
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courses typically have some conputer science subject
matters, so that would be the general degree, so to have
a general understandi ng of what's happening or how
conput ers operate and how t he systenms work. And havi ng
it would -- | would assune that sonebody has al so sone

course in cybersecurity or applied cryptography.

Q Does - -
A. Then in this nonment to be an expert in
cryptanalysis or -- | don't expect this person to be an

expert for the cryptanalysis or security proofs but to
have a general understandi ng of what these things are,
what the security proof is, or what these notions are at
a very high level. And I think | also already repeated
that | don't believe that a bachel or degree is
sufficient to be -- in this matter, a person of ordinary
skill in the art would need to have at |east several
years of industry experience, given the scope of nost
bachel or prograns.

Q So is it correct to say that you think at
| east a naster's or a PhD degree with work experience
is -- is what is needed to be a person of ordinary skil
inthe art?

A | don't think | said that. | think | said a
bachel or degree with a few years of experience or a

mast er degree or a PhD degree because during master or
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PhD degree, this experience can al so be acquired.

Q Do you think having a doctorate degree is what
a person of ordinary skill in the art woul d have?

A No. That's not necessary.

Q But it's possible?

A. They could have this, yes, but it's not
essential to have a doctor's degree.

Q Wi ch year did you get your PhD in?

A 1993.

Q So is it correct to say it's been about

29 years since you got your PhD?

A That's correct.
Q So how do you understand the perspective of a
person of ordinary skill in the art mnus -- I'msorry,

l et me scratch that, please.

You're an expert in this area as you have
noted in your declaration according to you. How do you
understand the perspective of soneone who just has
ordinary skill in the art, given that you are an expert,
what a person of ordinary skill in the art thinks? How
woul d you understand that?

A. Well, | work on a daily basis with sone of
t hose peopl e because | do al so teach a second year
bachel or course, so | amvery well aware of what

bachel or students know and do not under st and. | al so
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teach at first and second year nmaster |evel, where they
are slightly nore advanced students. | think every year
| supervise about five master thesis, so these are
students who are at the end of their nmaster and you see
how t hey becone nore mature and what they understand
about these kind of topics and how they devel op their
skills.

| -- on a regular basis, | consult for
i ndustry, and very often the people | deal wth there
are not PhDs but people with technical experience,
soneti nes very experienced people, sonetines nore junior
peopl e, and we di scuss technical nmatters exactly on
these kind of topics. So I'mnot sitting in an ivory
tower and I"mjust talking to experts. |In fact,
interact and train people at every age of experience,
and | interact a lot with people in the industry as
wel | .

Q So you nmention in your answer, if | can
repeat -- please correct ne if I'"'mwong here. You
mention that, in part -- you can understand the
perspective of a POSITA, in part, at |east because you
have undergraduate students with bachelor's degrees; is
that correct?

A That's correct, yes.

Q Didn't you nention also earlier that having a
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bachel or degree alone is not enough?

A. | mentioned that, but | just -- | understand
what is still needed to go beyond that. So | think
under st and what peopl e understand and know at specific
| evel of experience in their training. And so, yes,
based on ny experience with these students, | can
confirmthat that would not be sufficient even after
conpl etion of their bachel or degree.

Q So does that nmean your interaction with

bachel or students does not informthe perspective of a

person of ordinary skill in the art?
A | respectfully disagree with this. It does
i nformmnme because it shows what -- that they are not

there at this young level, so it actually also helps to
under stand what i s needed because you see what is
actual ly m ssing.

Q So by tal king to your bachel or students, you
under stand what they don't know?

A. Exactly.

Q Have you had di scussions with them about what
they don't know?

A | do, of course,

Q And does that include the subject matter of
the ' 766 patent?

A. We tend not to discuss patents, but we do
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di scuss application, in this case, of discrete

[ phonetic] mathematics, and we understand what the
limted understanding is of systens and conpl exity of
things fitting together, so we do understand how t hey
can apply scientific results to real-life systens and
what their concerns are, what their difficulties are.

Q Have you di scussed the ' 766 patent with your
students or your coll eagues?

A No, | have not.

Q So your thoughts on the perspective of a
POSI TA are not based on conversations with people you
consi der POSI TAs; is that correct?

A That's not correct because, as | nentioned
earlier, | worked wwth a PC student and we wote
scientific articles on the security of TPMs, and these
are trusted platformnodules, and they are very simlar
i deas. They use secure execution environnents for their
crypt ographi c keys, and so we actually are |ooking at
how to -- a better security of these conponents. And so
at that nonment, this person was sonebody who had a
master's degree working towards his PhD degree, so |
woul d consider this person at that stage to be a POSI TA

So | do have -- worked with people at the
PCSI TA | evel on specific -- unrelated to the specific

patent but on related problens, mainly secure execution
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environnments and cryptographic transactions, secure
transacti ons.
BY MR KHAN:

Q When was -- this PhD thesis that you're
referring to, what date was that PhD thesis?

A. | would have to look it up, but I would say
wor k was probably done between 2004 and 2008 or so,
2009, sonething |ike this.

Q Does a POSI TA's under standi ng have any tim ng
el ements to it?

A. Well, | guess POSI TA neans state of the art,
so of course that evolves with tine, of course.

Q And what tinme would that be?

A | guess a tinme when the invention was filed.

Q So when it cones to the '776 patent, the
filing date of the '766 patent, which would be June 14,
2004: is that correct?

A That's correct.

Q And the '480 patent is the sane famly that

had a filing date, | think, in -- well, we can get to
t hat when we tal k about the '480. | don't want to m x
it.

A Ckay.

MR, KHAN. Ckay. So we've been going for

about an hour. If you think we can maybe take a five-,
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ten-m nute break. Does that work for you?
THE WTNESS: That's fine for ne.
MR, KHAN: M. Henry, does that work for you?
MR. HENRY: Yes.
MR. KHAN: Geat. So naybe we can reconvene
in ten mnutes.
Ms. Houston, does that work?
COURT REPORTER: O course. Thank you.
(Recess: 9:12 a.m to 9:24 a.m)
BY MR KHAN

Q Dr. Preneel, during the break, did you
communi cate with your patent owner's counsel ?

A No, | did not.

Q Can | ask you to turn to paragraph 7 of your
decl aration, please?

A Yes.

Q | n paragraph 7, you state, "Al -Sal gan and
Searl e do not overcone the deficiencies described in the
patent owner's response relating to the conbi nati on of
Ellison and Muir."

|s that correct?

A That's correct.

Q Did you read or review the patent owner
response?

A | did.
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Q So did you read it before or after witing
your decl aration?

A. | read it before witing ny decl aration.

Q Do you agree with all of the contents of the
pat ent owner response?

A. Goviously | don't agree with all of the
contents because that's what | try to nake here in ny
decl arati on.

Q So you --

A. Maybe | m sunderstood your question. Excuse
nme. The patent owner response or did you say the

petitioner's response? Sorry.

Q | said the patent owner response.
A. Ckay. | agree, of course, with what is in
there. Excuse ne. | did read that correction before |

wrote nmy deposition [sic], and | do agree with what is
in there.

Q And did you wite the decl aration?

A. Yes, | wote the decl arati on.

Q Did you wite any part of the patent owner
response”?

A | did not.

Q Did you -- let ne ask you -- I'msorry. One

second, pl ease.

In witing your declaration, did you discuss

46



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

the contents of your declaration with counsel?

A. Yes, | did.

Q Did you attenpt to make sure that your
comments and argunents were consistent or the sanme as
t he patent owner response?

A. There were sonme consultations, and | did ny
best to wite on ny technical opinions, but in the end
if there would be deviations -- which | haven't seen --
t hat woul d not be deliberate in any case.

Q So is it correct to say that if there is any
difference, it is not your intention to nmake it
different? |Is that correct?

A That's correct, yes.

Q Do you have --

(Court reporter requested clarification.)
BY MR KHAN:

Q Do you have a copy of the patent owner
response with you, Dr. Preneel ?

A. | don't have it printed, | believe.

Q Ckay. Let ne --

A | f you showit -- it would be nice if it could
be projected or if you could just mail it to nme so I'm
sure | have the right version.

Q Yes, I'll drop it in the chat box like |ast

time.
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copy.

Ckay.
l"'msorry. |I'msorry. Please disregard that
Ckay. |I'mgoing to share nmy screen with you

if that's okay.

A

Q
A.
Q

That is fine.
Ckay. Can you see ny screen?
Yes, | can.

Ckay. | have shown on ny screen the patent

owner response.

Can you confirmthat this is the patent

owner's response?

A.
Q

That's correct, yes.

|"mturning to page 24, and page 24, the | ast

par agr aph here reads, "The usage protector 250 are

| oaded

| oader

st at es,

devi ce

into the execution space by processor nub
52."

There's sonme citations there. And then it
"These | oaded nodul es are stored in nmass storage

170 which can be a CD-ROM 172, floppy diskettes

174, and a hard drive 176."

t o Exhi
A.

Q

There's a cite to Exhibit 1006 and then a cite
bit 2009, paragraph 54. 1s that correct?
That's correct. Yes.

The last citation there, Exhibit 2009,
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par agraph 54, do you agree that that is a citation to
your decl aration?

A. | don't know the nunber by hand of the
exhibit. |If you confirmthat ny declaration is 2009,
then | confirnmed it, yes.

Q Ckay. Then can you turn to paragraph 54 of
your decl aration, please.

"1l stop sharing right now.
Coul d you read paragraph 54 for ne, please.

A. "The goal of usage protector 250 is" --

(Court reporter requested clarification.)
THE WTNESS: "The goal of usage protector 250
is to protect the secure processing environnent itself
and not the transactions."”
BY MR KHAN:
Q So, Dr. Preneel, paragraph 54 speaks to the

goal of the usage protector, correct?

A That's correct.

Q And there are no citations in this paragraph
correct?

A That's correct.

Q The paragraph i ncludes no statenent about a
st orage device, correct?
A That's correct.

Q The paragraph includes no description of

49



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

| oadi ng the usage protector, correct?

A That's correct.

Q And paragraphs 50 to 72 of your declaration do
not include a single citation; is that correct?

A That's correct.

Q Ckay. So in -- I'msorry. 1'll pause there.

Now |'d like to ask you to open up a copy of
the ' 766 patent.

A Yes, | have it in front of ne.

Q Thank you.

I n paragraph 41 of your declaration, you state
that, "The ' 766 patent clains a novel, nethod, and
system for performng an el ectronic transaction or
el ectronic verification or identification wthout
requiring additional hardware."

| s that correct?

A That's correct.

Q It also states that in your opinion, "The
interventions clained in the ' 766 patent represented
significant steps forward in electronic transaction
technol ogy and verification of |legitimte access to, or
use of digital data."”

| s that correct?

A That's correct.

Q What are the -- can you explain what the ' 766
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patent is referring to when they are saying "w t hout
requi ring additional hardware"?

A. There was really two approaches to nake secure
transacti ons processors, and one is providing additional
hardware to secure keys -- to secure potentially the
software to conplete the transaction, and to isolate
this, but one can also do this with existing nethods.
For exanple, by nodifying the BICS and by only --
software-only nmethods. And so | think this particul ar
paragraph refers to the fact that it can al so be done
wi t hout additional hardware.

Q And what hardware is that?

A You nean which -- the one which is not added
or the --

Q Yes. Wiich hardware is not added?

A. There will not -- for exanple, not add
hardware circuits to, for exanple, separate nenory. O
you woul d not have special additional hardware to store
crypt ographi c keys or to perform cryptographic
conputations. So if you go back 20 years ago, people
weren't particularly thinking of having the smart card,
and they would issue it by a bank, and during the
transaction it's like a smart card --

(Court reporter requested clarification.)

THE WTNESS: So 20 years ago, you would have
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been thi nking of securing transactions by performng

theminside a smart card provided by a bank, and a

secure environnent would then be the smart card, and the

smart card woul d be the additional hardware.
BY MR KHAN:

Q You nentioned that using potential software
secure -- sorry, you could use potential software to
secure a transacti on.

Did | repeat that correctly?

A. That's correct, yes.

Q What kind of software is typically used to
secure the transaction? And this is, again, you know,
goi ng back where we were tal king about, | think, when
the filing date or -- you know, at the filing date or
around that tine for the '766 patent, what was the
software that would be used to secure transactions?

A. Well, at the tinme transactions were just
carried out in browsers. There was no additional
software or hardware provided. People just entered
transaction data, including paynent data, in a
browser -- on a regular browser on a regul ar conputer
usi ng a regul ar operating system on regul ar hardware.
And, of course, this exposes the credit card
information, also the transaction itself to attacks on

ei ther the operating systemor on the browser or the
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user application.

Q So at that tine there were no cryptographic
keys?

A. Crypt ographi ¢ keys were used inside the
browser. So already in 1993, '94, the SSL protocol was
created, which |ater becanme TLS protocol, and that
protocol provided a secure channel between a browser on
t he one hand and a server at the nerchant on the other.
For the secure channel, cryptographic keys were used,
but there was no cryptography used to protect the
transaction itself. It was just entered through the
secure channel and transferred to the other side.

Q So at that tine were digital signatures used?

A. It depends on the context and the setting.
Very specifically, digital signatures, at |east of the
definition which is also used in this patent, which al so
i ncl udes what cryptographers call MAC al gorithns or
symetric key signatures, they were in use already since
the '80s in the banking sector.

Digital signatures were also in use using
public key technology in the credit card sector, you
have read specifications for which | was a reviewer in
the early '90s. This technol ogy was, at that tine,
rolled out in Europe |ate '90s but not yet in the US.

It canme nuch later in the US, but in Europe, it was
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avail able. Digital signatures were al so used, for
exanple, in -- |1 would say not in the US but several
countries in Europe including Belgium --

(Court reporter requested clarification.)

THE WTNESS: Belgium that's the country
where | live -- Belgiumand Estonia were issued digital
or electronic identity cards, and you could conpute with
those digital signatures. So the answer is, yes,
signatures were used, but not for Internet transactions.
BY MR KHAN:

Q | see.

So as of 2003, you're saying digital
signatures were used but maybe for other applications,
not for Internet applications; is that correct?

A They were used for electronic transactions as

descri bed in the patent but not when inplenented on the

| nt er net .
Q | see.
And the digital signatures that are used, are
they -- as of 2003, are they also -- are they used --

are they generated using a private key or a public key
or at that -- 2003, how were the digital signatures
gener at ed?

A. As | nmentioned in ny previous answer, there is

two options. One is based on symmetric cryptography,
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whi ch cryptographers call MAC al gorithns, or nessage
aut hentication codes, and in that case the signer and
the verifier or sender and recipient share a secret key.
And that is the nodel used in nost banking cards,
typically debit cards, and it's still also used in a
nunber of debit cards, credit card transactions today.
But in sonme other settings, in typically
credit card paynents follow ng the EMV specifications --
and those specifications were created in '93, '94, '95
so first half of the "90s -- their digital signatures
were used that used a private key to sign a transaction
and a public key to verify the transaction.
And this was rolled out by EW under the term
"conbi ned data authentication.” Conbined because you
woul d use both a digital signature based on asymetric
keys and a second digital signature based on a MAC
algorithmw th shared keys. So at the tine of the
i nvention, both technol ogies were in use for financial
t ransacti ons.

Q And at that tinme in 2003, did they --
specifically June 2003, did they have architecture that
woul d be able to secure the private key and allow for
secure transactions to occur?

A | think definitely there were several banks

and this is -- | was aware of this, but nbost of those
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things were proprietary protocols. For exanple, in
Europe, there were several banks that actually used

sof t war e- based solutions to secure digital banking with
private keys stored sonmewhere on the user device,
typically encrypted under a user password.

Q And in 2003, in June 2003, how would they --
so you nentioned that there were several protocols.

How woul d they secure the private key? Like
what woul d these protocols do?

A. For the majority of transactions, the private
key was stored in a smart card issued by the bank or the
financial institution, and this was a probl em because,
of course, a smart card -- it's hard to connect a snart
card with a PC platform There were banking sol utions
that provided this but not for retail banking, so there
wer e whol esal e banki ng applications where you coul d use
a smart card to authorize your transactions. But this
was deened to be too conplex and too expensive to
support for retail applications. So this was used for
busi ness-t o- busi ness scenari o.

For retail applications, so for consuner
transactions, this private key was just stored sonmewhere
on the device or in the browser encrypted using very
often the password of the user.

Q As you said, the private key would be in a --
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stored in an encrypted formin the nenory.

A. But as a very weak encryption because it was
t he password of the user.

Q | see.

A And sonetines it was not encrypted at all.
There were applications where it was stored in O ear.

Q And how woul d the private key be -- scratch
t hat .

You nentioned that the private key woul d be
encrypted perhaps using the user's password, |ogin
information; is that correct?

A That's correct.

Q When it was -- when the private key was stored
in menory and in encrypted format, was it protected in
any way or was it left vulnerable for anyone to take?

A. It was not protected in any way. So both the
encryption process itself and the outcone of the crypto
private key was available in clear. And, again, |I'm
referring here to the scenario on a PC, not the scenario

where a smart card i s used.

Q So when the encryption or decryption was
perforned, where -- where would that be perforned?
A Just on the regul ar processor in nornal

software, and so both the operating system and the user

sof tware had access to this.
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Q Wuld that be in a -- | guess, would that be

in a secure area where they did --

A No --

Q -- performthe encryption or the decryption?

A No, it was done in what we call insecure
menory.

Q | see.

Now, in paragraph -- going back to
paragraph 31, you -- the second statenent in that
par agr aph, you al so nentioned that the ' 766 patent
represented sone "significant steps forward."

What are these significant steps forward?

A The step forward is the idea of creating two
environnments, on the one hand -- I'mnow referring here
to Figure 3, the operating system And then the secure
environment run by the console, and there was a secure
area, and this area has secure storage of the key but
al so secure storage of authentication software. And in
addition, the key would be encrypted and al so decrypted
all in a secure environnent. So even if the user
application, say, the browser or the operating system
woul d be conprom sed, it would not be possible to get
access to the keys or to mani pul ate aut hentication
software in the secure environnent. So it was |ike

creating a smart card inside the conputer.
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Q What prevents the operating systemfrom
accessing the secure area?

A. The BI OGS prevents this because the operating
system has to use the BIGS, and the BIOS, you cannot
just use it. You have to go to an APl call, so it's
called the vector table, so it's a regulated interface,
and this BIOS woul d deny access to certain places in
nmenory to the operating system

Q Can you explain -- can you indicate what a
BIOS -- what it stands for and what its function is?

A. A BIOCS is the basic input/output system It's
active when the system starts up, when the system boots,
as we say wth technical terns. So when the conputer
starts up, the first programrun wll be the BI OGS, and
the BIOS will prepare the conputer for working.

And t hen secondly, during operation of the
system the BIOS will nediate access to nenory and to
ot her devices such as printers or network ports on the
conputer. So the operating system it wants to use
menory or wants to use certain ports, it has to go
t hrough the BIOS, and the BIOS can give access or -- in
t he exanple of the design in Figure 3 -- also, in
certain cases, deny access.

Q So is it correct to say that the BI OS can

permt access or restrict access to the secure area?
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A That's correct, yes.

Q Thereby rendering the secure area inaccessible
to the operating system is that correct?

A That's correct.

Q Can the BICS be split into different areas?

A. It's possible to nake the BI OGS nore conpl ex
and to have nore conpl ex designs, and as | nentioned,
the BIOS has already two functions, the startup function
and the operating function. So in practice, yes, it is
possible to do this. But that depends, of course, on
the design of the system whether it's done or not.

Q What about in Figure 3 of the '766 patent, is
that -- is that just one BIGCS, or is it a BIGS that has
di fferent parts?

A That's one BIGS, but in this particular
exanple, the BIOS may contain al so an encryption key
that can be used in the secure operation of -- secure
operati on environnents.

Q So it's one BIOS -- so if | understood you
correctly, it -- in Figure 3 of the '766 patent, there's

one BI G5, not divided, by --

A That's correct.

Q Ckay. It includes an encryption key 467
A Yes.

Q. Can you turn to colum 6, line 62, of the
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pat ent .
Is it correct -- I'll read lines 61 to 62.
Is it correct to say that lines 61 and 62
read, "The encoded authentication table is stored in a

secure part of the BI0S"?

A Yes.
Q So is there an unsecured part of the BI 0S?
A. Well, | think in this particular sentence,

what is neant by "secure part" is part that cannot be
read by the operating system So "secure" is here
defined as the operating systemcannot read or wite
this. And BIOS is typically ROM so it can't be
rewitten. But other parts, of course, can be read by
t he operating system because it's needed to boot the
systemor to performcertain actions.

Q So is it -- is it accurate to say that the
BI OS can include a secure part and an insecure part, and
the insecure part is the one that comruni cates with the
operating system 48?

A. | think it's a bit nore conplex. | think
there is -- the BIOS consists of nultiple pieces of
software, and part of it regulates the traffic, right,
and then it nmay give you access to certain part of the
BIOS or certain part of the system and the other parts

i npl ement a specific access.
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Q So nore specifically when you say that it --
there are certain parts that give you access to certain
parts of the system and other parts that inplenent a
specific access, could you be a little nore precise in
that? |'mnot sure which part is giving access to what.
So if you could explain that to ne, that would be --

A. Well, the core -- the core is that the
operating systemw ||l ask for access during operation of
the system And then access will be inplenented, which
nmeans, for exanple, a connection will be set up with the
printer if the BIOS allows this or wwth the network or
with part of the nenory, or the BIOS may say, no, you
cannot access this or this function is not available to
you. So there is code needed to inplenent the access,
and there is code needed to regulate the access in the
first place.

Q So when the patent says there is a "secure
part of the BICS," are they referring to just code,
that's the secure part of the BIOS? What are they
referring to when they say "secure part of the BICS'?

A Qoviously it's data which cannot be read.

That secure part is data which cannot be read by the
operating system The operating systemasks to read it,
it wll be denied. That's why we call it secure BIGCS

Q So is that data being handl ed by a secure
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processor or stored in a secure nenory? Wat -- what
makes that secure part of the BI(OS?

A. There is part of -- if the operating system
wants to read it, it will not get perm ssion to do this.
That's why we call it secure part of the BIOS

Q So |I'm aski ng about which part is secure,
whi ch part's not secure, and your answer has been
whet her the BI OS gives perm ssion or not.

So I'mgoing to ask again. Which part of the
BIOS is secure? Wich part is insecure? Not whether
one part gives permssion or not. I'mtrying to
under stand when the patent -- '766 patent says "the
secure part of the BIOCS," which part of the BlI OS does
t hat include?

A | think, Counselor, that the answer is as |
gave before. Secure part is the part which cannot be
read by the operating system so there is part of the
Bl OS that denies access to it where the operating system
has no read access.

Q And what conponents formthat secure part?

A That part of the BIOS that deci des about
access.

Q So ny question was, what conponents formthe
secure part?

A. So woul d you nean what is -- maybe to -- to
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make sure | understand the question, what are the

conponents of the secure part of the BICS;, is that the

guesti on?
Q Yes.
A. VWhat is in there? Wat cones in the secure

part? So there can be cryptographic keys, there can be
data for authentication of transactions, and also it
could be -- authentication software could al so be stored
in there.

(Court reporter requested clarification.)

THE W TNESS: Authentication software.
BY MR KHAN:

Q But in Figure 3, isn't it the case that the
aut hentication software is in the secure area 62?

A Yes. But it could also be stored in the BICS.

Q So inthe BIOS in Figure 3, the authentication
software is not part of the secure part?

A. That's right, but you didn't ask nme what was
stored in Figure 3. You asked ne what can be in the
secure part of the BIGS, and | gave you an answer to
t hat questi on.

Q Okay. So let me rephrase nmy question

In Figure 3, what fornms the secure part of the
Bl OS?
A In Figure 3, the secure part of the BIOS is
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the encryption key stored in the BICS, and al so there
Wil be -- but this is nore technical -- those functions
t hat give access at the start of the console and started

Wi th secure parts.

Q s the secure part of the BICS --

A Yes.

Q -- admtted to the encryption key?

A Yes.

Q |"msorry, | didn't hear that. What was that?
A. Yes, that's the encryption key.

Q So you -- you would agree that no other parts
of the BICGS, other than the encryption key, formthe
secure part of the BIOS in Figure 3?

A That's correct. Yes.

Q And what do you think the patent neans when it
says "secure area"?

A | think it nmeans the box and dotted lines in
Figure 3, "secure area.” |It's a part of nenory which is
not accessible to the operating system where we have
aut hentication software, recovery application, secure
storage |l ocation, and then also bl ock 58 which coul d,
for exanple, contain a log file of transactions.

Q Is it correct that the authentication software
and other data that is shown in Figure 3 as being part

of the secure area that they're stored in inaccessible
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nmenory? |s that correct?

A. That's correct, because the BIOCS will deny
access to the operating systemof this area.

Q And that inaccessible nmenory restricts access
to the operating system is that correct?

A That's correct.

Q How i s access to these nenory | ocations
restricted?

A. Thi s happens because the operating system
cannot just read a value as to the passing of the BIGCS,
to ask access, and if the operating systemrequires
access to a secure area, the BIOS will deny this. So
it's the BIOCS that regul ates access to the secure area.

Q So you had nentioned here that one of the
points of novelty in -- that the point of novelty --
sorry. Let ne scratch that.

You had nentioned earlier that the point of
novelty of the '766 patent is that it provides this
separation that allows you to have a secure area that is
not accessible from-- by the operating system and t hat
t hat was sonet hing new in 2003.

| s that correct?

A. Well, that's only part of the story. The
newer thing is also that this is -- the secure part also

contai ns authentication software and can be used for
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secure transactions.

Q "Il have you turn to colum 4, please,
lines 16 to 18. 1'll read it. The sentence there says,
"A secure storage | ocation and/or an encryption system
are not essential to the BIOS systemw th respect to the
present invention."

s that correct?

A That's correct.

Q So how does the ' 766 system work wi thout a
secure storage |ocation?

A. Wll, there is also the enbodinent in Figure 5
where you actually nodify the hardware and have secure
storage of keys and authentication software and hardware
in a separate hardware area.

Q I n that enbodi nent, the operating system can
access the authentication software; is that correct?

A. It cannot because access is nediated by the
BIGS, and, again, the BIOS will limt access to the
hardware. That's the role of the --

Q Can a user -- sorry. Can a user access the
har dwar e?

A. No. Not directly. The user has to go to the
operating system The operating system goes to the
BIOS, and then the BIOS goes to the hardware. And so

the Bl OS nedi ates the access.
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Q Whi ch systemis nore secure, Figure 5A or
Fi gure 3?
A | think it all depends on your threat |evel,
dependi ng what the adversary --
(Court reporter requested clarification.)
THE WTNESS: Threat |evel, what the
assunptions are you nake about the opponent. But, of
course, Figure 5 requires nodifying the hardware, so it
will be nore conplex and expensive, but if it's done
well, it will give you a higher |evel of security
agai nst certain attacks. For sone other attacks, the
two systens are equival ent.
BY MR KHAN:
Q So you're saying that the enbodi nent in

Figure 5A, to be precise, is nore secure than the one in

Figure 37

A | don't think that's what | said. | said for
certain attacks, this enbodinent in Figure 5A wll be
nore resistant. Against other attacks, it wll not nake
a difference. It depends on your threat |evel whether

you care about the difference or not.

Q So in looking at Figure 3 and Figure 5A of the
'"766 patent, is it your understanding that the secure
area, Box 62 in Figure 3, is secure because it is

preventing access fromthe operating systenf
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A Yes.

Q And what woul d happen if a systemin Figure 3,
for exanple, has nultiple operating systens? Wuld
it -- would the secure area have to be protected from

all of the operating systens?

A. That is correct, yes.
Q Can the consol e access the secure area?
A. It can access the data, but typically it wll

only send instructions to the software running in secure
area and will nmake sure it actually runs as requested.
So actually it wll recall APl calls. It will give a
request to, for exanple, authenticate a piece of data
wth a specific key and wll get the answer. But there
is no need for the console to, for exanple, read the
keys. That's how you woul d i npl enent the settings.

Q So earlier you had nentioned that the console
is like an operating system

A. It's a highly sinplified operating system so
it makes it easier to nmake it secure.

Q Ckay. So would it be fair to say that in sone
cases you coul d have an operating systemthat speaks to
the secure area and other operating systens are not in
communi cation -- are prevented access to the secure
area?

A. | would consider it as a very bad design
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decision to replace a console by an operating system

Q And why is that?

A. Because operating systens typically are nuch
nore conpl ex, and nore conpl ex systens are nore likely
to have bugs and flaws, and so you actually open
addi tional attack factors into your system So
preferably the console should be as sinple as possible.

Q So a sinple OS would do the job, not a conpl ex
one; is that correct?

A. Wll, | think sinple OSis |ike an oxynoron.
CS has to do so nmany tasks. Typically OSs are not
si npl e.

Q So I'"'mtrying to understand, then. 1Is it then
your position that the console is not an operating
syst enf?

A. It's a highly stripped-down operating system
with only very mnimal functionality, and sone experts
woul d no longer call it an operating system That's why
they call it a console, because it doesn't have the
typi cal task that an operating system has.

Q Ckay. Thank you

MR. KHAN: | think I'll pause there. Mybe we
can take our next ten-m nute break. Does that sound
okay to everyone?

THE W TNESS: Fine for ne.
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MR. HENRY: Fi ne.
(Recess: 10:17 a.m to 10:32 a.m)
BY MR KHAN:
Q Pi cking up where we were, turning to Figure 3,
Dr. Preneel, of the '766.
Do you have that in front of you?
A. Yes, | do.
G eat.
So Figure 3 shows a secure area 62 including
aut hentication software 54; is that correct?

A That's correct.

Q How does the authentication software get
stored in the secure area?

A. Can you clarify what you nean by "get stored"?
Get loaded in there or get stored in there, because --

Q | nmean, maybe you can clarify that. 1Is the
aut hentication software stored in the secure area, or is
it loaded in the secure area in the ' 766 patent?

A. Yes, this will be -- it depends on how the --
operator but will be in a separate part of nenory that
is, as we discussed before, controlled by the BIOS and
not accessible to the operating system and the
aut hentication software will be running in there. And
so |l -- which is as a piece of RAM so random access

menory which is separate, not accessible to the

71



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

operating system and where the software is run.

Q So if | understood you correctly, you're
saying that the authentication software is stored in the
RAM where it's not accessible to the operating system

is that correct?

A Yes.

Q And how does it get onto the RAM?

A It will be | oaded at boot tine.

Q At what tine?

A. At boot tine of the conputer. At startup

Q | see.
So it's |loaded there, and as a result, it's

stored onto the RAM and then --

A. Ri ght .

Q -- the BICS protects it fromthe operating
syst enf?

A That's correct.

Q Ckay. Figure 5A, the authentication software
is in the hardware; is that correct?

A That's correct.

Q Wi ch part of the hardware is it on?

A WI|l be stored sonewhere in -- | nean, there
can be many solutions. It doesn't -- | don't think it

necessary to specifically specify this in nore detail,
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but it can be nonvol atile nenory sonewhere.
(Court reporter requested clarification.)
THE WTNESS: Nonvolatile nmenory -- NVM

nonvol atil e nmenory, somewhere. But it can al so be baked

into the hardware if your processor would be -- | nean,
processors have also -- can al so have software run
i nside the processor chip itself. |t can be inside the

processor chip as well.
BY MR KHAN:

Q Sorry. It could be in a nonvolatile nmenory or
a ROM of the processor; is that correct?

A. That coul d be external or internal to the
processor.

Q And if it's external to the processor, howis
it protected?

A. Wll, in principle, the software only has to
be protected against nodification, and then you woul d
use standard protection techniques. |It's just the sane
way as your boot software is protected through the
standard software authentication techniques with a

secure boot nechani sm

Q So if a person of ordinary skill in the art
were to |l ook at Figure 5A, | understand that the
aut hentication softwares and the hardware -- it's your

under standi ng that the possible inplenentations there

73



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

are one in which it could be part of the ROMin the
processor or one where it could be external to the
processor but wth sonme standard wel | -known software
protection?

A Wth boot protection -- wth boot protection
nmechani sns. But | think specifically if it would be
stored inside the processor, then no additional
protection woul d be needed because the processor area is
believed to be a secure area by itself.

Q Ckay. In -- in both in Figure 5A or Figure 3,
how i s the authentication software stored and -- and so
| think in Figure 3 you said that it's a RAM right? So
howis it stored? Where is it -- where does that code
cone fromthat's creating this authentication software?
How does it create that nenory space for the
aut henti cati on software?

A. |"'mnot sure | fully understand your question.

Menory space is allocated to this secure area, so you

don't have to create it. It's existing space in RAM
Q How is it allocated?
A It's allocated because the BI OS deci des whi ch

space is for the regul ar operating system and user and
which part is for the secure part. So the allocation of
menory | understand is deciding which --

(Court reporter requested clarification.)
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THE WTNESS: So the allocation is deciding
which part of the nenory is for the applications and the
operating systemon the one hand and which is for the
secure environnent on the other hand, and this decision
i's made by the Bl CS.

BY MR KHAN:
Q And how does the BI OS determ ne which nenory
spaces to allocate to a secure area and which ones to a

nonsecure area?

A. It depends on the size that's needed.
Typically, the secure area will be sinpler because it
has |l ess functions. It will get a snmaller space than

t he regul ar applications and operating system

Q s it possible to change the configuration of
a system for exanple, to store the authentication
software fromin a secure area and then into the
har dwar e?

A. Fi gure 5A descri bes how authentication
software is stored into the hardware.

Q Yes. M question was, is it possible, for
exanple, to change fromFigure 3 to Figure 5A or
Figure 5A to Figure 3, so you have the different places
where you m ght want to configure the authentication
software? |Is that possible?

A. That's correct, but of course, for Figure 5,
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you definitely have to change the hardware. So you
cannot just, for a given system choose between one or
the other option. It's different design decisions.

Q So is it correct to say that you could have a
system such as the one shown in Figure 3 and include the
aut hentication software in the secure area and
subsequent|ly decide that you want to inplenent -- nodify
that system so that you have the authentication software
in the hardware and therefore configure the hardware in
order to accomodate the authentication software? |Is
that correct?

A. That would require a different design with
di fferent hardware.

Q And a different --

A You have flexibility of where it was stored in
your design of authentication software; that's correct.
And if you store it -- you can store it in the option of
Figure 3 or you can store it in the hardware option of
Figure 5A. These are two enbodi nents of the invention.
Maybe it's inportant to point out that authentication
software itself need not be secret. You just have to
make sure that it's correct.

Q Sorry. Wat need not be secret?

A. The aut hentication software itself.

Q Aut hentication software itself. Ckay.
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A. O course, the keys used in the software have
to be secret but not the software itself. |t nmay be
secret, but it doesn't need to be secret.

Q And in Figure 3, is the authentication
software secret or no?

A. Well, it it's in a protected environnment, so
it could be secret.

Q But is it or is it not?

A It's an independent decision. The design does
not force you to make it public. You can make it public
and have this design, or you can keep it secret and have
t hi s desi gn.

Q | see. So in Figure 3, the authentication
software, it may or may not be secret depending on the
desi gn choi ce?

A That's correct.

Q And when you say "secret," are you using that

as anot her word for secure or, like, what are you --
A. Secret neans it is available to the public for
i nspecti on.

Q And is it available to the operating systenf

A Vel l, you can hide it fromthe operating
system or you can -- if it's available to the public,
obviously it's also accessible to the operating system

| mean, it can run it itself --
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(Court reporter requested clarification.)

THE WTNESS: Yes. So | think it's a bit of a
rhetorical issue, so you can have the software secret or
not. It doesn't matter. It can be a public standard,
or it can be a proprietary secret standard. In both
cases, it's protected by secure area, but of course,
it's a public standard, everybody can know how it | ooks
i ke. That doesn't change the access of the operating
system That's a different question.

BY MR KHAN:

Q I'"'ma little confused. |If you could just
clarify the last two statenments that were nmade. Reading
fromthe transcription, so I'll try to sumnmarize, but
pl ease feel free to correct ne. | think you had
nmentioned that if it's available to the public, it's

al so accessible to the operating system is that

correct?
A. This may be an unfortunate fornul ation.
Accessible, that's -- | nean, it's just available to

everybody, so also to the software, it doesn't nean the
operating systemcan run it, so | would say "accessi bl e"
is not the correct term because "accessible" neans the
operating systemcan run it.

Q So the authentication software could be in the

secure area and be available to the public or may not be
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available to the public; is that correct?
A That's correct.

Q And when you say "avail abl e,” what does t hat

mean?

A The description is known. The code itself is
known.

Q The code is known. | see.

A Yeah.

Q But your -- your position is that even though

t he code nmay be known, the software itself cannot be
accessed by the operating system is that correct?

A. That's correct. So the software, while being
run, cannot be inspected or accessed or stopped by the
operating system and the operating system does not see
the particul ar val ues processed inside a secure area.

Q So the authentication software that we are
referring to here, is that sinply just all ocated nenory
spaces, or is there any data that is part of the
aut hentication software as well ?

A. Aut hentication software is a conmputer program
The conputer program consists of instructions and dat a.

Q So the authentication software is a program
that includes instructions and data; is that correct?

A That's correct. Yes.

Q So when you are | oading the authentication
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software to store it in the secure area, where is
that -- where is that data and instruction com ng fronf

A. That depends on the design. That could be in
the BIGS, or that could be also in an external nenory.

Q And after it's been stored in the
aut hentication -- sorry, in the allocated nenory spaces,
is the authentication software generally renoved from
the BIOS or the external nenory?

A. No, it will remain there as well.

Q Wy ?

A. Because that's -- the BIOS is a ROM nenory.
It's menory you can only read and not wite. So you can
| oad software fromthere, but after you load it, it wll
still remain in there for next tinme you want to load it.

Q If it's in the external nenory, the external
menory gets del eted, does that affect the authentication
software in the secure area?

A. It would not affect it, but of course, if you
want to load it next tine, it would no | onger be
possible. So in practice, you would |leave it there.

Q So when your authentication software i s com ng
froman external nenory, it is possible for that
external nenory to get del eted and renove the
aut hentication software that was stored in that external

menory?
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A | don't think that nakes sense from an
engi neering point of viewto do this.

Q My question was, is it possible for the
external nenory that stores the authentication software
to be deleted such that the authentication software is

no | onger on the external nenory?

A. That woul d happen, and then the next tine you
boot the conputer, it would no | onger -- the process
woul d no Ionger work. It's simlar as you would take a
smart card and destroy the smart card. Well, then you
can -- the next tinme, you cannot make -- you cannot use
it anynore.

Q But the authentication software that's stored
in the secure area is still working even after the

external nenory gets deleted, right?

A. Until -- yes, until the conputer is booted
down.

Q So whatever data is stored in the
aut hentication software renains there even though the

external nenory m ght have been deleted; is that

correct?
A That's correct, yes.
(Audi o interruption.)
BY MR KHAN:

Q When the authentication software is stored in
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the all ocated nenory space, let's say it's comng from
external nenory, how does that -- the -- does the -- is
t he authentication software stored in a permanent nenory
space necessarily?

A | think we discussed this before. The
aut hentication software gets | oaded fromthe nonvolatile
nmenory and gets then | oaded into RAM - -

(Court reporter requested clarification.)

THE WTNESS: Fromexternal nenory, which is
nonvol atile nmenory, and gets stored into RAM which is
obvi ously tenporary nenory.

BY MR KHAN:
Q And | think you had also said that in sone
ot her inplenentations, it can be stored on the ROM - -
A That's correct, yes.
Q -- in the processor; is that correct?
A That's correct.
Q And is the ROMtenporary or pernmanent nenory?
A The ROM i s permanent.
MR. KHAN:. Just one second.
BY MR KHAN:
Q Could we turn to daim-- so |I'mhearing the
echo agai n.
Can we turn to Caim1l of the '766.

Dr. Preneel, if could you |let ne know when you get
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t here.

A That's fine. | have it in front of ne.

Q And in Caiml, is it correct that the claim
recites, "The el ectronic device having an operating
systemcreating a run-tine environnent for user
applications and authentication software running in a
separate operating environnent"? That's in colum 18,

lines 13 to 16.

A That's correct.

Q |s that correct?

A That's correct.

Q s it correct that Claim1l does not recite a
Bl OS?

A That's correct.

(Audi o di sruption.)

BY MR KHAN:

Q Turning to paragraph 94 of your declaration
Dr. Preneel, if you could |let me know when you're there.

A Yes.

Q You have a statenent in paragraph 94 sayi ng,
about one, two, three -- seven -- six |lines down,
"However, every such read/data retrieval involves sone
sort of buffering: Mst programm ng | anguages and
operating systens buffer at |east part of the 1/0

operations.”
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Do you see that?

A. | see that, yes.

Q What ' s your understandi ng of what "buffering"
means?

A. It nmeans that there is no magic way to
i mredi ately transfer a byte or a series of bytes from
the nenory -- fromone nenory to the RAM of the
processor.

And nenories are typically read off in |arger
bl ocks and al so the speeds of reading fromthe nenory
and witing to the other location are not always the
sane. So you have in between a buffer where infornmation
that's transferred is stored in between information
being read fromthe source nenory while -- before it's
being witten to the destination nenory.

Q So is it correct that buffering -- when you're
reading and witing to a nenory, where you're reading
data fromone place and witing it to another place, due
to the relative differences of speed, read/wite
operations, you would store the data on a buffer at
| east tenporarily until you could wite it to the
destination allocated nenory |ocation; is that correct?

A That's correct.

Q And how | ong does the buffering normally take?

A That depends on the rel ative speeds and on the
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data sizes, of course.

Q Coul d you give ne an exanpl e?

A. O course. | think main nenory read speeds
are on the order of -- data does not cone from cache
menory. |It's hundreds of nanoseconds or del ays before

data can be read, and data cones also in quite |arge
bl ocks. For exanple, if you --

(Court reporter requested clarification.)

THE WTNESS: -- if you read from hard di sks,
then it conmes in blocks of 512 bytes, and this is
typical order. It mght be due to buffer, it needs to
have several of those blocks, and so this is order of
magni tude of those things. So you may have to store
data for mlliseconds and you may have to buffer
ki | obytes of data.

BY MR KHAN

Q So while maybe -- so because you read --
correct me if I"'mwong. As you' re reading certain
chunks of nenory and you' d store those chunks until you
were able to wite those chunks of nenory and perhaps
the duration of storage in the buffer may depend on the
speed of your processor and the --

A. The | atency and the speeds of the nenory
r eads.

(Court reporter requested clarification.)
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BY MR KHAN:

Q Ckay. Can | ask you to open up the Ellison
reference? That's Exhibit 1006, please.

A. Yes, | have it in front of ne.

Q Ckay. And then may | ask you to turn to
Figure 1C, pl ease.

A. Can you repeat that? 1C?

Q. 1C, yes.

A kay. At this tinme | have that, yes.

Q Ckay. Thank you.

In Figure 1C, is it correct that there is a
mass storage device 1707?

A Yes, that's correct.

Q Is it correct that the systemthat's shown in
Figure 1C al so includes a CD-ROM 172, floppy drive 174,
hard drive 1767

A That is correct.

Q Is it also true that this systemincludes 1/0O
devi ces 1757

A Yes, it does.

Q Is it also correct that it includes a
nonvol atile nmenory 160 that includes a processor nub 187

A Yes, it does.

Q And typically what types of devices may be the
| / O devices 1757
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A. O course, you have to go back a while.

guess it could have been screens or printers. At that

time, we also -- | think we started seeing USB ports.
Q And how about nonvol atile nenory? Wat -- do
you know what -- typically what would a nonvol atile

menory be like, or what are different inplenentations of
a nonvol atile nenory?

A. A nonvol atile nmenory is typically an E2PROM |
see with -- that can store information. It can also be
rewitten. But even if the device overall |oses power,
the informati on stays in the nenory.

Q Is it correct that the nonvolatile nenory can
be a flash nenory?

A. Yes, E2PROM is the sanme as flash, for your
clarification. That's the informal nane for E2PROM
menory.

Q |s the systemin Ellison, through the I/0O
devi ces, capabl e of comrunicating with another device?

A. Yes, it can.

Q In Figure 1C, do you see the ICH unit,

i nput/out put controller hub, 1507

A. Yes, | see this.

Q What's the operation of the I CH 1507

A Can you clarify the question? You nean the

function? You nean how it works? Wat the goals are?
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O what specifically do you want to know?
Q Yeah, so maybe | can -- | can be a little nore
preci se here. Excuse that.
The I CH 150 includes a processor nub/executive

| oader; is that correct?

A That's correct.

Q Do you know what that | oader -- how does that
| oader work -- |oader at 52 work?

A. Well, | think that refers there to | ook at

Figure 1A where it shows where this processor
nub/ executive | oader is located in the isolated
execution environment of Ellison and nore specifically
in the R ng-0.
(Court reporter requested clarification.)
BY MR KHAN:
Q Ckay. And you nentioned the isol ated
envi ronnment .
What's -- scratch that. Sorry. The -- so
system Figure 1 -- sorry.
Figure 1C al so shows an MCH, the nenory
controller hub 130; is that correct?
A That's correct.
Q s it possible to have nultiple MCHs and
multiple ICHs in Ellison's systenf?

A. As an engineer, | would say, yes, it's
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possi ble. My general opinion is that the Ellison design
Is incredibly conplex, and to have the val ue of naking
it even nore conplex is hard to see. But technically it
woul d be feasible.

Q And can the MCH be integrated with the | CH?

A. You can do that, but then you have a different
desi gn, but again different considerations, different
security requirenments. You can take all these bl ocks
here and conbine themin different ways, and you every
time have different designs with different properties.

Q Ckay. Can | turn your attention to colum 4
of Ellison at lines 46 to 51.

A Ckay. Shall | read it?

Q Yes, pl ease.

A "The MCH may be integrated into a chipset that
integrates nultiple functionalities such as the isol ated
execution node, host-to-peripheral bus interface" --

(Court reporter requested clarification.)
THE WTNESS: -- "host-to-peripheral bus
interface, and nenory control."

| think that's --

BY MR KHAN:
Q Coul d you read the next |line too, please.
A. “"Simlarly, the ICH may al so be integrated

into a chipset together or separate fromthe MCH to
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performI|/O functions."

| think that's consistent with nmy statenent
t hat you can conbine these things. There is still
di fferent engi neeri ng approaches whet her you conbi ne
t hose as separate buil ding bl ocks on the sane chip or
multiple chips in a |l arger encapsul ati on or whet her you
really integrate this into a single device. And, yes,
all these options are possible, and you actually get
designs, | would argue, with different security and
per formance properties.

Q | see.

So when the nenory controller, MCH is
desi gned separately fromthe ICH and then conpare that
to the scenario where they're integrated together, is
it -- is it accurate to say that the conbined unit of
the MCH and the I CH woul d be perform ng functions that
are greater than just nenory control? Right? That they
woul d i ncorporate sone of the functionalities of the ICH
as noted in the blocks in Figure 1C such as the isol ated
execution | ogical processing nanager and the other units
t here, the token bus interface.

Is that a fair statenent to say that when you
conbine these two units, essentially performthe
conmbi nation of the two, would it be limted to any one

particul ar operation?
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A. | think it would i ndeed be possible to conbi ne

these two in one operation, although I think in

practice, you would still have two separate -- it would
still be inplenented in practice as two separate units
i nside the sanme housing or inside the sane -- because

their functions are very different.

Q Ckay.
MR, KHAN: | think we've conme up to the
one-hour mark. So |I like using this as a good place to

take a short break and cone back in ten mnutes, if that
wor ks for everyone.

THE WTNESS:. That's fine.

MR. HENRY: Fine with ne.

(Recess: 11:19 a.m to 11:27 a.m)

MR. KHAN: We have no further questions. So

if M. Henry would like to redirect, or its his now.

MR. HENRY: Excellent. | do have a few
guesti ons.
EXAM NATI ON BY MR, HENRY:
Q Dr. Preneel, can you please clarify what is

the console in the ' 766 patent?

A. So the console is a sinple piece of software
that is being called by the BICS and that nanages access
to the secure area. And so this consol e provides

application programm ng interface, so an interface to
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which calls can be made to authenticate specific
transactions. It would even be possible in this case to
actually go directly fromuser application to this --
(Court reporter requested clarification.)
THE WTNESS: | w il repeat slowy.
It would be possible to also go directly from
user application to the console APl and bypassing the
Bl OS because the consol e can al so manage access to the
secure area.
BY MR HENRY:

Q Al right. Then what distinguishes the
console as depicted in Figure 3 fromthat depicted in
Fi gure 5A?

A Qoviously in Figure 3, the console gets access
to the secure area which is sitting in software above,
and the consol e provides application interface to calls,
for exanple, authentication software to authenticate
transactions. In Figure 5, this authentication software
is inplenented in the hardware environnent, and so if
you woul d make fromthe user application a call to
console, it would then call BIOS and hardware to get
aut henti cati on software run.

So it remains the central place to invoke the
aut hentication software. In Figure 3 is application --

aut hentication software runs in secure area in RAM I n
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Figure 5A, it runs in the hardware environnents.
Q |"d like you to turn your attention to the
subj ect of the keys, specifically the encryption key.

How does the use of the encryption key as set
forth in the '766 patent -- what's -- let ne be nore
speci fic.

In the enbodi nent that's nore or |ess depicted
in Figure 3 of the '766 patent, we have an encryption
key, but you did agree that, you know, keys preexisted
this patent application. So how does the use of the
encryption key in the '766 patent, at |east as depicted
in Figure 3, how does it nmake -- count as a step forward
di stinguishing it fromthe prior art?

A. Because first, this encryption key nmakes this
Bl OS uni que and specific for a particul ar user device or
a particular user. And second, this BIOS encryption key
can be used in the secure area to access other keys or
it could also be used in principle in authentication
sof tware because a cryptographic key is a bit string
that can al so be used with authentication software. But
typically, I would say it would be used to control
access to other keys, and so it helps to protect the
secure area and the key material in the secure area.

Q Al right. So how does that -- what you just

descri bed, how does that differentiate the clains of the
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'766 patent, or specifically, say CQaiml, fromthe
di scl osure of Ellison?

MR. KHAN: (Objection -- sorry. Qbjection.
Form And these -- the scope of the redirect should be
based on the questions that | asked.

MR. HENRY: Well, you asked about ElIlison.

MR. KHAN: | did not ask how t hey
differentiated fromdCaim1, which is your question.

MR. HENRY: All right. Are you going to |et
hi m answer the question?

THE WTNESS: So in Cdaiml, in '766, a
private key is provided in the secure area of the
el ectroni c device where it's inaccessible to the user
and it's inaccessible to the operating systemand it's
al so i naccessible to the users, and it can be directly
used in an electronic transaction to protect the
transacti on of the user.

The Ellison patent al so uses obviously
crypt ographi ¢ keys, but those keys are used to
protect -- to separate and protect the secure
environnment fromthe regular environment. That's the
fundanental difference.
BY MR HENRY:

Q Okay. You were asked previously, | think

about -- |'m paraphrasing, of course, but -- your
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conmment about -- in your declaration, you nade a comment
about the '766 patent being -- serve as a major step
forward or having nmajor steps forward over the prior
art, right?

A That's correct, yes.

Q Can you pl ease clarify again what are the
maj or steps over the prior art?

A. | think the prior art was that, as |
nmenti oned, people were doing transactions online
al ready, and they're doing transactions in the physi cal
wor |l d using bank cards, and online transactions were
perfornmed using browsers, and w thout providing a secure
envi ronnment, which neant that if your device was
conprom sed by malware, that would affect the user
application or the operating system That could al so
conproni se transactions and |l ead to fraudul ent
t ransacti ons.

And so by providing in a sinple and el egant
way a secure environnent, '766 nmakes it possible -- |
think it's particular on an existing device w thout
addi ng conpl ex and expensi ve hardware and changi ng all
of the software, but just software changes all owed
secure transactions on an ordinary machine. It also
provi ded options with nuch sinpler hardware changes to

provi de secure transactions on an ordinary machi ne.
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So | think many people had ideas on how to
build very conplex architectures for nmuch nore secure
conputers with secure and | ess secure environnents, but
' 766 shows it's possible that if one focuses on
transactions, and not on conpl ete conputer
architectures, to actually have a sinple and el egant
solution that provides the necessary isolation and
protection.

Q During your earlier testinony, you discussed
the topic of the authentication software possibly
being -- for exanple, that's Nunber 54, authentication
software -- being -- you used the term "public but
nevert hel ess secure.”

A Yes.

Q Can you pl ease explain, at |least for ny
edification, howit can be both public and secure?

A. It's inportant to understand that in
cryptography there is an inportant principle called
Kerckhoffs' principle -- KEER GK-HOF-F-S,
apostrophe, the nanme is Kerckhoffs -- which states that
t he cryptographic nethod should renmain secure, even if
the algorithmitself is publicly knowm. The security of
the algorithmshould only rely on the secrecy of the
key. And so authentication algorithmcan be public,

al so the software or hardware inplenenting
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aut hentication algorithmcan be public. One only needs
a secret key in the software to get protection of the
t ransacti on.

And in that sense, it does not natter whether
t he authentication software in the formof software --
software is actually public or not. Even if it's nade
publicly available for inspection, even if it follows a
comon standard, still the provided solution can be
secure under the condition that there is a secret key in

the secure area that can be input to the authentication

sof t war e.

MR. HENRY: | don't have any nore redirect
guestions. | pass the w tness.

MR. KHAN:.  Thank you. | have one or two quick

fol l ow up questions.
FURTHER EXAM NATI ON BY MR KHAN

Q Dr. Preneel, you nentioned early in the
redirect that the -- the BIOS could be bypassed because
the console has the capabilities by itself to restrict
access; is that correct?

A That is correct, yes.

Q Can you point to ne where in the '766 patent
it says the BICS can be bypassed?

A. I"'mafraid | would need nore tine to | ook this

up.
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Q You can take your tine.

A. I"'mafraid that | can't point to a specific
passage, but | also don't find the place where this
woul d be made i npossi bl e.

Q So what | understand you are saying is that
your characterization of the BIOS was not sonething you
found disclosed in the patent but sonething that you
think is within the realmof possibility; is that
correct?

A. This was a specific conment where we pointed
out that one could inplenent the whole systemalso in
bypassing the BIOCS. | think what | said previously
about the BIOS is still correct. That's essentially the
BIOS -- and this is also what follows on Figure 3, that
normally the user application goes to the OS and the
BIGS, and the BIOS plays the role of separator or
deci der who gets access to the secure part of the
menory.

Q | can appreciate that. | think ny coment was
nore directed towards, you know, the bypassing of the
BIGS, right, and the console being able to fill in for
the BIOS. And | think you were unable to find support
when asked, and that's why | was clarifying your
position in that you think it's possible, but it's not

di scl osed.
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A. | could not point, indeed, to a | ocation where
it is disclosed.
Q Thank you.
Al so, was there anything in the redirect
that -- M. Henry just asked you the questions. Was
there anything in the redirect that contradi cted what
you said earlier, or do you think it was consistent with
your --
A. | think it was consistent. |[|'ve tried ny very
best to be consistent. To the best of ny recollection,
| have been consistent.
MR. KHAN:  Thank you very nmuch. | have no
further questions.
THE W TNESS: Thank you
COURT REPORTER: Counsel, may | get transcript
requests on the record, please?
MR. KHAN: Yes, if we could get a rough draft,
i ke, soon -- like, as soon as possible, and then when
do you think we can get the official transcript by?
COURT REPORTER: When would you like it?
MR. KHAN: What are the options?
COURT REPORTER: May we go off the record?
(Di scussion off the record.)
THE REPORTER: And, M. Henry, did you want a

copy, sir?
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MR.  HENRY:

(Wher eupon t he proceedi ngs concl uded at

Yes,

pl ease.

11: 48
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naned in the foregoing deposition was by ne duly sworn
to testify to the truth, the whole truth, and nothing
but the truth;

That said deposition was taken down by ne in
shorthand at the tine and place therein naned, and
thereafter reduced to typewiting by conputer-aided
transcription under ny direction;

That the dismantling, unsealing, or unbinding of
the original transcript will render the reporter's
certification null and voi d.
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