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Quick—name the most important factor in backup and disaster recovery. If you’re 
like most people, you’ll say speed (or the lack thereof). Prolonged downtime is so 
costly, from wasted productivity to lost sales. Nothing could be worse, right?

Actually, a security gap can be worse. An outage can be inconvenient and 
annoying, no doubt. But if your backups are stolen or breached, your organization 
can face a major catastrophe. The focus shifts from recovery to doing damage 
control as sensitive personal, financial, medical and company data falls into 
criminal hands.

Long periods of downtime can also be a security issue. Consider Ransomware 
attacks; if your organization can’t quickly failover to maintain uptime, paying 
that ransom may be your only option (and paying often means a restoration that 
involves a back door to a future attack). When your systems are down, perimeter 
security and other controls may be weakened as well, opening a new doorway for 
attackers to exploit.

Another vulnerability? Relying only on physical backup tapes in an offsite 
location. IT leaders who are afraid of cloud BDR often think their backup tapes 
are safe from cyberattacks—yet physical backups mean physical risks. Whether 
they’re being transported or stored in a data center, they are vulnerable to theft as 
well as natural disasters.

Attackers are aware of these vulnerabilities, which is why they often go straight 
for your backups to kneecap any hope you have of recovering from their 
maneuvers. Yet many teams are still leaving their backups insecure—because 
they’re not using the missing link of BDR, encryption.
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Encryption Benefits
Until recently, many leaders considered their backups unworthy of encryption. 
They would encrypt other data and focus on perimeter security as the only 
defense necessary. Yet there’s little point in encrypting some sensitive data 
when criminals can easily access exact replicas. And the growing sophistication 
of recent attacks has shown the ability of criminals to infiltrate your network 
with valid credentials. With a number of ways to move about in your systems 
undetected, encryption is literally often the last defense against cyber intruders. 
By using strong cryptography, the data is indecipherable to unauthorized users.

Encryption can also spare your organization from burdensome penalties. Consider 
the notification laws of regulatory organizations like HIPAA. The requirement 
to notify customers, credit agencies and state governments of a breach often 
represents a tremendous cost to organizations and can spur a loss of consumer 
faith besides. Yet many states exempt organizations from notification laws if a 
breach involves encrypted data. 

If your team relies only on tape backups, you may think breaches just aren’t a 
likely risk for your backups. Yet given the physical vulnerability of your backups, 
and the delays inherent in retrieving them, you might consider hybrid solutions 
that add extra protection and faster recovery, with virtual machines that can 
spring into action almost immediately. This kind of solution can work with your 
existing BDR infrastructure, instead of demanding a complete rip and replace, 
while offering additional layers of security and reliability.

Doing Encryption Right
While many teams understand the value of encryption, they lack the time or skill to 
implement it appropriately. Weak encryption that can be cracked by cryptanalysis 
is as bad as no encryption at all—so be sure you’re using best practices. 
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Data should be encrypted at no less than 256-bit AES (Advanced Encryption 
Standard) before it leaves your data center. It should be encrypted again while in 
transit and again while at rest.

Use smart security controls. Any connection used in data migration should be 
secured through SSL or other protocols; make sure your team is taking the right 
precautions over wireless networks and that unprotected data isn’t being shared 
over messaging conduits.

Encryption methods include encryption algorithms, one-way hashing, truncation, 
index tokens, pads and more. Understanding these can require a degree of skill, 
so you may want to work with a provider who offers an encrypted backup and 
disaster recovery solution. 

Encryption keys must be protected through a variety of cautionary controls. 
Create a careful process for generating, sharing, storing and replacing keys; 
these will be catnip to attackers, so protect them from misuse by restricting 
access, adopting time-management controls that require periodic key changes, 
and using methods involving split knowledge and dual control key management.

Fast recovery and protected backups are the bedrock of reliable disaster recovery. 
Encryption can assist in providing a stronger security posture for both your 
organization and your backup and disaster recovery ecosystem—but only if it’s 
used intelligently. To adequately protect your data, servers and applications, 
choose the best rather than the most economical encryption options and use a 
solution with well-architected security controls. The strength, speed and security 
of your backup and disaster recovery determines whether you’re still standing 
when disaster hits. Employ the right encryption and you’ll be able to count on your 
backups as your final defense when all else fails.

Encryption can 
assist in providing 
a stronger 
security posture 
for both your 
organization and 
your backup and 
disaster recovery 
ecosystem—but 
only if it’s used 
intelligently.

http://www.quorum.com
mailto:learnmore%40quorum.net?subject=

