
Accelerating Your BDR
7 Ways to Turn Your Turtle into a Cheetah

1-Click Instant Recovery



2©2017 Quorum, Inc. All Rights Reserved. | www.quorum.com  |  learnmore@quorum.net | 877-997-8678

WANT TO KNOW HOW YOU 
REALLY MATCH UP TO YOUR 
COMPETITORS?
A simple question can tell you. No, it’s not about who rakes in more revenue or 
who has a fancier office. It’s this: who can recover faster from a disaster?

It’s not as arbitrary as it sounds. If your competitors can consistently maintain 
uptime while you’re struggling to achieve even partial recovery after a disaster, 
you’re losing the most basic battle in business. Your downtime tells the public: 
We’re not as technically sophisticated as our competitors—so our products and 
services probably aren’t as good either.

Otherwise, your users figure, you’d upgrade to the right backup and disaster 
recovery solutions that can help you recover in just minutes. They may not use 
those terms, but they know that other companies are able to keep their systems 
up and running no matter what—and they expect the same of you.

http://www.quorum.com
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RIDING DINOSAURS  
THROUGH THE DIGITAL AGE 
Like an awkward child, the technology landscape is growing in uneven surges 
and delays. Some limbs have grown fast, while others haven’t quite caught up. 
Humans tend to balance out naturally in the end, but in IT sometimes teams 
need to try to ensure every part of their infrastructure is keeping pace.

Backup and disaster recovery is one of those areas that lag behind in many 
IT departments. Leaders are often fixated on the explosion of apps and data 
transforming the field, looking for smarter ways to manage their information, 
improve workflows, and turn their data into roadmaps to revenue. 

Yet backing up and storing that data—and recovering it, when required—hasn’t 
been quite as urgent a quest. Some leaders believe they already have a system 
for backup and disaster recovery, and it works just fine. Or, if pressed, they’ll say 
that it’s not perfect but that’s just how BDR is.

Very rarely do these teams realize how woefully inadequate their legacy systems 
are. Consider these dynamics.

Cybercrime is on the upswing—both in frequency of attacks and technical 
sophistication. Criminals from well-funded rings have tools, training and skills 
that can penetrate even well-architected enterprise networks. Sometimes the 
attacks are silent and stealthy; sometimes they throw the entire organization into 
chaos. Maintaining continuity and recovering from such epic attacks requires 
an advanced BDR system equal to the attack it's stopping—yet many legacy 
systems just aren't equipped to handle to store or recover the aforementioned 
increase of data and systems. Their recovery is slow, partial at best. Repairing 
the attack damage can also interfere with uptime and recovery.

And that's a big problem in an era where users expect flawless, relentless 
continuity. Finding their favorite site dark, their shopping cart unavailable, their 
socia media messages inaccessible, can unleash a tirade of outage—a tirade that 
often comes in the public eye, damaging the brand reputation. From lost retail 
sales to nervous finance consumers to unavailable medical patient information, 
downtime carries serious consequences.
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So why are most backup systems so inadequate? One reason is that legacy 
systems can be cranky in terms of requiring maintenance and management, 
from tech upgrades to testing tape or disc backups. Businesses interested 
in expansion find that creating more and more data centers to house their 
physical backups poses a costly impediment. Even newer solutions that promise 
modernized BDR often involve a variety of vendors and support centers under 
their umbrella—creating a chaos of questions whenever something goes wrong 
and no one seems to know whose fault it is or how to fix it.

But if there’s one problem that summarizes all of the drawbacks of traditional 
backup and disaster recovery, it’s this: s l o w n e s s .

THE SLOW BURN  
OF INADEQUATE BDR
Before the disaster. Creating backups can take a long time with older 
systems, as can testing them and managing multiple vendors. If your system 
is not using data deduplication, high bandwidth requirements can slow down 
network performance. 

During the disaster. Retrieving physical backups like tape or discs can involve 
long shipping times, traveling to a physical data center, and installing them 
once you have them. Even when your team invests in a new virtualized solution 
that seems to transcend those physical limitations, the failover process can 
involve half a dozen complicated steps or more that require training—a problem 
when a server fails or a breach hits and the trained staff can't be found.

After the disaster. Back in the dark ages, many organizations were just 
happy to be able to keep a reduced menu of services available during a 
failure. As a result, many current backup systems still function like second-
rate environments. Once your team has failed over and the replica is up and 
running, it's tempting to feel like the crisis is over. But if the backup system is 
sluggish, and users are getting hung up when they try to log into accounts, 
you're facing the same sullied brand image and disgruntled customers as you 
would with downtime.

Unfortunately, many IT leaders don't realize the above disaster recovery delays 
that may be waiting for them until a storm, cyberattack or other disaster 
actually hits—and by then it's too late.

In their January 2016 Cost of Data Center Outages report, 
Ponemon Institute found that the average cost of IT 
downtime is about $9000 per minute.

$9000PER 
MINUTE

http://www.quorum.com
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WHY SLOW-AND-STEADY  
LOSES THE RACE
Security gaps. Ransomware attackers are counting on you to be slow—recovery 
delays are their bread and butter. They know that if you're going to struggle to 
find an accurate backup, or need to have tapes mailed to you, you'll probably opt 
to pay their ransom. 

Lost productivity. So your systems are down and now your employees are 
standing around with nothing to do. They can't access their accounts, all your 
applications are offline, and the management teams are frantic at the thought 
of the work that’s piling up. The customer service team is busy handling irate 
customers, corporate communications is crafting a message to control the 
perception of your downtime, and sales is assuring nervous prospects that 
this kind of disruption never happens. Your IT team is in a tizzy trying to fix 
everything. And once you are up and running again? The damage is going to take 
a while to repair.

Lost sales. All those customers that were just about to buy everything in their 
carts, book an appointment or request a demo? They've been shut down. Some 
of them may be patient enough to wait for your recovery but many will just move 
on to a competitor. 

Brand damage. It seems so unfair: years of dedicated service and availability 
ruined by sixteen minutes of downtime. But if you're a big enough company, the 
tech media will include you in their recurring round ups of outage stories—and 
even if you're not, annoyed users will undoubtedly blanket social media with their 
comments. Whether it's realistic or not, users expect their online lives—their 
data, their shopping, their creative work, their favorite news and entertainment 
sources—to be functioning at their fingertips every moment of every day. 

Lost profit. Beyond the lost productivity and sales, every downtime involves the 
elimination of the projects, profits and possibilities that would have otherwise 
been yours. It’s impossible to say what ideas might have been sparked or what 
future directions might have happened if your team hadn’t been waist-deep in 
malfunctioning systems.

Over 80% of respondents say it takes more 
than an hour to recover from a server failure; 
26% say they need more than 2 hours.

98% believe speed of backup and recovery 
plays an important role, with 72% of them 
claiming it’s very critical to their business.

80%
98%

According to the State of Disaster Recovery Report 2016:
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THE GREED FOR SPEED:  
7 WAYS TO ACCELERATE RECOVERY 
When it comes to fast backup and disaster recovery, we haven’t yet reached science-
fiction FTL (faster than light) levels—yet. But the industry has made impressive strides 
in recent years. Near-instant recovery is possible, but it requires choosing the right 
technology and the right practices. It also means improving the entire backup and 
disaster recovery system, rather than addressing only the act of failing over to a replica.
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Juggle multiple solutions and you're increasing the odds that something will slip 
through the cracks. Maybe your backups won’t be tested, or maybe you’ll realize 
that only one of two critical systems can be recovered. If you run into an odd 
issue—say, your servers aren't rebooting after testing backups—it can be hard to 
find the right vendor to own and correct the problem. 

Instead of letting a solution gap disrupt your recovery, consolidate with one-
stop-shopping. Maybe that will mean a DRaaS solution where the experts 
handle all the day-to-day tasks and all of the problems, or maybe you’ll simply 
choose a vendor that can deliver every aspect of BDR, from archiving to 
recovery to management.

ONE
CHOOSE A VENDOR 
THAT DOES IT ALL1

http://www.quorum.com
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There's a reason virtualization is synonymous with speed in backup and 
disaster recovery. Instead of having to ship out equipment, and get it up and 
running—while crossing your fingers that eveything works like it should—you can 
rapidly shift to a virtualized mirror of your environment in minutes. You can still 
maintain physical backups while partnering them with a virtual environment for 
safekeeping. Any obstacles in accessing those other data centers will be rendered 
irrelevant when you can turn to a hybrid cloud or other solution that provides high 
availability and speedy offsite disaster recovery.

TWO
BACKUP YOUR 
PHYSICAL BACKUPS 
WITH VMS2

http://www.quorum.com
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If your backup system involves physical travel, delays come with the territory. 
If you’re using a complex solution that involves intense training and navigating 
advanced software, your recovery will depend on a small pool of people who 
understand the process. There’s just no reason for making your recovery so 
precarious when there are new technologies that let you fail over with literally just 
one click. Disaster is serious business. Choose a solution that lets you boot up a 
virtual clone as easily as snapping your fingers. 

THREE
CHOOSE A SOLUTION 
THAT MAKES IT EASY  
TO FAILOVER3

http://www.quorum.com
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The heat of a crisis isn't the only moment that matters. If your BDR system is 
confusing, time-intensive, or just plain tedious to operate, errors and snags are 
likely to make themselves known right when you need your system to work. 
It's like realizing your saddle is loose and your weapon faulty just as you're 
riding off into battle. To make sure your backups are clean, the right servers 
are protected and you’re positioned for a successful recovery, your team needs 
a simple dashboard that puts relevant information at your fingertips and is 
easily operational.

FOUR
CHOOSE A SOLUTION 
THAT'S EASY TO USE IN 
EVERY OTHER WAY4

http://www.quorum.com
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If you have to manually test your backups, your team now has a burdensome 
task they probably won’t perform as much as they should. If you have to stop 
mid-disaster and figure out which backups are usable, that’s a delay when you 
can’t afford one. But by automating testing and incremental backups—set at the 
frequency of your choosing—you can remove immense burdens on your team 
while improving the speed and accuracy of your recovery.

FIVE
PRIORITIZE 
AUTOMATION5

http://www.quorum.com
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If your clone environment is full of lags and limitations, your users will feel it. 
Technically you’ve avoided downtime, but you’re still going to receive complaints 
and take a hit to your brand image. Look for a solution that can not only get your 
clone up in moments, but can guarantee that replica will perform with the smooth 
performance and speed of your normal environment.

SIX
MAKE SURE YOUR  
CLONE ENVIRONMENTS 
RUN AS FAST AS YOUR  
NORMAL ENVIRONMENTS6
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The best technology in the world won't be of much help if chaos takes over 
your organization. Develop a plan that includes a chain of command so 
everyone knows who to call and what their job is, approved messaging for 
customers and the media and documented plans of attack for identifying 
and fixing the problem. That includes knowing where your data and assets 
are, prioritizing critical systems through tiered recovery, and conducting 
risk assessments. Once your plan is in place, test it, either through tabletop 
exercises or run-throughs. You'll identify the weaknesses that could sink your 
recovery in the event of an actual disaster.

SEVEN
HAVE A DISASTER 
RECOVERY PLAN AND 
TEST IT7

http://www.quorum.com
mailto:learnmore%40quorum.net?subject=


14©2017 Quorum, Inc. All Rights Reserved. | www.quorum.com  |  learnmore@quorum.net | 877-997-8678

WINNING THE RECOVERY RACE
In a world where every organization is seeking a competitive advantage, 
opting for a leisurely BDR path is not a viable business option. Brand 
reputations can rise and fall on one outage. Every day new advances are 
helping teams experience faster and easier backup and disaster recovery; 
and by partnering the right solution with the right practices, these teams 
can take their performance and their security to a higher level.

1-Click Instant Recovery
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