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Why REAN Cloud and AWS
A leading genome informatics technology company was looking to use cloud computing 

to accelerate the delivery of their human genomics sequencing and advanced genome 

informatics platform. They were hosted on Rackspace but were looking to switch their 

hosting to Amazon Web Services due to its comprehensive portfolio of web services,  

low cost, and partner ecosystem. AWS introduced REAN Cloud as an AWS APN 

Consulting Partner. REAN’s unique combination of expertise in cloud architectures, 

security and compliance solutions, and domains in the healthcare and life sciences space 

were contributing factors into REAN ultimately being selected as the partner of choice.

Proof of Concept on AWS

REAN Cloud worked hand-in-hand with the client through the initial proof of concept 

phase by mapping how the customer’s technology (genomics processing pipelines  

using a big data analytics platform) could benefit from security, high availability, 

scalability, and cost effectiveness of a cloud-based architecture on AWS. This effort 

included showcasing the cloud burst capacity of compute nodes in a Cloudera Hadoop 

(CDH) cluster, storing vast amounts of genomics data in Amazon S3, and the ability to 

secure the cloud environment.

The initial business relationship was structured as a 
professional services agreement.  After an extremely 
successful migration, the engagement developed into 
an on-going monthly Managed Services agreement. 

https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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Migration, Managed Services, and DevOps for Compliance

After a successful proof of concept phase, the next step was to complete the migration 

from Rackspace onto AWS. REAN Cloud created a secure virtual private cloud 

environment on AWS that included additional protections, such as network intrusion 

detection and prevention, host-based anti-malware and patching, traffic inspection  

and logging, encryption, and agents who monitored the system. REAN assisted the  

client in migrating the virtual machines on AWS as EC2 Amazon Machine Images.

https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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The initial business relationship was structured as a professional services agreement 

between REAN Cloud and the customer.  After an extremely successful migration, the 

engagement developed into an on-going monthly Managed Services agreement. In 

addition to professional cloud consulting services, REAN also stays engaged with all 

customers through the lifecycle of their workloads by maintaining, monitoring, and 

operating a client’s cloud environments through REAN MGS, which provides 24x7x365 

enterprise operations support. Additionally, REAN also provides clients with a monthly 

report on usage and trouble tickets, security enhancement recommendations, and cost 

savings optimizations through unused services, such as Amazon Elastic Block Store 

volumes not attached to instances, or making Amazon EC2 Reserved Instance purchases 

to reduce hourly costs, and project management to follow up on open action items to 

maintain a secure, compliant cloud environment.

The REAN Compliance tool helps establish  
a compliance baseline and monitors for drift  
and changes to the infrastructure based on 
particular compliance requirements such as  
HIPAA, HITRUST, and NIST.

The client leveraged REAN Cloud DevOps expertise to establish a continuous integration 

and continuous delivery foundation by using Hashicorp Terraform on Amazon EC2,  

to deploy compliant infrastructure in their AWS environment. Furthermore, the 

client used Puppet for configuration management and hardening of the EC2 instances. 

A distinguishing feature of REAN MGS is implementing the REAN Compliance tool 

developed by Cavirin, which interrogates the cloud infrastructure to provide continuous 

compliance reporting and detection. The REAN Compliance tool helps establish a 

compliance baseline and monitors for drift and changes to the infrastructure based on 

particular compliance requirements such as HIPAA, HITRUST, and NIST.

https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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Compliance (HIPAA and HITRUST)

In another strategic engagement with the client, REAN Cloud provided audit preparation 

support for HITRUST certification of their environment. Having been intimately involved 

with the architecture, migration, and on-going operations of the client’s genomics 

platform, REAN Cloud prepared the details of how the environment was built, secured, 

tested, and maintained in a compliant state for review by the audit team. Furthermore, 

REAN maintains a HIPAA BAA with AWS and was able to quickly provide detailed, 

formalized internal MGS process and procedure documentation required by the auditors. 

Additionally, REAN was able to prepare and provide technical evidence and demonstrate 

security and compliance controls in real time, during the audit.

From proof of concept to fully secured and operational cloud environments, REAN Cloud 

can provide pragmatic solutions based on best practices for performance, security, 

compliance, and cost in a phased approach, customized to your specific needs. If you are 

interested in learning how REAN Cloud can become a strategic partner in leveraging the 

AWS Cloud to accelerate your firm’s innovation and service/product differentiation, then 

please contact us immediately at HCLS@reancloud.com.

REAN was able to prepare and provide technical 
evidence and demonstrate security and compliance 
controls in real time, during the audit.

mailto:HCLS%40reancloud.com?subject=More%20Information
https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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About REAN Cloud

REAN Cloud, an AWS Premier Consulting Partner, is a one stop shop for managed 

solutions to help organizations become agile and productive. Their turnkey solutions 

empower innovation and reduce time to market at a low cost in a monthly subscription 

model. The team’s extensive AWS expertise empowers their customers to quickly, 

securely and reliably launch their solution with confidence with no investments 

needed to procure hardware/software or services. REAN Cloud has worked with global 

organizations including Radian, Ditech Mortgage, Trend Micro, Riverbed, Ozy Media and 

Sentient Energy. Their solutions are bundled with advanced security features to help 

address clients’ compliance needs.

Please contact us at HCLS@reancloud.com for further inquiries.

http://reancloud.com/
mailto:HCLS%40reancloud.com?subject=More%20Information
https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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