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Accelerating the HCLS Industry  
Through Cloud Computing

Use cloud computing to accelerate life sciences and healthcare specific workloads,  

and meet the unique computation, storage, security, and compliance requirements  

for those industries. 

REAN Cloud, an Amazon Web Services Premier Consulting Partner, offers innovative 

solutions and professional cloud consulting services to meet challenges such as 

accommodating peak compute demand, storing and archiving virtually an unlimited 

amount of data, coordinating secure access for teams of scientists and analysts, and 

securely sharing validated tools and results of sensitive data. With a strategic partner 

such as REAN, you can take full advantage of the benefits of cloud computing, while 

also protecting personal health information with industry-best tools, techniques, and 

processes. In this whitepaper, we will highlight several of the key benefits of cloud computing, 

security and compliance concerns to address, and how REAN Cloud can be a change 

agent for your firm to transform your business with the Amazon Web Services (AWS) cloud.

https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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Increasing Savings, Agility, and Performance

From a financial perspective, it is important to understand the cost basis of your current 

infrastructure at an organizational level. For instance, hardware and software licenses  

are top of mind when considering expenses, but also consider the appropriate allocation 

of overhead costs such as electricity, cooling, maintenance, security, real estate, as well 

as the labor costs of systems administration, network engineers, help desk personnel, 

contracting, project management, architecture, security and other professionals who 

support your IT infrastructure. Doing a total cost of ownership analysis will help you 

realize the cost benefits of the cloud, versus a traditional on-premises infrastructure. 

For instance, you only pay for cloud computing as you go. There are no commitments 

or large initial capital expenses to get started. Furthermore, unlike many products and 

services, cloud computing has dropped in price over time, per compute-hour or GB-stored 

per month. In fact, Amazon Web Services has dropped prices over 45 times in 9 years. 

You also can pay less per unit as you use more computing with tiered-level discounts, 

and you can leverage cloud-specific pricing models, such as EC2, to spot instances where 

you can bid on compute capacity based on the current demand. You can also reserve 

instance hours at a 20-40% discount if you know you are going to use a certain amount 

of compute in a 1-3 year period.

While the financial benefits of the cloud are compelling, there are a host of other benefits 

that result in a more agile organization, allowing you to innovate faster, reduce costs, 

and focus on your business goals versus focusing on the undifferentiated heavy-lifting 

of managing IT resources, which is normally not the core competency for most firms.  

Reducing the burden of IT infrastructure enables firms to apply their intellectual capital  

to focus on their specific mission. Cloud computing offers access to compute, 

networking, storage, and database resources as a service, which is available on-demand, 

worldwide, at a moment’s notice, in a self-service model that enables developers 

and engineers access to resources programmatically. These key benefits enable the 

developers and engineers to automate infrastructure deployment in a deterministic 

fashion, ensuring deployments that are predictable, repeatable, and scalable. You are now 

only limited by how fast you can develop or implement applications, and not drawn down 

by the procurement cycles of buying equipment and racking and stacking of servers in a 

datacenter that are expensive to own or rent.

https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/


3© 2015 REAN Solutions Inc. All rights reserved.

AWS

User Uploaded Data

Principal
Investigators

User Authentication

Genomics

Gateway

Visualization

OpenData

Controlled

Data

Workflow
Selection

 

UserAuthorization

Intelligent

Workflow 

Provisioner

Dynamic 
Multi Step 

Pipeline 
Cluster

Results

High Level 
Architecture

Cloud computing is an emerging IT delivery model in the healthcare and life sciences 

industries that allows users to conveniently access computing resources as pay-per-use 

services. Moving from on-premise hosted software to cloud based systems affects all 

business model components, that is, the customer value proposition, resource base,  

value configuration, and financial flows.

The process of migration, however, is marked with a few challenges, especially when it 

comes to security and compliance, namely HIPAA compliance and HiTrust certifications 

for healthcare and life sciences organizations. 

https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/


4© 2015 REAN Solutions Inc. All rights reserved.

Achieving Security & Compliance
Shared Responsibility Model 

As cloud computing customers are building systems on top of cloud infrastructure, 

the security and compliance responsibilities are shared between the Cloud Service 

Provider (CSP) and cloud customers. In an Infrastructure as a Service (IaaS) model, 

customers control how they architect and secure their applications and data put on the 

infrastructure, while CSPs are responsible for providing services on a highly secure and 

controlled platform, providing a wide array of additional security features. The level of 

CSP and customer responsibilities in this shared responsibility model depends on the 

cloud deployment model (cloud service types can be found on the U.S. National Institutes 

of Standards and Technology (NIST) website, and customers should be clear as to what 

responsibilities fall within their obligation in each model. AWS’ shared responsibility/

security model is depicted in the figure below:

•   AWS Responsibility – AWS operates, manages and controls the infrastructure 

components, from the host operating system and virtualization layer, down to the 

physical security of the facilities in which the service operates.

•  Customer Responsibility – Customers assume responsibility and management of the 

guest operating system (including updates and security patches), other associated 

application software, as well as the configuration of the AWS provided security group 

firewalls and other security, change management and logging features.
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•  Customer implement their own set  
of controls

•  Multiple customers with FISMA  
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•  Data Security Standard 
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•  HIPAA and ITAR 
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http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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REAN Cloud reduces the burden of clients having to adhere to customer requirements 

for security above the hypervisor level.  Along with building and/or migrating cloud-based 

infrastructure and application layers, REAN is adept at transitioning your existing systems 

into a virtualized infrastructure, with enhanced security to meet stringent compliance 

requirements through our Security Framework Controls (SCF) across multiple layers 

leveraging technology, such as host-based firewalls, host-based intrusion detection/

prevention, and encryption.
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https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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We help organizations that are required to go through security and compliance audits 

(HIPAA compliance or HiTrust Certifications). REAN’s SCF is a comprehensive solution 

that covers across End User, Application and Management Layers. Furthermore, once  

in operation on AWS, the REAN Compliance Tool can monitor your environment and 

provide continuous, real-time compliance reports.

To learn more specifics about HIPAA and HiTrust on the Amazon Cloud, start with the 

AWS Compliance Center. This site provides guidance on building secure systems in 

accordance with HIPAA and HiTrust guidelines.

A wide range of AWS security resources are available at: Amazon Security Resources. 

END USER LAYOUT

•  Remote access: SSL, 
IPsec, iPhone/iPad/Cisco 
VPN client support

•  Intrusion protection using 
deep packet inspection

•  Flood protection using 
DoS, DDoS, and PortScan 
blocking

•  Site-to-site VPN: SSL, 
IPSec, 256-bit AES, PFS, 
RSA, X.509 certificates, 
and pre-shared key

•  Brower-based HTML5 
VPN portal requires no 
plugins or ActiveX for 
access to remote desktop, 
SSH, and other programs

APPLICATION LAYER

•  Leverages pay-per-use 
and elastic Amazon Web 
Services infrastructure  
to deliver secure and 
 highly available 
collaboration solution

•  Encryption of data at rest 
using AES 256 encryption 
with on-premise key 
management

•  FISMA (moderate),  
HIPAA, SOC 1, PCI, and 
ISO 27001 compliance

MANAGEMENT LAYER

•  Zero trust controls to 
support improved security 
and compliance

•  Unified Policy 
Management provides 
clarity regarding which 
controls are in place  
and for whom, and 
reduces TCO

•  Integration with key 
security and network 
infrastructure: AD/LDAP, 
X.509/PKI Authentication 
systems (Radius, PIV/
CAC, etc.)

http://aws.amazon.com/compliance/hipaa-compliance/
http://aws.amazon.com/security/security-resources/
https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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Gaining a Competitive Advantage with REAN Cloud

Accelerate your life sciences and healthcare workloads by partnering with REAN Cloud. 

REAN Cloud has supported several leading life sciences organizations to deploy and 

manage genomics and personalized medicine research data processing pipelines on the 

Amazon Web Services cloud. We can implement win-win design patterns that leverage 

the benefits of high-scale, low-cost compute and storage of the cloud, while also meeting 

stringent security and compliance standards, specifically the requirements of the U.S. 

Health Insurance Portability and Accountability Act (HIPAA) and HiTrust certifications. 

REAN is staffed with AWS architects and executives with deep security and compliance 

experience in the healthcare industry. 

REAN can also assist in your audit preparation by drafting industry-standard best 

practices in creating the policies and procedures needed for compliance. We offer our 

blueprint for implementing a robust, defense-in-depth architecture that directly addresses 

working with processing data containing protected health information (PHI).

POLICES

1 Information Security Policy

2 Risk Management Policy

3 Access Control Policy

4 Data Retention Policy

5 Data Disposal Policy

6 Data Backup Policy

7 Data Protection Policy

8 Data Protection Policy

9 Incident Management Policy

10 Password Management Policy

11 Logging and Monitoring Policy

12 Asset Data Protection Policy

13 Business Continuity Policy

14 Disaster Recovery Policy / Plan

15 Acceptable Use Policy

16 Compliance Policy

17 Privacy Policy

18 Privacy Training Plan

19 Security Training and Awareness Plan

PROCEDURES

20 Risk Assessment Procedure

21 User Access Management Procedures (Provisioning, 
Revocation)

22 Backup Procedures

23 Incident Management Procedures

24
Logging and Monitoring Procedures 
(eg. Log Reviews)

25
Asset Management Procedures 
(eg. Inventory)

26 Choice and Consent Procedures

27 Data Quality Procedures

28 Breach Notification Procedures

29
Transfer and Disclosure: Privacy Agreements 
Procedures

30 Access, Correction, Amendment, Deletion Procedures

31 SDLC Methodology

Please contact us at HCLS@reancloud.com for further inquiries.

mailto:HCLS%40reancloud.com?subject=More%20Information
https://www.linkedin.com/company/rean-cloud-solutions
https://twitter.com/reancloud
$$$/Dialog/Behaviors/GoToView/DefaultURL
http://reancloud.com/
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